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(54) SECURITY SYSTEM

(57) A security system is disclosed. The security sys-
tem includes a secure zone, user access to which is re-
stricted, a first gateway encrypted using a first encryption
algorithm, and a second gateway encrypted using a sec-
ond encryption algorithm. The first gateway is configured
to restrict access to the second gateway, and the second

gateway is accessible via the first gateway with a first
key. The second gateway is configured to restrict access
to the secure zone, and the secure zone is accessible
via the second gateway with a second key. The first en-
cryption algorithm is different from the second encryption
algorithm.
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Description

FIELD OF THE INVENTION

[0001] The present invention relates to access control
and, more particularly, to a security system and a method
for controlling access to a secure zone.

BACKGROUND OF THE INVENTION

[0002] It is known to employ cryptographic techniques
to restrict access to an area such as, for example, a re-
stricted area of a computer network.
[0003] A known cryptographic technique uses pub-
lic/private key cryptography, which uses two separate
keys; one of which is made publically available, and the
other of which is kept secret (or private). The public key
and the private key form a key pair and are mathemati-
cally linked. Typically, the public key is used to encrypt
data, such as an access code, and the private key is used
to decrypt the data.
[0004] Public/private key cryptography is also known
as asymmetric cryptography due to the requirement to
use two different keys to the form the encryption and
decryption steps.
[0005] Another known type of cryptography is known
as symmetric key cryptography. In symmetric cryptogra-
phy, the same cryptographic keys are used for encryption
of the data and for decryption of the data. For symmetric
key cryptography a first party encrypts data using sym-
metric key. That symmetric key is then shared with a
second party with whom access to the data is to be grant-
ed. The second party is then able to use the same sym-
metric key to decrypt the encrypted data.
[0006] Both asymmetric and symmetric key cryptogra-
phy have disadvantages. Asymmetric cryptography re-
quires significant key management to ensure that each
user to whom access is granted has a private key. Fur-
thermore, if the access rights of that user are revoked,
then user’s private key must also be revoked to prevent
any future unauthorised access. Similarly, symmetric key
cryptography suffers from significant security risks be-
cause a key provided to a user might be stolen, or copied
and distributed to an unauthorised user. In such a situa-
tion, all of the symmetric keys would need to be replaced
to prevent unauthorised access.

SUMMARY OF THE INVENTION

[0007] A first aspect of the invention provides a security
system comprising a secure zone, user access to which
is restricted; a first gateway encrypted using a first en-
cryption algorithm; and a second gateway encrypted us-
ing a second encryption algorithm; wherein the first gate-
way is configured to restrict access to the second gate-
way, the second gateway being accessible via the first
gateway with a first key; wherein the second gateway is
configured to restrict access to the secure zone, the se-

cure zone being accessible via the second gateway with
a second key; and wherein the first encryption algorithm
is different from the second encryption algorithm.
[0008] The second encryption algorithm may comprise
a symmetric encryption algorithm and the second key
may comprise a symmetric key.
[0009] The first encryption algorithm may comprise a
one-time pad encryption algorithm and the first key may
comprise a one-time pad key.
[0010] The security system may further comprise a key
generator for generating at least one of the first key and
the second key.
[0011] The security system may further comprise an
access control manager for controlling access through
at least one of the first gateway and the second gateway
based on access rights of a user attempting to gain ac-
cess to the secure zone.
[0012] Access to at least one of the first gateway and
the second gateway may be time-limited. In a similar
manner, at least one of the first key and the second key
may be valid for a limited duration. When said limited
duration has expired, access via at least one of the first
gateway and the second gateway may be prevented.
[0013] The secure zone may comprise a plurality of
secure zones accessible via the first gateway. A separate
key may be required to access each of the plurality of
secure zones via the first gateway.
[0014] A further aspect of the invention provides a
method of granting a user access to a secure zone in a
security system, the method comprising: generating a
first encryption key for accessing a first gateway; gener-
ating a second encryption key for accessing a second
gateway; and providing the first encryption key and the
second encryption key to a user attempting to access the
secure zone; wherein the second gateway is accessible
via the first gateway, and the secure zone is accessible
via the second gateway; and wherein the first encryption
key is different from the second encryption key.
[0015] The method may further comprise querying an
access control manager to determine whether or not the
user is authorized to access the secure zone. If it is de-
termined that the user is not authorized to access the
secure zone, then the user may be prevented from ac-
cessing the secure zone via at least one of the first gate-
way and the second gateway.
[0016] The method may further comprise determining
whether or not the user is subject to any access restric-
tions. If it is determined that the user is subject to access
restrictions, then those access restrictions may be ap-
plied to at least one of the first encryption key and the
second encryption key.
[0017] The method may further comprise converting
the first encryption key into the second encryption key if
access to the first gateway has been granted using the
first encryption key.
[0018] The method may further comprise applying an
access duration limitation to at least one of the first key
and the second key. If the access duration has expired,
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then the method may prevent further access using the
key to which the limitation has been applied.
[0019] Other features of the invention will be become
apparent from the following description.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] Embodiments of the invention will now be de-
scribed with reference to the accompanying drawings, in
which:

Figure 1 is a schematic view of an exemplary com-
puter system architecture;

Figure 2 a schematic view of a security system con-
structed in accordance with embodiments of the in-
vention;

Figure 3 is a schematic view of a security system
constructed in accordance with alternative embodi-
ments of the invention; and

Figure 4 is a flow diagram outlining the steps of a
method in accordance with embodiments of the in-
vention.

DETAILED DESCRIPTION OF EMBODIMENT(S)

[0021] Referring to the drawings, Figure 1 shows an
exemplary computer system architecture 100 incorporat-
ing the present invention.
[0022] In the example depicted in Figure 1, a user of
a computer 102 may wish to access one or more restrict-
ed or unrestricted areas of the system architecture 100.
The computer 102 is depicted as a laptop computer, but
a user might use any other type of computer access de-
vice, such as a desktop computer, a tablet computer or
a smartphone. The computer 102 is, in this embodiment,
used to gain access to one or more areas within a network
104 depicted by a dashed line. The network 104 might
be a, for example, a computer network within an office
or a company, or a larger scale network, such as a na-
tional infrastructure. The network 104 includes three se-
cure zones, 106, 108 and 110. The network 104 also
includes a firewall-protected zone 112 which is protected
using a standard firewall, but is not secured in the same
manner as the secure zones 106, 108 and 110, as will
be discussed below.
[0023] The secure zones 106, 108 and 110 may be
arranged and connected in any manner, with each secure
zone defining an area of the network to which access
should be restricted for particular users. In this embodi-
ment, the secure zone 106 is a sub-network 114 of com-
puters located remotely from the secure zones 108 and
110, and connected to the rest of the network 104 via,
for example, an antenna 116.
[0024] The secure zone 108 is, in this embodiment, a
control system sub-network of computers 118a, 118b,

118c and 118d. The computers 118a-d in the control sys-
tem sub-network are connected to one another via a con-
trol system local area network (LAN) 120. Each of the
computers 118a-d represents a server or computer hav-
ing a particular function, such as, for example, a data
acquisition server, an application server, a data server,
a configuration server, a user work station or an engi-
neering work station.
[0025] The secure zone 110 is similar to the secure
zone 106 and includes a sub-network 122 of computers
located remotely from the secure zones 106 and 108,
and in communication with the rest of the network 104
via an antenna 124.
[0026] The firewall-protected zone 112 is not subject
to the same level of protection as the secure zones 106,
108 and 110. The firewall-protected zone 112 is located
behind a firewall 126, which is configured to control net-
work traffic going into and out from the firewall-protected
zone. The firewall-protected zone 112 incudes individual
computers 128a, 128b, 128c and 128d, each of which
has a particular function. For example, one or more of
the computers 128a-d might function as a business com-
munication server, a World Wide Web (WWW) server, a
security server, an authentication server, a business user
work station, or a corporate server. The computers 128a-
d are connected to one another via a corporate LAN 130.
[0027] In order for the computer 102 to access one or
more of the secure zones 106, 108 and 110 or the firewall-
protected zone 112, access must first be granted to the
network 104. Access to the network 104 is restricted by
first cryptographic gateway 132, which prevents access
to any zones within the network unless a user has been
granted sufficient access rights. The first cryptographic
gateway 132 forms a first level of security, and will be
discussed in greater detail with reference to Figures 2, 3
and 4.
[0028] If the user of the computer 102 has been granted
sufficient access rights that allow him or her to gain ac-
cess to the network 104, such as access to the secure
zones 106, 108 or 110 or to the firewall-protected zone
112 is restricted by a second cryptographic gateway 134.
If the user of the computer 102 has been granted suffi-
cient access rights to allow him or her to access at least
one of the secure zones 106, 108 or 110 or to access
the firewall-protected 112, then access to one or more
of these zones will be granted via the second crypto-
graphic gateway 134. Thus, the user of the computer 102
attempting to access a restricted zone within the network
104 must have sufficient access rights to get through two
levels of security, namely the first cryptographic gateway
132 and the second cryptographic gateway 134.
[0029] Each of the cryptographic gateways 132, 134
uses a cryptographic algorithm to restrict access there-
through. In this embodiment, the first cryptographic gate-
way 132 uses a first cryptographic key, and the second
cryptographic gateway 134 uses a second cryptographic
key, as will be discussed with reference to Figures 2, 3
and 4.
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[0030] The term "gateway" used herein is intended to
mean a component within a computer network through
which network traffic is routed, and which can be config-
ured to restrict and/or to allow access therethrough.
While, in the embodiments described herein, the system
100 includes two separate gateways (that is, a first gate-
way 132 and a second gateway 134), in other embodi-
ments, the system might include a single gateway (not
shown). In those embodiments, the first and second gate-
ways represent two different sides or parts of the single
gateway.
[0031] Reference is now made to Figures 2 and 3,
which show, schematically, a security system 200 con-
structed in accordance with embodiments of the present
invention.
[0032] Figure 2 shows a security system 200 having
secure zones 202, 204, 206 and 208. A user of the com-
puter 102 wishes to gain access to one or more of the
secure zones 202 to 208. Access to the secure zones
202 to 208 is restricted by the first cryptographic gateway
132 and the second cryptographic gateway 134. While
the first and second gateways 132, 134 have been de-
picted as separate elements in this embodiment, it will
be appreciated that, in other embodiments, the first and
second gateways may be combined in to a single cryp-
tographic gateway, depicted in Figure 2 by a dashed line
210.
[0033] An access control manager 212 is in communi-
cation with the first gateway 132 and the second gateway
134, and serves to control access through the first and
second gateways based on access rights of the user.
The access control manager 212 may be implemented
on a computer in physical communication with the first
and second gateways 132, 134 or remotely, and in com-
munication with the first and second gateways via a wire-
less network (not shown).
[0034] As is discussed above, the first cryptographic
gateway 132 provides a first level of security for the se-
cure zones 202 to 208, and the second cryptographic
gateway 134 provides a second level of security for the
secure zones. A user wishing to gain access to one or
more of the secure zones 202 to 208 must have sufficient
access rights to get through both the first cryptographic
gateway 132 and the second cryptographic gateway 134.
[0035] In this embodiment, the first cryptographic gate-
way utilises a one-time pad encryption technique. A user
wishing to gain access to one or more of the secure zones
202 to 208 using the computer 102 is provided with a
one-time pad key 214 either via the computer 102 or via
a one-time pad device. As will be apparent to those skilled
in the art, a one-time pad key can be used only once,
after which a new one-time pad key must be generated.
[0036] When a user requests access to the network
104 and to one or more of the secure zones 202 to 208,
the computer 102 communicates with the access control
manager 212, and the access control manager deter-
mines whether or not the computer 102 (or the user of
the computer) has access rights to access the network

and, if so, which (if any) secure zones the user is author-
ised to access. In some embodiments, the access control
manager 212 queries a data store, to determine the ac-
cess rights of the user. The data store may take the form
of a database or lookup table stored on a memory of a
computer or server, and the data store may include in-
formation such as details of multiple users, credentials
of the users, and information regarding which secure
zones 202 to 208 each user is authorised to access.
[0037] In an alternative embodiment shown in Figure
3, the computer 102 may communicate directly with a
key generator 216 via a wired connection or via a wireless
connection. In this embodiment, the key generator 216
communicates directly with the access control manager
212 to query the access rights of the user of the computer
102.
[0038] In yet a further alternative embodiment, the key
generator 216 is provided with, or has access to, a data
store containing information regarding the access rights
of users of the system 200. In this embodiment, the key
generator 216 determines whether or not the user of the
computer 102 is authorised to access the network 104
via the first gateway 132. If the key generator 216 deter-
mines that the user of the computer 102 is authorised to
access the network 104, then the key generator gener-
ates a one-time key 214 and issues the one-time pad key
to the user via the user computer 102. The one-time pad
key 214 provided to the computer 102 corresponds to a
one-time pad key 218 associated with the first gateway
132. The user of the computer 102 is able to attempt to
log into the first gateway 132 using the generated one-
time pad key 214 and, if the one-time pad key 214 match-
es the one-time pad key 218 of the first gateway 132,
then access to the first gateway is granted. The access
control manager 212 then communicates with the first
gateway 132 to provide details of which (if any) of the
secure zones 202 to 208 the user of the computer 102
is authorised to access. If the user of the computer 102
is authorised to access at least one of the secure zones
202 to 208, then the user of the computer is granted ac-
cess to the relevant secure zone or zones via the second
gateway 134. In one embodiment, the access control
manager 212 is able to route the user to the relevant
secure zone or zones using the one-time pad key 218
since the access control manager is can determine the
access rights of the user and provide him or her the nec-
essary key or keys required to gain access through the
second gateway.
[0039] In an alternative embodiment, a key or multiple
keys corresponding to the keys 222 to 228 of the secure
zones 202 to 208 may be generated by the key generator
216, and issued to the user computer 102. In yet another
embodiment, the one-time pad key 214 which is used to
access the first gateway 132, can be converted into one
or more keys for accessing the secure zones via the sec-
ond gateway 134.
[0040] As is shown in Figure 3, each secure zone 202
to 208 has an associated key. Specifically, the secure
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zone 202 has an associated key 222, the secure zone
204 has an associated key 224, the secure zone 206 has
an associated zone 226 and the secure zone 208 has an
associated key 228. In some embodiments, each secure
zone has its own associated key and, therefore, a user
wishing to access multiple secure zones must be issued
with a key associated with each secure zone. In other
embodiments, multiple secure zones may be grouped
together such that one key may be generated which pro-
vides access to the group of secure zones. Similarly, in
a further alternative embodiment, a single key may be
provided which allows unrestricted access to all of the
secure zones.
[0041] The key or keys used to access the secure
zones 202 to 208 via the second gateway 134 are, in this
embodiment, symmetric keys. That is to say that the key
or keys issued to the user computer 102 for gaining ac-
cess through the second gateway 134 are the same as
the keys 222 to 228 associated with the secure zones.
The symmetric key pairs used for accessing the secure
zones 202 to 208 are kept secret, and are used only for
computers that are within the secure network 104. In oth-
er words, the symmetric keys are issued only to comput-
ers which have accessed the first gateway 132.
[0042] In summary, therefore, two different types of key
are required in order to gain access to one or more of
the secure zones 202 to 208; a one-time pad key is re-
quired to gain access to the first gateway 132, and at
least one symmetric key is required to gain access to the
second gateway 134.
[0043] In some embodiments, the keys issued to the
user computer 102 include additional restrictions or lim-
itations on the access provided to the user computer 102.
For example, in one embodiment, the one-time pad key
is further restricted by a time limit, meaning that the one-
time pad key is valid only for a finite duration of time, for
example 24 hours. Upon expiry of the time limit, the one-
time pad key expires, and can no longer be used to ac-
cess the first gateway 132.
[0044] In some embodiments, upon expiry of a time
limit of the one-time pad key, a user computer 102 which
has accessed the network 104 is automatically logged
off the network, and its access rights are automatically
revoked. This prevents any user computer 102 from con-
tinuing to access the secure network 104 or one of the
secure zones 202 to 208 beyond the period of time that
access has been authorised.
[0045] If no time restrictions or duration restrictions are
imposed on the one-time pad key, then access to the
network 104 or to the secure zones 202 to 208 is auto-
matically revoked when the user of the computer 102
logs out of the network.
[0046] Reference is now made to Figure 4, which is a
flow diagram detailing various steps of a method for con-
trolling access to one or more secure zones.
[0047] At step 402, a user requests access to one or
more secure zones, such as the secure zones 202 to
208, using the computer 102. The request by the user

computer 102 may be made to the access control man-
ager 212 or, in an alternative embodiment, to the key
generator 216. The access control manager 212 is then
queried (step 404) to determine the access rights of the
user computer 102. If it is determined that the user com-
puter 102 does not have access to the requested zones,
then access to the network 104 is prevented (step 406).
If, however, it is determined that the user computer 102
does have access to the requested zone, then the access
control manager 212 determines whether or not the user
computer is subject to any specific access limitations
(step 408), such as time limitations.
[0048] At step 410, the key generator 216 generates
a one-time pad key 214 which includes any user access
limitations determined during step 408.
[0049] The one-time pad key generated in step 410 is
then sent to the user computer 102 (step 412). In step
414, the user of the user computer 102 attempts to log
into the first gateway 132 using the one-time pad key
214. When a user or a computer, such as the user com-
puter 102, attempts to access the first gateway 132 with
the one-time pad key 214, the access control manager
212 determines whether or not the one-time pad key is
valid (step 416). If the access control manager 212 de-
termines that the one-time pad key is not valid, then the
access control manager prevents the user computer 102
from accessing the first gateway 132 (step 418). If, how-
ever, the access control manager 212 determines that
the one-time pad key is valid, then access to the first
gateway 132 is granted to the user computer 102 (step
420).
[0050] Once an authorised user of the user computer
has been granted access to the first gateway 132, the
access control manager 212 determines the specific ac-
cess rights of the user computer, and determines which
(if any) of the secure zones 202 to 208 the user computer
102 is authorised to access (step 422). The access con-
trol manager 212 then grants the user access (step 424)
to the relevant secure zones via the second gateway 134
by routing the user through the second gateway. In some
embodiments, as is noted above, the access control
manager 212 communicates to the key generator 216
which secure zones 202 to 208 the user computer 202
is authorised to access, and the key generator converts
the previously-generated one-time pad key 214 into the
key or keys required to access the second gateway 134.
[0051] Some keys generated by the key generator 216
may be subject to time limitations, such as restrictions
on the length of time that a key can be used to access
the first gateway 132 and/or the second gateway 134.
The access control manager 212 monitors any user com-
puters that have been granted access to the first gateway
132 and the second gateway 134, and determines reg-
ularly whether any of the access keys have expired (step
426). If a key has expired through exceeding the duration
for which access was granted, then access to the first
gateway 132 and/or the second gateway 134 is revoked
(step 428). If access is revoked, then the user computer
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102 may be automatically disconnected from the network
104. If, at step 424, it is determined that the access for
the computer 102 has not expired, then the computer is
able to remain connected to the secured network 104.
[0052] Although the invention has been described
above with reference to one or more preferred embodi-
ments, it will be appreciated that various changes or mod-
ifications may be made without departing from the scope
of the invention as defined in the appended claims.

Claims

1. A security system comprising:

a secure zone, user access to which is restrict-
ed;
a first gateway encrypted using a first encryption
algorithm; and
a second gateway encrypted using a second en-
cryption algorithm;
wherein the first gateway is configured to restrict
access to the second gateway, the second gate-
way being accessible via the first gateway with
a first key;
wherein the second gateway is configured to re-
strict access to the secure zone, the secure zone
being accessible via the second gateway with a
second key; and
wherein the first encryption algorithm is different
from the second encryption algorithm.

2. A security system according to claim 1, wherein the
second encryption algorithm comprises a symmetric
encryption algorithm and the second key comprises
a symmetric key.

3. A security system according to claim 1 or claim 2,
wherein the first encryption algorithm comprises a
one-time pad encryption algorithm and the first key
comprises a one-time pad key.

4. A security system according to any of the preceding
claims, further comprising a key generator for gen-
erating at least one of the first key and the second
key.

5. A security system according to any of any of the pre-
ceding claims, further comprising an access control
manager for controlling access through at least one
of the first gateway and the second gateway based
on access rights of a user attempting to gain access
to the secure zone.

6. A security system according to any of any of the pre-
ceding claims, wherein access to at least one of the
first gateway and the second gateway is time-limited.

7. A security system according to claim 6, wherein at
least one of the first key and the second key is valid
for a limited duration.

8. A security system according to claim 7, wherein,
when said limited duration has expired, access via
at least one of the first gateway and the second gate-
way is prevented.

9. A security system according to any of any of the pre-
ceding claims, wherein the secure zone comprises
a plurality of secure zones accessible via the first
gateway, and wherein a separate key is required to
access each of the plurality of secure zones via the
first gateway.

10. A method of granting a user access to a secure zone
in a security system, the method comprising:

generating a first encryption key for accessing
a first gateway;
generating a second encryption key for access-
ing a second gateway; and
providing the first encryption key and the second
encryption key to a user attempting to access
the secure zone;
wherein the second gateway is accessible via
the first gateway, and the secure zone is acces-
sible via the second gateway; and
wherein the first encryption key is different from
the second encryption key.

11. A method according to claim 10, further comprising:

querying an access control manager to deter-
mine whether or not the user is authorized to
access the secure zone.

12. A method according to claim 11, wherein, if it is de-
termined that the user is not authorized to access
the secure zone, then the user is prevented from
accessing the secure zone via at least one of the
first gateway and the second gateway.

13. A method according to any of claims 10 to 12, further
comprising:

determining whether or not the user is subject
to any access restrictions;
wherein, if it is determined that the user is subject
to access restrictions, then applying those ac-
cess restrictions to at least one of the first en-
cryption key and the second encryption key.

14. A method according to any of claims 10 to 13, where-
in, if access to the first gateway has been granted
using the first encryption key, then the first encryption
key is converted into the second encryption key.
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15. A method according to any of claims 10 to 14, further
comprising:

applying an access duration limitation to at least
one of the first key and the second key; and
if the access duration has expired, then prevent-
ing further access using the key to which the
limitation has been applied.
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