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(54) METHOD AND SYSTEM FOR ENFORCING USER POLICY ON DATABASE RECORDS

(57) A system and method are provided for enforcing
user policies on database. In one aspect a user policy
and/or enterprise policy is predefined and mapped to the
column of the database. Further, the query is run through
a query parsing module, the result is sent to a query an-
alyzing module to analyze the sensitivity of each query.
A query rewriting module rewrites the query and the re-
written query is sent to the database. A sensitive tree is

generated using database metadata, which is used dur-
ing query analysis and query re-writing. In cases the orig-
inal query does not contain any set operators the rewrit-
ten query is executed on the database and results are
displayed as per the user policy. The cases where the
original query comprises set operators a function called
merger is implemented in the database or at the proxy
server and data is displayed as per the user policy.
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Description

CROSS-REFERENCE TO RELATED APPLICATIONS 
AND PRIORITY

[0001] The present application claims priority to a Pat-
ent Application Serial Number 201621021244 filed be-
fore Indian Patent Office on June 21, 2016 and incorpo-
rates that application in its entirety.

TECHNICAL FIELD

[0002] The present disclosure in general relates to a
field of a database access and sensitive data manage-
ment. More particularly, the present disclosure relates to
system(s) and method(s) for enforcing user policy to con-
trol access of sensitive data stored in a database.

BACKGROUND

[0003] Employees of an enterprise fetch data from pro-
duction databases (or database) for various purposes
such as to resolve customer complaints, fix bugs in an
application, etc. The fetched data may contain the sen-
sitive data such as Account Number, SSN, Date of birth,
etc. along with non-sensitive data. Data fetched from the
enterprise database should not be exposed to anyone
without asking consent or notifying concerned persons.
[0004] The result of query may not explicitly fetch the
data subjects in the result as it’s up to the employee to
write query according to his requirement. In the absence
of information about data subject identifiers, it is not pos-
sible to notify them about their sensitive data exposure
to enterprise employees. Moreover, data subjects need
to be notified only if a query fetches the data being
deemed sensitive by regulations or policies (by enter-
prise or data subjects).
[0005] Enterprise employees fire queries against da-
tabase to fetch data for resolving tickets. Sometimes em-
ployees fetch sensitive data along with non-sensitive da-
ta. Without data subject approval, sensitive data should
not be exposed to employees. With SQL query formation
flexibility, employee can write a query in any form. The
result of that query may not contain data subject identi-
fiers. In the absence of data subject identifier, it is impos-
sible to notify them when their data has been fetched.
[0006] Therefore, the objective is to fetch data subject
identifier by re-writing a query with minimum cost.

SUMMARY

[0007] Before the present methods, systems, and
hardware enablement are described, it is to be under-
stood that this invention is not limited to the particular
systems, and methodologies described, as there can be
multiple possible embodiments of the present invention
which are not expressly illustrated in the present disclo-
sure. It is also to be understood that the terminology used

in the description is for the purpose of describing the par-
ticular versions or embodiments only, and is not intended
to limit the scope of the present invention.
[0008] The present application provides a system and
method for enforcing user policy to control access of sen-
sitive data stored in a database.
[0009] In one embodiment, the present disclosure pro-
vides a system for enforcing user policy to control access
of sensitive data stored in a database. In one aspect a
user policy and/or enterprise policy is predefined and
mapped to the column of the database. A query is re-
ceived from user at a receiving module of the system.
Further, the query is run through a query parsing module,
the result of the query parsing module is sent to a query
analyzing module to analyze the sensitivity of the query.
Further, a preference manager module manages the
preferences of data subjects. These preferences are ac-
cess preferences and set on the sensitive fields. A sen-
sitive tree generator module is configured to generate a
tree from the metadata of the database. The sensitive
tree generator module takes privacy preferences as input
to determine the sensitivity of fields which will be subse-
quently used in marking (with sensitivity) tree nodes. Fur-
ther, the system comprises a query re-writing module to
re-write or modify the query and the rewritten or substi-
tuted query is sent to the database. The sensitive tree
which is based on database metadata is used during que-
ry analysis and query re-writing. In cases the original que-
ry does not contain set operators the rewritten query is
executed on the database and results are displayed as
per the user policy. The cases where the original query
contains the set operators a special function called merg-
er is implemented in the database or at the proxy server
and the data is displayed as per the user policy.
[0010] In another embodiment, the present disclosure
provides a method for enforcing user policy to control
access of sensitive data stored in a database. The meth-
od receives a query to retrieve data stored in the data-
base using a receiving module. Further, the process
parses the received query using a query parsing module.
Furthermore, it generates a sensitive tree from metadata
of the database using a sensitive tree generator module.
The process analyzes sensitivity of the parsed query us-
ing sensitive tree by a query analyzing module and re-
writs the received query using the sensitive tree by a
query re-writing module. It Manages one or more prefer-
ences of one or more data subjects using a preference
manager module, wherein the one or more preferences
are set on the sensitive fields of the database and finally
it enforces the one or more preferences related to the
sensitive data using a preference enforcement module,
wherein the preference enforcement module is config-
ured to notify data subjects according to the preference
document to protect sensitive data stored in database.
The sensitive tree which is based on database metadata
is used during query analysis and query re-writing. In
cases the original query does not contain set operators
the rewritten query is executed on the database and re-
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sults are displayed as per the user policy. The cases
where the original query contains the set operators a spe-
cial function called merger is implemented in the data-
base or at the proxy server and the data is displayed as
per the user policy.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The foregoing summary, as well as the following
detailed description of preferred embodiments, are better
understood when read in conjunction with the appended
drawings. For the purpose of illustrating the invention,
there is shown in the drawings exemplary constructions
of the invention; however, the invention is not limited to
the specific methods and system disclosed. In the draw-
ings:

Figure 1 illustrates a network implementation of a
system for enforcing user policy according to an em-
bodiment of the present disclosure;

Figure 2 illustrates the system enforcing user policy
to control access of sensitive data stored in a data-
base according to an embodiment of the present dis-
closure;

Figure 3 illustrates an instance of generic solution
for data privacy problem according to an embodi-
ment of the present disclosure;

Figure 4 illustrates an exemplary embodiment for
setting preferences on personal and sensitive fields
of banking domain according to an embodiment of
the present disclosure;

Figure 5 illustrates an exemplary sensitive tree for
database according to an embodiment of the present
disclosure;

Figure 6 illustrates an example of three outputs one
each for original query, modified query and merger
function according to an embodiment of the present
disclosure;

Figure 7 illustrates an exemplary of merger function
for query with set operators according to an embod-
iment of the present disclosure;

Figure 8 illustrates an example of bank database hi-
erarchy according to an embodiment of the present
disclosure; and

Figure 9 illustrates a method for enforcing user policy
to control access of sensitive data stored in a data-
base according to an embodiment of the present dis-
closure.

DETAILED DESCRIPTION OF THE INVENTION

[0012] The embodiments herein and the various fea-
tures and advantageous details thereof are explained
more fully with reference to the non-limiting embodiments
that are illustrated in the accompanying drawings and
detailed in the following description. The examples used
herein are intended merely to facilitate an understanding
of ways in which the embodiments herein may be prac-
ticed and to further enable those of skill in the art to prac-
tice the embodiments herein. Accordingly, the examples
should not be construed as limiting the scope of the em-
bodiments herein.
[0013] Referring now to figure 1, a network implemen-
tation 100 of a system 102 for enforcing user policy to
control access of sensitive data stored in a database.
[0014] Although the present subject matter is ex-
plained considering that the server 104 is implemented
as a computing system, it may be understood that the
server 104 may also be implemented as a variety of com-
puting systems, such as a laptop computer, a desktop
computer, a notebook, a workstation, a mainframe com-
puter, a server, a network server, a tablet, a mobile
phone, and the like. In one implementation, the server
104 may be implemented in a cloud-based environment.
[0015] In one implementation, the network 106 may be
a wireless network, a wired network or a combination
thereof. The network 106 can be implemented as one of
the different types of networks, such as intranet, local
area network (LAN), wide area network (WAN), the in-
ternet, and the like. The network 106 may either be a
dedicated network or a shared network. The shared net-
work represents an association of the different types of
networks that use a variety of protocols, for example,
Hypertext Transfer Protocol (HTTP), Transmission Con-
trol Protocol/Internet Protocol (TCP/IP), Wireless Appli-
cation Protocol (WAP), and the like, to communicate with
one another. Further the network 106 may include a va-
riety of network devices, including routers, bridges, serv-
ers, computing devices, storage devices, and the like.
[0016] Referring now to figure 2, the system 102 is il-
lustrated in accordance with an embodiment of the
present disclosure. In one embodiment, the system 102
may include at least one processor 202, an input/output
(I/O) interface 204, and a memory 206. The at least one
processor 202 may be implemented as one or more mi-
croprocessors, microcomputers, microcontrollers, digital
signal processors, central processing units, state ma-
chines, logic circuitries, and/or any devices that manip-
ulate signals based on operational instructions. Among
other capabilities, the at least one processor 202 is con-
figured to fetch and execute computer-readable instruc-
tions stored in the memory 206.
[0017] The I/O interface 204 may include a variety of
software and hardware interfaces, for example, a web
interface, a graphical user interface, and the like. The I/O
interface 204 may allow the system 102 to interact with
the user directly or through the client devices 104. Fur-
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ther, the I/O interface 204 may enable the system 102 to
communicate with other computing devices, such as web
servers and external data servers (not shown). The I/O
interface 204 can facilitate multiple communications with-
in a wide variety of networks and protocol types, including
wired networks, for example, LAN, cable, etc., and wire-
less networks, such as WLAN, cellular, or satellite. The
I/O interface 204 may include one or more ports for con-
necting a number of devices to one another or to another
server.
[0018] The memory 206 may include any computer-
readable medium and computer program product known
in the art including, for example, volatile memory, such
as static random access memory (SRAM) and dynamic
random access memory (DRAM), and/or non-volatile
memory, such as read only memory (ROM), erasable
programmable ROM, flash memories, hard disks, optical
disks, and magnetic tapes. The memory 206 may include
modules 208 and data 224.
[0019] The modules 208 include routines, programs,
objects, components, data structures, etc., which per-
form particular tasks or implement particular abstract da-
ta types. The modules 208 may include programs or cod-
ed instructions that supplement applications and func-
tions of the system 102. The modules 208 described
herein may be implemented as software modules that
may be executed in the cloud-based computing environ-
ment of the system 102. Further, the system includes a
receiving module 210, a sensitive tree generator module
212, a query parsing module 214, a query analyzing mod-
ule 216, a query re-writing module 218, a privacy prefer-
ence manager module 220 and a preference enforce-
ment module 222.
[0020] Further, the data 224, amongst other things,
serves as a repository for storing data processed, re-
ceived, and generated by one or more of the modules of
the system.
[0021] Referring to figure 3, a system for enforcing user
policy to control access of sensitive data stored in a da-
tabase. As shown in Figure 3 a user policy and/or enter-
prise policy is predefined and mapped to the column of
the database.
[0022] In the preferred embodiment, the system 100
helps the end-users in writing queries and executing
them against database. After writing query, the end-user
specifies the purposes behind executing a query and en-
ters additional information in the remark section. When
a query is fired as a first step, it is parsed using a SQL
parser where all the columns, tables and schema present
in a query are identified and returned in a structured form.
[0023] In the preferred embodiment, the receiving
module 210 is configured to receive a query from a user,
the received query is run through a query parsing module
214 to parse, and the result of the query parsing module
is sent to a query analyzing module 216 to analyze the
sensitivity of the query in order to determine presence of
one sensitive column in the database.
[0024] In the preferred embodiment, the privacy pref-

erence manager module 220 is configured to manage
the preferences of data subjects. These preferences are
access preferences and set on the sensitive fields. The
privacy preference manager module 220 allows users to
manage preferences for their personal and sensitive
fields.
[0025] In one aspect four types of preferences may be
supported by the system. 1) Always allow 2) Notice 3)
Consent and 4) Always deny. In another embodiment
these preferences may be extended to include time and
date to suit user’s busy and idle hours. In an example as
shown in Fig 4 Preferences for personal and sensitive
fields of banking domain are shown. It would be appre-
ciated that the system may also support other preferenc-
es which are not defined herein.
[0026] The system disclosed herein comprises a sen-
sitive tree generator module 212. The sensitive tree gen-
erator module 212 is configured to generate a tree from
the metadata of the database. The sensitive tree gener-
ator module 212 takes privacy preferences as input to
determine the sensitivity of fields which will be subse-
quently used in marking (with sensitivity) tree nodes. In
an aspect once the fields of preference document are
mapped the sensitive tree generator module 212 fetches
meta-data information from the database and generates
a tree.
[0027] In an aspect of the subject matter disclosed
herein user preferences along with the details of sensitive
field may be exported in XML or JSON document called
user preference document. The interface maps the sen-
sitive fields of the preference document with columns of
database. As shown in the Fig. 4 referenced above PAN
Card, Date of Birth, Email, Address and Mobile number
fields are mapped to columns of customer table.
[0028] In one embodiment referring to figure 5 the gen-
erated tree is organized as follow. At root node is data-
base schema or catalog (equivalent to schema). A level
below the root node has master tables. Each master table
node has columns as child nodes and its child table node.
Table which refers to master table in its foreign key col-
umn is identified as child table. Table is considered as
sensitive if one of its columns is marked as sensitive oth-
erwise it is non sensitive. The nodes in a tree correspond-
ing to column nodes of tables are marked using prefer-
ence document. Marking is done to distinguish sensitive
nodes from non-sensitive. In one aspect if a branch of
tree contains at least one sensitive node then entire
branch is marked as sensitive. Based on given tree struc-
ture, the classification of a query as sensitive or non-
sensitive reduces to identifying a branch or a set of
branches to which it belong. In another aspect if a query
is mapped to one of sensitive branches then a query is
sensitive.
[0029] The sensitive tree is generated using database
metadata, which is used during query analysis and re-
writing. Using the returned structured form, the sensitivity
of a query is determined by mapping it to a tree structure.
In one embodiment, if a query is mapped to one or more
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sensitive branches of a database tree, it is marked as
sensitive; otherwise it is marked as a non-sensitive and
executed against the database without further process-
ing. If the query is marked sensitive then the query ana-
lyzing module 216 outputs sensitive branches for sup-
plied query.
[0030] According to the system 102 disclosed herein
the query re-writing module 218 is configured to rewrite
the query. The query re-writing module 218 re-writes the
query and the rewritten query is sent to the database. In
cases the original query does not contain any set operator
the rewritten query is executed on the database and re-
sults are displayed as per the user policies. The cases
where the original query comprises query with set oper-
ators a special function called merger is implemented in
the database or at the proxy server and the data is dis-
played as per the users’ policies.
[0031] Merger function processes the result of a query
if it contains set operators. Typically, almost all database
vendors support set operations like union, union all, in-
tersection, and set difference. The query with set oper-
ators needs to be processed differently as compared to
those which do not contain set operators. The query re-
writing module changes the semantics of set operations
and therefore, the result of such queries require special
processing.
[0032] In the preferred embodiment, for any database
the order of fetching information from a table is predeter-
mined while executing query. The database may use or-
der mentioned in a query to fetch information from the
respective tables and it is fixed for the database. The
merger function intercepts the query fired against the da-
tabase. It extracts operations specified on the query such
as sorting of records based on specific column and it
extracts the set operator of the query. Further, the merger
function intercepts the result of the query. It removes the
data subject identifier column from the result of the query.
It creates one or more buckets for records excluding data
subject identifier column based on the equality constraint.
Further, it process the records as per one or more set
operations specified in the query and extracts one or
more set operations. Finally, it appends the data subject
identifier column to the result.
[0033] Referring figure 6, as an example, wherein it
comprises three outputs one each for an original query,
a modified query and one with merger function. The orig-
inal query contains set operation "union" and it fetches
data from two tables viz. table A and table B. Results
from both tables have first two records common and
therefore, the output of the execution of this query has
four records instead of six. If atleast one of the columns
have fetched sensitive data, the query has to be re-written
to fetch data from the tables.
[0034] Further, if table ’tm’ is a linking table between
the table containing data subject information DS and ta-
bles A and B then the re-written query using sensitive
tree is as shown in the figure 6. The result of this query
contains six records as addition of data subject informa-

tion creates a unique row in the output of the query. The
application of merger function reduces the size of data
records to the size of result of original query.
[0035] In another embodiment, the merger function
takes four parameters. First parameter is the result RS
of modified query. This parameter is both ’in’ and ’out’
parameter. Remaining three parameters are ’in’ param-
eters. Second parameter is DB_Table_Order which cap-
tures the order in which database fetches information
from the tables. Third parameter is set operation. The
logic of merger function changes based on the set oper-
ation specified in the query. Fourth parameter is pending
ops_list. It is the list of operations collected while extract-
ing operations specified on the query.

Function Merger {[IN|OUT] RS, [IN]
DB_Table_Order, [IN] Set_Op, [IN]
Pending_ops_list}

[0036] Referring figure 7, as an example, wherein it
illustrates that the merger function processes result RS
as per the supplied set operation. If the set operation is
union then it creates buckets for the records contained
in the RS excluding data subject information. From each
bucket, the merger function picks the record as per the
order mentioned in DB_Table_Order and discard re-
maining records. Finally, it appends all the records
fetched from each bucket and put them in the result RS.
As a first step, the merger function removes data subject
identifier column. In the second step, the merger function
creates buckets based on the equality constraints. In the
third step, the merger function fetches single record from
each bucket based on the DB_Table_Order parameter
and in the last and fourth step the merger function ap-
pends data subject identifier information to the results
RS.
[0037] In yet another embodiment, a query may con-
tain the query with set operators. If a query is fired against
the database and get result R1 then modified query ob-
tained in the procedure mentioned in this disclosure
should also get the result R1. Transformed query without
set operations may give the same output as the original
query. However, if query has set operations then modi-
fied query obtained using above mentioned procedure
may produce different output then original query. This is
due to addition of extra information about the data sub-
jects in the result through query modification leads to
different calculations of set operations by the database
system. This problem is resolved using a special function
called merger. It can be implemented in the database
itself or in the proxy server sitting between database and
an employee viewing the information. Merger function
merges all the data subjects of the result into a single
cell and hence all the cells will have same content in the
data subject column. Therefore, while executing the que-
ries involving set operations, data subject column will not
affect their semantics and become transparent to them.
[0038] The system disclosed herein further comprises
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a preference enforcement module 220 configured such
that once records of the data subjects in the result after
execution of modified query are retrieved, this informa-
tion can be used to notify data subjects according to Pref-
erence document if the sensitive data pertaining to them
are viewed by employees for specific purpose. Finally
the system may also produce privacy reports based on
logs generated by the system. Wherein Privacy report is
a kind of report to data subject which states when par-
ticular field was accessed, for what purpose and the fre-
quency of access of that field, comparison with average
access of that field for all data subjects, etc.
[0039] Referring figure 8, as an example, if a query
refers to an account table and not customer table (Master
table) then with starting node of "C2", a sensitive branch
is traversed in upward direction. If the query moves up
in the branch, it encounters account table node which is
already part of query (since one of its columns is being
fetched). Further, if it move further up in the branch, it
may get node for the customer table. The query will be
re-written at this point by adding one extra table (custom-
er) in the query and joining account table with customer
table on common column. Thus, the query re-writing pro-
cedure is automated and link to tree traversal. It would
be appreciated herein that the query is traversing only
sensitive branches not all the branches of tree. This will
substantially improve the performance of query re-writing
module. In the absence of sensitive tree, the user may
have to explore all the paths in the database to get to
Master table which will quite inefficient.
[0040] Referring figure 9, wherein it illustrates a meth-
od 300 for enforcing user policy to protect sensitive data
stored in a database.
[0041] At the step 302, where the process receives a
query to retrieve data stored in the database, wherein
the query may include query with set operators.
[0042] At the step 304, where the process parses the
query using a query parsing module.
[0043] At the step 306, where the process generates
a sensitive tree from metadata of the database using a
sensitive tree generator module.
[0044] In an example, when an employee is accessing
customer’s data in a production environment, it is difficult
to find out whose records the employee is accessing. He
can simply fetch account number from account table by
executing query "Select acc_no from Account". The chal-
lenge here is to quickly find out owners (data subjects)
of account numbers being fetched. To identify data sub-
jects, the query needs to be re-written so that additional
information of data subjects in the result is returned.
[0045] At the step 308, where the process analyzes
sensitivity of the parsed query using sensitive tree which
is based on database metadata.
[0046] At the step 310, the process re-writes the re-
ceived query using the sensitive tree which is based on
database metadata.
[0047] In one aspect, where a query contains the sen-
sitive master table and column identifying the data sub-

jects of that master table using query analyzing module
216, the re-writing module 218 may not perform a re-
writing. In another aspect where a query does not contain
the column pertaining to data subjects but it references
master table containing information about data subjects.
The actions may be performed. The query is parsed and
is then mapped to sensitive tree structure. If a query is
sensitive then it will mapped to one of sensitive branches
of the tree. Since the query references master table per-
taining to data subjects, a part of sensitive branch (of
length 1) may match to the query structure. Re-writing
query now amounts to getting relevant column from the
tree and adding it to existing query.
[0048] In yet another aspect where a query does not
contain the column pertaining to data subjects and it does
not refer to master table then re-writing of a query re-
quires tree traversal in the upward direction. If a query is
sensitive then it will map to sensitive branches of tree.
For each sensitive branch, which is mapped to query, is
traversed in the upward direction. The starting node of
traversal is the column node of the branch which is re-
ferred by the sensitive query. As traversal along the sen-
sitive branches proceeds, the sensitive query is re-written
using the common columns reference between child ta-
ble node and parent node.
[0049] At the step 312, where the process manages
one or more preferences of the one or more data subjects
using a preference manager module. The one or more
preferences are set on the sensitive fields of the data-
base.
[0050] At the last step 314, where the process enforces
one or more preferences related to the sensitive data
using a preference enforcement module. The preference
enforcing module is configured to notify data subjects
according to the preference document to protect sensi-
tive data stored in database.
[0051] The written description describes the subject
matter herein to enable any person skilled in the art to
make and use the embodiments. The scope of the subject
matter embodiments is defined by the claims and may
include other modifications that occur to those skilled in
the art. Such other modifications are intended to be within
the scope of the claims if they have similar elements that
do not differ from the literal language of the claims or if
they include equivalent elements with insubstantial dif-
ferences from the literal language of the claims.
[0052] The words "comprising," "having," "containing,"
and "including," and other forms thereof, are intended to
be equivalent in meaning and be open ended in that an
item or items following any one of these words is not
meant to be an exhaustive listing of such item or items,
or meant to be limited to only the listed item or items.
[0053] It must also be noted that as used herein and
in the appended claims, the singular forms "a," "an," and
"the" include plural references unless the context clearly
dictates otherwise. Although any systems and methods
similar or equivalent to those described herein can be
used in the practice or testing of embodiments of the
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present invention, the preferred, systems and methods
are now described.
[0054] The disclosed embodiments are merely exem-
plary of the invention, which may be embodied in various
forms.
[0055] The elements illustrated in the Figures inter-op-
erate as explained in more detail below. Before setting
forth the detailed explanation, however, it is noted that
all of the discussion below, regardless of the particular
implementation being described, is exemplary in nature,
rather than limiting. For example, although selected as-
pects, features, or components of the implementations
are depicted as being stored in memories, all or part of
the systems and method may be stored on, distributed
across, or read from other machine-readable media.
[0056] The techniques described above may be imple-
mented in one or more computer programs executing on
(or executable by) a programmable computer including
any combination of any number of the following: a proc-
essor, a storage medium readable and/or writable by the
processor (including, for example, volatile and non-vol-
atile memory and/or storage elements), plurality of input
units, and plurality of output devices. Program code may
be applied to input entered using any of the plurality of
input units to perform the functions described and to gen-
erate an output displayed upon any of the plurality of
output devices.
[0057] Each computer program within the scope of the
claims below may be implemented in any programming
language, such as assembly language, machine lan-
guage, a high-level procedural programming language,
or an object-oriented programming language. The pro-
gramming language may, for example, be a compiled or
interpreted programming language. Each such computer
program may be implemented in a computer program
product tangibly embodied in a machine-readable stor-
age device for execution by a computer processor.
[0058] Method steps of the invention may be per-
formed by one or more computer processors executing
a program tangibly embodied on a computer-readable
medium to perform functions of the invention by operating
on input and generating output. Suitable processors in-
clude, by way of example, both general and special pur-
pose microprocessors. Generally, the processor re-
ceives (reads) instructions and data from a memory (such
as a read-only memory and/or a random access memory)
and writes (stores) instructions and data to the memory.
Storage devices suitable for tangibly embodying compu-
ter program instructions and data include, for example,
all forms of non-volatile memory, such as semiconductor
memory devices, including EPROM, EEPROM, and flash
memory devices; magnetic disks such as internal hard
disks and removable disks; magneto-optical disks; and
CD-ROMs. Any of the foregoing may be supplemented
by, or incorporated in, specially-designed ASICs (appli-
cation-specific integrated circuits) or FPGAs (Field-Pro-
grammable Gate Arrays). A computer can generally also
receive (read) programs and data from, and write (store)

programs and data to, a non-transitory computer-reada-
ble storage medium such as an internal disk (not shown)
or a removable disk.
[0059] Any data disclosed herein may be implement-
ed, for example, in one or more data structures tangibly
stored on a non-transitory computer-readable medium.
Embodiments of the invention may store such data in
such data structure(s) and read such data from such data
structure(s).

Claims

1. A system for enforcing user policy to control access
of sensitive data stored in a database, wherein the
system comprising:

a processor;
a memory coupled to the processor, wherein the
processor is capable of executing a plurality of
modules stored in the memory;
a receiving module configured to receive a query
to retrieve data stored in the database;
a query parsing module configured to parse the
received query;
a sensitive tree generator module configured to
generate a sensitive tree from metadata of the
database;
a query analyzing module configured to analyze
the sensitivity of the parsed query using the sen-
sitive tree;
a preference manager module configured to
manage the preferences of one or more data
subjects, wherein the one or more data subjects
are present in the database, wherein the pref-
erences are set on sensitive fields of the data-
base;
a query re-writing module configured to re-write
the received query using the sensitive tree and
send the rewritten query to the database; and
a preference enforcement module configured to
notify data subjects according to the preferenc-
es to protect sensitive data stored in database.

2. The system claimed in claim 1, wherein the sensitive
tree generator module takes privacy preferences as
input to determine the sensitivity of fields of the da-
tabase which may be subsequently used in marking
tree nodes.

3. The system claimed in claim 1, wherein the user pol-
icy is mapped to the column(s) of the database.

4. The system claimed in claim 1, wherein the sensitive
tree is generated using database metadata.

5. The system claimed in claim 1, wherein the system
is configured to have merger function to resolve the
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query with set operators.

6. A method for enforcing user policy to control access
of sensitive data stored in a database, wherein the
method comprising one or more steps of:

receiving a query to retrieve data stored in the
database using a receiving module;
parsing the received query using a query parsing
module;
generating a sensitive tree from metadata of the
database using a sensitive tree generator mod-
ule;
analyzing sensitivity of the parsed query using
sensitive tree by a query analyzing module ;re-
writing the received query using the sensitive
tree by are-writing module ;
managing one or more preferences of one or
more data subjects using a preference manager
module, wherein the one or more preferences
are set on the sensitive fields of the database;
and
enforcing one or more preferences related to the
sensitive data using a preference enforcement
module, wherein the preference enforcement
module is configured to notify data subjects ac-
cording to the preference document to protect
sensitive data stored in database.

7. The method claimed in claim 6, wherein the query
comprises one or more sub-queries.

8. The method claimed in claim 6, wherein the one or
more preferences are access preferences.

9. The method claimed in claim 6, wherein the prefer-
ence policy is mapped to the column(s) of the data-
base.

10. The method claimed in claim 6, wherein the sensitive
tree is generated using database metadata.

11. The method claimed in claim 6, wherein the merger
function to resolve the query with set operators.

12. A computer readable medium storing instructions for
enforcing user policy to control access of sensitive
data stored in a database, the instructions comprise:

receiving a query to retrieve data stored in the
database using a receiving module;
parsing the received query using a query parsing
module;
generating a sensitive tree from metadata of the
database using a sensitive tree generator mod-
ule;
analyzing sensitivity of the parsed query using
sensitive tree by a query analyzing module;

re-writing the received query using the sensitive
tree by are-writing module;
managing one or more preferences of one or
more data subjects using a preference manager
module, wherein the one or more preferences
are set on the sensitive fields of the database;
and
enforcing one or more preferences related to the
sensitive data using a preference enforcement
module, wherein the preference enforcement
module is configured to notify data subjects ac-
cording to the preference document to protect
sensitive data stored in database.
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