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(54) Method and control system for controlling an execution of a software application on an 
execution platform

(57) There is provided a method for controlling an
execution of a software application on an execution plat-
form, comprising:
a) determining the point in time of at least one of the
following list: installation of an operation system on the
execution platform, installation of a computer program
running on the execution platform, updating of the oper-
ation system, updating of the computer program,
b) generating at least one platform information item
based on the installed/updated operation system/com-
puter program and the determined point in time according
to step a),
c) generating a first fingerprint based on the platform in-
formation item(s) of step b), said first fingerprint is char-
acteristic for the execution platform at the time of carrying
out step a),
d) generating a license including said first fingerprint, said
license defines terms of allowed execution of the soft-
ware application on said execution platform, and
e) controlling the execution by
- determining at least some of the platform information
item(s) as used for generating the first fingerprint at the
time of executing the software application and generating
a second fingerprint based on said platform information
item(s),
- comparing the second fingerprint with the first fingerprint
of the license, and
- allowing the execution of the software application ac-
cording to the terms of the license in case of the second
fingerprint complies with the first fingerprint, and

- preventing the execution of a software application in
case of the second fingerprint does not comply with the
first fingerprint.
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Description

[0001] The present invention relates to a method and
a control system for controlling an execution of a software
application on an execution platform.
[0002] It is known to control the execution of a software
application such that an execution is only allowed in case
of the presence of a corresponding license. The license
can be locked to a secure hardware device to be con-
nected to the execution platform. In this case the execu-
tion can be carried out only in case of the presence of
the connected secure hardware device. Since in this case
the software publisher or vendor has to deliver the soft-
ware application and the secure hardware device to the
end user, this kind of protection is preferred for expensive
software applications.
[0003] For less expensive software applications it is
often preferred to lock the license to the hardware of the
execution platform.
[0004] However, if the software application is to be ex-
ecuted into a virtual machine running on the hardware
on the execution platform the hardware of the execution
platform can often no longer be used for locking the li-
cense.
[0005] In view thereof, it is object of the invention to
provide an improved method for controlling an execution
of a software application on an execution platform. Fur-
ther, an improved control system for controlling an exe-
cution of a software application on an execution platform
is to be provided.
[0006] The object solved by a method for controlling
an execution of a software application on an execution
platform, comprising:

a) determining the point in time of at least one of the
following list: installation of an operation system on
the execution platform, installation of a computer
program running on the execution platform, updating
of the operation system, updating of the computer
program,
b) generating at least one platform information item
based on the installed/updated operation sys-
tem/computer program and the determined point in
time according to step a),
c) generating a first fingerprint based on the platform
information item(s) of step b), said first fingerprint is
characteristic for the execution platform at the time
of carrying out step a),
d) generating a license including said first fingerprint,
said license defines terms of allowed execution of
the software application on said execution platform,
and
e) controlling the execution by

- determining at least some of the platform infor-
mation item(s) as used for generating the first
fingerprint at the time of executing the software
application and generating a second fingerprint

based on said platform information item(s),
- comparing the second fingerprint with the first

fingerprint of the license, and
- allowing the execution of the software applica-

tion according to the terms of the license in case
of the second fingerprint complies with the first
fingerprint, and

- preventing the execution of a software applica-
tion in case of the second fingerprint does not
comply with the first fingerprint.

[0007] According to the method of the invention the
license is locked to an installation and/or update pattern
of the execution platform which is unique for the execu-
tion platform so that an effective control of the execution
of the software application can be carried out. In partic-
ular, even if the software application is executed in a vir-
tual machine an effective control can be provided. There-
fore, the license is no longer locked to specific hardware
features of the execution platform but to the unique in-
stallation and/or update pattern of the execution platform
provided for the software application.
[0008] The installation and/or update pattern is consid-
ered to be unique since today an execution platform re-
ceives a nearly constant stream of updates to the oper-
ating system and to the installed computer programs and
the point in time when these stream of updates is applied
depends on a whole range of more or less random cir-
cumstances.
[0009] An execution platform can be a single computer,
a virtual machine, a distributed computer system, a part
of a global or of a local network or any other hardware
device and/or software providing an environment in
which the software application can be executed. Further
examples of an execution platform are smartphones, tab-
lets, laptops, desktops, etc.
[0010] According to the present invention two finger-
prints comply with each other when the two fingerprints
(at least partly) match or are (at least partly) the same,
for example.
[0011] Steps a)-d) are preferably carried out when in-
stalling the software application and/or when activating
the software application.
[0012] Step e) can be carried out when the execution
of the software application starts and/or during the exe-
cution of the software application. In particular, step e)
can be carried out for multiple times (for example peri-
odically).
[0013] The execution platform can provide a virtual ma-
chine for the execution of the software application and
the allowance according to step e) can be given for the
execution of the software application within the virtual
machine.
[0014] Each platform information item can include the
information that an installation or an update was carried
out, that the operation system (in particular which oper-
ation system and/or which version of the operation sys-
tem) or a computer program (in particular which computer
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program and/or which version of the computer program)
was installed or updated and the point in time when the
installation or update took place.
[0015] The first fingerprint can include at least two dif-
ferent platform information items and the compliance of
the two fingerprints is considered as being present if at
least one of the two platform information items is the
same in both fingerprints.
[0016] According to the method of the present inven-
tion during the execution of the software application and
after generation of the second fingerprint at least some
of the platform information item(s) as used for generating
the first fingerprint can be determined and a further fin-
gerprint based on these platform information item(s) can
be generated and the further fingerprint can be compared
with the first fingerprint of the license and the execution
of the software application is allowed according to the
terms of the license in case of the further fingerprint com-
plies with the first fingerprint and the execution of the
software application is prevented in case of the further
fingerprint does not comply with the first fingerprint.
[0017] Further, during the execution of the software
application and after generation of the second fingerprint
at least some of the platform information item(s) as used
for generating the first fingerprint can be determined and
a further fingerprint based on these platform information
item(s) can be generated and a new license including
the further fingerprint can be generated only in case the
further fingerprint complies with the first fingerprint,
wherein the new license is used for carrying out step e).
[0018] The generation of the license as well as the gen-
eration of the new license can be carried out by a license
server which can be remote to the execution platform. In
particular, the license server can be accessed through a
communication connection such as the internet.
[0019] According to the method of the invention during
the execution of a software application and after gener-
ation of the second fingerprint at least some of the plat-
form information item(s) as used for generating the first
fingerprint can be determined and a further fingerprint
can be generated based on these platform information
item(s), wherein it can be concluded that an unauthorized
use of the software application is present if the number
of updates and/or the update rate in the further fingerprint
lies above a threshold which depends on the number of
platform information items used for the first fingerprint
and the further fingerprint. An unusual high number of
updates and/or update rate is an indication of a cloned
virtual machine for executing the software application,
since after cloning a virtual machine all missing updates
for the computer programs running in the cloned virtual
machine are usually carried out. In particular, a heuristic
analysis can be carried out to determine whether an un-
usual high number of updates and/or update rate oc-
cured.
[0020] According to the method of the invention during
the execution of the software application and after gen-
eration of the second fingerprint at least some of the plat-

form information item(s) as used for generating the first
fingerprint can be determined and a further fingerprint
can be generated based on these platform information
item(s), wherein the further fingerprint can be sent to a
license server which compares the further fingerprint with
at least one of the first fingerprint and the second finger-
print and which concludes that an unauthorized use of
the software application is present in case the compared
fingerprints do not comply.
[0021] According to the method of the invention during
the execution of the software application and after gen-
eration of the second fingerprint at least some of the plat-
form information item(s) as used for generating the first
fingerprint can be determined and a further fingerprint
can be generated based on these platform information
item(s), wherein the further fingerprint can be sent to a
license server which has a database with at least one
reference fingerprint of the software application, which
compares the further fingerprint with the at least one ref-
erence fingerprint and which concludes that an unauthor-
ized use of the software application is present in case
the compared fingerprints do not comply.
[0022] The first and/or second fingerprint can be a ref-
erence fingerprint in the database. Further, in case the
further fingerprint complies with the reference fingerprint
the further fingerprint can be added as an further refer-
ence fingerprint to the database.
[0023] These steps can be repeatedly carried out so
that an ongoing control of the execution of the software
application can be realized
[0024] It can be assumed that the compared finger-
prints do not comply in case only platform information
item(s) until a specific point in time coincide (are the same
in both fingerprints) and the remaining platform informa-
tion items(s) after this specific point in time do not coin-
cide. This can happen if the software application is exe-
cuted in a virtual machine and a second execution of the
software application takes place in a cloned virtual ma-
chine.
[0025] The fingerprints and/or the license can be
signed and/or encrypted. In this case, a check of the sig-
nature and/or a decryption step is carried out before com-
paring two fingerprints.
[0026] The software application can include a module
for carrying out the steps of the inventive method. It is
further possible to provide a separate license managing
module for carrying out step e) in cooperation with the
software application to be controlled.
[0027] There is further provided a computer program
product which comprises software code in order to carry
out the steps of the claimed method (including the
claimed further developments), when the product is being
executed.
[0028] Further, a non-transitory computer readable
storage medium is provided, which comprises software
code executable on a computer to cause the computer
to carry out the claimed method (including the claimed
further developments).
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[0029] There is further provided a control system for
controlling an execution of a software application on an
execution platform, comprising a control module opera-
tive to:

a) determine the point in time of at least one of the
following list: installation of an operation system on
the execution platform, installation of a computer
program running on the execution platform, updating
of the operation system, updating of the computer
program,
b) generate at least one platform information item
based on the installed/updated operation sys-
tem/computer program and the determined point in
time according to step a),
c) generate a first fingerprint based on the platform
information item(s) of step b), said first fingerprint is
characteristic for the execution platform at the time
of carrying out step a),
d) generate a license including said first fingerprint,
said license defines terms of allowed execution of
the software application on said execution platform,
and
e) control the execution by

- determining at least some of the platform infor-
mation item(s) as used for generating the first
fingerprint at the time of executing the software
application and generating a second fingerprint
based on said platform information item(s),

- comparing the second fingerprint with the first
fingerprint of the license, and

- allowing the execution of the software applica-
tion according to the terms of the license in case
of the second fingerprint complies with the first
fingerprint, and

- preventing the execution of a software applica-
tion in case of the second fingerprint does not
comply with the first fingerprint.

[0030] The control module can be embodied such that
it carries out steps a) to e).
[0031] The control system can comprise features for
carrying out steps of the inventive method (including
steps of the further developments of the inventive meth-
od). In particular, the control module can be software
and/or hardware. The method for controlling an execution
of a software application on an execution platform can
comprise the method steps described in connection with
the inventive control system.
[0032] It is understood that the features named above
and still to be explained below can be used not only in
the given combinations, but also in other combinations
or alone, without departing from the scope of the present
invention.
[0033] The invention is explained in further detail below
by way of example using the attached drawing which also
disclose features essential to the invention. There are

shown in:

Fig. 1 schematically shows an execution platform
1 for executing software applications;

Fig. 2 shows a flow chart for an embodiment of
the method for controlling an execution of
the software application on the execution
platform 1 shown in Fig. 1, and

Fig. 3 to 6 show different installation/update lists 10,
16, 20, 20’ used in embodiments of the
present invention.

[0034] Fig. 1 schematically shows an execution plat-
form 1 for executing software applications. The execution
platform 1 is embodied as a conventional personal com-
puter, for example, comprising a computing section 2
(comprising, for example, a processor, a hard disc, fur-
ther hardware elements as well as an operating system),
an input unit (in this case, for example, a keyboard) as
well as an output unit 4 (e.g. a screen). The execution
platform 2 can communicate with a license server 5. The
communication can be realized via the internet 6, for ex-
ample.
[0035] There are at least three software applications
7, 8, 9 running on the execution platform 1. The software
application 7 is an internet browser, the software appli-
cation 8 is a PDF reader and the software application 9
is a CAD application. In order to better distinguish be-
tween the CAD application 9 on the one hand and the
internet browser 7 and the PDF reader 8 on the other
hand, the internet browser 7 and the PDF reader 8 can
be named computer programs. The execution of the CAD
application 9 is controlled as follows in order to avoid
unauthorized use.
[0036] In order to control the execution of the CAD ap-
plication 9 on the execution platform 1 a first fingerprint
is generated which is characteristic for the execution plat-
form 1 at the time of generating said first fingerprint (step
S1 of the flow chart according to Fig. 2).
[0037] For generating the first fingerprint an installa-
tion/update list 10 is generated by determining the point
in time of an installation and/or update of at least one
computer program 7, 8 running on the execution platform
1 and/or of the operating system running on the execution
platform 1. In the present embodiment the installation/up-
date list 10 (Fig. 3) includes three platform information
items 11, 12 and 13. Each platform information item
11-13 includes the name of the computer program, the
information, whether an update or an installation was car-
ried out and the point in time of the update or the instal-
lation. As shown in Fig. 3 the first platform information
item 11 refers to the update of the internet browser 7.
The second platform information item 12 refers to the
installation of the PDF reader 8 and the third platform
information item 13 refers to the update of the PDF reader
8.
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[0038] The platform information items 11-13 form a
unique pattern for the execution platform 1 at the point
in time of generating the installation/update list 10. This
is a result of the fact that today execution platforms 1
receive a nearly constant stream of updates to the oper-
ating system and the installed computer programs. The
point in time when these stream of updates is applied
depends on a whole range of more or less random cir-
cumstances, as for example when the execution platform
is running and is online (connected to the internet, for
example), which update settings are applied, which place
in the update queue the execution platform 1 got and
when the execution platform 1 checks for updates. Based
on the platform information items 11-13 a first fingerprint
is generated which is characteristic for the execution plat-
form 1 at the time of determining the information for gen-
erating the installation/update list 10.
[0039] The step of determining the first fingerprint is
preferably carried out when the CAD application 9 is to
be executed for the first time on the execution platform 1.
[0040] Thereafter, a license including the first finger-
print is generated (step S2). The generation of the license
can be carried out, for example, by sending the first fin-
gerprint to the license server 5 (for example via the in-
ternet 6). The license server 5 signs and/or encrypts the
first fingerprint (preferably in an automatic process) and
sends it back to the execution platform 1 or to a software
management system 14 connected to the execution plat-
form 1 (Fig. 1). The license can include the allowed terms
of use of the CAD application 9. The terms of use, which
are preferably also signed and/or encrypted together with
a signed and/or encrypted first fingerprint forms the li-
cense for the CAD application 9.
[0041] In order to control the execution of the CAD ap-
plication 9 a second fingerprint is generated (step S3).
The second fingerprint can be generated each time the
CAD application is started, for example. For generating
the second fingerprint the same platform information
items as used for generating the first fingerprint are de-
termined at the time of controlling the execution of the
CAD application 9 (e.g. when starting the CAD applica-
tion 9). Since the CAD application 9 is still running on the
same execution platform 1 the second fingerprint is iden-
tical with the first fingerprint. Therefore, a comparison of
both fingerprints (step S4) leads to the result that both
fingerprints are identical. In this case, the execution of
the CAD application 9 is allowed (step S5).
[0042] If, for example, the CAD application is executed
on a second execution platform 15 (Fig. 1) the second
fingerprint will be different to the first fingerprint, since
the platform information items 11-13 will be different as
shown in an installation/update list 16 for the second ex-
ecution platform 15 in Fig. 4. For example, the points in
time for updating the internet browser 7 and the PDF
reader 8 are different (points in time t4 and t5 instead of
t1 and t3). Therefore, the platform information items 11
and 13 of the first installation/update list 10 do not comply
with the platform information items 17 and 19 of the sec-

ond installation/update list 16 and the comparison of the
two fingerprints leads to the result, that they are different
and therefore the execution of the CAD application 9 is
prevented (step S6).
[0043] The steps S1-S6 can be carried out by the soft-
ware management system 14 and/or by a control module
included in the CAD application 9 itself.
[0044] Further, it is possible that during the execution
of the CAD application 9 an actual fingerprint (third fin-
gerprint) is generated and sent to the license server 5.
The license server 5 can compare the third fingerprint
with the first fingerprint used for generating the license.
Fig. 5 shows an example of a third installation/update list
20 for generating the third fingerprint. The third installa-
tion/update list 20 includes four platform information
items 21 to 24, wherein the first to third platform informa-
tion items 21-23 comply with the corresponding platform
information items 11 to 13 of the first installation/update
list 10. In addition, a further update of the PDF reader 8
leads to a further platform information item 24. Due to
the fact that the first to third platform information items
21 to 23 are identical with the original first to third platform
information items 11 to 13 it is decided that the CAD
application software 9 is used in an authorized manner
in the first execution platform 1.
[0045] If the CAD application 9 is executed in a virtual
machine 25 (indicated with dotted lines in Fig. 1) it is still
possible to control the execution of the CAD application
9. If, for example, the user of the CAD application 9 has
cloned the virtual machine 25 (the cloned virtual machine
25’ can be executed on the first or second execution plat-
form 1, 15, for example) the corresponding third finger-
print would be different. The third fingerprint of the original
virtual machine 25 can include the platform information
items 21 to 24 according to Fig. 5. In the cloned virtual
machine 25’ the second update of the PDF reader 8 can
be carried out at a different time, so that the third instal-
lation/update list 20’ of the cloned virtual machine 25’
would be different with respect to the point in time of the
second update of the PDF reader 8 as indicated in Fig.
6 (fourth platform information item 24’). Therefore, it can
be concluded that the CAD application 9 is executed in
two different execution platforms (here in the virtual ma-
chine 25 and in the cloned virtual machine 25’) although
only a license for the execution on one single execution
platform is present. Further, it can be concluded when
the execution of the CAD application on two different plat-
forms started at the latest (the more recent point in time
of t6 and t7). This information can be used for further
steps. For example, corresponding information can be
presented when executing the CAD application 9 or no
further updates for the CAD application 9 are delivered
until the issue of the two separate executions of the CAD
application 9 is solved.
[0046] In addition, it is possible, to use the third finger-
print for generating a new license. The generation of a
new license can be done when the present license is
amended or has to be renewed, for example.
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[0047] When using a Windows operating system the
necessary information for generating the installation/up-
date lists 10, 16, 20, 20’ can be extracted from the reg-
istry. In particular, computer programs are used for gen-
erating the installation/update lists 10, 16, 20, 20’ which
are known to be often updated. For example, a flash play-
er, a PDF reader, an internet browser, JAVA, etc. can be
used. As an alternative or in addition computer programs
from the program list of the operating system can be
used. The computer programs from the program list can
be chosen according to predetermined rules.
[0048] In case the CAD application 9 can be used dur-
ing a predetermined time period (e.g. for a free trial pe-
riod, which might last four weeks) the following situation
can occur. After the start of the trial period by carrying
out steps S1-S6 a snapshot of the installed CAD appli-
cation 9 is taken and after the expiry of the trial period
the snapshot is copied back to the execution platform 1
so that the user can further use the CAD application 9.
However, when copying back such a snapshot the miss-
ing updates are normally loaded and installed. This leads
to the fact, that an unusual high number of updates are
installed. By analysing third installation/update lists (for
example by a heuristic analysis) it can be seen whether
such a high number of updates happened. If so, it can
be concluded that a snapshot was used for extending
the trial period and this information can be used for further
actions. For example, the execution of the CAD applica-
tion 9 can be prevented and the user can be informed,
that the trial period expired and that he has to purchase
a license if he wants to further use the CAD application 9.
[0049] In order to detect such a rollback the number of
updates and/or the update rate (updates per time) can
be analysed.

Claims

1. Method for controlling an execution of a software ap-
plication on an execution platform, comprising:

a) determining the point in time of at least one
of the following list: installation of an operation
system on the execution platform, installation of
a computer program running on the execution
platform, updating of the operation system, up-
dating of the computer program,
b) generating at least one platform information
item based on the installed/updated operation
system/computer program and the determined
point in time according to step a),
c) generating a first fingerprint based on the plat-
form information item(s) of step b), said first fin-
gerprint is characteristic for the execution plat-
form at the time of carrying out step a),
d) generating a license including said first fin-
gerprint, said license defines terms of allowed
execution of the software application on said ex-

ecution platform, and
e) controlling the execution by

- determining at least some of the platform
information item(s) as used for generating
the first fingerprint at the time of executing
the software application and generating a
second fingerprint based on said platform
information item(s),
- comparing the second fingerprint with the
first fingerprint of the license, and
- allowing the execution of the software ap-
plication according to the terms of the li-
cense in case of the second fingerprint com-
plies with the first fingerprint, and
- preventing the execution of a software ap-
plication in case of the second fingerprint
does not comply with the first fingerprint.

2. Method according to claim 1, wherein the execution
platform provides a virtual machine for the execution
of the software application and the allowance ac-
cording to step e) is given for the execution of the
software application within the virtual machine.

3. Method according to one of the above claims, where-
in the first fingerprint includes at least two different
platform information items and wherein in step e) the
compliance of the two fingerprints is considered as
being present if at least one of the two platform in-
formation items is the same in both fingerprints.

4. Method according to one of the above claims, where-
in during the execution of the software application
and after generation of the second fingerprint at least
some of the platform information item(s) as used for
generating the first fingerprint are determined and a
further fingerprint based on these platform informa-
tion item(s) is generated and the further fingerprint
is compared with the first fingerprint of the license
and the execution of the software application is al-
lowed according to the terms of the license in case
of the further fingerprint complies with the first fin-
gerprint and the execution of the software application
is prevented in case of the further fingerprint does
not comply with the first fingerprint.

5. Method according to one of the above claims, where-
in during execution of the software application and
after generation of the second fingerprint at least
some of the platform information item(s) as used for
generating the first fingerprint are determined and a
further fingerprint based on these platform informa-
tion item(s) is generated and a new license including
the further fingerprint is generated only in case the
further fingerprint complies with the first fingerprint,
wherein the new license is used for carrying out step
e).
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6. Method according to one of the above claims, where-
in during the execution of the software application
and after generation of the second fingerprint at least
some of the platform information item(s) as used for
generating the first fingerprint are determined and a
further fingerprint is generated based on these plat-
form information item(s),
wherein it is concluded that an unauthorized use of
the software application is present if the number of
updates in the further fingerprint lies above a thresh-
old which depends on the number of platform infor-
mation items used for the first fingerprint and the
further fingerprint.

7. Method according to one of the above claims, where-
in during the execution of the software application
and after generation of the second fingerprint at least
some of the platform information item(s) as used for
generating the first fingerprint are determined and a
further fingerprint is generated based on these plat-
form information item(s),
wherein it is concluded that an unauthorized use of
the software application is present if the update rate
in the further fingerprint lies above a threshold which
depends on the number of platform information items
used for the first fingerprint and the further finger-
print.

8. Method according to one of the above claims, where-
in during the execution of the software application
and after generation of the second fingerprint at least
some of the platform information item(s) as used for
generating the first fingerprint are determined and a
further fingerprint is generated based on these plat-
form information item(s),
wherein the further fingerprint is sent to a license
server which compares the further fingerprint with at
least one of the first and second fingerprint and which
concludes that an unauthorized use of the software
application is present in case the compared finger-
prints do not comply.

9. Method according to one of the above claims, where-
in during the execution of the software application
and after generation of the second fingerprint at least
some of the platform information item(s) as used for
generating the first fingerprint are determined and a
further fingerprint is generated based on these plat-
form information item(s),
wherein the further fingerprint is sent to a license
server which has a database with at least one refer-
ence fingerprint of the software application, which
compares the further fingerprint with the at least one
reference fingerprint and which concludes that an
unauthorized use of the software application is
present in case the compared fingerprints do not
comply.

10. Method according to one of the above claims, where-
in the compared fingerprints do not comply in case
only platform information item(s) until a specific point
in time coincide and the remaining platform informa-
tion items(s) after this specific point in time do not
coincide.

11. Computer program product, which comprises soft-
ware code in order to carry out the steps of one of
the above claims, when the product is being execut-
ed.

12. Control system for controlling an execution of a soft-
ware application on an execution platform, compris-
ing a control module operative to:

a) determine the point in time of at least one of
the following list: installation of an operation sys-
tem on the execution platform, installation of a
computer program running on the execution
platform, updating of the operation system, up-
dating of the computer program,
b) generate at least one platform information
item based on the installed/updated operation
system/computer program and the determined
point in time according to step a),
c) generate a first fingerprint based on the plat-
form information item(s) of step b), said first fin-
gerprint is characteristic for the execution plat-
form at the time of carrying out step a),
d) generate a license including said first finger-
print, said license defines terms of allowed ex-
ecution of the software application on said exe-
cution platform, and
e) control the execution by

- determining at least some of the platform
information item(s) as used for generating
the first fingerprint at the time of executing
the software application and generating a
second fingerprint based on said platform
information item(s),
- comparing the second fingerprint with the
first fingerprint of the license, and
- allowing the execution of the software ap-
plication according to the terms of the li-
cense in case of the second fingerprint com-
plies with the first fingerprint, and
- preventing the execution of a software ap-
plication in case of the second fingerprint
does not comply with the first fingerprint.
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