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Description

Field Of The Invention

[0001] The present invention relates generally to wire-
less communications and more particularly to security
authentication and key management within an ad hoc
wireless network.

Background

[0002] Infrastructure-based wireless networks, such
as cellular networks or satellite networks, typically in-
clude a communications network with fixed and wired
gateways. Many infrastructure-based wireless networks
employ a mobile unit or host which communicates with
a fixed base station that is coupled to a wired network.
The mobile unit can move geographically while it is com-
municating over a wireless link to the base station. When
the mobile unit moves out of range of one base station,
it may connect or "handover" to a new base station and
starts communicating with the wired network through the
new base station.
[0003] In comparison to infrastructure-based wireless
networks, ad hoc networks are self-forming wireless net-
works which can operate in the absence of any fixed in-
frastructure, and in some cases an ad hoc network is
formed entirely of mobile units. An ad hoc network typi-
cally includes a number of geographically-distributed, po-
tentially mobile units, sometimes referred to as "nodes,"
which are wirelessly connected to each other by one or
more links (e.g., radio frequency communication chan-
nels). The nodes can communicate with each other over
a wireless media without the support of an infrastructure-
based or wired network.
[0004] A mesh network is a form of an ad hoc wireless
network based on autonomous collections of mobile
nodes that communicate with each other over wireless
links having limited bandwidths. Individual nodes in a
mesh network can perform routing functions, which en-
able a mesh network to be reconfigured around blocked
paths or poor connections by "hopping" from one node
to another until a destination is reached. A mesh network
is thus described as self-healing, as it can still operate
effectively even when particular nodes break down or
leave the network.
[0005] As wireless communications networks such as
mesh networks become more prevalent, security contin-
ues to be a major concern to both communications net-
work providers and end users. In a wireless communica-
tions mesh network the security environment can offer
the greatest challenges since data may be readily re-
ceived and manipulated by many nodes. The radio links
used in a wireless communications mesh network ex-
pose signaling and other data traversing the network to
eavesdroppers and/or would-be hackers. In a multi-hop
wireless communications mesh network, this requires
each link between the meshed devices to have a unique

security association established through a multi-hop au-
thentication and key management process. Frames sent
over-the-air on the link then can be protected with estab-
lished security associations.
[0006] A thesis document entitled ’Distributed Authen-
tication and Key Management in Wireless Mesh Net-
works’ by Rani Husseiki, Department of Computer and
Systems Sciences (DSV), Stockholm University/Royal
Institute of Technology (KTH), April 2006 discusses the
Authentication and Key Management (AKM) mechanism
and protocols that were at the time under consideration
for possible use in Wireless Mesh Networks. A Distribut-
ed Authorization Model is proposed to ensure AKM effi-
ciency. It allows multiple WMN application scenarios. The
scheme is based on PKI mechanisms involving issuing,
renewing and revocation of certificates, and it employs
a threshold authorization scheme in order to cope with
the decentralized nature of Wireless Mesh Networks.
[0007] PCT patent application publication no. WO
2004/049740 describes a method and system for han-
dling roaming mobile nodes in a wireless network. The
system uses a Subnet Context Manager to store current
Network session keys, security policy and duration of the
session (e.g. session timeout) for mobile nodes, which
is established when the mobile node is initially authenti-
cated. Pairwise transit keys are derived from the network
session key. The Subnet Context Manager handles sub-
sequent reassociation requests. When a mobile node
roams to a new access point, the access point obtains
the network session key from the Subnet Context Man-
ager and validates the mobile node by computing a new
pairwise transient key from the network session key.

Summary

[0008] In accordance with aspects of the invention,
there is provided a method for secure processing of au-
thentication key material in an ad hoc wireless mesh net-
work, and a system for secure processing of authentica-
tion key material in an ad hoc wireless mesh network, as
recited in the accompanying claims.

Brief Description Of The Drawings

[0009] In order that the invention may be readily un-
derstood and put into practical effect, reference now will
be made to exemplary embodiments as illustrated with
reference to the accompanying figures, wherein like ref-
erence numbers refer to identical or functionally similar
elements throughout the separate views. The figures to-
gether with a detailed description below, are incorporated
in and form part of the specification, and serve to further
illustrate the embodiments and explain various principles
and advantages, in accordance with the present inven-
tion, where:

FIG. 1 is a diagram illustrating a wireless communi-
cations mesh network, according to some embodi-
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ments of the present invention.

FIG. 2 is a message sequence chart illustrating in-
teractions between elements of a wireless commu-
nications mesh network to provide secure key trans-
port, according to some embodiments of the present
invention.

FIG. 3 is a block diagram illustrating a mesh key hi-
erarchy, according to some embodiments of the
present invention.

FIG. 4 is a message sequence chart illustrating a
mesh key holder security handshake between a
Mesh Authenticator (MA) and a Mesh Key Distributor
(MKD), according to some embodiments of the
present invention.

FIG. 5 is a block diagram illustrating an exemplary
field structure of a Mesh Key Holder Security Infor-
mation Element (MKHSIE), which can be used to
request, deliver, or confirm a Mesh Authenticator
Pairwise Master Key (PMK-MA), according to some
embodiments of the present invention.

FIG. 6 is a message sequence chart illustrating a
key transport pull protocol, according to some em-
bodiments of the present invention.

FIG. 7 is a block diagram illustrating an exemplary
field structure of a Mesh Encrypted Key Information
Element (MEKIE), which can be used to request, de-
liver, or confirm a PMK-MA, according to some em-
bodiments of the present invention.

FIG. 8 is a message sequence chart illustrating a
key transport push protocol, according to some em-
bodiments of the present invention.

FIG. 9 is a general flow diagram illustrating a method
for delivery of a PMK-MA from a MKD to an MA using
a mesh key transport pull protocol, from the perspec-
tive of the MA, according to some embodiments of
the present invention.

FIG. 10 is a general flow diagram illustrates a method
for delivery of a PMK-MA from an MKD to an MA
using a mesh key transport pull protocol, from the
perspective of the MKD, according to some embod-
iments of the present invention.

FIG. 11 is a general flow diagram illustrating a meth-
od for secure processing of authentication key ma-
terial in a mesh network, from the perspective of an
MA, according to some embodiments of the present
invention.

FIG. 12 is a block diagram illustrating components

of an MA in a wireless communications mesh net-
work, according to some embodiments of the present
invention.

[0010] Skilled artisans will appreciate that elements in
the figures are illustrated for simplicity and clarity and
have not necessarily been drawn to scale. For example,
the dimensions of some of the elements in the figures
may be exaggerated relative to other elements to help
to improve understanding of embodiments of the present
invention.

Detailed Description

[0011] Before describing in detail embodiments that
are in accordance with the present invention, it should
be observed that the embodiments reside primarily in
combinations of method steps and apparatus compo-
nents related to secure processing of authentication key
material in an ad hoc wireless network. Accordingly, the
apparatus components and method steps have been rep-
resented where appropriate by conventional symbols in
the drawings, showing only those specific details that are
pertinent to understanding the embodiments of the
present invention, so as not to obscure the disclosure
with details that will be readily apparent to those of ordi-
nary skill in the art having the benefit of the description
herein.
[0012] In this document, relational terms such as left
and right, first and second, and the like may be used
solely to distinguish one entity or action from another
entity or action without necessarily requiring or implying
any actual such relationship or order between such en-
tities or actions. The terms "comprises," "comprising," or
any other variation thereof, are intended to cover a non-
exclusive inclusion, such that a process, method, article,
or apparatus that comprises a list of elements does not
include only those elements but may include other ele-
ments not expressly listed or inherent to such process,
method, article, or apparatus. An element preceded by
"comprises a ..." does not, without more constraints, pre-
clude the existence of additional identical elements in the
process, method, article, or apparatus that comprises the
element.
[0013] It will be appreciated that embodiments of the
invention described herein may be comprised of one or
more conventional processors and unique stored pro-
gram instructions that control the one or more processors
to implement, in conjunction with certain non-processor
circuits, some, most, or all of the functions of secure
processing of authentication key material in an ad hoc
wireless network as described herein. The non-proces-
sor circuits may include, but are not limited to, a radio
receiver, a radio transmitter, signal drivers, clock circuits,
power source circuits, and user input devices. As such,
these functions may be interpreted as steps of a method
for secure processing of authentication key material in
an ad hoc wireless network. Alternatively, some or all
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functions could be implemented by a state machine that
has no stored program instructions, or in one or more
application specific integrated circuits (ASICs), in which
each function or some combinations of certain of the func-
tions are implemented as custom logic. Of course, a com-
bination of the two approaches could be used. Thus,
methods and means for these functions have been de-
scribed herein. Further, it is expected that one of ordinary
skill, notwithstanding possibly significant effort and many
design choices motivated by, for example, available time,
current technology, and economic considerations, when
guided by the concepts and principles disclosed herein
will be readily capable of generating such software in-
structions and programs and ICs with minimal experi-
mentation.
[0014] Referring to FIG. 1, a diagram illustrates a wire-
less communications mesh network 100, according to
some embodiments of the present invention. The net-
work 100 comprises a plurality of mesh points (MPs) 105,
also called mesh nodes, which can communicate with
each other over the network 100 using wireless links such
as links conforming to Institute of Electrical and Electron-
ics Engineers (IEEE) 802.11 standards. Each MP 105
can comprise, for example, a mobile telephone, a two-
way radio, a notebook computer or other wireless com-
munication device. To provide secure communications
between the MPs 105, a security association is estab-
lished between a mesh authenticator (MA) 110 and a
mesh key distributor (MKD) 115. The MA 110 is generally
a MP 105 having special security qualifications. A mesh
key holder security association is used to provide mes-
sage integrity and data origin authenticity in all messages
passed between the MA 110 and the MKD 115. Further,
the mesh key holder security association provides en-
cryption of derived keys and key context during key de-
livery protocols.
[0015] The MKD 115 can significantly improve the ef-
ficiency of a mesh security mechanism. The MKD 115
can obtain master key material for a mesh point (MP)
supplicant 120 from an authentication server (AS) 125,
which may act as an authentication, authorization and
accounting (AAA) server, when the MP supplicant 120
first contacts the network 100. The master key material
is then cached at the MKD 115, which acts as a AAA
client. Keys derived from the cached master key material
then can be used later to quickly establish security as-
sociations between the MP supplicant 120 and one or
more MPs 105, without needing to obtain additional se-
curity information from the AS 125.
[0016] Embodiments of the present invention therefore
provide secure key transport mechanisms between the
MA 110 and the MKD 115. The secure key transport
mechanisms are capable of distributing key material be-
tween nodes that are separated by multiple wireless
links, and also provide data origin authenticity and mes-
sage integrity protection between the MA 110 and the
MKD 115.
[0017] According to some embodiments of the present

invention, Efficient Mesh Security Association (EMSA)
services can be used to permit efficient establishment of
link security between two MPs 105 in the network 100.
EMSA services are provided through the use of a mesh
key hierarchy, which is a hierarchy of derived keys that
is established through the use of a pre-shared key (PSK)
or when a MP 105 performs IEEE 802.1X authentication.
The operation of EMSA relies on mesh key holders, which
are implemented at the MPs 105 within the network 100.
Two types of mesh key holders are defined: mesh au-
thenticators (MAs), such as the MA 110, and mesh key
distributors (MKDs), such as the MKD 115.
[0018] With EMSA, information is exchanged during
an initial association between an MP 105, such as the
MP supplicant 120, and an MA, such as the MA 110, and
is referred to as "Initial EMSA Authentication." Subse-
quent associations to other MAs within the same mesh
security domain (and the same wireless local area net-
work (WLAN) mesh, as identified by a Mesh ID) may then
use an Abbreviated EMSA Handshake mechanism.
[0019] Mesh key holders, MAs and MKDs, manage the
mesh key hierarchy by performing key derivation and se-
cure key distribution. A mesh security domain is defined
by the presence of a single MKD, such as the MKD 115,
implemented at an MP 105 in the mesh. Within the mesh
security domain, several MAs may exist, including for
example the MA 110, each implemented at an MP 105,
where each MA maintains both a route to and a security
association with the MKD 115. The MKD 115 derives
keys to create a mesh key hierarchy, and distributes de-
rived keys to MAs such as the MA 110. A device imple-
menting the MKD 115 may also implement a MA entity.
The MA 110 participates in EMSA exchanges initiated
by the MP supplicant 120 (including Initial EMSA Authen-
tication and the Abbreviated EMSA Handshake). The MA
110 receives derived keys from the MKD 115, and derives
additional keys for use in securing a link with the MP
supplicant 120.
[0020] Referring to FIG. 2, a message sequence chart
illustrates interactions between elements of the wireless
communications mesh network 100 to provide secure
key transport, according to some embodiments of the
present invention. At line 205, a mesh node 210, such
as an MP 105, makes a first contact with a mesh authen-
ticator 215, such as another MP 105, and completes initial
security and routing setup procedures, which includes
discovery of the MKD 115, during an initial EMSA au-
thentication. At line 220, a mesh key holder security as-
sociation is established via mesh action between the
mesh node 210 and the MKD 115. Following establish-
ment of the mesh key holder security association, the
mesh node 210 then becomes the MA 110, and can serve
as a mesh authenticator for other MPs 105. For clarity,
in the remainder of this specification the mesh node 210
is referred to only as the MA 110. Lines 225, 230 and
235 illustrate a fast link establishment that connects the
MP supplicant 120 to the network 100. At line 225, the
MP supplicant 120 is authenticated with the MA 110. At
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line 230, a mesh authenticator pairwise master key
(PMK-MA) is securely delivered from the MKD 115 to the
MA 110. The PMK-MA is then used to complete associ-
ation and routing procedures between the MP supplicant
120 and the MA 110.
[0021] Referring to FIG. 3, a block diagram illustrates
a mesh key hierarchy 300, according to some embodi-
ments of the present invention. At the top of the hierarchy
300, at block 305, is a master shared key (MSK) that is
installed when the MA 110 first joins the network 100,
and is generated during a mesh authenticator extensible
authentication protocol (EAP) process. Two additional
keys are then derived from the MSK. At block 310, a key
distribution key (KDK) is derived from a portion of the
MSK and serves as a master key delivery key. At block
315, a pairwise transient key for key distribution (PTK-
KD) is then derived from the KDK during a mesh authen-
ticator security establishment protocol, which is de-
scribed in detail below. Finally, the PTK-KD is subdivided
into two individual keys (not shown), namely a key en-
crypting key used for key distribution (KEK-KD) and a
key confirmation key (KCK-KD) used to provide data or-
igin authenticity in messages exchanged between the
MA 110 and the MKD 115 for key delivery and key holder
security association.
[0022] Establishing a mesh key holder security asso-
ciation begins with discovery of the MKD 115, followed
by a handshake initiated by the MA 110. The result of
the security association is the PTK-KD, used to provide
the security services between the MA 110 and the MKD
115. During discovery of the MKD 115, the MA 110 learns
an MKD identification (MKD-ID) of the MKD 115. The MA
110 obtains the MKD-ID during the initial EMSA authen-
tication, as shown at line 205 in FIG. 2. After discovery,
the MA 110 may initiate a mesh key holder security hand-
shake by contacting the MKD 115 identified by the MKD-
ID. The mesh key holder security handshake may com-
mence after the MA 110 has completed its initial EMSA
authentication. That mechanism permits the MA 110 to
establish a security association with the MKD 115 that
derived a mesh key distributor pairwise master key
(PMK-MKD) during initial EMSA authentication.

Mesh Authenticator Security Establishment

[0023] Referring to FIG. 4, a message sequence chart
illustrates a mesh key holder security handshake be-
tween the MA 110 and the MKD 115, according to some
embodiments of the present invention. At line 405, the
MA 110 initiates an exchange by constructing a mesh
key holder security association request message and
sending the request message to the MKD 115. For ex-
ample, according to some embodiments of the present
invention, the request message comprises the following:

- a medium access control (MAC) address of the MKD
115 in a destination address (DA) field of a message
header;

- a MAC address of the MA 110 in a source address
(SA) field of the message header;

- a mesh identification (ID) information element (IE)
including a Mesh ID that the MA 110 advertises in
beacons and probe responses;

- a mesh security domain information element
(MSDIE) including a value of a mesh security domain
identifier (MSD-ID) contained in a MSDIE received
in an Association Response during the initial EMSA
authentication of the MA 110 (the MA 110 uses an
MSDIE to advertise its status as an MA, and to ad-
vertise that it is included in the group of MAs that
constitute a mesh security domain); and

- a mesh key holder security information element
(MKHSIE) having values set as follows:

- an MA-Nonce value set randomly by the MA
110;

- an MA-ID set to the MAC address of the MP;

- an MKD-ID set to the MAC address of the MKD
115; and

- all other fields set to zero.

[0024] Upon receiving the request message, the MKD
115 chooses an MKD-Nonce value, which is a value cho-
sen randomly, and computes a pairwise transient key for
key distribution (PTK-KD) using the MA-Nonce received
in the request message and the MKD-Nonce value. At
line 410, the MKD 115 then sends a mesh key holder
security information response message. For example,
according to some embodiments of the present invention,
the response message comprises the following:

- a medium access control (MAC) address of the MKD
115 in a destination address (DA) field of a message
header;

- a MAC address of the MA 110 in a source address
(SA) field of the message header;

- a mesh identification (ID) information element (IE)
including a Mesh ID;

- a mesh security domain information element
(MSDIE) including a value of a mesh security domain
identifier (MSD-ID);

- a mesh key holder security information element
(MKHSIE) having values set as follows:

- MA-Nonce, MA-ID, and MKD-ID values set to the
values contained in the request message sent at line

7 8 



EP 2 062 189 B1

6

5

10

15

20

25

30

35

40

45

50

55

405;

- an MKD-Nonce value set to a value chosen randomly
by the MKD 115;

- a message integrity check (MIC) algorithm subfield
of a MIC control field set to indicate a cryptographic
algorithm used to calculate a MIC;

- an information element (IE) count subfield of the MIC
control field set to the number of information ele-
ments in a present frame;

- a MIC value calculated using a key confirmation key
for key distribution (KCK-KD), by an algorithm se-
lected by a MIC algorithm subfield, on a concatena-
tion in the following order:

- MAC address of the MA 110;

- MAC address of the MKD 115;

- Handshake sequence number (1 octet), set to
the value 2;

- Contents of the Mesh ID IE;

- Contents of the MSDIE; and

- Contents of the MKHSIE, with the MIC field set
to 0.

[0025] As is well known in the art, the MIC is a calcu-
lated value that may accompany data to provide assur-
ance about its integrity. The inputs to a MIC calculation
include data to be protected, and a secret key. The MIC
provides data origin authenticity and message integrity
to a recipient. Data origin authenticity assures the recip-
ient that the sender was someone possessing the secret
key. Further, when only two parties know the secret key,
it provides the recipient assurance of the identity of the
sender. Message integrity assures the recipient that the
protected data were not modified during transmission.
As used in this specification, a MIC is analogous to a
"message authentication code" as is known in the field
of cryptography. Those skilled in the art will appreciate
that operations of a MIC, according to some embodi-
ments of the present invention, could also be performed
using various other types of data origin information that
can provide data origin authenticity and message integ-
rity.
[0026] Upon receiving the response message at line
410, the MA 110 derives the PTK-KD, and confirms that
the MKD 115 has correctly derived the PTK-KD. At line
415, the MA 110 sends a mesh key holder security as-
sociation confirm message. For example, according to
some embodiments of the present invention, the confirm
message comprises the following:

- a medium access control (MAC) address of the MKD
115 in a destination address (DA) field of a message
header;

- a MAC address of the MA 110 in a source address
(SA) field of the message header;

- a Mesh ID IE containing a Mesh ID IE received in
the response message at line 410.

- An MSDIE containing the MSDIE received in the re-
sponse message at line 410.

- an MKHSIE set as follows:

- MA-Nonce, MKD-Nonce, MA-ID, and MKD-ID
values set to the values contained in the re-
sponse message received at line 410;.

- A MIC algorithm subfield of the MIC control field
set to indicate a cryptographic algorithm used
to calculate the MIC;

- an information element count subfield of the MIC
control field set to the number of information el-
ements in a present frame.

- A MIC value calculated using a key confirmation key
for key distribution (KCK-KD), by an algorithm se-
lected by a MIC algorithm subfield, on concatenation
in the following order:

- MAC address of the MA 110;

- MAC address of the MKD 115;

- Handshake sequence number (1 octet), set to
the value 3;

- contents of the Mesh ID IE;

- contents of the MSDIE; and

- contents of the MKHSIE, with the MIC field set
to 0.

[0027] Referring to FIG. 5, a block diagram illustrates
an exemplary field structure 500 of a Mesh Key Holder
Security Information Element (MKHSIE), which can be
used to request, deliver, or confirm a PMK-MA, according
to some embodiments of the present invention. Block
505 is an Information Element (IE) Identification (ID) field
that identifies a particular MKHSIE. Block 510 is a Length
field, which defines a length of the MKHSIE. Block 515
is a MIC Control field that comprises a MIC algorithm
field and an Information element count field, which in-
cludes the number of information elements that are in-
cluded in the MIC calculation. Block 520 is a MIC field

9 10 
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that includes a MIC value calculated using an algorithm
selected by the MIC algorithm field of the MIC Control
field. Block 525 is a MA-Nonce field that contains a nonce
value chosen by the MA 110. Block 530 is a MKD-Nonce
field that includes a nonce value chosen by the MKD 115.
Block 535 is a MA-ID field that includes the MAC address
of the MA 110. Block 540 is a MKD-ID field that includes
the MAC address of the MKD 115.

Mesh Key Delivery

[0028] Embodiments of the present invention provide
for a mesh key transport protocol comprising a method
by which the MKD 115 securely transmits a derived PMK-
MA to the MA 110, along with key context and additional
related information. An additional management protocol
permits the MKD 115 to request the MA 110 to delete a
PMK-MA that has previously been delivered.
[0029] In accordance with some embodiments of the
present invention, two protocols are defined for delivery
of a PMK-MA, each consisting of two messages. A pull
protocol is initiated by the MA 110 by sending a PMK-
MA request message, followed by the MKD 115 deliver-
ing the PMK-MA. A push protocol is initiated by the MKD
115 delivering (unsolicited) the PMK-MA, followed by the
MA 110 sending a confirmation message. The MA 110
and the MKD 115 maintain separate key replay counters
for use in these protocols. In the pull protocol, a key replay
counter of the MA 110 is used to protect a first message,
which the MA 110 sends. In the push protocol, the key
replay counter of the MKD 115 is used to protect a first
message, which the MKD 115 sends.
[0030] In each protocol, prior to sending the first mes-
sage, the sender increments the value of its replay coun-
ter. Upon receiving the first message, the recipient veri-
fies that the replay counter value contained in the first
message is a value not yet used by the sender in a first
message. If the replay counter value has been previously
used, the message is discarded. Thus, the MA 110 and
the MKD 115 each maintain the state of two replay
counters: the counter used to generate a value for a first
messages sent from the node maintaining the counter,
and a counter used to detect replay in a first message
received by the node maintaining the counter. Further,
the second message of each protocol contains a replay
counter value that equals the value in the first message
of the protocol, which permits matching messages within
a protocol instance.

Mesh Key Transport Pull Protocol

[0031] Referring to FIG. 6, a message sequence chart
illustrates a mesh key transport pull protocol, according
to some embodiments of the present invention. At line
605, a PMK-MA request message is sent from the MA
110 to the MKD 115. At line 610, a PMK-MA delivery
message is sent from the MKD 115 to the MA 110. Both
messages contain a MIC for integrity protection, and the

PMK-MA being delivered is encrypted.
[0032] According to some embodiments of the present
invention, a PMK-MA request message comprises the
following elements. The MAC address of the MKD 115
is provided in a DA field of a message header, and the
MAC address of the MA 110 is provided in an SA field of
the message header. Prior to constructing the PMK-MA
request message, the value of the replay counter of the
MA 110 associated with the PTK-KD is incremented by
one. An MSDIE is then configured as advertised by the
MA 110 in its beacons and probe responses.
[0033] According to some embodiments of the present
invention, the PMK-MA request message also comprises
a mesh encrypted key information element (MEKIE). The
contents of the MEKIE are as follows:

- a replay counter set to the value of the replay counter
of the MA 110;

- a supplicant address (SPA) set to the MAC address
of the MP supplicant 120 that, during its initial EMSA
authentication, generated the mesh key hierarchy
that includes the PMK-MA being requested;

- a PMK-MKDName field set to the identifier of the key
from which the PMK-MA being requested was de-
rived;

- a MIC algorithm subfield of a MIC control field set to
indicate the cryptographic algorithm used to calcu-
late the MIC;

- an information element count field of a MIC control
field set to two, which is the number of information
elements in a present frame;

- a MIC calculated using a key confirmation key for
key distribution (KCK-KD), by an algorithm selected
by a MIC algorithm subfield, on concatenation in the
following order:

- MAC address of the MA 110;

- MAC address of the MKD 115;

- a field indicating message of type PMK-MA re-
quest, set to the value 3;

- contents of the MSDIE; and

- contents of the MEKIE, with the MIC field set to
0; and

- an ANonce and an Encrypted Contents Length field
set to 0.

[0034] Upon receiving the PMK-MA request message,
the MKD 115 verifies the MIC, and verifies that the replay
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counter field in the MEKIE contains a value not previously
used with the PTK-KD in a first message sent by the MA
110. If verified, the MKD 115 may attempt to derive the
PMK-MA for use between the MP supplicant 120 identi-
fied by SPA and the MA 110 that sent the PMK-MA re-
quest message, using the key identified by the PMK-
MKDName field. Subsequently, the MKD 115 constructs
and sends the PMK-MA delivery message.
[0035] After the MA 110 receives the PMK-MA delivery
message from the MKD 115, the MA 110 decrypts the
PMK-MA and then uses the PMK-MA to continue the
security establishment with the MP supplicant 120. That
enables a fast link establishment that connects the MP
supplicant 120 to the network 100 using, for example,
IEEE 802.11 standards, rather than requiring use of high-
er-layer protocols.
[0036] Referring to FIG. 7, a block diagram illustrates
an exemplary field structure 700 of a mesh encrypted
key information element (MEKIE), which can be used to
request, deliver, or confirm a PMK-MA, according to
some embodiments of the present invention. Block 705
is an Information Element ID field. Block 710 is a length
field indicating a length of the MEKIE. Block 715 is a MIC
Control field having the following subfields: block 720 is
a MIC algorithm field, block 725 is a reserved field, and
block 730 is an information element (IE) count field that
indicates the number of information elements protected
by a MIC. Block 735 is a message integrity check (MIC)
field that, as described above, contains a check value
calculated using a pairwise key. The check value of the
MIC protects the contents of the MEKIE and additional
header information.
[0037] Block 740 is a replay counter field that permits
matching a second message to a first message in a two-
message sequence, and prevents replays of previous
messages. In a first message of a sequence, the replay
counter field contains a counter value not yet used with
a key used to calculate the MIC (i.e., a key confirmation
key for key distribution (KCK-KD)). In a second message
of a sequence, the replay counter field contains the value
from the first message of the sequence.
[0038] Block 745 is a supplicant address (SPA) that
provides the address of the MP supplicant 120 that cre-
ated the PMK-MA. Block 750 is a MKD-ID field that con-
tains an identifier of the MKD 115 participating in the ex-
change of a present MEKIE. Block 755 is a PMK-MKD-
Name field that contains the identifier of a master key
from which the PMK-MA was derived. Block 760 is an
ANonce field that contains the nonce used by the MKD
115 in calculating the PMK-MKDName field. Block 765
is an Encrypted Contents Length field that is the length
of an Encrypted Contents field shown at block 770. The
Encrypted Contents field is a variable length field used
to transport the PMK-MA and related information (i.e.,
"context"), and all information in the field is encrypted
using an algorithm such as, for example, an Advanced
Encryption Standard (AES) Key Wrap, which is well
known in the art.

[0039] The second message of the key transport pull
protocol, the PMK-MA delivery message, can comprise
the following elements, according to some embodiments
of the present invention. The MAC address of the MA
110 is provided in a DA field of a message header, and
the MAC address of the MKD 115 is provided in the SA
field of the message header. The MSDIE contains the
MSDIE received in the PMK-MA request message.
[0040] The PMK-MA delivery message of a key trans-
port pull protocol also includes a MEKIE, comprising the
following:

- a replay counter set to the value of the replay counter
in the PMK-MA request message;

- an SPA set to the value contained in the PMK-MA
request message;

- a PMK-MKDName set to the value contained in the
PMK-MA request message if an encrypted PMK-MA
is included in the Encrypted Contents field (if the En-
crypted Contents field is omitted, then PMK-MKD-
Name is set to zero);

- an ANonce set to a random value that was selected
by the MKD 115 for derivation of the PMK-MKD-
Name that was indicated in the PMK-MA request
message;

- an Encrypted Contents Length field set to the length
in octets of the Encrypted Contents field, or set to
zero if the Encrypted Contents field is omitted;

- Encrypted Contents set as follows:

- If the MKD 115 does not have a PMK-MA to
send to the MA 110 (e.g., it was unable to derive
the key), the Encrypted Contents field is omitted;

- If the MKD 115 is sending a PMK-MA to the MA
110, then the Encrypted Contents field contains
the concatenation: key_data = {PMK-MA i PMK-
MAName i Lifetime KDE};

- Lifetime KDE is a 4-octet value containing
the number of seconds remaining in the life-
time of the PMK-MA;

- If the MIC algorithm is, e.g., the hash based
message authentication code HMAC-MD5,
as is well known in the art, then the concate-
nation key data are encrypted using KEK-
KD and the stream cipher ARC4, as is well
known in the art, prior to being inserted in
the Encrypted Contents field.

- If the MIC algorithm is, e.g., the hash based
message authentication code HMAC-
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SHA1-128, as is well known in the art, then
the concatenation key data are encrypted
using KEK-KD and the NIST AES Key Wrap
algorithm, as is well known in the art and
defined in the Request For Comments RFC
3394, prior to being inserted in the Encrypt-
ed Contents field;

- a MIC algorithm of the MIC control field set to
indicate the cryptographic algorithm used to cal-
culate the MIC;

- an Information element count field of the MIC
control field set to 2, i.e., the number of informa-
tion elements in the present frame;

- a MIC calculated using the KCK-KD, by the al-
gorithm selected by the MIC algorithm subfield,
on the concatenation in the following order:

- MAC address of the MA 110;

- MAC address of the MKD 115;

- a field indicating message of type PMK-MA
pull protocol delivery, set to the value 4;

- contents of the MSDIE; and

- contents of the MEKIE, with the MIC field
set to 0.

[0041] Upon receiving the PMK-MA delivery message,
the MA 110 verifies the MIC, and verifies that the replay
counter field contains the value given in the PMK-MA
request message.

Mesh Key Transport Push Protocol

[0042] Referring to FIG. 8, a message sequence chart
illustrates a mesh key transport push protocol, according
to some embodiments of the present invention. At line
805, a PMK-MA delivery message is sent from the MKD
115 to the MA 110. At line 810, a PMK-MA confirm mes-
sage is sent from the MA 110 to the MKD 115.
[0043] According to some embodiments of the present
invention, both the PMK-MA delivery message and the
PMK-MA confirm the message contains a MIC for integ-
rity protection, and the PMK-MA being delivered is en-
crypted. The PMK-MA delivery message of a key trans-
port push protocol can comprise the following elements.
The MAC address of the MA 110 is provided in the DA
field of a message header, and the MAC address of the
MKD 115 is provided in the SA field of the message head-
er. Prior to constructing the PMK-MA delivery message,
the value of the replay counter of the MKD 115 associated
with the PTK-KD is incremented by 1. The PMK-MA de-
livery message also includes an MSDIE containing an

MSD-ID.
[0044] The PMK-MA delivery message of a key trans-
port push protocol also includes a MEKIE, comprising
the following:

- a replay counter set to the value of the replay counter
of the MKD 115;

- an SPA set to the MAC address of the MP supplicant
120 that, during its Initial EMSA Authentication, gen-
erated the mesh key hierarchy that includes the
PMK-MA being delivered;

- a PMK-MKDName set to the identifier of the key from
which the PMK-MA being delivered was derived;

- an ANonce set to the random value that was selected
by the MKD for derivation of the PMK-MKDName
indicated in the present message;

- an Encrypted Contents Length field set to the length
in octets of the Encrypted Contents field;

- an Encrypted Contents field containing the concate-
nation: key_data = {PMK-MA i PMK-MAName i Life-
time KDE};

- Lifetime KDE is a 4-octet value containing the
number of seconds remaining in the lifetime of
the PMK-MA;

- if the MIC algorithm is, e.g., the hash based mes-
sage authentication code HMAC-MD5, then the
concatenation key data are encrypted using
KEK-KD and the stream cipher ARC4, prior to
being inserted in the Encrypted Contents field;

- if the MIC algorithm is, e.g., HMAC-SHA1-128,
then the concatenation key data are encrypted
using KEK-KD and the NIST AES Key Wrap al-
gorithm, as defined in the Request For Com-
ments RFC 3394, prior to being inserted in the
Encrypted Contents field;

- a MIC algorithm subfield of the MIC control field set
to indicate the cryptographic algorithm used to cal-
culate the MIC;

- an Information element count field of the MIC control
field set to 2, the number of information elements in
the present frame;

- a MIC calculated using the KCK-KD, by the algorithm
selected by the MIC algorithm subfield, on the con-
catenation in the following order:

- MAC address of the MA 110;
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- MAC address of the MKD 115;

- a field indicating message of type PMK-MA push
protocol delivery, set to the value 1;

- contents of the MSDIE; and

- contents of the MEKIE, with the MIC field set to 0.

[0045] Upon receiving the PMK-MA delivery message,
the MA 110 verifies the MIC, and verifies that the replay
counter field contains a value not previously used with
the PTK-KD in a first message sent by the MKD 115. If
verified, the MA 110 then sends a PMK-MA confirm mes-
sage to the MKD 115.
[0046] The second message of the key transport push
protocol, the PMK-MA confirm message, can comprise
the following elements, according to some embodiments
of the present invention. The MAC address of the MKD
115 is provided in the DA field of a message header, and
the MAC address of the MA 110 is provided in the SA
field of the message header. An MSDIE includes the
MSDIE received in the PMK-MA delivery message.
[0047] The PMK-MA confirm message of a key trans-
port push protocol also includes a MEKIE, comprising
the following:

- a replay counter set to the value of the replay counter
in the PMK-MA delivery message;

- an SPA, PMK-MKDName, and ANonce set to the
values contained in the PMK-MA delivery message.

- an Encrypted Contents Length field set to 0 (as the
Encrypted Contents field is omitted);

- a MIC algorithm subfield of the MIC control field set
to indicate the cryptographic algorithm used to cal-
culate the MIC;

- an Information element count field of the MIC control
field set to 2, the number of information elements in
the present frame; and

- a MIC calculated using the KCK-KD, by the algorithm
selected by the MIC algorithm subfield, on the con-
catenation in the following order:

- MAC address of the MA 110;

- MAC address of the MKD 115;

- a field indicating message of type PMK-MA confirm,
set to the value 2;

- contents of the MSDIE; and

- contents of the MEKIE, with the MIC field set to 0.

[0048] Upon receiving the PMK-MA confirm message,
the MKD 115 verifies the MIC, and verifies that the replay
counter field contains the value that the MKD 115 sent
in the PMK-MA delivery message.
[0049] Referring to FIG. 9, a general flow diagram il-
lustrates a method 900 for delivery of a PMK-MA from
the MKD 115 to the MA 110 using a mesh key transport
pull protocol, from the perspective of the MA 110, accord-
ing to some embodiments of the present invention. At
block 905, the MA 110 receives a supplicant join indica-
tion from the MP supplicant 120. At block 910, the MA
110 extracts an SPA, MKD-ID, and PMK-MKDName val-
ue from a supplicant request. At block 915, a local replay
counter is incremented. At block 920, the MA 110 creates
a MEKIE with information about the MP supplicant 120
and a current replay counter value. At block 925, the MA
110 computes a MIC using a KCK-KD over MAC ad-
dresses, type, and MEKIE values, and the MIC is inserted
into the MEKIE. A PMK-MA request message is then
transmitted from the MA 110 to the MKD 115.
[0050] At block 930, the MA 110 waits for and then
receives a PMK-MA delivery message from the MKD
115. At block 935, the MA 110 determines whether the
MIC is valid and whether a SPA and a replay counter in
the PMK-MA delivery message match the corresponding
values in the PMK-MA request message. If not, then the
method returns to block 930 where the MA 110 continues
to wait for another PMK-MA delivery message. If the MIC
is valid and a SPA and a replay counter in the PMK-MA
delivery message match the corresponding values in the
PMK-MA request message, then at block 940, the
wrapped contents of the MEKIE are decrypted using, for
example, the key encryption key for key distribution
(KEK-KD) portion of the PTK-KD. Finally, at block 945,
the MA 110 completes a security exchange with the MP
supplicant 120 using the PMK-MA.
[0051] Referring to FIG. 10, a general flow diagram
illustrates a method 1000 for delivery of a PMK-MA from
the MKD 115 to the MA 110 using a mesh key transport
pull protocol, from the perspective of the MKD 115, ac-
cording to some embodiments of the present invention.
At block 1005, the MKD 115 receives the PMK-MA re-
quest message from the MA 110. At block 1010, the MKD
115 determines whether the MIC is valid and whether its
own ID is the MKD-ID in the PMK-MA request message.
If not, then the method 1000 ends. If so, then at block
1015 the MKD 115 determines whether the replay coun-
ter in the PMK-MA request message is greater than a
local counter for the MA 110. If not, then the method 1000
ends. If so, then at block 1020 the MKD 115 sets a local
counter for the MA 110 equal to the replay counter. At
block 1025, the MKD 115 determines whether it has a
key identified by the value PMK-MKDName for the SPA
identified in the PMK-MA request message. If not, then
the method 1000 ends. If so, then at block 1030 the MKD
115 generates a MEKIE having SPA, MKD-ID, PMK-
MKDName, and replay counter values from the PMK-MA
request message. A stored ANonce value is inserted for
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the SPA.
[0052] At block 1035, the method 1000 continues
where the MKD 115 generates the PMK-MA and a PMK-
MAName for the SPA. At block 1040, the MKD 115 com-
putes an AES-Key Wrap of the concatenation: {PMK-MA
i PMK-MAName i Lifetime} using the KEK-KD portion of
the PTK-KD to generate key transport ciphertext, and
inserts the key transfer ciphertext into the MEKIE. At
block 1045, the MKD 115 computes a MIC using a KCK-
KD portion of the PTK-KD over the MAC addresses, type,
and MEKIE values and inserts the MIC into the MEKIE.
Finally, the MKD 115 creates and sends the PMK-MA
delivery message to the MA 110.
[0053] Referring to FIG. 11, a general flow diagram
illustrates a method for secure processing of authentica-
tion key material in an ad hoc wireless network, from the
perspective of a mesh authenticator, according to some
embodiments of the present invention. At block 1105, a
pairwise transient key for key distribution is derived using
a mesh key holder security information element. For ex-
ample, as described above concerning mesh authenti-
cator security establishment, a PTK-KD is derived by the
MA 110 using a MKHSIE during the mesh key holder
security handshake between the MA 110 and the MKD
115.
[0054] At block 1110, a mesh authenticator pairwise
master key is requested using a first mesh encrypted key
information element that includes data origin information.
For example, as described above, a PMK-MA is request-
ed in a mesh key transport pull protocol, where the MA
110 transmits a PMK-MA request message including a
MEKIE, and the MEKIE includes data origin information
in the form of a MIC.
[0055] At block 1115, a second mesh encrypted key
information element is decrypted, using the pairwise tran-
sient key for key distribution, to obtain the mesh authen-
ticator pairwise master key. For example, as described
above in relation to FIG 9, a PMK-MA delivery message
is decrypted by the MA 110 using the KEK-KD portion of
the PTK-KD during a mesh key transport pull protocol.
[0056] At block 1120, a supplicant security exchange
is completed using the mesh authenticator pairwise mas-
ter key. For example, as described above, the MA 110
completes a supplicant security exchange with the MP
supplicant 120 using the PMK-MA obtained during the
mesh key transport pull protocol.
[0057] Referring to FIG. 12, a block diagram illustrates
components of the Mesh Authenticator (MA) 110 in the
wireless communications mesh network 100, for imple-
mentation of some embodiments of the present inven-
tion. The MA 110 can be one of various types of wireless
communication devices such as, for example, a mobile
telephone, personal digital assistant, two-way radio or
notebook computer. The MA 110, alternatively, can be
an ad hoc wireless device such as a mesh point or mesh
router. The MA 110 comprises user interfaces 1205 op-
eratively coupled to at least one processor 1210. At least
one memory 1215 is also operatively coupled to the proc-

essor 1210. The memory 1215 has storage sufficient for
an operating system 1220, applications 1225 and general
file storage 1230. The general file storage 1230 may
store, for example, values associated with MKHSIE or
MEKIE information elements. The user interfaces 1205
may be a combination of user interfaces including, for
example, but not limited to a keypad, touch screen,
speaker and microphone. A graphical display 1235,
which may also have a dedicated processor and/or mem-
ory, drivers etc., is operatively coupled to the processor
1210. One or more transceivers, such as a first trans-
ceiver 1240 and a second transceiver 1245, are also op-
eratively coupled to the processor 1210. The first trans-
ceiver 1240 and the second transceiver 1245 may be for
communicating with various wireless communications
networks, such as the wireless communications mesh
network 100, using various standards such as, but not
limited to, Evolved Universal Mobile Telecommunica-
tions Service Terrestrial Radio Access (E-UTRA), Uni-
versal Mobile Telecommunications System (UMTS), En-
hanced UMTS (E-UMTS), Enhanced High Rate Packet
Data (E-HRPD), Code Division Multiple Access 2000
(CDMA2000), Institute of Electrical and Electronics En-
gineers (IEEE) 802.11, IEEE 802.16, and other stand-
ards.
[0058] It is to be understood that FIG. 12 is for illustra-
tive purposes only and illustrates some components of
the MA 110 in accordance with some embodiments of
the present invention, and is not intended to be a com-
plete diagram of the various components and connec-
tions there between required for all mesh authenticators
that may implement various embodiments of the present
invention.
[0059] The memory 1215 comprises a computer read-
able medium that records the operating system 1220,
the applications 1225, and the file storage 1230. The
computer readable medium also comprises computer
readable program code components 1250 for secure
processing of authentication key material. When the
computer readable program code components 1250 are
processed by the processor 1210, they are configured
to cause the execution, for example, of the method 900
and the method 1100 as described above, according to
some embodiments of the present invention.
[0060] In the foregoing specification, specific embodi-
ments of the present invention have been described.
However, one of ordinary skill in the art appreciates that
various modifications and changes can be made without
departing from the scope of the present invention as set
forth in the claims below. Accordingly, the specification
and figures are to be regarded in an illustrative rather
than a restrictive sense, and all such modifications are
intended to be included within the scope of the present
invention. The benefits, advantages, solutions to prob-
lems, and any elements that may cause any benefit, ad-
vantage, or solution to occur or become more pro-
nounced are not to be construed as critical, required, or
essential features or elements of any or all of the claims.
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The invention is defined solely by the appended claims
including any amendments made during the pendency
of this application and all equivalents of those claims.

Claims

1. A method for secure processing of authentication
key material in an ad hoc wireless mesh network
(100), the method comprising:

deriving (1105), by a mesh node (110), a pair-
wise transient key for key distribution (315) using
a mesh key holder security information element
(500) received from a mesh key distributor (115),
the mesh node (110) becoming a mesh authen-
ticator (110);
receiving (905), at the mesh authenticator (110),
a supplicant join indication from a mesh point
supplicant (120);
in response to receiving a supplicant join indi-
cation, requesting (925, 1110), by the mesh au-
thenticator (110), a mesh authenticator pairwise
master key, by sending a message to the mesh
key distributor (115), the message including a
first mesh encrypted key information element
(700) that includes data origin information, the
data origin information including information for
the mesh point supplicant (120);
decrypting (940, 1115), by the mesh authenti-
cator (110), using the pairwise transient key for
key distribution (315), a second mesh encrypted
key information element received from the mesh
key distributor (115) to obtain the mesh authen-
ticator pairwise master key; and
completing (1120), by the mesh authenticator
(110), a supplicant security exchange with the
mesh point supplicant (120) using the mesh au-
thenticator pairwise master key.

2. The method of claim 1, wherein the mesh key holder
security information element includes a message in-
tegrity check value for providing data origin authen-
ticity and data integrity to a recipient of the mesh key
holder security information element.

3. The method of claim 1, wherein deriving the pairwise
transient key for key distribution comprises process-
ing a three message handshake with the mesh key
distributor (115), the processing including:

sending (405), by the mesh authenticator (110),
a mesh key holder security association request
message to the mesh key distributor (115);
receiving (410), by the mesh authenticator
(110), a response from the mesh key distributor
(115), the response including the mesh key hold-
er security information element (500); and

sending (415), by the mesh authenticator (110),
a confirm message confirming that the mesh au-
thenticator (110) correctly derived the pairwise
transient key for key distribution.

4. The method of claim 1, wherein the pairwise tran-
sient key for key distribution (315) comprises both a
key encrypting key and a key confirmation key.

5. The method of claim 1, wherein the pairwise tran-
sient key for key distribution (315) is based on a mas-
ter key generated during a mesh authenticator ex-
tensible authentication protocol authentication proc-
ess.

6. The method of claim 1, wherein the mesh key holder
security information element (500) comprises an in-
formation count value (515) that indicates a number
of information elements protected by a message in-
tegrity check value.

7. The method of claim 1, wherein the mesh encrypted
key information element (700) comprises a replay
counter field (740) that permits matching a second
message to a first message in a two-message se-
quence, and prevents replays of previous messag-
es.

8. The method of claim 1, wherein the first mesh en-
crypted key information element (700) includes a
message integrity check value for protecting the con-
tents of the first mesh encrypted key information el-
ement (700).

9. A mesh node (110) for secure processing of authen-
tication key material in an ad hoc wireless mesh net-
work (100), the mesh node (110) configured to per-
form the steps of the method as recited in any pre-
ceding claim.

Patentansprüche

1. Verfahren zum sicheren Verarbeiten von Authentifi-
zierungsschlüsselmaterial in einem drahtlosen ver-
maschten Ad-hoc-Netzwerk (100), wobei das Ver-
fahren Folgendes umfasst:

Ableiten (1105), über einen Mesh-Knoten (110),
eines paarweisen transienten Schlüssels für
Schlüsseldistribution (315) unter Einsatz eines
Mesh-SchlüsselinhaberSicherheitsinformati-
onselements (500), das von einem Mesh-
Schlüsseldistributor (115) empfangen wird, wo-
bei der Mesh-Knoten (110) zu einem Mesh-Au-
thentifikator (110) wird;
Empfangen (905), an dem Mesh-Authentifikator
(110), eines Supplicant-Anmeldehinweises von
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einem Mesh-Punkt-Supplicant (120);
als Reaktion auf das Empfangen eines Suppli-
cant-Anmeldehinweises, Anfordern (925,
1110), über den Mesh-Authentifikator (110), ei-
nes paarweisen Mesh-Authentifikator-Master-
schlüssels durch Senden einer Nachricht an den
Mesh-Schlüsseldistributor (115), wobei die
Nachricht ein erstes Mesh-verschlüsseltes
Schlüsselinformationselement (700) enthält,
das Datenquelleninformationen enthält, wobei
die Datenquelleninformationen Informationen
für den Mesh-Punkt-Supplicant (120) enthalten;
Entschlüsseln (940, 1115), durch den Mesh-Au-
thentifikator (110) unter Einsatz des paarweisen
transienten Schlüssels für Schlüsseldistribution
(315), eines zweiten Mesh-verschlüsselten
Schlüsselinformationselements, abgeleitet aus
dem Mesh-Schlüsseldistributor (115), um den
paarweisen Mesh-Authentifikator-Master-
schlüssel zu erhalten; und
Abschließen (1120), durch den Mesh-Authenti-
fikator (110), eines Supplicant-Sicherheitsaus-
tauschs mit dem Mesh-Punkt-Supplicant (120)
unter Einsatz des paarweisen Mesh-Authentifi-
kator-Masterschlüssels.

2. Verfahren nach Anspruch 1, wobei das Mesh-
Schlüsselinhaber-Sicherheitsinformationselement
einen Nachrichtenintegritätsprüfwert zum Bereitstel-
len von Datenquellenauthentizität und Datenintegri-
tät an einen Empfänger des Mesh-Schlüsselinha-
ber-Sicherheitsinformationselements enthält.

3. Verfahren nach Anspruch 1, wobei das Ableiten des
paarweisen transienten Schlüssels für Schlüsseldis-
tribution das Verarbeiten eines Handshakes aus drei
Nachrichten mit dem Mesh-Schlüsseldistributor
(115) umfasst, wobei das Verarbeiten Folgendes
enthält:

Senden (405), durch den Mesh-Authentifikator
(110), einer Mesh-Schlüsselinhaber-
Sicherheitsverknüpfungsanforderungsnach-
richt an den Mesh-Schlüsseldistributor (115);
Empfangen (410), durch den Mesh-Authentifi-
kator (110), einer Antwort von dem Mesh-
Schlüsseldistributor (115), wobei die Nachricht
das Mesh-Schlüsselinhaber-Sicherheitsinfor-
mationselement (500) enthält; und
Senden (415), durch den Mesh-Authentifikator
(110), einer Bestätigungsnachricht, welche be-
stätigt, dass der Mesh-Authentifikator (110) den
paarweisen transienten Schlüssel für Schlüs-
seldistribution korrekt abgeleitet hat.

4. Verfahren nach Anspruch 1, wobei der paarweise
transiente Schlüssel für Schlüsseldistribution (315)
sowohl einen Schlüsselverschlüsselungsschlüssel

als auch einen Schlüsselbestätigungsschlüssel um-
fasst.

5. Verfahren nach Anspruch 1, wobei der paarweise
transiente Schlüssel für Schlüsseldistribution (315)
auf einem Masterschlüssel basiert, der während ei-
nes Authentifizierungsvorgangs im erweiterbaren
Authentifizierungsprotokoll des Mesh-Authentifika-
tors erstellt worden ist.

6. Verfahren nach Anspruch 1, wobei das Mesh-
Schlüsselinhaber-Sicherheitsinformationselement
(500) einen Informationszählwert (515) umfasst, der
eine Anzahl von Informationselementen angibt, die
durch einen Nachrichtenintegritätsprüfwert ge-
schützt sind.

7. Verfahren nach Anspruch 1, wobei das Mesh-ver-
schlüsselte Schlüsselinformationselement (700) ein
Wiederholungszählerfeld (740) umfasst, das es er-
möglicht, eine zweite Nachricht mit einer ersten
Nachricht in einer Sequenz aus zwei Nachrichten
abzugleichen, und Wiederholungen vorheriger
Nachrichten verhindert.

8. Verfahren nach Anspruch 1, wobei das erste Mesh-
verschlüsselte Schlüsselinformationselement (700)
einen Nachrichtenintegritätsprüfwert zum Schützen
der Inhalte des ersten Mesh-verschlüsselten Schlüs-
selinformationselements (700) enthält.

9. Mesh-Knoten (110) zum sicheren Verarbeiten von
Authentifizierungsschlüsselmaterial in einem draht-
losen vermaschten Ad-hoc-Netzwerk (100), wobei
der Mesh-Knoten (110) konfiguriert ist, die in einem
beliebigen vorhergehenden Anspruch erörterten
Schritte des Verfahrens auszuführen.

Revendications

1. Procédé de traitement sécurisé d’un matériau de clé
d’authentification dans un réseau maillé sans fil ad
hoc (100), le procédé comprenant :

l’obtention (1105), par un noeud de maillage
(110), d’une paire de clés transitoires pour une
distribution de clé (315) à l’aide d’un élément
d’information de sécurité de détenteur de clé de
maillage (500) reçu d’un distributeur de clé de
maillage (115), le noeud de maillage (110) de-
venant un authentificateur de maillage (110) ;
la réception (905), au niveau de l’authentifica-
teur de maillage (110), d’une indication de rat-
tachement de client en provenance d’un client
de point de maillage (120) ;
en réponse à la réception d’une indication de
rattachement de client, la demande (925, 1110),

23 24 



EP 2 062 189 B1

14

5

10

15

20

25

30

35

40

45

50

55

par l’authentificateur de maillage (110), d’une
paire de clés maîtresses d’authentificateur de
maillage, par envoi d’un message au distribu-
teur de clé de maillage (115), le message in-
cluant un premier élément d’information de clé
cryptée de maillage (700) qui inclut des informa-
tions d’origine de données, les informations
d’origine de données incluant des informations
pour le client de point de maillage (120) ;
le décryptage (940, 1115), par l’authentificateur
de maillage (110), à l’aide de la paire de clés
transitoires pour la distribution de clé (315), d’un
deuxième élément d’information de clé cryptée
de maillage reçu du distributeur de clé de mailla-
ge (115) pour obtenir la paire de clés maîtresses
d’authentificateur de maillage ; et
l’achèvement (1120), par l’authentificateur de
maillage (110), d’un échange de sécurité client
avec le client de point de maillage (120) à l’aide
de la paire de clés maîtresses d’authentificateur
de maillage.

2. Procédé selon la revendication 1, dans lequel l’élé-
ment d’information de sécurité de détenteur de clé
de maillage inclut une valeur de contrôle d’intégrité
de message pour fournir une authenticité d’origine
de données et une intégrité de données à un desti-
nataire de l’élément d’information de sécurité de dé-
tenteur de clé de maillage.

3. Procédé selon la revendication 1, dans lequel l’ob-
tention de la paire de clés transitoires pour la distri-
bution de clé comprend le traitement d’une prise de
contact à trois messages avec le distributeur de clé
de maillage (115), le traitement incluant :

l’envoi (405), par l’authentificateur de maillage
(110), d’un message de demande d’association
de sécurité de détenteur de clé de maillage au
distributeur de clé de maillage (115) ;
la réception (410), par l’authentificateur de
maillage (110), d’une réponse en provenance
du distributeur de clé de maillage (115), la ré-
ponse incluant l’élément d’information de sécu-
rité de détenteur de clé de maillage (500) ; et
l’envoi (415), par l’authentificateur de maillage
(110), d’un message de confirmation confirmant
que l’authentificateur de maillage (110) a cor-
rectement obtenu la paire de clés transitoires
pour la distribution de clé.

4. Procédé selon la revendication 1, dans lequel la pai-
re de clés transitoires pour la distribution de clé (315)
comprend une clé de cryptage de clé ainsi qu’une
clé de confirmation de clé.

5. Procédé selon la revendication 1, dans lequel la pai-
re de clés transitoires pour la distribution de clé (315)

se fonde sur une clé maîtresse générée pendant un
processus d’authentification de protocole d’authen-
tification extensible d’authentificateur de maillage.

6. Procédé selon la revendication 1, dans lequel l’élé-
ment d’information de sécurité de détenteur de clé
de maillage (500) comprend une valeur de compte
d’information (515) qui indique un nombre d’élé-
ments d’information protégé par une valeur de con-
trôle d’intégrité de message.

7. Procédé selon la revendication 1, dans lequel l’élé-
ment d’information de clé cryptée de maillage (700)
comprend un champ de comptage de relecture (740)
qui permet la mise en correspondance d’un deuxiè-
me message avec un premier message dans une
séquence à deux messages, et empêche les relec-
tures de messages précédents.

8. Procédé selon la revendication 1, dans lequel le pre-
mier élément d’information de clé cryptée de mailla-
ge (700) comprend une valeur de contrôle d’intégrité
de message pour la protection du contenu du pre-
mier élément d’information de clé cryptée de mailla-
ge (700).

9. Noeud de maillage (110) pour un traitement sécurisé
d’un matériau de clé d’authentification dans un ré-
seau maillé sans fil ad hoc (100), le noeud de mailla-
ge (110) étant configuré pour exécuter les étapes du
procédé tel que décrit dans l’une quelconque des
revendications précédentes.
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