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(54) Fast radio frequency communication for sport timing applications

(57) Computer-implemented methods for managing
communication between each of the plurality of wireless
RF nodes and a base station using frequency hopping
over M nonoverlapping frequency channels in a wireless
network is provided. The communication is carried out
according to a time slot schedule comprising M time slot
assemblies, each time slot assembly comprising at least
one time slot for the base station to transmit, preferably
by broadcast, data on a different channel of the M chan-

nels, and R time slots, R being an integer equal to or
greater than 1, for one or more of the plurality of nodes
to transmit data to the base station. The methods de-
scribed herein enable a point-to-multipoint wireless com-
munication system in an ISM frequency band that can
provide a reliable RF data link even in an area that already
comprises one or more WLAN networks that operate in
the same ISM frequency band.
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Description

Field of the invention

[0001] The invention relates to a radio frequency (RF)
communications protocol, and, in particular, though not
exclusively, to methods, computer programs, and devic-
es for managing communication in a wireless network
comprising an RF base station and a plurality of RF trans-
ceiver devices.

Background of the invention

[0002] Currently communication systems for sports
applications, such as e.g. systems used at the racing
tracks, employ a loop transponder system where a base
station communicates via inductive loops in or along the
road with the individual transponders on the sports vehi-
cles. These loops typically have a range for data com-
munication of approximately 2 meters. Such a short
range often becomes problematic, especially when a ve-
hicles crosses the loop at high speeds, because the short
range results in a short time window (around 20-40 ms)
for communication of data between the vehicle and the
base station. This problem is exacerbated further by the
fact that there is an increasing need to provide a high
data rate communication, in particular a downlink from
the vehicle to the base station, so that beside accurate
timing information also e.g. sensor data of the vehicle
and of the driver of the vehicle can be sent to the base
station for processing.
[0003] Wireless local area network (WLAN) type com-
munication links such as WiFi may be used to provide
an RF communication area of approximately 100-200
meters around the transmitter at a 2,4 GHz industrial,
scientific, and medical (ISM) frequency band that is glo-
bally available, thereby providing a much larger time win-
dow for data transmission between the vehicles and the
base station. However, current WiFi protocol stacks are
based on a five-layer TCP protocol and do not provide
fast set-up of the RF link when the vehicle enters the
communication area. The overhead in the registration,
authentication, channel assignment and collision proce-
dures of existing WiFi standards make those protocols
not suitable for sports applications where timing is crucial.
[0004] A further problem regarding the use of an WLAN
type communication area for race timing applications re-
lates to the fact that the wireless communication system
on a racing track should be suitable for ad-hoc (i.e. "plug-
and-play") installation in a particular area, such as e.g.
the finish area, wherein WiFi 2,4 GHz networks may al-
ready be in place. In such situations, the existing WiFi
networks should not interfere with the data transmission
between the vehicles and the base station of the race
timing system.
[0005] There is a need in the art for a "plug-and-play"
fast wireless communication system and protocol in an
ISM frequency band that improves at least on some of

the problems described above.

Summary of the invention

[0006] As will be appreciated by one skilled in the art,
aspects of the present invention may be embodied as a
system, method or computer program product. Accord-
ingly, aspects of the present invention may take the form
of an entirely hardware embodiment, an entirely software
embodiment (including firmware, resident software, mi-
cro-code, etc.) or an embodiment combining software
and hardware aspects that may all generally be referred
to herein as a "circuit," "module" or "system." Functions
described in this disclosure may be implemented as an
algorithm executed by a microprocessor of a computer.
Furthermore, aspects of the present invention may take
the form of a computer program product embodied in one
or more computer readable medium(s) having computer
readable program code embodied, e.g., stored, thereon.
[0007] Any combination of one or more computer read-
able medium(s) may be utilized. The computer readable
medium may be a computer readable signal medium or
a computer readable storage medium. A computer read-
able storage medium may be, for example, but not limited
to, an electronic, magnetic, optical, electromagnetic, in-
frared, or semiconductor system, apparatus, or device,
or any suitable combination of the foregoing. More spe-
cific examples (a non- exhaustive list) of the computer
readable storage medium would include the following:
an electrical connection having one or more wires, a port-
able computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory), an optical fiber, a portable compact disc read-
only memory (CD-ROM), an optical storage device, a
magnetic storage device, or any suitable combination of
the foregoing. In the context of this document, a computer
readable storage medium may be any tangible medium
that can contain, or store a program for use by or in con-
nection with an instruction execution system, apparatus,
or device.
[0008] A computer readable signal medium may in-
clude a propagated data signal with computer readable
program code embodied therein, for example, in base-
band or as part of a carrier wave. Such a propagated
signal may take any of a variety of forms, including, but
not limited to, electromagnetic, optical, or any suitable
combination thereof. A computer readable signal medi-
um may be any computer readable medium that is not a
computer readable storage medium and that can com-
municate, propagate, or transport a program for use by
or in connection with an instruction execution system,
apparatus, or device.
[0009] Program code embodied on a computer read-
able medium may be transmitted using any appropriate
medium, including but not limited to wireless, wireline,
optical fiber, cable, RF, etc., or any suitable combination
of the foregoing. Computer program code for carrying
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out operations for aspects of the present invention may
be written in any combination of one or more program-
ming languages, including an object oriented program-
ming language such as Java(TM), Smalltalk, C++ or the
like and conventional procedural programming languag-
es, such as the "C" programming language or similar pro-
gramming languages. The program code may execute
entirely on the user’s computer, partly on the user’s com-
puter, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer, or en-
tirely on the remote computer or server. In the latter sce-
nario, the remote computer may be connected to the us-
er’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN),
or the connection may be made to an external computer
(for example, through the Internet using an Internet Serv-
ice Provider).
[0010] Aspects of the present invention are described
below with reference to flowchart illustrations and/or
block diagrams of methods, apparatus (systems), and
computer program products according to embodiments
of the invention. It will be understood that each block of
the flowchart illustrations and/or block diagrams, and
combinations of blocks in the flowchart illustrations
and/or block diagrams, can be implemented by computer
program instructions. These computer program instruc-
tions may be provided to a processor, in particular a mi-
croprocessor or central processing unit (CPU), of a gen-
eral purpose computer, special purpose computer, or
other programmable data processing apparatus to pro-
duce a machine, such that the instructions, which exe-
cute via the processor of the computer, other program-
mable data processing apparatus, or other devices cre-
ate means for implementing the functions/acts specified
in the flowchart and/or block diagram block or blocks.
[0011] These computer program instructions may also
be stored in a computer readable medium that can direct
a computer, other programmable data processing appa-
ratus, or other devices to function in a particular manner,
such that the instructions stored in the computer readable
medium produce an article of manufacture including in-
structions which implement the function/act specified in
the flowchart and/or block diagram block or blocks.
[0012] The computer program instructions may also
be loaded onto a computer, other programmable data
processing apparatus, or other devices to cause a series
of operational steps to be performed on the computer,
other programmable apparatus or other devices to pro-
duce a computer implemented process such that the in-
structions which execute on the computer or other pro-
grammable apparatus provide processes for implement-
ing the functions/acts specified in the flowchart and/or
block diagram block or blocks.
[0013] The flowchart and block diagrams in the figures
illustrate the architecture, functionality, and operation of
possible implementations of systems, methods and com-
puter program products according to various embodi-
ments of the present invention. In this regard, each block

in the flowchart or block diagrams may represent a mod-
ule, segment, or portion of code, which comprises one
or more executable instructions for implementing the
specified logical function(s). It should also be noted that,
in some alternative implementations, the functions noted
in the blocks may occur out of the order noted in the
figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or
the blocks may sometimes be executed in the reverse
order, depending upon the functionality involved. It will
also be noted that each block of the block diagrams
and/or flowchart illustrations, and combinations of blocks
in the block diagrams and/or flowchart illustrations, can
be implemented by special purpose hardware-based
systems that perform the specified functions or acts, or
combinations of special purpose hardware and computer
instructions.
[0014] One objective of at least some embodiments of
the invention is to reduce or eliminate at least one of the
drawbacks known in the prior art. To that end, an RF
communication system comprising an RF base station
and a plurality of RF nodes is provided, as well as meth-
ods are specified that are to be followed by each of the
RF nodes and the base station. The system and methods
described herein enable a point-to-multipoint wireless
communication system in an ISM frequency band that
can provide a reliable RF data link even in an area that
already comprises one or more WLAN networks that op-
erate in the same ISM frequency band. The system and
methods described herein are particularly suitable for
and meet the requirements of timing applications on race
tracks.
[0015] According to one aspect of the present inven-
tion, a computer-implemented method for an RF node of
a plurality of nodes to communicate with a base station
using frequency hopping, preferably using Frequency
Hopping Spread Spectrum (FHSS) modulation scheme,
over M non-overlapping frequency channels (CH1-CHM)
in a wireless network is provided. Since this method is
intended to be performed by an RF node, this method is
referred to herein as an "RF node method". M is an integer
equal to or greater than 2, which may be set as an integer
that is greater than a specified minimum number of chan-
nels, e.g. the minimum number of channels prescribed
by the ETSI regulations for use of the FHSS scheme.
The communication is carried out according to a time slot
schedule comprising M time slot assemblies (A1-AM),
each time slot assembly (Ai) of the M time slot assemblies
(A1-AM) comprising at least one time slot (TXbsi) for the
base station to transmit, preferably by broadcast, data
on a different channel of the M channels, and R time slots
(TXrn1,i- TXrnR,i), R being an integer equal to or greater
than 1, for one or more of the plurality of nodes to transmit
data to the base station. The method includes the steps
of monitoring, i.e. the node being configured for receiving
data on, one of the M channels to receive a first commu-
nication packet from the base station, transmitted over
the monitored channel, and, based on data contained
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within the first communication packet received from the
base station, determining a sequence of channels of at
least some of the M channels that the base station will
follow to transmit one or more subsequent communica-
tion packets and the times at which the base station will
transmit the packets on each channel of the determined
sequence of channels. The method further includes the
step of determining assignment information for the node
from at least one of: the first communication packet and
the one or more of subsequent communication packets.
The assignment information indicates for at least one
time slot assembly of the M time slot assemblies (A1-AM),
but preferably for each time slot assembly of the M time
slot assemblies, a channel of the M channels for trans-
mission of data from the node to the base station and
which one or more of the R time slots is to be used for
the transmission of data from the node to the base station.
The channels assigned to the node for transmission of
data in different ones of the M time slot assemblies are
different channels of the M channels. The channels are
assigned to the node for transmission of data so that if a
channel is also assigned to another node of the plurality
of nodes for transmission of data in the same time slot
of the R time slots of the same time slot assembly (Ai),
then the channel assigned to the other node and the
channel assigned to the first node for transmission of
data in the same time slot of the same time slot assembly
are different channels of the M channels. The method
further includes the step of transmitting data, or at least
providing an instruction to do so, from the node to the
base station in accordance with the determined assign-
ment information.
[0016] According to another aspect of the present in-
vention, a computer-implemented method for a time
scheduler of an RF communication system to manage
RF communication between the base station and the plu-
rality of nodes as described above is provided. Since this
method is intended to be performed by a time slot sched-
uler which could be included anywhere in the RF com-
munication system described herein but is preferably in-
cluded within the base station, this method is referred to
herein as an "RF base station method". The method in-
cludes steps of providing a time slot schedule comprising
M time slot assemblies (A1-AM), each time slot assembly
(Ai) of the M time slot assemblies (A1-AM) comprising at
least one time slot (TXbsi) for the base station to transmit,
preferably by broadcast, data on a different channel of
the M channels, and R time slots (TXrn1,i- TXrnR,i), R
being an integer equal to or greater than 1, for a plurality
of registered nodes to transmit data to the base station.
The method further includes registering two or more of
the plurality of nodes to form the plurality of registered
nodes by assigning, for each registered node, for at least
some of, but preferably for the each time slot assembly
(Ai), a channel of the M channels for transmission of data
from each registered node to the base station over the
duration of at least one of the R time slots of the each
time slot assembly (Ai). For each registered node, the

channels assigned to the node for transmission of data
in different time slot assemblies are different channels of
the M channels. The plurality of registered nodes are
assigned so that two or more registered nodes assigned
to transmit data to the base station in the same time slot
of the R time slots of the same time slot assembly (Ai)
are assigned to transmit data on a respective different
channel of the M channels.
[0017] In the context of the at least one time slot of
each time slot assembly being designated for the base
station to transmit data on a different channel of the M
channels, the term "different" in the expression "different
channel" is used to indicate that the channels on which
the base station is configured to transmit data in this des-
ignated time slot are different between the different ones
of the M time slot assemblies. In other words, the chan-
nels assigned to the base station for transmission of data
in different time slot assemblies are different channels of
the M channels.
[0018] The M channels are preferably non-overlapping
channels, where, as used herein, the term "non-overlap-
ping" is used to describe that the frequency and band-
width used for one channel does not have substantial
overlap with the frequency and bandwidth of another
channel. For example a channel with a center frequency
2401Mhz and bandwidth of 2Mhz has a 1Mhz overlap
with a channel with center frequency 2402Mhz and band-
width of 2Mhz. In other words, the term "non-overlapping
channels" means that the center frequency and band-
width of one channel does not fall into the center frequen-
cy and bandwidth of another channel.
[0019] Embodiments of the present invention are
based on the recognition that using a time slot schedule
that controls assignment of the times and the channels
for transmitting of data by each entity involved (i.e., the
base station and the plurality of the nodes) optimizes
data communication. By designating its own, separate,
time slots for data transmission by the base station and
data transmission by the nodes ensures that collisions
and interferences between transmission of data by the
base station and that by the nodes is minimized or even
eliminated. In addition, it allows using a single receiv-
er/transmitter in each of the nodes, operating in half-du-
plex mode. Each node can then be configured to listen
to (i.e., receive) the data transmission of the base station
at least over a part of (but preferably the entire) duration
of the time slot(s) within each time slot assembly as-
signed for the data transmission by the base station and
then re-configure itself to transmit data to the base station
at least over a part of (but preferably the entire) duration
of the R time slot(s) within each time slot assembly as-
signed for the data transmission by the node.
[0020] Furthermore, such a time slot schedule allows
implementation of the FHSS modulation scheme for the
communications by each of the transmitting entities in-
volved (i.e., the RF base station and each of the RF
nodes), which allows transmitting data at higher power
as compared with other forms of data communication,
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such as e.g. Direct Sequence Spread Spectrum (DSSS)
employed in WiFi. For example, according to the current
regulations in Europe, put forward in the ETSI standard,
using FHSS allows transmitting data with 100mWatt,
while WiFi is only allowed transmission with 10mWatt
(current regulations in the US allow transmitting FHSS
data even with as much as 1 Watt power). Data trans-
mission with higher power is particularly beneficial for
sports, especially for racing applications where vehicles
pass the base station at very high speeds, because in-
creased transmission power increases the distance over
which communication between the vehicle and the base
station is possible, thereby allowing more time for the
communication.
[0021] In addition, being able to transmit data with sev-
eral times more power than WiFi ensures that the data
transmitted can be received even when there are WiFi
signals present at a particular location where the meth-
ods and systems of the present invention are deployed.
Further minimization of possible interference with the
WiFi networks may be achieved by selecting frequency
channels CH1-CHM such that the selected channels are
as far from the center frequencies of the WiFi channels
as possible.
[0022] Still further, using different modulation than is
used in WiFi (i.e., FHSS vs DSSS) allows for data recov-
ery on WiFi when a small part of the signal may become
corrupted. Thus, the RF communication according to the
methods described herein allows ad-hoc plug and play
implementations using the publicly available 2,4 GHz
ISM band even in the locations where there is an existing
WiFi system, without requiring any user configuration.
[0023] While FHSS provides many advantages, as any
other standardized technique, it also poses certain re-
quirements with respect to data communication that need
to be complied with.
[0024] One of the requirements for using FHSS in the
2,4 GHz band is that, as is clear from the name of this
modulation technique, data transmission has to take
place by hopping (i.e. switching) between a minimum
number of well-defined, substantially non-overlapping
channels. Currently, the ETSI regulations prescribe the
use of at least 15 such channels. This requirement is
satisfied with the above-described time slot schedule be-
cause the schedule ensures that each entity transmits
data by hopping over a respective sequence of M chan-
nels (thus, according to the current ETSI regulations, M
must be equal to or greater than 15). For example, pro-
viding at least one time slot for the base station to transmit
data on a different channel of the M channels for each
time slot assembly (Ai) ensures that, over the M time slot
assemblies (A1-AM), the base station follows a sequence
of M different channels for transmission of data. Similarly,
registering two or more of the plurality of nodes to form
the plurality of registered nodes by assigning, for each
registered node within at least some of, but preferably
each of the time slot assemblies (Ai), a different channel
of the M channels for transmission of data from the node

to the base station over the duration of at least one of
the R time slots of the each time slot assembly (Ai) en-
sures that each registered node also follows a respective
sequence of M different channels for transmission of data
over the M time slot assemblies (A1-AM).
[0025] Another requirement of using FHSS relates to
not transmitting on the same channel for longer than the
maximum allowed time, referred to as a "dwell time." Cur-
rently, the ETSI regulations prescribe the maximum dwell
time to be 0,4 seconds. This requirement can be satisfied
with the above-described time slot schedule by selecting
the time slots of such duration that no entity transmits on
a single channel longer than the maximum dwell time
allowed.
[0026] While there is a limitation in the ETSI regulations
on the duration of the transmission, there are no limita-
tions on the duration of the receipt of data. Therefore,
the above-described methods may be implemented us-
ing a base station with a single transmitter able to transmit
sequentially at different frequencies and multiple (name-
ly, M) receivers, each receiver tuned to a different fre-
quency channel. Such a base station would be capable
of receiving data even when two or more registered
nodes are assigned to transmit their respective data to
the base station in the same time slot of the same time
slot assembly (Ai), since each node is transmitting on its’
own respective channel of the M channels.
[0027] In one embodiment of the RF node method,
each time slot assembly (Ai) of the M time slot assemblies
(A1-AM) further may comprise U time slots (TXun1,i- TX-
unU,i), U being an integer equal to or greater than 1, for
one or more of unregistered nodes to transmit data to
the base station. The one or more unregistered nodes
comprise those nodes of the plurality of nodes which do
not have the assignment information (i.e., nodes which
are not registered nodes). In such an embodiment, the
RF node method may further comprise the steps of de-
termining, from at least one of the first communication
packet and the one or more of subsequent communica-
tion packets, when at least one of the U time slots of the
M time slot assemblies takes place, and transmitting a
registration message to the base station within one time
slot of the determined at least one of the U time slots,
the registration message requesting the assignment in-
formation for the node. In one further embodiment, such
a registration message may comprise a data packet com-
prising an identification of the node, e.g. a unique serial
number of the node. In another further embodiment, the
one time slot for transmitting the registration message
may be selected from the determined one or more of the
U time slots using a pseudorandom number generator,
possibly using an identification of the node as a seed.
[0028] In one embodiment of the RF node method, the
node may be configured to determine the sequence of
channels of at least some of the M channels that the base
station will follow based on an indication of a current se-
quence of channels followed by the base station. The
length of the sequence determined by the node is such
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that it allows the node to follow the base station in fre-
quency (i.e., channel) and time long enough to receive
the relevant assignment information (i.e., the assignment
information for the node).
[0029] In one further embodiment, the indication of the
current sequence of channels followed by the base sta-
tion may comprise a seed used by a pseudorandom se-
quence generator to generate the current sequence of
channels followed by the base station. Such an embod-
iment allows the node to re-create the sequence of chan-
nels followed by the base station by using the seed value
and the same pseudorandom algorithm used by the base
station to generate the sequence.
[0030] In one embodiment of the RF node method, the
method may further comprise obtaining from at least one
of the first communication packet and the one or more
of subsequent communication packets one or more pack-
ets of data destined for the node. In this manner, the node
may receive data from the base station. Preferably, the
method further comprises obtaining packet sequence
identification for the one or more packets of data destined
for the node. In this manner, if the base station transmits
multiple packets of data to the node, the node can put
the received packets in the correct order. In an embodi-
ment, the data in the one or more packets may comprise
CAN packet data. This embodiment provides the advan-
tage of e.g. being able to directly broadcast the packets
on the CAN bus commonly used in vehicles without the
overhead of protocol conversion.
[0031] In one embodiment of the RF node method, the
method may further comprise obtaining, from at least one
of the first communication packet and the one or more
of subsequent communication packets, one or more ac-
knowledgements of the base station having received da-
ta previously transmitted by the node to the base station.
This embodiment provides the advantage of knowing
whether the packet has been received or whether it needs
to be resend to the base station.
[0032] In one embodiment of the RF base station meth-
od, assignment information for at least some of the plu-
rality of registered nodes may be transmitted as a part
of the data transmitted by the base station during the at
least one time slot of the each time slot assembly, where
assignment information comprises information indicative
of the at least one of the R time slots and the channel
assigned for the registered node for the each time slot
assembly (Ai) for the transmission of data from the node
to the base station over the duration of the at least one
of the R time slots of the each time slot assembly. In one
further embodiment, transmission of the assignment in-
formation for at least some of the plurality of registered
nodes is divided substantially evenly among the M time
slot assemblies (A1-AM).
[0033] In one embodiment of the RF base station meth-
od, the data transmitted by the base station during at
least some of the time slot assemblies (A1-AM), prefer-
ably in the each time slot assembly, may comprise one
or more of an identification of a current sequence of chan-

nels followed by the base station, where the current se-
quence followed by the base station sequence is a se-
quence of the different channels of the M channels for
the base station to transmit data in the M time slot as-
semblies (A1-AM), where preferably the identification of
the current sequence comprises a seed used by a pseu-
dorandom sequence generator to generate the current
sequence, a channel sequence index identifying the cur-
rent time slot assembly of the plurality of the time slot
assemblies, one or more identifications of nodes of the
plurality of nodes that have been denied registration, one
or more packets of data destined for one or more of the
plurality of registered nodes, where preferably the data
in the one or more packets comprises CAN packet data
and/or preferably the data transmitted by the base station
comprises packet sequence identification for the one or
more packets of data destined for the one or more of the
plurality of registered nodes, and one or more acknowl-
edgements of the base station having received data
transmitted by one or more of the plurality of registered
nodes.
[0034] In one embodiment of the RF base station meth-
od, each time slot assembly (Ai) of the time slot assem-
blies (A1-AM) may further comprise U time slots (TXun1,i-
TXunU,i), U being an integer equal to or greater than 1,
for one or more of unregistered nodes to transmit data
to the base station, where the one or more unregistered
nodes comprise those nodes of the plurality of nodes
which are not one of the plurality of registered nodes. In
one further embodiment, the method may further com-
prise receiving a registration message from an unregis-
tered node of the one or more unregistered nodes indi-
cating that the unregistered node is to become regis-
tered.
[0035] According to another aspect of the invention, a
wireless node is provided. The node comprises a micro-
controller configured for executing or enabling the exe-
cution of (by e.g. providing an appropriate instruction to
a piece of hardware within the node) any of the method
steps described herein as performed by the node. The
wireless node preferably further comprises an RF receiv-
er and transmitter module configured to operate in half-
duplex mode. The RF receiver is configured for receiving
the first communication packet and the subsequent com-
munication packets from the base station. The RF trans-
mitter is configured for transmitting the data from the node
to the base station by switching over the M channels ac-
cording to the FHSS scheme.
[0036] According to another aspect of the present in-
vention, a time slot scheduler is provided. The time slot
scheduler comprises a microcontroller configured for ex-
ecuting any of the method steps described herein as per-
formed by the RF base station.
[0037] According to another aspect of the present in-
vention, a base station is provided. Such a base station
comprises the time slot scheduler as described herein
as well as a transmitter configured for transmitting, pref-
erably by broadcast, data during the at least one time
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slot for the base station to transmit data, the transmitter
configured to transmit the data by sequentially transmit-
ting on a different one of the M channels, and M receivers
configured for receiving data from the plurality of nodes
during at least the R time slots for the plurality of regis-
tered nodes to transmit data, each of the M receivers
configured to receive data on a different one of the M
channels.
[0038] Using multiple receivers and a single transmit-
ter in the RF base station while using a single receiv-
er/transmitter in the plurality of nodes allows providing a
greater amount of bandwidth for the communications
from the nodes to the base station. This is particularly
advantageous for applications where there is (significant-
ly) more data to send from the nodes to the base station
than the other way around, such as e.g. vehicle racing
applications.
[0039] According to other aspects of the present inven-
tion, computer program comprising software code por-
tions and computer-readable storage medium storing
software code portions are disclosed. Preferably, the
computer-readable storage medium is non-transitory.
The software code portions are configured for, when run
on a computer (i.e., when executed on a processor of a
computer), executing the method steps described herein
as performed by the node, the time slot scheduler, and/or
the base station.
[0040] The invention will be further illustrated with ref-
erence to the attached drawings, which schematically
will show embodiments according to the invention. It will
be understood that the invention is not in any way re-
stricted to these specific embodiments.

Brief description of the drawings

[0041]

Fig. 1 provides a schematic illustration of an RF com-
munication system according to one embodiment of
the present invention;
Fig. 2 depicts an exemplary data processing system
according to one embodiment of the present inven-
tion;
Fig. 3 provides a schematic illustration of a time slot
schedule, according to one embodiment of the
present invention;
Fig. 4 provides a schematic illustration of assign-
ment of transmission time slots and channels to reg-
istered nodes, according to one embodiment of the
present invention;
Fig. 5 provides a schematic illustration of exemplary
base station packets, according to one embodiment
of the present invention; and
Fig. 6 is a flow diagram of method steps which may
be performed by one of the plurality of nodes, ac-
cording to one embodiment of the present invention.

Detailed description

[0042] Fig. 1 provides a schematic illustration of an RF
communication system 100 according to one embodi-
ment of the present invention. The system 100 comprises
an RF base station 102 connected to a decoder 104 and
a server 106, and at least one, but typically a plurality, of
RF nodes 108 (in order to not obscure the drawing, only
one RF node 108 is illustrated in Fig. 1). As described
herein, the system 100 is capable of managing RF com-
munication between the base station 102 and the plurality
of nodes 108 implementing frequency hopping, using e.g.
FHSS scheme, over M substantially non-overlapping fre-
quency channels, the channels e.g. being within the pub-
licly available 2,4 GHz ISM band.
[0043] Each one of the nodes 108 in the system 100
may be identified by a unique node identifier. Each one
of the nodes 108 could comprise or be included within
e.g. a transponder used on racing vehicles.
[0044] Each one of the nodes 108 comprises a micro-
controller 110. The microcontroller 110 is a data process-
ing system configured for implementing steps of the
methods described herein as performed by the node 108.
An example of such a data processing system is illus-
trated in and described with reference to Fig. 2.
[0045] The microcontroller 110 of the node 108 is con-
nected to or contains a communications module shown
in Fig. 1 as an RF transceiver 112. In a preferred em-
bodiment, the transceiver 112 is a single RF receiv-
er/transmitter operating in half duplex mode. While the
following description will be provided for this preferred
embodiment, of course the teachings provided herein are
also applicable to other embodiments, e.g. an embodi-
ment where the transceiver 112 could comprise a receiv-
er and a transmitter separate from one another.
[0046] The transceiver 112 is configured to receive and
transmit data on each of the M substantially non-over-
lapping frequency channels CH1-CHM (CH = "Channel")
using FHSS, where M is an integer equal to or greater
than 2. For example, according to the ETSI regulations
in Europe for 2,4 GHz band, at least 15 well defined non-
overlapping channels must be used for transmitting data
using FHSS, with the time for data transmission on each
channel not exceeding 0,4 seconds (so-called "dwell
time"). Thus, according to these regulations, M must be
equal to or greater than 15. Currently, FHSS regulations
do not pose any limit on the amount of time data is re-
ceived on a single channel. The microcontroller 110 is
configured to control the transceiver 112 by tuning the
transceiver 112 to receive and/or transmit data on spec-
ified channels for specified periods of time, as necessary
to implement embodiments of the present invention. The
microcontroller 110 is also configured to control the pow-
er with which the transceiver 112 transmits data. For ex-
ample, according to the ETSI regulations in Europe for
2,4 GHz band, the transceiver 112 can send data with
100 mill watt (mWatt) power.
[0047] In a preferred embodiment, M is equal to 16.
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Such an embodiment is preferred because ETSI requires
a minimum of 15 channels for FHSS and 16 is the closest
power of two allowing a hardware implementation of two
banks of 8 receivers each using antenna combiners and
amplifiers to use a single antenna per bank.
[0048] In a preferred embodiment, the M channels are
the channels within the publicly available 2,4 GHz ISM
band.
[0049] In a preferred embodiment, the M channels are
selected so that the overlap with frequency channels
which may already be deployed in a particular location
is minimized. Such selection of channels allows minimiz-
ing interference that other RF systems already deployed
in the location may receive as a result of the deployment
of the system 100 and vice versa. For example, for op-
eration in the 2.4 GHz frequency band, the M channels
could be selected as to minimize interference between
the data communication on the M channels of the system
100 and the WiFi channels of a WiFi system which may
be already deployed in a particular location. For example,
if a WiFi system uses 13 channels of 22 MHz of the avail-
able 85 MHz in the 2,4 GHz ISM band, the 13 WiFi chan-
nels having center frequencies at 2412 MHz, 2417 MHz,
2422 MHz, 2427 MHz, 2432 MHz, 2437 MHz, 2442 MHz,
2447 MHz, 2452 MHz, 2457 MHz, 2462 MHz, 2467 MHz,
2472 MHz, and 2484 MHz, then sixteen channels (i.e.
for the preferred embodiment of M=16) according to one
embodiment of the present invention could be selected
as channels with center frequencies at e.g. 2405 Mhz,
2410 Mhz, 2415 Mhz, 2420 Mhz, 2425 Mhz, 2430 Mhz,
2435 Mhz, 2440 Mhz, 2445 Mhz, 2450 Mhz, 2455 Mhz,
2460 Mhz, 2465 Mhz, 2470 Mhz, 2475 Mhz and 2480
Mhz all using 1 Mhz channel bandwidth
[0050] When deployed in a particular setting, the node
108 should be placed so that the antenna 114 of the
transceiver 112 would have an adequate line of sight
connection to the antennas of the RF base station 102.
For example, in vehicle racing applications, the node 108
would be placed somewhere on the vehicle so that there
is a good line of sight connection between the antenna
114 of the node 108 and the antennas of the RF base
station 102.
[0051] Each one of the nodes 108 further comprises
an interface 116 for communicating data between the
node 108 and a further entity 118, e.g. via a bus 120.
The further entity 118 is the entity that provides data to
the node 108 that is to be transmitted to the base station
102 and the entity that receives data from the base station
102 via the node 108. For example, in vehicle racing ap-
plications the further entity 118 could comprise one or
more of a global positioning system (GPS), inertial meas-
urement units, oil pressure monitors, an onboard display
displaying e.g. lap times for the driver of a vehicle, sen-
sors measuring heart beat and other vital characteristics
of the driver, etc. Optionally, the further entity 118 could
be a part of the node 108.
[0052] In one embodiment, the interface 116 could
comprise a controller area network (CAN) interface and

the bus 120 could, therefore, comprise a CAN bus. The
CAN standard ISO-11898: 2003 defines a wired commu-
nication network (a CAN network) that links devices that
are connected via a CAN interface to the CAN bus to
each other and enables the devices to talk and/or ex-
change data with one another on the basis of CAN mes-
sages or CAN packets. The CAN network may comprise
a central CAN controller and devices may be added to
the network at any time, even while the network is oper-
ating (such operation is sometimes referred to as "hot-
plugging"). The CAN bus may be configured as a differ-
ential data bus so that it is robust against noise and harsh
environments and allows high signaling rates. This is par-
ticular advantageous in automotive environments.
[0053] Hence, in such an embodiment, the CAN inter-
face 116 would be connected to the CAN bus 120 of e.g.
the race vehicle so that the node becomes part of the
CAN network of the vehicle and so that the CAN interface
116 can send and receive CAN packets e.g. to/from CAN-
enabled devices in the vehicle, including: sensors on the
vehicle such as GPS, inertial measurement units, or (oil)
pressure monitors, an onboard display for displaying tim-
ing information such as lap times and a data logging sys-
tem.
[0054] The node 108 may further comprise other com-
ponents not shown in Fig. 1, such as e.g. memory or a
power unit. The power unit could comprising a power
source, e.g. one or more batteries, and a power control-
ler. In an embodiment, the power unit may further com-
prise one or more alternative power sources, e.g. a solar
cell or the like. The power controller may control the pow-
er mode of the different components in the node. For
example, if the processor/microcontroller requires the
node to be in sleep state it may turn the components off
or set these components in a low-power mode. Similarly,
the memory of the node and/or of the microprocessor
within the node may be active during a data write cycle.
[0055] The RF base station 102 comprises a micro-
controller 122 connected to multiple RF receivers 124, a
single radio transmitter 126, and an interface 128 for data
communication.
[0056] In an embodiment, the receivers 124 could be
implemented in a Field Programmable Gate Array (FP-
GA) or Digital Signal Processor (DSP).
[0057] In an embodiment, it is also possible that the
receivers 124 share one antenna. The signal could first
be amplified and then divided multiple times. Each divi-
sion could result in e.g. a 3 dB signal loss. Therefore, for
8 receivers to share one antenna, an amplifier of 9 dB
would be needed to have the same received signal
strength at the receiver.
[0058] The microcontroller 122 is a data processing
system configured for implementing steps of the methods
described herein as performed by the base station 104.
An example of such a data processing system is illus-
trated in and described with reference to Fig. 2.
[0059] While the RF base station 102 only needs to
include a single RF transmitter 126, the number of RF
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receivers 124 is at least M, corresponding to the M chan-
nels described above. Therefore, the receivers 124 of
the base station 102 are shown in Fig. 1 as receivers
124-1 through 124-M. Each of the RF receivers 124 is
configured to receive data at a different one of the M
channels that the node 108 is configured to use to trans-
mit data. Thus, each one of the RF receivers 124 receives
data only on a single frequency channel. As will be de-
scribed in greater detail below, the configuration of the
base station 102 where there is only a single transmitter
but M receivers allows scheduling data reception/trans-
mission by the base station 102 from/to plurality of nodes
108 in a manner that avoids data collision and interfer-
ence. The base station 102 having M designated receiv-
ers each tuned to a different frequency channel allows
the base station 102 to receive data from different nodes
108 at the same time, as long as the different nodes 108
transmitting data to the base station at the same time
transmit data on the different one of the M channels. The
base station 102 having only a single transmitter ensures
that a time slot schedule can be created that allows the
nodes 108 to determine when the base station 102 will
be transmitting data and make sure that, at that time,
transceivers 112 of the nodes 108 are configured to re-
ceive data (and to not send data).
[0060] When deployed in a particular setting, the base
station 102 is preferably placed so that the M antennas
130-1 through 130-M of the RF receivers 124 as well as
the antenna 132 of the transmitter 126 is in line of sight
connection to the antennas of the RF nodes 108 at least
at the times when the RF nodes 108 are in the range of
the RF communication with the RF base station 102.
[0061] The interface 128 is for communicating data be-
tween the RF base station 102 and the decoder 104, e.g.
via a bus 134, the decoder 104 comprising a correspond-
ing interface 136. In an embodiment, the interfaces 128
and 136 are CAN interfaces for communicating CAN
packets, and the bus 134 is a CAN bus. Connecting the
CAN interface 128 of the RF base station 102 to the CAN
interface 136 of the decoder 104 forms a point to point
CAN bus connection between the RF base station 102
and the decoder 104.
[0062] In addition to the interface 136, the decoder 104
also includes a microcontroller 138 for controlling the
functionality of the decoder 104. The microcontroller 138
is a data processing system such as e.g. illustrated in
and described with reference to Fig. 2. The microcon-
troller 138 is connected to an interface 140 for connecting
the decoder 104 to the server 106. In an embodiment,
the interface 140 comprises an Ethernet interface.
[0063] In an embodiment, the decoder 104 may be in-
cluded within the RF base station 102. In such an em-
bodiment, the functionality of the microcontroller 138 is
added to the functionality of the microcontroller 122, the
microcontroller 122 configured for implementing method
steps described herein as performed by the RF base sta-
tion 102.
[0064] The server 106, preferably connected to the de-

coder 104 via an Ethernet interface, is a data processing
system such as the one illustrated in Fig. 2, configured
to run one or more applications that make use of the RF
communication system 100 to send/receive data to/from
nodes 108, such as e.g. vehicles on the race track. Such
applications could include e.g. an application that sends
lap times to the vehicle or an application that receives
the current GPS location of the vehicles on the race track
(as long as they are in range of the RF base station 102).
[0065] In an embodiment, the functionality of the server
106 may be included within the RF base station 102 or
within the decoder 104.
[0066] Fig. 2 depicts an exemplary data processing
system 200 according to one embodiment of the present
invention. Such a data processing system may be used
in the RF communication system 100 as each one of the
microcontroller 110, the microcontroller 122, the micro-
controller 138, and/or the server 106 described with ref-
erence to Fig. 1.
[0067] The data processing system 200 may include
at least one processor 202 coupled to memory elements
204 through a system bus 206. As such, the data
processing system may store program code within the
memory elements 204. Further, the processor 202 may
execute the program code accessed from the memory
elements 204 via the system bus 206. In one aspect, the
data processing system 200 may be implemented as a
computer that is suitable for storing and/or executing pro-
gram code. It should be appreciated, however, that sys-
tem 200 may be implemented in the form of any system
including a processor and memory that is capable of per-
forming the functions described within this specification.
[0068] The memory elements 204 may include one or
more physical memory devices such as, for example, a
local memory 208 and one or more bulk storage devices
210. Local memory may refer to random access memory
or other non-persistent memory device(s) generally used
during actual execution of the program code. A bulk stor-
age device may be implemented as a hard drive or other
persistent data storage device. The processing system
200 may also include one or more cache memories (not
shown) that provide temporary storage of at least some
program code in order to reduce the number of times
program code must be retrieved from the bulk storage
device 210 during execution.
[0069] Input/output (I/O) devices depicted as input de-
vice 212 and output device 214 optionally can be coupled
to the data processing system. Examples of input device
may include, but are not limited to, for example, a key-
board, a pointing device such as a mouse, or the like.
Examples of output device may include, but are not lim-
ited to, for example, a monitor or display, speakers, or
the like. Input device and/or output device may be cou-
pled to data processing system either directly or through
intervening I/O controllers (not shown in Fig. 2). A net-
work adapter 216 may also be coupled to the data
processing system to enable it to become coupled to oth-
er systems, computer systems, remote network devices,
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and/or remote storage devices through intervening pri-
vate or public networks. The network adapter may com-
prise a data receiver for receiving data that is transmitted
by said systems, devices and/or networks to said data
and a data transmitter for transmitting data to said sys-
tems, devices and/or networks. Modems, cable modems,
and Ethernet cards are examples of different types of
network adapter that may be used with data processing
system 200.
[0070] The memory elements 204 may store an appli-
cation. The stored application, being implemented in the
form of executable program code, can be executed by
the data processing system 200, e.g., by the processor
202. Responsive to executing the application, the data
processing system may be configured to perform one or
more operations described herein. It should be appreci-
ated that data processing system 200 may further exe-
cute an operating system (not shown) that can facilitate
execution of the application.
[0071] In one aspect, for example, the data processing
system 200 may represent a client data processing sys-
tem. In that case, the stored application may represent
a client application that, when executed, configures the
data processing system 200 to perform the various func-
tions described herein with reference to a "client". Exam-
ples of a client can include, but are not limited to, a per-
sonal computer, a portable computer, a mobile phone,
or the like.
[0072] In another aspect, the data processing system
200 may represent a server. For example, the data
processing system 200 may represent an HTTP server
in which case the application stored in the memory ele-
ments 204, when executed, may configure the data
processing system 200 to perform HTTP server opera-
tions. In another aspect, the data processing system 200
may represent a secure server, a software provisioning
server or a key generating server.
[0073] The RF communications within the RF system
100 may be managed by a time slot scheduler creating
and maintaining a time slot schedule that specifies times
when each of the transmitting entities involved (i.e., the
base station 102 and the plurality of nodes 108) can trans-
mit data to any of the other entities within the system 100.
The time slot scheduler is also responsible for registering
one or more nodes of the plurality of nodes 108 for com-
munication within the system 100. A registration of a node
implies assignment to the node of channels of the M
channels for transmission of data from the node to the
base station at specified points in time in such a manner
that the regulations with regard to the use of the FHSS
modulation scheme for RF transmission of data within
the system 100 are complied with and that data collision
and interference due to the different transmitting entities
within the system 100 transmitting at the same time on
the same channel is eliminated or at least minimized.
The information regarding the time periods during which
a particular node of the plurality of nodes 108 can transmit
data to the base station and the frequency channels that

the node 108 is to use for transmission in each of these
periods is referred to herein as an "assignment informa-
tion" for the node. Having a single entity within the system
100, the time slot scheduler, specify assignment infor-
mation for each of the registered nodes, as well as pre-
scribe actions which are allowed to be taken for the un-
registered nodes (i.e., nodes of the plurality of nodes 108
which are not yet registered by being assigned transmis-
sion times/channels) allows coordinating transmission of
data among the different nodes 108 and the base station
102.
[0074] In one embodiment, such a time slot scheduler
could be included within the base station 102, in particular
within the microcontroller 122 of the base station 102,
implemented in software, hardware, or combination of
both. However, in other embodiments, such a time slot
scheduler could be implemented in an entity separate
from the base station 102, as long as such an entity would
be communicatively connected to the base station 102
in order to allow the base station to manage the commu-
nications within the system 100 according to the time slot
schedule provided from the time slot scheduler. For ex-
ample, such a separate entity implementing the function-
ality of the time slot scheduler could be the processing
system of an operator (not shown in Fig. 1) who can e.g.
decide whether to allow registration of the different nodes
and how the time slot schedule should be set up (e.g. set
the durations and the nature of the time slots within the
time slot assemblies, etc.). In this case, the processing
system of the operator implementing the time slot sched-
uler functionality could be implemented as the data
processing system 200.
[0075] A slotted communication protocol such as a
time-division multiple access (TDMA) protocol may be
used for efficient transfer of messages between the base
station 102 and the nodes 108. To that end, the time slot
scheduler may be executed by the processor (e.g. the
processor 202 within the microcontroller 122) wherein
the scheduler is configured to generate or receive a pre-
determined time slot schedule. In an embodiment, time
slots may be organized in (TDMA) time frames and are
processed by the scheduler in synchronization with the
nodes 108 in the network. Time slots may have a prede-
termined certain duration, e.g. Fig. 3 described below
illustrates time slots of 1 millisecond (ms) duration. The
scheduler may assign time slots to the node in order to
configure the node to be in a predetermined state includ-
ing: a transmit (send) state, a reception state (listen) and
a sleep state (idle). Assignment of the time slots to the
nodes is described in greater detail below.
[0076] Hence, when the time slot schedule, possibly
together with the assignment information for the node,
prescribes that a particular node of the plurality of nodes
108 is to be in the transmission state, the processor of
the node (e.g. the processor 202 of the microcontroller
110) may instruct the communication module (i.e., the
transceiver 112) of the node to activate the radio trans-
mitter of the node and configure the radio transmitter to
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transmit at a specific transmission frequency channel so
that the node can transmit messages at that channel,
e.g. containing sensor data and/or status information.
Similarly, when the time slot schedule prescribes that the
node is to be in a data reception state, the processor of
the node may instruct the communication module to ac-
tivate the radio receiver of the node and configure the
radio receiver to receive at a specific frequency channel
in order for the node to receive messages at that frequen-
cy channel. Transmitted and received messages may be
stored on a message queue in the memory of the node,
e.g. within the memory elements 204 of the microcon-
troller 110.
[0077] In an embodiment, the communication module
of the node may be configured to operate on one or more
distinct frequency bands. In that case, the protocol may
also support different frequency-distributed multiple ac-
cess (FDMA), in which the frequencies assigned to the
nodes for the communications are specified by the as-
signment information for the nodes. For instance, a single
large network may be split into one or more smaller sub-
networks, wherein the nodes in the one or more sub-
networks may use different frequency bands for the com-
munication. In this manner, the nodes assigned to differ-
ent sub-networks can transmit and receive without inter-
fering with the operation of other sub networks.
[0078] Fig. 3 provides a schematic illustration of a time
slot schedule 300, according to one embodiment of the
present invention. The time slot schedule 300 is an ex-
ample of a schedule that can be created and regulated
by the time slot scheduler for coordinating transmission
of data by the base station 102 and the nodes 108.
[0079] The horizontal dashed line 302 in Fig. 3 indi-
cates the time. The time line 302 continues from one
horizontal dashed line row to the next, shown as consec-
utive rows 304, 306, 308, 310, and 312. Transmission
may continue, and preferably does continue, past the
time shown in the row 312 (as is indicated in Fig. 3 with
the three dots after the row 312), however is not shown
in Fig. 3 in order to not clutter the drawing. Each row in
Fig. 3 illustrates one time slot assembly.
[0080] The time slot scheduler provides a time slot
schedule comprising at least one set of M time slot as-
semblies, A1-AM (A = "Assembly"), where M is the
number of channels which are to be used by the nodes
108 and the base station 102 to transmit data using
FHSS. The number M here is specified in the same man-
ner as described above. The M time slot assemblies are
shown in Fig. 3 in the rows 304-308 for the particular
case of M=16, where the row 304 illustrates the first time
slot assembly, A1, the row 306 illustrates the second time
slot assembly, A2, and the row 308 illustrates the Mth
time slot assembly, AM. The rows 310 and 312 illustrates
the first and second time slot assemblies, A1 and A2,
respectively, of the next set of M time slot assemblies.
[0081] Each time slot assembly Ai, where the index "i"
refers to the sequential number of the time slot assembly
within the M time slot assemblies, comprises at least one

time slot for the base station 102 to transmit data, TXbsi
(TXbs = "Transmission(TX) by base station"), shown in
Fig. 3 as a time slot TXbs1 for the time slot assembly A1,
a time slot TXbs2 for the time slot assembly A2, and a
time slot TXbs16 for the time slot assembly A16, and R
time slots for the registered nodes to transmit data,
TXrnk,i (TXrn = "Transmission(TX) by registered node").
The index "k" refers to the sequential number of the time
slot within the R time slots, where R is an integer equal
to or greater than 1. Such use of indices "i" and "k" is
consistent throughout the present description, i.e. it ap-
plies also to other variables.
[0082] The example of Fig. 3 illustrates each time slot
assembly as having 6 time slots for the registered nodes
to transmit data (i.e., R=6), but of course other embodi-
ments could include other numbers of such time slots.
The time slots TXrnk,i are shown in Fig. 3 as time slots
TXrn1,1, TXrn2,1, TXrn3,1, TXrn4,1, TXrn5,1, and TXrn6,1
for the time slot assembly A1, time slots TXrn1,2, TXrn2,2,
TXrn3,2, TXrn4,2, TXrn5,2, and TXrn6,2 for the time slot
assembly A2, and time slots TXrn1,16, TXrn2,16, TXrn3,16,
TXrn4,16, TXrn5,16, and TXrn6,16 for the time slot assem-
bly A16. Thus, together with the 16 defined channels, and
each of the time slots being 1 ms, the embodiment shown
in Fig. 3 allocates 96 slots (96 is obtained as 6 time slots
times 16 available channels) per 10 ms interval for reg-
istered nodes to transmit data.
[0083] In a preferred embodiment, the base station 102
transmits data during the time slots TXbsi by using broad-
cast. In this manner, each one of the nodes 108, regis-
tered or not, is able to receive the transmission of the
base station 102 as long as the node is tuned to receive
data at the frequency channel at which the base station
102 transmits at the time and as long as the node is within
the range of receiving the transmission of the base station
102.
[0084] The time slot scheduler is configured to specify
the channel sequence which is to be followed by the base
station 102 to transmit data within the time slots TXbsi,
this channel sequence referred to herein as a "base sta-
tion sequence" or "BSS". The base station sequence is
a sequence of the M channels that the base station 102
has to follow for transmission of data in order to comply
with the regulations concerning the use of FHSS. As de-
scribed above, in order to benefit from the ability to trans-
mit data at higher power, as is allowed for FHSS, accord-
ing to the current regulations, transmission has to be
done by hopping over (i.e. by sequentially transmitting
on each of) the sequence of M channels, where the du-
ration of the transmission on each channel is no longer
than the dwell time.
[0085] In one embodiment, the time slot scheduler
could define the base station sequence simply as a con-
secutive sequence of channels CH1-CHM. However, in
other embodiments any other manner for setting the se-
quence of channels CH1-CHM may be used. For exam-
ple, the time slot scheduler may define the base station
sequence using a pseudo-random algorithm. In one em-
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bodiment, the time of day value from a GPS receiver may
be used as a seed for the pseudo-random algorithm.
[0086] The base station transmits data in the time slots
TXbsi by following (i.e., transmitting on) the channels of
the generated base station sequence. As previously de-
scribed herein, the regulations dictate how long an entity
is permitted to transmit on a single channel before switch-
ing to the next channel of the sequence. If the time slots
of the time slot assemblies are selected so that two or
more consecutive time slots for the base station to trans-
mit data take less time than the permitted dwell time, then
it is possible that the base station transmits data on a
single channel over the duration of these consecutive
two or more time slots. However, even if this is the case,
it may be easier to schedule and control that transmission
on a single channel does not exceed the permitted dwell
time by simply configuring the base station to switch the
transmission channel to transmit on a new channel of the
base station sequence during each time slot assembly
of the M assemblies. Thus, the base station would trans-
mit on the first channel of the base station sequence with-
in the time assembly A1 (during the designated time slot,
in this case TXbs1), then on the second channel of the
base station sequence within the time assembly A2 (dur-
ing the designated time slot, in this case TXbs2), and so
on. This way it is easy to check that the base station
transmits on each one of the available M channels once
over the time slot assemblies A1-AM. The duration of each
time slot TXbsi may be much less than the permitted dwell
time, e.g. 1ms as shown in the example in Fig. 3, however
having the base station hopping over the transmission
channels that quick may still provide benefits, e.g. in
terms of quicker synchronization of new RF nodes to the
base station and less interference on/from possible other
devices operating on that transmission channel.
[0087] After the base station has used all of the chan-
nels of a particular base station sequence, in some em-
bodiments the base station may continue transmitting
data by starting with the same base station sequence
again. However, in other embodiments, the time slot
scheduler may define a base station sequence that is
different from the last sequence used. This may e.g. be
done by changing the value of the seed used for gener-
ating the previous sequence and using the changed val-
ue of the seed to generate the new pseudo-random base
station sequence. Such an embodiment may be partic-
ularly advantageous providing a more random access
pattern reducing the effect of periodic interference on one
or more channels.
[0088] The R time slots TXrnk,i within each time slot
assembly are used for the registered nodes to transmit
data to the base station 102. A node is considered a
registered node when it is assigned, by the time slot
scheduler, transmission time slots and transmission
channels for the node to transmit data to the base station
102 in at least some of the time slot assemblies M. In a
preferred embodiment, the assignment information for
the registered node specifies transmission time slots and

channels for each one of the M time slot assemblies. A
single node may be assigned one or more of the R time
slots in each time slot assembly for transmission of data,
as long as the time slots are of such duration that when
the node transmits on one channel (e.g. over the duration
of 6 time slots of each time slot assembly), the total trans-
mission time on that channel does not exceed the per-
mitted dwell time.
[0089] In a preferred embodiment, for each registered
node, the channels assigned to the node for transmission
of data in different time slot assemblies are different chan-
nels of the M channels. This ensures that each node uses
each one of the M available channels once over the du-
ration of the M time slot assemblies A1-AM. This is similar
to the preferred embodiment for the base station, de-
scribed above, in that each time slot assembly both the
node and the base station use a different channel to
transmit their data. Similar to the explanation provided
for the base station, while this embodiment is preferred,
it is not mandatory and other embodiments may be en-
visioned and are within the scope of the present applica-
tion, when some or all of the registered nodes are as-
signed to transmit data on the same channel during their
assigned time slots in two or more of the consecutive
time slot assemblies. As long as transmission channels
and time slots are assigned to the registered node in such
a manner that at any point in time only a single registered
node is configured to transmit data on a particular chan-
nel and that transmission by the node on a single channel
does not exceed the permitted dwell time which may be
specified for the use of FHSS, any manner for assigning
time slots and channels to the registered nodes is within
the scope of the present invention.
[0090] The time slot scheduler is configured to specify
the channel sequence which is to be followed by each of
the registered nodes 108 to transmit data within the time
slots TXrnk,i, this channel sequence referred to herein as
a "node sequence" or "NS". The node sequence is a se-
quence of the M channels that the registered node has
to follow for transmission of data in order to comply with
the regulations concerning the use of FHSS. The node
sequences may be completely different for each one of
the registered nodes. As used herein, two sequences are
considered "different" when the order of the sequence
members is different. For example, sequence CH1, CH2,
CH3, .. , CHM-1, CHM of the M channels CH1-CHM is dif-
ferent from sequence CH2, CH3, CH4, .. , CHM, CH1 of
the same M channels. The node sequence for one or
more of the registered nodes may be but does not have
to be different from the base station sequence followed
by the base station at a particular time.
[0091] Similar as for the base station sequence, in one
embodiment, the time slot scheduler could define the
node sequence for a particular node simply as a consec-
utive sequence of channels CH1-CHM. However, in other
embodiments any other manner for setting the sequence
of channels CH1-CHM may be used. For example, the
time slot scheduler may define the node sequence using
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a pseudo-random sequence generator. In such an em-
bodiment, using the node ID as a seed for generating the
node sequence ensures that each node has a different
node sequence.
[0092] Fig. 4 provides a schematic illustration of as-
signment of transmission time slots and channels to reg-
istered nodes, according to one embodiment of the
present invention. According to this particular example
of registered node assignment, a 3D matrix is created.
The x, y, and z dimensions of the 3D matrix are R, M, M,
respectively, for the x, y, and z coordinates being as il-
lustrated in the inset 402 on Fig. 4, with the x-axis being
the horizontal axis in the plane of the drawing, the y axis
being the vertical axis in the plane of the drawing, and
the z axis being perpendicular to the plane of the drawing,
as illustrated with the z axis being shown as a dashed
line. The variables R and M are used herein consistently
with the rest of the present description, so all of the con-
siderations with respect to the R time slots and the M
channels provided above are applicable here as well.
[0093] This particular example is provided for the em-
bodiment where the base station uses a particular base
station sequence to transmit data on a different one of
the M channels CH1-CHM in each of the time slot assem-
blies A1-AM, while each of the registered nodes uses a
particular node sequence to transmit data on a different
one of the M channels CH1-CHM in each of the M time
slot assemblies A1-AM. Thus, from one time slot assem-
bly to the next, both the base station and each of the
registered nodes switch the transmission channel to the
next channel in their respective sequences, ensuring that
over the duration of the M time slot assemblies A1-AM
each of the transmitting entities (i.e., the base station and
each of the registered nodes) have used each channel
of the M channels CH1-CHM exactly once.
[0094] Of the 3D RxMxM matrix, the x direction is used
to refer to the sequential time slots of the R time slots
designated by the time slot scheduler in the time slot
schedule for the registered nodes to transmit data to the
base station, the y direction is used to refer to the M
channels of a node sequence, while the z direction is
used to refer to the M channels of a base station se-
quence.
[0095] In order to simplify the explanation of this ex-
ample, instead of showing the matrix in the 3D, two
planes of the M planes in the z direction of the 3D matrix
are illustrated - the 2D table 404 and the 2D table 406.
[0096] The table 404 illustrates the 2D plane of the 3D
matrix as taken for z=1. Since in this example the base
station and each of the nodes switch their transmission
channels from one time slot assembly to the next, a term
"channel sequence index" (CSI) could be used to identify
a particular time slot assembly Ai of the assemblies
A1-AM. Thus, z=1 means that CSI=1, which means that
the 2D table 404 refers to the transmission schedule for
the time slot assembly A1.
[0097] The table 406 illustrates the 2D plane of the 3D
matrix as taken for z=2 (i.e., CSI=2), which means that

the 2D table 406 refers to the transmission schedule for
the time slot assembly A2. Tables for CSI = 3, 4, 5, ... M
similar to the tables 404 and 406 are included as subse-
quent planes extending in the z-direction, which for sim-
plicity are not shown in Fig. 4.
[0098] In this specific example, a sequence NS1 of dif-
ferent ones of the M channels CH1-CHM is defined, which
may or may not be the same as or related to the base
station sequence used by the base station over the same
M time slot assemblies. As shown in the table 404, rows
1-M of the table refer to transmission at each one of the
channels of the sequence NS1 (i.e., as can be seen on
the left side of the table 404, the first row of the table 404
refers to transmission on the 1st channel of NS1, the sec-
ond row refers to transmission on the 2nd channel of NS1,
and so on), while columns 1-R refer to transmission in
each one of the R time slots within a single time slot
assembly.
[0099] Intersection of rows and columns in the table
404 designates so-called "transmission slots", shown as
TRslotc,k (TRslot = "Transmission slot"), where index "c"
refers to the row number in the table, thus indicating the
transmission channel, while the index "k" as refers to the
sequential number of the time slot within the R time slots
(the same as for the variable TXrnk,i), thus indicating the
transmission time. In each transmission slot TRslotc,k of
the table 404 an identification of a registered node may
be stored, thus providing a schedule for the first time slot
assembly A1 as to at which channel and at which time
the registered nodes may transmit data to the base sta-
tion. For example, consider that the transmission slot
TRslot1,1 stores an identification of registered node A,
transmission slot TRslot2,1 stores an identification of reg-
istered node B, transmission slot TRslot3,1 stores an
identification of registered node C, transmission slot
TRslot1,2 stores an identification of registered node D,
and transmission slot TRslot2,2 stores an identification of
registered node E. Each of the nodes A-E is a different
one of the plurality of nodes 108 and they are "registered"
because they are assigned transmission times and chan-
nels in the 3D matrix. Nodes A, B, and C being assigned
the transmission slot TRslot1,1, TRslot2,1, and TRslot3,1,
respectively, means that, within the time slot assembly
A1, nodes A, B, and C are allowed to transmit data to the
base station on the 1st, 2nd, and 3d channels, respective-
ly, of the channel sequence NS1 over the duration of the
first time slot of the R time slots. Nodes D and E being
assigned the transmission slot TRslot1,2 and TRslot2,2,
respectively, means that, within the time slot assembly
A1, node D is allowed to transmit data to the base station
on the 1st channel of the channel sequence NS1 over
the duration of the second time slot of the R time slots,
while node E is allowed to transmit data to the base sta-
tion on the 2nd channel of the channel sequence NS1
over the duration of the same second time slot of the R
time slots. The assignment of nodes A-E ensures that if
more than two nodes are transmitting their data in the
same time slot, then their transmissions do not interfere
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because each of these nodes transmit on a different
channel - e.g. nodes A, B, and C each can transmit data
to the base station in the time slot 1 of the R time slots,
however, they are assigned to do so by using different
channels of the sequence NS1. Similarly, the assignment
of nodes A-E ensures that if more than two nodes are
transmitting their data on the same channel, then their
transmissions do not interfere because each of these
nodes transmits at a different time slot - e.g. nodes A and
D each can transmit data to the base station using the
1st channel of the sequence NS1, however, they are as-
signed to do in different time slots of the R available time
slots.
[0100] In the manner described above, it is in principle
possible to assign M*R nodes a transmission slot within
a single time slot assembly. When M=16 and R=6, this
means that 96 different registered nodes could transmit
their data to the base station within a single time slot
assembly. While assigning every single transmission slot
of the available M*R slots to a registered node would
allow the maximum use of the available time slots R and
the available channels M, of course, not each transmis-
sion slot has to be assigned to a node. Furthermore, the
assignment table 404 may contain ID of the same node
in more than one transmission slots, as long as the same
ID is not encountered more than once in a single column
(i.e., the same ID may be encountered two or more times
in the table 404 only if that ID is encountered in different
columns). Thus, the same ID may be encountered mul-
tiple times in a single row of the table but not in a single
column. This would allow a single node to transmit data
for longer period (longer than the duration of a single time
slot of the R time slots) during a single time slot assembly.
For example, if node F is registered by being assigned
to the transmission slots TRslotM,1, TRslotM,2 and
TRslotM,3 (in this case R is equal to or greater than 3),
then it means that node F can transmit data on the Mth

channel of the sequence NS1 over the duration of the
first, second, and third time slots of the R time slots avail-
able in a single time slot assembly.
[0101] Now, moving to the table 406, in the exemplary
assignment illustration of Fig. 4, the table 406 contains
the same transmission slots TRslotc,k, as described
above. In fact, in this example, the node IDs stored in
these transmission slots are envisioned to be the same
IDs in the same transmission slots as in the table 404.
What is different in the table 406 is the sequence of chan-
nels to which the rows of the table 406 refer. In a simple
embodiment, the sequence of channels for the rows in
the table 406 may be simply shifted by one, as compared
with the sequence of channels for the rows in the table
404. This is illustrated on the left side of the table 406,
from which it is clear that now the first row of the table
refers to transmission on the 2nd channel of NS1, the
second row refers to transmission on the 3d channel of
NS1, and so on, where the row before last refers to trans-
mission on the Mth channel of NS1 and the last row refers
to transmission on the 1st channel of NS1. As a result of

such an assignment, node A is now assigned to transmit
data to the base station in the first time slot of the next
time slot assembly, assembly A2, in a different channel
than in the previous time slot assembly A1. In the time
slot assembly A2 node A can transmit data in the first
time slot on the 2nd channel of the sequence NS1.
[0102] The teaching provided above can be extended
for the remaining M-2 tables of the RxMxM matrix in the
z direction (i.e., the tables besides the tables 404 and
406 shown in Fig. 4), where for each of those tables pro-
vides an assignment for a particular time slot assembly
of the assemblies A3-AM.
[0103] Provided that the sequence of channels to
which the rows of the subsequent M-2 tables 406 refer
continues shifting by one, node A would be assigned to
transmit during the first time slot of the time slot assembly
A3 on the 3d channel of the sequence NS1, during the
first time slot of the time slot assembly A4 on the 4th chan-
nel of the sequence NS1, and so on. In this manner, node
A follows the sequence NS1 for transmission in the first
time slot of the available R time slots over the M time slot
assemblies A1-AM. In this manner, over the M time slot
assemblies A1-AM node A have transmitted on each one
of the M channels exactly once.
[0104] Similarly, node B would be assigned to transmit
during the first time slot of the time slot assembly A3 on
the 4th channel of the sequence NS1, during the first time
slot of the time slot assembly A4 on the 5th channel of
the sequence NS1, and so on. In this manner, node B is
also ensured to have transmitted on each one of the M
channels exactly once over the M time slot assemblies
A1-AM, however node B follows a different sequence of
channels than node A - namely, node B follows the se-
quence of channels: 2nd channel of the sequence NS1,
3d channel of the sequence NS1, ... Mth channel of the
sequence NS1, 1st channel of the sequence NS1. Thus,
each of the registered nodes assigned to the transmis-
sion slots in the same column (i.e., nodes assigned to
transmit within the same time slot of the R time slots)
follow a different sequence of M channels for transmis-
sion over the M time slot assemblies A1-AM (even though
these different sequences may be related to the se-
quence NS1 - the relation in this example being that the
sequences are shifted with respect to one another and
with respect to the sequence NS1). On the other hand,
each of the registered nodes assigned to the transmis-
sion slots in the same row (i.e., nodes assigned to trans-
mit on the same channel within each time slot assembly)
follow the same sequence of M channels for transmission
over the M time slot assemblies A1-AM.
[0105] The description of the assignment of transmis-
sion time slots and channels to registered nodes provided
above with respect to Fig. 4 is just one possible example
of many different possibilities, all of which are within the
scope of the present invention, as long as these assign-
ments satisfy the requirements that the registered nodes
transmit data to the base station only within the R time
slots designated for such transmission within each time
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slot assembly, each of the registered nodes follows a
sequence of M different channels of the channels
CH1-CHM for transmission of data (possibly limiting the
transmission on each channel to a certain time period, if
dwell time restrictions apply), if two or more registered
nodes are assigned to transmit data in the same time
period, these nodes are assigned to transmit on their
respective (i.e., different) channels.
[0106] Returning back to Fig. 3, optionally, each time
slot assembly Ai also includes U time slots for the unreg-
istered nodes to transmit data, TXunj,i (TXun = "Trans-
mission(TX) by unregistered node"), where the index "j"
as used herein, also possibly with other variables, refers
to the sequential number of the time slot within the U time
slots, where U is an integer equal to or greater than 1.
Such an embodiment would be particular beneficial in
order to allow the unregistered nodes to request regis-
tration, i.e. to request assignment of times/channels for
transmission of data by the nodes within one of the time
slots R of the time slot assemblies A1-AM. This embodi-
ment is optional because registration of the nodes with
the time slot scheduler could also be implemented in oth-
er manners, such as e.g. pre-configuring the system 100
upon deployment in a particular setting, where all of the
nodes 108 which could possibly be used are assigned
times/channels for transmission of data ahead of time,
possibly irrespective of whether such nodes then require
communication with the base station 102 or not. A person
skilled in the art could envision other ways for registering
the nodes with the time slot scheduler.
[0107] The example of Fig. 3 illustrates each time slot
assembly as having 3 time slots for the unregistered
nodes to transmit data (i.e., U=3), but of course other
embodiments could include other numbers of such time
slots. The time slots TXunj,i are shown in Fig. 3 as time
slots TXun1,1, TXun2,1, and TXun3,1 for the time slot as-
sembly A1, time slots TXun1,2, TXun2,2, and TXun3,2 for
the time slot assembly A2, and time slots TXun1,16,
TXun2,16, and TXun3,16 for the time slot assembly A16.
Thus, together with the 16 defined channels, and each
of the time slots being 1 ms, the embodiment shown in
Fig. 3 allocates 48 slots (48 is obtained as 3 time slots
times 16 available channels) per 10 ms interval for un-
registered nodes to transmit data.
[0108] In an embodiment, requesting registration may
be carried out as follows. For an unregistered node to
become registered, the node may use a pseudorandom
algorithm, e.g. seeded by the unique node ID of the node
to select a slot from the unregistered space (i.e., one of
the time slots TXunj,i) to send an ’announce’ packet to
the base station 102 requesting registration. The base
station 102 forwards this packet to the time slot scheduler
who can then decide to either allow registration for this
node by assigning it one or more time slots in the regis-
tered space (and have the base station 102 provide this
information to the requesting node, e.g. the next time the
base station transmits data in the next time slot assembly)
or deny registration by having the base station 102 trans-

mit information that registration for this node was denied.
[0109] The time slot schedule as described above as
well as assignment information for the registered nodes
is to be distributed from the base station 102 to the nodes
108. This may be done by means of the base station 102
transmitting this information within the time slots of the
time slot assemblies which are designated for a base
station transmission (i.e., within the time slots TXbsi). For
simplicity, assume that there is only one time slot per
time slot assembly for the base station to transmit data.
Further, the following discussion (Figs. 5-6) will be pro-
vided for the particular example discussed above where
the base station 102 uses a new transmission channel,
of the base station sequence of channels, for transmis-
sion during each of the M time slot assemblies A1-AM,
with M=16 and R=6.
[0110] In one embodiment, the base station 102 may
be configured to transmit data, preferably by broadcast,
as packets in the form of a predefined data structure. In
order to be able to interpret the data received from the
base station 102, nodes 108 are configured to have suf-
ficient information about the data structure used for the
base station packets.
[0111] Fig. 5 provides a schematic illustration of ex-
emplary base station packets 502, 504, and 506, accord-
ing to one embodiment of the present invention. Packet
502 is the packet P1,BSS1 that the base station 102 trans-
mits during the first time slot assembly A1 of the 16 time
slot assemblies A1-A16 when the base station is following
a particular base station sequence, BSS1. Packet 504 is
the packet P2,BSS1 that the base station 102 transmits
during the second time slot assembly A2 of the 16 time
slot assemblies A1-A16 when the base station is following
the sequence BSS1. Packet 506 is the packet P16,BSS1
that the base station 102 transmits during the last time
slot assembly A16 of the 16 time slot assemblies A1-A16
when the base station is following the sequence BSS1.
From the description of these packets, a person skilled
in the art would be able to easily recognize how the rest
of the packets - both for the time slots assemblies in this
set of the time slot assemblies A1-AM (i.e., the set where
the base station follows the sequence BSS1) as well as
for the other sets of M time slot assemblies (e.g. the set
where the base station follows the sequence BSS2,
which base station packets are shown in Fig. 3 as pack-
ets P1,BSS2 and P2,BSS2 in the time slot assemblies 310
and 312) would be structured and what data they would
contain. It should also be noted that the packets 502,
504, and 506 typically also contain other data/fields, not
shown in Fig. 5, such as e.g. a header. The description
of the packets of Fig. 5 is related mainly to the description
of the payload contained in the packets transmitted by
the base station 102.
[0112] As shown, the base station packets include at
least one field, shown as a field 508 within each of the
packets 502, 504, and 506, providing an identification of
the current base station sequence followed by the base
station 102 for transmission of data, in this case the se-
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quence BSS1. Such an identification may, e.g., comprise
a channel sequence seed value (e.g. a value from 0 to
65535) used by the pseudorandom algorithm to generate
the sequence BSS1. Including this identification in the
base station packets allows the nodes that receive the
packets to re-create the sequence of channels followed
by the base station, so that the nodes can then receive
subsequent packets from the base station by configuring
their receivers to receive data on the channels where the
base station is going to transmit according to the deter-
mined base station sequence.
[0113] As also shown, the base station packets may,
optionally, include a field, shown as a field 510 in each
of the packets 502, 504, and 506, providing an identifi-
cation of the current channel sequence index (i.e., the
CSI indicating which channel within the base station se-
quence BSS1 the base station is using to transmit the
present packet, so this could be an index of 1 to 16 since
M=16 in this example). This field is optional because the
nodes may also derive this information on their own by
simply identifying on which channel the node has re-
ceived the packet.
[0114] The base station packets may further include
one or more fields, shown in the example of Fig. 5 as six
fields 512 within each of the packets 502, 504, and 506,
containing assignment information for at least some of
the registered nodes. Different manners may be envi-
sioned for the provision of the assignment information
from the base station 102 to the nodes 108, all of which
are within the scope of the present invention. For exam-
ple, in one embodiment, all of the current assignment
information for all of the registered nodes may be divided
equally over the M time slot assemblies A1-AM and, thus,
transmitted within the duration of a single set of M time
slot assemblies. Dividing all of the assignment informa-
tion among the M time slot assemblies allows minimizing
length of a base station packet as each base station pack-
et only contains information on only part of the registered
nodes. In such a case, it takes a full set of M time slot
assemblies A1-AM to transmit assignment information on
all of the registered nodes (for the example illustrated in
Fig. 3 - it takes 160 ms to transmit all of the assignment
information). In a further embodiment, in the next set of
M time slot assemblies the assignment information may
be sent in this manner again. In such an embodiment,
the assignment information is sent even though at least
some of the registered nodes may already be in posses-
sion of their assignment information. Such an embodi-
ment may be advantageous in case e.g. assignment in-
formation changes because it would allow the registered
nodes to periodically (i.e., when new base station packet
with their assignment information is received) confirm
that the assignment information they have is still valid
and, if necessary, update that information. In other em-
bodiments, assignment information may be sent on as-
needed basis, i.e. only when a new node has been reg-
istered. Such an embodiment may be advantageous be-
cause transmitting less data (i.e., not transmitting all of

the assignment information in every set of the M time slot
assemblies) decreases network traffic load.
[0115] The six fields 512 illustrated in Fig. 5 illustrate
a particularly advantageous embodiment of sending as-
signment information for the nodes when the assignment
of transmission time slots and channels is done as de-
scribed in the example of Fig. 4. As described above, in
the example of Fig. 4, the transmission slots TRslotc,k
contain individual node IDs and transmission is organ-
ized in such a manner that, from one time slot assembly
to the next, within at least a single set of time slot assem-
blies A1-AM, a transmission slot assigned to a particular
registered node remains the same. Thus, such a sched-
ule may identify 96 nodes as registered nodes by assign-
ing them to one of the 96 available transmission slots (for
M-16, R=6). The assignment information for the various
registered nodes may then be transmitted within the base
station packets row by row (where "rows" refer to the
rows illustrated in Fig. 4), where each base station packet
of the set of the M time slot assemblies includes node
IDs RNIDc,k (RNID = "Registered Node Identification")
contained in a different row of the transmission slots table
TRslotc,k (RNID with a particular index refers to the iden-
tification of a node stored in a transmission slot TRslot
with the same index). Thus, as shown in the packet 502,
the first packet P1,BSS1 contains the node IDs RNID1,1 to
RNID1,6, distributed evenly over the six fields 512, the
nodes IDs RNID1,1 to RNID1,6 stored in the transmission
slots TRslot1,1 to TRslot1,6, as shown in Fig. 4 (i.e. the
first row of the tables shown in Fig. 4, for R of Fig. 4 being
equal to 6). As shown in the packet 504, the second pack-
et P2,BSS1 contains the node IDs RNID2,1 to RNID2,6,
distributed evenly over the six fields 512, the nodes IDs
RNID2,1 to RNID2,6 stored in the transmission slots
TRslot2,1 to TRslot2,6, as shown in Fig. 4 (i.e. the second
row of the tables shown in Fig. 4). As shown in the packet
506, the last packet P16,BSS1 contains the node IDs
RNID16,1 to RNID16,6, distributed evenly over the six
fields 512, the nodes IDs RNID16,1 to RNID16,6 stored in
the transmission slots TRslot16,1 to TRslot16,6, as shown
in Fig. 4 (i.e. the second row of the tables shown in Fig.
4, for M of Fig. 4 being equal to 16).
[0116] In this manner, for 16 frequency channels, and
the time slot schedule as illustrated in Fig. 3 (i.e. with 1
time slot for base station packets, 6 time slots for trans-
mission from registered nodes, and 3 time slots for trans-
mission from unregistered nodes, each time slot being 1
ms long), it takes 16*10ms=160ms to transmit all of the
current assignment information for all of the registered
nodes.
[0117] The base station packets may further include
one or more fields, shown in the example of Fig. 5 as
two fields 514 within each of the packets 502, 504, and
506, containing identifications of the nodes that have
been denied registration (i.e., nodes which have been
denied a transmission slot in the time slot schedule for
sending data to the base station). The fields 514 of each
base station packet in Fig. 5 are shown to contain each
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a single ID of an unregistered node that has been denied
registration, shown as UNID1 and UNID2 (UNID = "Un-
registered Node Identification"). However, in other em-
bodiments, these fields may contain more than a single
identification of a node that has been denied registration.
[0118] The base station packets may further include
one or more fields, shown in the example of Fig. 5 as
four fields 516 within each of the packets 502, 504, and
506, each containing data destined for one or more of
particular registered nodes. Each of the fields 516 of each
base station packet in Fig. 5 is shown to contain data to
a single registered node, shown as data1, data2, data3,
and data4, respectively. However, in other embodiments,
each of these fields may contain data destined to more
than a single registered node. As used herein, the term
"destined" in the context of "data destined for a node" is
used to describe data that is supposed to be communi-
cated from the base station 102 specifically to that par-
ticular node. Such a destination may be identified within
the fields 516 e.g. by providing a unique identification of
the node in association with the actual data that it to be
communicated to that node. Alternatively, such a desti-
nation may be identified by providing an identification of
the transmission slot assigned to that node, as this may
be shorter than e.g. providing the unique serial number
of the node. For example, in order to identify that data in
the first field 516 of the packet P1,BSS1 is destined to the
node B, that field may contain "TRslot2,1" which identifies
node B. Since the registered nodes are in possession of
their assignment information, they know the transmission
slots assigned to them and will, therefore, be able to de-
tect data destined for them when it is identified in this
manner. The data destined to the individual registered
nodes as provided in the fields 516 may contain CAN
packet data relating to e.g. lap time information to be
displayed on the vehicle onboard display. In an embod-
iment, the data provided in each of the fields 516 (possibly
among the different time slot assemblies) contains a
packet sequence number of that data, e.g. if the data
destined to a single registered node is transmitted divided
among a series of base station packets. In this manner
the specified registered node may be able to place the
data received in the series of packets in the right order
and/or check whether it has received the data from all
packets of the series of packets that the base station
transmitted.
[0119] Still further, the base station packets may fur-
ther include one or more fields, shown in the example of
Fig. 5 as eight fields 518 within each of the packets 502,
504, and 506, each containing acknowledgements of the
data received by the base station 102 from the particular
nodes. Each of the fields 518 of each base station packet
in Fig. 5 is shown to contain data to a single registered
node, shown as ACK1-ACK8, respectively (ACK = "Ac-
knowledgement"). However, in other embodiments, each
of these fields may contain acknowledgements for data
received from more than a single node. Identifications of
the nodes to which the acknowledgement relates may

be done in one of the manners described in association
with the fields 516.
[0120] In an embodiment where the data sent to the
base station 102 from the registered nodes 108 is a sent
in a series of packets, the acknowledgements in the fields
518 preferably contain packet sequence identification,
thus providing acknowledgement of a receipt of a partic-
ular packet.
[0121] In an embodiment, the acknowledgements in
the fields 518 comprise CAN packet data acknowledge-
ments.
[0122] The registered nodes may also be configured
to send their data to the base station in a particular format
(not shown in the Figures). In one embodiment, a packet
that may be sent by a registered node to the base station
may include one or more fields containing one or more
of the following information: identification of the node
(e.g. node serial number of reference to the transmission
slot assigned to the node), CAN packet data together
with packet sequence number (for resending data if it
was not received), CAN packet data without sequence
number (for data that does not need to be resent if lost,
such as e.g. current GPS position), and CAN packet se-
quence number ACK (indicating to RF base station that
a certain CAN packet was received).
[0123] Similarly, the unregistered nodes may also be
configured to send their data to the base station in a par-
ticular format (not shown in the Figures). In one embod-
iment, a packet that may be sent by an unregistered node
to the base station may at least include a field containing
an identification of the node, in the form of e.g. the serial
number of the node. The base station 102 may be con-
figured to interpret receipt of such a packet, within the
time allocated for the unregistered nodes to send their
data, as an indication that the node wishes to obtain a
transmission slot (i.e., to become registered).
[0124] Fig. 6 is a flow diagram of method steps which
may be performed by one of the plurality of nodes 108,
according to one embodiment of the present invention.
While the method steps are described in conjunction with
the elements illustrated in Figs. 1 and 2, persons skilled
in the art will recognize that any system configured to
perform the method steps, in any order, is within the
scope of the present invention.
[0125] The method may begin with a step 602 where
a node that is not aware of the assignment information
assigned to it starts monitoring one of the available M
channels. The node may not be aware of its’ assignment
information e.g. either because the node is an unregis-
tered node and no assignment information exists for the
node or because although the node is already registered
in the sense that there is a transmission slot assigned to
it by the time slot scheduler, the node is not (yet) in the
possession of its assignment information. Monitoring is
done by the node ensuring that the RF receiver of the
node is activated and tuned to the channel to be moni-
tored. The channel is monitored in order for the node to
receive a packet from the base station 102. Thus, the
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node is configured to monitor the channel until such a
first base station packet is received. When the base sta-
tion transmits its packets by hopping over a sequence of
M channels by transmitting on a different channel within
the M time slot assemblies A1-AM, the node should be
able to receive its’ first packet from the base station in
the time period that the M time slot assemblies A1-AM
take. For the example illustrated in Fig. 3, this would be
160 ms (10 ms per time slot assembly times 16 time slot
assemblies because M=16).
[0126] In an embodiment, monitoring on a single chan-
nel for the first base station packet may be limited - e.g.
the node may be configured to monitor a particular chan-
nel for a specified period of time and, if a packet from the
base station is still not received in this time period, then
the node is configured to switch to another channel and
continue monitoring there. Such an embodiment could
ensure that in case for some reason the node is not able
to receive base station packets on a particular channel
at a particular time, the node is still able to receive the
base station packet by switching to another channel.
[0127] It should be noted that in the context of method
steps of Fig. 6, the word "first" in step 602 is used to
describe one of the base station packets received by the
node that the node will use for determining the sequence
of channels and the timing that the base station will follow
to transmit one or more of subsequent packets. In this
context, the word "first" does not have any relation to the
order of the packet within e.g. the sequence of packets
sent by the base station within the M time slot assemblies
A1-AM (i.e., this packet is not necessarily the packet sent
by the base station in the first time slot assembly A1).
Even though the node would typically continue with other
steps of Fig. 6 as soon as it receives the very first packet
from the base station, the word "first" in step 602 does
not require that. In fact, it could be the case that the node
decides, for some reason, not to use the very first packet
received from the base station (e.g. because the packet
is corrupted) but wait for the receipt of another packet to
continue with the following steps of Fig. 6. Thus, the word
"first" in step 602 merely indicates that for the monitoring
node this is the first packet received from the base station
that the node will use for performing the subsequent
method steps of Fig. 6. Such a first base station received
by the node could, in fact, be the last packet transmitted
by the base station within the M time slot assemblies
A1-AM, if the node happens to be monitoring the last one
of the M channels that the base station follows at that
time.
[0128] The node is at least in the possession of infor-
mation indicative of the data structure used by the base
station to construct its packets to be transmitted (such
as e.g. illustrated in Fig. 5). Therefore, once the node
has received a first base station packet, the node can
use the data contained in the packet to synchronize itself
to the transmission of the base station and start receiving
subsequent packets from the base station transmitted on
different channels. Namely, in step 604, from the content

of the first base station packet received, the node is able
to determine the base station sequence currently fol-
lowed by the base station as well as the time slots and
the channels at which the base station will transmit sub-
sequent packets.
[0129] The node can make the first determination be-
cause, as illustrated e.g. in Fig. 5, the base station pack-
ets contain an identification of the current sequence of
channels followed by the base station for transmission
of packets. E.g., if the first packet received includes the
value of the seed that was used to generate the current
BSS, then the pseudorandom algorithm within the node
may use that seed to re-create the current BSS. The node
may also then determine the CSI of the received packet.
This may be done e.g. by obtaining that value from one
of the fields of the base station packet specifically des-
ignated for transmission of this value (e.g. the field 510
described above) or because the node knows on which
channel the node received the packet, so the node can
determine the CSI of that channel within the determined
BSS.
[0130] Once the node has determined the current BSS
and the CSI for the transmission of the first packet re-
ceived by the node, the node can determine on which
channel the base station will transmit the next base sta-
tion packet by simply determining which channel is the
next within the determined BSS when CSI of the first
packet is increased by one. In this manner, the node is
able to determine the rest of the transmission channels
that the base station will use for transmission of the pack-
ets within the current BSS.
[0131] The node is also in possession or has access
to information relating to structure of the time slot sched-
ule being used (i.e., the node has information on the na-
ture and duration of the time slots as shown in Fig. 3).
For example, the node may be preprogrammed with such
information. Since the node can determine the time dur-
ing which the first base station packet was received and
since the node has information how often the base station
sends its packets, the node can determine the times
when the base station will send the subsequent packets.
For example, for the 10 ms time slot assemblies as illus-
trated in Fig. 3, the node can determine that the next
base station packet will be transmitted by the base station
9 ms after the first packet was received.
[0132] In step 606 the node may, similarly to the time
determination of step 604, determine the times at which
unregistered nodes are prescribed to transmit data (pre-
scribed by the time slot schedule), e.g. registration re-
quests, to the base station. If the node is unregistered
node, it may then transmit a registration request to the
base station in accordance with the determined pre-
scribed times for doing so. In an embodiment, a registra-
tion request may comprise a data packet comprising a
serial number providing the unique identification of the
node. In an embodiment, the unregistered node may be
configured to transmit its registration request to the base
station using for transmission one channel of the availa-
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ble M channels determined using a pseudorandom algo-
rithm. Randomly selecting a channel for sending a reg-
istration request may minimize possible interference be-
tween different unregistered nodes sending their regis-
tration requests or other data to the base station.
[0133] The step 606 is optional because, in some em-
bodiments, registration may be requested in other man-
ners. For example, registration may be requested for all
the possible nodes upon e.g. deployment of the system.
In such an implementation, the node does not need to
actively request registration, but, rather, only to listen to
the base station packets to determine its’ assignment
information.
[0134] After the node has determined the times and
channels with the base station 102 will be broadcasting
further, it can, in step 608, configure its receiver to tune
in to the determined channels at the determined times to
receive subsequent packets transmitted by the base sta-
tion. The node can now "follow" the base station in time
and channels for receiving the subsequent packets.
[0135] In step 610, the node can determine from one
or more of the received packets (i.e., the first packet re-
ceived in step 602 and the subsequent packets received
in step 608) the assignment information for the node. In
an embodiment where all of the assignment information
for all of the registered nodes is transmitted over M time
slot assemblies A1-AM, divided evenly over the time slot
assemblies, and then transmitted again in the subse-
quent sets of M time slot assemblies A1-AM, the node
should be able to determine its assignment information
after receiving base station packets transmitted within M
time slot assemblies. These M time slot assemblies are
not necessarily time slot assemblies A1-AM of a single
set of M time slot assemblies. For example, if the first
base station packet received by the node is the one sent
by the base station in the time slot assembly AM-1, and
the assignment information for the node was transmitted
within the base station packer sent by the base station
in the time slot assembly AM-2, then the node just missed
it and will have to receive base station packets in the next
set. Namely, the node will receive base station packets
transmitted within the time slot assemblies A1-AM-3 and
then finally be able to obtain its assignment information
after it received the base station packet transmitted in
the time slot assembly AM-2. In this manner, the node
can determine its assignment information from M base
station packets transmitted within M time slot assemblies:
AM-1 and AM of the first set and A1-AM-2 if the following set.
[0136] Once the node has obtained its’ assignment in-
formation, it is able to start transmitting data to the base
station in accordance with that information, i.e. at the
times and on the channels prescribed by the assignment
information.
[0137] In an embodiment, at least some of the data
communicated between the nodes 108 and the base sta-
tion 102 is encrypted, e.g. using AES128 encryption.
[0138] In an embodiment, the packets transmitted by
the base station and by the nodes maybe optimized, in

terms of their size and transmission format, for transmit-
ting CAN bus packets. In such an embodiment, a base
station packet may be structured as follows: channel se-
quence seed value (seed) (2 bytes), channel sequence
index (CSI) (1 byte), 4x transmission slot assignment in-
formation (4x 3 bytes), 2x transmission slot denial indi-
cation (2x 3 bytes), 4x CANpacket + transmission slot +
message ID (4x 14 bytes), 8x transmission slot + mes-
sage ID ACK (8x 2 bytes). Such a structure comes out
to a total of 93 bytes. In order to encrypt such a packet
with AES128 encryption, the packet is then padded to 96
bytes. At 1 Mbit transmission speed that results in 1 mi-
crosecond per bit for 768 microseconds (i.e., 96*8) of
total transmission time. Similarly, a node packet for the
node to transmit in an assigned transmission slot may
be structured as follows: serial number of the node (3
bytes), transmission slot number (1 byte), packet se-
quence number (1 byte), 2x CANpacket without message
ID (2x 10 bytes), CANpacket with message ID (11 bytes),
message ID ACK (3 bytes). In order to encrypt such a
packet with AES128 encryption, the packet is then pad-
ded to 48 bytes. At 1 Mbit transmission speed that results
in 384 (i.e., 48*8) microseconds of total transmission
time.
[0139] Certain general remarks apply to the descrip-
tions provided above related to other embodiments that
may be envisioned and are within the scope of the
present invention.
[0140] First of all, while in the description above all of
the time slot assemblies Ai are described as having the
same structure (i.e., the same kind of time slots desig-
nated for the same purposes), in other embodiments time
slot assemblies Ai may differ from one another in some
specific manner. For example the time slots within the
different time slot assemblies don’t have to be of the same
length, only some and not all of the time slot assemblies
may contain time slots for the base station and/or the
registered nodes to transmit data, and/or the base station
and/or the registered nodes may be configured to hop to
another transmission channel in an irregular manner (e.g.
not upon each new time slot assembly, but after one time
slot assembly switch to a new transmission channel to
transmit during the following two assemblies, then switch
to a new channel to transmit during the following one
assembly, then switch again to transmit on that channel
during the following two assemblies, and so on). As long
as the nodes have the information on or can derive based
on one of the received base station packets how the dif-
ferent time slot assemblies are structured, they will be
able to synchronize themselves and communicate data
to the base station at the correct times and on the correct
channels in accordance with the present invention.
[0141] Second, similarly for the base station packets -
while the packets are described above as having the
same data structure, embodiments may be envisioned
where this is not the case. Again, as long as the nodes
108 have the information on or can derive based on one
of the received base station packets how the other base
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station packets are structured, the nodes will be able to
correctly extract the data from the different base station
packets and communicate in accordance with the
present invention.
[0142] Third, for all of the packets described herein -
not all of the fields described in the packet need to contain
data. Some fields may be empty (i.e. contain no data at
all) or e.g. contain an indication that nothing has changed
since the last packet.
[0143] The terminology used herein is for the purpose
of describing particular embodiments only and is not in-
tended to be limiting of the invention. As used herein, the
singular forms "a," "an," and "the" are intended to include
the plural forms as well, unless the context clearly indi-
cates otherwise. It will be further understood that the
terms "comprises" and/or "comprising," when used in this
specification, specify the presence of stated features, in-
tegers, steps, operations, elements, and/or components,
but do not preclude the presence or addition of one or
more other features, integers, steps, operations, ele-
ments, components, and/or groups thereof.
[0144] The corresponding structures, materials, acts,
and equivalents of all means or step plus function ele-
ments in the claims below are intended to include any
structure, material, or act for performing the function in
combination with other claimed elements as specifically
claimed. The description of the present invention has
been presented for purposes of illustration and descrip-
tion, but is not intended to be exhaustive or limited to the
invention in the form disclosed. Many modifications and
variations will be apparent to those of ordinary skill in the
art without departing from the scope and spirit of the in-
vention. The embodiment was chosen and described in
order to best explain the principles of the invention and
the practical application, and to enable others of ordinary
skill in the art to understand the invention for various em-
bodiments with various modifications as are suited to the
particular use contemplated.
[0145] The modules and functions describe in this dis-
closure may be implemented as one or more hardware
devices, e.g. one or more (dedicated) microprocessors,
as one or more software programs, i.e. software code
portions configured for, when run in the memory associ-
ated with a computer or a microprocessor that is config-
ured to execute the code in order to produce the desired
functionality; or, as a combination of hardware devices
and software programs.
[0146] Various embodiments of the invention may be
implemented as a program product for use with a com-
puter system, where the program(s) of the program prod-
uct define functions of the embodiments (including the
methods described herein). In one embodiment, the pro-
gram(s) can be contained on a variety of non-transitory
computer-readable storage media, where, as used here-
in, the expression "non-transitory computer readable
storage media" comprises all computer-readable media,
with the sole exception being a transitory, propagating
signal. In another embodiment, the program(s) can be

contained on a variety of transitory computer-readable
storage media. Illustrative computer-readable storage
media include, but are not limited to: (i) non-writable stor-
age media (e.g., read-only memory devices within a com-
puter such as CD-ROM disks readable by a CD-ROM
drive, ROM chips or any type of solid-state non-volatile
semiconductor memory) on which information is perma-
nently stored; and (ii) writable storage media (e.g., flash
memory, floppy disks within a diskette drive or hard-disk
drive or any type of solid-state random-access semicon-
ductor memory) on which alterable information is stored.
The computer program may be run on the one or more
processors 210, described herein.
[0147] While the forgoing is directed to embodiments
of the present invention, other and further embodiments
of the invention may be devised without departing from
the basic scope thereof. For example, aspects of the
present invention may be implemented in hardware or
software or in a combination of hardware and software.
Therefore, the scope of the present invention is deter-
mined by the claims that follow.

Claims

1. Method for a node of a plurality of nodes to commu-
nicate with a base station using frequency hopping
over M frequency channels (CH1-CHM) in a wireless
network, M being an integer equal to or greater than
2, according to a time slot schedule comprising M
time slot assemblies (A1-AM), each time slot assem-
bly (Ai) of the M time slot assemblies (A1-AM) com-
prising at least one time slot (TXbsi) for the base
station to transmit, preferably by broadcast, data on
a different channel of the M channels, and R time
slots (TXrn1,i - TXrnR,i), R being an integer equal to
or greater than 1, for one or more of the plurality of
nodes to transmit data to the base station, the meth-
od comprising:

monitoring one of the M channels to receive a
first communication packet from the base sta-
tion;
based on data contained within the first commu-
nication packet received from the base station,
determining a sequence of channels of at least
some of the M channels that the base station
will follow to transmit one or more of subsequent
communication packets and the times at which
the base station will transmit on each channel
of the determined sequence of channels;
determining, from at least one of the first com-
munication packet and the one or more of sub-
sequent communication packets, assignment
information for the node,
wherein the assignment information indicates
for at least one time slot assembly of the M time
slot assemblies (A1-AM), preferably for the each
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time slot assembly of the time slot assemblies
(A1-AM), a channel of the M channels for trans-
mission of data from the node to the base station
and which one or more of the R time slots is to
be used for the transmission of data from the
node to the base station, wherein the channels
assigned to the node for transmission of data in
different ones of the time slot assemblies
(A1-AM) are different channels of the M channels
and wherein the channels are assigned to the
node for transmission of data so that if a channel
is also assigned to another node of the plurality
of nodes for transmission of data in the same
time slot of the R time slots of the same time slot
assembly (Ai), then the channel assigned to the
other node and the channel assigned to the node
for transmission of data in the same time slot of
the same time slot assembly are different chan-
nels of the M channels; and
transmitting data from the node to the base sta-
tion in accordance with the determined assign-
ment information.

2. The method according to claim 1, wherein the each
time slot assembly (Ai) of the M time slot assemblies
(A1-AM) further comprises U time slots (TXun1,i- TX-
unU,i), U being an integer equal to or greater than 1,
for one or more of unregistered nodes to transmit
data to the base station, wherein the one or more
unregistered nodes comprise those nodes of the plu-
rality of nodes which do not have the assignment
information, and wherein the method further com-
prises:

determining, from at least one of the first com-
munication packet and the one or more of sub-
sequent communication packets, when at least
one of the U time slots of the M time slot assem-
blies takes place; and
transmitting a registration message to the base
station within one time slot of the determined at
least one of the U time slots, the registration
message requesting the assignment informa-
tion for the node.

3. The method according to claim 2, wherein the one
time slot for transmitting the registration message is
selected from the determined at least one of the U
time slots using a pseudorandom number generator,
preferably using an identification of the node as a
seed.

4. The method according to any one of the preceding
claims, wherein the node is configured to determine
the sequence of channels of at least some of the M
channels that the base station will follow based on
the channel on which the first communication packet
was received from the base station and based on an

indication of a current sequence of channels followed
by the base station.

5. The method according to claim 4, wherein the indi-
cation of the current sequence of channels followed
by the base station comprises a seed used by a pseu-
dorandom sequence generator to generate the cur-
rent sequence of channels followed by the base sta-
tion.

6. The method according to any one of the preceding
claims, further comprising obtaining from at least one
of the first communication packet and the one or
more of subsequent communication packets:

one or more packets of data destined for the
node and,
preferably, packet sequence identification for
the one or more packets of data destined for the
node.

7. The method according to claim 6, wherein the data
in the one or more packets comprises CAN packet
data.

8. The method according to any one of the preceding
claims, further comprising obtaining, from at least
one of the first communication packet and the one
or more of subsequent communication packets, one
or more acknowledgements of the base station hav-
ing received data previously transmitted by the node
to the base station.

9. Method for managing radio frequency communica-
tion between a base station and a plurality of nodes
using frequency hopping over M frequency channels
(CH1-CHM) in a wireless network, M being an integer
equal to or greater than 2, the method comprising:

providing a time slot schedule comprising M time
slot assemblies (A1-AM), each time slot assem-
bly (Ai) of the time slot assemblies (A1-AM) com-
prising:

- at least one time slot (TXbsi) for the base
station to transmit, preferably by broadcast,
data on a different channel of the M chan-
nels, and
- R time slots (TXrn1,i- TXrnR,i), R being an
integer equal to or greater than 1, for a plu-
rality of registered nodes to transmit data to
the base station; and

registering two or more of the plurality of nodes
to form the plurality of registered nodes by as-
signing, for each registered node, for the each
time slot assembly (Ai), a channel of the M chan-
nels for transmission of data from the node to
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the base station over the duration of at least one
of the R time slots of the each time slot assembly
(Ai), wherein:

for the each registered node, the channels
assigned to the node for transmission of da-
ta in different time slot assemblies are dif-
ferent channels of the M channels, and
the plurality of registered nodes are as-
signed so that two or more registered nodes
assigned to transmit data to the base station
in the same time slot of the R time slots of
the same time slot assembly (Ai) are as-
signed to transmit data on a different chan-
nel of the M channels.

10. Method according to claim 9, wherein assignment
information for at least some of the plurality of reg-
istered nodes is transmitted as a part of the data
transmitted by the base station during the at least
one time slot of the each time slot assembly, wherein
the assignment information comprises information
indicative of the at least one of the R time slots and
the channel assigned for the registered node for the
each time slot assembly (Ai) for the transmission of
data from the node to the base station over the du-
ration of the at least one of the R time slots of the
each time slot assembly, and wherein preferably
transmission of the assignment information for at
least some of the plurality of registered nodes is di-
vided substantially evenly among the M time slot as-
semblies (A1-AM).

11. The method according to claims 9 or 10, wherein the
data transmitted by the base station during at least
some of the time slot assemblies (A1-AM), preferably
in the each time slot assembly, comprises one or
more of:

an identification of a current sequence of chan-
nels followed by the base station, wherein the
current sequence followed by the base station
sequence is a sequence of the different chan-
nels of the M channels for the base station to
transmit data in the M time slot assemblies
(A1-AM), wherein preferably the identification of
the current sequence comprises a seed used by
a pseudorandom sequence generator to gener-
ate the current sequence,
a channel sequence index identifying the current
time slot assembly of the plurality of the time slot
assemblies,
one or more identifications of nodes of the plu-
rality of nodes that have been denied registra-
tion,
one or more packets of data destined for one or
more of the plurality of registered nodes, where-
in preferably the data in the one or more packets

comprises CAN packet data and/or preferably
the data transmitted by the base station com-
prises packet sequence identification for the one
or more packets of data destined for the one or
more of the plurality of registered nodes, and
one or more acknowledgements of the base sta-
tion having received data transmitted by one or
more of the plurality of registered nodes.

12. A wireless node comprising a microcontroller con-
figured for executing any of the method steps ac-
cording to claims 1-8, the wireless node preferably
further comprising an RF receiver and transmitter
module configured to operate in half-duplex mode,
wherein the RF receiver is configured for receiving
the first communication packet and the subsequent
communication packets from the base station and
the RF transmitter is configured for transmitting the
data from the node to the base station.

13. A time slot scheduler comprising a microcontroller
configured for executing any of the method steps
according to claims 9-11.

14. A base station comprising the time slot scheduler
according to claim 13 and further comprising:

a transmitter configured for transmitting, prefer-
ably by broadcast, data during the at least one
time slot for the base station to transmit data,
the transmitter configured to transmit the data
by sequentially transmitting on a different one
of the M channels; and
M receivers configured for receiving data from
the plurality of nodes during at least the R time
slots for the plurality of registered nodes to trans-
mit data, each of the M receivers configured to
receive data on a different one of the M chan-
nels.

15. Computer program comprising software code por-
tions configured for, when run on a computer, exe-
cuting the method steps according to any of claims
1-8 or any of claims 9-11.

16. Non-transitory computer-readable storage medium
for storing a data structure, said data structure being
configured for a base station to transmit data during
one time slot assembly of M time slot assemblies
(A1-AM) on a different frequency channel of a se-
quence of channels followed by the base station, the
sequence of channels comprising M different fre-
quency channels (CH1-CHM) in a wireless network,
M being an integer equal to or greater than 2, the
data structure comprising:

an identification of the sequence of channels fol-
lowed by the base station, wherein preferably
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the identification of the sequence comprises a
seed used by a pseudorandom sequence gen-
erator to generate the sequence,
a channel sequence index identifying the one
time slot assembly of the plurality of the time slot
assemblies,
one or more identifications of nodes of a plurality
of nodes that have been denied registration,
one or more packets of data destined for one or
more of a plurality of registered nodes, wherein
preferably the data in the one or more packets
comprises CAN packet data and/or preferably
the data structure further comprises a packet
sequence identification for the one or more
packets of data destined for the one or more of
the plurality of registered nodes, and
one or more acknowledgements of the base sta-
tion having received data transmitted by one or
more of the plurality of registered nodes.
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