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Description

Background of the Invention

[0001] Wireless networks have experienced increased development in the past decade. One of the most rapidly
developing areas is mobile ad-hoc networks (MANETs). Physically, a MANET includes a number of geographically-
distributed, potentially mobile nodes sharing a common radio channel. Compared with other types of networks, such as
cellular networks or satellite networks, the most distinctive feature of MANETs is the lack of any fixed infrastructure. The
network may be formed of mobile nodes only, and a network is created "on the fly" as the nodes transmit or come within
range of each other. The network does not depend on a particular node and dynamically adjusts as some nodes join or
others leave the network.
[0002] Because of these unique characteristics, routing protocols for governing data flow within MANETs are required
which can adapt to frequent topology changes. Two basic categories of MANET routing protocols have emerged in
recent years, namely reactive or "on-demand" protocols, and proactive or table-driven protocols. Reactive protocols
collect routing information when a particular route is required to a destination in response to a route request. Examples
of reactive protocols include ad-hoc on demand distance vector (AODV) routing, dynamic source routing (DSR), and
the temporally ordered routing algorithm (TORA).
[0003] On the other hand, proactive routing protocols attempt to maintain consistent, up-to-date routing information
from each node to every other node in the network. Such protocols typically require each node to maintain one or more
tables to store routing information, and they respond to changes in network topology by propagating updates throughout
the network to maintain a consistent view of the network. Examples of such proactive routing protocols include destination-
sequenced distance-vector (DSDV) routing, which is disclosed in U.S. Patent No. 5,412,654 to Perkins; the wireless
routing protocol (WRP); and clusterhead gateway switch routing (CGSR). A hybrid protocol which uses both proactive
and reactive approaches is the zone routing protocol (ZRP), which is disclosed in U.S. Patent No. 6,304,556 to Haas.
[0004] Document WANG R ET AL: "WHEN DOUBLE MOBILITY IMPROVES LINK PERFORMANCE IN AD HOC
WIRELESS NETWORKS" discloses a MANET network, where the interleaving and FEC encoding is used. According
to the system disclosed therein, the packets are encoded and interleaved at the physical layer. The comparison is
provided between the performance of encoded and interleaved cellular link and ad-hoc link.
[0005] Document WO0189139 discloses method and apparatus for sending data communications over wireless digital
voice communications networks which transmit voice communications in voice frames, each of which contains a digitized
segment of a voice communication in a voice frame format. The method including the steps of encoding the data
communication into a plurality of data frames, each of the data frames having the same format as the voice frame format;
transmitting the data frames over the wireless digital voice communications network; and decoding the data frames to
reconstruct the data communication.
[0006] Document "Supporting Image and Video Applications in a Multihop Radio Environment Using Path Diversity
and Multiple Description Coding", by NITIN GOGATE ET AL (IEEE TRANSACTIONS ON CIRCUITS AND SYSTEMS
FOR VIDEO TECHNOLOGY, vol. 12, no. 9, September 2002) discloses a system where video and image information
is encoded non-hierarchically into multiple descriptions. The total encoding rate is determined based on the total band-
width available and the overhead to be added in the transport layer (including headers and FEC). For each frame, the
encoder generates M coded descriptions, each with a rate of rm =1, 2,...,M. Each description is further partitioned into
slices each sent over a single transport packet. The partition is designed such that the bits in each slice are decodable
by itself (i.e., if its previous and/or following slices are corrupted, this slice is still decodable). Further, the slices are
numbered in such a way that the packets carrying slices that contain information about nearby spatial locations in the
underlying image frame are separated in time, to avoid their simultaneous loss upon a burst error.
[0007] Despite utilizing different approaches to discovering the available data routes between a source node and a
destination node in a MANET, one common feature most MANET protocols share is the fact that they typically select a
single, designated route from among the available routes over which the source and destination nodes then communicate.
The selection of this designated route is typically based upon one or more quality of service (QoS) factors, such as the
available bandwidth, delay, etc. associated with the route.
[0008] Of the many challenges of transmitting data in the dynamic MANET environment, reliability of the wireless
communications links which form the routes between network nodes may be particularly problematic. One device which
attempts to address link reliability problems is the NovaRoam Series 250 and 350 Wireless Routers from Nova Engi-
neering, Inc., of Cincinnati, Ohio, which implements forward error correction (FEC) techniques to enhance communication
link reliability. These routers apply FEC at the physical network layer, as is done in most conventional communications
systems and networks. The FEC operates only over a single hop, that is, the decoding is done after each hop after
receiving the transmission. Then, if another hop along a route is needed, the information is again encoded and again
decoded upon reception by the next node.
[0009] While such devices may provide some level of improvement, they still may not provide sufficient error correction
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when certain events occur. For example, such events may include dropouts due to handover problems or even the loss
of a route.

Summary of the Invention

[0010] In view of the foregoing background, it is therefore an object of the present invention to provide a mobile ad-
hoc network (MANET) and related methods with enhanced error correction features according to claims 1 and 2 respec-
tively.
[0011] This and other objects, features, and advantages in accordance with the present invention are provided by a
mobile ad-hoc network (MANET) which may include a source node, a destination node, and a plurality of intermediate
nodes. The source node may establish a plurality of routes to the destination node for transferring data therebetween,
where each route passes through at least one of the intermediate nodes. The source node may also encode a plurality
of data packets using a forward error correction (FEC) encoding algorithm to generate error correction data for the data
packets, interleave the data packets and error correction data, and distribute and send the interleaved data packets and
error correction data across the plurality of routes to the destination node.
[0012] Furthermore, the destination node may receive the interleaved data packets and error correction data via the
plurality of routes and deinterleave the data packets and error correction data. The destination node may also decode
the data packets based upon the error correction data using an FEC decoding algorithm to correct compromised data
packets. Accordingly, by performing FEC and distributing the interleaved data across a plurality of channels, the MANET
thus allows corrupted data packets to be corrected even when one of the routes is lost, allowing transmission to continue
while a new route is established, if necessary. Moreover, the additional amount of data associated with the FEC encoding
may be spread across the plurality of routes, thus mitigating the increased bandwidth requirements.
[0013] More particularly, the source node may interleave the data packets in rows such that each row includes re-
spective error correction data therefor. By way of example, the encoding FEC algorithm may be a Reed-Solomon
encoding algorithm, and the error correction data may thus include a respective Reed-Solomon codeword for each row.
Additionally, the source node may distribute and send the interleaved data packets and error correction data by dividing
the rows thereof into a plurality of columns and sending the columns to the destination node across the plurality of routes.
[0014] Furthermore, the plurality of data packets may be transport layer data packets, for example, and the source
node may distribute the interleaved transport layer data packets and error correction data by grouping the interleaved
transport layer data packets and error correction data into a plurality of network layer packets. As such, the source node
may generate respective network layer packet headers for each network layer packet, and the destination node may
order the network layer packets for deinterleaving based upon the network layer packet headers. Similarly, the source
node may also insert packet delimiters between the plurality of packets prior to encoding, and the destination node may
extract the data packets following decoding based upon the packet delimiters.
[0015] In addition, the source node may interleave the data packets and error correction data based upon at least one
FEC parameter, and the source node may change the at least one FEC parameter based upon a quality of service (QoS)
measurement of the plurality of routes. By way of example, the source node may interleave the data packets and error
correction data using at least one of block, convolutional, helical, and pseudorandom interleaving. Further, the source
node may establish the plurality of routes using proactive, reactive, or hybrid MANET routing protocols, for example.
[0016] A method aspect of the invention is for communicating between a source node and a destination node in a
MANET, such as the one described briefly above. The method may include establishing a plurality of routes from the
source node to the destination node for transferring data therebetween, where each route passes through at least one
of the intermediate nodes. Further, a plurality of data packets may be encoded at the source node using a forward error
correction (FEC) encoding algorithm to generate error correction data for the data packets, and the data packets and
error correction data may be interleaved at the source node.
[0017] The method may also include distributing and sending the interleaved data packets and error correction data
from the source node across the plurality of routes to the destination node. The interleaved data packets and error
correction data may be received at the destination node via the plurality of routes, and the data packets and error
correction data may also be deinterleaved at the destination node. The method may further include decoding the data
packets at the destination node based upon the error correction data using an FEC decoding algorithm to correct
compromised data packets.

Brief Description of the Drawings

[0018]

FIG. 1 is schematic block diagram of a mobile ad-hoc network (MANET) in accordance with the present invention.
FIG. 2 is a schematic block diagram illustrating the interleaver of FIG. 1 and the interleaving of data packets, packet
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delimiters, and error correction data therein.
FIG. 3 is a schematic block diagram illustrating the distribution and sending of interleaved data packets, packet
delimiters, and error correction data from the interleaver of FIG. 1.
FIG. 4 is a flow diagram illustrating a method according to the present invention for communicating between a source
node and a destination node in a MANET.

Detailed Description of the Preferred Embodiments

[0019] The present invention will now be described more fully hereinafter with reference to the accompanying drawings,
in which preferred embodiments of the invention are shown. This invention may, however, be embodied in many different
forms and should not be construed as limited to the embodiments set forth herein. Rather, these embodiments are
provided so that this disclosure will be thorough and complete, and will fully convey the scope of the invention to those
skilled in the art. Like numbers refer to like elements throughout.
[0020] Referring initially to FIG. 1, a mobile ad-hoc network (MANET) 20 includes a source node 21, a destination
node 22, and a plurality of intermediate nodes 23-28 therebetween. The nodes 21-28 may be any suitable type of mobile
device capable of communicating within a MANET such as computers, personal data assistants (PDAs), etc., including
wireless communications devices 30, 31, for example, and other devices which will be appreciated by those of skill in
the art. Of course, it will also be appreciated that certain of the nodes 21-28 may optionally be connected to a fixed
communication infrastructure in some applications, if desired.
[0021] The source and destination nodes 21, 22 may further include respective controllers 32, 33 which cooperate
with their respective wireless communications devices 30, 31 for sending and receiving data. In particular, the source
node controller 32 illustratively includes an interleaver 50 and (optionally) an FEC encoder 51, and the destination node
controller 33 includes a deinterleaver 52 and (optionally) an FEC decoder 53, the function of which will be described
further below. By way of example, the source and destination node controllers 32, 33 may be implemented using
microprocessors, memory, software, etc., as will be appreciated by those of skill in the art. Furthermore, the wireless
communications devices 30, 31 may be wireless modems, wireless local area network (LAN) devices, cellular telephone
devices, etc. It will also be understood that the intermediate nodes 23-28 preferably include suitable wireless commu-
nications devices/controllers as well, which are not shown in FIG. 1 for clarity of illustration. Of course, it will be appreciated
that portions of the routes to the destination node 22 could also include wired infrastructure.
[0022] One function that the source node controller 32 performs is to establish a plurality of routes between the source
node 21 and the destination node 22 for transferring data therebetween. Three such routes are illustratively shown in
the exemplary embodiment, namely route 101 (passing through nodes 24, 23, and 25), route 102 (passing through
nodes 24, 26, and 25), and route 103 (passing through nodes 27 and 28). Of course, any number of routes may be used
in accordance with the present invention.
[0023] Each of the routes 101-103 illustratively includes respective wireless communications links 29 and pass through
one or more of the intermediate nodes 23-28, as noted above. Such MANET routes can include any number of intermediate
nodes therein depending upon network size and proximity between the nodes, for example. Each intermediate node
along a route is typically referred to as a "hop," thus routes passing through multiple intermediate nodes are sometimes
referred to as "multi-hop" routes. It should be noted that while a relatively few number of intermediate nodes 21-28 are
shown in the present example for clarity of illustration, the MANET 20 in accordance with the present invention may
include any number of nodes therein.
[0024] As will be appreciated by those of skill in the art, the way in which the routes 101-103 are established will
depend upon the particular MANET protocol being implemented in the MANET 20. As noted above, this may be done
using proactive protocols which keep routing information continuously up to date, reactive protocols which discover
routes on-demand when there is a need to send data to the destination node 22, or by a combination thereof. Any
suitable MANET protocols may be used which can be used to establish multiple routes, such as those previously
discussed above, for example.
[0025] While MANETs are still in their relative infancy and no universal standards have as yet been adopted, data
communications within MANETS will likely follow the open system interconnection (OSI) architecture or some variation
thereof. This model includes seven different hierarchical control layers, namely (from highest to lowest) the application
layer, presentation layer, session layer, transport layer, network layer, data link layer, and physical layer. Control is
passed from one layer to the next in the sending node starting at the application layer and proceeding to the physical
layer. The data is then sent across the route, and when it reaches the destination node it is processed in reverse order
back up the hierarchy (i.e., from the physical layer to the application layer). Furthermore, data corresponding to each
particular layer is typically organized in packets of data.
[0026] In accordance with the present invention, when the source node 21 has data packets to be sent to the destination
node, the FEC encoder 51 may optionally be used to encode this data using a forward error correction (FEC) encoding
algorithm. Generally speaking, with FEC data is processed prior to transmission with a predetermined algorithm that
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adds extra data or parity bits thereto. The parity bits are specifically designed for correcting errors in any character or
code block of the associated data. Thus, if the transmission is received in error, the correction bits may be used to check
and repair the data.The source node 21 may be the originator of some or all of the data packets. That is, the source
node 21 may generate the data packets, pass along data from another node, or both, as will be appreciated by those
of skill in the art.Furthermore, the FEC encoder 51 may encode data packets corresponding to any of the various layers
of the OSI model described above (or similar network layers corresponding to other suitable network models). None-
theless, the present invention is particularly well suited for encoding transport layer data packets.
[0027] In particular, many wireless networks typically include some level of cyclic redundancy checking (CRC) at the
data link/physical layer to detect data transmission errors. However, when channel fading, bit errors, etc., are detecting
by data link/physical layer CRC, the result is typically the loss of data packets which necessitates retransmission at the
data link layer, the transport layer, or the permanent loss of the packets. Yet, by encoding transport layer data packets
with an FEC encoding algorithm, data link/physical layer CRC may still be used to reduce channel errors because any
packet losses created thereby can be restored at the destination node 22 at higher network layers, often without the
need for the time consuming retransmission of data packets.
[0028] The encoding operation performed by the FEC encoder 51 will now be described in detail with reference to
FIG. 2. In the illustrated example, prior to encoding the transport layer packets (labeled TLP1, TLP2, etc.), the source
node controller 32 preferably inserts packet delimiters SOFP (start of first packet), LEN2 (length of second packet),
EOLP (end of last packet), etc., between the transport layer packets. The packet delimiters are used in reconstructing
the transport layer data packets at the destination node 22, as will be described further below.
[0029] Various FEC encoding algorithms may be used by the FEC encoder 51 to encode the transport layer data
packets and, if included, the packet delimiters. One exemplary algorithm is a Reed-Solomon (RS) encoding algorithm.
As will be appreciated by those skilled in the art, RS encoding is very efficient at correcting erased symbols. An RS code
has K non-binary data symbols and (N-K) non-binary parity symbols (i.e., N is the total of the length K of the data symbols
plus the parity symbols generated therefor). The code rate is thus K/N, and the redundancy or overhead is (N-K)/N, as
will be appreciated by those of skill in the art.
[0030] Typically, RS symbols are chosen to be m-bit symbols (2m values), in which case the code block length should
satisfy the relationship N < 2m. Further, the RS code minimum distance is d = N-K, which allows any combination of N-
K erasures in a single codeword to be corrected. In other words, this is a so-called maximum distance separable code,
meaning that it can correct N-K erasures with the minimum amount of overhead of any possible code.
[0031] In the present example, the transport layer data packets and their respective packet delimiters are preferably
organized into rows 35, each being N bits long. Thus, data packet and packet delimiter symbols occupy the first K bits
of each row 35, and the last N-K bits of the row will be the unique RS codeword for the particular K bits of data in that
row which is generated by the RS encoding algorithm. Of course, it will be appreciated by those of skill in the art that
the RS codewords may be appended elsewhere in a row, or that other arrangements may be used for organizing the
data so that encoding may be performed thereon.
[0032] In particular, the interleaver 50 may interleave the transport layer data packets and packet delimiters into the
rows 35 as the FEC encoder 51 generates the respective RS codewords therefor, which again are interleaved at the
end of the rows. Interleaving is performed to spread the effects of fades, link dropouts, packet discards due to congestion,
etc., which lead to bursts of erasures, across multiple RS codewords. Any suitable type of interleaving known to those
skilled in the art may be used, such as block interleaving, which is illustrated in the present example. Other exemplary
types of interleaving techniques include convolutional, helical, and pseudorandom interleaving.
[0033] Once the transport layer data packets, packet delimiters, and RS codewords have been interleaved into the
rows 35, this information may then be distributed and sent to the destination node 22 via the routes 101-103. One
particularly advantageous way to distribute this information is to divide the rows into a plurality of columns 36 such that
each column becomes a network layer packet (NLP1, NLP2, etc.), as illustratively shown in FIG. 3. As a result, each
network layer packet therefore has interleaved content from several different transport layer data packets.
[0034] Accordingly, if a network layer packet is lost during transmission, only one symbol (assuming one symbol
column width) of several transport layer data packets will be lost, as opposed to each bit of all of the transport layer data
packets in a row, group, etc. Of course, columns of various bit/symbol widths may be used. Even if one of the routes
101-103 is lost, only every third bit of data in each transport layer data packet will be missing, and this loss can be
reconstructed at the destination node 22 based upon what remains of the RS codeword for its respective row 35, as will
be described further below.
[0035] It will be appreciated that the choice of whether column width is one bit or one symbol is influenced by the
nature of the error correction process of the FEC code. The RS code is a symbol error correcting code. That is, it corrects
errors with a quantum of one symbol, i.e., it corrects symbol error so that it does not matter whether a single bit is in
error in a symbol or whether all the bits in the symbol are in error. A column width of one bit would thus preferably be
selected if the FEC code being used was a binary bit error correcting code, such as a binary convolutional code or a
binary BCH code.
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[0036] As with the transport layer packets, the source node controller 32 may generate respective network layer packet
headers (not shown) for use by the destination node 22. By way of example, the network layer packet headers may
include a stream identification (ID), a substream ID (e.g., for reserving route resources), an interleaver block sequence
number, an interleaver column number, a protocol ID to indicate the requisite higher layer protocol, and/or the coding/in-
terleaving parameters used, and/or other appropriate information for the particular MANET application in question, as
will be appreciated by those skilled in the art.
[0037] When establishing the routes 101-103, the source node controller 32 will typically setup and reserve the ap-
propriate resources for each route, as will also be appreciated by those of skill in the art. One particularly advantageous
approach for establishing and sending data across multiple routes within a MANET is described in co-pending U.S.
Application No. 10/214,997, filed August 8, 2002.
[0038] As noted above, as part of this route setup and reservation process the source node controller 32 may further
send to the destination node 22 the particular FEC/interleaving parameters to be used (i.e., M, N, K, m, etc.). In some
applications, the source and destination node controllers 32, 33 may "negotiate" which FEC/interleaving modes and
parameters can be supported at each end. It should be noted that the size of the interleaving array used impacts delay,
so delay constraints may need to be considered as part of the route establishment process, as will be appreciated by
those skilled in the art.
[0039] From the forgoing discussion it will be appreciated that the encoding and interleaving parameters are interrelated.
That is, the size of the variables N, K, etc., will not only affect encoding, but they will also govern how the transport layer
packets and packet delimiters are interleaved into the rows 35. Yet, as the number of available routes or other network
quality of service (QoS) metrics/measurements for one or more of the routes 101-103 vary, it may also be necessary to
vary the FEC/interleaving parameters being used by the source node controller 32. This could be done in several ways.
For example, in accordance with some MANET protocols the source node 21 would receive a route failure notification
when a given route failed, or a poor QoS metric for a particular route could be measured by the destination node controller
33 and communicated to the source node controller 32. The source node controller 32 may then unilaterally change the
new encoding/interleaving modes or parameters accordingly, or these may be negotiated with the destination node
controller 33 through another hand shake procedure. Other suitable approaches known to those skilled in the art may
also be used.
[0040] By way of example, if a particular route is lost, there may be a need for additional overhead, and the destination
node controller 33 will thus need to be informed that the source node controller 32 has changed encoding/interleaving
parameters. The new coding parameters may be indicated starting with a specified interleaver block number. That is, if
there are 5 routes in use, the code rate should be 4/5 or less, and if there are only 4 routes in use then the code rate
should be 3/4 or less, etc., as will be appreciated by those of skill in the art.
[0041] Once the routes 101-103 have been established and the network layer packets and headers therefor have
been generated and distributed across their respective routes, the source node controller 32 cooperates with the wireless
communications device 30 to then send the network layer packets/headers across their respective routes to the desti-
nation node 22. As the network layer packets are received by the destination node 22 via the routes 101-103, the
respective headers included therewith indicate to the destination node controller 33 how the network layers packets
should be ordered in the deinterleaver 52 for deinterleaving.
[0042] When enough network layer packets have been received in the deinterleaver 52, the reconstructed array of
interleaved data may then, if necessary, be deinterleaved and decoded in the FEC decoder 52 using an FEC decoding
algorithm corresponding to the FEC encoding algorithm used by the FEC decoder 51, as will be appreciated by those
of skill in the art. In particular, any uncorrected bit error, fade, or link loss results in one or more discarded network
packets, i.e., lost columns in the deinterleaving array, as noted above. Again, each lost column produces one erased
symbol of the RS codeword (or bit of a binary bit error correcting code). Once the RS decoding fills in the erased symbols,
the transport layer data packets may then be extracted based upon the packet delimiters.
[0043] Depending upon the given requirements of a particular MANET application, various design considerations may
need to be balanced or otherwise taken into account when implementing the MANET 20. For example, a lower RS code
rate generally produces better performance, but at the cost of more coding overhead. Similarly, greater interleaver 50
length generally also produces better performance, but at the cost of additional delay. Regarding the decoding operations
at the destination node 22, the FEC decoder 52 may be implemented in hardware or software, or a combination thereof,
as will be appreciated by those of skill in the art. A hardware implementation may potentially be appropriate at high data
rates, as significant computational burdens could otherwise result in some applications.
[0044] Furthermore, there is also a tradeoff between the interleaver 50 size needed and the number of routes used.
That is, having more routes allows some reduction in the interleaver 50 size and the delay. Yet, using numerous paths
may not feasible in certain cases because such routes may not exist or simply cannot be found. Nonetheless, using
more routes so that each carries a smaller portion of the total traffic stream produces greater diversity gain and better
performance at a lower overhead cost, as summarized in the following table.
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[0045] A method aspect of the invention for communicating between the source node 21 and the destination node 22
in the MANET 20 will now be described with reference to FIG. 4. The method begins (Block 40) with the establishment
of the plurality of routes 101-103 from the source node 21 to the destination node 22, at Block 41. Further, a plurality of
data packets are (optionally) encoded at the source node 21 using an FEC encoding algorithm to generate error correction
data for the data packets, at Block 42, and the data packets and error correction data are also interleaved at the source
node (Block 43), as previously described above.
[0046] Thereafter, the interleaved data packets and error correction data are distributed and sent from the source
node 21 across the routes 101-103 to the destination node 22, at Block 44. Once the interleaved data packets and error
correction data are received at the destination node 22 via the routes 101-103, at Block 45, the data packets and error
correction data are then deinterleaved, at Block 46. The data packets are then decoded (if necessary), at Block 47,
based upon the error correction data using an FEC decoding algorithm to correct compromised data packets, as previously
described above, thus concluding the method (Block 48). Additional method aspects of the invention will be apparent
to those of skill in the art based upon the forgoing description and will therefore not be discussed further herein.
[0047] It will be appreciated by those of skill in the art based upon the forgoing that, in contrast to the approach used
in prior art devices such as the NovaRoam router discussed above, the present invention may advantageously apply
FEC at the network layer or above. Further, decoding need not be performed upon reception by each node along a route
(or path) to the destination node 22. Rather, decoding is preferably done at the destination node 22, which can perform
decoding based upon information received along a multiplicity of routes from the source node 21 to the destination node.
This provides for diversity not allowed by using FEC at the physical layer, as in conventional approaches.
[0048] It will be appreciated by those skilled that by performing FEC and distributing the interleaved data across a
plurality of routes, the MANET 20 and methods of the present invention thus allow corrupted data packets to be corrected
even when one of the routes is completely lost. This, in turn, allows transmissions to continue while a new route is
established, if necessary. Moreover, even though some additional amount of overhead is associated with the inclusion
of the FEC parity data, this overhead is advantageously spread across a plurality of routes, thus mitigating the increased
bandwidth requirements. Furthermore, the above-described MANET and methods of the invention provide for the ready
correction of packets corrupted by link errors, fades, dropouts, etc., which are very significant problems in MANETs.
This provides a significant QoS advantage, especially for traffic with real-time delay requirements, which cannot tolerate
retransmission of data to correct errors and dropouts.
[0049] It will also be appreciated by those of skill in the art that the invention may be implemented in numerous other
network applications in addition to MANETs. By way of example, data packets could be routed through a MANET and
then through a fixed infrastructure to the final destination node, or vice versa. The present invention may also advanta-
geously be used to handle wireless local area network (WLAN) handoff from one access point to a next access point in
a relatively seamless and reliable fashion to provide desired QoS. Similarly, the present invention is also particularly
well suited for cellular handover between multiple base stations in a cellular network. This could help reduce cell dropouts
experienced by a cell phone user which would otherwise occur when a cell phone loses its link to a single base station.
[0050] Further still, in future cell architectures "questionable" links to several different base stations could be used in
accordance with the present invention to deliver reliable data to a destination, as will be appreciated by those of skill in
the art. One could also implement the present invention in a fixed wireless network with unreliable links, where links are
subject to severe fading and dropouts. This could dramatically improve reliability and QoS. In particular, the FEC approach
outlined herein would be especially beneficial in improving QoS for real-time traffic in networks where additional delay
imposed by a retransmission approach to providing packet reliability could not be tolerated. Other applications will also
be appreciated by those skilled in the art based on the foregoing discussion.

Claims

1. A mobile ad-hoc network MANET (20) comprising:

Number of Paths Maximum Code Rate Capable of Correcting Loss of a Path

2 0.50

3 0.667

4 0.75

5 0.80

6 0.8333
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a) a source node (21), a destination node (22), and a plurality of intermediate nodes (23-28);
b) said source node (21) establishing a plurality of routes to said destination node (22) for transferring data
therebetween, each route passing through at least one of said intermediate nodes (23-28);
c) said source node (21) also interleaving a plurality of transport layer data packets and their respective packet
delimiters into rows (35);
d) said source node (21) generating respective codewords for said rows (35) using a forward error correction
FEC encoding algorithm and further interleaving said codewords at the end of the respective rows (35);
e) said source node (21) dividing the rows (35) into a plurality of columns (36) such that each column (36)
becomes a network layer packet;
f) said source node (21) distributing and sending said network layer data packets across the plurality of routes
to said destination node (22);
g) said intermediate nodes (23-28) passing said network layer data packets across the plurality of routes to said
destination node (22); and
h) said destination node (22) receiving the network layer data packets via the plurality of routes, deinterleaving
and decoding the encoded transport layer data packets.

2. A method for communicating between a source node (21) and a destination node (22) in a mobile ad-hoc network
MANET also comprising a plurality of intermediate nodes (23-28), the method comprising:

establishing a plurality of routes from the source node (21) to the destination node (22) for transferring data
therebetween, each route passing through at least one of the intermediate nodes (23-28);
interleaving a plurality of transport layer data packets and their respective packet delimiters into rows (35) at
the source node (21);
generating respective codewords for said rows (35) using a forward error correction FEC encoding algorithm
and further interleaving said codewords at the end of the respective rows (35) at the source node (21);
dividing the rows (35) into a plurality of columns (36) such that each column (36) becomes a network layer
packet at the source node (21);
distributing said network layer data packets at the source node across the plurality of routes;
sending the distributed network layer data packets from the source node across the plurality of routes to the
destination node (22);
passing said encoded network layer data packets via said intermediate nodes (23-28);
receiving the network layer data packets via the plurality of routes at the destination node (22); and
deinterleaving and decoding the encoded transport layer data packets at the destination node (22).

Patentansprüche

1. Mobiles Ad-Hoc-Netzwerk, MANET, (20), umfassend:

a) einen Quellknoten (21), einen Zielknoten (22), und eine Vielzahl von Zwischenknoten (23-28);
b) wobei der Quellknoten (21) eine Vielzahl von Routen zu dem Zielknoten (22) zum Übertragen von Daten
zwischen diesen aufbaut, wobei jede Route durch wenigstens einen der Zwischenknoten (23-28) verläuft;
c) wobei der Quellknoten (21) auch eine Vielzahl von Datenpaketen der Transportschicht und deren jeweilige
Paketabgrenzer in Reihen (35) verschachtelt;
d) wobei der Quellknoten (21) jeweilige Schlüsselwörter für die Reihen (35) durch Verwenden eines Vorwärts-
Fehler-Korrektur-, FEC-, Verschlüsselungsalgorithmus erzeugt und weiter die Schlüsselwörter bei dem Ende
der jeweiligen Reihen (35) verschachtelt;
e) wobei der Quellknoten (21) die Reihen (35) in eine Vielzahl von Spalten (36) trennt, sodass jede Spalte (36)
ein Netzwerkschichtpaket wird;
f) wobei der Quellknoten (21) die Netzwerkschichtdatenpakete über die Vielzahl von Routen verteilt und zu dem
Zielknoten (22) sendet;
g) wobei die Zwischenknoten (23-28) die Netzwerkschichtdatenpakete über die Vielzahl von Routen zu dem
Zielknoten (22) weiterleiten; und
h) wobei der Zielknoten (22) die Netzwerkschichtdatenpakete über die Vielzahl von Routen empfängt, und die
verschlüsselten Transportschichtdatenpakete entschachtelt und entschlüsselt.

2. Verfahren zum Kommunizieren zwischen einem Quellknoten (21) und einem Zielknoten (22) in einem mobilen Ad-
Hoc-Netzwerk, MANET, (22), auch umfassend eine Vielzahl von Zwischenknoten (23-28), das Verfahren umfassend:
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Aufbauen einer Vielzahl von Routen von dem Quellknoten (21) zu dem Zielknoten (22) zum Übertragen von
Daten zwischen diesen, wobei jede Route durch wenigstens einen der Zwischenknoten (23-28) verläuft;
Verschachteln einer Vielzahl von Transportschichtdatenpaketen und deren jeweiliger Paketabgrenzer in Reihen
(35) bei dem Quellknoten (21);
Erzeugen jeweiliger Schlüsselwörter für die Reihen (35) durch Verwenden eines Vorwärts-Fehler-Korrektur-,
FEC-, Verschlüsselungsalgorithmus und weiter Verschachteln der Schlüsselwörter bei dem Ende der jeweiligen
Spalten (35) bei dem Quellknoten (21);
Teilen der Reihen (35) in eine Vielzahl von Spalten (36), sodass jede Spalte (36) ein Netzwerkschichtpaket bei
dem Quellknoten (21) wird;
Verteilen der Netzwerkschichtdatenpakete über die Vielzahl von Routen bei dem Quellknoten;
Senden der verteilten Netzwerkschichtdatenpakete von dem Quellknoten über die Vielzahl von Routen zu dem
Zielknoten (22);
Weiterleiten der Netzwerkschichtdatenpakete über die Zwischenknoten (23-28);
Empfangen der Netzwerkschichtdatenpakete über die Vielzahl von Routen bei dem Zielknoten (22); und
Entschachteln und Entschlüsseln der verschlüsselten Transportschichtdatenpakete bei dem Zielknoten (22).

Revendications

1. Réseau ad-hoc mobile, MANET (20), comprenant :

a) un noeud source (21), un noeud de destination (22) et une pluralité de noeuds intermédiaires (23-28) ;
b) ledit noeud source (21) établit une pluralité de routes vers ledit noeud de destination (22) pour transférer des
données entre eux, chaque route traversant au moins un desdits noeuds intermédiaires (23-28) ;
c) ledit noeud source (21) entrelace également une pluralité de paquets de données de couches de transport
et leurs délimiteurs de paquets respectifs sont dans des rangées (35) ;
d) ledit noeud source (21) génère des mots de code respectifs pour lesdites rangées (35) à l’aide d’un algorithme
de codage de correction d’erreurs sans voie de retour, FEC, et entrelace en outre lesdits mots de code à
l’extrémité des rangées respectives (35) ;
e) ledit noeud source (21) divise les rangées (35) en une pluralité de colonnes (36) de telle sorte que chaque
colonne (36) devienne un paquet de couches de réseau ;
f) ledit noeud source (21) distribue et envoie lesdits paquets de données de couches de réseau à travers la
pluralité de routes vers ledit noeud de destination (22) ;
g) lesdits noeuds intermédiaires (23-28) traversant lesdits paquets de données de couches de réseau à travers
la pluralité de routes vers ledit noeud de destination (22) ; et
h) ledit noeud de destination (22) reçoit les paquets de données de couches de réseau par le biais de la pluralité
de routes, désentrelace et décode les paquets de données de couches de transport codés.

2. Procédé de communication entre un noeud source (21) et un noeud de destination (22) dans un réseau ad hoc
mobile, MANET, comprenant également une pluralité de noeuds intermédiaires (23-28), le procédé comprenant :

l’établissement d’une pluralité de routes du noeud source (21) au noeud de destination (22) pour transférer des
données entre eux, chaque route traversant au moins un des noeuds intermédiaires (23-28) ;
l’entrelacement d’une pluralité de paquets de données de couches de transport et de leurs délimiteurs de
paquets respectifs dans des rangées (35) au niveau du noeud source (21) ;
la génération de mots de code respectifs pour lesdites rangées (35) à l’aide d’un algorithme de codage de
correction d’erreurs sans voie de retour, FEC, et en outre l’entrelacement desdits mots de code à l’extrémité
des rangées respectives (35) au niveau du noeud source (21) ;
la division des rangées (35) en une pluralité de colonnes (36) de telle sorte que chaque colonne (36) devienne
un paquet de couches de réseau au niveau du noeud source (21) ;
la distribution desdits paquets de données de couches de réseau au niveau du noeud source à travers la pluralité
de routes ;
l’envoi des paquets de données de couches de réseau distribué à partir du noeud source à travers la pluralité
de routes au noeud de destination (22) ;
le passage desdits paquets de données de couches de réseau par l’intermédiaire desdits noeuds intermédiaires
(23-28) ;
la réception des paquets de données de couches de réseau par le biais de la pluralité de routes au niveau du
noeud de destination (22) ; et
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le désentrelacement et le décodage des paquets de données de couches de transport codés au niveau du
noeud de destination (22).
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