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Description

FIELD OF THE INVENTION

[0001] The present invention relates to methods of authentication based on polynomials. Moreover, the invention also
relates to systems and apparatus operable according to these methods.

BACKGROUND TO THE INVENTION

[0002] Authentication protocols are used in contemporary communication systems for enabling a first party to prove
its identity towards a second party; for convenience, these first and second parties are conveniently denoted by prover
and verifier respectively. In many known protocols, the prover first claims an identity, after which the prover proves
knowledge of some secret associated with the prover’s claimed identity. A protocol in which two parties are being assured
of each other’s identity is referred to as "mutual authentication". Such authentication is often implemented using key
establishment procedures, for example using public-private key authentication protocols. These authentication protocols
not only verify identity, but also often establish symmetrical session keys with which further communications can be
encrypted and authenticated.
[0003] The inventors have appreciated that it is desirable that identities of mutually communicating parties cannot be
determined by third parties observing or eavesdropping on the mutually communicating parties. Such a situation can
potentially arise in practice when a user authenticates herself using a wireless smart card presented to a smart card
reader, for example a smart card reader at an entrance of a high-security building. If a standard authentication protocol
is employed at the entrance, an eavesdropper could hypothetically simply detect the presence of a user at this location.
Such detection can potentially provide essential initial information for executing location tracking of the user. Moreover,
this location tracking can constitute an invasion of personal privacy.
[0004] This problem has already been envisaged by Martin Abadi in a scientific paper with title "Private Authentication"
presented at a Conference on Privacy Enhancing Technologies (PET2002), San Fracisco, USA, April 2002 whose
proceedings are published in Springer Lecture Notes in Computer Science vol. 2482/2003, pp. 27-40. In the paper, M.
Abadi describes two protocols which are variants of known Denning-Sacco and Needham-Schroeder protocols as elu-
cidated in B. Schneier publication "Applied Cryptography", Second Edition published by John Wiley & Sons Inc. in 1996.
A problem of these recently proposed protocols by M. Abadi is that public key cryptography is employed requiring a
relatively large amount of processing power for its implementation, such processing power often not being practical
and/or available on small consumer devices, for example portable battery-powered devices.
[0005] A more recent polynomial-based multi-user key generation and authentication method is described in a pub-
lished international PCT patent application WO 03/077470 (attorney docket PHNL020192). In this PCT application, there
is described a method of generating a common secret between a first party and a second party. These parties can be,
for example, devices in a home network operable in accordance with a contemporary Digital Rights Management (DRM)
framework. The devices calculate the common secret by evaluating a product of two polynomials P(x, y) and Q(x, z)
using parameters previously distributed by a Trusted Third Party (TTP) and parameters obtained from another device.
Optionally, each party subsequently verifies that the other party has generated the same secret using a zero-knowledge
protocol or a commitment-based protocol. Such a method described in this published PCT application is especially
suitable for use in conjunction with low power devices such as Chip-In-Disc type devices. The inventors have appreciated
that even this recent authentication method has drawbacks and limitations which the inventors seek to address by way
of the present invention.

SUMMARY OF THE INVENTION

[0006] An object of the present invention is to provide an alternative authentication protocol method.
[0007] According to a first aspect of the present invention, there is provided a method of authentication based on
polynomials for a system comprising a plurality of devices operable to mutually communicate; said method comprising
steps of:

(a) providing each of said plurality of devices with a corresponding identity value (pi: i = 1, n) together with an
associated polynomial (P) for generating a polynomial key;
(b) arranging for the plurality of devices to include a verifier device (p1) and a prover device (p2);
(c) arranging for the prover device (p2) to notify its existence to the verifier device (p1);
(d) arranging for the verifier device (p1) to issue a first challenge to the prover device (p2) to encrypt a nonce using
the prover (p2) device’s polynomial (P) key and communicate the encrypted nonce as a response to the verifier
device (p1);
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(e) arranging for the verifier device (p1) to receive the encrypted nonce as the response from the prover device (p2)
and:

(i) to encrypt the first challenge using the polynomial keys generated from a set of stored device identities; or
(ii) to decrypt the encrypted response received from the prover device (p2) using the polynomial keys;
until said verifier device (p1) identifies a match for said response, said match being indicative of authentication.

[0008] The invention is of advantage in that it is capable of providing a more flexible procedure for authentication
based on polynomials.
[0009] A "polynomial key" is a numerical result of evaluating a polynomial, for example k = Pp1(p2), wherein k is a key,
Pp1 is a polynomial, and p2 is a value input to the polynomial.
[0010] Individual devices in the system are capable of operating both as verifiers and provers. Optionally, one or more
of the devices of the system are capable of concurrently functioning as both verifiers and provers.
[0011] Optionally, in step (a) of the method, issuance of the identity values (pi) and associated polynomials is undertaken
via a trusted third party. Such an approach results in a trusted deployment of the system
[0012] Optionally, the method includes a further step of applying said method of authentication in general mutual
authentication key establishment protocols in said system for providing mutual authentication for said plurality of devices.
[0013] Optionally, in the method, a random value is additionally created by the prover device and encrypted together
with the response from the verifier device for sending back to the verifier device, said random number being operable
to function as a session key. This session key is beneficially updated so as to provide not only a record of a sequence
of communication but also protect against eavesdropping on the plurality of devices.
[0014] Optionally, in the method, the first challenge from the verifier device (p1) to the prover device (p2) is a random
value. The use of nonces implemented as random values renders the system more difficult to eavesdrop.
[0015] Optionally, the method further includes a step of configuring the system so that said plurality of devices includes
multiple prover devices and multiple verifier devices, said multiple prover devices including a subset of prover devices
operable to authenticate to a particular verifier device of the multiple verifier devices.
[0016] Optionally, in the method, said prover devices are implemented as smart cards or tags enabling access to
services related to and/or coupled to a given verifier device.
[0017] Optionally, in the method, the polynomial is operable to function as a Blom-type key. Blom-types keys are
elucidated in the foregoing with regard to a publication by Rolf Blom (Linköping University) which is incorporated by
reference.
[0018] Optionally, in the method, the prover device is operable to apply a hash function or keyed hash function to
create a response to the first challenge from the verifier device.
[0019] According to a second aspect of the invention, there is provided a system operable according to the method
of the first aspect of the invention.
[0020] Optionally, the system is adapted for providing at least one of:

(a) authentication associated with financial transactions executed within banking systems;
(b) controlling access, for example personnel access, by way of tags or similar portable identifiers authenticating
within a system operable according to the method.

[0021] According to a third aspect of the invention, there is provided software on a data carrier executable on computing
hardware to implement the method according to the first aspect of the invention.
[0022] According to a fourth aspect of the invention, there is provided a smart card or tag for undertaking authentication
in an authentication system, the system being arranged to be operable according to a method according to the first
aspect of the invention.
[0023] It will be appreciated that features of the invention are susceptible to being combined in any combination without
departing from the scope of the invention.

DESCRIPTION OF THE DIAGRAMS

[0024] Embodiments of the invention will now be described, by way of example only, with reference to the following
diagrams wherein:

Figure 1 is an illustration of a system being established for implementing a method of authentication according to
the present invention;
Figure 2 is a depiction of communication exchange in a private authentication protocol in which a proving device p2
authenticates to a verifying device p1; and
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Figure 3 is a depiction of communication exchange in a mutual authentication protocol between the devices p2 and p1.

DESCRIPTION OF EMBODIMENTS OF THE INVENTION

[0025] In the present invention, the inventors have devised an authentication protocol operable to provide privacy and
protection against eavesdropping without complications associated with utilizing public key cryptography. Moreover, the
devised protocol is capable in use of providing more flexibility than purely symmetrical key-based approaches. The
inventors’ authentication protocol is based on a scheme proposed by Rolf Blom in a scientific paper "Non-public key
distribution" published in Advances in Cryptography, Proceedings of Crypto ’82, pp. 231-236, 1983; disclosure in R.
Blom’s scientific paper is herewith incorporated by reference for purposes of elucidating the present invention.
[0026] An embodiment of the present invention implemented as a system will be described with reference to Figure
1. The system comprises a third party denoted by TTP which chooses a symmetrical matrix T having a size (n+1) rows
by (n+1) columns; the matrix T has element entries denoted by tij wherein an index i denotes matrix column and an index
j denotes matrix row. For the matrix T to exhibit symmetry, the element entries are implemented such that tij = tji. The
entries tij of this matrix T thereby form coefficients of an n-th degree polynomial denoted by P(x, y) which is defined by
Equation 1 (Eq. 1): 

[0027] On account of the matrix T being symmetrical, it follows therefrom that the polynomials P(x, y) = P(y, x) for all
x and y in a field of values GF(2k). The trusted third party TTP issues to each device i included within the system an
identity value pi and a corresponding private projected polynomial denoted by Ppi (y). This private projected polynomial
Ppi (y) is generated by the third party TTP by assigning a first argument of polynomial P(x, y) to be equal to a devices’
identity value pi as described by Equation 2 (Eq. 2): 

[0028] From Equation 1, it follows that the symmetry of the matrix T and the resulting symmetry of the polynomial P(x,
y), Equation 3 (Eq. 3) pertains for all values of the identity values pi, pj such that pi, pj ∈ GF(2k) : 

[0029] Thus, the aforesaid system operates by each device obtaining from the third party TTP a projected polynomial
P corresponding to its identity value pi, this polynomial P being communicated as (n+1) coefficients gj

(pi) which are
securely stored in the device. These coefficients are generated by the third party TTP according to Equation 4 (Eq. 4): 

[0030] The projected polynomial Ppi(y) of a given device having an identity value pi can thus be expressed by Equation
5 (Eq. 5): 

[0031] Distribution of polynomial coefficients from the trusted third party TTP to individual devices is depicted in Figure
1 wherein the aforesaid system is indicated generally by 10, the trusted third party TTP is denoted by 20, and one of
the devices having an allocated identity i=4 is denoted by 30. In Figure 1, there are five devices shown although the
system 10 is assumed to include d devices where d is an integer of unity value or greater. The integer d does not need
to be numerically equal to aforesaid parameter n. For reducing storage and processing power required in the system
10, it is desirable to arrange for n < d and assume that widespread collusion of devices within the system 10 does not
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occur in operation.
[0032] Having described in the foregoing a manner in which the polynomials P are generated by the third party TTP
20 and allocated to the devices, for example the device 30, operation of the system 10 for providing verification of
authenticity will next be elucidated.
[0033] The devices in the system 10 are optionally operable to function as provers and verifiers; for example, a device
with identity p2 is capable of authenticating itself as a prover to a device with identity pi operable as a verifier. In a practical
application of the present invention, the device operable as a verifier can be implemented as a tag reader at an entrance
door of a high-security building. Moreover, in practice, there will then be multiple provers, for example implemented as
user-wearable miniature RFID tags desirous of gaining entry into the high-security building. The verifier, for example
the aforesaid tag reader, has a Configuration Table (CT) of length m stored therein. This Configuration Table comprises
identity values pi of provers that can be authenticated and thereby allowed access. Optionally, the Configuration Table
(CT) can be publicly accessible, namely it does not need to be maintained secret or confidential.
[0034] In the system 10, the Configuration Table is only susceptible to being updated by a system administrator.
Optionally, the administrator is an owner of the verifier. In amending the Configuration Table, the administrator is operable
to add identity values of provers to this Table (CT) in order to grant them access. In contradistinction to known symmetrical
key arrangement, the present invention is distinguished in that no new shared key needs be established between a
prover and a corresponding verifier when the prover is added to the Table (CT). Such a benefit arises because the
system 10 involves providing the prover and verifier beforehand with corresponding private polynomials Pp2(y) and Pp1(y)
respectively.
[0035] Operation of the system 10 will now be described in a scenario when the prover (PR) notifies its presence to
the verifier (VE) by sending out a "hello" message 100 received by the verifier, namely a first invocation message as
depicted in Figure 2. The verifier VE then generates a random challenge e denoted by 110, after which the verifier VE
sends the challenge e to the prover PR together with its identity value p1. Next, the prover PR evaluates a corresponding
polynomial Pp2(y) therein by equating y = p1 resulting in generation of a secret key K denoted by 120 according to
Equation 6 (Eq. 6): 

[0036] Next, the prover PR then uses this key K 120 to encrypt the challenge e 110 received thereat. The prover PR
thereby generates a response A denoted by 130, the response 130 A being described by Equation 7 (Eq. 7): 

where a symbol E denotes an encryption operation, the response being then sent back to the verifier VE. Finally, as
denoted by 140, the verifier VE checks for all the identity values in its Configuration Table (CT) to determine whether or
not the received response A is a valid response. The verifier VE thereby for each identity pi in the Table (CT) is capable
of constructing a secret key Ki = Pp1(pi) and encrypting the challenge e using the key Ki. If the verifier VE find a match
for one of the pi values in its Configuration Table (CT), namely E{Ki}(e) == A, the identity corresponding to the value pi
is authenticated. In this example, the verifier VE will find a match for the identity having a value p2; such matching follows
from K = K2 on account of Pp2(p1) = Pp1(p2).
[0037] Thus, in Figure 2, there is presented a private authentication protocol in which a device having an identity p2,
namely the prover PR, authenticated to a device having an identity p1, namely the verifier VE. The verifier VE includes
the Configuration Table (CT) containing the identities of sets of devices susceptible to being authenticated.
[0038] The protocol depicted in Figure 2 is such that an eavesdropper can detect the identity of the verifier VE having
an identity value p1 but no identity information regarding the prover PR is susceptible to leaking to the eavesdropper. A
party hostile to the system 10, for example an adversary or hacker, would potentially be able to retrieve a session key
K=Pp2(p1) == Pp1(p2), for example if the encryption cipher of Equation 7 is weak, but would be unable therefrom to
identify the identity p1, thus the system 10 would in such challenged circumstances maintain privacy. Moreover, on
account of employing the random challenge e as in Equation 7, the response A will be different each time an attempt
for authentication purposes in connection with the identifier p2; in consequence, an eavesdropping party is not able to
derive an identification by frequency analysis.
[0039] The prover PR in the aforementioned protocol as depicted in Figures 1 and 2 will be aware that its identity will
be visible to the verifier VE. In practice, the prover optionally does not implement the aforementioned protocol with all
possible verifiers, since they can then all learn the prover’s identity. Potentially, in the system 10, one of the verifiers,
for example if hostile, could track one of the devices within the system 10. In order to try to address such a problem, the
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given prover PR is provided with its own Configuration Table (CT) including the identities of verifier devices VE in the
system 10 with which the given prover PR is prepared to communicate. In this mode of operation wherein the prover
PR also has a Configuration Table (CT), the prover PR will not correspond to a challenge from a verifier that is not on
the prover’s (PR) CT table.
[0040] It will be appreciated that embodiments of the invention described in the foregoing are susceptible to being
modified without departing from the scope of the invention as defined by the accompanying claims.
[0041] Devices in the system 10 are capable of being configured so that they are operable to provide verification and
proving functions concurrently.
[0042] In a first further embodiment of the invention, a symmetrical cipher is employed when mutual authentication is
implemented using the aforementioned protocol. Alternatively, the prover PR is operable to generate its response A by
using a one-way hash function denoted by h(). The response A generated by the prover PR will then be according to
Equation 8 (Eq. 8): 

[0043] Similarly, the verifier VE is operable to check the response A according to Equation 9 (Eq. 9): 

[0044] In a second further embodiment of the invention, instead if encrypting the challenge e with all possible keys K1
= Pp1 (p1) from devices in the Configuration Table (CT), the verifier VE optionally uses these keys Ki to decrypt the
received response A and to check whether or not the decrypted key corresponds to e.
[0045] In a third further embodiment of the invention, instead of the challenge e being chosen randomly, the verifier
VE alternatively employs nonces. Nonces are defined as being unique numbers for one-time use.
[0046] In a fourth further embodiment of the invention, the prover PR can transport a session key r to the verifier VE
by creating a response according to Equation 10 (Eq. 10): 

wherein E denotes an encryption function.
[0047] In Equation 10, both the challenge e and the session key r are encrypted using a key K = Pp2(p1). The session
key r is optionally a random number generated by the prover PR. The verifier VE is operable to find a match with a first
part of the response A in order to identify the prover PR in a manner as described in the foregoing with reference to
Figures 1 and 2. When a match with a given prover PR is found, the Verifier VE is able to decrypt a second part of the
response A by using a key Pp1 (p2) in order to retrieve the session key r value which can then be used as a session key
for further subsequent communications.
[0048] The protocols according to the invention elucidated in the foregoing are capable of being used for achieving
mutual authentication in conjunction with key establishment. Thus, it is preferable in many practical uses of the present
invention to have protocols that provide mutual authentication and produce a mutually authenticated key. Many contem-
porary mutual authentication protocols are based on key transport or key arrangements. All these contemporary protocols
based on symmetrical key techniques assume that a mutual long-term key is available before the protocols are invoked.
In contradistinction to known protocols, the aforementioned protocol according to the invention provides a long-term key
by equating K = Pp2 (p1), namely Equation 6, whilst keeping the identity of the prover PR secret, the aforementioned
protocol according to the invention thereby being extensible to provide a mutually authenticated key.
[0049] In Figure 3, there is shown a communication exchange, namely a protocol, utilizing two random number session
keys r1, r2. These session keys r1, r2 can be used to derive a mutual key, for example by way of h(r1, r2). It is to be noted
that in such a combined protocol that identity of one of the devices involved remains secret whilst the identity of the other
device is revealed. Such a protocol according to the invention is thus known as a half-private mutually authenticated
key establishment protocol.
[0050] The protocol depicted in Figure 3 is similar to a "point-to-point" key transport protocol with associated challenge-
response presented in chapter 12 of a book having title "Handbook of Applied Cryptography" by Menezes et al.; however,
the protocol of Figure 3 differs in that the key K is derived using the aforesaid polynomial scheme described with reference
to Figure 1. On account of the prover PR needing to stay anonymous towards observers or eavesdroppers, the prover
PR does not send its identity over a communication channel, thereby requiring that the verifier VE has to search in its
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list CT to find a matching identity.
[0051] Steps of the protocol depicted in Figure 3 are as provided in Table 1:

[0052] In Figure 3, ALGOR1 and ALGOR2 correspond to first and second algorithm procedures which are provided
in greater details in Tables 2 and 3 respectively.

Table 1:

STEP ACTION

Step 1 The prover PR notifies its presence to the verifier VE by using an "hello" message 300.

Step 2 The verifier VE sends a nonce n1 to the prover PR, together with the verifier’s (VE’s) identity value p1.

Step 3 The prover PR calculates an encryption key K = Pp2(p1) by evaluating its private polynomial P in the point 
y = p1.

Step 4 The key K thereby calculated in step 3 is used by the prover PR to encrypt the retrieved nonce n1 together 
with generating a new nonce n2 and a random number r2. These parameters n1, n2 and r2 are then encrypted 
to generate a response A which is communicated back from the prover PR to the verifier VE.

Step 5 The verifier VE tries to decrypt the response A received thereat using all keys that can be formed from m 
identities in its configuration table CT, namely according to Equation 11 (Eq. 11): 

Step 6 The verifier VE then checks whether or not one of the decryptions results in a previously created nonce n1 
that it has sent in the previous communication step of the protocol. The identity value pi for which a match 
is found is denoted by px. The identity px is thereby authenticated.

Step 7 The verifier VE then proceeds to generate an encrypted packet containing values n’2, n1 r1 wherein n’2 is 
the nonce retrieved from the response A, n1 is a nonce as described in the foregoing, and r1 is a newly 
generated random number; from these parameters, the verifier VE generates an encrypted packet of data 
to send back to the prover PR.

Step 8 The prover PR finally decrypts the encrypted packet received thereat using the key K and then checks 
whether or not the decrypted packet includes its own nonce n2 and the nonce n1 that it received earlier.

Step 9 The prover PR knows values for the parameters r2 and r’1. Likewise, the verifier VE knows values for the 
parameters r1 and r’2. Authentication is successful when r1’ = = r1 and r2’ = = r2. These keys can be combined 
to derive session keys to encrypt and MAC further communications. MAC is an abbreviation for "Message 
Authentication Code".

Table 2:

For j = 1..m

n’1, n’2, r’2 = D{Pp1[CT(j)]}(A)
if n’1 = = n1

px = CT(j)
end

end
random: r1

B = E{Pp1(px)}(n’2, n1, r1)

Table 3:

n"2, n"1, r’1 = D{Pp2(p1)}(b)

Check that n"2 = = n2

Check that n"1 = = n1
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[0053] In operation, it is important that the verifier VE does not stop the protocol elucidated in Table 1 with reference
to Figure 3 if the verifier VE is unable to find an identity in its Configuration Table (CT) that matches with the received
response A. Namely, in an event that the verifier VE halts the protocol of Table 1, an observer is potentially capable of
learning that the prover PR attempting to authenticate is not an entity listed in the Table (CT); it will be, of course,
appreciated from the foregoing that the Table (CT) is publicly accessible. The protocol of Table 1 is therefore optionally
further refined in such a situation so that the verifier VE creates a decoy message B in the event of it being unable to
find a match; the observer is then potentially unable to distinguish the decoy message B from a genuine message B.
The decoy message is constructed depending upon a particular form of encryption utilized in implementing the protocol
described in Table 1.
[0054] The method of authentication based on polynomials described in the foregoing and illustrated in Figure 1
regarding establishment of identities and in Figures 2 and 3 regarding protocol once identities have been established
are susceptible to being applied in a wide range of practical applications. Such practical applications include:

(a) tag readers: for example personnel access tags in high security establishments, in prisons; use of the invention
with radio frequency identification RFID is especially pertinent;
(b) in communication systems where secure and authenticated communication channels are required: for example
in banking systems, in health care systems where personal health records need to be stored and communicated in
a secure manner; and
(c) in anti-counterfeiting measures: for example where electronic tags are attached to products conforming to the
present invention, said electronic tags being electronically interrogated, for example, at import/customs to check for
counterfeit wares.

[0055] In the accompanying claims, numerals and other symbols included within brackets are included to assist un-
derstanding of the claims and are not intended to limit the scope of the claims in any way.
[0056] Expressions such as "comprise", "include", "incorporate", "contain", "is" and "have" are to be construed in a
non-exclusive manner when interpreting the description and its associated claims, namely construed to allow for other
items or components which are not explicitly defined also to be present. Reference to the singular is also to be construed
to be a reference to the plural and vice versa.

Claims

1. A method of authentication based on polynomials for a system (10) comprising a plurality of devices (30) operable
to mutually communicate, said method comprising steps of:

(a) providing (20) each of said plurality of devices (30) with a corresponding identity value (pi: i = 1, n) together
with an associated polynomial (P) for generating a polynomial key;
(b) arranging for the plurality of devices (30) to include a verifier device (p1) and a prover device (p2);
(c) arranging for the prover device (p2) to notify its existence to the verifier device (p1);
(d) arranging for the verifier device (p1) to issue a first challenge to the prover device (p2) to encrypt a nonce
using the prover (p2) device’s polynomial (P) key and communicate the encrypted nonce as a response back
to the verifier device (p1);
(e) arranging for the verifier device (p1) to receive the encrypted nonce as the response from the prover device
(p2) and:

(i) to encrypt the first challenge using the polynomial keys generated from a set of stored device identities; or
(ii) to decrypt the response received from the prover device (p2) using the polynomial keys;
until said verifier device (p1) identifies a match for said response, said match being indicative of authenti-
cation.

2. A method as claimed in Claim 1, wherein issuance of the identity values (pi) and associated polynomials is undertaken
via a trusted third party (20).

(continued)

D{k}(c) denotes decryption of cipher-text c using a key k; and
E{k}(m) denotes encryption of a message m using a key k.
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3. A method as claimed in Claim 1, including a further step of applying said method of authentication in general mutual
authenticated key establishment protocols in said system for providing mutual authentication for said plurality of
devices, said mutual protocols providing privacy to at least one of said plurality of devices.

4. A method as claimed in Claim 1, wherein a random value is additionally created by the prover device and encrypted
together with the response from the verifier device for sending back to the verifier device, said random value being
operable to function as a session key.

5. A method as claimed in Claim 1, wherein the first challenge from the verifier device (p1) to the prover device (p2) is
implemented such that the nonce is a random number.

6. A method as claimed in Claim 1, said method further including a step of configuring the system so that said plurality
of devices includes multiple prover devices and multiple verifier devices, said multiple prover devices including a
subset of prover devices operable to authenticate to a particular verifier device of the multiple verifier devices.

7. A method as claimed in Claim 1, wherein said prover devices are implemented as smart cards or tags enabling
access to services related to and/or coupled to a given verifier device.

8. A method as claimed in Claim 1, wherein the prover device is operable to apply a hash function or keyed hash
function to create a response to the first challenge from the verifier device.

9. A system operable according to the method as claimed in Claim 1.

10. A system as claimed in Claim 9, the system being adapted for providing at least one of:

(a) authentication associated with financial transactions executed within banking systems;
(b) controlling access, for example personnel access, by way of tags or similar portable identifiers authenticating
within a system operable according to the method.

11. Software on a data carrier executable on computing hardware to implement the method as claimed in Claim 1.

12. A smart card or tag for undertaking authentication in an authentication system, the system being arranged to be
operable according to a method as claimed in Claim 1.

Patentansprüche

1. Polynombasiertes Authentifizierungsverfahren für ein System (10) mit einer Mehrzahl von Geräten (30), die so
eingerichtet sind, dass sie untereinander kommunizieren, wobei das Verfahren die folgenden Schritte umfasst,
wonach:

(a) jedes der Mehrzahl von Geräten (30) mit einem entsprechenden Identitätswert (pi: i = 1, n) zusammen mit
einem zugeordneten Polynom (P) zur Erzeugung eines Polynomschlüssels versehen (20) wird;
(b) veranlasst wird, dass die Mehrzahl von Geräten (30) eine Verifier-Einrichtung (p1) und eine Prover-Einrich-
tung (p2) umfasst;
(c) veranlasst wird, dass die Prover-Einrichtung (p2) der Verifier-Einrichtung (p1) ihr Vorhandensein mitteilt;
(d) veranlasst wird, dass die Verifier-Einrichtung (p1) an die Prover-Einrichtung (p2) eine erste Aufforderung
ausgibt, eine Nonce unter Verwendung des Polynomschlüssels (P) der Prover-Einrichtung (p2) zu verschlüsseln
und die verschlüsselte Nonce als eine Antwort zurück zu der Verifier-Einrichtung (p1) zu übertragen;
(e) veranlasst wird, dass die Verifier-Einrichtung (p1) die verschlüsselte Nonce als die Antwort von der Prover-
Einrichtung (p2) empfängt und

(i) die erste Aufforderung unter Verwendung der aus einem Satz gespeicherter Geräteidentitäten erzeugten
Polynomschlüssel verschlüsselt wird; oder
(ii) die von der Prover-Einrichtung (p2) empfangene Antwort unter Verwendung der Polynomschlüssel ent-
schlüsselt wird;
bis die Verifier-Einrichtung (p1) eine Übereinstimmung für die Antwort identifiziert, wobei die Übereinstim-
mung auf eine Authentifizierung schließen lässt.
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2. Verfahren nach Anspruch 1, wobei die Ausgabe der Identitätswerte (pi) und zugeordneten Polynomen über einen
zuverlässigen dritten Beteiligten (20) vorgenommen wird.

3. Verfahren nach Anspruch 1, das einen weiteren Schritt umfasst, wonach das Authentifizierungsverfahren in allge-
meinen, gegenseitigen authentischen Schlüsselvereinbarungsprotokollen in dem System angewandt wird, um für
die Mehrzahl von Geräten eine gegenseitige Authentifizierung vorzusehen, wobei die gegenseitigen Protokolle
mindestens einem der Mehrzahl von Geräten eine Privatsphäre ermöglichen.

4. Verfahren nach Anspruch 1, wobei von der Prover-Einrichtung zusätzlich ein Zufallswert erzeugt und zusammen
mit der Antwort von der Verifier-Einrichtung zur Rückübertragung zu der Verifier-Einrichtung verschlüsselt wird,
wobei der Zufallswert so vorgesehen wird, dass er als ein Session-Schlüssel fungiert.

5. Verfahren nach Anspruch 1, wobei die erste Aufforderung von der Verifier-Einrichtung (p1) zu der Prover-Einrichtung
(p2) so realisiert wird, dass die Nonce eine Zufallszahl ist.

6. Verfahren nach Anspruch 1, wobei das Verfahren weiterhin einen Schritt umfasst, wonach das System so konfiguriert
wird, dass die Mehrzahl von Geräten mehrere Prover-Einrichtungen und mehrere Verifier-Einrichtungen enthält,
wobei die mehreren, eine Teilmenge von Prover-Einrichtungen enthaltenden Prover-Einrichtungen so eingerichtet
sind, dass sie sich bei einer bestimmten Verifier-Einrichtung der mehreren Verifier-Einrichtungen authentifizieren.

7. Verfahren nach Anspruch 1, wobei die Prover-Einrichtungen als Chipkarten oder Tags ausgeführt sind, welche
einen Zugang zu Diensten ermöglichen, die auf eine vorgegebene Verifier-Einrichtung bezogen und/oder mit dieser
gekoppelt sind.

8. Verfahren nach Anspruch 1, wobei die Prover-Einrichtung so eingerichtet ist, dass sie eine Hash-Funktion oder
verschlüsselte Hash-Funktion anwendet, um eine Antwort auf die erste Aufforderung von der Verifier-Einrichtung
zu erzeugen.

9. System, das gemäß dem Verfahren nach Anspruch 1 arbeitet.

10. System nach Anspruch 9, wobei das System so eingerichtet ist, dass es mindestens eine der folgenden vorsieht:

(a) Authentifizierung, die innerhalb von Banksystemen ausgeführten finanziellen Transaktionen zugeordnet ist;
(b) Zugriffssteuerung, beispielsweise Personalzugriff, mit Hilfe von Tags oder ähnlichen portablen Identifizierern
zur Authentifizierung innerhalb eines gemäß dem Verfahren arbeitenden Systems.

11. Software auf einem Datenträger, die zur Implementierung des Verfahrens nach Anspruch 1 auf Computer-Hardware
ausführbar ist.

12. Chipkarte oder Tag zur Durchführung einer Authentifizierung in einem Authentifizierungssystem, wobei das System
so eingerichtet ist, dass es gemäß einem Verfahren nach Anspruch 1 arbeitet.

Revendications

1. Procédé d’authentification fondé sur des polynômes pour un système (10) comprenant une pluralité de dispositifs
(30) utilisables pour mutuellement communiquer, ledit procédé comprenant les étapes de :

(a) la fourniture (20), à chacun parmi ladite pluralité de dispositifs (30), d’une valeur d’identité correspondante
(pi : i = 1, n) conjointement avec un polynôme associé (P) pour générer une clef polynômiale ;
(b) la prise de dispositions pour que la pluralité de dispositifs (30) incluent un dispositif de vérification (p1) et
un dispositif de preuve (p2) ;
(c) la prise de dispositions pour que le dispositif de preuve (p2) notifie son existence au dispositif de vérification
(p1) ;
(d) la prise de dispositions pour que le dispositif de vérification (p1) émette un premier défi au dispositif de
preuve (p2) de chiffrer un nonce en utilisant la clef du polynôme (P) du dispositif de preuve (p2) et de communiquer
le nonce chiffré en tant que réponse de retour au dispositif de vérification (p1) ;
(e) la prise de dispositions pour que le dispositif de vérification (p1) reçoive le nonce chiffré en tant que réponse
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à partir du dispositif de preuve (p2) et :

(i) le chiffrement du premier défi en utilisant les clefs polynômiales générées à partir d’un jeu d’identités de
dispositif stockés ; ou
(ii) le déchiffrement de la réponse reçue à partir du dispositif de preuve (p2) en utilisant les clefs polynômiales ;
jusqu’à ce que ledit dispositif de vérification (p1) identifie une correspondance pour ladite réponse, ladite
correspondance étant indicative d’authentification.

2. Procédé selon la revendication 1, dans lequel l’émission des valeurs d’identité (pi) et polynômes associés est
entreprise par l’intermédiaire d’un tiers parti de confiance (20).

3. Procédé selon la revendication 1, incluant une étape supplémentaire de l’application dudit procédé d’authentification
dans des protocoles d’établissement de clef authentifiée mutuels généraux dans ledit système pour fournir une
authentification mutuelle pour ladite pluralité de dispositifs, lesdits protocoles mutuels fournissant une confidentialité
à au moins l’un parmi ladite pluralité de dispositifs.

4. Procédé selon la revendication 1, dans lequel une valeur aléatoire est créée en plus par le dispositif de preuve et
chiffrée conjointement avec la réponse à partir du dispositif de vérification pour le renvoi au dispositif de vérification,
ladite valeur aléatoire étant utilisable pour servir de clef de session.

5. Procédé selon la revendication 1, dans lequel le premier défi à partir du dispositif de vérification (p1) au dispositif
de preuve (p2) est implémenté de telle sorte que le nonce soit un nombre aléatoire.

6. Procédé selon la revendication 1, ledit procédé incluant en outre une étape de la configuration du système pour
que ladite pluralité de dispositifs inclue de multiples dispositifs de preuve et de multiples dispositifs de vérification,
lesdits multiples dispositifs de preuve incluant un sous-jeu de dispositifs de preuve utilisables pour authentifier
auprès d’un dispositif de vérification particulier parmi les multiples dispositifs de vérification.

7. Procédé selon la revendication 1, dans lequel lesdits dispositifs de preuve sont implémentés sous forme de cartes
ou d’étiquettes intelligentes permettant l’accès à des services connexes à et/ou couplés à un dispositif de vérification
donné.

8. Procédé selon la revendication 1, dans lequel le dispositif de preuve est utilisable pour appliquer une fonction de
hachage ou fonction de hachage par clef pour créer une réponse au premier défi à partir du dispositif de vérification.

9. Système utilisable selon le procédé selon la revendication 1.

10. Système selon la revendication 9, le système étant adapté pour fournir au moins l’un parmi :

(a) une authentification associée à des transactions financières exécutées au sein de systèmes bancaires ;
(b) un contrôle d’accès, par exemple accès de personnel, par l’intermédiaire d’étiquettes ou d’identifiant portatifs
similaires, authentifiant au sein d’un système utilisable selon le procédé.

11. Logiciel sur un support de données exécutable sur un matériel informatique pour implémenter le procédé selon la
revendication 1.

12. Carte ou étiquette intelligente pour entreprendre une authentification dans un système d’authentification, le système
étant agencé pour être utilisable selon un procédé selon la revendication 1.
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