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(54) METHOD FOR FACILITATING COMMUNICATION BETWEEN NODES BELONGING TO 
DIFFERENT WIRELESS NETWORKS

(57) An approach is described herein for establishing
communication between a first node in a first wireless
network and nodes of another wireless network. A meth-
od of achieving this comprises providing, at the first node,
an interface for interfacing with an external network fa-
cility, the external network facility comprising a topology
discovery module. A neighbourhood information mes-
sage is then submitted from the first node to the topology
discovery module. The neighbourhood information mes-
sage provides an indication of nodes in the first wireless
network with which the first node is currently able to com-

municate. The topology discovery module is configured
to compute the topology of networks to which respective
nodes belong based on neighbourhood information mes-
sages received by the topology discovery module from
those nodes. The first node then receives information
sent from the external network facility for setting up a
communication pathway between the first node and
nodes of a second wireless network. The second wireless
network is identified by the topology discovery module
as having a different network topology from the first wire-
less network.
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Description

FIELD

[0001] Embodiments described herein relate generally to methods and systems for facilitating communication between
nodes belonging to different wireless networks.

BACKGROUND

[0002] Wireless networks enable groups of nodes (users) to communicate when they are within direct radio range of
one another or over somewhat longer ranges by multi-hopping through other nodes. Wireless ad-hoc networks are a
particular, decentralized type of wireless network. They are referred to as "ad-hoc" because they do not rely on pre-
existing infrastructure, such as routers in wired networks or access points in managed (infrastructure) wireless networks.
Instead, each node participates in routing by forwarding data for other nodes, so the determination of which nodes
forward data is made dynamically on the basis of network connectivity.
[0003] An issue encountered with ad hoc networks is the mobility of the nodes, which can lead to frequent and
unpredictable topology changes in the network(s). For example, different ad-hoc networks may merge together to form
a single network, or an individual ad-hoc network may be partitioned into two or more such networks; typically, such
partitioning occurs when users become disconnected from other users within the group through physical barriers and
distance. A further challenge to mobile ad hoc networks is the resolution of duplicate assigned addresses when two or
more partitions merge together.
[0004] It follows that it is desirable to provide ways of managing connectivity between wireless ad-hoc networks.

BRIEF DESCRIPTION OF FIGURES

[0005] Embodiments of the invention will now be described by way of example with reference to the accompanying
drawings in which:

Figure 1 shows a schematic of a network architecture for use in implementing a method in accordance with an
embodiment described herein;

Figure 2 shows a schematic of Cloud-hosted Functions that interact with Gateway Functions hosted on a network
node in an embodiment described herein;

Figure 3 shows a schematic of a functional architecture for use in implementing a method in accordance with an
embodiment described herein;

Figure 4 shows examples of ad-hoc networks having a network depth of 3;

Figure 5 shows an example in which the assigned address of a node in a first ad-hoc network is altered in order to
avoid duplication with a node in a second ad-hoc network, in accordance with an embodiment described herein;

Figure 6 shows an example in which the address of a node in a first ad-hoc network is altered in order to avoid
duplication with a node in a second ad-hoc network, in accordance with another embodiment described herein;

Figure 7 shows an example in which the address of a node in a first ad-hoc network is altered in order to avoid
duplication with a node in a second ad-hoc network, in accordance with another embodiment described herein;

Figure 8 shows an example in which two nodes present in the same ad-hoc network each receive neighbourhood
information messages from one another and are able to identify each other as belonging to the same ad-hoc network;

Figure 9 shows an example of two ad-hoc networks having the same topology and node addresses as one another,
whereby it is not possible to distinguish which one of the two networks a particular neighbourhood information
message originates;

Figure 10 shows an example of how the number of different topologies a network may have scales with the number
of nodes in the network;
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Figure 11 shows an example of how the probability that two ad-hoc networks having the same topology will form
simultaneously varies with the number of nodes in those networks;

Figure 12 shows an example of bridging ad-hoc networks belonging to different missions, in accordance with an
embodiment described herein.

Figure 13 shows an example of an algorithm for implementing a method according to an embodiment described
herein;

Figure 14 shows an example of how a node in a first ad-hoc network may be selected to act as a gateway for
communicating with nodes in other ad-hoc networks by considering the connectivity of respective nodes within the
first ad-hoc network;

Figure 15 shows examples of how voice / data handling may be implemented following the merging of two ad-hoc
networks, according to an embodiment described herein;

Figure 16 shows an example of a wireless communication device for putting an embodiment described herein into
effect; and

Figure 17 shows an example of a cloud based server device for putting an embodiment described herein into effect.

DETAILED DESCRIPTION

[0006] An embodiment provides a method for establishing communication between a first node in a first wireless
network and nodes of another wireless network, the method comprising:

providing, at the first node, an interface for interfacing with an external network facility, the external network facility
comprising a topology discovery module;
submitting a neighbourhood information message from the first node to the topology discovery module, wherein the
neighbourhood information message provides an indication of nodes in the first wireless network with which the first
node is currently able to communicate, the topology discovery module being configured to compute the topology of
networks to which respective nodes belong based on neighbourhood information messages received by the topology
discovery module from those nodes;
receiving at the first node, information sent from the external network facility for setting up a communication pathway
between the first node and nodes of a second wireless network, the second wireless network being identified by
the topology discovery module as having a different network topology from the first wireless network.

[0007] Another embodiment provides a method for facilitating communication between nodes belonging to different
wireless networks, the method comprising:

i) receiving neighbourhood information messages sent from respective network nodes, wherein each received neigh-
bourhood information message provides an indication of other nodes with which the node that sent the message is
currently able to communicate;
ii) for each node from which a neighbourhood message is received, using the received neighbourhood messages
to compute the topology of a network to which that node belongs;
iii) determining, based on the computed network topologies, whether respective ones of the nodes belong to separate
networks from one another;

wherein in the event that it is determined that respective ones of the nodes belong to separate networks, the method
further comprises:

iv) identifying within each one of the separate networks a node to serve as a gateway node for bridging communication
between the separate networks; and
v) providing a pathway through an external network which the gateway nodes can communicate with one another.

[0008] Another embodiment provides a communication device operable to act as a node in a first wireless network,
the communication device comprising:
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a topology discovery facility interface module operable to:

establish an interface for interfacing with an externally provided topology discovery facility,
submit a neighbourhood information message to the topology discovery facility, wherein the neighbourhood
information message provides an indication of the other nodes in the first network with which the communication
device is currently able to communicate, the topology discovery module being configured to compute the topology
of networks to which respective nodes belong based on neighbourhood information messages received by the
topology discovery module from those nodes;
receive an indication of a second communication device identified by the topology discovery module as being
one with which the communication device is currently unable to communicate, the second communication device
being identified by the topology discovery facility as belonging to a network having a different network topology
from the first wireless network; and
receive information for setting up a communication pathway between the communication device and the second
communication device.

[0009] Embodiments described herein seek to identify and provide on-demand connectivity for partitioned/disjoint ad-
hoc networks. In comparison to conventional methods of bridging networks, the embodiments described herein do not
rely on any specific addressing scheme or routing protocol but detect partitioning with the help of an external system,
utilising information exchanged between neighbouring nodes in order to bridge the networks automatically. The external
system may, for example, comprise an external connectivity network, and a cloud infrastructure, with cloud functions
hosted in platform/s at an operation centre(s).
[0010] The described embodiments work at the control and management layers irrespective of the specific networking
technology connecting partitioned/disjoint ad-hoc networks. By doing so, it is possible to place the required functions
on the external system making it possible to manage and offer connectivity services at large scale.
[0011] In addition to extending reachability of ad-hoc networks, embodiments described herein can also provide means
for detecting duplicate addresses between ad-hoc networks, specifying the gateway functionality and using a reliable
Publish/Subscribe (Pub/Sub) model in order to have a unified approach for handling both control and data plane infor-
mation exchanged between the external system and ad-hoc network nodes. Embodiments described herein can also
provide means for multiplexing multiple missions using an external network by addressing networking issues of mission-
oriented networks with the proposed functional architecture being tailored to the specifics of these ad-hoc networks. A
mission-oriented network can be understood to be an ad-hoc network having dynamic connectivity and network mobility
targeted for a specific mission where the network may be partitioned or merged at time of operation. Such networks
may be intended for public safety, disaster relief missions, law enforcement or military operations, for example.
[0012] Figure 1 shows an example of a group of disjoint ad-hoc networks 1, 2, 3 in which each ad-hoc network
comprises a respective group of nodes capable of relaying data wirelessly between them. In the context of the present
application, the term "node" will be understood to refer to a communication device having capability of transmitting and
/ or receiving data wirelessly between other such devices. The nodes may, for example, comprise PST (Personal Secure
Terminal) nodes.
[0013] The ad-hoc networks 1, 2, 3 are disjoint in the sense that the nodes in one network are not capable of relaying
data directly to nodes in another network. For example, the nodes in ad-hoc network 1 are unable to communicate
directly with nodes in the second ad-hoc network 2. Similarly, nodes in the second ad-hoc network are unable to relay
data directly to nodes in the third ad-hoc network 3. It is possible, for example, that each ad-hoc network is located
outside the communication range of the other two networks.
[0014] In embodiments described herein, the ad-hoc networks 1, 2, 3 can be bridged by making use of opportunistic
communications bearers e.g. 3G/Wi-Fi to forge connections between them. Referring still to Figure 1, the external
connectivity network(s) may utilise centralised bridging functions hosted in a cloud infrastructure, to connect ad-hoc
network nodes/users located in the respective ad-hoc networks. Here, selected nodes 5, 7, 9 in the respective ad-hoc
networks act as gateways to the public/private external network and subsequently to the cloud for relaying control
messages or voice/data among ad-hoc networks. In practice, any available public/private external network can be used
to enable on demand long-range connectivity between the ad-hoc networks by utilising a number of networking and
management functions hosted in the cloud and providing extended node-to-node voice/data communication.
[0015] Figure 2 shows a schematic of functional entities and their interactions and value-added services provided by
the cloud and by the gateway nodes in each ad-hoc network for bridging of the ad-hoc networks. The interactions between
the functional entities is discussed in more detail with reference to Figure 3, which shows a proposed functional archi-
tecture for enabling bridging of two or more ad-hoc networks.
[0016] Referring to Figure 3, the proposed architecture specifies three levels of functions for detecting and merging
partitioned/disjoint ad-hoc networks. The first level (Ad-hoc Net Functions) 31 specifies a set of functions at each ad-
hoc network gateway that together provide control/data plane information services to the cloud and the ad-hoc network.
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The second level (Reliable Pub/Sub control functions) 33 provides publication/ subscription services at both control and
data planes by the cloud. The functions of the second level can be specified as: 1) subscription, filtering and delivery of
control/signalling information 2) Reliable delivery of data. The reliable Pub/Sub model concept has previously been
described in e.g. M. Antikainen, "Reliable Data Delivery for Publish/Subscribe Networks", TKK T-110.5190 Seminar on
Internetworking, May 2010." The third level introduces a set of co-operating functions 35a, 35b to be provided by the
cloud including "Network Control Functions" to assist detecting partition/merging and selecting a gateway for relaying
voice/data and other "value-added functions" required. The functions at this level also include Topology Discovery for
establishing network connectivity.
[0017] It will be understood that, in the context of the present application, the "cloud" refers to software, platforms and
infrastructure that are accessible remotely through a network that is external to the individual ad-hoc networks; the
Network Control Functions discussed above may, for example, be hosted on a server or group of servers connected
through a communication network such as the Internet, an intranet, a local area network (LAN) or wide area network
(WAN), where those server(s) are located at remote locations from the actual nodes in the ad-hoc networks.
[0018] A method by which the architecture shown in Figure 3 can be used to provide connectivity between disjoint ad-
hoc networks will now be described, with reference also to Figures 4 to 6.
[0019] In the presently described method, each node in an ad-hoc network needs to maintain a full network picture in
terms of its own and others nodes’ connectivity. In order to do so, the nodes in each (disjoint) ad-hoc network transmit
and receive Hello messages to /from their respective neighbouring nodes. The Hello messages contain an indication of
which other nodes are located one or more hops away. Hello messages may be exchanged between nodes periodically
(e.g., every 2-sec) or at random intervals, in order to keep the network status up-to-date. It is assumed the ad-hoc
network nodes are assigned nodes addresses and the process of duplicate address detection and resolution within each
ad-hoc network will be carried out using the exchanged Hello messages prior to the start of any bridging operation.
[0020] The amount of information each node must store will depend on the network depth. As an example, Figure 4
shows two networks with a maximum network depth of three nodes. In this case, the full network picture can be constructed
if each ad-hoc node keeps a record of nodes located 1-hop away (which will be those from which the node receives
Hello messages) and nodes located 2-hops away, where details of the nodes located 2 hops away will also be included
in the received Hello messages. For extended networks with greater depth, the Hello messages need to include more-
hop neighbours, the ultimate number of which will scale with the network depth. Nodes that belong to the same mission
(whether the network is partitioned/disjoint or not) use a unique mission identifier (Mid).
[0021] The nodes that are capable of connecting to an external network (referred to herein as potential gateway nodes
PGWs) use the Hello messages they have received to formulate Neilnfo messages, which they then transmit to that
external network. In essence, a Neilnfo message provides a summary of the network neighbourhood environment of
the PGW sending the message. As an example, the message format of a Neilnfo message sent from a PGW in a network
with a depth of three may be: {Mission Id (Mid), PGW node address, 1-hop neighbours list, 2-hop neighbours list; DA
detected}. (Here, the term "DA" defines a "duplicate address"; as discussed in more detail below, the Neilnfo may include
an indication of whether a node in another one of the ad-hoc networks is detected as having the same address as the
node sending the present Neilnfo message).
[0022] It should be noted that the exchange of NeiInfo messages is not analogous to sending Hello messages; the
Hello messages convey that the nodes exchanging messages are neighbours in the network. The Neilnfo, in contrast,
does not convey that the gateways exchanging the Neilnfo are necessarily neighbours. Any node in the ad-hoc network,
which has the capability of external network connectivity can be viewed as a Potential Gateway (PGW) and can pass
Neilnfo to the cloud for ad-hoc network topology discovery.
[0023] The PGWs create and pass Neilnfo messages to the Topology Discovery module in the cloud, via the Pub/Sub
Control Functions. The Topology Discovery module will use the information in the Neilnfo messages to compute a
network topology graph. Before the Topology Discovery module does so, however, any duplication of node addresses
in the ad-hoc network must be accounted for. To facilitate the alteration of duplicate addresses, the Pub/Sub Notification
Service forwards each Neilnfo message it receives from a respective PGW to the other PGWs with which it is in contact,
thereby allowing those PGWs having the same Mid to determine if a node in their respective ad-hoc network shares the
same address as a node in one of the other ad-hoc networks. Upon detecting a duplicate address in its respective
network, a PGW will request the relevant node to change the its address, this information being included in the next
Hello message targeted for the node in question. When changing its address, each node should avoid using an address
that is already known, based on the local information available at that node. In order not to flood the network with
"duplicate address messages", duplicate address messages with the same repeated duplicate address can be removed
by any receiving node. Duplicate address messages triggered by multiple PGWs can be removed by the target node
(or the originator PGW) to prevent a loop from occurring.
[0024] The process of detecting and altering duplicate network node address can be explained with reference to Figure
5. Figure 5A shows a first example of two disjoint ad-hoc networks that are willing to merge by communicating via the
cloud. The PGWs in each network exchange Neilnfo messages between them via the cloud. In this case, the PGWs
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that transmit the Neilnfo messages themselves share duplicate addresses, this being detected upon receipt of one
another’s Neilnfo messages. Following this, the address of at least one of those PGWs is changed to avoid duplication
(see Figure 5B).
[0025] Figure 6A shows another example of two disjoint ad-hoc networks that seek to merge. As before, the PGWs
in each network exchange Neilnfo messages between them via the cloud. As a result, node 2 in ad-hoc network 1 is
able to deduce that the node 4 in its network shares the same address as the PGW in ad-hoc network 2. The PGW
(node 2 in Network 1) issues a duplicate address detected (DAD) message to the node 4 in its own network to change
its address. Node 4 in ad-hoc network 1 changes its address (Figure 6B). Node 4 in ad-hoc network 2 may also change
its address depending on information received via Neilnfo from ad-hoc network 1.
[0026] Figure 7A shows another example of two disjoint ad-hoc networks that seek to merge. Again, the PGWs in
each network exchange Neilnfo messages between them via the cloud. As a result, node 2 in ad-hoc network 1 is able
to deduce that the node 5, which is located 2 hops away in its respective network, shares the same address as a node
that is located 1 hop away from the PGW (node 6) in the other ad-hoc network 2. The PGW in ad-hoc network 1 (node
2) issues a duplicate address detected (DAD) message to the node 5 in its own network to change its address. Node 5
in ad-hoc network 1 in turn changes its address (Figure 7B). Node 5 in ad-hoc network 2 may also change its address
depending on information received via NeiInfo from ad-hoc network 1.
[0027] Figure 8 shows an example in which a single ad-hoc network 1 has two nodes (nodes 2 and 4) that are both
capable of acting as PGWs with the cloud. In this example, the content of the Neilnfo message that is sent from each
PGW will be the same, since it reflects the topology of the same single network. In turn, the two PGWs will also receive
identical Neilnfo messages from the cloud. In this instance, each PGW is able to deduce that the other PGW that sent
the Neilnfo message is in the same ad-hoc network, because the information contained in the Neilnfo message will be
identical to the information contained in the Hello message that the node receives from the other nodes in the network.
[0028] It is possible that a situation will arise where two ad-hoc networks that seek to merge have the exact same
network topology and node addresses. An example is shown in Figure 9. Here, the ad-hoc network 1 and ad-hoc network
2 both have respective nodes 4 that act as PGWs to the cloud and which send Neilnfo via the cloud to one another.
Since the network topology is the same in both ad-hoc networks, the Neilnfo that the two PGW nodes receive from the
cloud will match the information contained in the Hello messages that they receive from the other nodes in their own
network. It follows that the nodes 4 will be unable to determine whether the Neilnfo messages that they are receiving
from the cloud originate from another node in the same ad-hoc network, or if they originate from a node in a different
ad-hoc network that has the exact same network topology as their own ad-hoc network. In such a scenario, no action
will be taken to detect DAD or merge the two networks unless a change in node addresses or connectivity occur in one
of the ad-hoc networks.
[0029] Whilst the above scenario may pose problems in dealing with duplicate node addresses in the two networks,
it can be shown that the chances of there being two networks that share the exact same topology and addresses are
vanishingly small, particularly as the number of nodes in the respective networks increases, so that this scenario can
be safely ignored for the purpose of the present application. The probability of there being two identical disjoint networks
to bridge can be explored with reference to Figures 10 and 11, as follows.
[0030] First, it will be noted that the joint probability P(A, B) of two events (A, B) occurring simultaneously is the product
of the probabilities of each event occurring by itself i.e. 

[0031] The probability of a network having a particular topology and group of addresses can be calculated as: 

[0032] If we assume there to be 64 possible addresses, then we can write: 

where n is the number of nodes and k is the number of possible topologies. Figure 10 shows how the number of different
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possible topologies scales with the number of nodes in the network. As shown in Figure 10, it can be seen that k = 1, 4
and 39 for networks having 2 nodes, 3 nodes and 4 nodes, respectively.
[0033] Figure 11 shows the probabilities that two networks having the same topology will be formed either simultane-
ously (middle column), or in sequence, one after the other (right hand column). The probabilities are very low, reflecting
the small likelihood that two identical networks will require bridging via the cloud. It is further worth noting that the
calculated figures in Figure 11 do not take into account which node in the respective networks is functioning as the actual
PGW; therefore, the probability that two nodes in separate ad-hoc networks will send and receive identical Neilnfo
messages via the cloud is in reality further reduced beyond that shown in Figure 11.
[0034] In practice, therefore, when a PGW receives Neilnfo messages that match the information contained in the
Hello messages, it will be safe to assume that the PGW from which that NeiInfo originates is another node in the same
ad-hoc network, rather than a node in a separate ad-hoc network that has the exact same network topology.
[0035] Figure 12 shows partitioned ad-hoc networks 61, 63, belonging to a first mission, 65 and disjoint ad-hoc networks
67, 69, belonging to a second mission 71. As shown in Figure 6B, by use of methods herein described, it is possible to
bridge the ad-hoc networks belonging to the multiple missions.
[0036] Referring back to Figure 3, once duplicate addresses have been resolved, the topology discovery entity is able
to use the information it receives in the following round of Neilnfo messages to compute the topology of the (combined)
ad-hoc networks. The Topology Discovery module will only employ Neilnfo messages whose "DA detected" field is zero
in its topology computation. In practice, therefore, at least one round of Neilnfo messages is sent in order for the nodes
to identify and correct any duplicate addresses, and then a second round of Neilnfo messages, in which there are no
duplicate addresses, is sent to the external system to allow the topology discovery module to begin constructing a
network graph that reflects the topology of the respective networks.
[0037] When building the network graph, the Topology Discovery module receives the latest round of Neilnfo messages
and establishes that the information received from the one or more PGWs (e.g., Mid1) are linked to a mission. The
Topology Discovery module uses the Neilnfo messages to compute a Network Graph [V(G), E(G), ψG)], where the
values comprise a non-empty set of V(G) vertices, a set of E(G) of edges, and an incidence ψ(G) function that associates
an edge of G with a pair of vertices of G: 

 

ψG(x1) = v1 v2 i.e., x1 connects v1 and v2 ψG(x2) = v2 v3, and so on.
[0038] The Topology Discovery Module in turn passes this information to the Partition/Merging Detection function,
with each Neilnfo message being stored for further use.
[0039] The Partition/Merging Detection function uses an algorithm to detect any partitioning in the network using the
Network Graph and stores the identified partitions as lists {Vi(H}, Ei(H), ψH}. A graph H is an ordered triple (V(H), E(H),
ψH) where: 

ψG(y1) = va vb i.e., y1 connects va and vb ψG(y2) = vc vd, and so on.
[0040] Each time the algorithm tries to add a new vertex to the V(H) list, a check is made as to whether the node
(vertex) is already in the list V(H) or not. Each time a new round of Neilnfo messages is received at the cloud, the current
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state of the Network Graph {V(G), E(G), ψ(G)} is updated and examined to see if separate lists {Vi(H), Ei(H), ψ(H)} exist,
where each of these separate lists represents a partition i.e. a group of nodes capable of communicating amongst
themselves, but isolated from the other nodes in the original list G. As an example, in the event that the Neilnfo messages
derive from 2 separate, disjoint ad-hoc networks, this will result in there being 2 separate partitions {V1(H), E1(H), ψ(H)}
and {V2(H), E2(H), ψ(H)} in the Network Graph. The Topology Discovery module sends the current list {V(G), E(G),
ψ(G)} to the Partition/Merging Detection function in specific time intervals, which may be constant, for example.
[0041] A non-empty set of {V(H), E(H), ψH} means that the group H is a partition of G. Each time the Partition/Merging
Detection function performs a computation, it compares the results with the previous recorded state in order to retain
states between topology computations. As the network topology might change at any time, the Partition/Merging Detection
function must discover whether the network nodes in a partition are still connected to each other as a single ad-hoc
network unit or not. If there is change in any partitioned network in terms of nodes’ disappearance and disconnectivity,
then the new Partition/Merging Detection computation takes over for that specific Mission ID (Mid).
[0042] The above process can be implemented using the algorithm shown in Figure 13.
[0043] Once partitions are detected, a Selected Gateway (SGW) is chosen from the set of PGWs for each respective
partition by the GW Selection & Bridging module for relaying data messages. Following this, the stored Neilnfo messages
are associated with the Partition Graphs Vi(H) to maintain a record of which PGW belongs to which partition.
[0044] An informed choice of SGW can reduce the number of hops (and better use of slots) for relaying voice/data
messages. Here, the GW Selection and Bridging module analyses the received Neilnfo for each partition. The PGW
with a greatest 1-hop & 2-hop connectivity could be chosen.
[0045] The process of choosing a SGW can be understood with reference to Figure 14, which shows an ad-hoc network
comprising nodes A- H. The network includes 4 nodes (nodes A, D, E and F) that are capable of sending / receiving
data to and from the cloud. Also shown in Figure 14 are matrices that highlight the connectivity of each node in the
network. In the 1-hop connectivity matrix, a value of 1 indicates that the nodes in the respective column / row of that
matrix element are within 1 hop of one another in the network. Similarly, in the 2-hop connectivity matrix, a value of 1
indicates that the nodes in the respective column / row of that matrix element are within 2 hops of one another in the
network. In the present example, it can be seen that nodes D and F have the greatest connectivity when considering
the number of nodes that are located 1 hop away. Nodes A, D and E meanwhile have the greatest connectivity when
focussing on the number of nodes that are located 2 hops away. Thus, it can be seen that node D offers the highest
overall connectivity and should be selected as the SGW for the ad-hoc network in question.
[0046] The Pub/sub application is next activated by the SGWs for voice/data message delivery between the respective
ad-hoc networks. Any SGW that has already been chosen may stay active as long as it remains as a node in the new
discovered partition. Otherwise a new SGW will need to be calculated. The Pub/sub applications in the cloud relay
voice/data messages between SGWs having the same Mission ID (Mid). Each SGW takes part in Pub/Sub function for
relaying data between bridged ad-hoc nets.
[0047] If there is no partitioning, either the original network is functioning or two or more ad-hoc networks have already
merged. If there is merging detected (using the same Partitioning/ Merging algorithm), the SGWs of merged ad-hoc
networks are de-selected by GW Selection & Bridging. If merging is detected, the topology states and stored Neilnfo
will be removed by the relevant Network Control Functional entities.
[0048] Figure 15 shows an example of voice / data message handling when two ad-hoc networks are merged with
one another. Figure 15A shows the two networks, which are partitioned at time t1. Figure 15B shows the two networks
at a later time point t2, when they have been merged. At this point in time, the SGW nodes 2 and 5 are still operating.
Thus, whilst node 5 relays a voice/data message (7, a) from node 7 to node 2 directly, node 5 also transmits the same
message via the cloud. Node 2 in turn receives both copies of the message, but discards the one received via the cloud.
[0049] Figure 15C again shows the two networks at a still later point in time t3, following the sudden appearance of
another node (node 3), which in turn transmits a message (3,a). The message is relayed via nodes 7, 5 and 2 to the
node 3 on the other side of the network. As in Figure 15B, the node 5 relays the message to node 2 both directly and
via the cloud, with the message that is relayed via the cloud being discarded by node 2. On receipt of the message (3,
a), the original node 3 issues a DAD message.
[0050] Figure 15D shows an example in which a third network, comprising nodes 8,9 and 10, is bridged with the two
merged networks via the cloud. In this example, node 10 transmits a voice / data message (10,a) via the cloud, with
both the node 2 and 5 being able to receive the message from the cloud. Following the receipt of the message (10, a),
node 5 accesses the slot and broadcasts the message (10, a). Node 2, therefore, receives a copy of the message from
both node 5 and the cloud. Having received the copy of the message that was sent from node 5 first, node 2 in turn
discards the copy of the message that it receives from the cloud.
[0051] Figure 15E shows normal operation of the merged network once the nodes 2 and 5 have been deselected as
SGWS.
[0052] Figures 16 and 17 provide examples, respectively, of a wireless communication device and cloud based server
device that together provide means capable of putting an embodiment, as described herein, into effect. Referring first
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to Figure 16, the wireless communication device 1600, which can be understood to comprise a node in an ad-hoc wireless
network, comprises a processor 1601 coupled to a mass storage unit 1603 and accessing a working memory 1605. As
illustrated, a communications controller 1607 is represented as a software product stored in working memory 1605.
However, it will be appreciated that elements of the communications controller 1607 may, for convenience, be stored
in the mass storage unit 1603.
[0053] Usual procedures for the loading of software into memory and the storage of data in the mass storage unit
1603 apply. The processor 1601 also accesses, via bus 1609, a communications unit 1611 that operates to effect
communications with other nodes in the ad-hoc network, as well as facilitating communication with the cloud-based
server device of Figure 17, discussed below. Typically, the communications unit 1611 will comprise one or more antennas
to act as a transmitter and receiver for establishing a communications link with these other network entities, as well as
connectivity to the cloud, for example.
[0054] The communications controller 1607 includes a topology discovery facility interface module 1613 that is operable
to establish an interface with a topology discovery facility module hosted on the cloud based server, and to assemble
neighbourhood information messages for submitting to the topology discovery module by implementing steps described
above in relation to the various embodiments. In some embodiments, the interface module 1613 may comprise a Pub/Sub
control interface module whereby data and / or messages are exchanged between the communication device 1600 and
the topology discovery facility of the cloud based server using a publish-subscribe protocol.
[0055] The communications controller 1607 also includes a gateway functions module 1615 that is operable to bridge
communication between the communication device 1600 and other similar communication devices in disjoint network(s).
In the event that the communication device 1600 is selected as a gateway node, the gateway functions module is
operable to collate messages received from other devices in the same ad-hoc network as the communication 1600 for
transmission to the other ad-hoc network(s) via the external network.
[0056] In a similar fashion to Figure 16, Figure 17 shows an example of a hardware structure for a cloud based server
device capable of putting embodiments, as described herein, into effect. As illustrated, the server 1700 comprises a
processor 1701 coupled to a mass storage unit 1703 and accessing a working memory 1705. The processor 1701 also
accesses, via bus 1705, a communications unit 1707 that operates to effect communications with other nodes in different
ad-hoc networks and to external networks (e.g. 3G/WiFi); the communications unit 1707 is operable to receive and relay
neighbourhood information messages transmitted by nodes in the respective ad-hoc networks.
[0057] Network control software 1709 is stored in working memory 1705 (as before, it will be appreciated that elements
of the network control software may, for convenience, be stored in the mass storage unit 1703). The network control
software 1709 includes a topology discovery module 1711, partition / merging detection module 1713 and gateway
selection and bridging module 1715. The topology discovery module is configured to compute topologies of ad-hoc
networks based on the neighbourhood information messages received from nodes in those networks (such as commu-
nication device 1600 of Figure 16). As discussed above, the communication device 1600 may communicate with the
topology discovery module via a pub/sub interface. The partition / merging detection module is in turn configured to
determine the presence of partitions within individual ad-hoc networks / mergers between different ad-hoc networks by
detecting changes in the topologies of networks as computed by the topology discovery module 1715. The gateway
selection and bridging module in turn is configured to select nodes in the respective ad-hoc networks to use as gateways
for bridging communication between those ad-hoc networks and to define a communication pathway through the external
network by means of which the selected gateway nodes networks may exchange data with one another.
[0058] Both the communications controller software 1607 of Figure 16 and the network control software of Figure 17
can be embedded in original equipment, or can be provided, as a whole or in part, after manufacture. For instance, the
communications controller software 1607 and network control software 1709 can be introduced as respective computer
program products, which may be in the form of a download, or be introduced via a computer program storage medium,
such as an optical disk. Alternatively, modifications to existing devices can be made by updates or plug-ins to provide
features of the above described embodiments.
[0059] It will also be understood that, whilst the topology discovery facility interface module 1711, partition / merging
detection module 1713 and gateway selection and bridging module 1715 are each shown in Figure 17 as being hosted
on a single device 1700, these modules themselves may be distributed within the cloud environment i.e. each module
may be hosted on a different respective server, where the various servers are each interconnected with one another via
the external network.
[0060] A non-exhaustive list of the functional entities and their interactions and value-added services provided by the
cloud infrastructure and by the ad-hoc network gateways shown in Figure 3 includes the following:

- Bearer selection for ad-hoc network communication with the cloud
- Exchange of topological information between ad-hoc networks gateways that belong to a group via the cloud
- Duplicate Address Detection (DAD) and resolution across partitioned/disjoint ad-hoc networks by the gateways to

enable the proper bridging operation



EP 3 010 305 A1

10

5

10

15

20

25

30

35

40

45

50

55

- Discovering the topology of ad-hoc networks
- Detection of ad-hoc network partitions by the cloud; ad-hoc network partitioning is detected by passing neighbourhood

information (collected through Hello messages) to the cloud.
- Selection of designated nodes acting as ad-hoc networks gateways to the external network and subsequently to

the cloud for relaying voice/data messages.
- Subscription and publication of control/data signals/messages by the cloud
- Multiplexing multiple ad-hoc networks that belong to a group/mission
- Handling of voice/data messages when ad-hoc networks are merged
- Access control mechanism for providing secure access for control and data communication.

[0061] According to embodiments described herein, the normal operation of the ad-hoc networks is unaltered, but
their reachability is extended in a manner that is transparent to the users. Embodiments described herein provide
enhanced means for managing connectivity between those networks by proposing a cloud infrastructure with cloud-
hosted functions and services. The principle of cloud-hosted services/functions can be used in other scenarios such as
connectivity constraint and delay tolerant networks.
[0062] Advantages of embodiments described herein include:

a) Extending the reachability and range of ad-hoc nodes automatically
b) Bridging partitioned/disjoint ad-hoc networks
c) Create a better and safer environment for isolated nodes/networks belonging to a mission to communicate with
others
d) The infrastructure and cloud-hosted functions can also be used to provide a bridging service to multiple independent
operations
e) Any available external network (3G/WiFi, etc.) can be used for network connection to the cloud.
f) Suitable for those networks that are quickly deployed for operation in highly dense urban areas.

[0063] While certain embodiments have been described, these embodiments have been presented by way of example
only, and are not intended to limit the scope of the invention. Indeed, the novel methods, functions, devices and systems
described herein may be embodied in a variety of forms; furthermore, various omissions, substitutions and changes in
the form of the methods and systems described herein may be made without departing from the spirit of the invention.
The accompanying claims and their equivalents are intended to cover such forms or modifications as would fall within
the scope and spirit of the invention.

Claims

1. A method for establishing communication between a first node in a first wireless network and nodes of another
wireless network, the method comprising:

providing, at the first node, an interface for interfacing with an external network facility, the external network
facility comprising a topology discovery module;
submitting a neighbourhood information message from the first node to the topology discovery module, wherein
the neighbourhood information message provides an indication of nodes in the first wireless network with which
the first node is currently able to communicate, the topology discovery module being configured to compute the
topology of networks to which respective nodes belong based on neighbourhood information messages received
by the topology discovery module from those nodes;
receiving at the first node, information sent from the external network facility for setting up a communication
pathway between the first node and nodes of a second wireless network, the second wireless network being
identified by the topology discovery module as having a different network topology from the first wireless network.

2. A method according to claim 1, wherein the step of submitting a neighbourhood information message from the first
node to the external network facility is repeated at predetermined intervals.

3. A method according to claim 2, wherein during each interval, the first node receives one or more second neighbour-
hood information messages from other nodes having respective interfaces for interfacing with the external network
facility, each second neighbourhood information message providing an indication of other nodes with which the
node issuing the respective second neighbourhood information message is currently able to communicate;
wherein on receiving a respective second neighbourhood message, the first node determines whether the second
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neighbourhood message includes reference to a node having a conflicting address, wherein a conflicting address
is one that matches an address of a node in the first network but which belongs to a node in a network different
from the first network;
wherein, on determining that a node with a conflicting address is present in one of the second neighbourhood
messages, the first node submits a request to the external network facility for the node having the conflicting address
to change its address; and optionally wherein:

the first node continues to send neighbourhood information messages to the external network facility notifying
the external network facility of the presence of a node with a conflicting address until such time as the first node
receives confirmation from the external network facility that the node having the conflicting address has now
changed its address.

4. A method according to claim 3, wherein the first node only receives the information for setting up the communication
pathway once any of the node(s) identified as having a conflicting address have changed their address.

5. A method for facilitating communication between nodes belonging to different wireless networks, the method com-
prising:

i) receiving neighbourhood information messages sent from respective network nodes, wherein each received
neighbourhood information message provides an indication of other nodes with which the node that sent the
message is currently able to communicate;
ii) for each node from which a neighbourhood message is received, using the received neighbourhood messages
to compute the topology of a network to which that node belongs;
iii) determining, based on the computed network topologies, whether respective ones of the nodes belong to
separate networks from one another;

wherein in the event that it is determined that respective ones of the nodes belong to separate networks, the method
further comprises:

iv) identifying within each one of the separate networks a node to serve as a gateway node for bridging com-
munication between the separate networks; and
v) providing a pathway through an external network which the gateway nodes can communicate with one another.

6. A method according to claim 5, comprising repeating steps i) to iii) at predetermined intervals.

7. A method according to claim 6, wherein in each interval, the computed topology(s) are stored in memory and
compared with the computed topology(s) stored in memory from the previous interval.

8. A method according to claim 6 or 7, wherein in each interval, the neighbourhood information message that is received
from each respective node is forwarded to the other nodes from which neighbourhood information messages have
also been received.

9. A method according to claim 8, wherein in response to forwarding the neighbourhood information messages to the
respective nodes, it is determined whether or not a request has been received for a node identified in a first one of
the neighbourhood information messages to change its address;
wherein in the event that a request has been received, the request is forwarded to the node that transmitted the first
neighbourhood information message.

10. A method according to claim 9, wherein in the event that a request has been received for a node identified in a first
one of the neighbourhood information messages to change its address, steps iv) and v) are deferred until the next
interval in which no such request is received.

11. A method according to any one of claims 1 to 10, wherein each neighbourhood information message includes a list
of the nearest neighbours of the node sending the message; and optionally wherein:

each neighbourhood information message includes a list of nodes located two or more hops away from the
node sending the neighbourhood information message.
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12. A method according to claim 11, wherein each neighbourhood information message specifies a list of all nodes that
the node sending the message is able to communicate with in its network and the number of hops between that
node and those other nodes.

13. A method according to any one of the previous claims, wherein the external network utilises a common external
network for network connectivity and a cloud based functionality for topology discovery and detection of network
partitioning.

14. A computer readable storage medium comprising computer executable instructions that when executed by a com-
puter will cause the computer to carry out a method according to any one of the preceding claims.

15. A communication device operable to act as a node in a first wireless network, the communication device comprising:

a topology discovery facility interface module operable to:

establish an interface for interfacing with an externally provided topology discovery facility,
submit a neighbourhood information message to the topology discovery facility, wherein the neighbourhood
information message provides an indication of the other nodes in the first network with which the commu-
nication device is currently able to communicate, the topology discovery module being configured to compute
the topology of networks to which respective nodes belong based on neighbourhood information messages
received by the topology discovery module from those nodes;
receive an indication of a second communication device identified by the topology discovery module as
being one with which the communication device is currently unable to communicate, the second commu-
nication device being identified by the topology discovery facility as belonging to a network having a different
network topology from the first wireless network; and
receive information for setting up a communication pathway between the communication device and the
second communication device.
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