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(54) A security system for indicating when an article has been compromised

(57) Known security systems issue an audible and/or
visible alarm to alert all those local to a secured article
that the article has been compromised. However, for var-
ious reasons, passers-by do not respond to such an
alarm/alert. According to the present invention, if an in-
truder interferes with a secured article 100, a sensor 70
may detect an event associated with an article 100 being
interfered with and/or compromised. This detection will
trigger (via a processor 80) an alarm condition, and a

transceiver 90 will send 20 an alarm signal to a monitoring
device 10 over a communication network 50; however,
no indication of the alarm condition is detectable outside
the housing 40 by means other than via the alarm signal
20. In this way, an intruder compromising an article 100
is not alerted to detection of the event by the sensor 70.
Therefore, authorities may be summoned to apprehend
the intruder without the intruder being provided with the
opportunity to escape.
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Description

[0001] The present invention relates generally to a se-
curity system and a security device, and a method and
apparatus for monitoring and controlling the security de-
vice over a communication network. The present inven-
tion finds particular, although not exclusive, utility in an
alarm system for notifying an operator of the alarm sys-
tem of an alarmed article being compromised.
[0002] Systems are known in which security of an ar-
ticle is provided by a device that detects one or more
events associated with an article being compromised. In
particular, articles to which security may be provided in-
clude cars, lorries, construction plants, bicycles, luggage,
bags, boxes, caravans, trains, tents, portable buildings,
intermodal containers, houses, shops, offices, other
buildings, and any other similar construction. An article
may be compromised if it is removed and/or accessed
without authorisation. In particular, a level of protection
may be applied to an article/appliance (such as, for ex-
ample, a lock and/or tether), and breach of that protection
(such as, for example, breaking a lock and/or tether)
and/or circumvention of that protection (such as, by ac-
cessing the appliance via an un-locked route) would con-
stitute the article being compromised. In certain circum-
stances, a level of protection may not be applied to an
article, whereupon the article may be compromised
merely by being accessed and/or moved. Known sys-
tems may detect breach and/or circumvention of protec-
tion applied to an article, or access or movement of an
article.
[0003] Known security systems issue an audible
and/or visible alarm to alert all those local to the article
that the article has been compromised. However, for var-
ious reasons, passers-by do not respond to such an
alarm/alert. For instance, a high frequency of false and/or
nuisance alarms encourage passers-by to ignore audible
and/or visible alarms. Furthermore, passers-by may not
wish to endanger themselves by investigating an
alarm/alert. This is particularly important in remote areas
where a driver of an alarmed container lorry may not wish
to investigate an alarm without support from other people
and/or the authorities (such as the police). In addition,
known alarms provide no indication to an observer how
long they have been triggered. For instance, a home-
owner may return home to find their alarm activated, but
has not indication of how long the alarm has been trig-
gered, and is therefore unaware of whether intruders are
likely to still be present within the house, or whether local
authorities are likely to have already responded to the
alarm.
[0004] The present invention seeks to overcome these
problems.
[0005] According to a first aspect of the present inven-
tion, there is provided a security system for indicating
when an article has been compromised, the system com-
prising: a security device configured to secure the article;
and a monitoring device configured to monitor the secu-

rity device over a communication network, wherein the
monitoring device comprises a controller for controlling
operation of the security device over the communication
network; wherein the security device comprises: a sub-
stantially tamper-proof housing; a power source located
within the housing; at least one sensor located within the
housing, the at least one sensor configured to detect an
event associated with the article being compromised; a
processor located within the housing, the processor con-
figured to trigger an alarm condition in response to the
at least one sensor detecting an event associated with
the article being compromised; and a transceiver located
within the housing, the transceiver configured to send an
alarm signal to the monitoring device over the commu-
nication network in response to triggering of the alarm
condition by the processor; and wherein the security de-
vice is configured such that the alarm condition is only
detectable outside the housing via the alarm signal.
[0006] An observer at the security device may only able
to detect an alarm condition via the alarm signal, an ob-
server at the security device may not able to detect an
alarm condition without access to the communication net-
work, there may be no alarm indication at the security
device that passes through the housing, and/or no sound
or light may be emitted from the security device in re-
sponse to the alarm condition.
[0007] If an intruder interferes with a secured article,
the at least one sensor may detect an event associated
with an article being interfered with and/or compromised.
This detection will trigger (via the processor) an alarm
condition, and the transceiver will send an alarm signal
to the monitoring device over the communication net-
work; however, no indication of the alarm condition is
detectable outside the housing by any means other than
via the alarm signal.
[0008] In this way, an intruder compromising an article
is not alerted to detection of the event by the sensor. In
this way, authorities may be summoned to apprehend
the intruder without the intruder being provided with the
opportunity to escape. This is particularly important in
remote locations, such as quarries or campsites, where
if an alarm sounds an intruder will have ample opportunity
to escape before authorities, such as the police or a pri-
vate security service, arrive.
[0009] The present invention may operate over any
suitable communication network, including: a telecom-
munication network, a mobile telecommunication net-
work, a GSM network, a public switched telephone net-
work, the internet, an intranet, a local area network, a
radio frequency network, a public network, a private net-
work, or any network or combination thereof.
[0010] The tamper-proof housing may be robust. In
particular, the tamper-proof housing may be configured
to resist forced entry by a user and/or by a user operating
un-powered hand tools. The tamper-proof housing may
comprise a plastic box and/or case.
[0011] The at least one sensor may be selected from
the group comprising: a motion detector, an acoustic de-
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tector, an optical detector, a heat detector, a vibration
detector, a trip switch, a GPS system, a gyroscopic de-
tector, an infrared detector, an ultrasonic detector, a mi-
crowave detector, a tomographic detector, a laser detec-
tor, a jammer detector and any other suitable form of
sensor.
[0012] An event associated with an article being com-
promised may be motion within the sensing range of the
motion, ultrasound, microwave or tomographic detector,
a sound or vibration occurring within the sensing range
of an acoustic or vibration detector, a change in light,
heat or infrared levels within the sensing range of an op-
tical, heat or infrared detector, a tripping of a trip switch
(for instance by an electrical contact being made/re-
leased, or a laser beam being crossed), and/or transla-
tional and/or rotational movement of the article outside
of a pre-determined range, including acceleration.
[0013] The security device may comprise at least two
sensors. For instance, two sensors, three sensors, four
sensors, five sensors or six sensors. One or more of the
sensors may be of the same or a different kind to the
other sensors.
[0014] The security device may comprise a sensitivity
adjustment control configured to adjust the sensitivity of
the at least one sensor. In this way, the occurrence of
nuisance alarms and/or false alarms may be reduced,
while preventing circumvention of the security system in
a given environment.
[0015] The jammer detector may be configured to de-
tect a mobile phone jammer. The processor may be con-
figured to activate a GPS unit in the security device in
response to detecting a mobile phone jammer. The mon-
itoring device may be further configured to identify when
GPS has been activated on the security device, and may
be configured to indicate an alarm condition to a user of
the monitoring device in response to such an identifica-
tion, even if there has been no alarm signal received by
the monitoring device over the network. In some embod-
iments, the security device may be configured to send a
modulated GPS signal, wherein modulation to the GPS
signal may include data that may include an alarm signal.
[0016] The transceiver may comprise a SIM card for
communication over a telecommunication network. In
this way, existing technology and infrastructure may be
relied upon for the operation of the invention.
[0017] The transceiver may comprise more than one
SIM card, each for communication over a respective tel-
ecommunication network, and may additionally comprise
a network strength detection switch configured to direct
the transceiver to operate over a selected one of the tel-
ecommunication networks in response to a detected
strength of each telecommunication network. In this way,
the transceiver may automatically select a strongest one
of the available networks to transmit over, such that con-
tact with the monitoring device is maintained at an optimal
level.
[0018] The power source may comprise a battery se-
lected from the group comprising a lithium ion battery, a

Boston Power long-cycle battery and a Lithonia battery.
[0019] The power source may comprise a first power
unit and a second power unit, the second power unit be-
ing independent from the first power unit. For instance,
the first and second power units may both supply power
to the transceiver, the sensor and the processor, wherein
failure of one of the first and second power units does
not affect operation of the other of the first and second
power units. The power source may comprise more than
two independent power units.
[0020] The security device may comprise a power
source status detector configured to detect the status of
the power source. In particular, the power source status
detector may detect the status of each power unit. The
power source status detector may be configured to se-
lectively determine which power unit to use to power each
component of the security device.
[0021] The transceiver may be further configured to
send operational data representing a functional status of
the security device, and/or sensor data representing an
environment of the security device, over the communi-
cation network to the monitoring device. Operational data
may include power source status data, sensor status data
(for example data indicating what they are sensing and/or
whether they are functioning correctly), network strength
detection switch data, network strength data, alarm sta-
tus data, unique identifier code data, alert control data,
and/or configuration data, amongst other forms of data.
Configuration data may include data indicating adjust-
ment of the sensitivity of the at least one sensor, data
indicating whether the alarm signal is sent to one or more
monitoring devices, the authorities (e.g. police or private
security service), a sequence of monitoring devices/tel-
ephone numbers, and a hierarchy of backup numbers to
use if one in such a sequence is not functioning, data
indicating a setting of whether to perform sensing with
the sensors and/or determine power status continuously,
only on request, intermittently (e.g. every 1min, 2min,
5min or 10min), and/or only when another sensor is
tripped, data indicating a frequency at which to send op-
erational/functional data, for instance on request, inter-
mittently (including the length of the intermission), only
after an alarm is tripped, and/or when battery low, etc.
[0022] The sensor may detect in a sensing region. The
sensing region may be the environment around the sen-
sor.
[0023] The transceiver may be further configured to
receive control data from the monitoring device, to control
operation of the security device. Control data may include
configuration data and/or operational data. The control
data may comprise instructions to the security device to
produce an alarm condition (for example to test the sys-
tem or security device), and/or to send operational data.
[0024] The control data may comprise instructions to
the security device to send operational data representing
a functional status of the security device, and/or sensor
data representing an environment of the security device,
over the communication network to the monitoring de-
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vice.
[0025] The control data may comprise configuration
data, for configuring operation of the security device.
[0026] The transceiver may be configured to commu-
nicate with the monitoring device over the communication
network using a message selected from the group com-
prising a telephone call, a radio frequency signal, an
email, an SMS and any other message form.
[0027] The security device may comprise an attach-
ment mechanism. For example, the security device may
comprise mounting brackets, through-holes, clamps
and/or other fixing means. In one embodiment, the at-
tachment mechanism may comprise a mounting plate,
in which the mounting plate may be configured to mount
upon a plurality of bars and/or rods embedded into a wall.
For instance, there may be two, three, four or more bars.
The bars may be inserted into pre-drilled holes in a wall,
such as a concrete wall. The bars may be glued into
place.
[0028] The housing may prevent user interface by any
means other than via the transceiver. In this way, the
opportunity for tampering with the security device is re-
duced. For instance, there may be no user interface de-
vice at the security device.
[0029] The housing and/or other component parts of
the security device may be made from a plastics material,
a polycarbonate material, carbon fibre, Kevlar (RTM),
metal, another similar material, and/or a combination
thereof.
[0030] The security device may have a tamper evident
construction. Two or more component parts of the secu-
rity device may be bonded together such that separation
of the component parts may release a chemical that may
destroy one or more component parts of the security de-
vice. In this way, the security device may be invulnerable
to tampering, in particular, without tampering being iden-
tified.
[0031] The system may comprise more than one se-
curity device. In this way multiple security devices may
secure a single article and/or multiple articles may be
secured, each with an associated respective security de-
vice. Furthermore, each security device may be moni-
tored and/or controlled by a single monitoring device. A
monitoring device may be paired with more than one se-
curity device.
[0032] Each security device may be provided with a
respective unique identifier code detectable by the mon-
itoring device. In this way, it is possible for a monitoring
device to distinguish between security devices that it is
monitoring.
[0033] The system of any one of claims 18 or 19, com-
prising a primary security device and at least one satellite
security device, wherein the at least one satellite security
device comprises: a substantially tamper-proof satellite
housing; a satellite power source located within the sat-
ellite housing; at least one satellite sensor located within
the satellite housing, the at least one satellite sensor con-
figured to detect an event associated with the article be-

ing compromised; a satellite processor located within the
satellite housing, the satellite processor configured to
trigger a satellite alarm condition in response to the at
least one satellite sensor detecting an event associated
with the article being compromised; and a satellite trans-
ceiver located within the satellite housing, the satellite
transceiver configured to send a satellite alarm signal to
the security device in response to triggering of the satel-
lite alarm condition by the satellite processor; and where-
in the satellite security device is configured such that the
satellite alarm condition is only detectable outside the
satellite housing via the satellite alarm signal. In this way,
the satellite device may communicate with the security
device, and the security device may relay such commu-
nications to/from the monitoring device.
[0034] Each component part of the satellite security
device may be the same as a corresponding part of the
security device. Alternatively, the component part(s) may
differ. In particular, the satellite power source may be
substantially smaller than the power source, for instance
the satellite power source may be a hearing aid battery.
The satellite transceiver may be substantially smaller
than the transceiver, for instance the satellite transceiver
may be a micro-transceiver; in particular, the micro-trans-
ceiver may be a radio transmitter having a range of up
to 100m, 200m, 500m, 1 km, 2km or 2.2km. The micro-
transceiver may operate over a Digital Enhanced Cord-
less Telecommunications (DECT) system. The micro-
transceiver may be configured to encrypt/decrypt com-
munications. The micro-transceiver may be configured
to embed an identification signal within communications.
The alarm signal may be a GPS signal. In this way, when
an article is compromised, the satellite security device
may relay its location to the primary security device such
that, even if the primary security device is removed from
the article being compromised, the location of the article
may be determined by the monitoring device such that
assistance may be summoned.
[0035] The satellite security device may be a substan-
tially flat and/or self-adhesive strip, and may be black in
colour, or may have a colour to match the article to be
secured. In this way, the satellite security device may be
hidden on the article to be secured.
[0036] The system may comprise more than one mon-
itoring device. In this way, multiple users may monitor a
single security device such that the chance of break-
down of security at the human interface level is mini-
mised.
[0037] The monitoring device may be selected from
the group comprising a computer, a tablet computer, a
smartphone, a telephone and a mobile phone, or may be
a generic computing device.
[0038] The monitoring device may be configured to
have a predetermined alarm sound for alerting a user to
an alarm condition at the security device.
[0039] The monitoring device may be configured to run
an application for monitoring and/or controlling the secu-
rity device, and may have a user interface comprising
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drop-down menu navigation.
[0040] The monitoring device may be configured to log
monitored activity of the security device. In this way, the
monitoring device may keep a record of some or all ac-
tivity of the security device, for instance in the form of an
electronic activity log. The log may include details of the
location of the security device, power levels, dates and/or
times when batteries were last changed, and/or dates
and/or times when the security device was activated
and/or deactivated. In this way, traceability of the security
device may be improved by providing a history of the
security devices activity. Further, insurance companies
may be able to use the log in calculating pay outs.
[0041] According to a second aspect of the present
invention, there is provided a method of indicating when
an article has been compromised comprising the steps
of: providing a system according to the foregoing aspect;
detect, with the at least one sensor, an event associated
with an article being compromised; triggering, with the
processor, an alarm condition in response to the at least
one sensor detecting an event associated with the article
being compromised; and sending, with the transceiver,
an alarm signal to the monitoring device over the com-
munication network in response to triggering of the alarm
condition by the processor, such that the alarm condition
is only detectable outside the housing via the alarm sig-
nal; monitoring the security device over the communica-
tion network; and controlling operation of the security de-
vice over the communication network.
[0042] According to a third aspect of the present inven-
tion there is provided a security device for use in the
system of the first aspect.
[0043] According to a fourth aspect of the present in-
vention, there is provided a monitoring device for use in
the system of the first aspect.
[0044] According to a fifth aspect of the present inven-
tion, there is provided a method of operating the moni-
toring device of the fourth aspect comprising the steps
of: providing a monitoring device according to the fourth
aspect, monitoring and controlling a security device ac-
cording to the third aspect, over a communication net-
work.
[0045] According to a sixth aspect of the present in-
vention, there is provided a computer program product
comprising computer program code means adapted to
perform all the steps of the method according to the fifth
aspect when said program is run on a computer.
[0046] The above and other characteristics, features
and advantages of the present invention will become ap-
parent from the following detailed description, taken in
conjunction with the accompanying drawings, which il-
lustrate, by way of example, the principles of the inven-
tion. This description is given for the sake of example
only, without limiting the scope of the invention. The ref-
erence figures quoted below refer to the attached draw-
ings.
[0047] Figure 1 is a schematic representation of a sys-
tem according to the present invention.

[0048] The present invention will be described with re-
spect to particular embodiments and with reference to
certain drawings but the invention is not limited thereto
but only by the claims. The drawings described are only
schematic and are non-limiting. In the drawings, the size
of some of the elements may be exaggerated and not
drawn to scale for illustrative purposes. The dimensions
and the relative dimensions do not correspond to actual
reductions to practice of the invention.
[0049] Furthermore, the terms first, second, third and
the like in the description and in the claims, are used for
distinguishing between similar elements and not neces-
sarily for describing a sequence, either temporally, spa-
tially, in ranking or in any other manner. It is to be under-
stood that the terms so used are interchangeable under
appropriate circumstances and that the embodiments of
the invention described herein are capable of operation
in other sequences than described or illustrated herein.
[0050] Moreover, the terms top, bottom, over, under
and the like in the description and the claims are used
for descriptive purposes and not necessarily for describ-
ing relative positions. It is to be understood that the terms
so used are interchangeable under appropriate circum-
stances and that the embodiments of the invention de-
scribed herein are capable of operation in other orienta-
tions than described or illustrated herein.
[0051] It is to be noticed that the term ’comprising’,
used in the claims, should not be interpreted as being
restricted to the means listed thereafter; it does not ex-
clude other elements or steps. It is thus to be interpreted
as specifying the presence of the stated features, inte-
gers, steps or components as referred to, but does not
preclude the presence or addition of one or more other
features, integers, steps or components, or groups there-
of. Thus, the scope of the expression ’a device compris-
ing means A and B’ should not be limited to devices con-
sisting only of components A and B. It means that with
respect to the present invention, the only relevant com-
ponents of the device are A and B.
[0052] Similarly, it is to be noticed that the term ’con-
nected’, used in the description, should not be interpreted
as being restricted to direct connections only. Thus, the
scope of the expression ’a device A connected to a device
B’ should not be limited to devices or systems wherein
an output of device A is directly connected to an input of
device B. It means that there exists a path between an
output of A and an input of B which may be a path includ-
ing other devices or means. ’Connected’ may mean that
two or more elements are either in direct physical or elec-
trical contact, or that two or more elements are not in
direct contact with each other but yet still co-operate or
interact with each other.
[0053] Reference throughout this specification to ’one
embodiment’ or ’an embodiment’ means that a particular
feature, structure or characteristic described in connec-
tion with the embodiment is included in at least one em-
bodiment of the present invention. Thus, appearances
of the phrases ’in one embodiment’ or ’in an embodiment’
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in various places throughout this specification are not
necessarily all referring to the same embodiment, but
may refer to different embodiments. Furthermore, the
particular features, structures or characteristics of any
embodiment or aspect of the invention may be combined
in any suitable manner, as would be apparent to one of
ordinary skill in the art from this disclosure, in one or more
embodiments.
[0054] Similarly, it should be appreciated that in the
description of exemplary embodiments of the invention,
various features of the invention are sometimes grouped
together in a single embodiment, figure, or description
thereof for the purpose of streamlining the disclosure and
aiding in the understanding of one or more of the various
inventive aspects. This method of disclosure, however,
is not to be interpreted as reflecting an intention that the
claimed invention requires more features than are ex-
pressly recited in each claim. Rather, as the following
claims reflect, inventive aspects lie in fewer than all fea-
tures of a single foregoing disclosed embodiment. Thus,
the claims following the detailed description are hereby
expressly incorporated into this detailed description, with
each claim standing on its own as a separate embodi-
ment of this invention.
[0055] Furthermore, while some embodiments de-
scribed herein include some features included in other
embodiments, combinations of features of different em-
bodiments are meant to be within the scope of the inven-
tion, and form yet further embodiments, as will be under-
stood by those skilled in the art. For example, in the fol-
lowing claims, any of the claimed embodiments can be
used in any combination.
[0056] In the description provided herein, numerous
specific details are set forth. However, it is understood
that embodiments of the invention may be practised with-
out these specific details. In other instances, well-known
methods, structures and techniques have not been
shown in detail in order not to obscure an understanding
of this description.
[0057] In the discussion of the invention, unless stated
to the contrary, the disclosure of alternative values for
the upper or lower limit of the permitted range of a pa-
rameter, coupled with an indication that one of said val-
ues is more highly preferred than the other, is to be con-
strued as an implied statement that each intermediate
value of said parameter, lying between the more pre-
ferred and the less preferred of said alternatives, is itself
preferred to said less preferred value and also to each
value lying between said less preferred value and said
intermediate value.
[0058] The use of the term ’at least one’ may, in some
embodiments, mean only one.
[0059] The invention will now be described by a de-
tailed description of several embodiments of the inven-
tion. It is clear that other embodiments of the invention
can be configured according to the knowledge of persons
skilled in the art without departing from the underlying
concept or technical teaching of the invention, the inven-

tion being limited only by the terms of the appended
claims.
[0060] Figure 1 is a schematic representation of a sys-
tem according to the present invention. A monitoring de-
vice 10 monitors (via monitoring signals 20) and controls
(via control signals 30) a security device 40 over a com-
munication network 50.
[0061] In one embodiment, the monitoring device 10
is a smartphone 10 running an application that enables
monitoring 20 and controlling 30 of the security device
40 over a GSM network 50.
[0062] The security device 40 contains a power source
60 in the form of two independent batteries. The power
source 60 is configured such that, should one battery fail,
the other battery can adequately supply the power needs
of the security device 40, and specifically, the sensor unit
70, the processor 80 and the transceiver 90.
[0063] The security device 40 is located adjacent an
article 100. In the present embodiment, the security de-
vice 40 is coupled to the article 100 to prevent disasso-
ciation of the security device 40 from the article 100; how-
ever, other arrangements are also envisaged. The cou-
pling between the security device 40 and the article 100
is not shown, for clarity.
[0064] The sensor unit 70 comprises a motion sensor,
a vibration sensor and a GPS device. In the figure, the
motion sensor has a sensing region 110 that encompass-
es the article 100; however, in reality, the sensing region
110 may only encompass a portion of the article, for in-
stance a driving seat of a construction plant.
[0065] While the security device is active, the motion
and vibration sensors are continuously sensing for move-
ment and vibration, respectively. If motion is detected by
the motion sensor in the sensing region 110, the motion
sensor sends a signal to the processor 80 indicative of
a person present in the driving seat of the construction
plant. If vibration is detected by the vibration sensor, the
vibration sensor sends a signal to the processor 80 in-
dicative of movement of the construction plant, for in-
stance by being hoisted onto a trailer. The combination
of signals from the motion and vibration sensors causes
the processor 80 to transition to an alarm state.
[0066] A satellite security device 240 contains a power
source 260, a satellite sensor unit 270, a satellite proc-
essor 280 and a satellite transceiver 290. The satellite
security device 240 is also located adjacent to the article
100. In the present embodiment, the satellite security de-
vice 240 is coupled to the article 100 to prevent disasso-
ciation of the satellite security device 240 from the article
100; however, other arrangements are also envisaged.
The coupling between the satellite security device 240
and the article 100 is not shown, for clarity.
[0067] The satellite sensor unit 270 may be similar to
the sensor unit 70. IN fact, the satellite security device
240 may be substantially similar to the primary security
device 40. In the figure, the satellite sensor 270 has a
sensing region 210 that encompasses the article 100;
however, in reality, the sensing region 210 may only en-
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compass a portion of the article, for instance a driving
seat of a construction plant.
[0068] If the article 100 is compromised, the satellite
sensor 270 sends a signal to the processor 280. In turn,
the satellite processor 280 transitions to an alarm state,
and causes the satellite transceiver to send a satellite
alarm signal 220 to the primary security device 40, which
in turn causes the processor 80 to transition to an alarm
state. In some embodiments, control signals 230 may be
sent to the satellite security device.
[0069] Once the alarm state is triggered by the proc-
essor 80, the processor 80 activates the GPS device.
The GPS device had hitherto been inactive to save pow-
er. A location of the security device, and therefore the
appliance, can be forwarded 20 to the monitoring device
10, via the communication network 50, by the transceiver
90, together with an alarm signal.
[0070] In response to receiving the alarm signal at the
monitoring device 10, the monitoring device 10 will issue
an audible alarm to an operator, in this embodiment in
the form of a unique ringtone alarm. The monitoring de-
vice 10 will also provide an indication of the location, de-
termined by the GPS device, of the article 100.
[0071] Optionally, the transceiver may send an alarm
signal directly to the local police service, or additional
monitoring devices; however, for simplicity this has been
omitted from figure 1.
[0072] The GPS device may continue to transmit 20
location data to the monitoring device 10 at, for instance,
five minute intervals until the GPS device receives 30 an
instruction from the monitoring device 10 to stop. The
processor will continue in the alarm state until it is reset
by the monitoring device 10. Alternatively, the processor
may discontinue the alarm state as soon as detection of
movement and/or vibration by the movement sensor and
the vibration sensor has ceased.

Claims

1. A security system for indicating when an article (100)
has been compromised, the system comprising:

a primary security device (40) configured to se-
cure the article (100);
at least one satellite security device (240); and
a monitoring device (10) configured to monitor
the primary security device (40) over a commu-
nication network (50), wherein the monitoring
device (10) comprises a controller for controlling
operation of the primary security device (40)
over the communication network (50);
wherein the primary security device (40) com-
prises:

a substantially tamper-proof housing;
a power source (60) located within the hous-
ing;

at least one sensor (70) located within the
housing, the at least one sensor (70) con-
figured to detect an event associated with
the article (100) being compromised;
a processor (80) located within the housing,
the processor (80) configured to trigger an
alarm condition in response to the at least
one sensor (70) detecting an event associ-
ated with the article (100) being compro-
mised; and
a transceiver (90) located within the hous-
ing, the transceiver (90) configured to send
an alarm signal (20) to the monitoring device
(10) over the communication network (50)
in response to triggering of the alarm con-
dition by the processor (80); and
wherein the housing prevents user interface
by any means other than via the transceiver
(90);
wherein the primary security device (40) is
configured such that the alarm condition is
only detectable outside the housing via the
alarm signal (20);

wherein the at least one satellite security device
(240) comprises:

a substantially tamper-proof satellite hous-
ing;
a satellite power source (260) located within
the satellite housing;
at least one satellite sensor (270) located
within the satellite housing, the at least one
satellite sensor (270) configured to detect
an event associated with the article (100)
being compromised;
a satellite processor (280) located within the
satellite housing, the satellite processor
(280) configured to trigger a satellite alarm
condition in response to the at least one sat-
ellite sensor (270) detecting an event asso-
ciated with the article (100) being compro-
mised; and
a satellite transceiver (290) located within
the satellite housing, the satellite transceiv-
er configured to send a satellite alarm signal
(220) to the primary security device (40) in
response to triggering of the satellite alarm
condition by the satellite processor (280);
and
wherein the satellite security device (240)
is configured such that the satellite alarm
condition is only detectable outside the sat-
ellite housing via the satellite alarm signal
(220).

2. The system of claim 1, wherein the primary security
device (40) comprises at least two sensors (70).

11 12 



EP 3 035 304 A1

8

5

10

15

20

25

30

35

40

45

50

55

3. The system of claim 1 or claim 2, wherein the primary
security device (40) comprises a sensitivity adjust-
ment control configured to adjust the sensitivity of
the at least one sensor (70).

4. The system of any preceding claim, wherein the
transceiver (90) comprises more than one SIM card,
each for communication over a respective telecom-
munication network, and a network strength detec-
tion switch configured to direct the transceiver (90)
to operate over a selected one of the telecommuni-
cation networks in response to a detected strength
of each telecommunication network.

5. The system of any preceding claim, wherein the pow-
er source (60) of the primary security device (40)
comprises a first power unit and a second power unit,
the second power unit being independent from the
first power unit.

6. The system of any preceding claim, wherein the pri-
mary security device (40) comprises a power source
status detector configured to detect the status of the
power source (60).

7. The system of any preceding claim, wherein the
transceiver (90) of the primary security device (40)
is further configured to send operational data repre-
senting a functional status of the primary security
device (40), and/or sensor data representing an en-
vironment of the primary security device (40), over
the communication network (50) to the monitoring
device (10).

8. The system of any preceding claim, wherein the
transceiver (90) of the primary security device (40)
is further configured to receive control data from the
monitoring device (10), to control operation of the
primary security device (40).

9. The system of claim 8, wherein the control data com-
prises instructions to the primary security device (40)
to produce an alarm condition.

10. The system of claim 8 or claim 9, wherein the control
data comprises instructions to the primary security
device (40) to send operational data representing a
functional status of the primary security device (40),
and/or sensor data representing an environment of
the primary security device (40), over the communi-
cation network (50) to the monitoring device (10).

11. A method of indicating when an article (100) has
been compromised comprising the steps of:

providing a system according to any one of
claims 1 to 10;
detecting, with the at least one satellite sensor

(270), an event associated with an article (100)
being compromised;
triggering, with the satellite processor (280), a
satellite alarm condition in response to the at
least one satellite sensor (270) detecting an
event associated with the article (100) being
compromised;
sending, with the satellite transceiver (290), a
satellite alarm signal (220) to the primary secu-
rity device (40) in response to triggering of the
satellite alarm condition by the satellite proces-
sor (280), such that the satellite alarm condition
is only detectable outside the housing via the
alarm signal (220);
triggering, with the processor (80), an alarm con-
dition in response to receiving the satellite alarm
signal;
sending, with the transceiver (90), an alarm sig-
nal to the monitoring device (10) over the com-
munication network (50) in response to trigger-
ing of the alarm condition by the processor (80),
such that the alarm condition is only detectable
outside the housing via the alarm signal (20);
monitoring (20) the primary security device over
the communication network (50); and
controlling (30) operation of the primary security
device over the communication network (50).
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