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discloses  a  data  storage  unit  which  includes  a 
plurality  of  memory  devices  within  a  closed  con- 
tainer  formed  by  a  housing  and  a  lid.  Located 
within  the  material  forming  the  walls  of  the  con- 
tainer  are  a  plurality  of  differential  pressure  sens- 
ing  devices  connected  to  closed  channels  also 
located  in  the  walls  of  the  container,  such  that 
any  attempt  to  break  into  the  container  which  dis- 
rupts  the  pressure  in  the  closed  channels  is  de- 
tected  by  the  pressure  sensing  devices  and 
causes  the  operation  of  a  relay  to  provide  an 
erase  signal  to  erase  the  contents  of  the  memory 
devices.  Also  located  within  the  material  forming 
the  walls  of  the  container  are  a  pair  of  thin  con- 
ductors,  which  run  in  an  arbitrary  configuration 
through  the  housing  and  the  lid,  and  are  con- 
nected  to  a  power  source  and  the  relay.  Any  ex- 
ternal  influence  which  breaks  either  of  these  thin 
conductors  also  causes  the  relay  to  provide  an 
erase  signal  to  erase  the  contents  of  the  memory 
devices.  However,  this  known  device  is  of  com- 
plex  and  expensive  construction  resulting  from 
the  provision  of  the  closed  channels  and  pressure 
sensing  devices.  Furthermore,  the  possibility 
exists  of  forming  a  small  diameter  hole  into  the 
interior  of  the  unit  without  interrupting  either  of  the 
pair  of  thin  conductors.  Thus,  the  degree  of  se- 
curity  achievable  with  this  known  unit  is  also 
limited. 

Description 

Technical  Field 
5 

This  invention  relates  to  security  devices  for  pro- 
tecting  stored  sensitive  data,  of  the  kind  including 
a  closed  housing  containing  memory  means 
adapted  to  store  sensitive  data,  wherein  said 
housing  embodies  first  and  second  conductive  10 
paths  the  interruption  of  which,  brought  about  by 
an  attempt  to  penetrate  said  housing,  causes  the 
erasure  of  the  contents  of  said  memory  means, 
wherein  said  housing  contains  tamper  detection 
circuitry  coupled  to  said  first  and  second  conduc-  75 
tive  paths,  said  tamper  detection  circuitry  includ- 
ing  reset  signal  generating  means,  and  wherein 
the  interruption  of  either  of  said  first  and  second 
conductive  paths  causes  said  reset  signal  gener- 
ating  means  to  produce  a  reset  signal  to  erase  20 
the  contents  of  said  memory  means. 

Background  Art 
25 

international  Patent  Application  No.  W0-A1- 
84/04614  discloses  a  data  security  device  which 
includes  a  container  formed  of  a  brittle  material 
such  as  prestressed  glass  and  which  includes  a 
data  processor,  a  volatile  CMOS  RAM  memory  30 
device  for  storing  encryption  key  data,  and  a  bat- 
tery  forming  the  power  supply  for  the  memory  de- 
vice.  The  container  consists  of  a  housing  and  a 
lid.  The  battery  is  connected  to  the  memory  de- 
vice  by  a  power  supply  conductor  formed  in  a  35 
winding  path  configuration  on  the  interior  surfaces 
of  the  housing  and  the  lid,  the  parts  of  the  power 
supply  conductor  on  the  housing  and  lid  being 
connected  by  pairs  of  contacts  at  the  joint  faces 
between  the  housing  and  the  lid.  The  conductor  is  40 
formed  by  an  evaporated  metal  thin  film  material. 
The  power  supply  conductor  pattern  is  bhfilar  and 
the  parts  of  the  conductor  are  interleaved  with 
additional  conductors  on  the  interior  surfaces  of 
the  housing  and  lid  which  are  earthed  or  con-  45 
nected  to  a  voltage  source.  Thus,  if  the  power 
supply  conductor  is  interrupted  or  connected  to 
either  of  the  additional  conductors  the  power  sup- 
ply  to  the  volatile  RAM  would  be  so  much  altered 
that  the  data  in  the  RAM  would  be  destroyed.  The  50 
known  device  has  the  disadvantage  of  a  relatively 
low  level  of  security  since  the  width  of  the  power 
supply  conductor  provided  on  the  housing  must 
be  maintained  sufficiently  great  to  enable  the  pro- 
vision  of  an  adequate  power  supply  to  the  mem-  55 
ory  device.  Such  relatively  wide  conductors  are 
subject  to  the  possibility  of  penetration.  For 
example,  it  could  be  possible  to  produce  a  hole  of 
sufficiently  small  diameter  to  maintain  a  conduc- 
tive  path  in  a  relatively  wide  power  supply  con-  60 
ductor,  yet  enable  unauthorized  access  to  the 
memory  device  via  the  hole.  Furthermore,  the  thin 
film  technology  utilized  in  the  manufacture  of  the 
known  device  results  in  high  device  cost. 

German  Offenlegungsschr'rft  No.  3  023  427  65 

Disclosure  of  the  Invention 

It  is  an  object  of  the  present  invention  to  provide  a 
security  device  for  protecting  stored  sensitive 
data  having  a  high  degree  of  security  against  un- 
authorized  access. 

Therefore,  according  to  the  present  invention, 
there  is  provided  a  security  device  for  protecting 
stored  sensitive  data,  of  the  kind  specified,  char- 
acterized  in  that  said  first  and  second  conductive 
paths  are  disposed  in  respective  first  and  second 
superposed  layers  in  complementary  winding 
paths,  in  that  said  housing  includes  a  plurality  of 
individual  parts  connected  together,  each  of  said 
parts  including  a  substrate  having  a  first  conduc- 
tive  path  portion  provided  thereon,  an  insulating 
layer  overlying  said  first  conductive  path  portion 
and  a  second  conductive  path  portion  overlying 
said  insulating  layer,  in  that  said  first  conductive 
path  includes  a  series  connection  of  said  first 
conductive  path  portions  and  said  second  con- 
ductive  path  includes  a  series  connection  of  said 
second  conductive  path  portions,  in  that  said  first 
conductive  path  is  coupled  to  a  first  sensing  cir- 
cuit  responsive  to  interruption  of  said  first  conduc- 
tive  path  to  develop  a  first  sensing  signal,  in  that 
said  second  conductive  path  is  coupled  to  a  sec- 
ond  sensing  circuit  responsive  to  interruption  of 
said  second  conductive  path  to  develop  a  second 
sensing  signal,  and  in  that  said  first  and  second 
sensing  circuits  are  coupled  to  said  reset  signal 
generating  means  which  is  adapted  to  generate 
said  reset  signal  in  response  to  the  provision  of 
said  first  or  second  sensing  signals. 
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through  P5  and  a  bottom  part  P6.  Coupled  to  the 
bottom  part  P6  by  way  of  surface  mounting  pins 
(not  shown)  is  electronic  circuitry  19  which  is  en- 
cased  within  the  housing  17  for  security  and  pro- 

5  tection. 
Each  of  the  parts  P1  -  P6  is  comprised  of  a 

ceramic  substrate  having  three  conductive  layers 
separated  by  two  nonconductive  or  insulating 
layers,  with  all  layers  being  deposited  on  the  ce- 

10  ramie  substrate  by  a  conventional  screening  tech- 
nique  using  conventional  thick  film  techniques. 
Figs.  3A,  3A1,  3B,  3B1,  3B2,  3C,  3C1,  3C2  and 
3D  illustrate  how  three  conductive  layers  separ- 
ated  by  two  insulating  layers  are  selectively  de- 

15  posited  on  a  ceramic  substrate  and  connected 
together  to  form  any  one  of  the  parts  P1  -  P6. 

Screens  (Figs.  3A1,  3B1,  3B2,  3C1  and  3C2) 
with  very  small  holes  (where  the  diameter  of  a 
hole  may  be  equal  to  approximately  300 

20  micrometers)  are  used  to  deposit  conductive  or 
insulating  paste  on  a  ceramic  substrate  20  (Fig. 
3D).  For  every  conductive  layer  and  insulating 
layer  a  different  screen  is  prepared.  After  each 
screening  the  layered  ceramic  part  20  is  heated 

25  up  to  800  degrees  centigrade  to  harden  the  just 
deposited  paste. 

Fig.  3A  illustrates  the  first  conductive  layer  L1 
to  be  deposited  on  the  ceramic  substrate  20.  As 
shown  in  Fig.  3A,  L1  is  comprised  of  one  track 

30  21  .  Fig.  3A1  illustrates  the  screen  that  is  placed 
on  the  ceramic  substrate  20  and  used  to  deposit 
the  layer  L1  on  the  ceramic  substrate  20.  The 
screen  of  Fig.  3A1  is  the  negative  of  the  required 
layer  L1.  The  shaded  area  22  in  Fig.  3A1  is 

35  blocked  off  with  a  polymer  (not  shown)  so  that  a 
conductive  paste  (not  shown)  can  only  pass 
through  an  open  area  21  1  to  form  the  track  21  of 
the  layer  L1  on  the  ceramic  substrate  20.  Layer 
L1  is  then  hardened  at  800  degrees  centigrade  in 

40  an  oven.  The  thickness  of  the  track  21  of  layer  L1 
is  about  10  micrometers. 

Points  or  areas  1.1,  1.2  and  1.3  on  layer  L1  of 
Fig.  3  A  are  then  blocked  off  with  a  polymer  at  the 
respective  hole  positions  30,  29  and  28  of  the 

45  screen  shown  in  Fig.  3B1  ,  because  these  areas 
have  to  be  selectively  connected  later  to  sub- 
sequently  laid  conductive  layers  (L2  and  L3).  In- 
sulating  paste  is  now  screened  over  the  assem- 
bly  of  Fig.  3A  to  form  an  insulating  layer  one  (Fig. 

50  3B1)  and  the  now  insulated  assembly  of  Fig.  3A 
is  heated  up  again  to  800  degrees  centigrade  to 
harden  it. 

Fig.  3B  illustrates  the  second  conductive  layer 
(L2)  to  be  deposited  on  the  hardened  assembly  of 

55  Fig.  3A  by  using  the  screen  shown  in  Fig.  3B2. 
As  shown  in  Fig.  3B  layer  L2  is  comprised  of  two 
tracks  23  and  24.  The  screen  of  Fig.  3B2  is  the 
negative  of  the  pattern  of  Fig.  3B.  The  shaded 
area  25  of  Fig.  3B2  is  blocked  off  again  with  a 

60  polymer.  After  screening  with  conductive  paste 
through  open  areas  23i  and  24i  of  the  screen  of 
Fig.  3B2  and  heating  the  hardened  assembly  of 
Fig.  3B,  connections  are  made  between  points 
1.1  of  Fig.  3A  and  2.1  of  Fig.  3B  by  way  of  hole 

65  30  in  insulating  layer  one  of  Fig.  3B1  and  be- 

Brlef  Description  of  the  Drawings 

One  embodiment  of  the  present  invention  will 
now  be  described  by  way  of  example  with  refer- 
ence  to  the  accompanying  drawings,  in  which: 

-  Fig.  1  is  an  illustration  of  the  assembled  devi- 
ce  or  module  of  the  invention; 

-  Fig.  2  is  an  exploded  perspective  view  of  the 
various  parts  of  the  housing  of  the  device  of 
Fig.  1  ; 

-  Figs.  3A,  3A1,  3B,  3B1,  3B2,  3C,  3C1,  3C2 
and  3D  are  exemplary  illustrations  of  how 
three  conductive  layers  separated  by  two  in- 
sulating  layers  are  selectively  deposited  on  a 
ceramic  substrate  and  connected  together  to 
form  any  one  of  the  parts  P1  -  P6  of  Fig.  2; 

-  Fig.  4  is  a  partial  sectional  view  of  the  housing 
17  of  Fig.  1; 

-  Figs.  5A  and  5B  together  show  the  islands 
and  conductive  paths  in  conductive  layer  3  for 
each  of  the  parts  shown  in  Fig.  2; 

•  Figs.  6A  and  6B  together  show  the  conductive 
paths  in  conductive  layer  2  for  each  of  the 
parts  shown  in  Fig.  2; 

-  Figs.  7A  and  7B  together  show  the  conductive 
paths  in  conductive  layer  1  for  each  of  the 
parts  shown  in  Fig.  2; 

-  Fig.  8  shows  the  connections  of  the  conducti- 
ve  paths  in  Figs.  7A  and  7B  by  way  of  pre- 
selected  connections  and  islands  in  Figs.  5A 
and  5B  to  form  a  first  conductive  path  desig- 
nated  as  WM1  ,  and  further  shows  the  connec- 
tions  of  the  conductive  paths  in  Figs.  6A  and 
6B  by  way  of  preselected  connections  and  is- 
lands  in  Figs.  5A  and  5B  to  form  a  second 
conductive  path  designated  as  WM2; 

-  Fig.  9  is  a  schematic  block  diagram  of  the 
electronic  circuitry  contained  within  the  device 
of  Fig.  1; 

-  Fig.  10  is  a  functional  block  diagram  illustra- 
ting  how  the  key  storage  key  (KSK)  is 
generated  and  how  the  KSK  is  utilized  in  loa- 
ding  KEYS  and  in  encrypting  and  decrypting 
data;  and 

-  Fig.  1  1  is  a  schematic  block  diagram  of  the 
tamper  detection  circuitry  of  Fig.  9. 

Best  Mode  for  Carrying  Out  the  Invention 

Referring  now  to  the  drawings,  Fig.  1  illustrates 
an  exemplary  form  of  a  security  device  1  1  of  the 
invention.  A  plurality  of  conductors  12  connected 
to  a  plurality  of  pins  13  are  shown  on  both  sides 
of  a  bottom  part  P6  of  a  housing  17  of  the  device 
1  1  for  connecting  the  device  1  1  to  external  elec- 
tronic  equipment  (not  shown).  The  housing  17  is 
preferably  comprised  of  ceramic,  since  a  ceramic 
housing  cannot  be  penetrated  by  chemicals  due 
to  the  fact  ceramic  will  not  dissolve. 

An  exploded  perspective  view  of  the  various 
parts  of  the  housing  17  of  the  device  11  is 
illustrated  in  Fig.  2.  As  shown,  the  housing  17  is 
comprised  of  a  top  part  or  cover  P1  ,  side  parts  P2 
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6 

spectively  electrically  connected  to  associated 
exposed  islands  on  part  P1  with  conductive 
epoxy;  exposed  islands  on  part  P4  are  respec- 
tively  electrically  connected  to  associated  ex- 

5  posed  islands  on  part  P1  with  conductive  epoxy; 
and  exposed  islands  on  part  P5  are  respectively 
electrically  connected  to  associated  exposed  is- 
lands  on  part  P1  w'rth  conductive  epoxy.  Conduc- 
tive  epoxy  is  next  placed  on  the  remaining  ex- 

10  posed  islands  on  the  assembly  of  parts  P1  -  P5. 
Then  the  assembly  of  parts  P1  -  P5  is  properly 
oriented  with  respect  to  part  P6  and  gently  placed 
onto  part  P6  to  electrically  connect  the  remaining 
islands  on  part  P6  with  the  remaining  uncon- 

15  nected  islands  on  the  assembly  of  parts  P1  -  P5. 
After  the  assembly  of  parts  P1  -  P6  is  electrically 
connected  together  at  associated  islands  to  form 
the  housing  17  (FIG.  1),  as  described  above,  non- 
conductive  epoxy  is  applied  along  the  lines  be- 

20  tween  adjacent  pairs  of  the  parts  P1  -  P6  to  seal 
any  gaps  between  adjacent  pairs  of  the  parts  P1  - 
P6  and  to  provide  additional  strength  for  the 
housing  17. 

Fig.  4  is  a  partial  sectional  view  of  the  com- 
25  pleted  housing  17  showing  the  connection  of  an 

island  37  on  layer  3  of  part  2  (L3P2)  with  an 
island  39  on  layer  3  of  part  1  (L3P1)  by  means  of 
conductive  epoxy  35,  and  the  further  gluing  of  the 
parts  P1  and  P2  together  with  nonconductive 

30  epoxy  41  . 
An  additional  layer  of  ceramic  (not  shown)  is 

mounted  onto  the  bottom  part  P6  to  hold  the  elec- 
tronic  circuitry  19.  The  electronic  circuitry  19  is 
then  mounted  onto  this  additional  layer  of  ceramic 

35  by  way  of  surface  mounting  pins  (not  shown).  Any 
necessary  contacts  between  the  conductive  layer 
3  and  the  electronic  circuitry  19  are  connected 
together  with  surface  mounting  pins  (not  shown). 
Then  the  assembled  structure  of  parts  P1  -  P5  is 

40  glued  to  bottom  part  P6,  with  the  associated  ex- 
posed  islands  between  the  assembly  of  parts  P1 
-  P5  and  the  bottom  part  P6  being  connected 
together  with  conductive  epoxy  before  the  entire 
assembly  of  parts  P1  -  P6  is  sealed  all  over  with 

45  nonconductive  epoxy,  as  discussed  before.  As 
mentioned  before,  the  plurality  of  leads  12  and 
plurality  of  contacts  13  (shown  in  Fig.  1)  are  all  on 
part  P6. 

The  formation  of  first  and  second  continuous 
50  conductive  paths  WM1  (wire  mesh  1)  and  WM2 

(wire  mesh  2)  through  the  parts  P1  -  P6  of  the 
ceramic  housing  17  (Fig.  1),  as  shown  in  Fig.  8 
(as  well  as  in  Figs.  9  and  11),  will  be  explained  by 
now  referring  to  Figs.  5A,  5B,  6A,  6B,  7A,  7B  and 

55  8. 
Figs.  5A  and  5B  together  show  the  islands 

and  conductive  paths  in  conductive  layer  3  (L3) 
for  each  of  the  parts  P1  -  P6  shown  in  Fig.  2.  The 
Figs.  6A  and  6B  together  show  the  conductive 

60  paths  in  conductive  layer  2  (L2)  for  each  of  the 
parts  P1  -  P6  shown  in  Fig.  2.  Similarly,  Figs.  7A 
and  7B  together  show  the  conductive  paths  in 
conductive  layer  1  (L1)  for  each  of  the  parts  P1  - 
P6  shown  in  Fig.  2.  It  will  be  appreciated  that  on 

65  each  part  P1  -  P6  the  conductive  path  in  each  of 

tween  points  1.2  of  Fig.  3A  and  2.2  of  Fig.  3B  by 
way  of  the  hole  29  in  insulating  layer  one  of  Fig. 
3B1.  Note  that  the  track  23  of  Fig.  3B  crosses 
over  the  track  21  of  Fig.  3A. 

Insulating  layer  two  (Fig.  3C1)  is  needed  to 
enable  the  deposition  of  the  third  conductive  layer 
L3.  The  laying  of  these  two  layers  is  accom- 
plished  by  using  the  screens  of  Figs.  3C1  and 
3C2  in  a  manner  similar  to  that  previously  de- 
scribed  with  respect  to  Figs.  3B1  and  3B2.  More 
specifically,  hole  positions  31,  32  and  33  of  the 
screen  shown  in  Fig.  3C1  are  blocked  off  with  a 
polymer  before  insulating  layer  two  is  deposited. 
When  the  polymer  is  removed  from  the  insulating 
layer  two  (as  is  similarly  done  with  insulating  layer 
one),  holes  31  ,  32  and  33  are  left  in  the  insulating 
layer  two,  as  indicated  in  Fig.  3C1  .  The  conduct- 
ing  layer  L3  is  laid  or  deposited  through  the 
screen  shown  in  Fig.  3C2.  After  the  insulating 
layer  two  and  layer  L3  are  laid  or  deposited,  the 
pattern  of  L3  results,  as  shown  in  Fig.  3C.  As 
shown  in  Fig.  3C,  L3  is  comprised  of  two  tracks 
26  and  27  which  are  respectively  connected  to 
square  islands  3.6  and  3.7.  Island  3.6  in  layer  L3 
of  Fig.  3C  is  connected  via  point  3.3  in  layer  L3  of 
Fig.  3C  to  point  1.3  of  L1  in  Fig.  3A  through  the 
hole  31  in  insulating  layer  two  and  the  hole  28  in 
insulating  layer  one.  On  the  other  hand,  island  3.7 
in  layer  L3  of  Fig.  3C  is  connected  via  point  3.5  in 
layer  L3  of  Fig.  3C  to  point  2.5  in  layer  12  of  Fig. 
3B  by  way  of  hole  33  in  insulating  layer  two  (Fig. 
3C1).  In  addition,  island  3.7  in  layer  L3  of  Fig.  3C 
is  also  connected  via  point  3.4  in  layer  L3  to  point 
2.4  in  layer  L2  of  Fig.  3B  by  way  of  hole  32  insu- 
lating  layer  two  (Fig.  3C1). 

Fig.  3D  illustrates  a  sectional  view  of  connec- 
tions  between  layers  or  tracks  L3  and  L1  and 
between  layers  or  tracks  L2  and  L1.  The  ceramic 
substrate  20  is  approximately  700  micrometers 
thick  and  each  of  the  conductive  and  insulating 
layers  is  only  about  10  micrometers  thick.  The 
width  of  each  of  the  tracks  L1  ,  L2  and  L3  is  about 
300  micrometers. 

The  conductive  layers  or  tracks  L1  ,  L2  and  L3 
are  selectively  connected  together  at  preselected 
islands  or  connection  points.  For  example  the 
point  3.5  and  island  3.6  of  conductive  layer  L3  of 
Fig.  3C  are  respectively  connected  to  point  1.3  in 
conductive  layer  L1  of  Fig.  3A  by  means  of  con- 
ductive  epoxy  through  the  hole  33  (Fig.  3C1)  and 
the  holes  31  and  28  (Figs.  3C1  and  3B1),  respec- 
tively.  The  assembly  of  Fig.  3D  (comprised  of  the 
layers  of  Figs.  3C,  3C1,  3B,  3B1  and  3A)  is  then 
put  into  an  oven  (not  shown)  and  heated  to  about 
800  degrees  C  for  the  proper  duration  of  time  in 
order  to  harden  the  conductive  layer  3  and  the 
conductive  epoxy. 

Referring  now  back  to  Fig.  2,  the  parts  P1  - 
P6  are  assembled  together  into  the  housing  17  of 
Fig.  1  in  the  following  manner.  Initially  the  top  part 
P1  is  sequentially  glued  to  side  parts  P2  -  P5. 
First,  exposed  islands  on  part  P2  are  respectively 
electrically  connected  to  associated  exposed  is- 
lands  on  part  P1  with  conductive  epoxy.  In  a  simi- 
lar  manner,  exposed  islands  on  part  P3  are  re- 
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sponse  to  input  data  and  instructions,  a  timing 
and  control  circuit  73  for  controlling  the  operation 
of  the  processor  71,  a  programmable  read  only 
memory  (PROM)  75  for  storing  the  software  pro- 
gram  to  be  executed  by  the  processor  71  ,  a  ran- 
dom  access  memory  (RAM)  77  for  providing  a 
temporary  memory  storage,  a  volatile  or  reset- 
table  64  bit  shift  register  memory  79  for  perma- 
nently  storing  the  most  sensitive  or  secure  data 
such  as  a  key  storage  key  (KSK)  (to  be  ex- 
plained),  a  random  number  generator  81  and  an 
input/output  (I/O)  unit  83. 

A  data,  control  and  address  bus  85,  bidirec- 
tional  I/O  bus  87  and  I/O  lines  89  and  91  are 
coupled  to  the  processor  71,  timing  and  control 
circuit  73,  PROM  75,  RAM  77  and  I/O  unit  83  to 
enable  the  data  processing  circuitry  67  to  perform 
its  data  processing  operations.  Data  may  be 
passed-  over  bidirectional  I/O  bus  87  to  or  from 
the  processor  71  and  over  I/O  lines  89  and  91  to 
or  from  the  I/O  unit  83.  The  right-hand  ends  of  the 
I/O  bus  87  and  I/O  lines  89  and  91  (as  shown  in 
Fig.  9)  may  be  selectively  coupled  to,  for 
example,  another  data  processor  (not  shown),  a 
main  computer  (not  shown)  and  a  peripheral 
(such  as  a  keyboard)  (not  shown)  via  the  pins  13 
(Fig.  1)  in  order  to  enable  the  data  processing 
circuitry  67  to  perform  its  preselected  operations. 

Power  to  operate  the  electronic  circuitry  1  9  is 
preferably  supplied  from  external  power  sources 
(not  shown),  such  as  power  supplies  and  bat- 
teries,  connected  to  preselected  ones  of  the  pins 
13  (Fig.  1). 

An  initialization  subroutine,  contained  in  the 
software  program  stored  in  the  PROM  75,  is 
executed  in  a  special  mode  of  operation  control- 
led  by  an  authorized  person.  Preferably,  this  in- 
itialization  subroutine  can  only  be  executed  once 
after  the  security  device  11  (Fig.  1)  has  been 
completely  assembled. 

For  purposes  of  additional  security  it  is  prefer- 
able  that  the  volatile  memory  79  be,  for  example, 
a  resettable  memory  such  as  a  64-bit  shift  regis- 
ter  memory. 

During  the  execution  of  an  INITIALIZE  sub- 
routine  the  processor  71  applies  an  INITIALIZE 
signal  to  the  random  number  generator  61  to  en- 
able  the  generator  81  to  generate  a  random  num- 
ber  which  is  stored  in  the  memory  79  as  an 
exemplary  sequence  of  64  random  bits.  This  se- 
quence  of  64  random  bits  is  the  KSK  (key  storage 
key),  which  is  the  most  sensitive  or  secure  data 
contained  in  the  data  processing  circuitry  67. 
Referring  to  the  functional  block  diagram  of  Fig. 
10,  it  will  now  be  explained  how  the  sensitive 
KSK  data  is  generated  and  then  utilized  by  the 
data  processing  circuitry  67  in  the  loading  or  stor- 
age  of  subsequently  entered  KEYS  and  in  all 
subsequent  encryption  and  decryption  operations 
of  output  and  input  data,  respectively. 

the  layers  L1  and  L2  is  disposed  in  a  winding  or 
zig-zag  configuration  over  substantially  the  entire 
surface  of  the  parts  P1  -  P6.  Finally,  Fig.  8  shows 
the  connections  of  the  conductive  paths  in  Figs. 
7A  and  7B  by  way  of  preselected  connections  5 
and  islands  in  Figs.  5A  and  5B  to  form  the  first 
continuous  conductive  path  WM1  and  also  shows 
the  connections  of  the  conductive  paths  in  Figs. 
6A  and  6B  by  way  of  preselected  connections 
and  islands  in  Figs.  5A  and  5B  to  form  the  second  10 
continuous  conductive  path  WM2. 

As  shown  in  Figs.  5A  and  8,  pins  A  and  C  are 
respectively  the  input  and  output  pins  of  WM2. 
Similarly,  pins  B  and  D  are  respectively  the  input 
and  output  pins  of  WM1  .  These  pins  A,  B,  C  and  15 
D  are  internally  connected  to  leads  (not  shown) 
which  are  coupled  through  surface  mounting  pins 
(not  shown)  to  the  group  of  pins  13  (Fig.  1). 

The  aiphanumericaliy  identified  squares  in 
Figs.  5A  and  5B  (such  as  BD1  in  Fig.  5A)  repre-  20 
sent  islands  to  be  connected,  while  the  aiphanu- 
mericaliy  identified  circles  in  Figs.  5A,  5B,  6A,  6B, 
7A  and  7B  (such  as  AC1  in  Fig.  5A)  represent 
connection  points. 

By  using  Fig.  8  as  a  guide  it  can  be  readily  25 
seen  in  Figs.  5A,  5B,  7  A  and  7B  that  the  line  BD 
(or  continuous  conductive  path  WM1)  from  pin  B 
(Fig.  5A)  to  pin  D  (Fig.  5A)  sequentially  passes 
through  a  zig-zag  conductive  path  through  the 
conductive  layers  L1  P2  (Fig.  7B),  L1  P3  (Fig.  7B),  30 
L1P1  (Fig.  7B),  L1P5  (Fig.  7B),  L1P4  (Fig.  7B) 
and  L1P6  (Fig.  7A)  via  the  islands  and  connec- 
tion  points  BD1  -  BD30  and  lines  43  -  47.  Similar- 
ly,  by  using  Fig.  8  as  a  guide,  it  can  be  readily 
seen  in  Figs.  5A,  5B,  6A  and  6B  that  the  line  AC  35 
(or  continuous  conductive  path  WM2)  from  pin  A 
(Fig.  5A)  to  pin  C  (Fig.  5A)  sequentially  passes 
through  a  zig-zag  conductive  path  through  the 
conductive  layers  L2P6  (Fig.  6A),  L2P4  (Fig.  6B), 
L2P5  (Fig.  6B),  L2P1  (Fig.  6B),  L2P3  (Fig.  6B)  40 
and  L2P2  (Fig.  6B)  via  the  islands  and  connec- 
tion  points  AC1  -  AC39  and  lines  51  -  64.  Further- 
more,  the  zig-zag  paths  of  the  wire  meshes  WM1 
and  WM2  are  disposed  in  complementary  fashion 
on  each  of  the  parts  P1  to  P6.  For  example,  refer-  45 
ring  to  Fig.  4,  the  conductive  path  portions  of  the 
layer  L2P1  overlie  the  spaces  between  the  con- 
ductive  path  portions  of  the  layers  L1P1,  and  the 
spaces  between  the  conductive  path  portions  of 
the  layer  L2P1  overlie  the  conductive  path  por-  50 
tions  of  the  layer  L1P1. 

Referring  to  Fig.  9,  the  electronic  circuitry  1  9 
of  Fig.  2  will  now  be  discussed  in  more  detail.  The 
electronic  circuitry  19  includes  data  processing 
circuitry  67  and  tamper  detection  circuitry  69.  55 

The  data  processing  circuitry  67  can  be 
utilized  to  perform  any  desired  data  processing 
operation  in  such  applications  as,  for  example, 
electronic  payment  systems,  electronic  fund 
transfers,  data  encryption/decryption,  PIN  (per-  60 
sonal  identification  number)  verification,  data 
transmission/reception,  access  control  and  home 
banking.  The  data  processing  circuitry  67  in- 
cludes  a  processor  71  for  selectively  controlling 
the  operation  of  the  electronic  circuitry  19  in  re-  65 

INITIALIZE  KSK 

In  response  to  the  INITIALIZE  signal  from  the 
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processor  71,  the  random  number  generator  81 
generates  the  random  64-bit  KSK.  This  KSK  is 
then  permanently  stored  in  the  resettable  shift 
register  memory  79.  The  invention  prevents  this 
KSK  from  being  externally  accessed. 

ory  79  cannot  be  altered,  (if  the  security  device 
1  1  was  programmed  to  run  the  initialization  pro- 
gram  only  once),  that  the  KSK  is  never  outputted 
to  the  outside  world  from  the  security  device  1  1  , 
and  that  for  purposes  of  security  external  access 
to  the  KSK  contents  of  the  memory  79  by  various 
means  must  be  prevented. 

Tamper  detection  circuitry  69  is  included  in 
the  electronic  circuitry  19  to  specifically  actively 
destroy  the  KSK  in  the  resettable  memory  79  if 
there  is  any  attempt  to  penetrate  the  ceramic 
housing  1  7  to  gain  access  to  the  KSK  stored  in 
the  memory  79.  It  should  be  realized  that  if  the 
KSK  is  destroyed,  any  data  stored  in  RAM  77 
becomes  meaningless  or  useless.  Two  principal 
ways  that  someone  could  employ  to  attempt  to 
gain  access  to  the  KSK  stored  in  the  resettable 
memory  79,  as  well  as  the  reaction  of  the  tamper 
detection  circuitry  69  to  such  attempts,  are  dis- 
cussed  below. 

Load  KEYS 

After  KSK  has  been  generated,  a  person  can  10 
store  64-bit  KEYS  in  the  RAM  77.  Each  KEY  to 
be  entered  is  an  exemplary  sequence  of  64  bits 
of  clear  data  (hereinafter  designated  as  KEYx 
CLEAR)  that  can  be  entered  into  the  data  pro- 
cessing  circuitry  67  by  way  of,  for  example,  a  15 
keyboard  (not  shown)  connected  to  pins  13  (Fig. 
1).  For  added  security  each  KEYx  CLEAR  is  en- 
crypted  with  KSK  by  exclusive-ORing  them 
together  in  an  exclusive-OR  (EX-OR)  gate  93  to 
develop  a  KEYx  ENCR  signal  that  is  also  64  bits  20 
in  length.  This  KEYx  ENCR  signal  is  then  stored 
in  the  RAM  77. 

Attempt  to  break  into  HOUSING  17 

An  attempt  to  penetrate  the  ceramic  housing  1  7 
may  be  made  by  drilling  into  or  cracking  the  hous- 
ing  17.  To  protect  against  this  possibility,  wire 
mesh  2  (WM2)  of  Fig.  8  is  connected  between  a 
supply  voltage  Vc  and  a  sense  circuit  101,  while 
wire  mesh  1  (WM1)  of  Fig.  8  is  connected  be- 
tween  a  reference  potential  such  as  ground  and  a 
sense  circuit  103.  It  will  be  recalled  that  WM1  and 
WM2  are  different  conductive  paths  on  different 
levels  or  layers  of  each  of  the  parts  P1  -  P6  of  the 
housing  17,  as  shown  in  Figs.  1-8. 

An  attempt  to  drill  into  or  crack  the  housing  1  7 
that  damages  either  or  both  of  WM1  and  WM2 
will  be  readily  sensed.  If  WM2  is  broken  or 
shorted  to  either  WM1  or  ground  by  such  an  at- 
tempt,  sense  circuit  101  will  generate  a  low  volt- 
age  signal  at  point  105.  Similarly,  if  WM1  is 
broken  or  shorted  to  either  WM2  or  Vc  by  such 
an  attempt,  the  sense  circuit  will  generate  a  low 
voltage  signal  at  point  1  05.  In  response  to  a  low 
voltage  signal  at  point  1  05,  a  low  voltage  detector 
1  07  generates  a  RESET  signal  which  resets  the 
memory  79  to  actively  clear  or  destroy  the  KSK  in 
the  resettable  memory  79. 

Encrypt/Decrypt  Data  25 

To  encrypt  outgoing  clear  data  or  decrypt  incom- 
ing  encrypted  data,  a  desired  KEYx  ENCR  signal 
is  extracted  from  the  RAM  77  while  the  KSK  is 
extracted  from  the  resettable  shift  register  79  by  30 
well-known  read-out  techniques.  The  KEYx 
ENCR  signal  and  the  KSK  are  then  exclusive- 
ORed  together  in  an  EX-OR  gate  95  to  recover 
the  associated  KEYx  CLEAR  signal. 

In  a  data  encryption  operation,  the  KEYx  35 
CLEAR  signal  is  routed  to  a  data  encryption  de- 
vice  97  where  it  is  used  to  encrypt  clear  data 
entered  into  the  data  processing  circuitry  67  (Fig. 
9)  by  way  of  one  of  the  I/O  buses  87,  89  and  91  . 
Encrypted  data  from  the  device  97  is  then  out-  40 
putted  from  the  security  device  11  (Fig.  1)  by  way 
of  the  pins  13  (Fig.  1). 

In  a  data  decryption  operation,  encrypted  data 
entered  into  the  data  processing  circuitry  67  (Fig. 
9)  by  way  of  the  pins  13  (Fig.  1)  is  applied  to  a  45 
data  decryption  device  99.  The  KEYx  CLEAR  sig- 
nal,  which  is  routed  from  the  EX-OR  gate  95  to 
the  data  decryption  device  99,  is  used  by  the  data 
decryption  device  99  to  develop  clear  data  which 
can  then  be  utilized  by  the  data  processing  circuit  £0 
67. 

The  EX-OR  gates  93  and  95,  the  data  encryp- 
tion  device  97  and  the  data  decryption  device  99 
can  be  implemented  in  hardware  or  the  oper- 
ations  performed  by  those  units  can  be  performed  55 
as  a  function  of  software  subroutines  of  the  pro- 
gram  contained  in  the  PROM  75. 

Referring  back  to  Fig.  9,  it  should  be  noted 
that  the  above-described  implementation  for 
generating  the  KSK  is  for  illustrative  purposes  60 
only  and  does  not  form  any  part  of  the  invention. 
Any  other  suitable  implementation  could  therefore 
be  used  to  generate  the  KSK.  The  important 
things  to  consider  are  that  the  resettable  memory 
79  stores  the  KSK,  that  the  contents  of  the  mem-  65 

Attempt  to  freeze  KSK  content  of  MEMORY  79 
before  breaking  into  HOUSING  17 

it  is  known  that  it  is  possible  to  retain  data  in 
static  CMOS  cells  of  a  memory  in  an  unpowered 
state  (no  supply  voltage  or  battery  voltage  pres- 
ent),  if  those  cells  are  initially  frozen  below  -90 
degrees  centigrade  before  power  is  removed 
from  the  memory. 

A  low  temperature  sensor  109  is  therefore 
needed  in  the  tamper  detection  circuitry  69  to  pro- 
tect  the  security  device  11  (Fig.  1)  against  the 
above-described  tampering  at  extremely  low  tem- 
peratures.  The  sensor  109  is  also  connected  to 
point  105.  Sensor  109  is  so  implemented  that 
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connected  resistors  133  and  134  respectively 
coupled  between  Vc  and  ground,  and  serially- 
connected  resistors  135  and  136  respectively 
coupled  between  Vc  and  ground;  an  operational 

5  amplifier  137  having  its  non-inverting  input  (+) 
connected  to  the  junction  of  resistors  133  and 
134  and  its  inverting  input  (-)  connected  to  the 
junction  of  resistors  135  and  136;  an  inverter  139 
for  inverting  the  output  of  the  operational  amplifier 

10  137;  and  a  diode  coupled  between  the  output  of 
inverter  139  and  point  105. 

The  resistors  133  and  136  may  be  800  kilohm 
resistors,  while  the  resistors  134  and  135  may  be 
68  kilohm  resistors  having  negative  temperature 

15  coefficients  (NTC).  With  this  implementation  the 
bridge  circuit  131  would  be  unbalanced  until  the 
temperature  inside  the  housing  17  reaches  ap- 
proximately  -25  degrees  C.  It  can  be  readily  seen 
that  when  the  bridge  circuit  131  is  unbalanced, 

20  the  operational  amplifier  137  develops  a  low  out- 
put  which  is  inverted  by  inverter  139  to  backbias 
the  diode  141.  Therefore,  when  the  temperature 
inside  the  housing  17  (Fig.  1)  is  above  -25  de- 
grees  centigrade,  the  low  temperature  sensor  1  09 

25  is  effectively  disconnected  by  the  backbiased 
diode  141  from  the  point  105. 

Part  4  includes  a  tow  voltage  detector  107 
connected  to  point  105  for  developing  a  RESET 
signal  when  the  potential  across  resistor  129  is 

30  below  a  preselected  threshold  voltage  of,  for 
example,  +1  .15  volts  when  Vc  ■  +4.5  volts,  and  a 
capacitor  145  connected  between  point  105  and 
ground  for  retaining  the  input  potential  (voltage 
developed  across  resistor  129)  to  the  detector 

35  107  for  a  sufficient  time  to  enable  the  detector 
107  to  generate  a  RESET  signal  when  the  poten- 
tial  across  resistor  129  falls  below  +1.15  volts. 
The  low  voltage  detector  107  may  be  a  voltage 
comparator  which  develops  a  low  output  when 

40  the  voltage  across  resistor  129  falls  below  an  in- 
ternal  reference  potential  of  +1.15  volts. 

Various  conditions  will  now  be  discussed. 

when  the  temperature  within  the  housing  17  (Fig. 
1)  falls  to,  for  example,  -25  degrees  centigrade, 
the  sensor  1  09  generates  and  applies  a  low  volt- 
age  signal  to  point  105.  This  low  voltage  signal 
applied  from  sensor  109  to  point  105  will  also 
cause  the  low  voltage  detector  107  to  generate  a 
RESET  signal  to  reset  the  memory  79  to  actively 
clear  or  destroy  the  KSK  in  the  memory  79. 

Referring  now  to  Fig.  1  1  ,  the  tamper  detection 
circuitry  69  will  be  described  in  more  detail. 

The  tamper  detection  circuitry  69  is  essen- 
tially  comprised  of  four  parts.  A  first  part  includes 
WM2  and  sense  circuit  101.  A  second  part  in- 
cludes  WM1  and  sense  circuit  103.  A  third  part 
includes  the  low  temperature  sensor  109.  All  of 
the  first,  second  and  third  parts  are  connected  to 
a  common  output  at  point  105  which,  in  turn,  is 
connected  to  the  fourth  part  which  includes  the 
low  voltage  detector  107.  Consequently,  if  any  of 
the  first,  second  or  third  parts  detects  any  attempt 
to  gain  access  to  the  KSK  in  memory  79  (Fig.  9)  a 
low  output  is  developed  at  point  105.  As  men- 
tioned  before,  such  a  low  output  at  point  105  will 
cause  the  low  voltage  detector  107  to  actively 
reset  the  memory  79  to  destroy  the  KSK  stored 
therein. 

In  the  first  part,  pin  C  of  WM2  is  coupled  to 
sense  circuit  101.  A  high  or  positive  supply  volt- 
age  VC  is  applied  to  pin  A  of  WM2  and  to  each  of 
cascaded  inverters  111  and  113  in  sense  circuit 
101.  For  purposes  of  this  discussion  assume  that 
Vc  -  +4.5  volts.  A  one  megohm  (1M£3)  resistor 
115  is  connected  between  pin  C  of  WM2  and  a 
low  reference  potential  such  as  ground.  Pin  C  is 
also  connected  to  the  input  of  inverter  111.  The 
output  of  inverter  113  is  applied  through  a  120 
kilohm  resistor  117  to  point  105. 

When  WM2  is  undamaged  (not  broken  or 
shorted  to  either  ground  or  WM1),  the  input  to 
inverter  1  1  1  is  high,  the  output  of  inverter  1  1  1  is 
low  and  the  output  of  inverter  1  13  is  high. 

In  the  second  part,  pin  D  of  WM1  is  coupled 
to  sense  circuit  103  and  pin  B  of  WM1  is  con- 
nected  to  the  low  reference  potential  or  ground.  A 
one  megohm  resistor  119  is  connected  between 
pin  D  of  WM1  and  Vc.  The  supply  voltage  Vc  is 
also  applied  to  cascaded  inverters  121,  123  and 
125.  Pin  D  is  also  connected  to  the  input  of  inver- 
ter  121  which,  in  turn,  has  its  output  connected  to 
the  input  of  inverter  123.  The  output  of  inverter 
123  is  then  connected  to  the  input  of  inverter  125. 
The  output  of  inverter  125  is  applied  through  a 
120  kilohm  resistor  127  to  point  105.  A  30  kilohm 
resistor  129  is  connected  between  point  105  and 
ground  to  develop  a  common  output  for  the  sense 
circuits  101  and  103,  as  well  as  to  the  low  tem- 
perature  sensor  109  (to  be  explained). 

When  WM1  is  undamaged  (not  broken  or 
shorted  to  either  Vc  or  WM2),  the  input  to  inverter 
121  is  high,  the  output  of  inverter  123  is  low  and 
the  output  of  inverter  125  is  high. 

Part  3  includes  the  low  temperature  sensor 
109  (Fig.  9).  The  low  temperature  sensor  109 
comprises:  a  negative  temperature  coefficient 
(NTC)  bridge  circuit  131  which  includes  serially- 

45  No  attempt  made  to  gain  access  to  KSK 

When  no  attempt  has  been  made  to  freeze  and/or 
penetrate  the  housing  17  to  gain  access  to  the 
KSK  in  the  resettable  memory  79  (Fig.  9)  the 

50  temperature  in  the  housing  17  (Fig.  1)  will  be  high 
enough  not  to  trigger  the  low  temperature  sensor 
109  and  both  WM1  and  WM2  will  be  undamaged. 
As  a  result,  the  outputs  of  inverters  113  and  125 
will  both  be  high.  Therefore,  the  voltage  de- 

55  veloped  across  resistor  129  (approximately  +1.5 
volts)  will  be  above  the  1.15  volt  threshold  of  the 
low  voltage  detector  107.  Consequently,  the  low 
voltage  detector  107  will  not  develop  the  RESET 
signal. 

60 

Attempted  penetration  of  HOUSING  17  breaks 
WM2  or  shorts  WM2  either  to  ground  or  WM1 

65  When  WM2  is  broken  or  shorted  either  to  ground 
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or  WM1,  pin  C  goes  to  a  low  potential,  causing 
the  input  to  inverter  111  to  go  low.  This  low  input 
is  inverted  to  a  high  signal  by  inverter  111.  The 
high  signal  (+4.5  volts)  from  inverter  111  is  in- 
verted  by  inverter  113  to  a  low  signal  (0  volts). 
Assume  that  WM1  is  not  broken  at  this  time  and 
therefore  that  inverter  125  develops  a  high  output 
(+4.5  volts).  As  a  result,  a  voltage  divider  com- 
prised  of  resistors  117,  127  and  129  will  cause 
point  105  to  fall  to  approximately  +0.9  volts.  Since 
+0.9  volts  is  below  the  +1  .15  volt  threshold  of  the 
low  voltage  detector  1  07,  the  low  voltage  detector 
107  will  develop  the  RESET  signal  to  actively 
reset  memory  79  (Fig.  9). 

The  invention  thus  provides  a  security  device 
1  1  for  the  secure  storage  of  sensitive  data.  It  pro- 
vides  protection  for  the  device  1  1  against  chemi- 
cal  attack,  physical  attack,  and  tampering  at  ex- 
tremely  low  temperature.  The  ceramic  housing 
cannot  be  penetrated  by  chemicals,  since  ce- 
ramics  will  not  dissolve.  Physical  attack  by  cutting 
or  drilling  will  result  in  the  ceramic  housing  17 
cracking  or  breaking,  thus  breaking  or  damaging 
at  least  one  of  the  two  conductive  paths  WM1 
and  WM2.  This  will  cause  the  tamper  detection 
circuitry  69  to  actively  reset  the  resettable  mem- 
ory  79  to  destroy  the  sensitive  data  stored  there- 
in.  Similarly,  any  attempt  to  tamper  with  the  se- 
curity  device  11  at  an  extremely  low  temperature 
will  also  cause  the  tamper  detection  circuitry  69  to 
actively  reset  the  memory  79. 

10 

15 

Attempted  penetration  of  HOUSING  17  breaks 
WM1  or  short*  WM1  althsr  to  Vc  or  WM2 

When  WM1  is  broken  or  shorted  either  to  Vc  or 
WM2,  pin  D  goes  high  (+4.5V).  This  high  signal  is 
inverted  by  inverter  121.  The  low  signal  (0  volts) 
from  inverter  121  is  inverted  by  inverter  123.  The 
high  signal  from  inverter  123  is  inverted  by  inver- 
ter  125.  Assume  that  WM2  is  not  broken  at  this 
time  and  therefore  that  inverter  113  develops  a 
high  output  (+4.5  volts).  As  a  result,  the  voltage 
divider  comprised  of  resistors  117,  127  and  129 
will  cause  point  1  05  to  fall  to  approximately  +0.9 
volts.  This  will  then  cause  the  low  voltage  detec- 
tor  107  to  develop  the  RESET  signal  to  reset 
memory  79  (Fig.  9). 

If  both  WM1  and  WM2  are  broken,  the  inver- 
ters  113  and  125  will  both  go  low,  causing  the 
charge  across  capacitor  145  to  fall  toward  0  volts. 
However,  as  soon  as  the  voltage  across  capaci- 
tor  145  falls  below  +1.15  volts,  the  bw  voltage 
detector  107  will  generate  the  RESET  signal. 

20  Claims 

1  .  A  security  device  for  protecting  stored  sensi- 
tive  data,  including  a  closed  housing  (17)  contain- 
ing  memory  means  (79)  adapted  to  store  sensi- 

25  tive  data,  wherein  said  housing  (17)  embodies 
first  and  second  conductive  paths  (WM1,  WM2) 
the  interruption  of  which,  brought  about  by  an  at- 
tempt  to  penetrate  said  housing  (17),  causes  the 
erasure  of  the  contents  of  said  memory  means 

30  (79),  wherein  said  housing  (17)  contains  tamper 
detection  circuitry  (69)  coupled  to  said  first  and 
second  conductive  paths  (WM1,  WM2),  said  tam- 
per  detection  circuitry  (69)  including  reset  signal 
generating  means  (107),  and  wherein  the  inter- 

35  ruption  of  either  of  said  first  and  second  conduc- 
tive  paths  (WM1  ,  WM2)  causes  said  reset  signal 
generating  means  (1  07)  to  produce  a  reset  signal 
to  erase  the  contents  of  said  memory  means  (79), 
characterized  in  that  said  first  and  second  con- 

40  ductive  paths  (WM1,  WM2)  are  disposed  in  re- 
spective  first  and  second  superposed  layers  (L1  , 
12)  in  complementary  winding  paths,  in  that  said 
housing  includes  a  plurality  of  individual  parts  (P1 
•  P6)  connected  together,  each  of  said  parts  (P1  - 

45  P6)  including  a  substrate  having  a  first  conductive 
path  portion  (e.g.  L1P1)  provided  thereon,  an  in- 
sulating  layer  overlying  said  first  conductive  path 
portion  (e.g.  L1P1)  and  a  second  conductive  path 
portion  (e.g.  L2P1  )  overlying  said  insulating  layer, 

50  in  that  said  first  conductive  path  (WM1  )  includes  a 
series  connection  of  said  first  conductive  path 
portions  (e.g.  L1P1)  and  said  second  conductive 
path  (WM2)  includes  a  series  connection  of  said 
second  conductive  path  portions  (e.g.  L2P1),  in 

55  that  said  first  conductive  path  (WM1)  is  coupled 
to  a  first  sensing  circuit  (103)  responsive  to  inter- 
ruption  of  said  first  conductive  path  (WM1)  to  de- 
velop  a  first  sensing  signal,  in  that  said  second 
conductive  path  (WM2)  is  coupled  to  a  second 

60  sensing  circuit  (101)  responsive  to  interruption  of 
said  second  conductive  path  (WM2)  to  develop  a 
second  sensing  signal,  and  in  that  said  first  and 
second  sensing  circuits  (103,  101)  are  coupled  to 
said  reset  signal  generating  means  (107)  which  is 

65  adapted  to  generate  said  reset  signal  in  response 

Vc  falls  below  +3.5  volts 

if  Vc  falls  below  +3.5  volts,  the  voltage  across 
capacitor  145  will  fall  below  +1.15  volts.  This 
again  will  cause  the  low  voltage  detector  107  to 
generate  the  RESET  signal. 

Temperature  In  HOUSING  17  falls  below  -25 
degrees  centigrade 

When  the  temperature  in  the  housing  falls  below 
-25  degrees  centigrade,  the  bridge  circuit  131  in 
the  tow  temperature  sensor  109  becomes  either 
balanced  or  unbalanced  in  the  opposite  direction. 
In  either  event,  the  operational  amplifier  137  de- 
velops  a  high  output  which  is  inverted  by  inverter 
139.  The  tow  output  (0  volts)  from  inverter  139 
forward  biases  diode  141  causing  point  105  to  fall 
toward  0  volts.  This  will  cause  the  charge  across 
capacitor  145  to  fall  toward  0  volts.  However,  as 
soon  as  the  voltage  across  capacitor  145  falls 
below  +1.15  volts,  the  low  voltage  detector  107 
generates  the  RESET  signal  to  clear  the  memory 
79. 
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iiberdeckende  Isolierschicht  und  einen  zweiten 
Leitungswegteil  (z.  B.  L2P2),  der  iiber  der  Isolier- 
schicht  liegt,  und  daB  der  erste  Leitungsweg 
(WM1)  eine  Reihenverbindung  der  ersten  Lei- 
tungswegabschnitte  (z.  B.  L1P1)  aufweist  und  der 
zweite  Leitungsweg  (WM2)  eine  Reihenschaltung 
der  zweiten  Leitungswegabschnitte  (z.  B.  L2P1) 
aufweist,  daB  der  erste  Leitungsweg  (WM1)  mit 
einer  ersten  Sensorschattung  (103)  gekoppelt  ist, 
die  auf  die  Unterbrechung  des  ersten  Leitung- 
swegs  (WM1)  anspricht,  um  ein  erstes  Fuhlsignal 
zu  erzeugen,  daB  der  zweite  Leitungsweg  (WM2) 
mit  einer  zweiten  Sensorschaltung  (101)  gekop- 
pelt  ist,  die  auf  die  Unterbrechnung  des  zweiten 
Leitungswegs  (WM2)  anspricht,  um  ein  zweites 
Fuhlsignal  zu  erzeugen,  und  daB  die  erste  und 
zweite  Sensorschaltung  (103,  101)  mit  der 
Ruckstellsignal-Erzeugungsvorrichtung  (107)  ger 
koppelt  sind,  die  geeignet  ist,  ein  Ruckstellsignal 
unter  Ansprechen  auf  die  Abgabe  des  ersten 
oder  zweiten  Sensorsignals  zu  erzeugen. 

2.  Sicherungsvorrichtung  nach  Anspruch  1,  da- 
durch  gekennzeichnet,  daB  die  Eindringfeststell- 
schaltung  (69)  eine  Temperaturfuhlvorrichtung 
(109)  einschlieBt,  die  mit  der  Ruckstellsignal- 
Erzeugungsvorrichtung  (107)  gekoppelt  ist  und 
auf  eine  Verringerung  der  Temperatur  in  dem  Ge- 
hause  (17)  unterhalb  eines  vorbestimmten  Pegels 
anspricht,  um  ein  drittes  Fuhlsignal  zu  erzeugen, 
wobei  die  Ruckstellsignal-Erzeugungsvorrichtung 
(107)  ferner  anspricht,  um  das  Ruckstellsignal 
unter  Ansprechen  auf  die  Abgabe  des  dritten 
Fiihlsignals  zu  erzeugen. 

3.  Sicherungsvorrichtung  nach  Anspruch  2,  da- 
durch  gekennzeichnet,  daB  die  Temperatur- 
fuhlvorrichtung  (109)  eine  temperaturempfindliche 
Bruckenschaltung  (131)  aufweist,  mit  einem  er- 
sten  Betriebszustand,  wenn  die  Temperatur  in 
dem  Gehause  (17)  bei  oder  iiber  einem  vorbes- 
timmten  Pegel  ist,  und  einem  zweiten  Betriebs- 
zustand,  wenn  die  Temperatur  innerhalb  des  Ge- 
hauses  (17)  unterhalb  des  vorbestimmten  Pegels 
ist,  und  daB  eine  Verstarkervorrichtung  (137)  mit 
der  temperaturempfindlichen  Bruckenschaltung 
(131)  gekoppelt  ist  und  geeignet  ist,  das  dritte 
Fuhlsignal  unter  Ansprechen  auf  den  zweiten  Be- 
triebszustand  zu  erzeugen. 

4.  Sicherungsvorrichtung  nach  einem  der  vorher- 
gehenden  Anspruche  dadurch  gekennzeichnet, 
daB  die  Speichervorrichtung  einen  ruckstellbaren 
Schieberegisterspeicher  (79)  einschlieBt. 

to  the  provision  of  said  first  or  second  sensing 
signals. 

2.  A  security  device  according  to  claim  1,  charac- 
terized  in  that  said  tamper  detection  circuitry  (69)  5 
includes  temperature  sensing  means  (109) 
coupled  to  said  reset  signal  generating  means 
(107)  and  responsive  to  a  decrease  in  tempera- 
ture  within  said  housing  (17)  below  a  predeter- 
mined  level  to  provide  a  third  sensing  signal,  said  10 
reset  signal  generating  means  (107)  being  further 
responsive  to  generate  said  reset  signal  in  re- 
sponse  to  the  provision  of  said  third  sensing  sig- 
nal. 

15 
3.  A  security  device  according  to  claim  2,  charac- 
terized  in  that  said  temperature  sensing  means 
(1  09)  includes  a  temperature  sensitive  bridge  cir- 
cuit  (131)  having  a  first  operational  state  when 
the  temperature  within  said  housing  (17)  is  at  or  20 
above  said  predetermined  level  and  a  second 
operational  state  when  the  temperature  within 
said  housing  (17)  is  below  said  predetermined 
level,  and  in  that  amplifier  means  (109)  coupled 
to  said  temperature  sensitive  bridge  circuit  (131)  25 
and  adapted  to  generate  said  third  sensing  signal 
in  response  to  said  second  operational  state. 

4.  A  security  device  according  to  any  one  of  the 
preceding  claims,  characterized  in  that  said  mem-  30 
ory  means  includes  a  resettable  shift  register 
memory  (79). 

Patontanspruche  35 

1.  Sicherungseinrichtung  zum  Schutzen  gespei- 
cherter  sensitiver  Daten,  mit  einem  geschios- 
senen  Gehause  (17),  das  eine  Speichervorrich- 
tung  (79)  enthalt,  die  geeignet  ist,  sensitive  Daten  40 
zu  speichern,  wobei  das  Gehause  (1  7)  erste  und 
zweite  Leitungswege  (WM1  ,  WM2)  besitzt,  deren 
Unterbrechung  infolge  eines  Versuchs,  in  das 
Gehause  (17)  einzudringen,  die  Loschung  des  In- 
halts  der  Speichervorrichtung  (79)  bewirkt,  wobei  45 
das  Gehause  (17)  eine  Eindringfeststellschaltung 
(69)  beinhaltet,  die  mit  den  ersten  und  zweiten 
Leitungswegen  (WM1,  WM2)  gekoppelt  ist,  wobei 
die  Eindringfeststellschaltung  (69)  eine  Ruckstell- 
signal-Erzeugungsvorrichtung  (107)  beinhaltet,  50 
und  wobei  die  Unterbrechung  des  ersten  oder 
zweiten  Leitungsweges  (WM1,  WM2)  bewirkt, 
daB  die  Riickstellsignal-Erzeugungsvorrichtung 
(107)  ein  Ruckstellsignal  zum  Loschen  des  In- 
halts  der  Speichervorrichtung  (79)  erzeugt,  da-  55 
durch  gekennzeichnet,  daB  die  ersten  und 
zweiten  Leitungswege  (WM1,  WM2)  in  kom- 
plementaren  Windungswegen  in  entsprechenden 
ersten  und  zweiten  uberlagerten  Schichten  (L1, 
L2)  angeordnet  sind,  daB  das  Gehause  eine  Viel-  60 
zahl  einzelner  Teile  (P1  bis  P6)  aufweist,  die  mi- 
teinander  verbunden  sind,  wobei  jedes  Teil  (P1  - 
P6)  ein  Substrat  einschlieBt,  auf  dem  ein  erster 
Leitungswegabschnitt  (z.  B.  L1P1)  aufgebracht 
ist,  eine  den  ersten  Leitungswegteil  (z.  B.  L1P1)  65 

Revindications 

1.  DispositK  de  securrte  pour  proteger  des  don- 
nees  confidentielles  stcckees,  comprenant  une 
enceinte  fermee  (17)  corttenant  des  moyens  de 
memoire  (79)  congus  pour  stacker  des  donnees 
confidentielles,  dans  lequel  ladKe  enceinte  (17) 
comports  des  premier  et  second  trajets  conduc- 
teurs  (WM1,  WM2)  dont  Interruption,  provoquee 
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caracterise  en  ce  que  lesdits  moyens  (109)  de 
detection  de  temperature  comprennent  un  circuit 
(131)  en  pont  sensible  a  la  temperature,  ayant  un 
premier  etat  operationnel  lorsque  la  temperature 
a  I'interieur  de  ladite  enceinte  (17)  est  egale  ou 
superieure  audit  niveau  predetermine  et  un  sec- 
ond  etat  operationnel  lorsque  la  temperature  a 
I'interieur  de  ladite  enceinte  (17)  est  inferieure 
audit  niveau  predetermine,  et  en  ce  que  les 
moyens  amplificateurs  (137)  sont  couples  audit 
circuit  (131)  en  pont  sensible  a  la  temperature  et 
sont  corpus  pour  generer  ledit  troisieme  signal  de 
detection  en  reponse  audit  second  etat  operation- 
net. 

4.  Dispositif  de  securite  selon  I'une  quelconque 
des  revendications  precedentes,  caracterise  en 
ce  que  lesdits  moyens  a  memoire  comprennent 
une  memoire  a  registre  a  decalage  effacable 
(79). 

par  une  tentative  de  penetration  dans  ladite  en- 
ceinte  (17),  provoque  I'effacement  du  contenu 
desdits  moyens  de  memoire  (79),  dans  lequel 
ladite  enceinte  (17)  contient  un  circuit  (69)  de  de- 
tection  de  viol  couple  auxdits  premier  et  second  5 
trajets  conducteurs  (WM1,  WM2),  led  it  circuit  (69) 
de  detection  de  viol  comprenant  des  moyens 
(1  07)  de  generation  d'un  signal  de  restauration, 
et  dans  lequel  I'interruption  de  I'un  ou  I'autre  des- 
dits  premier  et  second  trajets  conducteurs  (WM1  ,  10 
WM2)  amene  lesdits  moyens  (107)  de  generation 
d'un  signal  de  restauration  a  produire  un  signal 
de  restauration  pour  effacer  le  contenu  desdits 
moyens  a  memoire  (79),  caracterise  en  ce  que 
lesdits  premier  et  second  trajets  conducteurs  15 
(WM1,  WM2)  sont  disposes  dans  des  premiere  et 
seconde  couches  superposees  respectives  (L1, 
L2)  dans  des  trajets  sinueux  complementaires,  en 
ce  que  ladite  enceinte  comprend  plusieurs  pieces 
individuelles  (P1  -  P6)  reliees  les  unes  aux  aut-  20 
res,  chacune  desdites  pieces  (P1  -  P6)  compre- 
nant  un  substrat  portant  une  premiere  partie  de 
trajet  conducteur  (par  exemple  L1P1),  une 
couche  isolante  recouvrant  ladite  premiere  partie 
de  trajet  conducteur  (par  exemple  L1P1)  et  une  25 
seconde  partie  de  trajet  conducteur  (par  exemple 
L2P1)  recouvrant  ladite  couche  isolante,  en  ce 
que  ledrt  premier  trajet  conducteur  (WM1  )  com- 
prend  une  connexion  en  serie  desdites  premieres 
parties  de  trajets  conducteurs  (par  exemple  30 
L1P1)  et  ledit  second  trajet  conducteur  (WM2) 
comprend  une  connexion  en  serie  desdites  sec- 
ondes  parties  de  trajets  conducteurs  (par 
exemple  L2P1),  en  ce  que  ledit  premier  trajet 
conducteur  (WM1  )  est  couple  a  un  premier  circuit  35 
de  detection  (1  03)  qui,  en  reponse  a  une  interrup- 
tion  dudit  premier  trajet  conducteur  (WM1  ),  devel- 
oppe  un  premier  signal  de  detection,  en  ce  que 
ledit  second  trajet  conducteur  (WM2)  est  couple  a 
un  second  circuit  de  detection  (101)  qui,  en  re-  40 
ponse  a  une  interruption  dudit  second  trajet  con- 
ducteur  (WM2),  developpe  un  second  signal  de 
detection,  et  en  ce  que  lesdits  premier  et  second 
circuits  (103,  101)  de  detection  sont  couples  aux- 
dits  moyens  (107)  de  generation  d'un  signal  de  45 
restauration  qui  sont  congus  pour  generer  ledit 
signal  de  restauration  en  reponse  a  la  presence 
desdits  premiers  ou  seconds  signaux  de  detec- 
tion. 

50 
2.  Dispositif  de  securite  selon  la  revendication  1  , caracterise  en  ce  que  ledit  circuit  (69)  de  detec- 
tion  de  viol  comprend  des  moyens  (109)  de  de- 
tection  de  temperature  couples  auxdits  moyens 
(107)  de  generation  du  signal  de  restauration  et  55 
qui,  en  reponse  a  une  diminution  de  la  tempera- 
ture  a  I'intirieur  de  ladite  enceinte  (17)  au-des- 
sous  d'un  niveau  predetermine,  produisent  un 
troisieme  signal  de  detection,  lesdits  moyens 
(107)  de  generation  d'un  signal  de  restauration  60 
r6agissant  en  outre  en  gdnirant  ledit  signal  de 
restauration  en  riponse  a  ia  presence  dudit  troi- 
sieme  signal  de  detection. 

3.  Dispositif  de  securite  selon  la  revendication  2,  65 

10 
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