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Description

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] Not Applicable

STATEMENT REGARDING FEDERALLY SPONSORED RESEARCH OR DEVELOPMENT

[0002] Not Applicable

NOTICE OF MATERIAL SUBJECT TO COPYRIGHT PROTECTION

[0003] A portion of the material in this patent document is subject to copyright protection under the copyright laws of
the United States and of other countries. The owner of the copyright rights has no objection to the facsimile reproduction
by anyone of the patent document or the patent disclosure, as it appears in the United States Patent and Trademark
Office publicly available file or records, but otherwise reserves all copyright rights whatsoever. The copyright owner does
not hereby waive any of its rights to have this patent document maintained in secrecy, including without limitation its
rights pursuant to 37 C.F.R. § 1.14.

BACKGROUND

1. Technical Field

[0004] The technology of this disclosure pertains generally to wireless networking, and more particularly to a routing
apparatus and method for use in a wireless network having beamformed communications. Various techniques for network
design are described in Zhuo Chen: "60 GHz MAC and network design", 31 Jan 2016, pages 1 - 128, XP055414795,
New Brunswick, New Jersey ISBN: 978-1-339-60133-5.

2. Background Discussion

[0005] As there is a need for maximizing communication in decentralized networks, efficient means have been sought
for determining best message routing paths.
[0006] In decentralized networks, e.g. ad-hoc or mesh networks, data is routed from a source STA to a destination
STA in multiple hops through intermediate relays. Routing is the process of selecting the best routes (paths) in the
network, such as disseminating information that enables selecting routes between any two STAs on the network, from
a source STA to a destination STA. A routing protocol involves methods for path selection through certain metrics. A
large variety of routing protocols have been developed to address different network topologies, network dynamics,
complexity of methods, and so forth.
[0007] Millimeter-wave (mmWave) communications link budgets are poor due to high free space path loss (FSPL),
large O2/H2O absorption, and large blockage by objects. The use of highly directional (directive) communications, also
known as beamforming, takes advantage of a large number of antennas (e.g., an antenna array) to steer transmission
towards a desired radio direction. Beamforming is utilized to overcome link budget limitations.
[0008] However, state-of-the art routing which heavily relies on multicasting will not function as intended in these
mmWave wireless networks. Beamforming in mmWave networks currently requires that the signal transmitted by a
wireless device be intended only to another single device. Hence, current schemes for multicasting or broadcasting of
information in prevailing wireless networks, such as WLAN at 2.4/5 GHz, cannot be used directly in mmWave wireless
systems.
[0009] Accordingly, a need exists for methods for discovering a routing path to a destination while effectively allowing
directional forwarding of data packets through a number of STAs. The present disclosure fulfills these needs, while
providing additional wireless networking benefits.

BRIEF SUMMARY

[0010] The present invention is defined in the independent claims. The dependent claims define particular embodiments
of the invention.
[0011] A method and apparatus for use on wireless networks for performing routing protocols tailored for directional
transmissions. The general elements of these protocols are as follows. (a) Using Beamforming training feedback metrics
to identify and rank reliable peer STAs. (b) Transmit routing requests in unicast mode to reliable peers. (c) Dissemination
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of neighborhood discovery lists among STAs in unicast transmission. (d) Construction of routing tables that extract
(determine/estimate) best routes between a source and a destination using the aggregated neighbor lists. (e) Use of a
ranking of links based on BF training feedback to transmit routing requests in a specific order.
[0012] A number of terms are utilized in the disclosure whose meanings are generally utilized as described below.
[0013] AODV: Ad-hoc On-Demand Distance Vector, is a routing protocol for data packets in ad-hoc wireless networks.
[0014] Beamforming (BF): A directional transmission that does not use an omnidirectional antenna pattern or quasi-
omni antenna pattern. It is used at a transmitter to improve the received signal power or signal-to-noise ratio (SNR) at
an intended receiver.
[0015] Multi-cast: In networking this is a one-to-many form of group communication implemented at layers above the
physical layer where information is addressed to a group of destination STAs simultaneously.
[0016] NL: Neighbor List, is a list of neighbor STA links for a given STA that exchanged either BF training or "Hello"
messages with that given STA.
[0017] Omni directional: A non-directional antenna mode of transmission.
[0018] Quasi-omni directional: A directional multi-gigabit (DMG) antenna operating mode with the widest beamwidth
attainable.
[0019] RREQ: Routing Request, is a packet used in data routing protocols to discover the path between the source
STA and the destination STA.
[0020] RREP: Routing Reply, is a packet transmitted in response to RREQ in routing protocols. Upon reception of
RREP by a source STA it can start transmitting the data packets.
[0021] Receive sector sweep (RXSS): Reception of Sector Sweep (SSW) frames through (via) different sectors, in
which a sweep is performed between consecutive receptions.
[0022] RSSI: receive signal strength indicator (in dBm).
[0023] Sector-level sweep (SLS) phase: A BF training phase that can include as many as four components: (1) an
initiator sector sweep (ISS) to train the initiator, (2) a responder sector sweep (RSS) to train the responder link, (3) an
SSW Feedback, and (4) an SSW ACK.
[0024] SNR: The received signal-to-noise ratio (in dB). Other similar mechanisms for determining signal integrity are
considered to be cumulative and/or synonymous with SNR, and are thus not separately described herein.
[0025] STA: Station: a logical entity that is a singly addressable instance of a medium access control (MAC) and
physical layer (PHY) interface to the wireless medium (WM).
[0026] Unicast: In networking, unicast is a one-to-one communication connection between two STAs.
[0027] Further aspects of the technology described herein will be brought out in the following portions of the specifi-
cation, wherein the detailed description is for the purpose of fully disclosing preferred embodiments of the technology
without placing limitations thereon.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING(S)

[0028] The technology described herein will be more fully understood by reference to the following drawings which
are for illustrative purposes only:

FIG. 1 is a data field format for a Routing Request (RREQ) as utilized in state of the art routing protocols, e.g. AODV
protocol.
FIG. 2 is a data field format for Routing Replies (RREP) as utilized in state of the art routing protocols, e.g. AODV
protocol.
FIG. 3 is a radio node diagram of an example network by way of example in discussing embodiments according to
the present disclosure.
FIG. 4 is a routing path diagram for the example radio node diagram shown in FIG. 3.
FIG. 5 is a data base record example for a neighbor list according to an embodiment of the present disclosure.
FIG. 6 is a message passing diagram of proactive and reactive steps in forming a route from source to destination
according to an embodiment of the present disclosure.
FIG. 7 is an air time diagram of sector level sweep (SLS) in Beamformed training between transmitter (STA 1) and
responder (STA 2).
FIG. 8A and FIG. 8B are data field formats of an SSW feedback frame in FIG. 8A, with FIG. 8B detailing bits within
the SSW feedback field, as utilized in 802.11ad specifications.
FIG. 9 is a flow diagram of a station recording link reliability information into a neighbor list (NL) data base according
to an embodiment of the present disclosure.
FIG. 10 is a flow diagram of a station recording neighbor list (NL) information into its NL data base according to an
embodiment of the present disclosure.
FIG. 11 is a flow diagram of a station periodically transmitting neighbor list (NL) information to its reliable neighbor
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STAs according to an embodiment of the present disclosure.
FIG. 12 is a flow diagram of determining reliable peer stations according to an embodiment of the present disclosure.
FIG. 13 is a flow diagram of ranking links of N peer stations according to an embodiment of the present disclosure.
FIG. 14 is a data field format for a neighbor link (NL) information element (IE) according to an embodiment of the
present disclosure.
FIG. 15A and FIG. 15B are flow diagrams of processing routing requests (RREQs) for transmission and reception
according to an embodiment of the present disclosure.
FIG. 16 is a flow diagram of propagating a routing request (RREQ) according to an embodiment of the present
disclosure.
FIG. 17 is a flow diagram of a next hop routing path determination according to an embodiment of the present
disclosure.
FIG. 18 is a flow diagram of a routing reply (RREP) for a recipient station according to an embodiment of the present
disclosure.
FIG. 19 is a message passing diagram of signaling routing requests to neighbor stations according to an embodiment
of the present disclosure.
FIG. 20 is a flow diagram of a source station sending unicast-based routing requests according to an embodiment
of the present disclosure.
FIG. 21 is a flow diagram of simplified routing-request processing for a recipient station according to an embodiment
of the present disclosure.
FIG. 22 is a block diagram for single-input-single-output (SISO) station (STA) hardware according to an embodiment
of the present disclosure.
FIG. 23 is a block diagram for multiple-input-multiple-output (MIMO) station (STA) hardware according to an em-
bodiment of the present disclosure.

DETAILED DESCRIPTION

1. State of the Art AODV Routing and Path Discovery.

[0029] This section provides an overview of On-Demand Distance Vector (AODV) Routing.
[0030] Numerous routing methods are described in the literature. One of the more prominent routing protocols is Ad-
hoc On-Demand Distance Vector (AODV) routing. This protocol has been adopted by the ZigBee standard for routing
of low power wireless personal area networks (WPAN).
[0031] The major components of AODV are: (a) Neighborhood Discovery, and (b) Path Discovery. AODV does not
require a periodic advertisement of routing information from all STAs; whereby the overhead required for path discovery
is limited. However, as it is clear from its moniker, AODV depends on "On-Demand" routing, triggered by packets needed
to be transmitted to a destination STA.
[0032] At the core of AODV is the path discovery mechanism. Path discovery is triggered whenever a source STA
needs to communicate with another STA for which it has no routing information.
[0033] The simplified steps of path discovery are as follows. (1) Source STA broadcasts routing requests (RREQ) to
its neighbors. (2) Each neighbor that hears the RREQ either agrees to the RREQ and sends back a route reply (RREP)
or rebroadcasts the RREQ to its own neighbors after modifying the RREQ metric. (3) Eventually, the RREQ will arrive
at the destination STA. The destination STA unicasts a RREP back to its neighbors from which it received the RREQ.
(4) Each STA receiving the RREP sets up a forward pointer to the STA it received the RREP from. It propagates the
RREP towards the source. (5) The source STA starts data transmission upon arrival of the first RREP. It can later update
the routing information if it learns of a better route.
[0034] FIG. 1 and FIG. 2 illustrate the data format for Routing Requests (RREQ) and Routing Replies (RREP) in these
current systems. In FIG. 1 the RREQ message is shown containing the following fields. Frame Control is a field containing
information about the type of the frame, power management information, and retried frame. Duration indicates the
duration of the frame in microseconds. The RA field is a MAC address that identifies the intended recipient station (STA),
which is a neighbor STA. In this case the RA is set to a unicast neighbor STA address. The TA field is a MAC transmitter
address that identifies the STA that is transmitting this frame. RREQ IE is an routing request (RREQ) information element
(IE) containing the following subfields: (a) Source (originator) STA address, (b) Source sequence number, (c) Broadcast
ID, (d) Destination (final) STA address, (e) Destination sequence number, (f) Metric (e.g. hop count or airtime). The FCS
field is a frame check sequence that validates the reception of the frame contents.
[0035] In FIG. 2 the routing reply (RREP) message contains the following fields. Frame Control is a field containing
information about the type of the frame, power management information, retried frame, and so forth. Duration indicates
the duration of the frame in microseconds. The RA field is a MAC address that identifies the intended recipient station
(STA), which is a neighbor STA. In this case the RA is set to a unicast neighbor STA address. The TA field is a MAC
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transmitter address that identifies the STA that is transmitting this frame. The routing reply (RREP) information element
(IE) is an information element containing the following subfields: (a) Source (originator) STA address, (b) Destination
(final) address, (c) Destination sequence number, (d) lifetime, (e) Metric (e.g. hop count or airtime). The FCS field is a
frame check sequence that validates the reception of the frame contents.
[0036] The following regards subfields of the RREQ IE and RREP IE fields. The broadcast ID is a counter that in
incremented whenever the source issues a new RREQ. Thus, this subfield uniquely identifies a specific RREQ from the
source STA. The source (destination) sequence number is a counter that is used to maintain freshness information
about the reverse (forward) route to the source (destination). The hop count metric is incremented every time the RREQ
is broadcasted by a STA to its neighbor STAs. Lifetime is the time for which nodes receiving the RREP consider the
route to be valid.
[0037] Neighborhood discovery, or local connectivity management, is an underlying process for routing in ad-hoc and
mesh networks. This is a proactive routing step that results in allowing STAs to know the nodes that are within their
connectivity range, also referred to as their "neighborhood". Network STAs learn their neighborhoods in two ways. (1)
The neighborhood is learned whenever an STA receives a broadcast from a neighbor, it updates its "neighborhood list"
(NL) to ensure that it includes this neighbor. (2) Otherwise, an STA periodically broadcasts a hello message, containing
identity of the STA, to its neighbors. In some implementations, each STA also broadcasts some of the information from
its neighborhood list. STAs aggregate knowledge of NL and information from RREQ and RREP to maintain a routing
table. By way of example and not limitation, each route table may contain information about: destination, next hop,
metric, active neighbors for this route and expiration time for the route table entry.

2. Introduction of Present Disclosure.

2.1 Handling of Unicast Routing Requests.

[0038] The elements of routing data in a mesh network with directional transmissions are: (1) Unicast Routing Request
(RREQ), (2) Routing Reply (RREP), and Neighbor List (NL).
[0039] Unlike broadcast/multicast RREQ of state-of-the-art routing protocols, in the unicast RREQ, the RREQ is di-
rected towards one STA at a time. It is transmitted with beamforming where it is assumed that BF training has been
established between the network STAs. For compatibility the RREP can be the same as utilized in state-of-the art
protocols. The Neighbor list (NL) is a list of neighbor STAs that every STA shares with its neighbors.

2.2 Unicast Routing Requests via Neighbor List Announcement.

[0040] The mesh network formation follows both proactive and reactive steps. In the proactive steps, upon expiration
of a periodic timer, each STA transmits the neighbor list (NL) information to its peers sequentially with beamformed
transmissions. The transmitted list includes only reliable peer STAs to the STA transmitting this frame. Reliable peers
are the STAs that can be determined from the BF training that is assumed to have taken place between the stations.
[0041] FIG. 3 depicts an example ad-hoc wireless network in which a group of STAs (A - F) are in the same neigh-
borhood. In the following section examples are described of reactive routing, considering in this case that STA A is the
source, while STA E is the destination, and STAs B, C, and D are potential relay STAs. Steps of propagating the RREQ
from source STA to destination STA based on NL of each STA are: (i) A to C and A to B; (ii) B to C and B to D; (iii) C to
D, C to E, and D to E. It will be noted that STA F, being in the opposite direction to the destination, does not show up in
these routing paths to the destination.
[0042] FIG. 4 is a routing path diagram for the ad-hoc wireless network shown in FIG. 3. The following is a non-inclusive
list of resultant routing paths after full propagation of RREQ and RREP, which are seen by the arrow paths in the figure.
(a) A → C → E; (b) A → C → D → E; (c) A → B → D → E;(d)A → B → C → E.
[0043] Source STA is based on the metric specified in RREQ and RREP which picks a single route to transmit data
to the destination STA, for instance (a) A → C → E. At each node (STA) of the figure, the neighbors are depicted, for
example the neighbors at STA E are STA C and STAT D (N(C,D)), while at STA C neighbors are A, B, D and E, and so
forth as depicted.
[0044] FIG. 5 illustrates an example neighbor list data base showing information record entries stored for multiple
stations, which by way of illustration are represented as STA 1, STA 2 and through to STA N. By way of example and
not limitation, the data stored for each station entry is shown comprising Link quality (e.g., SNR), BLMT, last BF training
time, IDs of reliable peer STAs (e.g., ID 1, ID 2,,, ID N).
[0045] FIG. 6 illustrates an example signaling sequence of forming a route from a source STA (i.e., STA A) to a
destination STA (i.e., STA E). Each of the example STAs (A through F) are depicted along the top of the chart, with the
upper portion of the chart showing the proactive step of neighbor discovery phase, while the reactive steps are shown
at the bottom portion of the table. In this example the proactive stage is seen being entered in response to a periodic
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timer expiration. The timer is running in the STA, such as over a processor inside the STA, to determine time driven
events and initiate a processing event when the timer expires (fires). The timer is programmed to fire periodically to kick
the proactive step of the signaling. During the proactive phase, each STA is seen communicating a neighbor list (NL)
to a reliable peer STA. It will be seen that STA F is only communicating with STA A, as the other STAs are not reliable
peer STAs for this example case.
[0046] Referring to the center of the chart, a data packet is available at the source STA (STA A), destined to STA E,
and the reactive step commences as STA A sends a routing request (RREQ) to STA B and to STA C. Then STA B
sends routing requests (RREQ) to each of STA C and STA D, while STA C is sending routing requests (RREQ) to each
of STA D and STA E. When the routing request is received by STA D, then it is seen sending a routing request to STA E.

2.3 Making Decisions on Reliable Peer Stations.

[0047] A unique aspect of routing protocols in wireless networks with directional transmission is the dependence on
BF training information to decide which neighbor STAs are reliable so that an RREQ is forwarded to them. This is one
of the important elements which distinguishes the present disclosure from previous work.
[0048] There is a trade-off between bandwidth utilization and probability of forming a routing path to a destination
when deciding on reliable peer STAs. Using a loose reliability condition leads to possibly forwarding the RREQ to a large
number of STAs, thus increasing the probability of forming a route to a destination STA. However, using a tighter reliability
condition limits selection of STAs which reduces overhead, and its bandwidth utilization, in forming a route to the des-
tination STA.
[0049] FIG. 7 illustrates a Sector Level Sweep (SLS) beamforming (BF) training protocol between a first station (STA
1) and a second station (STA 2). A transmit sector sweep (TXSS) is seen for a first station (STA 1) as an initiator sector
sweep, and another station (STA 2) responds with its own TXSS. STA 1 then generates SSW feedback, to which STA
2 responds with an ACK. Each packet in the transmit sector sweep includes countdown indication (CDOWN), a Sector
ID, and an Antenna ID. The best Sector ID and Antenna ID information are fed back through the Sector Sweep (SSW)
Feedback and Sector Sweep (SSW) acknowledgement (ACK) packets.
[0050] FIG. 8A and FIG. 8B illustrate an SSW feedback frame (FIG. 8A) and the bits within the SSW feedback field
(FIG. 8B) of the SSW feedback frame. FIG. 8A depicts data fields for the sector sweep feedback frame (SSW-feedback)
frame in the 802.11ad standard. The Duration field is set to 0 when the SSW-Feedback frame is transmitted within an
associated beamforming training (A-BFT). Otherwise, the duration field is set to the time, in microseconds, until the end
of the current allocation. The RA field contains the MAC address of the STA that is the intended destination of SW-
Feedback frame. The TA field contains the MAC address of the STA transmitting the SSW-Feedback frame. The SSW
feedback field is explained below. The BRP request field provides information necessary for initiating the BRP process.
The Beamformed Link Maintenance field provides the DMG STA with the value of a beam Link Maintenance Time. If
the beam Link Maintenance Time elapses, the link operates in quasi-omni Rx mode. In FIG. 8B are seen subfields of
SSW feedback, comprising sector select, DMG antenna select, SNR report, poll required flag, and reserved bits.
[0051] Two important metrics from the sector sweep (SSW) feedback frame of BF training can be utilized in the present
embodiment for making decisions on the reliability of a peer STA. It will be noted that the best Sector ID, Antenna ID,
SNR and Beamformed link Maintenance time information are fed back with the Sector Sweep (SSW) Feedback, so that
STAs learn directional transmission related information through the BF training process.
[0052] The SNR value in the SNR Report field as seen in FIG. 8B is set to the value of the SNR from the frame that
was received with best quality during the immediately preceding sector sweep, and which is indicated in the sector select
field.
[0053] The Beamformed Link Maintenance field provides the DMG STA with the value of a beam Link Maintenance
Time (BLMT). If the beam Link Maintenance Time elapses, the link operates in quasi-omni receiver mode. An STA can
compare the SNR and the BLMT with specific values and decide on reliability of the neighbor STA link when assessing
link reliability.
[0054] FIG. 9 is an example embodiment 30 of a STA recording link reliability related information into its NL Data base.
In this process STAs record the link reliability info obtained from the BF training to neighbor list (NL). The recording
process is activated per completion of the BF training. In block 32 processing has reached BF training completion with
neighbor STA "m", and the STA "m" neighbor list (NL) entry is retrieved 34 from the database. A determination is made
in decision block 36, if STA "m" has an entry in the NL database, then a read (fetch) and write process ensues. If there
is no entry, then block 38 is executed to create an entry. Otherwise, if an entry exists then the current data (present) for
STA "m" is compared 40 to the existing data (previously collected). If there is an existing entry, link quality (e.g., SNR)
is calculated using both a value in the NL data base and a value derived from the signal reception, so that the link quality
can represent a value considering time variance. For instance, the link quality is updated with a value operating IIR
(Infinite Impulse Response) filter, by adopting weighted summation of a value in the NL data base and a value derived
from the signal reception. In block 42 the data for STA "m" is updated/saved with received information, such as link
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quality (e.g., SNR), BLMT, and last BF training time, after which this process ends 44. It will be noted that block 34
received information from NL database 35, while block 38 and 42 update NL database 35 with data.
[0055] FIG. 10 is an example embodiment 50 of an STA recording neighbor list information into its NL Data base.
When a NL is received from a neighbor STA then the STA records the neighbor list information received from its neighbor
STA to its internal NL. In block 52 the NL is received from a neighbor STA "m", and the STA "m" NL database entry is
retrieved 54 from the NL database 55. A determination 56 is made if there is an NL entry for STA "m" in the database.
If there is no entry, then it is created in block 58, otherwise the current entry (present) is compared with the entry existing
in the database (previously collected). Some of the data in the NL entry may be updated referring both a value in the
NL and a value derived from the signal reception, as stated earlier. In block 62 the data is updated/saved for STA "m",
including link quality (e.g., SNR), and IDs of reliable peer STAs (i.e., ID 1, ID2, ..., ID N), then the process ends 64.
[0056] FIG. 11 is an example embodiment 70 of a STA periodically transmitting NL information to its reliable neighbor
STAs. Starting in the loop at block 72 a determination is made if the NL timer has expired. If it has not expired then the
NL timer is decremented 74 for a later return to block 72 for another check. After NL timer expiration, then in block 76
the NL data is retrieved for this station from NL data base 75, and "M" number of reliable peer STAs are found 77. The
list of reliable peers is then ranked 78 in a links of "N" peers. A counter value for "n" is then initialized 80 to zero (indicating
a 0 peer link). A check is made comparing the number of reliable peer links "N" to this counter value "n". If value "n" is
less than "N" then a loop with block 84, 86, 88 is executed for each of the reliable peer links (until n ≥ N). In step 84 of
this loop, transmit beamforming is directed to the nth neighbor, to which NL is transmitted 86, after which the reliable
peer counter "n" is advanced 88 (n=n+1), after which the loop exit check 82 is performed again. This proceeds until the
NL has been transmitted to each of the reliable peer neighbor STAs.
[0057] FIG. 12 illustrates an example embodiment 90 of making the decision on reliable peers, which was shown in
block 77 in FIG. 11, and is shown expanded here in FIG. 12 with details of a specific embodiment. It should be noted
that there can be up to "M" peer STAs in the NL. Processing starts at block 92 and then initializes 94 a value "m", such
as to zero (0). A determination 96 is made if value "m" is less than "M", thus determining if all of the M peers in the NL
database have been checked. If m is not less than M, then all of the peers have been processed and execution ends
98. Otherwise, more peers need to be processed, and execution moves to block 100 with a check of link quality (e.g.,
SNR) and time elapsed since BF training, to evaluate how recent the link quality information is. In particular, the decision
determines if SNR is less than a selected threshold (α), OR of the BF training time elapsed value has exceeded a
selected threshold (β). If either of these conditions exist, then peer STA m is marked 102 as an unreliable peer. Otherwise,
peer STA m is marked 104 as a reliable peer. Block 106 is then executed to increment the peer counter value m, before
execution moves back to block 96 at the top of the loop. In the above figure it should be noted that α is the threshold
for the SNR value, while β is a reliability threshold that depends on BMLT, and β must be less than BMLT. In one
embodiment β is set for © BMLT.
[0058] FIG. 13 illustrates an example embodiment 110 of ranking links of N peer STAs, which was shown in block 78
in FIG. 11, and is shown expanded here in FIG. 13 with details of a specific embodiment. Execution starts at block 112
and loop counter value "n" is initialized 114. A determination is made 116 if the value "n" is less than the number of
peers "M" in the NL database. If n is not less than M, then the passes through the loop have been completed and block
118 is performed to pick up the top N-th peer STAs by ranking, and processing ends 120. Otherwise, execution goes
to block 122, where a check is made if the nth STA is marked as reliable. If the STA is reliable, then execution moves
to block 124 and the SNR and TBF of the nth reliable neighbor STA are retrieved. Then in block 126 a weight factor (λ),
and a value for a number of quantization levels (Q) are set. In block 128 SNRQ and TQ

BF is determined with Quantized
value determined as ceil[true value/(range/Q)]. After which Wn, as expected quality for the link to STA n, is determined

130 as  Then the value Wn is used to update 132 the sorting of the nth

STA rank. Then the loop counter is incremented 134 as n=n+1 and execution moves back to the top of the loop at block
116. Referring back to decision block 122, if the nth STA was not marked as reliable, then execution would move to this
increment block 134, thus skipping this STA, and moving on to the next STA at block 116.
[0059] The following describes the ranking of links above in greater detail. Letting W be a ranking metric that quanti-
tatively describes the expected quality of the links between an STA and all of its N reliable neighbor STAs. Then value
"W" can be derived for example as a weighted mapping of SNR and time elapsed since BF training (TBF). By way of
example, one embodiment implements this ranking metric for each neighbor STA:

 in which λ is a weight factor between 0 and 1 that balances the ranking
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based on SNR versus time since BF, while TBF SNRQ and  are the quantized version of SNR and TBF, respectively.

To implement the above determination, consider the case of quantizing the SNR dynamic range and the time since BF
training ( TBF) range [0,BLMT] each into Q levels. As an example, assume λ =0.6, that is to say the determination provides
slightly more weight to SNR over TBF for computing W. Further assume that Q = 8 levels, which allows representing
both the SNR value and TBF levels with 3 bits each. Assume, SNR dynamic range of 40 dB and SNR = 12, then for SNR
we have: SNRQ = ceiling [12 / (40 / 8)] = 3. Similarly, with TBF = BLMT / 2 , then

 The result is a weighted rank metric W = [0.6 ∗ 3 + 0.4 ∗ 4]

= [1.8 +1.6] = [3.2] ≅ 3.
[0060] FIG. 14 illustrates an example embodiment of a neighbor list (NL) IE which is contained in the NL frame.
Alternatively, the Neighbor List IE may be piggybacked on a different frame, such as a general management frame, for
instance a beacon frame, sector sweep frame, or the like. Contents of neighbor list (NL) information element (IE) may
include the following. Information Element ID (IE ID) is a number of bits interpreted by the STAs as NL announcement
IE. Length value is the length in bytes of the IE. Neighbor STAs ID Field is an ordered list of neighbor STA IDs. STA 1
ID is the ID of the most reliable peer STA, with STA 2 ID being the ID of the second most reliable peer STA, and on
through STA N ID as the ID of the least reliable peer STA. A neighbors metric field is a corresponding ranking metric
(W) that quantitatively describes the expected quality of the links between a STA and its neighbor STAs. W1 is a ranking
number value corresponding to link quality between STA transmitting a frame with this NL IE and STA 1. W2 is a ranking
number value corresponding to link quality between STA transmitting a frame with this NL IE and STA 2. W values down
through to WN are provided for up to STA N.

2.4 Discovering Routes to a Destination STA.

[0061] Every STA constructs and manages a routing table as an outcome of the route discovery process. A STA
constructs a routing table by mapping NL database data and processing of the received RREQ and RREP frames. The
information that can be stored in the routing table includes: (a) a table entry which is defined by source STA and destination
STA addresses; (b) source STA and destination STA sequence numbers, (c) partial forward (from source to destination)
routing paths; (d) partial reverse (from destination to source) routing path and corresponding metric; (e) time of creation
of routing path; (f) expiration time for the route table entry.
[0062] FIG. 15A through FIG. 15B illustrate example and processing RREQ transmission (FIG. 15A) and reception
(FIG. 15B). When an STA queues a transmitting packet and there is no active route to the destination STA of the packet,
then the STA initiates an RREQ transmission process as seen in FIG. 15A. In FIG. 15A an example embodiment 150
is shown for RREQ transmission, in which in block source STA queue receives a packet intended for a destination STA
"D", after which the RREQ is propagated 154 (shown in more detail in FIG. 16).
[0063] When an STA receives a RREQ from its neighbor STA, it updates candidate routes to the RREQ initiator STA.
After which it checks if it is the destination of the STA of the RREQ. If it is the destination, it replies with routing reply
(RREP). If it is not the destination, then the STA propagates the RREQ to its neighbor STAs. In FIG. 15B an embodiment
160 of RREQ reception is shown, with block 162 representing that the STA receives an RREQ initiated by STA "S",
received from a neighbor STA "P", destined for STA "D". Then in block 164 the STA accumulates the link metric value
to the metric value in the RREQ. In block 166, if the metric is minimal, then the STA records "P" as the route (next hop)
toward "S" in its routing table. A decision is then made in block 168 to determine if this STA is STA "D" (destination STA)
of the RREQ. If this is the destination STA, then the STA replies 170 with an RREP. Otherwise, if this is not the destination
of the RREQ, then in block 172 the RREQ is propagated to another neighbor toward the destination STA.
[0064] FIG. 16 illustrates an example embodiment 190 of propagating an RREQ (was depicted previously in block
154 in FIG. 15A), described here in greater detail. Processing starts at block 192 and then retrieval 194 from the NL
database 195 is performed. A next hop determination is made 196 which determines where to make the next hop to
reach the destination (selecting an STA on the route to the destination). A decision is made at block 198 to determine
if there is a possible route to the destination STA. If there is no route found, then the process moves to block 202 in
which the programming falls back and selects an alternative routing protocol, and execution ends 204. Otherwise, with
a possible route found, the STA counter "n" is initialized 200 (e.g., n == 0), then a check is made 206 on the loop counter,
to determine if all n neighbors have been processed. So if n is less than the number of neighbors N, then execution
moves to block 208 and BF weights are applied toward the nth neighbor, following by transmitting 210 a copy of partially
updated received RREQ frame to the nth neighbor. Then the neighbor counter is incremented 212, and the loop check
performed again 206.
[0065] FIG. 17 is an example embodiment 230 describing in more detail the steps of next hop determination which
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was seen as block 196 in FIG. 16. In this next hop determination process, RREQ is sent to N neighbor STAs, with the
process commencing at block 232, upon which the loop controls are initiated 234 to an initial condition (e.g., N=0; n=0).
In block 236 a check is made if the neighbor count n is less than "M" which is the number of peers in the NL database.
If this condition is not met, then the process ends 238. On the initial pass this criterion fails only if the neighbor count is
zero; afterward this criterion only fails on subsequent passes when the count value of n has attained the neighbor count
from the NL. Otherwise the looping is not complete and the value "m" is loaded 240 with the n-th neighbor from the NL
database. Then a check is made at block 242 if STA "m" is the destination STA ("D") of the RREQ. If this is the destination,
then execution moves directly over to block 250 which marks "m" as a STA to propagate the RREQ, after which the loop
counters are incremented, such as N=N+1 in block 252, and n=n+1 at block 254, before returning to the top of the loop
at block 236. Considering now block 242, when "m" is not the destination STA ("D"), then block 244 is executed which
checks if the link quality is below a threshold, or the time since the last update in link status is beyond a threshold [ls(SNR
< α OR T > β)]. If the link quality is sufficient, and timely, then block 246 is executed with a check on whether STA "m"
has a reliable peer that is the destination ("D") STA. If this peer contains the destination, then execution moves to block
250 with "m" marked as a STA to propagate the RREQ, then continues on with updating loop counts as previously
described. Otherwise, if block 246 finds that the reliable peers of "m" do not contain the destination STA ("D"), then block
256 is executed with a check if the reliable peers of "m" contain STAs that contain "D" as its reliable peer STAs. If these
peers don’t have a connection to the destination STA ("D"), then block 258 is reached with the STA counter being
incremented, and a return to block 236 is made at the top of the main loop. At block 256, if it is found that these peer
STAs contain a STA that contains the destination STA ("D"), then execution moves to block 250 with marking this "m"
STA to propagate the RREQ. We return now to considering decision block 244; if it is found that either the link quality
is low, or too long a time has elapsed (i.e., possible stale link) since link information was obtained, then execution moves
to block 258 with the STA counter being incremented and a return made to block 236 at the top of the main loop.
[0066] FIG. 18 is an example embodiment 270 of RREP recipient STA processing. In block 272 the STA receives an
RREP replied from the destination STA "D", transmitted by a neighbor STA "P", destined to STA "S". Then in block 274
the STA records "P" as the route (next hop) toward destination STA "D" in its routing table. A check is made at block
276 if the STA is the source STA "S" in the RREP. If it is this source, then in block 278 the STA starts the queued packet
transmission, as the route to the destination is resolved. Otherwise, if the STA is not this source STA "S", then block
280 is executed, in which the STA retrieves a routing table entry toward STA "S" and picks up a corresponding route
(next hop) STA from which is received the RREQ with best metric. Then in step 282 the STA confirms route (next hop)
toward STA "S" as recorded in the routing table. After which block 284 is executed in which the STA applies transmit
BF weights toward the next hop STA, and in block 286 the STA transmits a copy of the received RRE to the next hop STA.

2.5 Overview of Simplified Unicast-based Routing Requests.

[0067] The previous unicast routing scheme consists of a proactive network discovery phase as well as a reactive
routing phase where unicast routing requests are transmitted by multiple STAs. This scheme is able to discover a
preferred route from the source to the destination. However, the drawbacks are excessive signaling and delay. In another
embodiment of the unicast-based routing request the following is performed. (1) Neighbor discovery phase is omitted.
(2) The source STA unicasts the routing request first to the neighbor STA 1 with strongest link metric according to the
ranking process discussed previously. (3) If the final destination is in the list of STA 1 neighbors, then STA1 forwards
the routing request to the destination. Otherwise, STA 1 sends a routing rejection signal back to the source STA. (4) If
a routing rejection is received, the source STA keeps unicasting routing requests to neighbor STAs in an order that
depends on link metrics until either it receives a routing reply or it considers that there is no two-hop route to the final
destination and drops the current data packet. A limitation of the above mechanism is that it works only for two-hop
routing. However, this limitation can still be favorable in some types of delay-sensitive applications.
[0068] FIG. 19 illustrates an example signaling sequence of sending routing requests to neighbor STAs for the two-
hop routing protocol described above. Each of the example STAs (A - F) are depicted along the top of the chart. At the
upper left corner, a packet is received at the source STA A, which sends a routing request to a neighbor STA F, with
the most reliable link. Then STA F responds with a routing rejection, to which STA A sends the routing request to another
neighbor, which in this case is STA C. STA C finds that it has connection to destination STA E and sends a routing
request to STA E as the destination. STA E transmits a routing reply, which STA C then sends back to STA A.
[0069] FIG. 20 illustrates an example embodiment 290 of a simplified source STA unicast-based routing request. In
block 292 the source STA queue receives a packet intended for a destination that is not found in the list of neighbors
(NL), and the STA ranks links 294 of N peer STAs. A neighbor station counter "n" is initialized 296 prior to entry into
block 298 at the top of an execution loop. In block 298 the source STA transmits in a unicast mode a routing request to
the neighbor STA with the nth best link. The source STA receives and processes 300 the response from neighbor STA.
A determination is made 302 if the response is a routing rejection. If the routing was not rejected, then block 310 is
executed with the source STA processing the routing response and preparing a data packet for transmission. Otherwise,
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if the routing request was rejected, then block 304 is executed in which a decision is made if there are any neighbor
STAs which have not been checked (is n < N?). If it is determined in block 304 that all neighbors have been checked,
then (n is not < N) the processing falls back and selects 306 an alternative routing protocol. Otherwise, if there are
unchecked neighbors, then the ’neighbor’ counter is incremented 308 (n = n+1) and a return to the top of the loop is
made to block 298.
[0070] FIG. 21 illustrates an example embodiment 330 of a simplified routing-request processing for a recipient STA.
In block 332 the STA (recipient) receives a routing request, and a decision is made 334 on whether this STA is the final
destination STA "D" in the routing request. If this is the final destination STA, then block 336 is executed with the STA
transmitting a routing reply frame to the STA from which it received the routing request. Otherwise, if in block 334 it is
determined that the STA is not the destination STA, then decision block 338 is entered in which it is determined if the
destination STA "D" is a neighbor of the STA. If it is a neighbor, then block 342 is executed with the STA forwarding the
routing request to a destination STA. Otherwise, since no neighbors of the STA are found to be the destination STA,
then block 340 is executed in which the STA sends a routing rejection to the source STA.
[0071] FIG. 22 illustrates an example embodiment 350 of a single-input-single-output (SISO) station (STA) hardware
configuration. Signals 352 are transmitted/received by a communication link or I/O connection 354, which is seen coupled
through an internal bus 356. Bus 356 interconnects memory 358, transmit (TX) data processor 360, controller (e.g.,
computer processor) 362, and a receiver (RX) data processor 364. A modulator/demodulator 366 is shown with its
modulator receiving outputs from the TX data processor 360, and its demodulator generating outputs to the RX data
processor 364. Modulator/demodulator 366 is coupled to an analog spatial processor 368 configured with a plurality of
beamforming antennas 370.
[0072] When the station operates beamforming to a transmitting signal, the beam pattern for use is commanded from
TX Data Processor 360 to the modulator/demodulator 366. The modulator/demodulator interprets the given command
and generates a command that is fed to Analogue Spatial Processor 368. As a result, Analogue Spatial Processor 368
will shift phases in each of its transmitting antenna elements to form the commanded beam pattern. When the station
operates beamforming to a receiving signal, the beam pattern for use is commanded from the Controller 362 and RX
Data Processor 360 to the modulator/demodulator 366. The modulator/demodulator interprets the given command and
generates a command that is fed to Analogue Spatial Processor 368. As a result, Analogue Spatial Processor 368 will
shift phases in each of its receiving antenna elements to form the commanded beam pattern. When the station receives
a signal, the received signal is fed to Controller 362, via Analogue Spatial Processor 378, modulator/demodulator 366,
and RX Data Processor 364. The Controller 362 determines the content of the received signal, and triggers appropriate
reactions, and store information in Memory 358 as described above. The Neighbor List data base is stored in Memory
358 and fetched by Controller 362. All the management frames, exchanged packets described above are determined
and generated by Controller 362. When a packet is to be transmitted on the air as a response to an action to manage
NL data base or routing information, the packet generated by the Controller 362 is fed to Analogue Spatial Processor
368 via TX Data Processor 360 and modulator/demodulator 366, whereas the transmitting beam pattern is controlled
as described above simultaneously.
[0073] FIG. 23 illustrates an example embodiment 390 of a multiple-input-multiple-output (MIMO) station (STA) hard-
ware configuration. Signals 392 are transmitted/received by a communication link, or I/O connection 394, which is seen
coupled through an internal bus 396. Bus 396 interconnects memory 398, transmit (TX) data processor 400, controller
(e.g., computer processor) 402, and a receiver (RX) data processor 404. Additional processors are coupled to controller
402, exemplified as a transmit spatial (TX) processor 408 and a receiver (RX) spatial processor 406. Modulator/demod-
ulators 410a through 410n are coupled to the TX and RX spatial processors, with each modulator/demodulator in turn
coupled to the analog spatial processor 412, with its plurality of beamforming antennas 414.
[0074] When the station operates beamforming to a transmitting signal, the beam pattern and MIMO configuration for
use is commanded from TX Data Processor 400 to the TX Spatial Processor 408, for modulators/demodulators 410a
through 41 On, which interpret the given command and generate commands fed to Analogue Spatial Processor 412.
As a result, Analogue Spatial Processor 412 shifts phases in each of its transmitting antenna elements to form the
commanded beam pattern and MIMO configuration. When the station operates beamforming to a receiving signal, the
beam pattern for use is commanded from Controller 402 and RX Data Processor 404 to the modulators/demodulators
410a through 410n, which interpret the given command and generate commands that are fed to Analogue Spatial
Processor 412. As a result, Analogue Spatial Processor 412 shifts phases in each of its receiving antenna elements to
form the commanded beam pattern with MIMO configuration. When the station receives a signal, the received signal is
fed to Controller 402, via Analogue Spatial Processor 412, modulators/demodulators 410a - 410n, and RX Data Processor
404. The Controller 402 determines the content of the received signal, and triggers appropriate reactions, and store
information in Memory 398 as described above. The Neighbor List data base is stored in Memory 398 and fetched by
Controller 402. All the management frames, exchanged packets described above are determined and generated by
Controller 402. When a packet is to be transmitted as a response to an action to manage the NL or routing information,
the packet generated by the Controller 402 is fed to Analogue Spatial Processor 412 via TX Data Processor 400, TX
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Spatial Processor 408, and modulators/demodulators 410a through 41 On, whereas the transmitting beam pattern are
controlled as described above simultaneously.
[0075] The enhancements described in the presented technology can be readily implemented within various peer
devices configured for wireless network communication. It should also be appreciated that wireless network communi-
cation peer devices are preferably implemented to include one or more computer processor devices (e.g., CPU, micro-
processor, microcontroller, computer enabled ASIC, etc.) and associated memory storing instructions (e.g., RAM, DRAM,
NVRAM, FLASH, computer readable media, etc.) whereby programming (instructions) stored in the memory are executed
on the processor to perform the steps of the various process methods described herein.
[0076] The computer and memory devices were not depicted in the majority of diagrams for the sake of simplicity of
illustration, as one of ordinary skill in the art recognizes the use of computer devices for carrying out steps involved with
network communication. The presented technology is nonlimiting with regard to memory and computer-readable media,
insofar as these are non-transitory, and thus not constituting a transitory electronic signal.
[0077] Embodiments of the present technology may be described herein with reference to flowchart illustrations of
methods and systems according to embodiments of the technology, and/or procedures, algorithms, steps, operations,
formulae, or other computational depictions, which may also be implemented as computer program products. In this
regard, each block or step of a flowchart, and combinations of blocks (and/or steps) in a flowchart, as well as any
procedure, algorithm, step, operation, formula, or computational depiction can be implemented by various means, such
as hardware, firmware, and/or software including one or more computer program instructions embodied in computer-
readable program code. As will be appreciated, any such computer program instructions may be executed by one or
more computer processors, including without limitation a general purpose computer or special purpose computer, or
other programmable processing apparatus to produce a machine, such that the computer program instructions which
execute on the computer processor(s) or other programmable processing apparatus create means for implementing the
function(s) specified.
[0078] Accordingly, blocks of the flowcharts, and procedures, algorithms, steps, operations, formulae, or computational
depictions described herein support combinations of means for performing the specified function(s), combinations of
steps for performing the specified function(s), and computer program instructions, such as embodied in computer-
readable program code logic means, for performing the specified function(s). It will also be understood that each block
of the flowchart illustrations, as well as any procedures, algorithms, steps, operations, formulae, or computational de-
pictions and combinations thereof described herein, can be implemented by special purpose hardware-based computer
systems which perform the specified function(s) or step(s), or combinations of special purpose hardware and computer-
readable program code.
[0079] Furthermore, these computer program instructions, such as embodied in computer-readable program code,
may also be stored in one or more computer-readable memory or memory devices that can direct a computer processor
or other programmable processing apparatus to function in a particular manner, such that the instructions stored in the
computer-readable memory or memory devices produce an article of manufacture including instruction means which
implement the function specified in the block(s) of the flowchart(s). The computer program instructions may also be
executed by a computer processor or other programmable processing apparatus to cause a series of operational steps
to be performed on the computer processor or other programmable processing apparatus to produce a computer-
implemented process such that the instructions which execute on the computer processor or other programmable
processing apparatus provide steps for implementing the functions specified in the block(s) of the flowchart(s), procedure
(s) algorithm(s), step(s), operation(s), formula(e), or computational depiction(s).
[0080] It will further be appreciated that the terms "programming" or "program executable" as used herein refer to one
or more instructions that can be executed by one or more computer processors to perform one or more functions as
described herein. The instructions can be embodied in software, in firmware, or in a combination of software and firmware.
The instructions can be stored local to the device in non-transitory media, or can be stored remotely such as on a server,
or all or a portion of the instructions can be stored locally and remotely. Instructions stored remotely can be downloaded
(pushed) to the device by user initiation, or automatically based on one or more factors.
[0081] It will further be appreciated that as used herein, that the terms processor, computer processor, central process-
ing unit (CPU), and computer are used synonymously to denote a device capable of executing the instructions and
communicating with input/output interfaces and/or peripheral devices, and that the terms processor, computer processor,
CPU, and computer are intended to encompass single or multiple devices, single core and multicore devices, and
variations thereof.
[0082] In the claims, reference to an element in the singular is not intended to mean "one and only one" unless explicitly
so stated, but rather "one or more." Furthermore, no element, component, or method step in the present disclosure is
intended to be dedicated to the public regardless of whether the element, component, or method step is explicitly recited
in the claims. No claim element herein is to be construed as a "means plus function" element unless the element is
expressly recited using the phrase "means for". No claim element herein is to be construed as a "step plus function"
element unless the element is expressly recited using the phrase "step for".
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Claims

1. An apparatus for communicating via a routing protocol in a wireless network having directional transmission, com-
prising:

(a) a transceiver (368) configured for communicating over a wireless network with peer stations;
(b) a computer processor (360, 362, 364) coupled to said transceiver; and
(c) a non-transitory computer-readable memory (358) storing instructions executable by the computer processor;
(d) wherein said instructions, when executed by the computer processor, perform steps comprising:

(i) identifying (32) reliable peer stations utilizing Beamforming, BF, training feedback metrics among the
neighboring wireless device;
(ii) transmitting (332) routing discovery messages to the identified reliable peer stations in a unicast trans-
mission mode;
(iii) disseminating (52) neighborhood discovery lists among peer stations on the network in a unicast trans-
mission mode, each neighborhood discovery list indicating the identified reliable peer stations for a network
device; and
(iv) constructing (166), from an aggregation of the neighborhood discovery lists, routing tables that extract
best routes between a source and a destination station, wherein messages can be routed using said routing
table from a source peer station, through intermediate peer stations, to a destination peer station.

2. The apparatus as recited in claim 1, further comprising using a ranking of links to peer stations based on said BF
training feedback metrics to transmit routing requests in a specific order.

3. The apparatus as recited in claim 1, wherein said BF training comprises: (A) training an initiator peer station with
an initiator sector sweep, ISS; (B) training a responder peer station with a responder sector sweep, RSS; (C) returning
sector sweep, SSW, feedback, and (D) generating a SSW acknowledgement, ACK.

4. The apparatus as recited in claim 1, wherein said routing table comprises: (A) source station address; (B) destination
station address; (C) source station sequence number; (D) destination station sequence number; (E) partial forward
routing paths; (F) partial reverse routing path and corresponding metric; (G) time of routing path creation; (H)
expiration time for route table entry.

5. The apparatus as recited in claim 1, wherein said transceiver comprises a single-input-single-output, SISO, trans-
mitter and receiver.

6. The apparatus as recited in claim 1, wherein said transceiver comprises a multiple-input-multiple-output, MIMO,
transmitter and receiver.

7. The apparatus as recited in claim 1, wherein said transceiver, comprises:

(A) at least one transmitter data processor, coupled to a modulator input of at least one modulator/demodulator
which is coupled to an analog spatial processor configured for connection to an antenna array; and
(B) at least one receiver data processor, receiving demodulator output from the at least one modulator/demod-
ulator which is coupled to the analog spatial processor configured for connection to the antenna array.

8. The apparatus as recited in claim 7, wherein said transceiver further comprises:

(C) at least one transmitter spatial processor coupled between each of said at least one transmitter data proc-
essors and each of said at least one modulator/demodulator; and
(D) at least one receiver spatial processor coupled between each of said at least one receiver data processors
and each of said at least one modulator/demodulators.

9. The apparatus as recited in claim 1, wherein said wireless network with peer stations comprises an ad-hoc network.

10. The apparatus as recited in claim 1, wherein said peer station comprises a logical entity as a singly addressable
instance of a medium access control, MAC, and physical layer, PHY, interface to the wireless network.
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11. A method of communicating via a routing protocol in a wireless network having directional transmission, comprising
the steps of:

(i) identifying (32), at a wireless device, reliable peer stations utilizing Beamforming, BF, training feedback
metrics among the neighboring wireless device;
(ii) transmitting (332) routing discovery messages from the wireless device to the identified reliable peer stations
in a unicast transmission mode;
(iii) disseminating (52) neighborhood discovery lists among peer stations on the network in a unicast transmission
mode, each neighborhood discovery list indicating the identified reliable peer stations for a network device; and
(iv) constructing (166), from an aggregation of the neighborhood discovery lists, routing tables that extract best
routes between a source and a destination station, wherein messages can be routed using said routing table
from a source peer station, through intermediate peer stations, to a destination peer station.

12. A computer program, which when executed on a data processing apparatus causes the apparatus to execute a
method according to claim 11.

Patentansprüche

1. Vorrichtung zum Kommunizieren über ein Routing-Protokoll in einem drahtlosen Netz mit einer gerichteten Über-
tragung, die Folgendes umfasst:

(a) einen Sendeempfänger (368), der zum Kommunizieren über ein drahtloses Netz mit Peer-Stationen konfi-
guriert ist;
(b) einen Computerprozessor (360, 362, 364), der an den Sendeempfänger gekoppelt ist; und
(c) einen nicht transitorischen computerlesbaren Speicher (358), der durch den Computerprozessor ausführbare
Anweisungen speichert;
(d) wobei die Anweisungen dann, wenn sie durch den Computerprozessor ausgeführt werden, Schritte ausfüh-
ren, die Folgendes umfassen:

(i) Identifizieren (32) zuverlässiger Peer-Stationen, die Strahlformungs-Trainingsrückmeldungsmetriken,
BF-Trainingsrückmeldungsmetriken, verwenden, unter der benachbarten drahtlosen Vorrichtung;
(ii) Senden (332) von Routing-Auffindungsnachrichten an die identifizierten zuverlässigen Peer-Stationen
in einer Unicast-Sendebetriebsart;
(iii) Verbreiten (52) von Nachbarschaftsauffindungslisten unter Peer-Stationen in dem Netz in einer Unicast-
Sendebetriebsart, wobei jede Nachbarschaftsauffindungsliste die identifizierten zuverlässigen Peer-Stati-
onen für eine Netzvorrichtung angibt; und
(iv) Erstellen (166) von Routing-Tabellen, die beste Routen zwischen einer Ursprungs- und einer Zielstation
extrahieren, aus einer Zusammenfassung der Nachbarschaftsauffindungslisten, wobei Nachrichten unter
Verwendung der Routing-Tabelle von einer Ursprungs-Peer-Station durch Zwischen-Peer-Stationen zu
einer Ziel-Peer-Station weitergeleitet werden können.

2. Vorrichtung nach Anspruch 1, die ferner umfasst, eine Rangordnung von Verbindungen zu Peer-Stationen anhand
der BF-Trainingsrückmeldungsmetriken zu verwenden, um Routing-Anforderungen in einer bestimmten Reihenfolge
zu senden.

3. Vorrichtung nach Anspruch 1, wobei das BF-Training Folgendes umfasst: (A) Trainieren einer Initiator-Peer-Station
mit einem Initiatorsektorendurchlauf, ISS; (B) Trainieren einer Antworter-Peer-Station mit einem Antwortersekto-
rendurchlauf, RSS; (C)Zurückgeben einer Sektorendurchlaufrückmeldung, SSW-Rückmeldung, und (D) Erzeugen
einer SSW-Bestätigung, ACK.

4. Vorrichtung nach Anspruch 1, wobei die Routing-Tabelle Folgendes umfasst: (A) eine Ursprungsstationsadresse;
(B) eine Zielstationsadresse; (C) eine Ursprungsstationsfolgennummer; (D) eine Zielstationsfolgennummer; (E)
Teilweiterleitungs-Routing-Wege; (F) einen Teilumkehr-Routing-Weg und eine entsprechende Metrik; (G) eine Zeit
einer Routing-Wegerzeugung; (H) eine Ablaufzeit für einen Routing-Tabelleneintrag.

5. Vorrichtung nach Anspruch 1, wobei der Sendeempfänger einen Einzeleingabe-Einzelausgabe-Sender und -Emp-
fänger, SISO-Sender und Empfänger, umfasst.
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6. Vorrichtung nach Anspruch 1, wobei der Sendeempfänger einen Mehrfacheingabe-Mehrfachausgabe-Sender und
-Empfänger, MIMO-Sender- und -Empfänger, umfasst.

7. Vorrichtung nach Anspruch 1, wobei der Sendeempfänger Folgendes umfasst:

(A) mindestens einen Senderdatenprozessor, der an einen Modulator-Eingang mindestens eines Modula-
tors/Demodulators gekoppelt ist, der an einen analogen räumlichen Prozessor gekoppelt ist, der für eine Ver-
bindung mit einer Antennenanordnung konfiguriert ist; und
(B) mindestens einen Empfängerdatenprozessor, der eine Demodulatorausgabe von dem mindestens einen
Modulator/Demodulator empfängt, der an den analogen räumlichen Prozessor gekoppelt ist, der für eine Ver-
bindung mit der Antennenanordnung konfiguriert ist.

8. Vorrichtung nach Anspruch 7, wobei der Sendeempfänger ferner Folgendes umfasst:

(C) mindestens einen räumlichen Senderprozessor, der zwischen jeden des mindestens einen Senderdaten-
prozessors und jeden des mindestens einen Modulators/Demodulators gekoppelt ist; und
(D) mindestens einen räumlichen Empfängerprozessor, der zwischen jeden des mindestens einen Empfänger-
datenprozessors und jeden des mindestens einen Modulators/Demodulators gekoppelt ist.

9. Vorrichtung nach Anspruch 1, wobei das drahtlose Netz mit Peer-Stationen ein Ad-Hoc-Netz umfasst.

10. Vorrichtung nach Anspruch 1, wobei die Peer-Station eine logische Entität als eine einzig adressierbare Instanz
einer Schnittstelle einer Medienzugangssteuerschicht, MAC-Schicht, und einer physikalischen Schicht, PHY, zu
dem drahtlosen Netz umfasst.

11. Verfahren zum Kommunizieren über ein Routing-Protokoll in einem drahtlosen Netz mit einer gerichteten Übertra-
gung, das die folgende Schritte umfasst:

(i) Identifizieren (32) an einer drahtlosen Vorrichtung zuverlässiger Peer-Stationen, die Strahlformungs-Trai-
ningsrückmeldungsmetriken, BF-Trainingsrückmeldungsmetrik, verwenden, unter der benachbarten drahtlosen
Vorrichtung;
(ii) Senden (332) von Routing-Auffindungsnachrichten von der drahtlosen Vorrichtung an die identifizierten
zuverlässigen Peer-Stationen in einer Unicast-Sendebetriebsart;
(iii) Verbreiten (52) von Nachbarschaftsauffindungslisten unter Peer-Stationen in dem Netz in einer Unicast-
Sendebetriebsart, wobei jede Nachbarschaftsauffindungsliste die identifizierten zuverlässigen Peer-Stationen
für eine Netzvorrichtung angibt; und
(iv) Erstellen (166) von Routing-Tabellen, die beste Routen zwischen einer Ursprungs- und einer Zielstation
extrahieren, aus einer Zusammenfassung der Nachbarschaftsauffindungslisten, wobei Nachrichten unter Ver-
wendung der Routing-Tabelle von einer Ursprungs-Peer-Station durch Zwischen-Peer-Stationen zu einer Ziel-
Peer-Station weitergeleitet werden können.

12. Computerprogramm, das dann, wenn es auf einer Datenverarbeitungsvorrichtung ausgeführt wird, bewirkt, dass
die Vorrichtung ein Verfahren nach Anspruch 11 ausführt.

Revendications

1. Appareil de communication au moyen d’un protocole de routage dans un réseau sans fil à transmission directionnelle,
comprenant :

(a) un émetteur-récepteur (368) configuré pour communiquer avec des stations homologues sur un réseau
sans fil ;
(b) un processeur d’ordinateur (360, 362, 364) couplé audit émetteur-récepteur ; et
(c) une mémoire non transitoire lisible par ordinateur (358) stockant des instructions exécutables par le proces-
seur d’ordinateur ;
(d) lesdites instructions, lorsqu’elles sont exécutées par le processeur d’ordinateur, réalisant des étapes
comprenant :
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(i) l’identification (32) de stations homologues fiables à l’aide de métriques de feedback d’entraînement en
formation de faisceau, notée BF, parmi le dispositif sans fil voisin ;
(ii) la transmission (332) de messages de découverte de routage aux stations homologues fiables identifiées
dans un mode de transmission unicast ;
(iii) la dissémination (52) de listes de découverte de voisinage parmi des stations homologues sur le réseau
dans un mode de transmission unicast, chaque liste de découverte de voisinage indiquant les stations
homologues fiables identifiées pour un dispositif de réseau ; et
(iv) la construction (166), à partir d’une agrégation des listes de découverte de voisinage, de tables de
routage qui extraient les meilleures routes entre une station de source et une station de destination, des
messages étant susceptibles d’être routés à l’aide de ladite table de routage d’une station homologue
source à une station homologue de destination par le biais de stations homologues intermédiaires.

2. Appareil selon la revendication 1, comprenant en outre l’utilisation d’un classement de liaisons vers des stations
homologues sur la base desdites métriques de feedback d’entraînement en BF dans le but d’émettre des requêtes
de routage dans un ordre spécifique.

3. Appareil selon la revendication 1, dans lequel ledit entraînement en BF comprend : (A) l’entraînement d’une station
homologue d’initiation avec un balayage de secteur d’initiation, noté ISS ; (B) l’entraînement d’une station homologue
de réponse avec un balayage de secteur de réponse, noté RSS ; (C) le renvoi d’un feedback de balayage de secteur,
noté SSW, et (D) la génération d’un acquittement, noté ACK, de SSW.

4. Appareil selon la revendication 1, dans lequel ladite table de routage comprend : (A) une adresse de station source ;
(B) une adresse de station de destination ; (C) un numéro de séquence de station de source ; (D) un numéro de
séquence de station de destination ; (E) des chemins de routage aller partiels ; (F) des chemins de routage retour
partiels et une métrique correspondante ; (G) une heure de création de chemin de routage ; (H) une heure d’expiration
pour une entrée dans la table de routage.

5. Appareil selon la revendication 1, dans lequel ledit émetteur-récepteur comprend un émetteur et un récepteur de
type mono-entrée mono-sortie, noté SISO.

6. Appareil selon la revendication 1, dans lequel ledit émetteur-récepteur comprend un émetteur et un récepteur de
type multi-entrée multi-sortie, noté MIMO.

7. Appareil selon la revendication 1, dans lequel ledit émetteur-récepteur comprend :

(A) au moins un processeur de données d’émetteur, couplé à une entrée de modulateur d’au moins un modu-
lateur/démodulateur qui est couplé à un processeur spatial analogique configuré pour être connecté à un réseau
d’antennes ; et
(B) au moins un processeur de données de récepteur, recevant une sortie de démodulateur en provenance de
l’au moins un modulateur/démodulateur qui est couplé au processeur spatial analogique configuré pour être
connecté au réseau d’antennes.

8. Appareil selon la revendication 7, dans lequel ledit émetteur-récepteur comprend en outre :

(C) au moins un processeur spatial d’émetteur couplé entre chacun dudit au moins un processeur de données
d’émetteur et chacun dudit au moins un modulateur/démodulateur ; et
(D) au moins un processeur spatial de récepteur couplé entre chacun dudit au moins un processeur de données
de récepteur et chacun dudit au moins un modulateur/démodulateur.

9. Appareil selon la revendication 1, dans lequel ledit réseau sans fil avec des stations homologues comprend un
réseau ad hoc.

10. Appareil selon la revendication 1, dans lequel ladite station homologue comprend une entité logique sous forme
d’une instance adressable individuellement d’une interface de couche d’accès au support, notée MAC, et de couche
physique, notée PHY, avec le réseau sans fil.

11. Procédé de communication au moyen d’un protocole de routage dans un réseau sans fil à transmission directionnelle,
comprenant les étapes suivantes :
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(i) l’identification (32), au niveau d’un dispositif sans fil, de stations homologues fiables à l’aide de métriques
de feedback d’entraînement en formation de faisceau, notée BF, parmi le dispositif sans fil voisin ;
(ii) la transmission (332) de messages de découverte de routage depuis le dispositif sans fil aux stations ho-
mologues fiables identifiées dans un mode de transmission unicast ;
(iii) la dissémination (52) de listes de découverte de voisinage parmi des stations homologues sur le réseau
dans un mode de transmission unicast, chaque liste de découverte de voisinage indiquant les stations homo-
logues fiables identifiées pour un dispositif de réseau ; et
(iv) la construction (166), à partir d’une agrégation des listes de découverte de voisinage, de tables de routage
qui extraient les meilleures routes entre une station de source et une station de destination, des messages
étant susceptibles d’être routés à l’aide de ladite table de routage d’une station homologue source à une station
homologue de destination par le biais de stations homologues intermédiaires.

12. Programme d’ordinateur qui, lorsqu’il est exécuté sur un appareil de traitement de données, amène l’appareil à
exécuter un procédé selon la revendication 11.
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