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Description

CROSS-REFERENCES TO RELATED APPLICA-
TIONS

[0001] This application claims priority and benefit to
U.S. Provisional Patent Application No. 62/486,852, titled
"PASSING AUTHENTICATION INFORMATION VIA PA-
RAMETERS," filed April 18, 2017.

BACKGROUND

[0002] To access an application, a user of a client de-
vice may enter login information (e.g., account identifier
and password). The client device may execute multiple
applications. These multiple applications in turn may be
associated with multiple accounts used by multiple users.
[0003] EP3094064A1 proposes methods and appara-
tuses for transferring an authenticated session between
security contexts. A mobile device establishes a first au-
thenticated session between a native application and a
server computing device via a communications network
and requests transfer of the first authenticated session
to a browser application. The mobile device receives ses-
sion transfer parameters from a first Security Assertion
Markup Language (SAML) authentication system asso-
ciated with the first authenticated session after transfer
is requested, the session transfer parameters including
a web address and a SAML security identifier. The mobile
device directs the browser application to a second SAML
authentication system using the session transfer param-
eters to initialize the browser application and validates
the SAML identifier at the SAML authentication system
to generate an authentication credential. The mobile de-
vice authenticates the browser application to the server
computing device using the authentication credential and
redirects the browser application to the server computing
device.

SUMMARY

[0004] At least one aspect is directed to a method of
passing account authentication information via parame-
ters. An authentication server having one or more proc-
essors can provide, to a client device, an account param-
eter derived from an account credential used to authen-
ticate a first application executing on the client device to
insert into a link. The link can include an address refer-
encing a second application executable on the client de-
vice. The account parameter can be passed from the first
application to the second application responsive to an
interaction on the link. The authentication server can re-
ceive, from the second application of the client device,
subsequent to passing the account parameter from the
first application to the second application, a request to
authenticate the second application. The request can in-
clude the account parameter. The authentication server
can authenticate the client device for the second appli-

cation using the account parameter provided to the first
application and passed via the link to the second appli-
cation. The authentication server can transmit, based on
authenticating the client device for the second applica-
tion, an authentication indication identifying one of suc-
cess or failure of authentication of the client device for
the second application.
[0005] In some implementations, providing the ac-
count parameter can further include providing the ac-
count parameter derived from the account credential us-
ing a two-way encryption algorithm. In some implemen-
tations, authenticating the client device for the second
application can further include recovering the account
credentials by applying the two-way encryption algorithm
to the account parameter included in the request to au-
thenticate.
[0006] In some implementations, providing the ac-
count parameter can further include providing the ac-
count parameter derived from the account credential us-
ing a one-way encryption algorithm. In some implemen-
tations, authenticating the client device for the second
application can further include determining that a second
account parameter separately derived from the account
credential using the one-way encryption algorithm
matches the account parameter included in the request
to authenticate.
[0007] In some implementations, authenticating the cli-
ent device for the second application can further include
determining that the account parameter included in the
request to authenticate matches the account parameter
stored in a cache. In some implementations, providing
the account parameter can further include providing the
account parameter passed from the first application to
the second application responsive to the interaction on
the link via at least one of a link parameter of the link and
a function call by a platform application running on the
client device.
[0008] In some implementations, receiving the request
to authenticate can further include receiving the request
to authenticate from the second application of the client
device via an application server associated with the sec-
ond application. In some implementations, transmitting
authentication indication can further include transmitting
authentication indication to the second application of the
client device via the application server associated with
the second application. In some implementations, pro-
viding the account parameter can further include provid-
ing the account parameter included in the link. The link
can include the address referencing the second applica-
tion. The interaction on the link can cause the client de-
vice to install the second application and to pass the ac-
count parameter to the second application subsequent
to installation of the second application.
[0009] In some implementations, the authentication
server can generate the account parameter based on the
account credential used to authenticate the first applica-
tion executing on the client device. In some implemen-
tations, providing the account parameter can further in-
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clude providing the link including the account parameter
and the address referencing the second application, re-
sponsive to generating the account parameter. In some
implementations, transmitting authentication indication
can further include transmitting the authentication indi-
cation including account settings for the second applica-
tion corresponding to the authentication credentials. Re-
ceipt of the account settings can cause the client device
to apply the account settings for the second application.
[0010] At least one aspect is directed to a system for
passing account authentication information via parame-
ters. The system can include an authenticator executed
on an authentication server having one or more proces-
sors. The authenticator can provide, to a client device,
an account parameter derived from an account credential
used to authenticate a first application executing on the
client device to insert into a link. The link can include an
address referencing a second application executable on
the client device. The account parameter can be passed
from the first application to the second application re-
sponsive to an interaction on the link. The authenticator
can receive, from the second application of the client de-
vice, subsequent to passing the account parameter from
the first application to the second application, a request
to authenticate the second application. The request can
include the account parameter. The authenticator can
authenticate the client device for the second application
using the account parameter provided to the first appli-
cation and passed via the link to the second application.
The authenticator can transmit, based on the authenti-
cation of the client device for the second application, an
authentication indication identifying one of success or
failure of authentication of the client device for the second
application.
[0011] In some implementations, the authenticator can
provide the account parameter derived from the account
credential using a two-way encryption algorithm. In some
implementations, the authenticator can authenticate the
client device for the second application by recovering the
account credentials by applying the two-way encryption
algorithm to the account parameter included in the re-
quest to authenticate.
[0012] In some implementations, the authenticator can
provide the account parameter derived from the account
credential using a one-way encryption algorithm. In some
implementations, the authenticator can authenticate the
client device for the second application by determining
that a second account parameter separately derived from
the account credential using the one-way encryption al-
gorithm matches the account parameter included in the
request to authenticate.
[0013] In some implementations, the authenticator can
authenticate the client device for the second application
by determining that the account parameter included in
the request to authenticate matches the account param-
eter stored in a cache. In some implementations, the au-
thenticator can provide the account parameter passed
from the first application to the second application re-

sponsive to the interaction on the link via at least one of
a link parameter of the link and a function call by a plat-
form application running on the client device.
[0014] In some implementations, the authenticator can
receive the request to authenticate from the second ap-
plication of the client device via an application server as-
sociated with the second application. In some implemen-
tations, the authenticator can transmit the authentication
indication to the second application of the client device
via the application server associated with the second ap-
plication. In some implementations, the authenticator can
provide the account parameter included in the link. The
link can include the address referencing the second ap-
plication. The interaction on the link can cause the client
device to install the second application and to pass the
account parameter to the second application subsequent
to installation of the second application.
[0015] In some implementations, the authenticator can
generate the account parameter based on the account
credential used to authenticate the first application exe-
cuting on the client device. In some implementations, the
authenticator can provide the link including the account
parameter and the address referencing the second ap-
plication, responsive to the generation of the account pa-
rameter. In some implementations, the authenticator can
transmit the authentication indication including account
settings for the second application corresponding to the
authentication credentials. Receipt of the account set-
tings can cause the client device to apply the account
settings for the second application.
[0016] At least one aspect is directed to a non-transi-
tory computer readable medium storing instructions for
passing account authentication information that upon ex-
ecution causes one or more processors to perform op-
erations. The operations can include providing, to a client
device, an account parameter derived from an account
credential used to authenticate a first application execut-
ing on the client device to insert into a link. The link can
include an address referencing a second application ex-
ecutable on the client device. The account parameter
can be passed from the first application to the second
application responsive to an interaction on the link. The
operations can include receiving, from the second appli-
cation of the client device, subsequent to passing the
account parameter from the first application to the second
application, a request to authenticate the second appli-
cation. The request can include the account parameter.
The operations can include authenticating the client de-
vice for the second application using the account param-
eter provided to the first application and passed via the
link to the second application. The operations can include
transmitting, based on the authentication of the client de-
vice for the second application, an authentication indica-
tion identifying one of success or failure of the authenti-
cation of the client device for the second application.
[0017] In some implementations, the operations can
further include providing the account parameter included
in the link. The link can include the address referencing
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the second application. The interaction on the link can
cause the client device to install the second application
and to pass the account parameter to the second appli-
cation subsequent to installation of the second applica-
tion.
[0018] These and other aspects and implementations
are discussed in detail below. The foregoing information
and the following detailed description include illustrative
examples of various aspects and implementations and
provide an overview or framework for understanding the
nature and character of the claimed aspects and imple-
mentations. The drawings provide illustration and a fur-
ther understanding of the various aspects and implemen-
tations and are incorporated in and constitute a part of
this specification.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] The accompanying drawings are not intended
to be drawn to scale. Like reference numbers and des-
ignations in the various drawings indicate like elements.
For purposes of clarity, not every component may be
labeled in every drawing. In the drawings:

FIG. 1 is a block diagram depicting a computer net-
worked environment for passing account authenti-
cation information via parameters, according to an
illustrative implementation;

FIGs. 2A-2C are block diagrams each depicting a
flow process of passing account authentication in-
formation via parameters, according to an illustrative
implementation;

FIGs. 3A and 3B are flow diagrams depicting a meth-
od of passing account authentication information via
parameters, according to an illustrative implementa-
tion;

FIG. 4 is a flow diagram depicting a method of pass-
ing account authentication information via parame-
ters, according to an illustrative implementation and

FIG. 5 is a block diagram illustrating a general archi-
tecture for a computer system that may be employed
to implement elements of the systems and methods
described and illustrated herein, according to an il-
lustrative implementation.

DETAILED DESCRIPTION

[0020] Following below are more detailed descriptions
of various concepts related to, and implementations of,
methods, apparatuses, and systems of passing account
authentication information via parameters. The various
concepts introduced above and discussed in greater de-
tail below may be implemented in any of numerous ways,
as the described concepts are not limited to any particular

manner of implementation.
[0021] A link to another application may be provided
to one application running on a client device associated
with a single account or multiple accounts ("shared de-
vice"). For instance, a link to open or install a music ap-
plication may be provided on a video-sharing website. At
present, when a user clicks on such a link on the first
application, the client device may be seamlessly directed
to the second application. This sometimes seamless
transition from the first application to the second appli-
cation may lead to confusion on the part of the user as
to which account the user is signed onto and may erro-
neously or inadvertently gain access to another account
as a result. For instance, the user using the first applica-
tion and then the second application may unintentionally
publicize activities on the second application. These pri-
vacy and security issues may be of greater concern with
multiple accounts signed onto a single client device, es-
pecially when the user operates the second application
at a much later time after the first application.
[0022] To address these and other technical problems,
the present disclosure leverages the URL authentication
token to pass account information across various appli-
cations. The client device can pass encoded user ac-
count information by embedding the encoded account
information in a URL of a link or by passing the encoded
account information via an activity function call (e.g., AN-
DROID Intents function call). The applications executing
on the client device may share the account information
in potentially at least three techniques.
[0023] Under a first implementation, an external ac-
count credential used by the first application may be ob-
fuscated using a two-way encryption function ("bi-obfus-
cated"). The obfuscated identifier may be embedded into
a URL linking to the second application or may be passed
via the activity function call. Once received from the first
application, the second application may recover the orig-
inal account credential from the obfuscated identifier us-
ing the two-way encryption function. Having verified the
account identifier, the second application may automat-
ically log in the user to an account in the second appli-
cation that corresponds to the identifier. In the event that
the second application does not include an account cor-
responding to that identifier, the second application may
block the user from logging into that application, or else
may request further information from the user (such as
details of an alternative user account) before the user
can log in to the second application.
[0024] In a second implementation, an account cre-
dential used to login to the first application may be en-
crypted using a fingerprinting function. Unlike the first
implementation, this encrypted identifier may be unre-
coverable, as the fingerprint function is a one-way en-
cryption function. The second application may have its
own copy of the encrypted identifier for the same account,
or otherwise may have access to the encrypted identifier.
The same account may refer to an account registered to,
the same user). With the receipt of the encrypted identifier
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from the first application, the second application may
compare the two encrypted identifiers to see whether
these identifiers match. Once a match is found, the sec-
ond application may log in the user to the account having
the matching identifier. In the event that the second ap-
plication does not include an account having a matching
identifier or the account having the matching identifier is
not among those that are checked by the second appli-
cation, the second application may block the user from
logging into that application or else may request further
information from the user (such as details of an alterna-
tive user account) before the user can log in to the second
application .
[0025] According to a third implementation, there may
be a shared backend cache between the two applications
to store a token for the user’s account in each application.
The token may be embedded into the URL appearing on
the first application to link to the second application. Upon
a request for the second application from the first appli-
cation, the second application may access the shared
backend to retrieve the token for the user’s account. Us-
ing the retrieved token, the user may be automatically
logged into the user’s account in the second application.
[0026] FIG. 1 is a block diagram depicting one imple-
mentation of an environment for passing account authen-
tication information via parameters. The environment
100 may include at least one authentication server 110
connected to at least one client device 120 via the net-
work 105. In some implementations, the environment 100
may include at least one application server 115A-115N
connected to at least one client 120 via the network 105.
In some implementations, the at least one authentication
server 110 may be connected to at least one application
server 115A-115N. In some implementations, the envi-
ronment 100 may include a remote token cache 125 con-
nected to at least one authentication server 110 or at
least one application server 115A-115N. In some imple-
mentations, the environment 100 may include a content
provider device and a content publisher device connect-
ed to the network 105.
[0027] In further detail, the authentication server 110
can include at least one processor and a memory, i.e., a
processing circuit. The memory stores processor-exe-
cutable instructions that, when executed by processor,
cause the processor to perform one or more of the op-
erations described herein. The processor may include a
microprocessor, an application-specific integrated circuit
(ASIC), a field-programmable gate array (FPGA), etc.,
or combinations thereof. The memory may include, but
is not limited to, electronic, optical, magnetic, or any other
storage or transmission device capable of providing the
processor with program instructions. The memory may
further include a floppy disk, CD-ROM, DVD, magnetic
disk, memory chip, ASIC, FPGA, read-only memory
(ROM), random-access memory (RAM), electrically
erasable programmable ROM (EEPROM), erasable pro-
grammable ROM (EPROM), flash memory, optical me-
dia, or any other suitable memory from which the proc-

essor can read instructions. The instructions may include
code from any suitable computer programming lan-
guage. The data processing system can include one or
more computing devices or servers that can perform var-
ious functions. In some implementations, the data
processing system can include a content placement sys-
tem configured to host auctions. In some implementa-
tions, the data processing system does not include the
content placement system but is configured to commu-
nicate with the content placement system via the network
105.
[0028] The network 105 can include computer net-
works such as the Internet local, wide, metro or other
area networks, intranets, satellite networks, other com-
puter networks such as voice or data mobile phone com-
munication networks, and combinations thereof. The au-
thentication server 110 of the system 100 can commu-
nicate via the network 105, for instance with at least one
application server 115A-115N and at least one client de-
vice 120. The network 105 may be any form of computer
network that relays information between the client device
120, authentication server 110, and one or more content
sources, such as web servers, amongst others. In some
implementations, the network 105 may include the Inter-
net and/or other types of data networks, such as a local
area network (LAN), a wide area network (WAN), a cel-
lular network, a satellite network, or other types of data
networks. The network 105 may also include any number
of computing devices (e.g., computers, servers, routers,
network switches, etc.) that are configured to receive
and/or transmit data within the network 105. The network
105 may further include any number of hardwired and/or
wireless connections. The client device 120 may com-
municate wirelessly (e.g., via WiFi, cellular, radio, etc.)
with a transceiver that is hardwired (e.g., via a fiber optic
cable, a CAT5 cable, etc.) to other computing devices in
the network 105. The client device 120 may also com-
municate wirelessly with the computing devices of the
network 105 via a proxy device (e.g., a router, network
switch, or gateway).
[0029] The client devices 120 can include computing
devices configured to communicate via the network 105
to display data such as the content provided by a content
publisher device (e.g., primary webpage content or other
information resources) and the content provided by a
content provider device (e.g., content elements config-
ured for display in an information resource). The client
device 120 can include desktop computers, laptop com-
puters, tablet computers, smartphones, personal digital
assistants, mobile devices, consumer computing devic-
es, servers, clients, digital video recorders, a set-top box
for a television, a video game console, or any other com-
puting device configured to communicate via the network
105. The client device 120 can be a communication de-
vice through which an end user can submit requests to
receive content. The requests can be requests to a
search engine, and the requests can include search que-
ries. In some implementations, the requests can include
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a request to access a webpage.
[0030] The client device 120 can include a processor
and a memory, i.e., a processing circuit. The memory
stores machine instructions that, when executed by proc-
essor, cause processor to perform one or more of the
operations described herein. The processor may include
a microprocessor, an application-specific integrated cir-
cuit (ASIC), a field-programmable gate array (FPGA),
etc., or combinations thereof. The memory may include,
but is not limited to, electronic, optical, magnetic, or any
other storage or transmission device capable of providing
the processor with program instructions. The memory
may further include a floppy disk, CD-ROM, DVD, mag-
netic disk, memory chip, ASIC, FPGA, read-only memory
(ROM), random-access memory (RAM), electrically
erasable programmable ROM (EEPROM), erasable pro-
grammable ROM (EPROM), flash memory, optical me-
dia, or any other suitable memory from which the proc-
essor can read instructions. The instructions may include
code from any suitable computer programming lan-
guage.
[0031] The client device 120 may also include one or
more user interface devices. In general, a user interface
device refers to any electronic device that conveys data
to a user by generating sensory information (e.g., a vis-
ualization on a display, one or more sounds, etc.) and/or
converts received sensory information from a user into
electronic signals (e.g., a keyboard, a mouse, a pointing
device, a touch screen display, a microphone, etc.). The
one or more user interface devices may be internal to a
housing of the client device 120 (e.g., a built-in display,
microphone, etc.) or external to the housing of the client
device 120 (e.g., a monitor connected to the client device
120, a speaker connected to the client device 120, etc.).
In some implementations, the client device 120 may in-
clude an electronic display, which visually displays web-
pages using webpage data received from one or more
content sources and/or from the content publisher device
or the content provider device via the network 105.
[0032] The authentication server 110 can include at
least one server. The authentication server 110 may op-
erate as a central authentication authority for the various
applications executing at the client device 120. In some
implementations, the authentication server 110 can in-
clude a plurality of servers located in at least one data
center or server farm. In some implementations, the re-
mote token cache 125 may be part of the authentication
server 110. The authentication server 110 can include at
least one authenticator 130. The authenticator 130 can
include at least one processing unit, server, virtual server,
circuit, engine, agent, appliance, or other logic device
such as programmable logic arrays configured to com-
municate with a database a and with other computing
devices (e.g., the application server 115A-1 15N, the cli-
ent device 120, and the remote token cache 125) via the
network 105. The authenticator 130 can include or exe-
cute at least one computer program or at least one script.
The authenticator 130 can include combinations of soft-

ware and hardware, such as one or more processors
configured to execute one or more scripts.
[0033] The authenticator 130 of the authentication
server 110 can receive a request to authenticate from
the client device 120 or other application servers 115A-
115N. The request to authenticate can include account
credentials. The account credentials can include an ac-
count identifier, an account access code, and other en-
cryption parameters, among others. The authenticator
130 can identify the account identifier and the account
access code. The authenticator 130 can compare ac-
count access code with previously stored account access
code for the account identifier. If the access codes match,
the authenticator 130 can authenticate the account cre-
dentials and transmit a confirmation of authentication to
the client device 120 or other application servers 115A-
115N that transmitted the request to authenticate. If the
access codes do not match, the authenticator 130 can
transmit an indication of failure to authenticate to the cli-
ent device 120 or other application servers 115 A-l 15N
that transmitted the request to authenticate. The func-
tionality of the authenticator 130 in context of the envi-
ronment 100 will be detailed herein below.
[0034] The application server 115 A-l 15N can include
at least one server. The application server 115 A-l 15N
can exchange data with the client device 120 for the var-
ious applications executing at the client device 120. In
some implementations, the application server 115 A-l
15N can include a plurality of servers located in at least
one data center or farm. In some implementations, the
remote token cache 125 may be part of the authentication
server 110. The application server 115 A-l 15N may in-
clude at least one server-side authentication interface
135A-135N. The server-side authentication interface
135A-135N can include at least one processing unit,
server, virtual server, circuit, engine, agent, appliance,
or other logic device such as programmable logic arrays
configured to communicate with a database a and with
other computing devices (e.g., the application server
115A-115N, the client device 120, and the remote token
cache 125) via the network 105. The authentication in-
terface 135A-135N can include or execute at least one
computer program or at least one script. The authentica-
tion interface 135A-135N can include combinations of
software and hardware, such as one or more processors
configured to execute one or more scripts. The function-
ality of the authentication interface 135A-135N is detailed
herein below.
[0035] The client device 120 can include a processor
140, a network interface 145, an input/output (I/O) inter-
face 150, and memory 155. The processor 140, the net-
work interface 145, the I/O interface 150, and the memory
155 may be components described herein in conjunction
with FIG. 5. The memory 155 can include a platform ap-
plication 160, such as an operating system or a web
browser, or any other computer program capable of ex-
ecuting or otherwise invoking other computer-executable
instructions processed by the client device 120. The plat-

9 10 



EP 3 533 205 B1

7

5

10

15

20

25

30

35

40

45

50

55

form application 160 can include one or more applica-
tions 165A-165N. In some implementations, each appli-
cation 165A-165N may be an information resource (e.g.,
webpage). In some implementations, each application
165A-165N may be a separate computer-executable
processed by the platform application 160. Each appli-
cation 165A-165N may include a link 170A-170N, a cli-
ent-side authentication interface 175A-175N, and a pa-
rameter generator 180A-180N. In some implementa-
tions, the platform application 160 can include a param-
eter transferrer 190. In some implementations, the plat-
form application 160 can include a local token cache 195.
At least one application 165A may include account cre-
dentials 185, while the other applications 165B-165N
may lack the account credentials 185. The account cre-
dentials 185 can include the account identifier, the ac-
count access code, and other encryption parameters,
among others. The at least one of the applications 165A-
165N may have account credentials 185 authenticated
or otherwise verified with the authenticator 130 of the
authentication server 110 or the server-side authentica-
tion interface 135A-135N of the application server 115A-
115N. At least one of the other applications 165A-165N
may lack account credentials 185, and may yet to be
authenticated or otherwise verified with the authenticator
130 of the authentication server 110 or the server-side
authentication interface 135A-135N of the application
server 115A-115N. In some implementations, the au-
thentication interface 175A-175N of the application
165A-165N may transmit, to the authentication server
110 or to the corresponding application server 115A-
115N, the account credentials 185. For example, a user
of the client device 120 may have entered the account
identifier and the account access code (e.g., password
or personal identification number (PIN)) on a graphical
user interface for the application 165A. Upon interaction
with a submit button, the application 165A may send the
account identifier and the account access code as part
of the account credentials 185 for authentication with the
authentication server 110.
[0036] With receipt of the account credentials 185, the
authenticator 130 of the authentication server 110 can
parse the account credentials 185 to identify the account
identifier and the access code, among others. The au-
thenticator 130 can compare the access code from the
application 165A-165N with the access code stored at
the authentication server 110 for the account identifier.
If there is no match between the two access codes, the
authenticator 130 can transmit an indication of failure to
authenticate to the application 165A-165N from which
the account credentials 185 were received. If there is a
match between the two access codes, the authenticator
130 can authenticate or otherwise verify the account cre-
dentials 185 for the application 165A-165N from which
the account credentials 185 were received. The authen-
ticator 130 in turn can transmit an indication of successful
authentication to the corresponding application 165A-
165N. With the account credentials 185 having been suc-

cessfully authenticated, the authenticator 130 or the re-
spective application 165A-165N can derive an account
parameter from the account credentials 185 in the man-
ner detailed below.
[0037] With respect to the applications 165A-165N in-
itially without the account credentials 185, the authenti-
cation interface 175A-175N of each of the applications
165A-165N can be especially configured to receive the
account credentials 185 via the link 170A-175N using the
parameter transferrer 190 as detailed below. In some
implementations, the authentication interface 175A-
175N of each application 165A-165N can use an appli-
cation programming interface to parse or recover the ac-
count credentials 185. The application programming in-
terface may include definitions and protocols for commu-
nicating or relaying data (e.g., account credentials 185
or account parameter derived from the account creden-
tials 185) about the applications 165A-165N. In some
implementations, the authentication interface 175A-
175N of each application 165A-165N can use the appli-
cation programming interface to authenticate the appli-
cation 165A-165N with the account credentials 185 of
another application 165A-165N. In some implementa-
tions, the authentication interface 175A-175N of each ap-
plication 165A-165N can use the application program-
ming interface to interface or communicate with the au-
thenticator 130 of the authentication server 110. More
details regarding the functionality of the authentication
interface 175A-175N of each of the applications 165A-
165N are explained below.
[0038] Each application 165A-165N may be associat-
ed with one of the application servers 115A-115N. In
some implementations, each application 165A-165N
may include a web application that may include an infor-
mation resource (e.g., a webpage) or one or more infor-
mation resources for particular domain. In some imple-
mentations, each application 165A-165N may otherwise
be an instance of a computer program, computer read-
able instructions, or executable provided by the respec-
tive application server 115A-115N. In some implemen-
tations, some of the applications 165A-165N may yet to
be installed on the client device 120. In some implemen-
tations, the application server 115A-115N or the applica-
tion distribution server may provide the application 165A-
165N responsive to a request from the client device 120.
In some implementations, some of the applications 165A-
165N may already have been installed on the client de-
vice 120. Each application 165A-165N may be in com-
munication with one of the application servers 115A-
115N via the network 105. The data to be provided to
each application 165A-165N may be managed by the
respective application server 115A-115N. Each applica-
tion 165A-165N may be provided to the client device 120
by the application server 115A-115N. Each application
165A-165N may be provided to the client device 120 by
a centralized server (e.g., an application distribution serv-
er).
[0039] Each application 165A-165N can include at
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least one link 170A-170N (e.g., a hyperlink). In some em-
bodiments, each application 165A-165N can include one
or more information resources (e.g., webpages). At least
one of the one or more information resources may include
the link 170A-170N. Each link 170A-170N may be a ref-
erence mechanism to a particular information resource
within the same application 165A-165N. Each link 170A-
170N may also be a reference mechanism to the speci-
fied application (e.g., application 165A-165N). Each link
170A-170N may include a protocol (e.g., Hypertext
Transfer Protocol) and an address with a hostname and
a pathname (e.g., Uniform Resource Locator (URL) or
Uniform Resource Identifier (URI)). The address of each
link 170A-170N can reference another application 165A-
165N. In some implementations, each link 170A-170N
may also include a link parameter (e.g., a URL parameter
such as a query string). The link parameter may include
an account parameter. The account parameter may be
used by the application 165A-165N to pass along au-
thentication credentials 185 to another application 165A-
165N. The account parameter may be generated from
the account credentials 185, and may be of various types.
The type of account parameter generated and used may
be pre-set by the application 165A-165N or may be de-
termined in accordance to a parameter type policy. In
some implementations, the account parameter may be
generated and may be provided by the application server
115A-115N associated with the application 165A-165N.
In some implementations, the account parameter may
be generated and may be provided by the authentication
server 110. In some implementations, the account pa-
rameter may be generated at the client device 120 by
the parameter generator 180A-180N.
[0040] In some implementations, the account param-
eter can include an obfuscation of the account credentials
185. The obfuscation of the account credentials 185 can
be generated by the authentication server 110, the ap-
plication server 115A-115N, or the parameter generator
180 of the client device 120. The obfuscation of the ac-
count credentials 185 may include an alphanumerical
value. The obfuscation of the account credentials 185
may be provided by the authentication server 110 or the
application server 115A-115N as part of the parameter
of the link 170A-170N. The obfuscation of the account
credentials 185 may be generated by the parameter gen-
erator 180 of the client device, upon interaction with the
link 170A-170N. The obfuscation can be generated using
a two-way encryption function, such as a cryptographic
hashing function. The two-way encryption function may
be applied onto a combination of the account identifier,
the account access code, and/or the other encryption
parameters. By obfuscating the account credentials 185
with a two-way encryption function, the account creden-
tials 185 may be later recovered from the account pa-
rameter by reapplying the same two-way encryption func-
tion.
[0041] In some implementations, the account param-
eter can include a fingerprint of the account credentials

185. The fingerprint of the account credentials 185 can
be generated by the authentication server 110, the ap-
plication server 115A-115N, or the parameter generator
180 of the client device 120. The fingerprint of the account
credentials 185 may include an alphanumerical value.
The fingerprint of the account credentials 185 may be
provided by the authentication server 110 or the applica-
tion server 115A-115N as part of the parameter of the
link 170A-170N. The fingerprint of the account creden-
tials 185 may be generated by the parameter generator
180 of the client device, upon interaction with the link
170A-170N. The fingerprint can be generated using a
one-way encryption function, such as a fingerprinting al-
gorithm. The one-way encryption function may be applied
onto a combination of the account identifier, the account
access code, and/or the other encryption parameters.
Once generated, the fingerprint of the account creden-
tials 185 may be stored on the memory 155, the applica-
tion server 115A-115N, or the authentication server 110.
By fingerprinting the account credentials 185 with a one-
way encryption function, the original account credentials
185 may remain hidden from the other applications 165B-
165N as well as other application servers 115B-115N or
any other device connected to the network 105.
[0042] In some implementations, the account param-
eter can include a token corresponding to the account
credentials 185. The token corresponding to the account
credentials 185 can be generated by the authentication
server 110, the application server 115A-115N, or the pa-
rameter generator 180 of the client device 120. The token
corresponding to the account credentials 185 may in-
clude an alphanumerical value. The token may be pro-
vided by the authentication server 110 or the application
server 115A-115N as part of the parameter of the link
170A-170N. The token corresponding to the account cre-
dentials 185 may be generated by the parameter gener-
ator 180 of the client device, upon interaction with the
link 170A-170N. The token can be generated using a
combination of the account identifier, the account access
code, and/or the other encryption parameters. In some
implementations, the token may then be stored at the
local token cache 195 by the parameter generator 180A-
180N. In some implementations, the token may be stored
at the remote token cache 125 by the authentication serv-
er 110 or the application server 115A-115N. By generat-
ing a token from the account credentials 185, the original
account credentials 185 may be retrieved from the local
token cache 195 or the remote token cache 125 upon
request.
[0043] Upon an interaction event with the link 170A-
170N (e.g., click, hover-over, scroll, screen touch, etc.),
the parameter transferrer 190 can pass the account pa-
rameter of the link 170A-170N from one application
165A-165N to the application 165A-165N referenced by
the link 170A-170N. In some implementations, the pa-
rameter transferrer 190 can directly pass the account pa-
rameter via the link 170A-170N using deep linking tech-
niques. The parameter transferrer 190 can parse the link
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170A-170N to identify the application 165A-165N refer-
enced by the address of the link 170A-170N. The platform
application 160 can then execute the application 165A-
165N corresponding to the address of the link 170A-
170N. The parameter transferrer 190 can also parse the
link 170A-170N to identify the link parameter of the link
170A-170N and may pass the link parameter of the link
170A-170N (along with the account parameter) to the
application 165A-165N referenced by the link 170A-
170N. In some implementations, the parameter transfer-
rer 190 can pass the account parameter from one appli-
cation 165A-165N to the other application 165A-165N
referenced by the link 170A-170N using a function call,
such as an activity function call (e.g., ANDROID Intent
Function call). Once the account parameter is identified
from the link 170A-170N, the parameter transferrer 190
can invoke the function call with the account parameter
to relay or pass the account parameter to the application
165A-165N referenced by the link 170A-170N.
[0044] In some implementations, the parameter trans-
ferrer 190 can pass the account parameter via the link
170A-170N using deferred deep linking techniques. The
link 170A-170N may correspond to a request to download
and install the application 165A-165N on the client device
120. In some implementations, the parameter transferrer
190 can identify the link 170A-170N as a request to down-
load and install the application 165A-165N. The param-
eter transferrer 190 can store the account parameter of
the link 170A-170N on the memory 155. The parameter
transferrer 190 can continuously monitor the progress of
the downloading and installation of the application 165A-
165N. Once the application 165A-165N is finished down-
loading, the platform application 160 can initiate execu-
tion of the application 165A-165N and the parameter
transferrer 190 can pass the account parameter to the
installed application 165A-165N.
[0045] In some implementations, responsive to the in-
teraction event, the parameter generator 180A-180N can
generate the account parameter using the techniques
detailed herein above. The parameter generator 180A-
180N can parse the link 170A-170N to determine whether
the link 170A-170N includes the account parameter. If
the link 170A-170N does not include the account param-
eter, the parameter generator 180A-180N can generate
the account parameter using the techniques detailed
herein above. If the link 170A-170N does include the ac-
count parameter, the parameter transferrer 190 can iden-
tify the account parameter and pass the account param-
eter to the application 165A-165N referenced by the link
170A-170N.
[0046] Once the authentication parameter is passed,
the authentication interface 175A-175N of the application
165A-165N referenced by the link 170A-170N can initiate
authentication with the server-side authentication inter-
face 135A-135N of the authentication server 110. The
server-side authentication interface 135A-135N in turn
can continue the authentication with the authentication
server 110 on behalf of the application 165A-165N of the

client device 120. In some implementations, the applica-
tion 165A-165N referenced by the link 170A-170N can
initiate authentication directly with the authenticator 130
of the authentication server 110. The authentication in-
terface 175A-175N can parse the account parameter to
determine the parameter type of the account parameter
received from the previously logged in application 165A-
165N. In some implementations, the authentication in-
terface 175A-175N can determine the parameter type by
identifying length and data type (e.g., numeric, alphanu-
meric, etc.) of the account parameter, among others, and
compare the identified length and data type to the length
and data type specified for the parameter type. As de-
scribed above, the parameter type may be the obfusca-
tion of the account credentials 185, the fingerprinted ac-
count credentials 185, and the token corresponding to
the account credentials 185, among others.
[0047] If the identified parameter type is the obfusca-
tion of the account credentials 185, the original account
credentials 185 can be recovered from the account pa-
rameter passed from the originally authenticated appli-
cation 165A-165N. Now referring to FIG. 2A, depicted is
an environment 200A for authenticating the account cre-
dentials 185 when the parameter type of the account pa-
rameter is obfuscated credentials 225A. The paths
210-240 may be communication links through the net-
work 105. In the context of FIG. 1, the first application
server 115A may have provided the application 165A to
the client device 120 (via path 210). The first application
115A or the authentication server 110 may have provided
the link 170A referencing the second application 165B
(via path 210 or path 215). In some implementations, the
account credentials 185 entered by the user of the client
device 120 may be passed by the client-side authentica-
tion interface 175A to the first application server 115A
(via path 210). The first server-side authentication inter-
face 135A may then authenticate the account credentials
185 with the authentication server 110 (via path 220).
The authenticator 130 of the authentication server 110
in turn may verify authentication of the account creden-
tials 185 and may send a confirmation to the application
server 115A (via path 220). The first authentication inter-
face 135A of the application server 115A in turn may
send the confirmation to the first application 165A (via
path 210). In some implementations, the first application
165A of the client device 120 can send the account cre-
dentials 185 directly to the authentication server 110 (via
path 215). The authenticator 130 of the authentication
server 110 in turn can verify the authentication of the
account credentials 185 and return a confirmation of au-
thentication (via path 215).
[0048] When there is an event 205 (e.g., click, hover
over, etc.) on the link 170A of the first application 165A,
the parameter transferrer 190 can pass the obfuscated
credentials 225A generated from the account credentials
185 to the second application 165B via URL parameter
or via function call. In some implementations, the client-
side authentication interface 175A-175N can recover the
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original account credentials 185 from the obfuscated cre-
dentials 225A using the two-way encryption algorithm.
The two-way encryption algorithm may be the same as
the one used to generate the account parameter. Once
recovered, the client-side authentication interface 175B
can send the account credentials 185 to the second ap-
plication server 115B that manages the second applica-
tion 165B (via path 235). The server-side authentication
135B of the second application server 115B can in turn
send the recovered account credentials 185 with the au-
thentication server 110 for authentication (via path 240).
[0049] Having received the account credentials 185 re-
covered from the obfuscated credentials 225A by the
second application server 115B, the authentication serv-
er 110 can compare the authentication credential 185
with the account credential stored for the account iden-
tifier to determine whether there is a match. A match may
be a one-to-one correspondence (e.g., character by char-
acter) between the recovered account credentials 185
and the account credential stored at the authentication
server 110. If there is a match, the authenticator 130 of
the authentication server 110 can send a confirmation
message to the server-side authentication interface
135B of the second application server 115B (via path
240). The server-side authentication interface 135B of
the second application server 115B can in turn send the
confirmation to the second application 165B (via path
235). In some implementations, the confirmation mes-
sage may be in the form of a response packet. On the
other hand, if there is no match, the authenticator 130 of
the authentication server 110 can send an indication of
failure to the server-side authentication interface 135B
of the second application server 115B (via path 240). In
some implementations, the indication of failure may be
in the form of a response packet. The server-side au-
thentication interface 135B of the second application
server 115B can in turn send the indication of failure to
the second application 165B (via path 235).
[0050] In some implementations, the client-side au-
thentication interface 175B can directly send the recov-
ered account credentials 185 to the authentication server
110 (via path 240). Having received the account creden-
tials 185 recovered from the obfuscated credentials 225A
by the second application 165B, the authentication server
110 can compare the authentication credentials 185 with
the account credential stored for the account identifier to
determine whether there is a match. If there is a match,
the authenticator 130 of the authentication server 110
can send a confirmation message to the server-side au-
thentication interface 135B of the second application
165B (via path 235). On the other hand, if there is no
match, the authenticator 130 of the authentication server
110 can send an indication of failure to the authentication
interface 175B of the second application 165B (via path
235).
[0051] In some implementations, the client-side au-
thentication interface 175A-175N can transmit the obfus-
cated credentials 225A to the authentication server 110

directly (via path 230). The authenticator 130 in turn can
recover the original account credentials 185 from the ob-
fuscated credentials 225A received from the second ap-
plication 165B. Having recovered the account credentials
185 from the obfuscated credentials 225A, the authenti-
cation server 110 can compare the authentication cre-
dentials 185 with the account credential stored for the
account identifier to determine whether there is a match.
If there is a match, the authenticator 130 of the authen-
tication server 110 can send a confirmation message to
the client-side authentication interface 175B of the sec-
ond application 165B (via path 230). On the other hand,
if there is no match, the authenticator 130 of the authen-
tication server 110 can send an indication of failure to
the client-side authentication interface 175B of the sec-
ond application 165B (via path 230).
[0052] In some implementations, the client-side au-
thentication interface 175A-175N can transmit the obfus-
cated credentials 225A to the second application server
115B (via path 235). The server-side authentication 135B
of the second application server 115B can in turn send
the recovered account credentials 185 with the authen-
tication server 110 for authentication (via path 240). Hav-
ing received the obfuscated credentials 225A from the
second application server 115B, the authentication serv-
er 110 can recover the account credentials 185 from the
obfuscated credentials 225A. The authenticator 130 of
the authentication server 110 can compare the authen-
tication credential 185 with the account credential stored
for the account identifier to determine whether there is a
match. If there is a match, the authenticator 130 of the
authentication server 110 can send a confirmation mes-
sage to the server-side authentication interface 135B of
the second application server 115B (via path 240). The
server-side authentication interface 135B of the second
application server 115B can in turn send the confirmation
to the second application 165B (via path 235). On the
other hand, if there is no match, the authenticator 130 of
the authentication server 110 can send an indication of
failure to the server-side authentication interface 135B
of the second application server 115B (via path 240). The
server-side authentication interface 135B of the second
application server 115B can in turn send the indication
of failure to the second application 165B (via path 235).
[0053] If the identified parameter type is the fingerprint
of the account credentials 185, the fingerprint of the ac-
count credentials 185 passed through may be compared
to previous fingerprints for authentication. Now referring
to FIG. 2B, illustrated is an environment 200B for authen-
ticating the account credentials 185 using fingerprinted
credentials 225B. The paths 210-240 may be communi-
cation links through the network 105. In the context of
FIG. 1, the first application server 115A may have pro-
vided the application 165A to the client device 120 (via
path 210). The first application 115A or the authentication
server 110 may have provided the link 170A referencing
the second application 165B (via path 210 or path 215).
In some implementations, the account credentials 185
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entered by the user of the client device 120 may be
passed by the client-side authentication interface 175A
to the first application server 115A (via path 210). The
server-side authentication interface 135A may then au-
thenticate the account credentials 185 with the authen-
tication server 110 (via path 220). The authenticator 130
of the authentication server 110 in turn may verify au-
thentication of the account credentials 185 and may send
a confirmation to the application server 115A (via path
220). The first authentication interface 135A of the appli-
cation server 115A in turn may send the confirmation to
the first application 165A (via path 210). In some imple-
mentations, the first application 165A of the client device
120 can send the account credentials 185 directly to the
authentication server 110 (via path 215). The authenti-
cator 130 of the authentication server 110 in turn can
verify the authentication of the account credentials 185
and return a confirmation of authentication (via path 215).
The authenticator 130 can also store the fingerprinted
credentials 225B on the authentication server 110. In
some implementations, the fingerprinted credentials
225B may be stored at the application servers 115A and
115B or at the client device 120 for the applications 165A
and 165B.
[0054] Responsive to an event 205 on the link 170A
on the first application 165A, the parameter transferrer
190 can pass the fingerprinted credentials 225B gener-
ated from the account credentials 185 to the second ap-
plication 165B via URL parameter or via function call.
The fingerprinted credentials 225B may be generated
using a one-way encryption algorithm, and may be stored
at the authentication server 110. The client-side authen-
tication interface 175B can send the fingerprinted cre-
dentials 225B to the second application server 115B that
manages the second application 165B (via path 235).
Having received the fingerprinted credentials 225B from
the second application server 115B, the authentication
server 110 can compare the fingerprinted credentials
225B with the previously stored fingerprinted credentials
to determine whether there is a match. If there is a match,
the authenticator 130 of the authentication server 110
can send a confirmation message to the server-side au-
thentication interface 135B of the second application
server 115B (via path 240). The server-side authentica-
tion interface 135B of the second application server 115B
can in turn send the confirmation to the second applica-
tion 165B (via path 235). In some implementations, the
confirmation message may be in the form of a response
packet. On the other hand, if there is no match, the au-
thenticator 130 of the authentication server 110 can send
an indication of failure to the server-side authentication
interface 135B of the second application server 115B (via
path 240). In some implementations, the indication of fail-
ure may be in the form of a response packet. The server-
side authentication interface 135B of the second appli-
cation server 115B can in turn send the indication of fail-
ure to the second application 165B (via path 235).
[0055] In some implementations, the client-side au-

thentication interface 175A-175N can transmit the finger-
printed credentials 225B to the authentication server 110
directly (via path 230). The authenticator 130 in turn can
send the fingerprinted credentials 225B received from
the second application 165B. Having received the finger-
printed credentials 225B, the authentication server 110
can compare the fingerprinted credentials 225B with the
previously stored fingerprinted credentials to determine
whether there is a match. If there is a match, the authen-
ticator 130 of the authentication server 110 can send a
confirmation message to authentication interface 175B
of the second application 165B (via path 235). In some
implementations, the confirmation message may be in
the form of a response packet. On the other hand, if there
is no match, the authenticator 130 of the authentication
server 110 can send an indication of failure to the au-
thentication interface 175B of the second application
165B (via path 230). In some implementations, the indi-
cation of failure may be in the form of a response packet.
[0056] If the identified parameter type is the token cor-
responding to the account credentials 185, the original
account credentials 185 may be retrieved using the token
to complete the authentication process. Now referring to
FIG. 2C, shown is an environment 200C for authenticat-
ing the account credentials 185 using a credential token
225C. The paths 210-265 may be communication links
through the network 105. In the context of FIG. 1, the first
application server 115A may have provided the applica-
tion 165A to the client device 120 (via path 210). The first
application 115A or the authentication server 110 may
have provided the link 170A referencing the second ap-
plication 165B (via path 210 or path 215). In some im-
plementations, the account credentials 185 entered by
the user of the client device 120 may be passed by the
client-side authentication interface 175A to the first ap-
plication server 115A (via path 210). The first server-side
authentication interface 135A may then authenticate the
account credentials 185 with the authentication server
110 (via path 220). The authenticator 130 of the authen-
tication server 110 in turn may verify authentication of
the account credentials 185 and may send a confirmation
to the application server 115A (via path 220). In some
implementations, the confirmation message may be in
the form of a response packet. The first authentication
interface 135 A of the application server 115A in turn may
send the confirmation to the first application 165A (via
path 210). In some implementations, the first application
165A of the client device 120 can send the account cre-
dentials 185 directly to the authentication server 110 (via
path 215). The authenticator 130 of the authentication
server 110 in turn can verify the authentication of the
account credentials 185 and return a confirmation of au-
thentication (via path 215).
[0057] In some implementations, the authenticator 130
of the authentication server 110 can generate the cre-
dential token 225C for the account credentials 185, and
may store the account credentials 185 for the token cache
125 (via path 265). In some implementations, the server-
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side authentication interface 135A can generate the cre-
dential token 225C for the account credentials 185, and
may store the account credentials 185 for the token cache
125 (via path 245). In some implementations, the client-
side authentication interface 175A of the first application
165A can generate the credential token 225C for the ac-
count credentials 185, and may store the account cre-
dentials 185 in the token cache 125 (via path 250). The
credential token 225C may be used to reference or iden-
tify the account credentials 185 for further authentication
by other applications 165B-165N, such as the second
application 165B.
[0058] In response to an event 205 on the link 170A
on the first application 165 A, the parameter transferrer
190 can pass the credential token 225C generated from
the account credentials 185 to the second application
165B via URL parameter or via function call. Once re-
ceived by the second application 165B, the client-side
authentication interface 175B can send the credential to-
ken 225C to the second application server 115B that
manages second application 165B (via path 235). The
server-side authentication 135B of the second applica-
tion server 115B can in turn send the credential token
225C with the authentication server 110 for authentica-
tion (via path 240). Having received the credential token
225C from the second application server 115B, the au-
thentication server 110 can retrieve the account creden-
tials 185 from the token cache 125 (via path 265). The
authenticator 130 of the authentication server 110 can
then compare the authentication credential 185 with the
account credential stored for the account identifier to de-
termine whether there is a match. If there is a match, the
authenticator 130 of the authentication server 110 can
send a confirmation message to the server-side authen-
tication interface 135B of the second application server
115B (via path 240). In some implementations, the con-
firmation message may be in the form of a response pack-
et. The server-side authentication interface 135B of the
second application server 115B can in turn send the con-
firmation to the second application 165B (via path 235).
On the other hand, if there is no match, the authenticator
130 of the authentication server 110 can send an indica-
tion of failure to the server-side authentication interface
135B of the second application server 115B (via path
240). The server-side authentication interface 135B of
the second application server 115B can in turn send the
indication of failure to the second application 165B (via
path 235).
[0059] In some implementations, the client-side au-
thentication interface 175B can in turn send the credential
token 225C to the authentication server 110 (via path
240). Having received the credential token 225C from
the second application 165B, the authentication server
110 can retrieve the account credentials 185 from the
token cache 125 (via path 265). The authentication serv-
er 110 can then compare the authentication credentials
185 with the account credential stored for the account
identifier to determine whether there is a match. If there

is a match, the authenticator 130 of the authentication
server 110 can send a confirmation message to the serv-
er-side authentication interface 135B of the second ap-
plication 165B (via path 235). In some implementations,
the confirmation message may be in the form of a re-
sponse packet. On the other hand, if there is no match,
the authenticator 130 of the authentication server 110
can send an indication of failure to the authentication
interface 175B of the second application 165B (via path
235). In some implementations, the indication of failure
may be in the form of a response packet.
[0060] In some implementations, the client-side au-
thentication interface 175A-175N can transmit the cre-
dential token 225C to the authentication server 110 di-
rectly (via path 230). The authenticator 130 in turn can
retrieve the account credentials 185 stored on the token
cache 125 using the credential token 225C received from
the second application 165B (via path 265). Having re-
covered the account credentials 185, the authentication
server 110 can compare the authentication credentials
185 with the account credential stored for the account
identifier to determine whether there is a match. If there
is a match, the authenticator 130 of the authentication
server 110 can send a confirmation message to the client-
side authentication interface 175B of the second appli-
cation 165B (via path 230). In some implementations,
the confirmation message may be in the form of a re-
sponse packet. On the other hand, if there is no match,
the authenticator 130 of the authentication server 110
can send an indication of failure to the client-side authen-
tication interface 175B of the second application 165B
(via path 230). In some implementations, the indication
of failure may be in the form of a response packet.
[0061] In some implementations, the client-side au-
thentication interface 175A-175N can use the credential
token 225C to retrieve the account credentials 225C from
the remote token cache 125 (via path 255). In some im-
plementations, the client-side authentication interface
175A-175N can use the credential token 225C to retrieve
the account credentials 225C from the local token cache
195. Using the account credentials 185 recovered from
the remote token cache 125 or the local token cache 195,
the authentication interface 175B can send the account
credentials 185 to the authentication server 110 (via path
235). The authentication server 110 can then compare
the authentication credentials 185 with the account cre-
dential stored for the account identifier to determine
whether there is a match. If there is a match, the authen-
ticator 130 of the authentication server 110 can send a
confirmation message to the server-side authentication
interface 135B of the second application 165B (via path
235). In some implementations, the confirmation mes-
sage may be in the form of a response packet. On the
other hand, if there is no match, the authenticator 130 of
the authentication server 110 can send an indication of
failure to the authentication interface 175B of the second
application 165B (via path 235). In some implementa-
tions, the indication of failure may be in the form of a
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response packet.
[0062] In some implementations, using the account
credentials 185 recovered from the remote token cache
125 or the local token cache 195, the authentication in-
terface 175B of the second application 165B can send
the account credentials 185 to the second application
server 115B (via path 235). The server-side authentica-
tion interface 135B of the second application server 115B
can in turn send the account credentials 185 to the au-
thentication server 110 (via path 240). The authentication
server 110 can then compare the authentication creden-
tials 185 with the account credential stored for the ac-
count identifier to determine whether there is a match. If
there is a match, the authenticator 130 of the authenti-
cation server 110 can send a confirmation message to
the server-side authentication interface 135B of the sec-
ond application server 165B (via path 230). The server-
side authentication interface 135B of the second appli-
cation server 115B can in turn send the confirmation to
the second application 165B (via path 235). In some im-
plementations, the confirmation message may be in the
form of a response packet. On the other hand, if there is
no match, the authenticator 130 of the authentication
server 110 can send an indication of failure to the server-
side authentication interface 135B of the second appli-
cation server 115B (via path 235). In some implementa-
tions, the indication of failure may be in the form of a
response packet. The server-side authentication inter-
face 135B of the second application server 115B can in
turn send the confirmation to the second application 165B
(via path 230).
[0063] Returning to FIG. 1, the confirmation of authen-
tication may be received by the application 165A-165N
referenced by the link 170A-170N from the authentication
server 110 or via any of the application servers 115A-
115N. The confirmation of authentication may include
account settings particular to the account credentials 185
from the previously logged-in application 165A-165N
(e.g., the first application 165A). Upon receipt of confir-
mation, the application 165A-165N referenced by the link
170A-170N may perform full or partial login. The parsing
and interpretation of the confirmation message by the
application 165A-165N may be performed using an ap-
plication programming interface. Under full login, the ap-
plication 165A-165N referenced by the link 170A-170N
may automatically apply the account settings of the ac-
count credentials 185. In this manner, passing the ac-
count parameter from one application 165A-165N to the
other application 165A-165N in this manner may allow
for seamless transition and authentication, thereby ad-
dressing privacy and security concerns. Under partial
login, the application 165A-165N referenced by the link
170A-170N can open a login prompt with the account
credentials automatically filled in. Responsive to a posi-
tive response to the login prompt, the application 165A-
165N referenced by the link 170A-170N can continue
execution of the application 165A-165N. If on the other
hand an indication of failure is received, the application

165A-165N referenced by the link 170A-170N can con-
tinue execution. The continuation of execution may be
without the account settings particular to the account cre-
dentials 185, as there was a failure to authenticate with
the application 165A-165N referenced by the link 170A-
170N. The parsing and interpretation of the indication of
failure by the application 165A-165N may be performed
using an application programming interface. In some im-
plementations, the application 165A-165N referenced by
the link 170A-170N can display a prompt indicating failure
to authenticate.
[0064] Now referring to FIGs. 3A and 3B, depicted is
a flow diagram a method 300 of passing account authen-
tication information via parameters. The functionality de-
scribed herein with respect to method 300 can be per-
formed or otherwise executed by the system 100 as
shown on FIG. 1, systems 200A-200C as shown in FIGs.
2A-2C, or a computing device as shown in FIG. 5 or any
combination thereof. In some implementations, the func-
tionalities of method 300 may be split between the client
device 120, the authentication server 110, and any of the
application servers 115A-115N.
[0065] In further detail, at step 302, a first application
(Application A) executing on a client device can transmit
account credentials to a first server (Server A). At step
304, the first server can receive the account credentials
from the client device and can authenticate the account
credentials. At step 306, the first server can determine
whether to insert an account parameter into a link for the
first application. The determination may be in accordance
to a policy or may be particularized to the application
(e.g., the first application). If the first server determines
that the account parameter is to be inserted, at step 308,
the first server can determine which type of parameter.
If the type of parameter is obfuscated, at step 310, the
first server can generate an obfuscated parameter by
applying a two-way encryption algorithm on the account
credentials. If the type of parameter is fingerprint, at step
312, the first server can generate a fingerprinted param-
eter by applying a one-way encryption algorithm on the
account credentials. At step 314, the first server can then
store the fingerprint. If the type of parameter is cache, at
step 316, the first server can generate a credential token
for identifying the account credentials. At step 318, the
first server can store the credential token on a remote
cache. At step 320, the first server can insert the account
parameter into the link for first application. At step 322,
the first server can transmit the link referencing a second
application (Application B) for the first application to the
client device.
[0066] At step 324, the first application executing on
the client device can receive the link referencing the sec-
ond application. At step 326, the first application can mon-
itor for an event on the link. If there is an event on the
link, at step 328, the first application can determine
whether the link includes the account parameter. If the
link does not include a link, at step 330, the first applica-
tion can determine which type of parameter to use. The
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determination may be in accordance to a policy or may
be particularized to the application (e.g., the first appli-
cation). If the type of parameter is obfuscated, at step
332, the first application can generate an obfuscated pa-
rameter by applying a two-way encryption algorithm on
the account credentials. If the type of parameter is fin-
gerprint, at step 334, the first application can generate a
fingerprinted parameter by applying a one-way encryp-
tion algorithm on the account credentials. At step 336,
the first application can then store the fingerprint. If the
type of parameter is cache, at step 338, the first applica-
tion can generate a credential token for identifying the
account credentials. At step 340, the first application can
store the credential token on a local cache. At step 342,
the first application can pass the account parameter to
the second parameter (using URI protocol or a function
call).
[0067] At step 344, the second application can receive
the account parameter from the first application. At step
346, the second application can determine which type of
parameter is used. If the parameter type is obfuscated,
at step 348, the second application can recover the ac-
count credentials from the account parameter by apply-
ing the two-way encryption algorithm. If the parameter
type is cache, at step 352, the second application can
transmit the token with request for the account creden-
tials. At step 354, the cache (local or remote) can receive
the request for account credentials. At step 356, the
cache can identify the account credentials. At step 358,
the cache can transmit the account credentials to the
second application. At step 360, the second application
can receive the account credentials from the cache. If
the parameter type is obfuscated or cache, at step 350,
the second application can transmit the account creden-
tials to the second server (Server B) for authentication.
At step 362, the second server can receive the account
credentials from the second application. The second
server can then proceed to authenticate the account cre-
dentials at step 370.
[0068] If the parameter type is fingerprint, at step 354,
the second application can transmit the fingerprinted cre-
dentials to the second server. At step 364, the second
server can receive the fingerprinted credentials from sec-
ond application. At step 366, the second server can ac-
cess the fingerprint storage to compare with the finger
credentials received from the second application. At step
368, the second server can determine whether the fin-
gerprinted credentials are on storage. If the fingerprinted
credentials are on storage, the second server can pro-
ceed to authenticate at step 370.
[0069] If successful, at step 372, the second server
can identify the account settings. At step 374, the second
server can transmit a confirmation with the account set-
tings. At step 378, the second application can receive
the authentication confirmation from the second server.
At step 380, the second application can apply the account
settings associated with the account credentials used to
authenticate with the first application. On the other hand,

if not successful, at step 376, the second server can
transmit an indication of failure to authenticate. At step
382, the second application can receive the indication of
failure to authenticate. At step 384, the second applica-
tion can continue execution.
[0070] Now referring to FIG. 4, depicted is a flow dia-
gram a method 400 of passing account authentication
information via parameters. The functionality described
herein with respect to method 400 can be performed or
otherwise executed by the system 100 as shown on FIG.
1, systems 200A-200C as shown in FIGs. 2A-2C, or a
computing device as shown in FIG. 5 or any combination
thereof. In some implementations, the functionalities of
method 400 may be split between the client device 120,
the authentication server 110, and any of the application
servers 115A-115N. In brief overview, an authentication
server can provide, to a client device, an account param-
eter derived from an account credential used to authen-
ticate a first application executing on the client device to
insert into a link (ACT 405). The authentication server
can receive, from the second application of the client de-
vice, subsequent to passing the account parameter from
the first application to the second application, a request
to authenticate the second application (ACT 410). The
authentication server can authenticate the client device
for the second application using the account parameter
provided to the first application and passed via the link
to the second application (ACT 415). The authentication
server can transmit, responsive to the authentication of
the client device for the second application, an authenti-
cation indication to the second application of the client
device (ACT 420).
[0071] An authentication server can provide, to a client
device, an account parameter derived from an account
credential used to authenticate a first application execut-
ing on the client device to insert into a link (ACT 405).
The link can include an address referencing a second
application executable on the client device. The account
parameter can be passed from the first application to the
second application responsive to an interaction on the
link. In some implementations, authentication server can
generate the account parameter based on the account
credential used to authenticate the first application exe-
cuting on the client device. The account parameter de-
rived from the account credential using a one-way or a
two-way encryption algorithm. The account parameter
may be inserted or included into the link. In some imple-
mentations, the account parameter can be passed from
the first application to the second application responsive
to the interaction on the link via a link parameter of the
link or a function call by a platform application running
on the client device.
[0072] The authentication server can receive, from the
second application of the client device, subsequent to
passing the account parameter from the first application
to the second application, a request to authenticate the
second application (ACT 410). The request to authenti-
cate can include the account parameter. In some imple-
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mentations, the authentication server can receive the re-
quest to authenticate from the client device via an appli-
cation server associate with the second application. In
some implementations, the request to authenticate can
include account credentials. The account credentials can
include an account identifier, an account access code,
and other encryption parameters, among others.
[0073] The authentication server can authenticate the
client device for the second application using the account
parameter provided to the first application and passed
via the link to the second application (ACT 415). In some
implementations, the authentication server can recover
the account credentials by applying the two-way encryp-
tion algorithm to the account parameter included in the
request to authenticate. In some implementations, the
authentication server can authenticate the client device
for the second application by determining that the ac-
count credentials recovered using the two-way encryp-
tion algorithm matches the original account credentials.
In some implementations, the authentication server can
authenticate the client device for the second application
by determining that the account parameter included in
the request matches the account parameter separately
derived using the one-way encryption algorithm. In some
implementations, the authentication server can authen-
ticate the client device for the second application by de-
termining that the account parameter included in the re-
quest to authenticate matches the account parameter
stored in a cache. The cache may be a database asso-
ciated with the authentication server.
[0074] The authentication server can transmit, respon-
sive to the authentication of the client device for the sec-
ond application, an authentication indication to the sec-
ond application of the client device (ACT 420). In some
implementations, the authentication indication can in-
clude an indication whether the authentication of the cli-
ent device for the second appliance was successful or
failure. In some implementations, the authentication in-
dication can include account settings for the client device
to apply to the second appliance.
[0075] FIG. 5 shows the general architecture of an il-
lustrative computer system 500 that may be employed
to implement any of the computer systems discussed
herein (including the authentication server 110 and its
components, the application server 115A-115B and its
components, and the client device 120 and its compo-
nents) in accordance with some implementations. The
computer system 500 can be used to provide information
via the network 105 for display. The computer system
500 of FIG. 5 comprises one or more processors 520
communicatively coupled to memory 525, one or more
communications interfaces 505, and one or more output
devices 510 (e.g., one or more display units) and one or
more input devices 515. The processors 520 can be in-
cluded in the authentication server 110 or the other com-
ponents of the authentication server 110. The processors
520 can be included in the application server 115A-115B
or the other components of the application server 115A-

115B. The processors 520 can be included in the client
device 120 or the other components of the client device
120.
[0076] In the computer system 500 of FIG. 5, the mem-
ory 525 may comprise any computer-readable storage
media, and may store computer instructions such as
processor-executable instructions for implementing the
various functionalities described herein for respective
systems, as well as any data relating thereto, generated
thereby, or received via the communications interface(s)
or input device(s) (if present). Referring again to the sys-
tem 100 of FIG. 1, the authentication server 110 can in-
clude the memory 525 to store information related to the
availability of inventory of one or more content units, res-
ervations of one or more content units, among others.
The memory 525 can include the database 150. The
processor(s) 520 shown in FIG. 5 may be used to execute
instructions stored in the memory 525 and, in so doing,
also may read from or write to the memory various infor-
mation processed and or generated pursuant to execu-
tion of the instructions.
[0077] The processor 520 of the computer system 500
shown in FIG. 5 also may be communicatively coupled
to or made to control the communications interface(s)
505 to transmit or receive various information pursuant
to execution of instructions. For example, the communi-
cations interface(s) 505 may be coupled to a wired or
wireless network, bus, or other communication means
and may therefore allow the computer system 500 to
transmit information to or receive information from other
devices (e.g., other computer systems). While not shown
explicitly in the system of FIG. 1 or FIG. 5, one or more
communications interfaces facilitate information flow be-
tween the components of the system 500. In some im-
plementations, the communications interface(s) may be
configured (e.g., via various hardware components or
software components) to provide a website as an access
portal to at least some aspects of the computer system
500. Examples of communications interfaces 505 include
user interfaces (e.g., webpages), through which the user
can communicate with the authentication server 110.
[0078] The output devices 510 of the computer system
500 shown in FIG. 5 may be provided, for example, to
allow various information to be viewed or otherwise per-
ceived in connection with execution of the instructions.
The input device(s) 515 may be provided, for example,
to allow a user to make manual adjustments, make se-
lections, enter data, or interact in any of a variety of man-
ners with the processor during execution of the instruc-
tions. Additional information relating to a general com-
puter system architecture that may be employed for var-
ious systems discussed herein is provided further herein.
[0079] Implementations of the subject matter and the
operations described in this specification can be imple-
mented in digital electronic circuitry, or in computer soft-
ware embodied on a tangible medium, firmware, or hard-
ware, including the structures disclosed in this specifica-
tion and their structural equivalents, or in combinations
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of one or more of them. Implementations of the subject
matter described in this specification can be implemented
as one or more computer programs, i.e., one or more
modules of computer program instructions, encoded on
computer storage medium for execution by, or to control
the operation of, data processing apparatus. The pro-
gram instructions can be encoded on an artificially-gen-
erated propagated signal, e.g., a machine-generated
electrical, optical, or electromagnetic signal that is gen-
erated to encode information for transmission to suitable
a receiver apparatus for execution by a data processing
apparatus. A computer storage medium can be, or be
included in, a computer-readable storage device, a com-
puter-readable storage substrate, a random or serial ac-
cess memory array or device, or a combination of one or
more of them. Moreover, while a computer storage me-
dium is not a propagated signal, a computer storage me-
dium can include a source or destination of computer
program instructions encoded in an artificially-generated
propagated signal. The computer storage medium can
also be, or be included in, one or more separate physical
components or media (e.g., multiple CDs, disks, or other
storage devices).
[0080] The features disclosed herein may be imple-
mented on a smart television module (or connected tel-
evision module, hybrid television module, etc.), which
may include a processing module configured to integrate
internet connectivity with more traditional television pro-
gramming sources (e.g., received via cable, satellite,
over-the-air, or other signals). The smart television mod-
ule may be physically incorporated into a television set
or may include a separate device such as a set-top box,
Blu-ray or other digital media player, game console, hotel
television system, or other companion device. A smart
television module may be configured to allow viewers to
search and find videos, movies, photos and other content
on the web, on a local cable TV channel, on a satellite
TV channel, or stored on a local hard drive. A set-top box
(STB) or set-top unit (STU) may include an information
appliance device that may contain a tuner and connect
to a television set and an external source of signal, turning
the signal into content which is then displayed on the
television screen or other display device. A smart televi-
sion module may be configured to provide a home screen
or top level screen including icons for a plurality of differ-
ent applications, such as a web browser and a plurality
of streaming media services, a connected cable or sat-
ellite media source, other web "channels", etc. The smart
television module may further be configured to provide
an electronic programming guide to the user. A compan-
ion application to the smart television module may be
operable on a mobile computing device to provide addi-
tional information about available programs to a user, to
allow the user to control the smart television module, etc.
In some implementations, the features may be imple-
mented on a laptop computer or other personal compu-
ter, a smartphone, other mobile phone, handheld com-
puter, a tablet PC, or other computing device. In some

implementations, the features disclosed herein may be
implemented on a wearable device or component (e.g.,
smart watch) which may include a processing module
configured to integrate internet connectivity (e.g., with
another computing device or the network 105).
[0081] The operations described in this specification
can be implemented as operations performed by a data
processing apparatus on data stored on one or more
computer-readable storage devices or on data received
from other sources.
[0082] The terms "data processing apparatus", "data
processing system", "user device" or "computing device"
encompasses all kinds of apparatuses, devices, and ma-
chines for processing data, including by way of example
a programmable processor, a computer, a system on a
chip or multiple chips, or combinations of the foregoing.
The apparatus can include special purpose logic circuitry,
e.g., an FPGA (field programmable gate array) or an
ASIC (application-specific integrated circuit). The appa-
ratus can also include, in addition to hardware, code that
creates an execution environment for the computer pro-
gram in question, e.g., code that constitutes processor
firmware, a protocol stack, a database management sys-
tem, an operating system, a cross-platform runtime en-
vironment, a virtual machine, or a combination of one or
more of them. The apparatus and execution environment
can realize various different computing model infrastruc-
tures, such as web services, distributed computing and
grid computing infrastructures. The authenticator 130
and the authentication interfaces 135A-135N can include
or share one or more data processing apparatuses, com-
puting devices, or processors.
[0083] A computer program (also known as a program,
software, software application, script, or code) can be
written in any form of programming language, including
compiled or interpreted languages, declarative or proce-
dural languages, and it can be deployed in any form,
including as a stand-alone program or as a module, com-
ponent, subroutine, object, or other unit suitable for use
in a computing environment. A computer program may,
but need not, correspond to a file in a file system. A pro-
gram can be stored in a portion of a file that holds other
programs or data (e.g., one or more scripts stored in a
markup language document), in a single file dedicated
to the program in question, or in multiple coordinated files
(e.g., files that store one or more modules, sub-programs,
or portions of code). A computer program can be de-
ployed to be executed on one computer or on multiple
computers that are located at one site or distributed
across multiple sites and interconnected by a communi-
cation network.
[0084] The processes and logic flows described in this
specification can be performed by one or more program-
mable processors executing one or more computer pro-
grams to perform actions by operating on input data and
generating output. The processes and logic flows can
also be performed by, and apparatuses can also be im-
plemented as, special purpose logic circuitry, e.g., an

29 30 



EP 3 533 205 B1

17

5

10

15

20

25

30

35

40

45

50

55

FPGA (field programmable gate array) or an ASIC (ap-
plication-specific integrated circuit).
[0085] Processors suitable for the execution of a com-
puter program include, by way of example, both general
and special purpose microprocessors, and any one or
more processors of any kind of digital computer. Gener-
ally, a processor will receive instructions and data from
read-only memory or random access memory or both.
The essential elements of a computer are a processor
for performing actions in accordance with instructions
and one or more memory devices for storing instructions
and data. Generally, a computer will also include, or be
operatively coupled to receive data from or transfer data
to, or both, one or more mass storage devices for storing
data, e.g., magnetic, magneto-optical disks, or optical
disks. However, a computer need not have such devices.
Moreover, a computer can be embedded in another de-
vice, e.g., a mobile telephone, a personal digital assistant
(PDA), a mobile audio or video player, a game console,
a Global Positioning System (GPS) receiver, or a porta-
ble storage device (e.g., a universal serial bus (USB)
flash drive), for example. Devices suitable for storing
computer program instructions and data include all forms
of non-volatile memory, media, and memory devices, in-
cluding by way of example semiconductor memory de-
vices, e.g., EPROM, EEPROM, and flash memory de-
vices; magnetic disks, e.g., internal hard disks or remov-
able disks; magneto-optical disks; and CD-ROM and
DVD-ROM disks. The processor and the memory can be
supplemented by, or incorporated in, special purpose
logic circuitry.
[0086] To provide for interaction with a user, implemen-
tations of the subject matter described in this specifica-
tion can be implemented on a computer having a display
device, e.g., a CRT (cathode ray tube), plasma, or LCD
(liquid crystal display) monitor, for displaying information
to the user and a keyboard and a pointing device, e.g.,
a mouse or a trackball, by which the user can provide
input to the computer. Other kinds of devices can be used
to provide for interaction with a user as well. For example,
feedback provided to the user can include any form of
sensory feedback, e.g., visual feedback, auditory feed-
back, or tactile feedback, and input from the user can be
received in any form, including acoustic, speech, or tac-
tile input. In addition, a computer can interact with a user
by sending documents to and receiving documents from
a device that is used by the user, for example, by sending
webpages to a web browser on a user’s client device in
response to requests received from the web browser.
[0087] Implementations of the subject matter de-
scribed in this specification can be implemented in a com-
puting system that includes a back-end component, e.g.,
as a data server, or that includes a middleware compo-
nent, e.g., an application server, or that includes a front-
end component, e.g., a client computer having a graph-
ical user interface or a web browser through which a user
can interact with an implementation of the subject matter
described in this specification, or any combination of one

or more such back-end, middleware, or front-end com-
ponents. The components of the system can be intercon-
nected by any form or medium of digital data communi-
cation, e.g., a communication network. Examples of com-
munication networks include a local area network ("LAN")
and a wide area network ("WAN"), an inter-network (e.g.,
the Internet), and peer-to-peer networks (e.g., ad hoc
peer-to-peer networks).
[0088] The computing system such as system 500 or
system 100 can include clients and servers. For example,
the authentication server 110 can include one or more
servers in one or more data centers or server farms. A
client and server are generally remote from each other
and typically interact through a communication network.
The relationship of client and server arises by virtue of
computer programs running on the respective computers
and having a client-server relationship to each other. In
some implementations, a server transmits data (e.g., an
HTML page) to a client device (e.g., for purposes of dis-
playing data to and receiving user input from a user in-
teracting with the client device). Data generated at the
client device (e.g., a result of the user interaction) can be
received from the client device at the server.
[0089] While this specification contains many specific
implementation details, these should not be construed
as limitations on the scope of any inventions or of what
may be claimed, but rather as descriptions of features
specific to particular implementations of the systems and
methods described herein. Certain features that are de-
scribed in this specification in the context of separate
implementations can also be implemented in combina-
tion in a single implementation. Conversely, various fea-
tures that are described in the context of a single imple-
mentation can also be implemented in multiple imple-
mentations separately or in any suitable subcombination.
Moreover, although features may be described above as
acting in certain combinations and even initially claimed
as such, one or more features from a claimed combina-
tion can in some cases be excised from the combination,
and the claimed combination may be directed to a sub-
combination or variation of a subcombination.
[0090] Similarly, while operations are depicted in the
drawings in a particular order, this should not be under-
stood as requiring that such operations be performed in
the particular order shown or in sequential order, or that
all illustrated operations be performed, to achieve desir-
able results. In some cases, the actions recited in the
claims can be performed in a different order and still
achieve desirable results. In addition, the processes de-
picted in the accompanying figures do not necessarily
require the particular order shown, or sequential order,
to achieve desirable results.
[0091] In certain circumstances, multitasking and par-
allel processing may be advantageous. Moreover, the
separation of various system components in the imple-
mentations described above should not be understood
as requiring such separation in all implementations, and
it should be understood that the described program com-
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ponents and systems can generally be integrated togeth-
er in a single software product or packaged into multiple
software products. The authenticator 130 and the au-
thentication interfaces 135A-135N can be part of the au-
thentication server 110, a single module, a logic device
having one or more processing modules, one or more
servers, or part of a search engine.
[0092] Having now described some illustrative imple-
mentations and implementations, it is apparent that the
foregoing is illustrative and not limiting, having been pre-
sented by way of example. In particular, although many
of the examples presented herein involve specific com-
binations of method acts or system elements, those acts
and those elements may be combined in other ways to
accomplish the same objectives. Acts, elements, and
features discussed only in connection with one imple-
mentation are not intended to be excluded from a similar
role in other implementations or implementations.
[0093] The phraseology and terminology used herein
is for the purpose of description and should not be re-
garded as limiting. The use of "including" "comprising"
"having" "containing" "involving" "characterized by"
"characterized in that" and variations thereof herein, is
meant to encompass the items listed thereafter, equiva-
lents thereof, and additional items, as well as alternate
implementations consisting of the items listed thereafter
exclusively. In one implementation, the systems and
methods described herein consist of one, each combi-
nation of more than one, or all of the described elements,
acts, or components.
[0094] Any references to implementations or elements
or acts of the systems and methods herein referred to in
the singular may also embrace implementations includ-
ing a plurality of these elements, and any references in
plural to any implementation or element or act herein may
also embrace implementations including only a single
element. References in the singular or plural form are
not intended to limit the presently disclosed systems or
methods, their components, acts, or elements to single
or plural configurations. References to any act or element
being based on any information, act, or element may in-
clude implementations where the act or element is based
at least in part on any information, act, or element.
[0095] Any implementation disclosed herein may be
combined with any other implementation, and references
to "an implementation," "some implementations," "an al-
ternate implementation," "various implementation," "one
implementation" or the like are not necessarily mutually
exclusive and are intended to indicate that a particular
feature, structure, or characteristic described in connec-
tion with the implementation may be included in at least
one implementation. Such terms as used herein are not
necessarily all referring to the same implementation. Any
implementation may be combined with any other imple-
mentation, inclusively or exclusively, in any manner con-
sistent with the aspects and implementations disclosed
herein.
[0096] References to "or" may be construed as inclu-

sive so that any terms described using "or" may indicate
any of a single, more than one, and all of the described
terms.
[0097] Where technical features in the drawings, de-
tailed description, or any claim are followed by reference
signs, the reference signs have been included for the
sole purpose of increasing the intelligibility of the draw-
ings, detailed description, and claims. Accordingly, nei-
ther the reference signs nor their absence have any lim-
iting effect on the scope of any claim elements.
[0098] The systems and methods described herein
may be embodied in other specific forms without depart-
ing from the characteristics thereof. Although the exam-
ples provided herein relate to passing account authenti-
cation information via parameters and deploying coun-
termeasures thereto, the systems and methods de-
scribed herein can include applied to other environments.
The foregoing implementations are illustrative rather
than limiting of the described systems and methods. The
scope of the systems and methods described herein is
thus indicated by the appended claims, rather than the
foregoing description,

Claims

1. A method of passing account authentication infor-
mation via parameters, comprising:

providing, by an authentication server (110) hav-
ing one or more processors (520), to a client
device (120), an account parameter to be insert-
ed into a link, the account parameter being de-
rived from an account credential used to authen-
ticate a first application (165A) executing on the
client device, the link including an address ref-
erencing a second application (165B) executa-
ble on the client device, the account parameter
passed from the first application to the second
application via the link responsive to an interac-
tion on the link, wherein the account parameter
is derived from the account credential using a
two-way encryption algorithm;
receiving, by the authentication server, from the
second application of the client device, subse-
quent to passing the account parameter from
the first application to the second application, a
request to authenticate the second application,
the request including the account credential re-
covered from the account parameter by the sec-
ond application using the two-way encryption al-
gorithm;
authenticating, by the authentication server, the
client device for the second application using
the account credential; and
transmitting, by the authentication server, based
on authenticating the client device for the sec-
ond application, an authentication indication
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identifying one of success or failure of authenti-
cation of the client device for the second appli-
cation.

2. The method of claim 1, wherein in the event that the
authentication indication identifies success of au-
thentication, the method further comprises perform-
ing a full or partial login to an account on the second
application (165B) using the account parameter.

3. The method of claim 2, wherein in the event that
authentication indication identifies failure of authen-
tication, the second application is executed without
using the account parameter to perform a full or par-
tial login to an account of the second application
(165B).

4. The method of any one of the preceding claims,
wherein providing the account parameter further
comprises providing the account parameter passed
from the first application (165A) to the second appli-
cation (165B) responsive to the interaction on the
link via at least one of a link parameter of the link
and of a function call by a platform application run-
ning on the client device (120).

5. The method of any one of the preceding claims,
wherein receiving the request to authenticate further
comprises receiving the request to authenticate from
the second application (165B) of the client device
(120) via an application server (115B) associated
with the second application; and
wherein transmitting authentication indication fur-
ther comprises transmitting authentication indication
to the second application of the client device via the
application server associated with the second appli-
cation.

6. The method of any one of the preceding claims,
wherein providing the account parameter further
comprises providing the account parameter included
in the link, the link including the address referencing
the second application (165B), the interaction on the
link causing the client device (120) to install the sec-
ond application and to pass the account parameter
to the second application subsequent to installation
of the second application.

7. The method of any one of the preceding claims, fur-
ther comprising generating, by the authentication
server (110), the account parameter based on the
account credential used to authenticate the first ap-
plication (165A) executing on the client device (120);
and
wherein providing the account parameter further
comprises providing the link including the account
parameter and the address referencing the second
application (165B), responsive to generating the ac-

count parameter.

8. The method of any one of the preceding claims,
wherein transmitting authentication indication fur-
ther comprises transmitting the authentication indi-
cation including account settings for the second ap-
plication (165B) corresponding to the authentication
credentials, receipt of the account settings causing
the client device (120) to apply the account settings
for the second application.

9. A system for passing account authentication infor-
mation via parameters, comprising: an authenticator
(130) executed on an authentication server (110)
having one or more processors (520), configured to
perform a method according to any one of the pre-
ceding claims.

10. A non-transitory computer readable medium storing
instructions for passing account authentication infor-
mation that upon execution causes one or more
processors (520) to perform a method according to
any one claims 1 to 8.

Patentansprüche

1. Verfahren zum Weiterleiten von Kontoauthentifizie-
rungsinformationen über Parameter, umfassend:

Bereitstellen, durch einen Authentifizierungs-
server (110) mit einem oder mehreren Prozes-
soren (520), an eine Client-Vorrichtung (120),
eines Kontoparameters, der in einen Link ein-
zufügen ist, wobei der Kontoparameter von Kon-
tozugangsdaten abgeleitet ist, die verwendet
werden, um eine erste Anwendung (165A) zu
identifizieren, die auf der Client-Vorrichtung
ausgeführt wird, wobei der Link eine Adresse
beinhaltet, die auf eine zweite Anwendung
(165B) verweist, die auf der Client-Vorrichtung
ausführbar ist, wobei der Kontoparameter als
Reaktion auf eine Interaktion an dem Link über
den Link von der ersten Anwendung an die zwei-
te Anwendung weitergeleitet wird, wobei der
Kontoparameter unter Anwendung eines Zwei-
wege-Verschlüsselungsalgorithmus aus den
Kontozugangsdaten abgeleitet wird;
Empfangen, durch den Authentifizierungsser-
ver, von der zweiten Anwendung der Client-Vor-
richtung, nach dem Weiterleiten des Kontopa-
rameters von der ersten Anwendung an die
zweite Anwendung, einer Anforderung zum Au-
thentifizieren der zweiten Anwendung, wobei
die Anforderung die Kontozugangsdaten bein-
haltet, die durch die zweite Anwendung unter
Anwendung des Zweiwege-Verschlüsselungs-
algorithmus aus dem Kontoparameter wieder-
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hergestellt werden;
Authentifizieren, durch den Authentifizierungs-
server, der Client-Vorrichtung für die zweite An-
wendung unter Verwendung der Kontozu-
gangsdaten; und
Übertragen, durch den Authentifizierungsser-
ver, basierend auf dem Authentifizieren der Cli-
ent-Vorrichtung für die zweite Anwendung, einer
Authentifizierungsangabe, die eines von Erfolg
oder Misserfolg der Authentifizierung der Client-
Vorrichtung für die zweite Anwendung identifi-
ziert.

2. Verfahren nach Anspruch 1, wobei in dem Fall, dass
die Authentifizierungsangabe den Erfolg der Authen-
tifizierung identifiziert, das Verfahren ferner das
Durchführen einer vollständigen oder teilweisen An-
meldung bei einem Konto in der zweiten Anwendung
(165B) unter Verwendung des Kontoparameters
umfasst.

3. Verfahren nach Anspruch 2, wobei in dem Fall, dass
die Authentifizierungsangabe den Misserfolg der Au-
thentifizierung identifiziert, die zweite Anwendung
ausgeführt wird, ohne den Kontoparameter zu ver-
wenden, um eine vollständige oder teilweise Anmel-
dung bei einem Konto der zweiten Anwendung
(165B) durchzuführen.

4. Verfahren nach einem der vorhergehenden Ansprü-
che, wobei das Bereitstellen des Kontoparameters
ferner das Bereitstellen des Kontoparameters um-
fasst, der als Reaktion auf die Interaktion an dem
Link über zumindest eines von einem Linkparameter
des Links und eines Funktionsaufrufs durch eine
Plattformanwendung, die auf der Client-Vorrichtung
(120) ausgeführt wird, von der ersten Anwendung
(165A) an die zweite Anwendung (165B) weiterge-
leitet wird.

5. Verfahren nach einem der vorhergehenden Ansprü-
che, wobei das Empfangen der Authentifizierungs-
anforderung ferner das Empfangen der Authentifi-
zierungsanforderung von der zweiten Anwendung
(165B) der Client-Vorrichtung (120) über einen An-
wendungsserver (115B) umfasst, der der zweiten
Anwendung zugeordnet ist; und
wobei das Übertragen einer Authentifizierungsanga-
be ferner das Übertragen einer Authentifizierungs-
angabe an die zweite Anwendung der Client-Vor-
richtung über den Anwendungsserver umfasst, der
der zweiten Anwendung zugeordnet ist.

6. Verfahren nach einem der vorhergehenden Ansprü-
che, wobei das Bereitstellen des Kontoparameters
ferner das Bereitstellen des Kontoparameters um-
fasst, der in dem Link enthalten ist, wobei der Link
die Adresse beinhaltet, die auf die zweite Anwen-

dung (165B) verweist, wobei die Interaktion an dem
Link die Client-Vorrichtung (120) dazu veranlasst,
die zweite Anwendung zu installieren und den Kon-
toparameter nach der Installation der zweiten An-
wendung an die zweite Anwendung weiterzuleiten.

7. Verfahren nach einem der vorhergehenden Ansprü-
che, ferner umfassend das Erzeugen, durch den Au-
thentifizierungsserver (110), des Kontoparameters
basierend auf den Kontozugangsdaten, die verwen-
det werden, um die erste Anwendung (165A) zu
identifizieren, die auf der Client-Vorrichtung (120)
ausgeführt wird; und
wobei das Bereitstellen des Kontoparameters ferner
das Bereitstellen des Links, der den Kontoparameter
und die Adresse beinhaltet, die auf die zweite An-
wendung (165B) verweist, als Reaktion auf das Er-
zeugen des Kontoparameters umfasst.

8. Verfahren nach einem der vorhergehenden Ansprü-
che, wobei das Übertragen der Authentifizierungs-
angabe ferner das Übertragen der Authentifizierung-
sangabe umfasst, die Kontoeinstellungen für die
zweite Anwendung (165B) entsprechend den Au-
thentifizierungszugangsdaten beinhaltet, wobei der
Empfang der Kontoeinstellungen die Client-Vorrich-
tung (120) dazu veranlasst, die Kontoeinstellungen
für die zweite Anwendung anzuwenden.

9. System zum Weiterleiten von Kontoauthentifizie-
rungsinformationen über Parameter, umfassend: ei-
nen Authentifikator (130), der auf einem Authentifi-
zierungsserver (110) mit einem oder mehreren Pro-
zessoren (520) ausgeführt wird und konfiguriert ist,
um ein Verfahren nach einem der vorhergehenden
Ansprüche durchzuführen.

10. Nichtflüchtiges computerlesbares Medium, das An-
weisungen zum Weiterleiten von Kontoauthentifizie-
rungsinformationen speichert, die bei Ausführung ei-
nen oder mehrere Prozessoren (520) dazu veran-
lassen, ein Verfahren nach einem der Ansprüche 1
bis 8 durchzuführen.

Revendications

1. Procédé de transmission d’informations d’authenti-
fication de compte par l’intermédiaire de paramètres,
comprenant :

la fourniture, par un serveur d’authentification
(110) possédant un ou plusieurs processeurs
(520), à un dispositif client (120), d’un paramètre
de compte à insérer dans un lien, le paramètre
de compte étant dérivé d’un justificatif d’identité
de compte utilisé pour authentifier une première
application (165A) s’exécutant sur le dispositif
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client, le lien comprenant une adresse référen-
çant une seconde application (165B) exécutable
sur le dispositif client, le paramètre de compte
étant transmis de la première application à la
seconde application par l’intermédiaire du lien
en réponse à une interaction sur le lien, ledit
paramètre de compte étant dérivé du justificatif
d’identité de compte à l’aide d’un algorithme de
chiffrement bidirectionnel ;
la réception, par le serveur d’authentification, en
provenance de la seconde application du dispo-
sitif client, après la transmission du paramètre
de compte de la première application à la se-
conde application, d’une demande d’authentifi-
cation de la seconde application, ladite deman-
de comprenant le justificatif d’identité de compte
récupéré à partir du paramètre de compte par
la seconde application à l’aide de l’algorithme
de chiffrement bidirectionnel ;
l’authentification, par le serveur d’authentifica-
tion, du dispositif client pour la seconde appli-
cation à l’aide du justificatif d’identité de
compte ; et
l’émission, par le serveur d’authentification, sur
la base de l’authentification du dispositif client
pour la seconde application, d’une indication
d’authentification identifiant l’un d’un succès ou
d’un échec d’authentification du dispositif client
pour la seconde application.

2. Procédé selon la revendication 1, dans le cas où
l’indication d’authentification identifie le succès de
l’authentification, le procédé comprenant en outre la
réalisation d’une connexion totale ou partielle à un
compte sur la seconde application (165B) à l’aide du
paramètre de compte.

3. Procédé selon la revendication 2, dans le cas où une
indication d’authentification identifie un échec
d’authentification, ladite seconde application étant
exécutée sans utiliser le paramètre de compte pour
effectuer une connexion totale ou partielle à un
compte de la seconde application (165B).

4. Procédé selon l’une quelconque des revendications
précédentes, ladite fourniture du paramètre de
compte comprenant en outre la fourniture du para-
mètre de compte transmis de la première application
(165A) à la seconde application (165B) en réponse
à l’interaction sur le lien par l’intermédiaire d’au
moins l’un d’un paramètre de lien du lien et d’un ap-
pel de fonction par une application de plateforme
s’exécutant sur le dispositif client (120).

5. Procédé selon l’une quelconque des revendications
précédentes, ladite réception de la demande
d’authentification comprenant en outre la réception
de la demande d’authentification en provenance de

la seconde application (165B) du dispositif client
(120) par l’intermédiaire d’un serveur d’application
(115B) associé à la seconde application ; et
ladite émission d’une indication d’authentification
comprenant en outre l’émission d’une indication
d’authentification vers la seconde application du dis-
positif client par l’intermédiaire du serveur d’applica-
tion associé à la seconde application.

6. Procédé selon l’une quelconque des revendications
précédentes, ladite fourniture du paramètre de
compte comprenant en outre la fourniture du para-
mètre de compte compris dans le lien, le lien com-
prenant l’adresse référençant la seconde application
(165B), l’interaction sur le lien amenant le dispositif
client (120) à installer la seconde application et à
transmettre le paramètre de compte à la seconde
application après l’installation de la seconde appli-
cation.

7. Procédé selon l’une quelconque des revendications
précédentes, comprenant en outre la génération, par
le serveur d’authentification (110), du paramètre de
compte sur la base du justificatif d’identité de compte
utilisé pour authentifier la première application
(165A) s’exécutant sur le dispositif client (120) ; et
ladite fourniture du paramètre de compte compre-
nant en outre la fourniture du lien comprenant le pa-
ramètre de compte et l’adresse référençant la se-
conde application (165B), en réponse à la génération
du paramètre de compte.

8. Procédé selon l’une quelconque des revendications
précédentes, ladite émission de l’indication
d’authentification comprenant en outre l’émission de
l’indication d’authentification comprenant les para-
mètres de compte pour la seconde application
(165B) correspondant aux justificatifs d’identité
d’authentification, la réception des paramètres de
compte amenant le dispositif client (120) à appliquer
les paramètres de compte pour la seconde applica-
tion.

9. Système destiné à transmettre des informations
d’authentification de compte par l’intermédiaire des
paramètres, comprenant : un dispositif d’authentifi-
cation (130) exécuté sur un serveur d’authentifica-
tion (110) possédant un ou plusieurs processeurs
(520), configurés pour réaliser un procédé selon
l’une quelconque des revendications précédentes.

10. Support non transitoire lisible par ordinateur stoc-
kant des instructions en vue de la transmission d’in-
formations d’authentification de compte qui, lors de
l’exécution, amènent un ou plusieurs processeurs
(520) à réaliser un procédé selon l’une quelconque
des revendications 1 à 8.
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