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(54) METHOD AND DEVICE FOR VERIFYING INTEGRITY OF PARAMETERS OF CNN BY USING 
TEST PATTERN

(57) A method for verifying an integrity of one or more
parameters of a convolutional neural network (CNN) by
using at least one test pattern to be added to at least one
original input is provided for fault tolerance, fluctuation
robustness in extreme situations, functional safety on the
CNN, and annotation cost reduction. The method in-
cludes steps of: (a) a computing device instructing at least
one adding unit to generate at least one extended input

by adding the test pattern to the original input; (b) the
computing device instructing the CNN to generate at
least one output for verification by applying one or more
convolution operations to the extended input; and (c) the
computing device instructing at least one comparing unit
to verify the integrity of the parameters of the CNN by
determining a validity of the output for verification with
reference to at least one output for reference.
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Description

[0001] The present disclosure relates to a method and
a computing device for use with an autonomous vehicle;
and more particularly, to the method and the computing
device for verifying an integrity of parameters of a CNN
by using a test pattern.
[0002] Deep Convolution Neural Networks (Deep
CNNs) are at the heart of the remarkable development
in deep learning. CNNs have already been used in the
90’s to solve the problems of character recognition, but
their use has become as widespread as it is now thanks
to recent research. These CNNs won the 2012 ImageNet
image classification tournament, crushing other compet-
itors. Then, the convolution neural network became a
very useful tool in the field of the machine learning.
[0003] The CNNs are sometimes used in a field of au-
tonomous driving of a vehicle. That is, the vehicle can be
safely driven via a function of detecting obstacles, free
spaces, and the like by analyzing images obtained with
a camera attached to the vehicle.
[0004] It is security of the CNNs for the autonomous
driving that should be considered to be very important
when the CNNs are actually used for the autonomous
driving. As the autonomous vehicle with heavy weight
moves at high speeds, the risk is high in case of an er-
roneous driving. Specifically, if a hacker with a bad in-
tention falsifies parameters of the CNNs for the autono-
mous driving by hacking the CNNs, the autonomous ve-
hicle may be used for terrorism.
[0005] Therefore, it is necessary to verify whether the
parameters of the CNN during a test process are same
as those of the CNN at the time when the CNN has com-
pleted its learning process. Researches so far have been
focused mainly on how many effects the CNNs can have
on driving the vehicle, and there is little research on how
to maintain the security.
[0006] It is an object of the present disclosure to solve
all the aforementioned problems.
[0007] It is another object of the present disclosure to
secure autonomous driving of a vehicle against hackers
through a method for verifying an integrity of one or more
parameters of a convolutional neural network (CNN) by
using at least one test pattern.
[0008] In accordance with one aspect of the present
disclosure, there is provided a method for verifying an
integrity of one or more parameters of a convolutional
neural network (CNN) by using at least one test pattern
to be added to at least one original input, including steps
of: (a) a computing device, if the test pattern is acquired,
instructing at least one adding unit to generate at least
one extended input by adding the test pattern to the orig-
inal input; (b) the computing device instructing the CNN
to generate at least one output for verification by applying
one or more convolution operations to the extended in-
put; and (c) the computing device instructing at least one
comparing unit to verify the integrity of the parameters
of the CNN by determining a validity of the output for

verification with reference to at least one output for ref-
erence.
[0009] As one example, at the step of (a), the comput-
ing device instructs the adding unit to add at least one
zero pattern to the original input and add the test pattern
so that the zero pattern is located between the original
input and the test pattern.
[0010] As one example, at the step of (c), the comput-
ing device instructs the comparing unit to compare each
of one or more first values included in the output for ref-
erence and each of their corresponding second values
included in at least one specific area, which corresponds
to the test pattern, among a whole area of the output for
verification and, if at least one of the first values included
in the output for reference is not identical to its corre-
sponding second value included in the specific area, the
computing device instructs the comparing unit to deter-
mine that the output for verification is invalid and that at
least part of the parameters have one or more errors.
[0011] As one example, at the step of (c), the comput-
ing device instructs the comparing unit (i) to generate
each of one or more representative values for verification
corresponding to each of one or more values included in
each channel of at least one specific area, which corre-
sponds to the test pattern, among a whole area of the
output for verification, (ii) to compare each of the repre-
sentative values for verification per said each channel of
the specific area and each of one or more representative
values for reference per each channel of the output for
reference, and (iii), if at least one of the representative
values for reference is not identical to its corresponding
one of the representative values for verification, to deter-
mine that the output for verification is invalid and that at
least part of the parameters have one or more errors.
[0012] As one example, before the step of (a), if a se-
curity level of the CNN is higher than a threshold level,
the computing device instructs the CNN to generate the
output for reference by applying the convolution opera-
tions to the test pattern.
[0013] In accordance with another aspect of the
present disclosure, there is provided a method for veri-
fying an integrity of one or more parameters of a convo-
lutional neural network (CNN) by using at least one sub-
test pattern to be added to at least one original input,
including steps of: (a) a computing device, if the sub-test
pattern which has a same size as a convolution kernel
of the CNN included in the computing device is acquired,
instructing at least one adding unit to generate at least
one extended input by repeating a process of adding the
sub-test pattern to the original input; (b) the computing
device instructing the CNN to generate at least one output
for verification by applying one or more convolution op-
erations to the extended input; and (c) the computing
device instructing at least one comparing unit to verify
the integrity of the parameters of the CNN by determining
a validity of the output for verification with reference to
each of one or more sub-outputs for verification, corre-
sponding to the sub-test pattern, included in the output
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for verification.
[0014] As one example, each of the sub-outputs for
verification includes at least one of a verifying region and
a non-verifying region, and, at the step of (c), the com-
puting device instructs the comparing unit to compare
among verifying values located at a same relative posi-
tion on verifying region included in the sub-outputs for
verification and, if at least one of the verifying values is
not identical with one another, the computing device in-
structs the comparing unit to determine that the output
for verification is invalid and that at least part of the pa-
rameters have one or more errors.
[0015] As one example, a location of the verifying re-
gion and that of the non-verifying region on each of the
sub-outputs for verification are determined according to
a location of the sub-test pattern on the extended input.
[0016] In accordance with still another aspect of the
present disclosure, there is provided a computing device
for verifying an integrity of one or more parameters of a
convolutional neural network (CNN) by using at least one
test pattern to be added to at least one original input,
including: at least one memory that stores instructions;
and at least one processor configured to execute the in-
structions to perform processes of: (I) instructing at least
one adding unit to generate at least one extended input
by adding the test pattern to the original input, (II) instruct-
ing the CNN to generate at least one output for verification
by applying one or more convolution operations to the
extended input, and (III) instructing at least one compar-
ing unit to verify the integrity of the parameters of the
CNN by determining a validity of the output for verification
with reference to at least one output for reference.
[0017] As one example, at the process of (I), the proc-
essor instructs the adding unit to add at least one zero
pattern to the original input and add the test pattern so
that the zero pattern is located between the original input
and the test pattern.
[0018] As one example, at the process of (III), the proc-
essor instructs the comparing unit to compare each of
one or more first values included in the output for refer-
ence and each of their corresponding second values in-
cluded in at least one specific area, which corresponds
to the test pattern, among a whole area of the output for
verification and, if at least one of the first values included
in the output for reference is not identical to its corre-
sponding second value included in the specific area, the
processor instructs the comparing unit to determine that
the output for verification is invalid and that at least part
of the parameters have one or more errors.
[0019] As one example, at the process of (III), the proc-
essor instructs the comparing unit (i) to generate each
of one or more representative values for verification cor-
responding to each of one or more values included in
each channel of at least one specific area, which corre-
sponds to the test pattern, among a whole area of the
output for verification, (ii) to compare each of the repre-
sentative values for verification per said each channel of
the specific area and each of one or more representative

values for reference per each channel of the output for
reference, and (iii), if at least one of the representative
values for reference is not identical to its corresponding
one of the representative values for verification, to deter-
mine that the output for verification is invalid and that at
least part of the parameters have one or more errors.
[0020] As one example, before the process of (I), if a
security level of the CNN is higher than a threshold level,
the processor instructs the CNN to generate the output
for reference by applying the convolution operations to
the test pattern.
[0021] In accordance with still yet another aspect of
the present disclosure, there is provided a computing de-
vice for verifying an integrity of one or more parameters
of a convolutional neural network (CNN) by using at least
one sub-test pattern to be added to at least one original
input, including: at least one memory that stores instruc-
tions; and at least one processor configured to execute
the instructions to perform processes of: (I) if the sub-
test pattern which has a same size as a convolution ker-
nel of the CNN included in the computing device is ac-
quired, instructing at least one adding unit to generate at
least one extended input by repeating a process of adding
the sub-test pattern to the original input, (II) instructing
the CNN to generate at least one output for verification
by applying one or more convolution operations to the
extended input, and (III) instructing at least one compar-
ing unit to verify the integrity of the parameters of the
CNN by determining a validity of the output for verification
with reference to each of one or more sub-outputs for
verification, corresponding to the sub-test pattern, includ-
ed in the output for verification.
[0022] As one example, each of the sub-outputs for
verification includes at least one of a verifying region and
a non-verifying region, and, at the process of (III), the
processor instructs the comparing unit to compare
among verifying values located at a same relative posi-
tion on verifying region included in the sub-outputs for
verification and, if at least one of the verifying values is
not identical with one another, the processor instructs
the comparing unit to determine that the output for veri-
fication is invalid and that at least part of the parameters
have one or more errors.
[0023] As one example, a location of the verifying re-
gion and that of the non-verifying region on each of the
sub-outputs for verification are determined according to
a location of the sub-test pattern on the extended input.
[0024] In addition, recordable media that are readable
by a computer for storing a computer program to execute
the method of the present disclosure is further provided.
[0025] The above and other objects and features of
the present disclosure will become apparent from the fol-
lowing description of preferred embodiments given in
conjunction with the accompanying drawings.
[0026] The following drawings to be used to explain
example embodiments of the present disclosure are only
part of example embodiments of the present disclosure
and other drawings can be obtained base on the drawings
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by those skilled in the art of the present disclosure without
inventive work.

Fig. 1 is a drawing schematically illustrating a con-
figuration of a computing device performing a meth-
od for verifying an integrity of one or more parame-
ters of a convolutional neural network (CNN) by us-
ing at least one test pattern in accordance with one
example embodiment of the present disclosure.
Fig. 2 is a flow chart schematically illustrating the
method for verifying the integrity of the parameters
of the CNN by using the test pattern in accordance
with one example embodiment of the present disclo-
sure.
Fig. 3 is a drawing schematically illustrating at least
one extended input and at least one output for veri-
fication generated to be used for the method for ver-
ifying the integrity of the parameters of the CNN by
using the test pattern in accordance with one exam-
ple embodiment of the present disclosure.
Fig. 4 is a drawing schematically illustrating at least
one extended input and at least one output for veri-
fication, including one or more sub-outputs for veri-
fication, generated to be used for the method for ver-
ifying the integrity of the parameters of the CNN by
using at least one sub-test pattern in accordance with
another example embodiment of the present disclo-
sure.

[0027] Detailed explanation on the present disclosure
to be made below refer to attached drawings and dia-
grams illustrated as specific embodiment examples un-
der which the present disclosure may be implemented
to make clear of purposes, technical solutions, and ad-
vantages of the present disclosure. These embodiments
are described in sufficient detail to enable those skilled
in the art to practice the disclosure.
[0028] Besides, in the detailed description and claims
of the present disclosure, a term "include" and its varia-
tions are not intended to exclude other technical features,
additions, components or steps. Other objects, benefits,
and features of the present disclosure will be revealed
to one skilled in the art, partially from the specification
and partially from the implementation of the present dis-
closure. The following examples and drawings will be
provided as examples but they are not intended to limit
the present disclosure.
[0029] Moreover, the present disclosure covers all
possible combinations of example embodiments indicat-
ed in this specification. It is to be understood that the
various embodiments of the present disclosure, although
different, are not necessarily mutually exclusive. For ex-
ample, a particular feature, structure, or characteristic
described herein in connection with one embodiment
may be implemented within other embodiments without
departing from the spirit and scope of the present disclo-
sure. In addition, it is to be understood that the position
or arrangement of individual elements within each dis-

closed embodiment may be modified without departing
from the spirit and scope of the present disclosure. The
following detailed description is, therefore, not to be taken
in a limiting sense, and the scope of the present disclo-
sure is defined only by the appended claims, appropri-
ately interpreted, along with the full range of equivalents
to which the claims are entitled. In the drawings, like nu-
merals refer to the same or similar functionality through-
out the several views.
[0030] Any images referred to in the present disclosure
may include images related to any roads paved or un-
paved, in which case the objects on the roads or near
the roads may include vehicles, persons, animals, plants,
buildings, flying objects like planes or drones, or any other
obstacles which may appear in a road-related scene, but
the scope of the present disclosure is not limited thereto.
As another example, said any images referred to in the
present disclosure may include images not related to any
roads, such as images related to alleyway, land lots, sea,
lakes, rivers, mountains, forests, deserts, sky, or any in-
door space, in which case the objects in said any images
may include vehicles, persons, animals, plants, build-
ings, flying objects like planes or drones, ships, amphib-
ious planes or ships, or any other obstacles which may
appear in a scene related to alleyway, land lots, sea,
lakes, rivers, mountains, forests, deserts, sky, or any in-
door space, but the scope of the present disclosure is
not limited thereto.
[0031] To allow those skilled in the art to the present
disclosure to be carried out easily, the example embod-
iments of the present disclosure by referring to attached
drawings will be explained in detail as shown below.
[0032] Fig. 1 is a drawing schematically illustrating a
configuration of a computing device performing a method
for verifying an integrity of one or more parameters of a
convolutional neural network (CNN) by using at least one
test pattern in accordance with one example embodiment
of the present disclosure.
[0033] By referring to Fig. 1, the computing device 100
may include the CNN 300, and at least one adding unit
210 and at least one comparing unit 220 which are in-
cluded in at least one integrity verification module 200.
Inputting/outputting processes and operation processes
of the adding unit 210, the comparing unit 220, and the
CNN 300 may be performed by at least one communi-
cation part 110 and at least one processor 120, respec-
tively. In Fig. 1, however, a detailed connection between
the communication part 110 and the processor 120 is
omitted. Herein, at least one memory 115 may have
stored instructions to be stated later, and the processor
120 may be configured to execute the instructions stored
in the memory 115 and may implement the present dis-
closure by performing processes to be explained below.
Though the computing device 100 is described as above,
it is not excluded that the computing device 100 includes
at least one integrated processor in an integrated form
of a medium, the processor, and the memory for imple-
menting the present disclosure.
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[0034] The overall configuration of the computing de-
vice 100 has been described above. Hereinafter, the
method for verifying the integrity of the parameters of the
CNN by using the test pattern in accordance with one
embodiment of the present disclosure will be explained
as follows.
[0035] Fig. 2 is a flow chart schematically illustrating
the method for verifying the integrity of the parameters
of the CNN by using the test pattern in accordance with
said one example embodiment of the present disclosure.
[0036] By referring to Fig. 2, the adding unit 210 may
generate at least one extended input by using at least
one original input and the test pattern, the CNN 300 may
generate at least one output for verification by using the
extended input, and the comparing unit 220 may deter-
mine the integrity of the parameters of the CNN by using
the output for verification and at least one output for ref-
erence.
[0037] Specifically, if the test pattern and the original
input are acquired, the computing device 100 may in-
struct the adding unit 210 to generate the extended input
by adding the test pattern to the original input.
[0038] Herein, the adding unit 210 and the comparing
unit 220 may be included in the integrity verification mod-
ule 200 capable of verifying the integrity of the CNN 300.
The adding unit 210 may perform a function of adding
the test pattern to the original input as stated above. In
detail, the adding unit 210 may firstly add at least one
zero pattern to the original input and then may add the
test pattern so that the zero pattern is located between
the original input and the test pattern.
[0039] If the extended input is generated by adding the
test pattern directly to the original input without the zero
pattern, and if the CNN applies one or more convolution
operations to the extended input image without the zero
pattern, the test pattern may affect a result of the convo-
lution operations on the original input because values of
multiple pixels are calculated simultaneously in the con-
volution operations by using a convolution kernel of NxN
size. This is the reason why the zero pattern is added. A
thickness of the zero pattern may be set such that the
test pattern cannot affect the result of the convolution
operations on the original input. As one example, the
thickness may be set by dividing a size of the convolution
kernel by 2 and by rounding down to a nearest integer.
[0040] If the extended input is generated as stated
above, the computing device 100 may instruct the CNN
300 to generate the output for verification by applying the
convolution operations to the extended input. The pa-
rameters of the CNN 300 may have been learned previ-
ously. Herein, at least one specific area, corresponding
to the test pattern as a part of the extended input, among
a whole area of the output for verification may be used
to determine whether the parameters have been falsified,
while the rest area among the whole area may corre-
spond to the original input and may be used according
to a main purpose, e.g., analyzing obtained images, of
the CNN 300. The comparing unit 220 to be described

later may calculate the specific area corresponding to
the test pattern. The output for verification will be de-
scribed by referring to Fig. 3.
[0041] Fig. 3 is a drawing schematically illustrating the
extended input and the output for verification generated
to be used for the method for verifying the integrity of the
parameters of the CNN by using the test pattern in ac-
cordance with said one example embodiment of the
present disclosure.
[0042] By referring to Fig. 3, it can be seen that the
extended input is generated by adding the test pattern
and the zero pattern to the original input. Also, it can be
seen that the output for verification is generated by ap-
plying the convolution operations of the CNN 300 to the
extended input.
[0043] Then, the computing device 100 may instruct
the comparing unit 220 to verify the integrity of the pa-
rameters of the CNN 300 by determining a validity of the
output for verification with reference to the output for ref-
erence.
[0044] Herein, the output for reference is generated in
advance by applying the convolution operations to the
test pattern, when a security level of the CNN is higher
than a threshold level before a process for verifying the
integrity of the parameters is performed by using the in-
tegrity verification module 200.
[0045] Since the method in accordance with said one
embodiment of the present disclosure may be performed
to determine whether the parameters have been falsified
due to an arbitrary factor including an attack of a hacker,
the output for reference may need to be generated when
the integrity of the parameters is guaranteed. Therefore,
the output for reference may be generated by the CNN
300, when the security level is higher than the threshold
level.
[0046] The output for reference may be compared with
the specific area, corresponding to the test pattern,
among the whole area of the output for verification, to
thereby determine the integrity of the parameters of the
CNN. That is, the computing device 100 may instruct the
comparing unit 220 to compare each of one or more first
values included in the output for reference and each of
their corresponding second values included in the spe-
cific area, which corresponds to the test pattern, among
the whole area of the output for verification. Next, if at
least one of the first values included in the output for
reference is not identical to its corresponding second val-
ue included in the specific area, the output for verification
may be determined to be invalid, and at least part of the
parameters may be determined to have one or more er-
rors.
[0047] The output for reference may be a result of ap-
plying the convolution operations to the test pattern by
the CNN 300 on the condition that the integrity of the
parameters is guaranteed. Thus, if at least one of the first
values is not identical to its corresponding second value,
it may be determined that at least part of the parameters
have been falsified.
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[0048] Hereinbefore, the method for verifying the in-
tegrity of the parameters by using the test pattern has
been described in accordance with said one example
embodiment of the present disclosure. A method for op-
timizing consumption of computing resources will be ex-
plained below.
[0049] First of all, a method of optimizing storages for
storing the test pattern and the output for reference is
explained as follows. The test pattern may need to have
a same number of channels as the original input. If dif-
ferent values are set for all the channels of the test pat-
tern, a lot of data storage may be required. However, to
verify the integrity of the parameters of the CNN, identical
values may be allowed to be included to every channel
of the test pattern with no need for different values to be
included in each of the channels. Thus, pattern values
for one of the channels of the test pattern may be gen-
erated and stored, and the pattern values may be used
for each of the channels of the test pattern. Herein, chan-
nels included in the output for reference may have iden-
tical values which are determined by using values of a
channel thereamong. In this method, the storages for
storing the test pattern and the output for reference may
be optimized.
[0050] Also, a method of optimizing storages for storing
the output for reference may be explained as follows.
Basically, the output for reference may need to have a
same size as a result of the convolution operations on
the test pattern. The storages for storing the output for
reference may be optimized by storing only one or more
representative values for reference which are acquired
by using at least some of the first values included in the
output for reference. That is, each of representative val-
ues for reference may be stored per each channel of the
output for reference. Further, in the process of verifying
the integrity, the computing device may instruct the com-
paring unit 220 to generate each of one or more repre-
sentative values for verification of the second values per
each channel of the specific area, which corresponds to
the test pattern, among the whole area of the output for
verification, and to verify the integrity by comparing each
of the representative values for verification per said each
channel of the specific area and each of their correspond-
ing representative values for reference per each channel
of the output for reference. For instance, the represent-
ative values for reference and the representative values
for verification may be generated by using CRC or Hash,
but the scope of the present disclosure is not limited
thereto.
[0051] On the contrary, there is another embodiment
for verifying the integrity by optimizing the data storage
without using the output for reference.
[0052] In this embodiment, at least one sub-test pattern
which has a same size as the convolution kernel of the
CNN 300 may be acquired. How the sub-test pattern hav-
ing the same size as the convolution kernel works will be
described in detail later.
[0053] The computing device 100 may instruct the add-

ing unit 210 to generate at least one extended input by
repeating a process of adding the sub-test pattern to the
original input. Next, the CNN 300 may be instructed to
generate at least one output for verification by applying
the convolution operations to the extended input. Further,
the comparing unit 220 may be instructed to verify the
integrity of the parameters of the CNN 300 by determining
a validity of the output for verification with reference to
each of one or more sub-outputs for verification, corre-
sponding to the sub-test pattern, included in the output
for verification.
[0054] Herein, each of the sub-outputs for verification
may include at least part of a verifying region and a non-
verifying region. Such regions may be generated be-
cause multiple values are calculated simultaneously in
the convolution operations. That is, the non-verifying re-
gion may be generated because dummy values are used
instead of valid values when the convolution operations
are applied by using values of pixels included in boundary
areas of the extended input. Fig. 4 is referred to so as to
explain this.
[0055] Fig. 4 is a drawing schematically illustrating the
extended input and the output for verification, including
the sub-outputs for verification, generated to be used for
the method for verifying the integrity of the parameters
of the CNN by using the sub-test pattern in accordance
with said another example embodiment of the present
disclosure.
[0056] By referring to Fig. 4, the extended input may
be generated by adding the zero pattern at a location
between the original input and repeated sub-test pat-
terns, and the output for verification may be generated
by applying the convolution operations of the CNN 300
to the extended input. Hereinafter, an issue regarding
the non-verifying region may be described by referring
to a process of the convolution operations on the sub-
test pattern by using a specific value included in the sub-
test pattern.
[0057] If the convolution kernel has a size of 3X3, as
seen in Fig. 4, the convolution operations may be applied
by using multiple values of pixels adjacent to the specific
pixel including the specific value. Since there is no value
included in the extended input above the specific value,
the convolution operations are performed assuming that
pixels of 0 value are located above the specific pixel in-
cluding the specific value. Thus, as the values of the pix-
els included in the boundary areas of the extended input
may use the dummy values treated as 0 during the con-
volution operations, the non-verifying region which can
be seen in the output for verification of Fig. 4 may be
generated.
[0058] A location of the verifying region and that of the
non-verifying region on each of the sub-outputs for ver-
ification may be determined according to a location of
the sub-test pattern on the extended input.
[0059] If the output for verification is generated as stat-
ed above, the computing device 100 may instruct the
comparing unit 220 to compare among verifying values
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located at a same relative position on the verifying region
included in the sub-outputs for verification and, if at least
one of the verifying values is not identical with one an-
other, the computing device may instruct the comparing
unit 220 to determine that the output for verification is
invalid and that at least part of the parameters have the
errors.
[0060] By referring to Fig. 4 again, the verifying values,
illustrated as dots in the sub-output for verification, may
correspond to each other, because each of the verifying
values is located in the center of each of the sub-output
for verification. That is, the verifying values may have to
be identical to each other, as each of the verifying values
is a result of the convolution operations on the same test
pattern. If at least one of the verifying values is not iden-
tical with one another, the parameters of the CNN may
be determined to be falsified. Therefore, the integrity of
the parameters may be verified through such processes.
[0061] Said another embodiment may be configured
identically to the previous embodiment, except for ac-
quirement of the output for reference shown in Fig. 2.
[0062] Through the method for verifying the integrity
of the parameters of the CNN by using the test pattern
or the sub-test pattern in accordance with the present
disclosure, security may be guaranteed when the CNN
is used for autonomous driving.
[0063] The present disclosure has an effect of securing
the autonomous driving of a vehicle against the hacker
through the method for verifying the integrity of the pa-
rameters of the CNN by using the test pattern.
[0064] Further, the method in accordance with the
present disclosure may be used to enhance fault toler-
ance and fluctuation robustness in extreme situations for
functional safety on the CNN, and may be used to reduce
annotation costs.
[0065] It would be understood by one of ordinary skill
in the art that a transmission and/or a reception of the
above-described images such as the input image, the
label image, and one or more additional labels can be
performed by communication units of the learning device
and the testing device, and processes of the convolution
operation, the deconvolution operation, and the loss val-
ue operation can be mainly performed by processors of
the learning device and the testing device, but the present
disclosure is not limited to these examples.
[0066] The embodiments of the present disclosure as
explained above can be implemented in a form of exe-
cutable program command through a variety of computer
means recordable to computer readable media. The
computer readable media may include solely or in com-
bination, program commands, data files, and data struc-
tures. The program commands recorded to the media
may be components specially designed for the present
disclosure or may be usable to a skilled human in a field
of computer software. Computer readable media include
magnetic media such as hard disk, floppy disk, and mag-
netic tape, optical media such as CD-ROM and DVD,
magneto-optical media such as floptical disk and hard-

ware devices such as ROM, RAM, and flash memory
specially designed to store and carry out program com-
mands. Program commands include not only a machine
language code made by a compiler but also a high level
language code that can be executed by a computer using
an interpreter, etc. The hardware device can work as
more than a software module to perform the process in
accordance with the present disclosure and they can do
the same in the opposite case.
[0067] As seen above, the present disclosure has been
explained by specific matters such as detailed compo-
nents, limited embodiments, and drawings. They have
been provided only to help more general understanding
of the present disclosure. It, however, will be understood
by those skilled in the art that various changes and mod-
ification may be made from the description without de-
parting from the spirit and scope of the disclosure as de-
fined in the following claims.
[0068] Accordingly, the thought of the present disclo-
sure must not be confined to the explained embodiments,
and the following patent claims as well as everything in-
cluding variations equal or equivalent to the patent claims
pertain to the category of the thought of the present dis-
closure.

Claims

1. A method for verifying an integrity of one or more
parameters of a convolutional neural network (CNN)
by using at least one test pattern to be added to at
least one original input, comprising steps of:

(a) a computing device, if the test pattern is ac-
quired, instructing at least one adding unit to
generate at least one extended input by adding
the test pattern to the original input;
(b) the computing device instructing the CNN to
generate at least one output for verification by
applying one or more convolution operations to
the extended input; and
(c) the computing device instructing at least one
comparing unit to verify the integrity of the pa-
rameters of the CNN by determining a validity
of the output for verification with reference to at
least one output for reference.

2. The method of Claim 1, wherein, at the step of (a),
the computing device instructs the adding unit to add
at least one zero pattern to the original input and add
the test pattern so that the zero pattern is located
between the original input and the test pattern.

3. The method of Claim 1, wherein, at the step of (c),
the computing device instructs the comparing unit to
compare each of one or more first values included
in the output for reference and each of their corre-
sponding second values included in at least one spe-
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cific area, which corresponds to the test pattern,
among a whole area of the output for verification and,
if at least one of the first values included in the output
for reference is not identical to its corresponding sec-
ond value included in the specific area, the comput-
ing device instructs the comparing unit to determine
that the output for verification is invalid and that at
least part of the parameters have one or more errors.

4. The method of Claim 1, wherein, at the step of (c),
the computing device instructs the comparing unit (i)
to generate each of one or more representative val-
ues for verification corresponding to each of one or
more values included in each channel of at least one
specific area, which corresponds to the test pattern,
among a whole area of the output for verification, (ii)
to compare each of the representative values for ver-
ification per said each channel of the specific area
and each of one or more representative values for
reference per each channel of the output for refer-
ence, and (iii), if at least one of the representative
values for reference is not identical to its correspond-
ing one of the representative values for verification,
to determine that the output for verification is invalid
and that at least part of the parameters have one or
more errors.

5. The method of Claim 1, wherein, before the step of
(a), if a security level of the CNN is higher than a
threshold level, the computing device instructs the
CNN to generate the output for reference by applying
the convolution operations to the test pattern.

6. A method for verifying an integrity of one or more
parameters of a convolutional neural network (CNN)
by using at least one sub-test pattern to be added to
at least one original input, comprising steps of:

(a) a computing device, if the sub-test pattern
which has a same size as a convolution kernel
of the CNN included in the computing device is
acquired, instructing at least one adding unit to
generate at least one extended input by repeat-
ing a process of adding the sub-test pattern to
the original input;
(b) the computing device instructing the CNN to
generate at least one output for verification by
applying one or more convolution operations to
the extended input; and
(c) the computing device instructing at least one
comparing unit to verify the integrity of the pa-
rameters of the CNN by determining a validity
of the output for verification with reference to
each of one or more sub-outputs for verification,
corresponding to the sub-test pattern, included
in the output for verification.

7. The method of Claim 6, wherein each of the sub-

outputs for verification includes at least one of a ver-
ifying region and a non-verifying region, and wherein,
at the step of (c), the computing device instructs the
comparing unit to compare among verifying values
located at a same relative position on verifying region
included in the sub-outputs for verification and, if at
least one of the verifying values is not identical with
one another, the computing device instructs the com-
paring unit to determine that the output for verifica-
tion is invalid and that at least part of the parameters
have one or more errors.

8. The method of Claim 7, wherein a location of the
verifying region and that of the non-verifying region
on each of the sub-outputs for verification are deter-
mined according to a location of the sub-test pattern
on the extended input.

9. A computing device for verifying an integrity of one
or more parameters of a convolutional neural net-
work (CNN) by using at least one test pattern to be
added to at least one original input, comprising:

at least one memory that stores instructions; and
at least one processor configured to execute the
instructions to perform processes of: (I) instruct-
ing at least one adding unit to generate at least
one extended input by adding the test pattern to
the original input, (II) instructing the CNN to gen-
erate at least one output for verification by ap-
plying one or more convolution operations to the
extended input, and (III) instructing at least one
comparing unit to verify the integrity of the pa-
rameters of the CNN by determining a validity
of the output for verification with reference to at
least one output for reference.

10. The computing device of Claim 9, wherein, at the
process of (I), the processor instructs the adding unit
to add at least one zero pattern to the original input
and add the test pattern so that the zero pattern is
located between the original input and the test pat-
tern.

11. The computing device of Claim 9, wherein, at the
process of (III), the processor instructs the compar-
ing unit to compare each of one or more first values
included in the output for reference and each of their
corresponding second values included in at least one
specific area, which corresponds to the test pattern,
among a whole area of the output for verification and,
if at least one of the first values included in the output
for reference is not identical to its corresponding sec-
ond value included in the specific area, the processor
instructs the comparing unit to determine that the
output for verification is invalid and that at least part
of the parameters have one or more errors.
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12. The computing device of Claim 9, wherein, at the
process of (III), the processor instructs the compar-
ing unit (i) to generate each of one or more repre-
sentative values for verification corresponding to
each of one or more values included in each channel
of at least one specific area, which corresponds to
the test pattern, among a whole area of the output
for verification, (ii) to compare each of the represent-
ative values for verification per said each channel of
the specific area and each of one or more represent-
ative values for reference per each channel of the
output for reference, and (iii), if at least one of the
representative values for reference is not identical
to its corresponding one of the representative values
for verification, to determine that the output for ver-
ification is invalid and that at least part of the param-
eters have one or more errors.

13. The computing device of Claim 9, wherein, before
the process of (I), if a security level of the CNN is
higher than a threshold level, the processor instructs
the CNN to generate the output for reference by ap-
plying the convolution operations to the test pattern.

14. A computing device for verifying an integrity of one
or more parameters of a convolutional neural net-
work (CNN) by using at least one sub-test pattern to
be added to at least one original input, comprising:

at least one memory that stores instructions; and
at least one processor configured to execute the
instructions to perform processes of: (I) if the
sub-test pattern which has a same size as a con-
volution kernel of the CNN included in the com-
puting device is acquired, instructing at least one
adding unit to generate at least one extended
input by repeating a process of adding the sub-
test pattern to the original input, (II) instructing
the CNN to generate at least one output for ver-
ification by applying one or more convolution op-
erations to the extended input, and (III) instruct-
ing at least one comparing unit to verify the in-
tegrity of the parameters of the CNN by deter-
mining a validity of the output for verification with
reference to each of one or more sub-outputs
for verification, corresponding to the sub-test
pattern, included in the output for verification.

15. The computing device of Claim 14, wherein each of
the sub-outputs for verification includes at least one
of a verifying region and a non-verifying region, and
wherein, at the process of (III), the processor in-
structs the comparing unit to compare among veri-
fying values located at a same relative position on
verifying region included in the sub-outputs for ver-
ification and, if at least one of the verifying values is
not identical with one another, the processor in-
structs the comparing unit to determine that the out-

put for verification is invalid and that at least part of
the parameters have one or more errors.
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