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(54) METHODS AND SYSTEMS TO GENERATE A TOKEN

(57) There is provided a method including generating
an initial token being associated with a given context,
and sending the initial token to a destination device. The
method also includes receiving a scanned token gener-
ated by a mobile device scanning an output of the des-
tination device. The output may be generated based on

the initial token. In addition, the method includes authen-
ticating the scanned token by comparing the scanned
token to the initial token. Furthermore, the method in-
cludes generating a productivity indicator based on the
scanned token, and outputting the productivity indicator.
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Description

FIELD

[0001] The present specification relates to methods
and systems to generate a token, and in particular to
methods and systems to generate a token used to gen-
erate an output scannable by a mobile device.

BACKGROUND

[0002] Mobile devices may be used to send and re-
ceive information. Such devices may have input termi-
nals to receive input and output terminals to output infor-
mation. Mobile devices may be portable, and carried by
users or operators during their daily activities.

SUMMARY

[0003] According to an implementation of the present
specification there is provided a method comprising: gen-
erating an initial token being associated with a given con-
text; sending the initial token to a destination device; re-
ceiving a scanned token generated by a mobile device
scanning an output of the destination device, the output
generated based on the initial token; authenticating the
scanned token by comparing the scanned token to the
initial token; generating a productivity indicator based on
the scanned token; and outputting the productivity indi-
cator.
[0004] The initial token may comprise one or more of:
a barcode token; a QR™ code token; an audio token; a
visual token; a haptic token; and a near field communi-
cation (NFC) token.
[0005] The initial token may be unique to the given con-
text.
[0006] The mobile device scanning the output of the
destination device may comprise an input terminal of the
mobile device detecting the output, the input terminal
comprising one or more of: a camera, a microphone, an
accelerometer, a gyroscope, and an antenna.
[0007] The given context may comprise a task.
[0008] The generating the productivity indicator may
comprise generating a completion identifier associated
with the task.
[0009] The given context may comprise a first time.
[0010] The method may further comprise: generating
a subsequent token being unique to a second time; send-
ing the subsequent token to a further destination device;
receiving a further scanned token generated by the mo-
bile device scanning a corresponding output of the further
destination device, the corresponding output generated
based on the subsequent token; and authenticating the
further scanned token by comparing the further scanned
token to the subsequent token.
[0011] The generating the productivity indicator may
comprise generating a productivity duration calculated
by determining a time duration extending between the

first time and the second time.
[0012] The further destination device may be the same
as the destination device.
[0013] The method may further comprise: receiving a
biometric identifier associated with the scanned token;
and authenticating the biometric identifier to determine
an operator associated with the biometric identifier.
[0014] The receiving the biometric identifier may com-
prise receiving the biometric identifier generated by the
mobile device scanning a biometric attribute of the oper-
ator.
[0015] The receiving the biometric identifier may com-
prise receiving the biometric identifier generated by the
destination device scanning a biometric attribute of the
operator.
[0016] According to another implementation of the
present specification there is provided a system compris-
ing: a memory to store an initial token being associated
with a given context; and a processor in communication
with the memory. The processor is to: generate the initial
token; send the initial token to a destination device; re-
ceive a scanned token generated by a mobile device
scanning an output of the destination device, the output
generated based on the initial token; authenticate the
scanned token by comparing the scanned token to the
initial token stored in the memory; generate a productivity
indicator based on the scanned token; and output the
productivity indicator.
[0017] The initial token may comprise one or more of:
a barcode token; a QR™ code token; an audio token; a
visual token; a haptic token; and an NFC token.
[0018] The initial token may be unique to the given con-
text.
[0019] The mobile device scanning the output of the
destination device may comprise an input terminal of the
mobile device detecting the output, the input terminal
comprising one or more of: a camera, a microphone, an
accelerometer, a gyroscope, and an antenna.
[0020] The given context may comprise a task.
[0021] To generate the productivity indicator the proc-
essor may be to generate a completion identifier associ-
ated with the task.
[0022] The given context may comprise a first time.
[0023] The processor may be further to: generate a
subsequent token being unique to a second time; send
the subsequent token to a further destination device; re-
ceive a further scanned token generated by the mobile
device scanning a corresponding output of the further
destination device, the corresponding output generated
based on the subsequent token; and authenticate the
further scanned token by comparing the further scanned
token to the subsequent token.
[0024] To generate the productivity indicator the proc-
essor may be to generate a productivity duration calcu-
lated by determining a time duration extending between
the first time and the second time.
[0025] The further destination device may be the same
as the destination device.
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[0026] The system may further comprise the destina-
tion device in communication with the processor.
[0027] The destination device may comprise a corre-
sponding mobile device having an output terminal to dis-
play the output.
[0028] The corresponding mobile device may further
comprise a biometric scanner for scanning a biometric
attribute.
[0029] The processor may be further to: receive a bi-
ometric identifier associated with the scanned token; and
authenticate the biometric identifier to determine an op-
erator associated with the biometric identifier.
[0030] To receive the biometric identifier the processor
may be to receive the biometric identifier generated by
the mobile device scanning a biometric attribute of the
operator.
[0031] To receive the biometric identifier the processor
may be to receive the biometric identifier generated by
the destination device scanning a biometric attribute of
the operator.
[0032] According to another implementation of the
present specification there is provided a non-transitory
computer-readable storage medium comprising instruc-
tions executable by a processor, the instructions to cause
the processor to carry out any of the methods described
herein.

BRIEF DESCRIPTION OF THE DRAWINGS

[0033] In the drawings, identical reference numbers
identify similar elements or acts. The sizes and relative
positions of elements in the drawings are not necessarily
drawn to scale. For example, the shapes of various ele-
ments and angles are not necessarily drawn to scale,
and some of these elements are arbitrarily enlarged and
positioned to improve drawing legibility. Further, the par-
ticular shapes of the elements as drawn are not neces-
sarily intended to convey any information regarding the
actual shape of the particular elements, and have been
solely selected for ease of recognition in the drawings.

Fig. 1 shows a flowchart of an example method, in
accordance with a non-limiting implementation of the
present specification.

Fig. 2 shows an example application of the methods
described herein, in accordance with a non-limiting
implementation of the present specification.

Figs. 3A and 3B show another example application
of the methods described herein, in accordance with
a non-limiting implementation of the present speci-
fication.

Fig. 4 shows a block diagram of an example system,
in accordance with a non-limiting implementation of
the present specification.

Fig. 5 shows a block diagram of an example com-
puter-readable storage medium, in accordance with
a non-limiting implementation of the present speci-
fication.

DETAILED DESCRIPTION

[0034] In the following description, certain specific de-
tails are set forth in order to provide a thorough under-
standing of various disclosed implementations. Howev-
er, one skilled in the relevant art will recognize that im-
plementations may be practiced without one or more of
these specific details, or with other methods, compo-
nents, materials, and the like. In other instances, well-
known structures associated with light sources have not
been shown or described in detail to avoid unnecessarily
obscuring descriptions of the implementations.
[0035] Unless the context requires otherwise, through-
out the specification and claims which follow, the word
"comprise" and variations thereof, such as, "comprises"
and "comprising" are to be construed in an open, inclu-
sive sense, that is as "including, but not limited to."
[0036] As used in this specification and the appended
claims, the singular forms "a," "an," and "the" include plu-
ral referents unless the content clearly dictates other-
wise. It should also be noted that the term "or" is generally
employed in its broadest sense, that is as meaning
"and/or" unless the content clearly dictates otherwise.
[0037] The headings and Abstract of the Disclosure
provided herein are for convenience only and do not in-
terpret the scope or meaning of the implementations.
[0038] Tracking the status of ongoing processes or the
completion of tasks that have been initiated may provide
information that is useful in managing the processes and
the tasks. Such tracking may pose several technical chal-
lenges. For example, when the processes or tasks are
numerous, ongoing or frequent tracking of their status
may generate large volumes of tracking data, which in
turn may take up correspondingly large amounts of com-
munication bandwidth, processing capability, and data
storage capacity. In addition, various systems or organ-
izations may use different schemes to collect and store
the tracking data, which in turn may make it difficult to
gather or aggregate the data from or share the data be-
tween different systems or organizations.
[0039] To address these technical challenges, meth-
ods or systems for tracking the status of ongoing proc-
esses or the completion of tasks may be used, which
methods or systems may be different than or independ-
ent from the specific schemes used by a given system
or organization to collect and store the tacking data. Fig.
1 shows a flowchart of an example method 100, which
may be used to track the status of a process or the com-
pletion of a task. At box 105 an initial token is generated,
which initial token is associated with a given context. In
some examples the given context may comprise a task.
Examples of such a task may include a vehicle ride or
trip, a delivery of food or a package, and the like. More-
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over, in some examples, the context may comprise a
time, such as the start time or end time for an activity or
work shift, and the like. It is also contemplated that in
some examples the context may comprise other types
of tasks or timed activities, or that the context may be
other than a task or a timed activity. Timed activities may
also be referred to as time-based activities.
[0040] At box 110, the initial token is sent to a destina-
tion device. The destination device may then generate
an output based on the initial token, which output may
be scannable by a mobile device. In some examples the
destination device may comprise a mobile device such
as a tablet, a smartphone, and the like. Moreover, in some
examples the destination device may comprise a com-
puter, a laptop, or another device having an output ter-
minal to generate the output. This output may then be
scanned by a mobile device. In some examples the mo-
bile device may comprise a smartphone or other mobile
or smart device of an operator active in or otherwise as-
sociated with the given context. In examples where the
given context comprises a task or a time, the operator
may be undertaking the task or involved in the timed ac-
tivity such as shift work and the like.
[0041] The initial token may comprise instructions to
allow the destination device to generate the output. In
some examples these instructions may be digital or an-
alog. For example, the initial token may comprise data,
a data structure, a data packet, a digital or analog signal
or signal data, and the like. In some examples the initial
token may comprise a visual token which may allow or
instruct the destination device to generate a correspond-
ing visual output. For example, the initial token may com-
prise a barcode token to allow or instruct the destination
device to generate a barcode as the output. Moreover,
in some examples the initial token may comprise a QR™
code token to allow or instruct the destination device to
generate a QR™ code output. Other types of visual to-
kens and their corresponding visual outputs are also con-
templated.
[0042] In some examples, the initial token may com-
prise an audio token, a haptic token, a near field com-
munication (NFC) token, and the like, which may in turn
allow or instruct the destination device to generate a cor-
responding audio output, haptic output, NFC output, and
the like respectively. It is contemplated that other types
of initial tokens and corresponding types of output may
also be used.
[0043] Moreover, the initial token may be associated
with the given context. For example, the initial token may
include or encode information about the given context.
Moreover, in some examples the initial token may be
stored in association with, or otherwise associated with,
the given context. In this manner the initial token may be
used to track the status, progress, or completion of tasks
or timed activities that may be part of the given context.
Furthermore, in some examples, the initial token may be
unique or exclusive to the given context.
[0044] In some examples the initial token may be gen-

erated using a random or pseudorandom number gen-
erator. Moreover, in some examples the initial token may
be generated based on the date or time associated with
the given context or the date or time when the initial token
is generated. Furthermore, in some examples the initial
token may be generated in other ways such as by se-
lecting a token from a collection of existing tokens, and
the like.
[0045] Turning now to box 115, a scanned token may
be received. This scanned token may be generated by
the mobile device scanning the output of the destination
device, which output is generated based on the initial
token. As discussed above, the output may be visual,
audio, haptic, NFC, and the like. In order to scan the
output, an input terminal of the mobile device may detect
the output. The input terminal used may correspond to
the type of output to be scanned: for example, a camera
of the mobile device may be used to detect a visual out-
put, and a microphone of the mobile device may be used
to detect an audio output. Similarly, an accelerometer,
gyroscope, antenna, and other input terminals of the mo-
bile device may be used to detect corresponding types
of output generated by the destination device.
[0046] Upon scanning the output, the mobile device
may then generate and transmit the scanned token. The
scanned token may be similar to the initial token in struc-
ture, and may comprise data, a data structure, a data
packet, a digital or analog signal or signal data, and the
like. In some examples the mobile device may generate
the scanned token from the output using the reverse of
the process used by the destination device to generate
the output based on the initial token.
[0047] Turning now to box 120, the scanned token may
be authenticated. The authentication may be performed
by comparing the scanned token to the initial token. In
some examples, the scanned token may be designated
as being successfully authenticated if the scanned token
matches the initial token. Such a successful authentica-
tion may indicate that the mobile device had access to
or was able to scan the output generated at the destina-
tion device based on the initial token.
[0048] In some examples where the context comprises
a task and the initial token is generated once the task is
completed, a successful authentication may be used as
an indication that the operator of the mobile device has
completed the task. In some examples where the context
comprises a time and the initial token is generated based
on a given date or time, a successful authentication may
be used as a time stamp reflecting the involvement of
the operator of the mobile device with a time-based ac-
tivity. For example, generation of initial tokens and the
subsequent authentication of the corresponding scanned
tokens may be used as indications that the operator of
the mobile device has started a time-based activity at a
given time associated with the initial token, has reached
a milestone of the time-based activity at the given time,
or has completed the time-based activity at the given
time. Examples of such timed or time-based activities
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include shift-work, wage work, hourly work, and the like.
[0049] In some examples, a biometric identifier asso-
ciated with the scanned token may be used to further
establish the connection of the operator with the mobile
device. In other words, the biometric identifier may be
used to further establish that the operator was present
with the mobile device when the mobile device scanned
the output of the destination device. Such a biometric
identifier may be generated by the mobile device or the
destination device scanning a biometric attribute of the
operator.
[0050] Examples of biometric attributes include a fin-
gerprint, an eye or part of the eye, a face or part of the
face, voice, DNA, and the like. Depending on the type of
biometric attribute being scanned, the mobile or destina-
tion devices may use corresponding biometric scanners
to scan the biometric attributes. For example, the mobile
or destination devices may comprise or use a fingerprint
scanner to scan a fingerprint, an eye scanner or camera
to scan the eye or a portion of the eye, a camera to per-
form facial recognition or a face-based scan, a micro-
phone to scan or detect voice, a DNA sensor or chip to
detect a DNA fingerprint, and the like.
[0051] Once the biometric identifier is obtained, it may
be received and authenticated to determine the operator
associated with the biometric identifier. This determina-
tion may in turn further establish that the operator was
present when the mobile device of the operator scanned
the output of the destination device. In some examples,
authenticating the biometric identifier may comprise
comparing the biometric identifier received from the mo-
bile device or the destination device against a list of one
or more biometric identifiers stored in association with
one or more corresponding operators.
[0052] Turning now to box 125, a productivity indictor
may be generated based on the scanned token. The pro-
ductivity indicator may reflect the status or the progress
associated with the given context. In some examples
where the given context comprises a task, the produc-
tivity indicator may indicate that the task has been com-
pleted. Moreover, in some examples where the given
context comprises a timed or time-based activity, the pro-
ductivity indictor may indicate that the activity has com-
menced, has reached a milestone, or has been complet-
ed.
[0053] Furthermore, since the scanned token is gen-
erated by the mobile device scanning the output of the
destination device, and the mobile device is associated
with or operated by its operator, in some examples the
productivity indicator may indicate the progress or pro-
ductivity of the operator in relation to the given context
such as the completion of a task, starting or completing
a timed activity, and the like. As such, in some examples
generating the productivity indicator may comprise gen-
erating a completion identifier associated with a task as-
sociated with the initial token.
[0054] In addition, in some examples the productivity
indicator may comprise data, a data structure, a data

packet, a digital or analog signal or signal data, and the
like. At box 130, the productivity indicator may be output.
To output the productivity indicator, the productivity indi-
cator may be stored in a memory, sent to an output ter-
minal, communicated to another component or to another
system, or the like.
[0055] Fig. 2 shows an example application of the
methods described herein. In Fig. 2, a system 200 may
generate an initial token that is associated with a given
context, such as a task or a time. In the example of Fig.
2, the initial token comprises a QR™ code token which
may be used to generate or output a QR™ code. System
200 is described in greater detail in relation to Fig. 4.
[0056] System 200 may then send the initial token to
a destination device 205 via a network 210. In the exam-
ple of Fig. 2, destination device 205 comprises a tablet.
In addition, network 210 may comprise a wireless net-
work, a wired network, or a combination of wired and
wireless networks. It is contemplated that in some exam-
ples system 200 may communicate directly with device
205, and need not communicate with device 205 via net-
work 210. Based on the initial token, device 205 may
generate an output 215. In the example of Fig. 2, output
215 comprises a QR™ code corresponding to the initial
token.
[0057] A mobile device 220 may then scan or capture
output 215 with its camera and generate a scanned token
based on output 215. Device 220 may send the scanned
token back to system 200, which may then authenticate
the scanned token by comparing it with the initial token.
System 200 may also generate and output a productivity
indicator based on the scanned token.
[0058] In some examples, system 200 may be provid-
ed to or used by entities or organizations that provide
work to operators such as the operator of mobile device
220. The initial QR™ code token may be associated with
a task or a given time. The operator may then use mobile
device 220 to scan the QR™ code of output 215. Mobile
device 220 may in turn generate a scanned token based
on output 215, which scanned token is then sent to sys-
tem 200 to be authenticated. In examples where the initial
QR™ code token is associated with a task, scanning out-
put 215 and sending the corresponding scanned token
to system 200 may allow the operator to confirm com-
pletion of the task. In addition, in examples where the
initial QR™ code token is associated with a given time,
scanning output 215 and sending the corresponding
scanned token to system 200 may allow the operator to
confirm starting or finishing work at the given time. In this
manner, the productivity indicator generated by system
200 based on the scanned token may be used to indicate
or establish the nature or number of tasks completed or
the amount of time worked by the operator of mobile de-
vice 220.
[0059] In some examples, system 200 may generate
a different QR™ code token periodically, such as about
every 5 seconds, about every 30 seconds, and the like.
In this manner, the version of the QR™ code output
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scanned by the mobile device of the operator may es-
tablish the time the output was scanned. This determi-
nation of the time of the scan may have an accuracy or
resolution that is a function of the refresh rate or regen-
eration rate of the initial token. For example, if the initial
token is refreshed or regenerated every 5 seconds, the
scanned token may establish the time the output was
scanned within 5 seconds of the actual time of the scan.
[0060] Moreover, in some examples where the initial
token is refreshed or regenerated periodically, system
200 may maintain a list of the initial tokens in association
with the times or time periods when each initial token was
generated. This list may also be referred to as a lookup
table. System 200 may then use this list to associate an
authenticated scanned token with a given time.
[0061] Furthermore, in some examples system 200
may generate the initial token as a function of time ac-
cording to an equation. In these examples system 200
may be able to back-calculate the time of generation
based on the authenticated scanned token using the
equation. In these examples, system 200 may not need
to store a list or lookup table of the initial tokens in asso-
ciation with the times or time periods when each initial
token was generated. While Fig. 2 shows a QR™ code
output generated from a QR™ code token, it is contem-
plated that other types of initial tokens and their corre-
sponding outputs may also be used.
[0062] In addition, in some examples one or more sub-
sequent tokens may be generated after the generation
of the initial token. This plurality of tokens may be used
to track multiple tasks, or to track multiple time-based
milestones related to a given time-based or timed activity.
For example, referring to method 100, the given context
may comprise a first time. Method 100 may further com-
prise generating a subsequent token associated with or
unique to a second time. Other than being associated
with the second time, the subsequent token may be sim-
ilar to the initial token.
[0063] Then, the subsequent token may be sent to a
further destination device. The further destination device
may be similar to the destination device. In some exam-
ples, the further destination device and the destination
device may be the same device. Next, a further scanned
token may be received. The further scanned token may
be generated by the mobile device scanning a corre-
sponding output of the further destination device. The
further scanned token may be similar to the scanned to-
ken. After receiving the further scanned token, the further
scanned token may be authenticated by comparing the
further scanned token to the subsequent token.
[0064] As the initial token is associated with the first
time and the subsequent token is associated with the
second time, in some examples generating the produc-
tivity indicator may comprise generating a productivity
duration calculated by determining a time duration ex-
tending between the first time and the second time. In
some examples, the productivity duration may corre-
spond to an amount of time worked or to a work shift that

has been completed.
[0065] Figs. 3A and 3B show another example appli-
cation of the methods described herein, using an initial
token and a subsequent token. Fig. 3A shows system
200, which may generate an initial barcode token based
on which initial token destination device 205 may gener-
ate output 305. Output 305 may comprise a first barcode.
Mobile device 220 may scan output 305 and generate a
scanned token corresponding to the initial token.
[0066] After passage of a period of time, represented
by arrow 310, system 200 may generate a subsequent
token that is sent to a further destination device 315, as
shown in Fig. 3B. Device 315 may be similar to device
205. In some examples, device 315 may be the same as
device 205. Destination device 315, in turn, may generate
an output 320 based on the subsequent token. In the
example of Fig. 3B, output 320 comprises a second bar-
code different than the first barcode of output 305. Device
220 may then scan output 320 and generate a further
scanned token that is sent to system 200.
[0067] In some examples, destination devices 205 or
315 may be present at a place where time-based work
or work shifts are performed. At the beginning of a shift,
the operator of mobile device 220 may use mobile device
220 to scan the barcode of output 305 to establish the
start time of the operator’s work shift. At the end of the
work shift, the operator may use mobile device 220 to
scan the barcode of output 320 to establish the end time
of the operator’s work shift. The time duration between
the start time and the end time may represent the pro-
ductivity duration of the operator’s work shift. As such,
system 200 and the methods described herein may be
used to track the status of task- or time-based activities.
While Figs. 3A and 3B show barcode outputs generated
from barcode tokens, it is contemplated that other types
of initial tokens and their corresponding outputs may also
be used.
[0068] System 200 may be independent of the specific
status or productivity tracking schemes used in a given
workplace. So long as the initial token and subsequent
tokens, if any, may be provided to a destination device
at the workplace and the operators at the workplace have
mobile devices to scan the output of the destination de-
vice, the systems and methods described herein may be
used to track the status or completion of task- or time-
based activities. In this manner, the systems and meth-
ods described herein may be used to collect status or
progress tracking data from different entities, organiza-
tions, or workplaces, which may otherwise use different
or disparate organization-specific status tracking
schemes. As such, the systems and methods described
herein may be used to address some of the technical
challenges associated with collecting, aggregating, and
sharing status tracking data from entities, organizations,
or workplaces which may use different or disparate status
tracking schemes.
[0069] In addition, by providing at least some of the
data communication bandwidth, data processing capa-
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bility, or data storage capacity associated with collecting,
processing, and storing the tracking data, the systems
and methods described herein may address some of the
technical challenges associated with the communicating,
processing, and storing large volumes of status tracking
data.
[0070] In some examples, the productivity indicators
and the productivity durations described herein may pro-
vide an indication of an operator’s or worker’s earned-
but-not-yet-paid-out wages. Moreover, in some exam-
ples a financial services provider may use the productivity
indicators or the productivity durations to assess the op-
erators or workers for eligibility to receive funds as ad-
vances or loans against their earned-but-not-yet-paid-
out wages.
[0071] Turning now to Fig. 4, a schematic representa-
tion is show of example system 200, which may comprise
a memory 225 in communication with a processor 230.
Memory 225 may include a non-transitory machine-read-
able storage medium that may be any electronic, mag-
netic, optical, or other physical storage device that stores
executable instructions. The machine-readable storage
medium may include, for example, random access mem-
ory (RAM), read-only memory (ROM), electrically-eras-
able programmable read-only memory (EEPROM), flash
memory, a storage drive, an optical disc, and the like.
The machine-readable storage medium may be encoded
with executable instructions.
[0072] Processor 230, in turn, may include a central
processing unit (CPU), a graphics processing unit (GPU),
a microcontroller, a microprocessor, a processing core,
a field-programmable gate array (FPGA), or similar de-
vice capable of executing instructions. Processor 230
may cooperate with the memory 225 to execute instruc-
tions. Processor 230 may generate an initial token 235,
which may be stored in memory 225.
[0073] Processor 230 may also send initial token 235
to a destination device. In some examples, the destina-
tion device may be separate from and in communication
with system 200. Moreover, in some examples the des-
tination device may be a component of system 200 and
in communication with processor 230. Furthermore, in
some examples the destination device may comprise a
corresponding mobile device having an output terminal
to display the output. In addition, in some examples the
corresponding mobile device may also comprise a bio-
metric scanner for scanning a biometric attribute of an
operator. Moreover, in some examples the operator
whose biometric attribute is scanned may comprise a
human operator.
[0074] Processor 230 may also receive a scanned to-
ken 240 generated by a mobile device scanning on output
of the destination device. The output may be generated
based on initial token 235. Moreover, the processor may
authenticate scanned token 240 by comparing scanned
token 240 to initial token 235 stored in memory 225. Proc-
essor 230 may then generate a productivity indicator 245
based on scanned token 240. Furthermore, processor

230 may output productivity indicator 245. To output pro-
ductivity indicator 245, the productivity indicator may be
stored in memory 225 or a different memory, sent to an
output terminal, communicated to another component of
system 200 or to another system, or the like.
[0075] In Fig. 4 scanned token 240 and productivity
indicator 245 are shown in dashed lines to indicate that
in some examples, scanned token 240 and productivity
indicator 245 may be stored outside of memory 225 in
system 200 or outside of system 200. System 200 may
have features and functionality similar to those described
in relation to method 100 and the other methods de-
scribed herein.
[0076] Turning now to Fig. 5, a non-transitory compu-
ter-readable storage medium (CRSM) 500 is shown,
which CRSM 500 comprises instructions executable by
a processor. The CRSM may comprise any electronic,
magnetic, optical, or other physical storage device that
stores executable instructions. The instructions may
comprise instructions to cause the processor to generate
an initial token being associated with a given context 505.
[0077] In addition, the instructions may comprise in-
structions to send the initial token to a destination device
510 and instructions to receive a scanned token gener-
ated by a mobile device scanning an output of the des-
tination device 515. The output may be generated based
on the initial token. Furthermore, the instructions may
comprise instructions to authenticate the scanned token
by comparing the scanned token to the initial token 520.
Moreover, the instructions may comprise instructions to
generate a productivity indicator based on the scanned
token 525 and instructions to output the productivity in-
dicator 530. The functions and features of the CRSM 500
may be similar to the functions and features described
in relations to the methods and systems described here-
in.
[0078] The methods described herein may be per-
formed using the systems described herein. In addition,
it is contemplated that the methods described herein may
be performed using systems different than the systems
described herein. Moreover, the systems described
herein may perform the methods described herein and
may perform or execute the instructions stored in the
CRSMs described herein. It is also contemplated that the
systems described herein may perform functions or ex-
ecute instructions other than those described in relation
to the methods and CRSMs described herein.
[0079] Furthermore, the CRSMs described herein may
store instructions corresponding to the methods de-
scribed herein, and may store instructions which may be
performed or executed by the systems described herein.
Furthermore, it is contemplated that the CRSMs de-
scribed herein may store instructions different than those
corresponding to the methods described herein, and may
store instructions which may be performed by systems
other than the systems described herein.
[0080] The methods, systems, and CRSMs described
herein may include the features or perform the functions
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described herein in association with any one or more of
the other methods, systems, and CRSMs described
herein.
[0081] Throughout this specification and the appended
claims, infinitive verb forms are often used. Examples
include, without limitation: "to generate," "to send," "to
receive," "to authenticate," and the like. Unless the spe-
cific context requires otherwise, such infinitive verb forms
are used in an open, inclusive sense, that is as "to, at
least, generate," to, at least, send," "to, at least,
receive," and so on.
[0082] The above description of illustrated example im-
plementations, including what is described in the Ab-
stract, is not intended to be exhaustive or to limit the
implementations to the precise forms disclosed. Al-
though specific implementations of and examples are de-
scribed herein for illustrative purposes, various equiva-
lent modifications can be made without departing from
the spirit and scope of the disclosure, as will be recog-
nized by those skilled in the relevant art. Moreover, the
various example implementations described herein may
be combined to provide further implementations.
[0083] In general, in the following claims, the terms
used should not be construed to limit the claims to the
specific implementations disclosed in the specification
and the claims, but should be construed to include all
possible implementations along with the full scope of
equivalents to which such claims are entitled. According-
ly, the claims are not limited by the disclosure.

Claims

1. A method comprising:

generating an initial token being associated with
a given context;
sending the initial token to a destination device;
receiving a scanned token generated by a mo-
bile device scanning an output of the destination
device, the output generated based on the initial
token;
authenticating the scanned token by comparing
the scanned token to the initial token;
generating a productivity indicator based on the
scanned token; and
outputting the productivity indicator.

2. A system comprising:

a memory to store an initial token being associ-
ated with a given context;
a processor in communication with the memory,
the processor to:

generate the initial token;
send the initial token to a destination device;
receive a scanned token generated by a

mobile device scanning an output of the
destination device, the output generated
based on the initial token;
authenticate the scanned token by compar-
ing the scanned token to the initial token
stored in the memory;
generate a productivity indicator based on
the scanned token; and
output the productivity indicator.

3. The system of claim 2, wherein:

the initial token comprises one or more of:

a barcode token;
a QR™ code token;
an audio token;
a visual token;
a haptic token; and
an NFC token; and/or

the initial token is unique to the given context.

4. The system of any one of claims 2 and 3, wherein
the mobile device scanning the output of the desti-
nation device comprises an input terminal of the mo-
bile device detecting the output, the input terminal
comprising one or more of: a camera, a microphone,
an accelerometer, a gyroscope, and an antenna.

5. The system of any one of claims 2 to 4, wherein the
given context comprises a task.

6. The system of claim 5, wherein to generate the pro-
ductivity indicator the processor is to generate a
completion identifier associated with the task.

7. The system of any one of claims 2 to 4, wherein the
given context comprises a first time.

8. The system of claim 7, wherein the processor is fur-
ther to:

generate a subsequent token being unique to a
second time;
send the subsequent token to a further destina-
tion device;
receive a further scanned token generated by
the mobile device scanning a corresponding
output of the further destination device, the cor-
responding output generated based on the sub-
sequent token; and
authenticate the further scanned token by com-
paring the further scanned token to the subse-
quent token.

9. The system of claim 8, wherein:

13 14 



EP 3 722 978 A1

9

5

10

15

20

25

30

35

40

45

50

55

to generate the productivity indicator the proc-
essor is to generate a productivity duration cal-
culated by determining a time duration extend-
ing between the first time and the second time;
and/or
the further destination device is the same as the
destination device.

10. The system of any one of claims 2 to 9, further com-
prising the destination device in communication with
the processor.

11. The system of claim 10, wherein the destination de-
vice comprises a corresponding mobile device hav-
ing an output terminal to display the output.

12. The system of claim 11, wherein the corresponding
mobile device further comprises a biometric scanner
for scanning a biometric attribute.

13. The system of any one of claims 2 to 11, wherein
the processor is further to:

receive a biometric identifier associated with the
scanned token; and
authenticate the biometric identifier to determine
an operator associated with the biometric iden-
tifier.

14. The system of claim 13, wherein:

to receive the biometric identifier the processor
is to receive the biometric identifier generated
by the mobile device scanning a biometric at-
tribute of the operator; and/or
to receive the biometric identifier the processor
is to receive the biometric identifier generated
by the destination device scanning a biometric
attribute of the operator.

15. A non-transitory computer-readable storage medi-
um comprising instructions executable by a proces-
sor, the instructions to cause the processor to carry
out the method of claim 1.
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