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Description

Field of the Invention

[0001] The field of this invention is industrial automa-
tion, and in particular a system for an industrial automa-
tion system having controllers treated as a composite
resource.

Background of the Invention

[0002] Processing facilities, or industrial plants, are
typically managed using industrial automation systems.
Example processing facilities include manufacturing
plants, chemical plants, crude oil refineries, and ore
processing plants. Among other things, industrial auto-
mation systems often manage the use of industrial equip-
ment in the processing facilities.

Summary of the Invention

[0003] A system is provided in which a group of con-
trollers are configured into a hive. The hive is configured
to receive control strategies to the hive as a whole which
then assigns a particular control strategy to a controller
within the hive that is determined to be the best fit for a
particular control strategy. The controllers, either via the
I/O mesh or individually, communicate to a plurality of
input/output interfaces. The control strategies that are
used are selected from an initial unassigned state, as-
signed, loaded and activated. There are a number of fac-
tors that are customizable that affect the assignment of
strategies including but not limited to I/O references, peer
controller references, resource usage such as the avail-
ability of resources in each assigned controller within the
hive. There may be more than one hive in a system and
in some instances there may still be individual controllers
assigned to functions as in prior art systems. In desig-
nating controllers to a hive, this may be done using an
engineering tool.

Brief Description of the Drawings

[0004]

Figure 1 illustrates an industrial process control and
automation system.

Figure 2 shows an exemplary mesh topology at the
channel level of the I/O modules.

Figure 3 shows an exemplary system employing a
controller hive.

Figure 4 shows a flow chart of the process of setting
up a controller hive with a controller software appli-
cation.

Detailed Description

[0005] Industrial automation is an important feature of
today’s industrial processing plants. There is a need for
industrial automation systems to continually provide
greater flexibility in the implementation and operation of
industrial automation systems.
[0006] In this invention, it has been found that config-
uring a group or set of controllers into a controller hive
provided an enhanced result compared to prior art sys-
tems where each controller is managed on an individual
basis. The controllers are treated as a composite re-
source instead of independent resources. However, in
some instances, it may be determined to be desirable to
still have an individual controller used for a specific pur-
pose while other controllers are part of the controller hive.
The controller hive serves to decouple control from the
system. Application engineers are able to view control
independent from system infrastructure. There is access
by engineering to determine which controllers are includ-
ed in the hive and then to communicate instructions to
the hive for dissemination within the hive. Then is in prior
art systems, there is access to the controllers by opera-
tions and maintenance functions. The system is able to
assign control to the appropriate platform. The use of the
hive allows for capacity optimization since the system
finds the best fit and assigns the control strategy to the
particular controller that is determined best able to exe-
cute that strategy. Control strategies are either assigned
or unassigned to the control hive. Smart assignment by
the hive is based on several factors including, but not
limited to I/O references, peer controller references, re-
source usage/availability of controller in hive (CPU, mem-
ory, network connections), resource balancing within the
hive. The factors may be customizable and the determi-
nation as to the factors will be used in the decision proc-
ess. The particular controllers within a particular hive may
be modified with controllers either added or removed
from the hive at some time after initial creation of the hive.
This provides a control capacity scalability based on ac-
tual system requirements.
[0007] The project engineering workflow will differ from
the prior art that assigns control strategies to individual
controllers. In the present invention, the controllers are
assigned by the hive instead of being individually as-
signed. The engineering tool that makes the assignments
of control strategies to the hive contains the assignment
rules.
[0008] While there are several different alternative
processes for creating and configuring a controller hive,
one process would involve using a an engineering tool
that provides for determining control of the controllers in
a particular plant or section of a plant. This software pro-
gram has a menu that includes controllers as one of the
options. When it is first determined that using a controller
hive would be appropriate, a name is chosen for each
hive and decision made as to the number of controllers
to be in the hive. Then, particular controllers are assigned
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to each named hive. Subsequently, whenever the oper-
ator is accessing the software program, the controller
hives will be shown. However, since in operation of the
invention, the purpose is to send instructions to a hive
instead of to an individual controller, there will be shown
on the screen the hive instead of a breakdown of each
individual controller. It is anticipated that in certain em-
bodiments of the invention, the previously assigned func-
tion of each controller will not be lost when that controller
is assigned to a hive. The operator will be able to navigate
to a hive configuration that will show the particular hive
configuration at that point in time.
[0009] In addition to being able to create a controller
hive through a controller software module that would al-
low for selection of controllers to include in the hive on
an individual basis, the system may involve employing a
bulk automatic tool that builds multiple hives. Particular
controller strategies are selected and designated to be
automatically assigned to the hive. When the user or au-
tomatic controls select a particular hive and selects au-
tomatic assignment, the system will run an automatic as-
signment algorithm and assign to any controller within
the hive based upon the rules that have been defined.
These rules will be based upon a number of factors that
are selected from the following non-exclusive list. These
include I/O references, peer controller references, re-
source usage and the availability of controllers in the hive
based on factors such as available CPU, memory and
network connections as well as A report may then be
generated that indicates which function is assigned to
which controller as well as an indication as to success in
assignment.
[0010] FIG. 1 illustrates an example industrial automa-
tion system 100 according to this disclosure. As shown
in FIG. 1, the system 100 includes various components
that facilitate production or processing of at least one
product or other material. For instance, the system 100
is used here to facilitate control over components in one
or multiple plants 101 a-101 n. Each plant 101 a-101 n
represents one or more processing facilities (or one or
more portions thereof), such as one or more manufac-
turing facilities for producing at least one product or other
material. In general, each plant 101 a-101 n may imple-
ment one or more processes and can individually or col-
lectively be referred to as a process system. A process
system generally represents any system or portion there-
of configured to process one or more products or other
materials in some manner.
[0011] In FIG. 1, the system 100 is implemented using
the Purdue model of process control. In the Purdue mod-
el, "Level 0" may include one or more sensors 102 a and
one or more actuators 102 b. The sensors 102 a and
actuators 102 b represent components in a process sys-
tem that may perform any of a wide variety of functions.
For example, the sensors 102 a could measure a wide
variety of characteristics in the process system, such as
temperature, pressure, or flow rate. Also, the actuators
102 b could alter a wide variety of characteristics in the

process system. The sensors 102 a and actuators 102
b could represent any other or additional components in
any suitable process system. Each of the sensors 102 a
includes any suitable structure for measuring one or more
characteristics in a process system. Each of the actuators
102 b includes any suitable structure for operating on or
affecting one or more conditions in a process system.
The sensors and actuators may be generally referred to
as field devices.
[0012] At least one network 104 is coupled to the sen-
sors 102 a and actuators 102 b. The network 104 facili-
tates interaction with the sensors 102 a and actuators
102 b. For example, the network 104 could transport
measurement data from the sensors 102 a and provide
control signals to the actuators 102 b. The network 104
could represent any suitable network or combination of
networks. As particular examples, the network 104 could
represent an Ethernet network, an electrical signal net-
work (such as a HART or FOUNDATION FIELDBUS net-
work), a pneumatic control signal network, or any other
or additional type(s) of network(s).
[0013] In the Purdue model, "Level 1" may include one
or more controllers 106, which are coupled to the network
104. Among other things, each controller 106 may use
the measurements from one or more sensors 102 a to
control the operation of one or more actuators 102 b. For
example, a controller 106 could receive measurement
data from one or more sensors 102 a and use the meas-
urement data to generate control signals for one or more
actuators 102 b. Multiple controllers 106 could also op-
erate in redundant configurations, such as when one con-
troller 106 operates as a primary controller while another
controller 106 operates as a backup controller (which
synchronizes with the primary controller and can take
over for the primary controller in the event of a fault with
the primary controller). Each controller 106 includes any
suitable structure for interacting with one or more sensors
102 a and controlling one or more actuators 102 b. Each
controller 106 could, for example, represent a multivari-
able controller, such as a Robust Multivariable Predictive
Control Technology (RMPCT) controller or other type of
controller implementing model predictive control (MPC)
or other advanced predictive control (APC). As a partic-
ular example, each controller 106 could represent a com-
puting device running a real-time operating system.
[0014] Two networks 108 are coupled to the controllers
106. The networks 108 facilitate interaction with the con-
trollers 106, such as by transporting data to and from the
controllers 106. The networks 108 could represent any
suitable networks or combination of networks. As partic-
ular examples, the networks 108 could represent a pair
of Ethernet networks or a redundant pair of Ethernet net-
works, such as a FAULT TOLERANT ETHERNET (FTE)
network from HONEYWELL INTERNATIONAL INC.
[0015] At least one switch/firewall 110 couples the net-
works 108 to two networks 112. The switch/firewall 110
may transport traffic from one network to another. The
switch/firewall 110 may also block traffic on one network
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from reaching another network. The switch/firewall 110
includes any suitable structure for providing communica-
tion between networks, such as a HONEYWELL CON-
TROL FIREWALL (CF9) device. The networks 112 could
represent any suitable networks, such as a pair of Eth-
ernet networks or an FTE network.
[0016] In the Purdue model, "Level 2" may include one
or more machine-level controllers 114 coupled to the net-
works 112. The machine-level controllers 114 perform
various functions to support the operation and control of
the controllers 106, sensors 102 a, and actuators 102 b,
which could be associated with a particular piece of in-
dustrial equipment (such as a boiler or other machine).
For example, the machine-level controllers 114 could log
information collected or generated by the controllers 106,
such as measurement data from the sensors 102 a or
control signals for the actuators 102 b. The machine-level
controllers 114 could also execute applications that con-
trol the operation of the controllers 106, thereby control-
ling the operation of the actuators 102 b. In addition, the
machine-level controllers 114 could provide secure ac-
cess to the controllers 106. Each of the machine-level
controllers 114 includes any suitable structure for provid-
ing access to, control of, or operations related to a ma-
chine or other individual piece of equipment. Each of the
machine-level controllers 114 could, for example, repre-
sent a server computing device running a MICROSOFT
WINDOWS operating system. Although not shown, dif-
ferent machine-level controllers 114 could be used to
control different pieces of equipment in a process system
(where each piece of equipment is associated with one
or more controllers 106, sensors 102 a, and actuators
102 b).
[0017] One or more operator stations 116 are coupled
to the networks 112. The operator stations 116 represent
computing or communication devices providing user ac-
cess to the machine-level controllers 114, which could
then provide user access to the controllers 106 (and pos-
sibly the sensors 102 a and actuators 102 b). As particular
examples, the operator stations 116 could allow users to
review the operational history of the sensors 102 a and
actuators 102 b using information collected by the con-
trollers 106 and/or the machine-level controllers 114. The
operator stations 116 could also allow the users to adjust
the operation of the sensors 102 a, actuators 102 b, con-
trollers 106, or machine-level controllers 114. In addition,
the operator stations 116 could receive and display warn-
ings, alerts, or other messages or displays generated by
the controllers 106 or the machine-level controllers 114.
Each of the operator stations 116 includes any suitable
structure for supporting user access and control of one
or more components in the system 100. Each of the op-
erator stations 116 could, for example, represent a com-
puting device running a MICROSOFT WINDOWS oper-
ating system.
[0018] At least one router/firewall 118 couples the net-
works 112 to two networks 120. The router/firewall 118
includes any suitable structure for providing communica-

tion between networks, such as a secure router or com-
bination router/firewall. The networks 120 could repre-
sent any suitable networks, such as a pair of Ethernet
networks or an FTE network.
[0019] In the Purdue model, "Level 3" may include one
or more unit-level controllers 122coupled to the networks
120. Each unit-level controller 122 is typically associated
with a unit in a process system, which represents a col-
lection of different machines operating together to imple-
ment at least part of a process. The unit-level controllers
122 perform various functions to support the operation
and control of components in the lower levels. For exam-
ple, the unit-level controllers 122 could log information
collected or generated by the components in the lower
levels, execute applications that control the components
in the lower levels, and provide secure access to the com-
ponents in the lower levels. Each of the unit-level con-
trollers 122 includes any suitable structure for providing
access to, control of, or operations related to one or more
machines or other pieces of equipment in a process unit.
Each of the unit-level controllers 122 could, for example,
represent a server computing device running a MICRO-
SOFT WINDOWS operating system. Although not
shown, different unit-level controllers 122 could be used
to control different units in a process system (where each
unit is associated with one or more machine-level con-
trollers 114, controllers 106, sensors 102 a, and actuators
102b).
[0020] Access to the unit-level controllers 122 may be
provided by one or more operator stations 124. Each of
the operator stations 124 includes any suitable structure
for supporting user access and control of one or more
components in the system 100. Each of the operator sta-
tions 124 could, for example, represent a computing de-
vice running a MICROSOFT WINDOWS operating sys-
tem.
[0021] At least one router/firewall 126 couples the net-
works 120 to two networks 128. The router/firewall 126
includes any suitable structure for providing communica-
tion between networks, such as a secure router or com-
bination router/firewall. The networks 128 could repre-
sent any suitable networks, such as a pair of Ethernet
networks or an FTE network.
[0022] In the Purdue model, "Level 4" may include one
or more plant-level controllers 130coupled to the net-
works 128. Each plant-level controller 130 is typically as-
sociated with one of the plants 101 a-101 n, which may
include one or more process units that implement the
same, similar, or different processes. The plant-level con-
trollers 130 perform various functions to support the op-
eration and control of components in the lower levels. As
particular examples, the plant-level controller 130 could
execute one or more manufacturing execution system
(MES) applications, scheduling applications, or other or
additional plant or process control applications. Each of
the plant-level controllers 130 includes any suitable struc-
ture for providing access to, control of, or operations re-
lated to one or more process units in a process plant.
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Each of the plant-level controllers 130 could, for example,
represent a server computing device running a MICRO-
SOFT WINDOWS operating system.
[0023] Access to the plant-level controllers 130 may
be provided by one or more operator stations 132. Each
of the operator stations 132 includes any suitable struc-
ture for supporting user access and control of one or more
components in the system 100. Each of the operator sta-
tions 132 could, for example, represent a computing de-
vice running a MICROSOFT WINDOWS operating sys-
tem.
[0024] At least one router/firewall 134 couples the net-
works 128 to one or more networks 136. The router/fire-
wall 134 includes any suitable structure for providing
communication between networks, such as a secure
router or combination router/firewall. The network 136
could represent any suitable network, such as an enter-
prise-wide Ethernet or other network or all or a portion
of a larger network (such as the Internet).
[0025] In the Purdue model, "Level 5" may include one
or more enterprise-level controllers 138 coupled to the
network 136. Each enterprise-level controller 138 is typ-
ically able to perform planning operations for multiple
plants 101 a-101 n and to control various aspects of the
plants 101 a-101 n. The enterprise-level controllers 138
can also perform various functions to support the oper-
ation and control of components in the plants 101 a-101
n. As particular examples, the enterprise-level controller
138 could execute one or more order processing appli-
cations, enterprise resource planning (ERP) applica-
tions, advanced planning and scheduling (APS) applica-
tions, or any other or additional enterprise control appli-
cations. Each of the enterprise-level controllers 138 in-
cludes any suitable structure for providing access to, con-
trol of, or operations related to the control of one or more
plants. Each of the enterprise-level controllers 138 could,
for example, represent a server computing device run-
ning a MICROSOFT WINDOWS operating system. In
this document, the term "enterprise" refers to an organ-
ization having one or more plants or other processing
facilities to be managed. Note that if a single plant 101 a
is to be managed, the functionality of the enterprise-level
controller 138 could be incorporated into the plant-level
controller 130.
[0026] Access to the enterprise-level controllers 138
may be provided by one or more operator stations 140.
Each of the operator stations 140 includes any suitable
structure for supporting user access and control of one
or more components in the system 100. Each of the op-
erator stations 140 could, for example, represent a com-
puting device running a MICROSOFT WINDOWS oper-
ating system.
[0027] Various levels of the Purdue model can include
other components, such as one or more databases. The
database(s) associated with each level could store any
suitable information associated with that level or one or
more other levels of the system 100. For example, a his-
torian 141 can be coupled to the network 136. The his-

torian 141 could represent a component that stores var-
ious information about the system 100. The historian 141
could, for instance, store information used during pro-
duction scheduling and optimization. The historian 141
represents any suitable structure for storing and facilitat-
ing retrieval of information. Although shown as a single
centralized component coupled to the network 136, the
historian 141 could be located elsewhere in the system
100, or multiple historians could be distributed in different
locations in the system 100.
[0028] In particular embodiments, the various control-
lers and operator stations in FIG. 1 may represent com-
puting devices. For example, each of the controllers
could include one or more processing devices 142 and
one or more memories 144 for storing instructions and
data used, generated, or collected by the processing de-
vice(s) 142. Each of the controllers could also include at
least one network interface 146, such as one or more
Ethernet interfaces or wireless transceivers. Also, each
of the operator stations could include one or more
processing devices 148 and one or more memories 150
for storing instructions and data used, generated, or col-
lected by the processing device(s) 148. Each of the op-
erator stations could also include at least one network
interface 152, such as one or more Ethernet interfaces
or wireless transceivers.
[0029] In some embodiments of the invention, a mesh
topology may be employed at the channel level of the I/O
modules. An exemplary mesh topology at the channel
level of the I/O modules is shown in FIG. 2. Enterprise
controller 138, operator station 140, historian 141, net-
work 136, and controllers 106 are as described above
with reference to FIG. 1. I/O modules 203 have multiple
channels 102 which are connected to field devices 102a
and 102b of FIG. 1. One I/O module 203 is shown as
further having local control 209. For simplicity, in FIG. 2
I/O interfaces are not shown as separate from the I/O
modules but shown as a unit. FIG. 3 shows the relation-
ship of the I/O modules and the I/O interfaces. It is un-
derstood that multiple I/O modules may be associated
with a single I/O interface, see FIG. 3. A I/O network 207
is shown in addition to network 136. I/O network 207 is
a private network. A number of controllers 203 are con-
nected to I/O network 207, while other controllers 203
are connected to network 136.
[0030] Typical field devices allow for monitoring man-
ufacturing processes, such as physical attributes, such
as temperatures, pressures, flows, etc., as well as pro-
viding control over a process, such as opening/closing
valves, increasing/relieving pressures, turning up/down
heating or cooling units, etc. There is a need to centralize
control and information gathering to improve plant effi-
ciency. Each process in the plant has one or more input
characteristics, i.e. control features, and one or more out-
put characteristics, i.e. process conditions.
[0031] Some industrial automation systems use a dis-
tributed control system (DCS) which is a system of sen-
sors, controllers and associated computers that are dis-
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tributed throughout an industrial plant. DCS systems use
methods such as publish/subscribe and request/re-
sponse to move data from controllers to client servers
and applications at a supervisory level. The DCS pro-
vides automated decisions based on processing the data
in real time or as modified by users in response to analysis
of data collected from running processes.
[0032] A limitation of many present industrial automa-
tion systems, including DSC systems, is that each con-
troller is assigned to a specific input/output module and
the set of channels and field devices associated with the
specific input/output module. Sets of channels and as-
sociated field devices are fixed by the I/O module’s type,
the physical location of the I/O module, or the network
location of the I/O module. Flexibility is therefore limited.
The present disclosure removes that limitation.
[0033] FIG. 2 shows that in an embodiment of the in-
vention, the relationship between one controller and a
set of I/O channels is no longer a bound relationship of
one controller to a specific set of I/O channels defined
by one I/O module, but instead shows the I/O channels
of multiple I/O modules to be meshed to a set of control
nodes, i.e., controllers. The I/O electronics have been
decoupled from one specific controller. Specifically, FIG.
2 shows the I/O modules each having a plurality of chan-
nels at a channel level of the I/O module, where the chan-
nels of all the I/O modules are connected in a mesh to-
pology. In Fig. 2, not only have the I/O electronics been
decoupled from one specific controller, but with the mesh
topology at the channel level of the I/O modules, multiple
controllers may be related to a single I/O module and the
channels within. Each of the multiple of controllers may
be connected to one or more channels of a single I/O
module.
[0034] The I/O mesh is particularly valuable for engi-
neering efficiency when Universal I/O Modules available
from Honeywell Process Solutions are employed. Using
technology such as that of the Universal I/O Modules,
channel types are software configured. The types avail-
able to chose from include analog input, analog output,
digital input, and digital output. Suitable Universal I/O is
described in US2005/0278144.
[0035] Multiple advantages are achieved by employing
a mesh architecture to the channels of the I/O modules.
I/O modules may be located geographically close to the
field devices without regard to which specific controller
will use those I/O signals and equipment. This advantage
supports the current need to simplify designs by remov-
ing field junction boxes and deploying more I/O in the
field as compared to traditional Control Center and re-
mote instrument enclosure (RIE) deployments.
[0036] Another advantage is the ability to use standard
Ethernet as a remoting medium, including switched and
ring topologies. Employing standard Ethernet technology
may allow for greater flexibility, greater stability and reli-
ability, greater security, greater scalability. Further Eth-
ernet connections provide for higher security at the I/O
level and is ISA99 certified. However, the disclosure is

not limited to Ethernet technology. Other remoting me-
diums may be employed in combination with Ethernet
technology or instead of Ethernet technology.
[0037] At a high-level view, FIG. 2 comprises a system
200 that includes a plurality of I/O modules 203 wherein
each I/O module is connected to a plurality of field devices
202 though channels 102 of the I/O modules 203. A chan-
nel provides one datum of an industrial process. Process
data from field devices or process control strategy in-
structions to field devices are referred to herein as chan-
nels. Channels 102 are configured in a mesh topology.
FIG 2. Shows representative field devices 202 although
each I/O module 203 may be connected through chan-
nels 102 to a plurality of field devices 202 even if not
shown. Hundreds of field devices 202 may be connected
to I/O module 203 through channels 102. Field devices
202, are devices for generating process information, or
for actuating process units through control of valves, reg-
ulators, or other processing devices. Exemplary field de-
vices 202 can be sensors, actuators, or other processing
devices, such as valves, flow controllers and other equip-
ment. The mesh topology allows for signals to and from
the channels, and therefore to and from the field devices,
to reach a necessary controller regardless of the I/O mod-
ule a channel is associated with. Multiple controllers may
be controlling outputs of different channels that belong
to the same I/O module. Similarly, Multiple controllers
may be controlling inputs of different channels that be-
long to the same I/O module. Connections may be
though, for example, Ethernet technology or wireless
technology.
[0038] System 200 further includes a plurality of con-
trollers 106. Each controller 106 is configured to receive
signals from and transmit signals to any one of the plu-
rality of channels 102 within the plurality of I/O modules
203, wherein the channels 102 are connected in a mesh
topology. Just as each channel 102 represents a datum
of a process, that datum is destined for a specific con-
troller 106. With the channels 102 configured in a mesh
topology, the specific datum in a specific channel can be
connected to the proper specific controller 106 regard-
less of which I/O module the channel resides in. In other
words, data collected from field devices via channels is
available to any controller though the mesh topology of
the channels. Similarly, signals or instructions from the
controller may be available to any channel though the
mesh topology of the channels.
[0039] Each controller 106 generates an information
stream for further processing. In some embodiments the
controllers 106 may be arranged with electronic intercon-
nection topologies, such as through ethernet technology.
Suitable topologies include, but are not limited to, a ring
topology and a star topology. The ring topology compris-
es an interconnection of the controllers wherein each
controller is in communication with two other controllers.
A star topology is wherein one or more controllers are
interconnected with the remaining controllers. When em-
ploying these topologies, it is not required for each con-
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troller to be interconnected to all other controllers. In one
embodiment each controller is connected to at least one
or two other controllers. Using controller topologies such
as these, controllers can also share information between
each other. Exemplary controllers include an application
control system, a field device manager, a remote terminal
unit, embedded controllers, programmable logic control-
lers, virtual nodes, or another device for receiving infor-
mation and sending instructions to a field device 202.
The controller 106 can be operated through a human
machine interface, or through a preprogrammed auto-
mated system.
[0040] System 200 further includes network 136, which
can be a supervisory control network, for directing infor-
mation streams to and from the controllers 106. Network
136 receives the information stream from the controllers
106 and transmits control strategy information to the con-
trollers 106. When a requesting node needs a datum from
a responding node, it issues a request for the datum
across the network and the responding node then returns
the datum back across the network. Network 136 as a
supervisory control network comprises a supervisory
control computer and interfacing hardware to enable
communication and control between a client server and
the industrial plant.
[0041] System 200 can further include a data center
housing enterprise controller 138, operator station 140,
and/or historian 141 for receiving and storing the infor-
mation stream from the network 136. Sorted data can be
later retrieved for analysis. Data storage can be a local
storage, a remote storage, or a cloud storage.
[0042] One or more of I/O modules 203 or I/O interfac-
es may be capable of executing level-1 basic control func-
tions. Basic control functions interact with I/O channels
and the I/O interface can mesh with other controllers at
the same time. Local control and the I/O interface mesh
can both coexist. The local control function is shown in
FIG.2 as local control 209.
[0043] With the mesh topology of the channels of the
I/O modules, Fig. 2 shows connections between control-
lers 106 and the channels 102 of I/O modules 203 may
occur in multiple different ways. For example, connec-
tions 211 show controllers 106 connected to different
channels 102 of different I/O modules 203. One controller
106 may be connected to multiple channels 102 within
the same I/O module 203. I/O modules interface I/O to
the system over a network. The network may be, for ex-
ample, a supervisory network or a private I/O network. A
controller connected to network 136 may be connected
to a channel 102 of an I/O module also connected to
network 136. A controller connected to network 136 may
be connected to a channel 102 of an I/O module con-
nected to I/O network 207 via connection 215. An I/O
module 203 having channel 102 and local control 209
may have connection 213 between channel 102 and local
control 209 of I/O module 203.
[0044] I/O modules 203 provide associated channels
102 with a configured fault state when communication to

the upstream controller is lost. Outputs in particular are
more sensitive to faults. Previously, where one controller
is assigned to one specific I/O module, the fault handling
is at the I/O module level. If communication is lost to the
controller, all channels of the I/O module would be con-
sidered in a failed state, i.e., detecting a communication
failure, and engage the failsafe handling protocol as es-
tablished by the configured fault state. However, with the
channels configured in a mesh topology, faults are de-
tected and handled on a per-channel basis and not on
an I/O module basis. So, if communications are lost to
only one of the upstream controllers, then only those
channels of an I/O module in communication with the
specific "lost" controller would be considered in a failed
state, or faulted, and engage the failsafe fault handling
protocol. Other channels of the I/O module would con-
tinue normal operational. If a channel does not have an
associated control algorithm, such as when communica-
tion to a controller is lost, a safety action may be auto-
matically prescribed by the configured fault state to move
the field device into a failsafe state. For example, if a fuel
valve field device loses communication with the control-
ler, the fuel vale may be automatically shut off. Advanta-
geously, with the mesh topology of the channels 102, the
fault handling is at the channel level and not the I/O mod-
ule level.
[0045] Fig. 3 shows system 300 with a controller hive
330 that includes a number of controllers 340. The IO
mesh and the properties of the IO mesh of unbinding and
decoupling IO from the controllers that is described
above is an enabler of the controller hive features that
are described. An engineering tool shown at 310 will send
assignments to controller hive 330 instead of such infor-
mation being sent to individual controllers 340. Controller
hive 330 will then communicate with I/O devices 350
which may be arranged in a mesh as described above
or may be communicated with on an individual basis.
Operations and maintenance 360 will have access to the
controller hive as is normal in prior art plants.
[0046] Fig. 4 shows the steps that take place in the
creation and configuration of a controller hive. The steps
in sequence are select and name controller hive 410,
determine the number of controllers in controller hive
420, associate group of controllers with controller hive
430, assign control strategies 440 to hive, add or remove
controllers from hive as necessary 450. The controller
hive continues to function after being defined and as-
signed. As noted in Fig. 4, controllers may be added to
the controller hive from time to time as well as controllers
removed from the hive.
[0047] While this disclosure has described certain em-
bodiments and generally associated methods, altera-
tions and permutations of these embodiments and meth-
ods will be apparent to those skilled in the art. Accord-
ingly, the above description of example embodiments
does not define or constrain this disclosure. Other chang-
es, substitutions, and alterations are also possible with-
out departing from the spirit and
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scope of this disclosure, as defined by the following
claims.

Claims

1. A system comprising a group of controllers config-
ured into a hive, wherein the hive is configured to
receive control strategies and to assign a particular
control strategy to a controller within said hive that
is a best fit for a particular control strategy and where-
in each controller communicates to a plurality of in-
put/output (I/O) interfaces.

2. The system of claim 1 wherein said control strategy
changes from an unassigned state to an assigned
state.

3. The system of claim 1 wherein said assignment of
said control strategy is based on a set of rules.

4. The system of claim 1 wherein said assignment is
affected by factors related to the properties and re-
quirements of the control strategies including I/O ref-
erences and peer resources.

5. The system of claim 1 wherein said assignment is
affected by factors related to a capability of resourc-
es within the hive.

6. The system of claim 1 wherein said assignment is
affected by a factor selected from the group consist-
ing of I/O references, peer controller references, re-
source usage including the availability of resources
in each of the controllers within the hive and other
factors that affect the assignment.

7. The system of claim 1 comprising more than one
hive.

8. The system of claim 1 wherein the controller hive is
configured to be assigned control strategies by an
engineering software application.

9. A method of operating a control system comprising
configuring a group of controllers into a hive and as-
signing control strategies to the hive.

10. The method of claim 9 wherein said control strategy
is assigned based upon one or more factors selected
from the group consisting of I/O references, peer
controller references, resource usage including the
availability of resources in each of the controllers
within the hive and other factors related to said as-
signment.
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