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(54) FIBER OPTIC VIRTUAL SENSING SYSTEM AND METHOD

(57) In some examples, fiber optic virtual sensing
may include generating, by a virtual sensor generator
that is operatively connected to a device under test
(DUT), at least one virtual sensor along the DUT. A DUT
interrogator may be operatively connected to the DUT to
transmit a stimulus optical signal into the DUT. The DUT

interrogator may analyze reflected light resulting from the
transmitted stimulus optical signal. The DUT interrogator
may determine, based on the analysis of the reflected
light, an attribute of the DUT sensed by the at least one
virtual sensor.
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Description

BACKGROUND

[0001] A fiber optic cable may include one or more op-
tical fibers. The optical fibers may transmit light from a
source to a destination. The transmitted light may be
backscattered and reflected. The backscattered and re-
flected light may be analyzed to determine properties of
the optical fibers.

SUMMARY

[0002] According to a first aspect, there is provided a
fiber optic virtual sensing system comprising: a virtual
sensor generator, operatively connected to a device un-
der test (DUT), to generate at least one virtual sensor
along the DUT; and a DUT interrogator, operatively con-
nected to the DUT, to: transmit a stimulus optical signal
into the DUT; analyze reflected light resulting from the
transmitted stimulus optical signal; and determine, based
on the analysis of the reflected light, an attribute of the
DUT sensed by the at least one virtual sensor.
[0003] The DUT may include an optical fiber.
[0004] The fiber optic virtual sensing system may fur-
ther comprise: an Internet of Things (loT) interface, op-
eratively connected to an object, to transmit the attribute
of the DUT to the object, wherein an operation of the
object is to be controlled based on the transmitted at-
tribute of the DUT.
[0005] The virtual sensor generator may be operatively
connected to the DUT to generate the at least one virtual
sensor along the DUT by: generating the at least one
virtual sensor to sense a property of the DUT along a
specified length of the DUT that is less than an entire
length of the DUT.
[0006] The virtual sensor generator is operatively con-
nected to the DUT to generate the at least one virtual
sensor along the DUT by: generating the at least one
virtual sensor to sense a property of the DUT along an
entire length of the DUT.
[0007] The virtual sensor generator may be operatively
connected to the DUT to generate the at least one virtual
sensor along the DUT by: generating the at least one
virtual sensor to sense a property of the DUT at a point
along the DUT.
[0008] The virtual sensor generator may be operatively
connected to the DUT to move an existing virtual sensor
from a first location to a second location along the DUT.
[0009] The virtual sensor generator may be operatively
connected to the DUT to remove an existing virtual sen-
sor.
[0010] The DUT interrogator may be operatively con-
nected to the DUT to analyze reflected light resulting from
the transmitted stimulus optical signal by: analyzing
Rayleigh scattering resulting from the transmitted stim-
ulus optical signal.
[0011] The DUT interrogator may be operatively con-

nected to the DUT to analyze reflected light resulting from
the transmitted stimulus optical signal to measure inser-
tion loss of a fiber optic component disposed at a location
along the DUT.
[0012] The at least one virtual sensor may include a
loss test sensor that includes an optical source and a
power meter to measure event loss associated with the
fiber optic component.
[0013] The at least one virtual sensor may include a
fiber section optical loss sensor to measure optical at-
tenuation associated with a section of the DUT.
[0014] The at least one virtual sensor may include a
fiber section temperature sensor to measure tempera-
ture associated with a section of the DUT.
[0015] The at least one virtual sensor may include a
fiber section strain sensor to measure strain associated
with a section of the DUT.
[0016] The DUT interrogator may be operatively con-
nected generally adjacent to a first end of the DUT, may
further comprise: another DUT interrogator, operatively
connected generally adjacent to a second end of the DUT
that is generally opposite to the first end of the DUT, to:
transmit a further stimulus optical signal into the DUT in
a direction from the second end of the DUT towards the
first end of the DUT; analyze further reflected light result-
ing from the transmitted further stimulus optical signal;
and determine, based on the analysis of the further re-
flected light, another attribute of the DUT sensed by the
at least one virtual sensor.
[0017] According to a second aspect, there is provided
a fiber optic virtual sensing system comprising: a virtual
sensor generator, operatively connected to a device un-
der test (DUT), to at least one of: generate at least one
virtual sensor along the DUT, or move at least one ex-
isting virtual sensor from a first location to a second lo-
cation along the DUT; and a DUT interrogator, operative-
ly connected to the DUT, to: transmit a stimulus optical
signal into the DUT; analyze reflected light resulting from
the transmitted stimulus optical signal; and determine,
based on the analysis of the reflected light, an attribute
of the DUT sensed by the at least one of generated or
moved virtual sensor.
[0018] According to a third aspect, there is provided a
fiber optic virtual sensing method comprising: generating
at least one virtual sensor along a device under test
(DUT); transmitting a stimulus optical signal into the DUT;
analyzing reflected light resulting from the transmitted
stimulus optical signal; and determining, based on the
analysis of the reflected light, an attribute of the DUT
sensed by the at least one virtual sensor.
[0019] The DUT may include a fiber optic cable.
[0020] The method may further comprise: transmitting
the attribute of the DUT to an Internet of Things (loT)
object; and controlling, based on the transmitted attribute
of the DUT, an operation of the object.
[0021] The method may further comprise: moving an
existing virtual sensor from a first location to a second
location along the DUT.
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BRIEF DESCRIPTION OF DRAWINGS

[0022] Features of the present disclosure are illustrat-
ed by way of example and not limited in the following
figure(s), in which like numerals indicate like elements,
in which:

Figure 1A illustrates an operational layout of a fiber
optic virtual sensing system in accordance with an
example of the present disclosure;

Figure 1B illustrates further details of an operational
layout of the fiber optic virtual sensing system of Fig-
ure 1A in accordance with an example of the present
disclosure;

Figure 2 illustrates a linear sensor array configura-
tion where multiple independent measuring sensors
are deployed in a geometric pattern to cover a full
length of a sensing path to illustrate operation of the
fiber optic virtual sensing system of Figure 1A in ac-
cordance with an example of the present disclosure;

Figure 3 illustrates a simplified architecture of a de-
vice under test (DUT) interrogator of the fiber optic
virtual sensing system of Figure 1A in accordance
with an example of the present disclosure;

Figure 4 illustrates deployment of virtual sensors to
illustrate operation of the fiber optic virtual sensing
system of Figure 1A in accordance with an example
of the present disclosure;

Figures 5A-5C illustrate application in a telecommu-
nications domain to illustrate operation of the fiber
optic virtual sensing system of Figure 1A in accord-
ance with an example of the present disclosure;

Figure 6 illustrates different types of sensors to illus-
trate operation of the fiber optic virtual sensing sys-
tem of Figure 1A in accordance with an example of
the present disclosure;

Figure 7 illustrates an application on a telecommu-
nications network that interconnects multiple equip-
ment by fiber links to illustrate operation of the fiber
optic virtual sensing system of Figure 1A in accord-
ance with an example of the present disclosure;

Figure 8A illustrates a physical and hardware ap-
proach, and Figure 8B illustrates an application ori-
ented approach to illustrate operation of the fiber op-
tic virtual sensing system of Figure 1A in accordance
with an example of the present disclosure;

Figure 9 illustrates a graphical user interface display
to generate virtual sensors to illustrate operation of
the fiber optic virtual sensing system of Figure 1A in

accordance with an example of the present disclo-
sure;

Figure 10 illustrates a flowchart of an example meth-
od for fiber optic virtual sensing in accordance with
an example of the present disclosure; and

Figure 11 illustrates a computer system, according
to an example of the present disclosure.

DETAILED DESCRIPTION

[0023] For simplicity and illustrative purposes, the
present disclosure is described by referring mainly to ex-
amples. In the following description, numerous specific
details are set forth in order to provide a thorough under-
standing of the present disclosure. It will be readily ap-
parent however, that the present disclosure may be prac-
ticed without limitation to these specific details. In other
instances, some methods and structures have not been
described in detail so as not to unnecessarily obscure
the present disclosure.
[0024] Throughout the present disclosure, the terms
"a" and "an" are intended to denote at least one of a
particular element. As used herein, the term "includes"
means includes but not limited to, the term "including"
means including but not limited to. The term "based on"
means based at least in part on.
[0025] Fiber optic virtual sensing systems, and meth-
ods for fiber optic virtual sensing are disclosed herein.
The systems and methods disclosed herein provide for
the configuration of a physical location of a measurement
area of a plurality of virtual sensors along an optical fiber
for measuring physical parameters of interest, such as
optical loss, based, for example, on fiber optic reflectom-
etry measurement.
[0026] With respect to an infrastructures, such as an
Internet of Things (loT) infrastructure, such an infrastruc-
ture may include objects equipped with sensors, actua-
tors, and processors that communicate with each other
to serve a meaningful purpose. Such an infrastructure
may process and react to physical and virtual information.
Through data collection and analysis, such an infrastruc-
ture may achieve a multitude of outcomes that may pro-
vide for improvement of user experience or the perform-
ance of devices and systems. In this regard, when a plu-
rality of sensors has to be installed to cover an entire
area that is to be sensed, for example, for an loT infra-
structure, it is technically challenging to deploy individual
sensors at key locations without risking missing an event.
[0027] The systems and methods disclosed herein ad-
dress at least the aforementioned technical challenges
by implementing virtual sensors that may be associated
with other types of connected objects, sensors, hybrids,
real connected objects, as well as test, measurement,
and monitoring probes or instruments. The systems and
methods disclosed herein may provide for access of data,
as well as configuration of these virtual sensors as to an
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entire network of connected objects.
[0028] According to examples disclosed herein, the
systems and methods disclosed herein may eliminate
the need for manual intervention with respect to mainte-
nance operations or reconfiguration of sensors that are
used to monitor a specified area.
[0029] According to examples disclosed herein, the
systems and methods disclosed herein may implement
optical fiber reflectometry by utilizing a backscattering
signal along an optical fiber to extract values of different
measurements such as optical attenuation of all or part
of a fiber link. Examples of other values that may be ex-
tracted may include temperature, mechanical stress, as
well as detection of an acoustic wave at different points
of an optical fiber.
[0030] According to examples disclosed herein, for the
systems and methods disclosed herein, Internet of
Things (loT) distributed reflectometry (loT-DR) may be
used to create virtual instruments or systems that may
be positioned at different locations on a device under test
(DUT) to measure several physical parameters of the
DUT. In addition to distributed loss and return loss meas-
urement, and based on optical reflectometry (e.g.,
Rayleigh, Raman, or Brillouin), the systems and methods
disclosed herein may extend to the distributed measure-
ment of multiple parameters such as temperature, elon-
gation of a DUT, acoustic signals, and radiation meas-
urements.
[0031] According to examples disclosed herein, the
systems and methods disclosed herein may be compat-
ible with the IoT in terms of connectivity using wireless
networks, such as a 5G network, or fiber-only end-to-end
solutions. Further, the systems and methods disclosed
herein may be embedded in mobile structures or vehicles
using a wireless connectivity, such as through a 5G net-
work.
[0032] In certain IoT system architectures, data
processing may be performed in a large centralized en-
vironment by cloud computers or by fog or edge comput-
ing, where the sensors and network gateways may per-
form a part of the data processing and analytics. In this
regard, according to examples disclosed herein, the sys-
tems and methods disclosed herein utilizing virtual sen-
sors may include different footprints on IoT layers.
[0033] A fog computing based architecture may
present a layered approach which may insert monitoring,
preprocessing, storage, and security layers between
physical and transport layers. In this regard, processing
capabilities, data storage capacity, network bandwidth
and/or latency requirements may need to be taken into
account. Fog or edge computing solutions may aim to
process data near a data source, while moving applica-
tions, services, data, computing power, and decision
making away from centralized nodes. In this regard, the
system disclosed herein may include pre-processing and
data storage capacity that may reduce the data that
needs to be transferred to a transport layer. For example,
limited key data may be exchanged, such as general data

analytics, an optical time domain reflectometer (OTDR)
event table, workflow data, or a temperature in the case
of a fire detection application. In this regard, a hybrid
configuration of the system disclosed herein may offer
cloud or edge computing functionality. Local processing
or pre-processing using advanced technics such as ar-
tificial intelligence may limit data exchanges for making
decisions locally.
[0034] As some potential applications of the systems
and methods disclosed herein may be dedicated to a
single organization, the infrastructure of the system dis-
closed herein may be provisioned for a single organiza-
tion. In this regard, the systems and methods disclosed
herein may incorporate different models of cloud tech-
nologies, such as a private cloud, a public cloud, or a
hybrid cloud.
[0035] The systems and methods disclosed herein
may be integrated into a global real-time test, analysis
and optimization solution, embedded in a specified net-
work. In the field of telecommunications, 5G wireless or
enterprise networks, data from the virtual sensors or vir-
tual instrument probes may be used as service and serv-
ice test and activation data for planning, provisioning,
preventative maintenance, insurance and maintenance,
and network optimization.
[0036] According to examples disclosed herein, the
systems and methods disclosed herein may provide for
the installation of IoT networks based on optical reflec-
tometry that may operate as an IoT based monitoring
system for manipulating virtually mobile probes along a
DUT, and also reconfigurable virtual OTDR probes or
fiber optic virtual sensors for temperature, strain, acous-
tic, vibration or third party intrusion detection.
[0037] According to examples disclosed herein, the
systems and methods disclosed herein may be integrat-
ed in an application, and/or may be connected to other
IoT devices used for telecommunication or sensing ap-
plications for managing an entire IoT system.
[0038] With respect to fiber network element integrity,
assurance of fiber network elements may include more
other aspects in addition to performance monitoring and
troubleshooting of a telecommunication functionality.
Performance of the underlying infrastructure (e.g., in-
cluding the fiber, the cable, and its environment) may
also affect a desired telecom functionality, and may be
included in monitoring and troubleshooting equipment.
For example, distributed strain measurement may proac-
tively locate some fiber breaks that may not be seen by
loss measurements. In the manner, distributed acoustic
measurement may proactively locate damage sustained
by fiber cable structures when work is completed nearby,
or may also detect third party intrusion.
[0039] According to examples disclosed herein, the
systems and methods disclosed herein may provide for
awareness of measurement sensor locations (e.g., which
may include virtual sensors as disclosed herein), for ex-
ample, based on time-of-flight by reflectometry.
[0040] According to an example of implementation of
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the systems and methods disclosed herein, the systems
and methods may be used to monitor a fiber section of
a fiber cable deployed in a relatively harsh environment
or suspected to show some performance drifts such as
fiber attenuation increase or aging. First, the fiber section
location may be set-up. Thereafter, different available
options, such as fiber loss monitoring, fiber bending loss,
fiber temperature monitoring, strain monitoring, and/or
acoustic monitoring may be selected to detect voluntary
or involuntary activities close to the fiber cable under
monitoring (e.g., the DUT as disclosed herein). Thereaf-
ter, virtual sensors may be configured and/or moved to
this specific location. For example, certain thresholds
may be defined to trigger alarms or perform preset ac-
tions. Some correlations may be identified by comparing
optical loss increase and temperature variation or other
measurands such as strain, or acoustic or vibration sig-
nals. Measurement parameters such as duration or time
windows, distance resolution, and others may be adjust-
ed before launch of the measurement.
[0041] According to another example of implementa-
tion of the systems and methods disclosed herein, the
systems and methods may include monitoring of the de-
ployment of a fiber network. The different types of virtual
sensors may be moved along the network following its
construction to perform test, troubleshooting, and fiber
characterization. Distributed fiber optic measurements
may be combined with portable solutions to extend the
capabilities in terms of virtual sensor types and perform-
ances.
[0042] According to another example of implementa-
tion of the systems and methods disclosed herein, the
systems and methods may be used to perform optic dis-
tributed acoustic sensing for third party intrusion detec-
tion. In such an application, a mobile virtual sound de-
tector may be located along a fiber section close to a
work area near the fiber cable (e.g., the DUT as disclosed
herein) to detect potential impact or damage on the fiber
cable, or a water or gas pipe equipped with a fiber optic.
[0043] Figure 1A illustrates an operational layout of a
fiber optic virtual sensing system (hereinafter also re-
ferred to as "system 100") in accordance with an example
of the present disclosure.
[0044] Referring to Figure 1A, the system 100 may in-
clude a virtual sensor generator 102 that is operatively
connected to a device under test (DUT) 104 to generate
one or more virtual sensors 106 (illustrated as VS#1,
VS#2, VS#3, ...., VS#n) along the DUT 104. The virtual
sensor generator 102 may also be denoted as a process-
ing, monitoring, and virtualization unit.
[0045] According to examples disclosed herein, the
DUT 104 may include an optical fiber.
[0046] A DUT interrogator 108 that is operatively con-
nected to the DUT 104 may transmit a stimulus optical
signal into the DUT 104. The DUT interrogator 108 may
also be denoted as a distributed fiber-optic interrogation
unit. The DUT interrogator 108 may analyze reflected
light resulting from the transmitted stimulus optical signal.

Further, the DUT interrogator 108 may determine, based
on the analysis of the reflected light, an attribute of the
DUT 104 sensed by the one or more virtual sensors 106.
[0047] An Internet of Things (loT) interface 110 may
be operatively connected to an object 112 (or a plurality
of objects) to transmit the attribute of the DUT 104 to the
object 112. In this regard, an operation of the object 112
may be controlled based on the transmitted attribute of
the DUT 104. Further, the IoT interface 110 may be op-
eratively connected to the object 112 via an loT upper
level described with reference to Figure 2.
[0048] According to examples disclosed herein, the
DUT interrogator 108 may be operatively connected to
the DUT 104 to analyze reflected light resulting from the
transmitted stimulus optical signal by analyzing Rayleigh
scattering resulting from the transmitted stimulus optical
signal.
[0049] According to examples disclosed herein, the
DUT interrogator 108 may be operatively connected to
the DUT 104 to analyze reflected light resulting from the
transmitted stimulus optical signal to measure insertion
loss of a fiber optic component disposed at a location
along the DUT 104.
[0050] According to examples disclosed herein, the
one or more virtual sensors 106 may include a loss test
sensor that includes an optical source and a power meter
to measure event loss associated with the fiber optic com-
ponent.
[0051] According to examples disclosed herein, the
one or more virtual sensors 106 may include a fiber sec-
tion optical loss sensor to measure optical attenuation
associated with a section of the DUT 104.
[0052] According to examples disclosed herein, the
one or more virtual sensors 106 may include a fiber sec-
tion temperature sensor to measure temperature asso-
ciated with a section of the DUT 104.
[0053] According to examples disclosed herein, the
one or more virtual sensors 106 may include a fiber sec-
tion strain sensor to measure strain associated with a
section of the DUT 104.
[0054] According to examples disclosed herein, the
DUT interrogator 108 may be operatively connected gen-
erally adjacent to a first end of the DUT 104. In this regard,
as disclosed herein with reference to Figure 7, another
DUT interrogator may be operatively connected gener-
ally adjacent to a second end of the DUT 104 that is
generally opposite to the first end of the DUT 104 to trans-
mit a further stimulus optical signal into the DUT 104 in
a direction from the second end of the DUT 104 towards
the first end of the DUT 104. The other DUT interrogator
may analyze further reflected light resulting from the
transmitted further stimulus optical signal. Further, the
other DUT interrogator may determine, based on the
analysis of the further reflected light, another attribute of
the DUT 104 sensed by the one or more virtual sensors
106.
[0055] Operation of the system 100 is described in fur-
ther detail with reference to Figures 1A-9.
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[0056] Referring again to Figure 1A, the system 100
may represent a physical unit that is operatively connect-
ed to an end of the DUT 104. As disclosed herein, the
virtual sensor generator 102 may be operatively connect-
ed to the DUT 104 to generate one or more virtual sensors
106 (illustrated as VS#1, VS#2, VS#3, ...., VS#n) along
the DUT 104. In this regard, the creation of a virtual sen-
sor along the fiber optic path (e.g., the DUT 104) con-
nected to one or several virtual sensor generators opti-
cally connected to the fiber network may be performed
by defining the type of virtual sensor or the measurement
feature associated with the virtual sensor. The point lo-
cation or the fiber segment location of the virtual sensor
may also be defined. Thereafter, the virtual sensor may
be configured, and the DUT interrogator 108 may be
launched. When defining the virtual sensor location or
moving the virtual sensor to a new location, the virtual
sensor generator 102 may update a list of available virtual
sensor types or measurement types.
[0057] Referring next to Figure 1B, Figure 1B illustrates
further details of an operational layout of the system 100
in accordance with an example of the present disclosure.
[0058] As shown in Figure 1B, according to examples
disclosed herein, the system 100 may include one or
more DUT interrogators at 200 (similar to DUT interro-
gator 108) for distributed fiber optic sensing, and one or
more DUT interrogators at 202 (similar to DUT interro-
gator 108) for non-distributed fiber optic sensing, which
the DUT interrogators may be physically connected to a
fiber network. The DUT interrogator at 200 may represent
a distributed fiber-optic sensing system that measures
meaurands by means of optical fibers functioning as lin-
ear sensors. For example, distributed fiber-optic temper-
ature sensing systems (DTS) may include devices that
measure temperature by means of optical fibers func-
tioning as linear sensors. In this case, temperatures may
be recorded along the optical sensor cable, thus not at
points, but as a continuous profile. In the same manner,
distributed optical loss using OTDR techniques may in-
clude devices that obtain the loss by means of Rayleigh
backscattering, and fiber losses may be recorded along
the optical fiber, thus not at points, but as a continuous
profile (e.g., OTDR trace).
[0059] The DUT interrogator at 202 may represent a
non-distributed fiber-optic sensor or units that include
point solutions that may not give any continuous profile.
For example, a power meter connected to an optical fiber
end may generate the level of optical power measured
at the end of the optical fiber (e.g., single-point).
[0060] With respect to the DUT interrogator at 200, in
the distributed fiber-optic sensing domain, the instrument
connected to the optical fiber may be referred to as an
interrogator. However, in a telecommunications domain
for distributed loss measured, the instrument connected
to the optical fiber may be referred to at a fiber monitoring
system or an optical test unit (OUT) that includes an OT-
DR plug-in unit.
[0061] In a telecommunications domain, the virtual

sensors 106 may be referred to as virtual fiber-optic
measurement instruments, such as a virtual OTDR, vir-
tual power meter, virtual loss test set, etc.
[0062] The virtual sensor data at 204 may be generat-
ed by the virtual sensors 106. The virtual sensors 106
may be defined based on the distributed fiber-optic data
at 206. Further, the virtual sensors 106 may also be de-
fined based on other data (e.g., the non-distributed fiber-
optic data at 208) from non-distributed fiber-optic (e.g.,
real) sensors. For example, the distributed fiber-optic da-
ta at 206 may be the distributed temperature data along
an optical fiber, plus the distributed fiber-optic loss data
from a fiber monitoring system. The non-distributed fiber-
optic data at 208 may be the power measurement (e.g.,
point measurement, non-distributed) data from a real
(e.g., non-virtual) power meter connected to one end of
an optical fiber.
[0063] The virtual sensor generator 102 may also be
referred to as a virtualization engine to generate the vir-
tual sensors 106 as disclosed herein. The virtual sensor
generator 102 may utilize the distributed fiber-optic data
at 206 and the non-distributed fiber-optic data at 208 to
define the virtual sensors 106. For example, the distrib-
uted fiber-optic data at 206 may include data such as
acquisition samples and associated results from meas-
urement made on these data, and recorded along the
optical fiber, and the non-distributed fiber-optic data at
208 may include data from point measurements if any.
[0064] Referring next to Figure 2, Figure 2 illustrates
a linear sensor array configuration where multiple inde-
pendent measuring sensors 200 (which may include the
virtual sensors 106) are deployed in a geometric pattern
202 to cover a full length of a sensing path to illustrate
operation of the system 100 in accordance with an ex-
ample of the present disclosure. In this regard, sensing
points 204 may be deployed at fixed locations. The sen-
sors in Figure 2 are illustrated as S1#1, S1#2, ..., S1#n.
Communication between the sensors 200 may be imple-
mented via an interface, such as a Cloud interface 206.
[0065] As shown in Figure 2, using a sensor array may
add new dimensions to an observation with respect to
the object 112, which may thus increase performance
and/or capabilities of the system 100. A linear array may
also be spatially deployed in three-dimensional geomet-
ric patterns to monitor multidimensional structures.
[0066] For the example of Figure 2 based on an loT
structure, the layer including the sensing points 204 may
represent a perception layer that may perceive physical
properties of things that are part of the IoT. The layer
including the sensors 200 may represent a network layer
that is responsible for processing received data from the
perception layer. Additionally, the network layer may
transmit data to an application layer (e.g., the IoT upper
level) through various network technologies, such as
wireless or wired networks, and local area networks
(LAN). The transport layer may transfer sensor data from
the perception layer to a processing layer, and vice versa
through networks. In some examples, the data process-
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ing may be performed in a relatively large centralized
manner by cloud computers, or by fog or edge computing,
where sensors and network gateways perform a part of
the data processing and analytics. In this regard, a fog
architecture may represent a layered approach that in-
serts monitoring, preprocessing, storage, and security
layers between physical and transport layers.
[0067] Referring next to Figure 3, Figure 3 illustrates
a simplified architecture of the DUT interrogator 108 of
the system 100 in accordance with an example of the
present disclosure. The DUT interrogator 108 may be
utilized for test and monitoring of the DUT xxx, or for
distributed fiber-optic sensing using one or multiple phys-
ical phenomena such as Rayleigh scattering, Brillouin
scattering, or Raman scattering. In this regard, under the
general aspect of fiber optic reflectometry, several phys-
ical implementation options may exist based on different
technologies from direct detection to coherent detection,
from time domain to frequency domain, from power
measurement to photon counting techniques, from pulse
to correlation sequence modulation, and possible com-
binations of these. In this regard, irrespective of the tech-
nology used, the output may include a distributed fiber
optic measurement with measurement data distributed
all along the fiber, and utilized as disclosed herein.
[0068] For the DUT interrogator 108, an optical stimu-
lus may be sent by the optical source 300 (e.g., a laser)
coupled by an optical coupling unit 302 to the DUT 104.
A signal received back at the input/output port of the DUT
interrogator 108 may be coupled back to an optical re-
ceiver 304 through the optical coupling unit 302. The op-
tical coupling unit 302 may embed optical switches to
connect to several DUTs. Other components such as for
pre-amplification, analog to digital conversion, signal
processing, data processing and storage, interfaces,
power supplies, and communication links 306 may be
coupled into block 308.
[0069] In telecommunications or in other sensing do-
mains, the system 100 may utilize a plurality of wave-
lengths to enable the aforementioned measurement prin-
ciples. In this regard, several sources with different wave-
lengths may be utilized, and several wavelengths may
be analyzed on a receiver side. In telecommunications,
a domain of interest may include the optical properties
of fiber link components such as optical fiber sections,
and optical connections and components that affect
transmission system performance. In this regard, an OT-
DR may be utilized to access optical fiber loss by meas-
uring, for example, Rayleigh backscattering. In this case,
the DUT 104 may be considered as a transducer that
converts the backscatter signal to optical loss (e.g., pa-
rameter of interest) distributed along the DUT 104. In a
similar manner, in distributed temperature, strain, or
acoustic measurements, the optical fiber may still be the
transducer, but may utilize Raman, Brillouin, or even
Rayleigh backscattering.
[0070] Figure 4 illustrates deployment of virtual sen-
sors 106 to illustrate operation of the system 100 in ac-

cordance with an example of the present disclosure.
[0071] Referring to Figure 4, according to examples
disclosed herein, the virtual sensor generator 102 may
be operatively connected to the DUT 104 to generate the
one or more virtual sensors 106 along the DUT 104 by
generating the one or more virtual sensors 106 (e.g.,
VS#1 and VS#2) to sense a property of the DUT 104
along a specified length of the DUT 104 that is less than
an entire length of the DUT 104.
[0072] According to examples disclosed herein, the vir-
tual sensor generator 102 may be operatively connected
to the DUT 104 to generate the one or more virtual sen-
sors 106 along the DUT 104 by generating the one or
more virtual sensors 106 (e.g., VS#3) to sense a property
of the DUT 104 along an entire length of the DUT 104.
[0073] According to examples disclosed herein, the vir-
tual sensor generator 102 may be operatively connected
to the DUT 104 to generate the one or more virtual sen-
sors 106 along the DUT 104 by generating the one or
more virtual sensors 106 (e.g., VS#4) to sense a property
of the DUT 104 at a point along the DUT 104.
[0074] According to examples disclosed herein, the vir-
tual sensor generator 102 may be operatively connected
to the DUT 104 to move an existing virtual sensor from
a first location to a second location along the DUT 104.
For example, assuming that virtual sensor VS#1 is allo-
cated to cover a section of the DUT 104 at a current
location as shown in Figure 4, VS#1 may be moved to
cover a section that includes virtual sensor VS#4 to cover
a broader range of the DUT 104 at the location of virtual
sensor VS#4.
[0075] According to examples disclosed herein, the vir-
tual sensor generator 102 may be operatively connected
to the DUT 104 to remove an existing virtual sensor. For
example, any of the virtual sensors shown in Figure 4
may be removed.
[0076] Figures 5A-5C illustrate application in a tele-
communications domain to illustrate operation of the sys-
tem 100 in accordance with an example of the present
disclosure.
[0077] Referring to Figure 5A, according to an exam-
ple, the DUT interrogator 108 may be based on Rayleigh
optical time domain reflectometry. In the telecommuni-
cations domain, parameters of interest may include, for
example, the DUT distributed loss and return loss. In this
domain, some of the virtual sensors 106 may be defined
to obtain measurement data to be used to determine DUT
characterization parameters, and other virtual sensors
may be used to trigger alarms. For example, virtual sen-
sors VS#1 and VS#5 may be used to measure the total
loss of the DUT 104, which may also be denoted as a
link budget loss. For example, VS#1 may be configured
as a point loss meter located at the near end of the DUT
104, while VS#5 may be located at the far end. Combining
the measurements from both VS#1 and VS#2 may build
a link budget loss meter with the budget loss of the link
calculated from the difference of these two results (e.g.,
near end loss minus far end loss).
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[0078] The virtual sensor VS#2 may be configured and
used to measure the insertion loss or the reflectance of
a fiber optic component 500, such as a fiber splice, an
optical connector, an optical fiber splitter, or other inline
optical components. For example, referring to Figure 5C,
virtual sensor VS#2 may be seen as a virtual optical loss
test set (OLTS) connecting an optical source on one side
and a power meter on the other side, and measuring the
event loss by the difference of optical power injected on
one side and power received on the other side, in a similar
manner as a physical (e.g., non-virtual) OLTS. This vir-
tual OLTS located at the splice location may be named
as a "splice meter" that delivers splice insertion loss (IL)
and reflectance (R). For network construction, a techni-
cian may select this virtual "splicemeter" (IL/R). For ex-
ample, as shown in Figure 5B, the real side may be con-
sidered with the insertion loss, and the reflectance meas-
ured with an OTDR may be considered using the atten-
uation slope before and after the event to estimate the
vertical deviation at event location to estimate the event
insertion loss. On the virtual side, the insertion loss may
be measured using the same data points and aforemen-
tioned techniques, but seen as measured using a source
and a powermeter. For maintenance and troubleshoot-
ing, monitoring probes may be added along the network
on specific events, and may launch predictive mainte-
nance on a specified area (e.g., fiber section, connection,
etc.). In a monitoring mode, automated or artificial intel-
ligence processes may be used to provide alarms, and
root cause analysis.
[0079] The virtual sensor VS#4 may be configured to
measure the loss of a fiber section, for example, to detect
and monitor a possible degradation of the optical atten-
uation (e.g., due to aging). The virtual sensing loss meter
may utilize the distributed measurement data of this fiber
section using a real OTDR measurement to determine
the loss, which may be seen as a virtual loss test set
connected on this section.
[0080] The virtual sensor VS#5 may be configured to
monitor the amplitude of an end of a fiber reflective device
installed for DUT monitoring purpose.
[0081] The virtual sensor VS#3 that covers the overall
length of the DUT 104 may access other measurements
such as link optical return loss, or the complete fiber char-
acterization including link events table and reflectometric
trace. This configuration of the virtual sensor VS#3 may
be similar to that of a physical sensor because the virtual
sensor VS#3 may use all of the data set from the real
instrument.
[0082] Other capabilities of an OTDR such as optical
power source mode may translate as a virtual sensor that
may be associated to the optical source of system 100
to build a continuous or modulated wave OLTS. In this
regard, a plurality of virtual movable tools may be imple-
mented, such as a virtual OTDR that may be moved along
the DUT 104.
[0083] As disclosed herein, the system 100 may com-
bine multiple wavelengths backscatter analysis to detect

wavelength sensitive phenomena impacting DUT integ-
rity. In this regard, the system 100 may also utilize other
sensing techniques such as dual source Raman distrib-
uted fiber sensing, or strain and acoustic sensing.
[0084] The system 100 may utilize spatial, time, or op-
tical frequency multiplexing to support concurrent oper-
ations such as out-of-band monitoring or in-service mon-
itoring in the presence data traffic on the same DUT. The
spatial multiplexing may use a witness fiber available in
the cable or use an available core of a multicore fiber.
Time division multiplexing may use different time win-
dows for the different measurements.
[0085] Figure 6 illustrates different types of sensors to
illustrate operation of the system 100 in accordance with
an example of the present disclosure.
[0086] Referring to Figure 6, the virtual sensors de-
scribed in Figure 6 may combine several types of sensors
(e.g., optical loss sensors, temperature sensors, strain
sensors, etc.). A combination of multiple parameters of
interest may add new dimensions to the observation. As
an example, the accurate distance localization of the fiber
events in OTDR mode may facilitate other sensing
modes to set-up virtual sensing sections. In this regard,
the virtual sensors 106 may be combined to other virtual
or real sensors as shown in Figure 6. For example, a list
of things may include between others virtual optical sen-
sors 600, actuators 602, and other virtual 604 and non-
virtual (real) 606 devices. In this regard, additional de-
vices (e.g., "things" with respect to loTs) may be added
in terms of devices, sensors, and actuators.
[0087] For the system 100, since virtual IoTs are based
on the use of the DUT 104 which may be passive (e.g.,
without any electronics, embedded software, or a power
supply), the system 100 may be insensitive to electric
fields, and may not be limited by the temperature oper-
ating range of electronic devices or batteries. Thus, with-
out the need for a technician to physically go to a site,
the virtual sensors 106 may be moved to measure a dif-
ferent point or area along the DUT 104. This capability
may be beneficial for a sensing fiber environment that is
non-accessible, for example, due to distance, security,
limited access, safety, or other environmental conditions.
[0088] The DUT 104 may function as a linear array of
transducers for several potential parameters of interest.
For example, the DUT 104 may function as thousands
or tens of thousands of transducers distributed along its
length to offer a high scalability and rich possibility to
deploy virtual sensors.
[0089] The DUT interrogator 108 may be shared be-
tween multiple virtual sensors 106 (as well as virtual
IoTs). In this regard, virtual sensor software updates may
be performed at the interrogator level, and apply to all
virtual sensor networks (and virtual IoT networks). In this
manner, each virtual IoT may be reconfigured by the DUT
interrogator 108. Thus, new virtual sensors and/or virtual
IoTs may be added at any time at different points or on
different sections of the DUT 104, even on already meas-
ured areas.
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[0090] Figure 7 illustrates an application on a telecom-
munications network that interconnects multiple equip-
ment by fiber links to illustrate operation of the system
100 in accordance with an example of the present dis-
closure.
[0091] Referring to Figure 7, more than one instance
of the DUT interrogator 108 may be connected to a DUT
(or a plurality of DUTs) in order to extend capabilities
such as both end measurement of a DUT 104. In a similar
manner, the multiple instantiations of the DUT interroga-
tor 108 may be used in higher complexity fiber optic net-
work topologies, such as passive optical networks, or
wavelength division multiplexing networks.
[0092] For example, Figure 7 shows an application on
a telecommunications network that interconnects multi-
ple equipment by fiber links. DUT interrogators at 700,
702, and 704 may be optically connected to a network
fiber to build up a new range of virtual devices 706, 708,
710, 712, and 714. Any fiber section in optical continuity
to another may benefit from the system 100.
[0093] Figure 8A illustrates a physical and hardware
approach, and Figure 8B illustrates an application orient-
ed approach to illustrate operation of the system 100 in
accordance with an example of the present disclosure.
[0094] Referring to Figures 8A and 8B, masking the
DUT interrogator 108 connected physically to the DUTs
may provide another example of operation of the system
100. In Figures 8A and 8B, the virtual devices or virtual
instruments may be deployed, moved, and/or configured
to cover multiple applications. These virtual units may be
used both in telecommunications, or sensing applica-
tions separately or together. For example, in Figure 8A,
the DUT interrogators may be disposed at 800 and 802,
and the virtual sensors illustrated as IoT-V1 may be de-
ployed, moved, and/or configured to cover multiple ap-
plications. Figure 8B similarly shows virtual sensors il-
lustrated as IoT-V1 that may be deployed, moved, and/or
configured to cover multiple applications.
[0095] In the telecommunications domain, these mo-
bile virtual tool kits may include virtual mobile standalone
instruments, features, and systems, such as OTDR or
loss test set or on demand insertion loss meter, fault lo-
cators, as well as monitoring systems that may be in-
stalled temporarily or permanently on the network. For
maintenance and troubleshooting purposes, these tool
kits may be activated on demand from mobile platforms
such as smartphones. Monitoring applications may ex-
tract, compress, filter, correlate, distribute data, and pro-
vide usable measurements for quick time detection, anal-
ysis and reporting, or collect data overtime to provide
offline analysis of historical information.
[0096] Figure 9 illustrates a graphical user interface
display to generate virtual sensors to illustrate operation
of the system 100 in accordance with an example of the
present disclosure.
[0097] Referring to Figure 9, an interface 900 may be
provided to facilitate selection of available tools, and
measurement or sensing capabilities at a point along the

DUT 104. For example, a user may point at a location of
the DUT 104 as shown at 902, and the user may be pro-
vided an option to select available tools (e.g., virtual sen-
sors), and measurement or sensing capabilities imple-
mented by the system 100.
[0098] Figure 10 illustrate a flowchart of a method 1000
for fiber optic virtual sensing, according to examples. The
method 1000 may be implemented on the system 100
described above with reference to Figures 1A-9 by way
of example and not limitation. The method 1000 may be
practiced in other systems.
[0099] Referring to Figures 1A-10, and particularly Fig-
ure 10, at block 1002, the method 1000 may include gen-
erating one or more virtual sensors 106 along a DUT 104.
[0100] At block 1004, the method 1000 may include
transmitting a stimulus optical signal into the DUT 104.
[0101] At block 1006, the method 1000 may include
analyzing reflected light resulting from the transmitted
stimulus optical signal.
[0102] At block 1008, the method 1000 may include
determining, based on the analysis of the reflected light,
an attribute of the DUT 104 sensed by the one or more
virtual sensors 106.
[0103] Figure 11 shows a computer system 1100 that
may be used with the examples described herein. The
computer system may represent a platform that includes
components that may be in a server or another computer
system. The computer system 1100 may be used as part
of a platform for controllers of the system 100 (generally
designated controller in Figure 11). The computer system
1100 may execute, by a processor (e.g., a single or mul-
tiple processors) or other hardware processing circuit,
the methods, functions and other processes described
herein. These methods, functions and other processes
may be embodied as machine readable instructions
stored on a computer readable medium, which may be
non-transitory, such as hardware storage devices (e.g.,
RAM (random access memory), ROM (read only mem-
ory), EPROM (erasable, programmable ROM), EEP-
ROM (electrically erasable, programmable ROM), hard
drives, and flash memory).
[0104] The computer system 1100 may include a proc-
essor 1102 that may implement or execute machine
readable instructions performing some or all of the meth-
ods, functions and other processes described herein.
Commands and data from the processor 1102 may be
communicated over a communication bus 1104. The
computer system may also include a main memory 1106,
such as a random access memory (RAM), where the
machine readable instructions and data for the processor
1102 may reside during runtime, and a secondary data
storage 1108, which may be non-volatile and stores ma-
chine readable instructions and data. The memory and
data storage are examples of computer readable medi-
ums. The main memory 1106 may include the controller
(e.g., for the system 100) including machine readable
instructions residing in the main memory 1106 during
runtime and executed by the processor 1102.
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[0105] The computer system 1100 may include an in-
put/output (I/O) device 1110, such as a keyboard, a
mouse, a display, etc. The computer system may include
a network interface 1112 for connecting to a network.
Other known electronic components may be added or
substituted in the computer system.
[0106] The processor 1102 may be designated as a
hardware processor. The processor 1102 may execute
operations associated with various components of the
system 100. For example, the processor 1102 may ex-
ecute operations associated with the controller (e.g., for
the system 100), etc.
[0107] What has been described and illustrated herein
is an example along with some of its variations. The
terms, descriptions and figures used herein are set forth
by way of illustration only and are not meant as limita-
tions. Many variations are possible within the spirit and
scope of the subject matter, which is intended to be de-
fined by the following claims -- and their equivalents -- in
which all terms are meant in their broadest reasonable
sense unless otherwise indicated.

Claims

1. A fiber optic virtual sensing system comprising:

a virtual sensor generator, operatively connect-
ed to a device under test (DUT), to generate at
least one virtual sensor along the DUT; and
a DUT interrogator, operatively connected to the
DUT, to:

transmit a stimulus optical signal into the
DUT;
analyze reflected light resulting from the
transmitted stimulus optical signal; and
determine, based on the analysis of the re-
flected light, an attribute of the DUT sensed
by the at least one virtual sensor.

2. The fiber optic virtual sensing system according to
claim 1, wherein the DUT includes an optical fiber.

3. The fiber optic virtual sensing system according to
claim 1, further comprising:
an Internet of Things (loT) interface, operatively con-
nected to an object, to transmit the attribute of the
DUT to the object, wherein an operation of the object
is to be controlled based on the transmitted attribute
of the DUT.

4. The fiber optic virtual sensing system according to
claim 1, wherein the virtual sensor generator is op-
eratively connected to the DUT to generate the at
least one virtual sensor along the DUT by:
generating the at least one virtual sensor to sense a
property of the DUT along a specified length of the

DUT that is less than an entire length of the DUT.

5. The fiber optic virtual sensing system according to
claim 1, wherein the virtual sensor generator is op-
eratively connected to the DUT to generate the at
least one virtual sensor along the DUT by:
generating the at least one virtual sensor to sense a
property of the DUT:

along an entire length of the DUT; or
at a point along the DUT.

6. The fiber optic virtual sensing system according to
claim 1, wherein the virtual sensor generator is op-
eratively connected to the DUT to:

move an existing virtual sensor from a first loca-
tion to a second location along the DUT; or
remove an existing virtual sensor.

7. The fiber optic virtual sensing system according to
claim 1, wherein the DUT interrogator is operatively
connected to the DUT to analyze reflected light re-
sulting from the transmitted stimulus optical signal
by:
analyzing Rayleigh scattering resulting from the
transmitted stimulus optical signal.

8. The fiber optic virtual sensing system according to
claim 1, wherein the DUT interrogator is operatively
connected to the DUT to analyze reflected light re-
sulting from the transmitted stimulus optical signal
to measure insertion loss of a fiber optic component
disposed at a location along the DUT.

9. The fiber optic virtual sensing system according to
claim 8, wherein the at least one virtual sensor in-
cludes:

a loss test sensor that includes an optical source
and a power meter to measure event loss asso-
ciated with the fiber optic component;
a fiber section optical loss sensor to measure
optical attenuation associated with a section of
the DUT;
a fiber section temperature sensor to measure
temperature associated with a section of the
DUT; and/or
a fiber section strain sensor to measure strain
associated with a section of the DUT

10. The fiber optic virtual sensing system according to
claim 1, wherein the DUT interrogator is operatively
connected generally adjacent to a first end of the
DUT, further comprising:
another DUT interrogator, operatively connected
generally adjacent to a second end of the DUT that
is generally opposite to the first end of the DUT, to:
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transmit a further stimulus optical signal into the
DUT in a direction from the second end of the
DUT towards the first end of the DUT;
analyze further reflected light resulting from the
transmitted further stimulus optical signal; and
determine, based on the analysis of the further
reflected light, another attribute of the DUT
sensed by the at least one virtual sensor.

11. A fiber optic virtual sensing system comprising:

a virtual sensor generator, operatively connect-
ed to a device under test (DUT), to at least one of

generate at least one virtual sensor along
the DUT, or
move at least one existing virtual sensor
from a first location to a second location
along the DUT; and

a DUT interrogator, operatively connected to the
DUT, to:

transmit a stimulus optical signal into the
DUT;
analyze reflected light resulting from the
transmitted stimulus optical signal; and
determine, based on the analysis of the re-
flected light, an attribute of the DUT sensed
by the at least one of generated or moved
virtual sensor.

12. A fiber optic virtual sensing method comprising:

generating at least one virtual sensor along a
device under test (DUT);
transmitting a stimulus optical signal into the
DUT;
analyzing reflected light resulting from the trans-
mitted stimulus optical signal; and
determining, based on the analysis of the reflect-
ed light, an attribute of the DUT sensed by the
at least one virtual sensor.

13. The fiber optic virtual sensing method according to
claim 12, wherein the DUT includes a fiber optic ca-
ble.

14. The fiber optic virtual sensing method according to
claim 12, further comprising:

transmitting the attribute of the DUT to an Inter-
net of Things (loT) object; and
controlling, based on the transmitted attribute of
the DUT, an operation of the object.

15. The fiber optic virtual sensing method according to
claim 12, further comprising:

moving an existing virtual sensor from a first location
to a second location along the DUT.
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