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Description

FIELD OF THE DISCLOSURE

[0001] This disclosure relates generally to cloud com-
puting, and, more particularly, to methods and apparatus
to improve computing resource utilization.

BACKGROUND

[0002] In recent years, cloud service providers (CSPs)
have enabled entities (e.g., business developers, mer-
chants, analysts, etc.) to develop and implement (e.g.,
launch) one or more computing applications without the
need to invest capital in computing equipment. Example
CSPs maintain computing equipment, such as server
farms, that is accessible to one or more users for a fee.
In some examples, the computing resources of the CSP
equipment (e.g., or portions of the CSP equipment) is
accessible to the one or more users and/or clients of the
one or more users via one or more networked connec-
tions. The networked computing equipment is sometimes
referred-to herein as the cloud. Fees charged by the CSP
are sometimes based on usage (e.g., a number of
processing cycles consumed by a user, memory storage
usage, etc.) so that the entities can scale-up or scale-
down as needed without spending substantial amounts
of capital owning, maintaining and/or managing their own
computing equipment. The paper "Pellizzoni, R.; et al.:
Hybrid Hardware-Software Architecture for Reconfigura-
ble Real-Time Systems. Real-Time and Embedded
Technology and Applications Symposium; IEEE.
22-04-2008" relates to a reconfigurable architecture by
means of FPGAs.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003]

FIG. 1 is a schematic illustration of a cloud computing
environment structured in accordance with the
teachings of this disclosure to improve computing
resource utilization.
FIG. 2 is a schematic illustration of the cloud com-
puting environment of FIG. 1 illustrating example im-
plementations of an example cloud service provider
and an example hardware subscription vendor sys-
tem.
FIG. 3 is an example application parameters list gen-
erated by the cloud computing environment of FIGS.
1 and 2.
FIGS. 4-7 are flowcharts representative of example
machine readable instructions that may be executed
to implement the example cloud computing environ-
ment of FIGS. 1-3.
FIG. 8 is a block diagram of an example processor
platform structured to execute the example machine
readable instructions of FIGS. 4-7 to implement the

example cloud computing environment of FIGS. 1-3.
FIG. 9 is a schematic illustration of an example use
case of the example cloud computing environment
of FIGS. 1-3.

DETAILED DESCRIPTION

[0004] Cloud service providers (CSPs) facilitate cloud
computing by making computing equipment (e.g., in the
cloud) available to users via one or more networked con-
nections. In response to a user request to utilize and/or
access computing resources (e.g., a merchant web site
transaction processing application, cryptographic
processing application(s), etc.), a proportionate amount
of the CSPs computing resources (e.g., a portion of the
CSPs hardware platform) is allocated to that user’s ap-
plication(s). As such, when user demand for the re-
source(s) increases, a corresponding consumption of
computing resources (e.g., processor cycles and/or stor-
age) also increases. The amount of resource usage (e.g.,
processor cycles, storage space, etc.) is sometimes a
basis for how the CSP charges its clients (also referred
to as users). In some examples, a first portion of com-
puting resources is allocated to the user for a particular
fee and, if that first portion of computing resources is fully
consumed and/or otherwise causes a backlog, then a
second (or more) portion of computing resources may
be automatically allocated to that user to help maintain
performance expectations of the user’s application. Of
course, the CSP may additionally or alternatively struc-
ture their fees according to how many portions of com-
puting resources are available to the user (e.g., a number
of processor cores, an amount of storage space, and/or
a number of computing cycles consumed by the user’s
application(s)).
[0005] The relationship between the CSP and its cli-
ents includes a degree of uncertainty for both parties.
Because the client may not initially know how much com-
puting hardware might be needed, computing resources
and/or services available via the CSP allows that client
to reduce that financial risk and defer/prevent purchase
of such computing resources. Similarly, the CSP does
not necessarily know ahead of time the degree to which
client and/or end-user applications and/or workloads will
exhibit demands on their hardware platform (or portions
thereof). Clients sometimes demand a certain amount
(often guaranteed) of availability from a selected CSP so
that performance expectations are met. Metrics associ-
ated with service level agreements (SLAs) include, but
are not limited to, response time after application de-
mands are initiated, available bandwidth, service avail-
ability (e.g., x% availability), time to repair, support re-
sponse time, unit processing response time (e.g., 500
mSec. for a certain processing task), etc.
[0006] While CSPs typically allocate some or all of the
time of general purpose computers/processors, general
purpose servers and/or general purpose processing
cores to respective ones of its clients, some tasks, ap-
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plications and/or services demanded by the clients in-
clude specific and/or otherwise unique requirements. De-
spite clock speed improvements of general purpose cen-
tral processing units (CPUs) over the years, the CPU still
has a limited structure of inputs, outputs, instruction set,
architecture and/or instruction fetch and data protocols.
In other words, a general purpose CPU while flexible in
programmability, exhibits a fixed hardware structure. On
the other hand, field-programmable gate arrays (FPGAs)
are integrated circuits that may be customized by a client
(and/or an end-user of the client) in the field to perform
a particular purpose/task. FPGAs may include any
number of logic gates (e.g., AND gates, XOR gates, etc.),
memory elements, inputs, outputs, comparators, analog
to digital converters, digital to analog converters and/or
bidirectional data buses. Additionally, the FPGA is pro-
grammatically reconfigured at the hardware level (as op-
posed to a CPU that is programmable by software, but
its underlying physical circuitry does not change). As
such, FPGAs may be restructured in the field (i.e., by an
end user after leaving a manufacturing facility) to exhibit
hardware circuits specifically designed to perform spe-
cific tasks. In some examples, an FPGA may be config-
ured to accommodate inputs that are relatively wider than
what can be processed by a single clock cycle of a gen-
eral purpose CPU (e.g., data flow is limited by the CPU
bus width (e.g., 16-bit, 32-bit, 64-bit, etc.), thereby afford-
ing throughput advantages on a per-cycle basis that gen-
eral purpose CPUs cannot achieve.
[0007] Example methods, apparatus, systems and/or
articles of manufacture disclosed herein utilize repro-
grammable hardware (e.g., FPGAs) in a cloud-based
computing environment to increase the efficiency of a
cloud computing environment. FPGAs are circuits (e.g.,
silicon based) that can be programmed in the field to
function as a special purpose processor. While FPGAs
may be similar to ASICs (Application Specific Integrated
Circuits), they differ in important ways. For instance, FP-
GAs may be programmed after leaving the manufactur-
ing facility (e.g., in the field by an end user) one or more
times. In contrast, ASICs are specifically designed to in-
clude specific hardware circuitry to perform one or more
functions and lack an ability for reconfiguration in the field.
FPGAs are, by definition, more flexible and can be de-
signed in the field to perform tasks of interest. Unlike
general purpose CPUs (which may be programmed in
the field by software or firmware), programming and/or
otherwise configuring an FPGA involves creating physi-
cal hardware circuits in the FPGA. Hardware circuits are
often faster than software routines designed to perform
the same function as the corresponding circuitry. Thus,
the FPGA can be field programmed to do specific func-
tions with hardware circuits more efficiently than a CPU
can perform the same function via software.
[0008] Examples disclosed herein facilitate program-
ming of the FPGA hardware (e.g., configuring the FPGA
to include a particular circuit layout) during execution of
end-user applications in a dynamic manner. For exam-

ple, third-party subscriptions are disclosed here to facil-
itate configuring FPGAs to facilitate the hardware-based
acceleration during runtime. By dynamically distributing
reprogrammable hardware such as FPGAs (e.g., to en-
able hardware-based acceleration capabilities), perform-
ance of cloud-based computing efforts may be improved
by realizing software routines with hardware performing
the same function, thereby reducing an amount of proc-
essor cycles of the CSPs computing resources con-
sumed by the client’s application(s). Examples disclosed
herein are not limited to CSP computing resource opti-
mization, but may also include localized optimization on
a per-machine or per-platform basis. In some examples,
an organization information technology (IT) group (e.g.,
Enterprise IT) is chartered with a responsibility to manage
personnel devices (e.g., desktop computers, laptop com-
puters, etc.). In the event these personnel devices in-
clude FPGA hardware capabilities (e.g., Intel® Xeon®),
examples disclosed herein permit one or more configu-
ration management options for the Enterprise IT group
by using one or more physically reprogrammable bit
streams. In some examples, the Enterprise IT group may
distribute and/or otherwise cause managed devices to
retrieve/receive particular physically reprogrammable bit
streams to accomplish one or more tasks (e.g., security
offload acceleration tasks, searching capabilities, etc.)
to be performed by the reprogrammable hardware (e.g.,
FPGAs) of those devices.
[0009] In still other example methods, apparatus, sys-
tems and/or articles of manufacture disclosed herein,
original equipment manufacturers (OEMs) (e.g., network
router manufacturers, security appliance vendors, etc.)
may change a persona of the devices based on particular
physically reprogrammable bit streams applied thereto.
For instance, the OEM may include and/or otherwise be
associated with one or more keys (e.g., license keys) that
permit access to the physically reprogrammable bit
streams that cause the OEM devices to operate in a par-
ticular manner depending on which bit stream(s) are im-
plemented at a given time. In some examples, the OEM
devices may operate in an effort to search network traffic
(e.g., deep packet inspection) for specific content and,
in response to application of one or more alternate phys-
ically reprogrammable bit streams, operate in an effort
to perform an alternate task(s). Some examples include
default access to particular physically reprogrammable
bit streams without additional fees, while other examples
may require that users of the OEM devices must pay for
other physically reprogrammable bit streams.
[0010] Further, in examples where the client utilizes
cloud-based hardware services, by providing the client
with the opportunity to substitute hardware for software
execution (e.g., by providing an FPGA), the client enjoys
a degree of control to reduce fees paid to the CSP for
usage of computing resources as the client now substi-
tutes specialized hardware for software, thereby operat-
ing at a greater efficiency. Similarly, the CSP benefits by
having a relatively lower demand on shared general pur-
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pose computing resources available to its clients be-
cause some of the tasks the CSP supports are being
processed by the reprogrammable hardware instead of
software executing on a general purpose processor. Fur-
ther, power demands of the CSP are reduced when rel-
atively more efficient reprogrammable hardware resourc-
es (e.g., FPGAs) are used instead of software executing
on a general purpose processor.
[0011] In some examples disclosed herein, the CSP
allocates computing resources of one or more platforms
to a client. In some examples, the allocated hardware
includes (a) one or more general purpose processors
and (b) one or more physically configurable hardware
devices (e.g., one or more FPGAs). The example client
may contract with the CSP in any number of ways, such
as paying for a number of processor cycles consumed
by the general purpose processors to perform end-user
tasks and/or applications. Additionally, the example cli-
ent may contract with the CSP to have one or more phys-
ically configurable hardware devices, such as one or
more FPGAs, available for customized use. In some ex-
amples, the FPGAs are dedicated to the client (i.e., no
other client can access that FPGA). In some examples,
the client configures the physically configurable hard-
ware via physically programmed bit stream that is devel-
oped by the client, developed by the CSP, or developed
by a third-party. Any number of parties may develop phys-
ically programmed bit streams to program and/or other-
wise configure the physically configurable hardware. As
such, examples disclosed herein facilitate a market for
which clients (either cloud-based services or localized
platform targets) can take advantage of such develop-
ment efforts by other parties (e.g., third parties) when
utilizing CSP hardware platform resources and/or FPGA
resources on individual devices. As used herein, a "phys-
ically programmed bit stream" is defined to be a source
of one or more bits which are structured to cause a phys-
ically configurable hardware device (such as an FPGA)
to change its circuit topology.
[0012] FIG. 1 is a schematic illustration of a cloud-com-
puting environment 100 connected in accordance with
the teachings of this disclosure to include one or more
physically configurable hardware devices to improve re-
source utilization in cloud-based environments and/or lo-
calized devices. In the illustrated example of FIG. 1, the
cloud-computing environment 100 includes a cloud serv-
ice provider (CSP) 102 that facilitates any number of net-
work services 104 and/or application services 106. In the
illustrated example, the CSP 102 is communicatively
connected to a hardware subscription vendor (HSV) sys-
tem 108 that includes any number of hardware subscrip-
tion objects and/or instruction sets corresponding to any
number of physically programmable bit streams (e.g., da-
ta) capable of configuring one or more FPGAs to exhibit
a particular circuit layout. The physically programmed bit
streams of the example are stored in a subscription da-
tabase 110. In the illustrated example of FIG. 1, the sub-
scription database 110 includes four (4) example physi-

cally programmed bit streams. When applied to a target
FPGA (e.g., an FPGA from cloud-based resources, an
FPGA from an individual device), each of the physically
programmed bit streams customizes the FPGA to have
a specific circuit configuration and operate in a specific
manner. Each circuit configuration is different from the
other and, thus, operates in a different manner. To
achieve these different topologies, the physically pro-
grammed bit streams cause the FPGA to open or close
different electronic switches to form different circuit
paths. While the example CSP 102 of FIG. 1 is described
herein as associated with cloud-based services, such ex-
amples are not limited thereto. As described above, ex-
amples disclosed herein permit platform optimization us-
ing FPGA resources that may be located on individual
devices (e.g., platforms, desktop computers, laptop com-
puters, etc.). As such, the example CSP 102 of FIG. 1
may be realized on individual devices to enable utilization
of physically programmed bit streams.
[0013] The example subscription database 110 of FIG.
1 includes a security firewall bit stream 150, a traffic in-
spection bit stream 152, a country-specific cryptography
bit stream 154 (e.g., European specific), and a country-
specific regulatory compliance (e.g., financial trading te-
lemetry) bit stream 156. While the illustrated example
subscription database 110 includes four (4) example
physically programmable bit streams, examples dis-
closed herein are not in any way limited thereto. The il-
lustrated example of FIG. 1 also shows that a client has
already obtained certain physically programmable bit
streams and configured FPGA devices in the cloud using
those physically programmable bit streams (e.g., the ex-
ample security firewall bit stream 150 and the example
traffic inspection bit stream 152 may represent a sub-
scription object for which the client paid for). For example,
the client network services 104 includes a first FPGA 158
that executes first virtual network function (VNF1) 158.
That first FPGA 158 was physically configured by exe-
cuting the security firewall bit stream 150. Further, the
client network services 104 also includes a second FPGA
160 that executes a second virtual network function
(VNF2) 160. The second FPGA 160 was physically con-
figured by executing the traffic inspection bit stream 152.
As such, the client virtual network functions (e.g., VNF1,
VNF2, etc.) use FPGA devices to effectively perform func-
tions in hardware rather than performing those functions
by executing software in general purpose CPUs. Pro-
grammed general purpose CPUs are less efficient and
slower than the customized FPGAs at performing the
software functions. In other words, the FPGAs have re-
placed one or more general purpose CPUs as the exec-
utor of one or more of the client’s virtual network func-
tions. This redistributes the load from the CPUs to hard-
ware and results in faster and/or more efficient operation.
[0014] The example CSP 102 of FIG. 1 includes one
or more platforms including hardware resources to be
used by the clients (e.g., client network services 104,
client application services 106). The hardware resources
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may include processors (e.g., server farms) and FPGAs.
As used herein, a "platform" is an arrangement of com-
puting hardware, such as processing hardware (e.g., one
or more general purpose CPUs having one or more
cores, one or more FPGAs, etc.), memory, software (e.g.,
an operating system), and I/O (input/output systems
and/or devices). Each CSP 102 may include any number
of platforms. Each platform may have separate portions,
such as processing hardware portions. In some exam-
ples, a first portion of processing hardware includes gen-
eral purpose CPUs, in which each CPU may include any
number of processing cores. The CPUs may instantiate
one or more virtual machines. In still other examples, a
second portion of the processing hardware includes re-
programmable hardware, such as any number of FPGAs.
The hardware platform may implement one or more vir-
tual machines to execute one or more tasks.
[0015] The example HSV system 108 may be inde-
pendent from the CSP 102 and operate as a third party
service for the clients. In some examples, the HSV sys-
tem 108 operates as a repository for developers of phys-
ically programmable bit streams (e.g., third party devel-
opers, CSP-based developers, etc.). These physically
programmable bit streams can be purchased by the cli-
ents and executed to program FPGAs within the CSP
102 that have been allocated to those clients.
[0016] Physically programmed bit streams may be de-
signed in any number of ways such that upon execution
they customize an FPGA (e.g., configure the FPGA to
form a specific circuit or circuit topology). Example ap-
plications that a customized FPGA may implement in-
clude security firewall applications, traffic inspection ap-
plications, signal processing applications, IP store appli-
cations, equipment manufacturer upgrade application,
bug fix applications, and/or image processing applica-
tions. In some examples, a customer/client of the CSP
may develop and/or distribute services to their clients.
As described above, the client and/or end-user experi-
ence may include a particular suite of services provided
by a client to cause the reprogrammable hardware to
exhibit a particular persona. Such examples may be re-
alized by one or more virtual machines (VMs) instantiated
on the resources of the CSP. However, in the event the
persona (e.g., suite of services) for the client (and their
corresponding end-user(s)) is to be altered (e.g., different
functionality is needed at different times of the day), then
a download of alternate physically programmable bit
stream(s) allows the VM to establish the alternate per-
sona when such bit streams are used to configure one
or more FPGAs. Some designers of physically program-
mable bit streams may have particular expertise for par-
ticular brands and/or types of FPGAs. As such, the ex-
ample HSV system 108 facilitates a market repository
for any type of physically programmable bit stream that
may be distributed to an end-user as an executable in-
struction (e.g., a binary executable capable of configuring
an FPGA to perform a specific function via a specific cir-
cuit topology).

[0017] In operation, the example CSP 102 of the cloud-
computing environment 100 identifies one or more client
applications that satisfy (e.g., exceed) threshold operat-
ing parameters, such as a utilization metric for a proces-
sor (and/or VM) on which the client application executes.
In response to identifying a particular application that sat-
isfies the threshold operating parameters, the example
CSP 102 identifies candidate physically programmable
bit streams of the example HSV system 108 that may be
appropriate to relieve the inundated CPU and/or VM from
the excessive processing demands of the application. If
one of the candidate physically programmable bit
streams is appropriate, a selected one of the candidate
physically programmable bit streams is authorized to be
used to configure an FPGA, and the example CSP 102
configures the FPGA with the selected bit stream. In
some examples, the CSP 102 invokes a request to the
HSV system 108 to forward, send and/or otherwise dis-
tribute the corresponding bit stream to the CSP 102 so
that one or more FPGAs may be configured. In still other
examples, the CSP 102 maintains the corresponding
physically programmable bit stream in a memory, partic-
ularly in circumstances where the corresponding physi-
cally programmable bit stream is used on a regular basis.
[0018] Using the corresponding physically program-
mable bit stream, the example CSP 102 configures the
FPGA so that it may execute the client’s objectives. In
some circumstances, the FPGA execution may accom-
plish one or more objectives of the client’s application in
a manner that is faster (e.g., less latency) and/or more
efficient than can be achieved by executing software on
a general purpose CPU (e.g., provided by the example
CSP 102, provided by the general purpose CPU of an
individual device). In other words, the hardware based
FPGA execution allows the general purpose CPUs to
offload operations that they would otherwise be executed
via software to hardware specifically configured to per-
form that function more quickly and/or efficiently. In some
examples, the physically programmable bit streams may
be used to configure the FPGA prior to provisioning cloud
computing resources (e.g., general purpose CPUs),
while in other examples the physically programmable bit
streams may be used to configure the FPGA(s) during
run time of the client application(s) (e.g., in response to
information pertaining to actual workload). As such, a
number of consumed processor cycles of the general
purpose CPU may be reduced (e.g., on the fly in response
to changed network demands), thereby resulting in cost
savings for the client in the event the client is charged
based on CPU usage.
[0019] In the event one or more physically pro-
grammed bit streams are not utilized for a period of time,
such as a threshold period of time and/or a threshold
number of instances per unit of time, then the example
CSP 102 may vacate (flush) that particular bit stream
from memory so that other bit streams may be stored
therein.
[0020] As described in further detail below, examples
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disclosed herein enable client network and/or client ap-
plication services to at least partially execute on FPGA
devices provisioned by the example CSP 102. Addition-
ally, such capabilities enable a reprogrammable hard-
ware-based subscription model for CSPs and developers
(e.g., independent third party developers) to provide cus-
tomized physically reprogrammable bit streams that op-
timize functionality to support the client applications. Ex-
ample physically reprogrammable bit streams may con-
figure the circuitry of the reprogrammable hardware soft-
ware-as-a-service (SaaS) and/or infrastructure-as-a-
service (IaaS) applications and/or network capabilities.
In some examples, the HSV 108 establishes pay-as-you-
go agreements with the clients to determine billing re-
quirements, while in other examples the CSP 102 estab-
lishes agreements including hosting fees for the privilege
of utilizing available reprogrammable hardware and/or
transaction fees for such reprogrammable hardware uti-
lization. As such, the example cloud computing environ-
ment 100 of FIG. 1 enables CSPs to extend their capa-
bilities to clients to access reprogrammable hardware de-
vices, as well as enabling third party developers of phys-
ically reprogrammable bit streams that target reprogram-
mable hardware devices to support their services to
those clients.
[0021] FIG. 2 is a schematic illustration showing an
example implementation of the example cloud-comput-
ing environment 100 of FIG. 1. In the illustrated example
of FIG. 2, the CSP 102 is communicatively connected to
(a) the hardware subscription enabled clouds (HSECs)
103. The HSECs 103 of the illustrated example include
the example client network services 104 and the example
client application services 106, and (b) the HSV system
108. The example CSP 102 of FIG. 2 includes an appli-
cation specific sensor (AS) 202, and a dynamic hardware
subscription deployment module (DDM) 204 connected
to a CSP bus 206. The example CSP 102 also includes
computing resources 208, which includes any number of
platforms having any number of processors 210 (e.g.,
general purpose CPUs), memory 212, network inter-
face(s) 214 and reprogrammable hardware devices 216
(e.g., FPGAs). Example computing resources may in-
clude servers with general purpose CPUs (e.g., Intel®
Xeon®) having virtualization capabilities. The general
purpose CPUs are in communication with the FPGAs. In
some examples, the general purpose CPUs and repro-
grammable hardware are physically co-located on one
silicon package, such as the Intel® Xeon®+FPGA multi-
chip package. In such examples, the general purpose
CPU and the reprogrammable hardware are coupled to-
gether using both a UPI2 high-speed interconnect and
optional PCIe interconnects to provide low latency data
transfers. Such combined packages may also include a
programming interface coupled between the general pur-
pose CPU and reprogrammable hardware to accept
and/or otherwise download physically reprogrammable
bit streams that originate from a memory device and/or
third parties via a network interface. As described above,

the example computing resources 208 facilitate execu-
tion of any number of HSECs 103.
[0022] The illustrated example of FIG. 2 also includes
an example implementation of the HSV system 108,
which includes an example hardware subscription or-
chestrator (SO) 218, and an example application store
interface 220, both of which are communicatively con-
nected to an example HSV bus 222. The example HSV
bus 222 is further communicatively connected to the ex-
ample subscription database 110, an example authenti-
cation manager 224, and an example billing manager
226.
[0023] In operation, the example AS 202 monitors a
client application (e.g., the example client network serv-
ice 104, the example client application service 106) is
executing or is to be executed. During a setup stage of
operation, the example AS 202 may continue to monitor
for such workloads, such as by employing a performance
monitor facilitated by a platform operating system, such
as PerfMon in the Windows® family of operating sys-
tems. Each workload detected by the example AS 202
may be configured or otherwise associated with a corre-
sponding threshold performance value, such as a per-
cent threshold of general purpose CPU utilization, a per-
cent threshold of memory utilization, a bandwidth thresh-
old value of traffic, etc. As described in further detail be-
low, in the event a threshold value is satisfied (e.g., ex-
ceeded), then the example AS 202 may invoke repro-
grammable hardware resources to better manage per-
formance of the client application. One or more estab-
lished threshold values for respective client applications
may form a policy, such that satisfaction of one or more
thresholds may result in the invocation (e.g., program-
ming one or more FPGAs and load shifting to the newly
configured devices) of a corresponding reprogrammable
hardware resource. In other examples, a client applica-
tion activity flag may be established instead of a threshold
performance value. In such circumstances, the example
AS 202 may invoke reprogrammable hardware resourc-
es as soon as the client application has begun execution.
In still other examples, reprogrammable hardware re-
sources may be configured at boot time to allow a basic
input/output system (BIOS) to load a corresponding
physically reprogrammable bit stream to one or more re-
programmable hardware devices to program the devices
for the device functionality.
[0024] Other examples include dynamically adding
new physically reprogrammable bit streams to facilitate
hardware acceleration (e.g., programming reprogram-
mable hardware to perform different functions in hard-
ware instead of software or a general purpose CPU to
perform functions. In some examples, virtual machines
(VMs) are spawned to offload CPU tasks to the repro-
grammable hardware (e.g., FPGAs). For example, some
virtual machine managers (VMMs) are capable of virtual
device hot-plugging, in which a new physically repro-
grammable bit stream may be hot-plugged via a QEMU
bus. When an operating system kernel identifies an op-
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portunity for acceleration, a VM can characterize and
load corresponding acceleration driver(s) (e.g., bit
streams) and notify a corresponding application (e.g.,
Linux signals, interrupts, etc.). In the event a driver is
aware of acceleration options, then the corresponding
application may switch to the acceleration physically re-
programmable bit stream. In still other examples, the AS
202 may be an optional component, particularly in cir-
cumstances where computing resources are provided by
a cloud-based service. For example, the CSP 102 may
require an additional fee charged to clients to perform
one or more services of the AS 202. The example AS
202 may be initially set in a default state (e.g., initially
disabled) and, in response to a toggle request for services
provided by the AS 202, the AS 202 may be activated
(e.g., after client consent to a fee).
[0025] Continuing with the example where the AS 202
has detected a client application that has satisfied one
or more policy threshold values and/or activity flags, the
example DDM 204 determines whether an existing sub-
scription (e.g., an existing agreement to use one or more
physically reprogrammable bit streams for reprogram-
mable hardware configuration purposes) has been es-
tablished for the client application. If so, then the example
DDM 204 determines whether an available physically re-
programmable bit stream is already stored in the example
memory 212. If so, then the example DDM 204 configures
the reprogrammable hardware resource(s) using the
subscribed physically reprogrammable bit stream and in-
itiates the reprogrammable hardware resource(s) to han-
dle and/or otherwise execute the client application. How-
ever, in the event the example DDM 204 determines that
an existing subscription has been established with the
client application, but it is not stored in the example mem-
ory 212, then the example DDM 204 invokes the example
HSV system 108 to retrieve the appropriate physically
reprogrammable bit stream and then configures the re-
programmable hardware resource(s) using the same.
[0026] In circumstances where the client application
does not have an existing or previously established sub-
scription to an appropriate physically reprogrammable
bit stream that is able to establish reprogrammable hard-
ware to assist execution of the client application, the ex-
ample DDM 204 manages candidate subscription op-
tions by invoking the example HSV system 108, as de-
scribed in further detail below. In the event an appropriate
physically reprogrammable bit stream is selected, paid
for or compensated (e.g., no charge when hardware is
updated to fix bugs, standard upgrade agreements at no
charge, etc.) (e.g., via the example billing manager 226),
and authorized (e.g., by the example authentication man-
ager 224), then the retrieved and/or otherwise obtained
physically reprogrammable bit stream is initiated by the
example DDM 204. Of course, in the event the example
HSV system 108 does not include an appropriate phys-
ically reprogrammable bit stream that is capable of exe-
cuting the client application, then the example DDM 204
configures the example computing resources 208 to con-

tinue to employ general purpose processing resources
(e.g., one or more general purpose CPUs) to execute the
example HSEC 103. In the event that any developer later
creates one or more physically reprogrammable bit
streams that target the client application, such physically
reprogrammable bit streams may be added to the exam-
ple subscription database 110 to be offered as an opti-
mization resource.
[0027] While the example AS 202 monitors workloads
and/or client applications (e.g., one or more HSECs 103,
such as the example client network service 104 and/or
the example client application service 106), the example
AS 202 also monitors for instances of inactivity of such
client applications. In particular, if a physically reprogram-
mable bit stream stored in the example memory 212 has
not been utilized and/or otherwise invoked after a thresh-
old amount of time, then the AS 202 instructs the example
DDM 204 to remove it from the memory 212 to conserve
storage resources for one or more other physically re-
programmable bit streams that may be more frequently
used and/or otherwise needed. In other words, the ex-
ample AS 202 vacates (flushes) underutilized physically
reprogrammable bit streams from the example memory
212 in a dynamic manner.
[0028] Returning to the example where an existing
physically reprogrammable bit stream is known to be able
to program reprogrammable hardware to improve the ef-
ficiency of a client application, but is not currently stored
in the example memory 212, the example SO 218 re-
trieves and/or otherwise receives a request from the ex-
ample DDM 204 for the identified subscribed physically
reprogrammable bit stream. In particular, the example
SO 218 identifies the appropriate physically reprogram-
mable bit stream from the example subscription database
110 based on an identifier of a workload (e.g., one or
more end-user applications), and the example billing
manager 226 verifies that all billing requirements have
been satisfied. In some examples, the billing manager
226 verifies existing agreements between the client and
the third party developer of the selected physically repro-
grammable bit stream, such as billing account informa-
tion and/or in circumstances where an OEM has an
agreement for such bit stream access. Additionally, the
example authentication manager 224 verifies that the
physically reprogrammable bit stream is authorized to be
distributed to the requestor, such as the client application
currently executing via resources provided by the CSP
102 and/or resources of an individual device not neces-
sarily associated with cloud-based resource utilization.
Authorization may include analyzing the request from the
DDM 204 for one or more identifiers, such as unique se-
rial numbers, hash values, license keys, etc. that may
have been created for a particular client at the time the
corresponding physically reprogrammable bit stream
was originally purchased. After such authorization is ver-
ified, the example SO 218 distributes and/or otherwise
sends the requested physically reprogrammable bit
stream to the example DDM 204 to be instantiated on
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the computing resources 208 of the CSP 102 (or stand-
alone device(s)), such as one or more reprogrammable
hardware devices allocated to the client (and/or the cli-
ent’s end-user(s)).
[0029] Returning to the example in which the client ap-
plication does not have any pre-existing subscription to
an appropriate physically reprogrammable bit stream
that is capable of improving the performance of the client
application, the example SO 218 retrieves and/or other-
wise receives parameters associated with the client ap-
plication. Example parameters may include any number
of details related to the client application such as, but not
limited to the target reprogrammable hardware type that
is available to the end-user (e.g., based on FPGA types
that the CSP 102 is able to allocate to their user base)
and/or a target application type (e.g., packet inspection
applications, security processing applications, low laten-
cy packet processing applications, switching applica-
tions, routing applications, cryptography (e.g., region
and/or country-specific) applications, video/audio
processing applications, etc.).
[0030] FIG. 3 is an example application parameters list
300 that is generated and maintained by the example SO
218. Generally speaking, the example application pa-
rameters list 300 identifies contents of available physi-
cally reprogrammable bit streams stored in the example
subscription database 110. In the example of FIG. 3, the
list 300 also identifies parameters that are specific to each
physically reprogrammable bit stream. In the illustrated
example of FIG. 3, the application parameters list 300
includes a developer name column 302, a target FPGA
platform column 304, and a target application type col-
umn 306. In some examples, some developers may spe-
cialize in one type of FPGA application development,
such as the developer named "Acme FPGA Consultants"
308, which specializes in applications related to "Packet
Inspection" 310". Additionally, while Acme FPGA Con-
sultants 308 specializes in one type of application, that
developer has particular physically reprogrammable bit
streams that target three different types of FPGA devices
312. On the other hand, the example developer
named "Winrose Developers" 314 only specializes in
one type of FPGA device 316 (i.e., the Altera Arria 10
series FPGA). However, that developer has a variety of
application types for that particular FPGA device.
[0031] In operation, the example DDM 204 sends a
query to the example SO 218 to determine whether the
HSV system 108 contains one or more physically repro-
grammable bit streams that might be relevant to a client’s
application. For example, the DDM 204 may send avail-
able details related to the client application to the SO
218. The SO 218 attempts to perform a match of candi-
date physically reprogrammable bit streams that are rel-
evant to the received parameter information. For the sake
of example, if the DDM 204 sends only an application
parameter that identifies the type of FPGA device which
is of interest, then the example SO 218 will return a por-
tion (e.g., a subset) of the application parameters list 300

that is specific to the queried FPGA device type from the
example target FPGA platform column 304. On the other
hand, if the DDM 204 sends only an application param-
eter that identifies a type of desired application, then the
example SO 218 will return a portion of the application
parameters list 300 that is specific to the queried appli-
cation type details. In some examples, the application
store interface 220 includes a graphical user interface
and/or web server to render queries and/or selections
related to available bit streams stored in the example
subscription database 110.
[0032] While an example manner of implementing the
cloud-computing environment 100 of FIG. 1 is illustrated
in FIGS. 1-3, one or more of the elements, processes
and/or devices illustrated in FIGS. 1-3 may be combined,
divided, re-arranged, omitted, eliminated and/or imple-
mented in any other way. Further, the example CSP 102,
the example HSV system 108, the example subscription
database 110, the example AS 202, the example DDM
204, the example computing resources 208, the example
memory 212, the example network interface 214, the ex-
ample SO 218, the example application store interface
220, the example authentication manager 224, the ex-
ample billing manager 226 and/or, more generally, the
example cloud-computing environment 100 of FIGS. 1-3
may be implemented by hardware, software, firmware
and/or any combination of hardware, software and/or
firmware. Thus, for example, any of the example CSP
102, the example HSV system 108, the example sub-
scription database 110, the example AS 202, the exam-
ple DDM 204, the example computing resources 208,
the example processors 210, the example memory 212,
the example network interface 214, the example SO 218,
the example application store interface 220, the example
authentication manager 224, the example billing manag-
er 226 and/or, more generally, the example cloud-com-
puting environment 100 of FIGS. 1-3 could be implement-
ed by one or more analog or digital circuit(s), logic circuits,
programmable processor(s), application specific inte-
grated circuit(s) (ASIC(s)), programmable logic device(s)
(PLD(s)) and/or field programmable logic device(s)
(FPLD(s)). When reading any of the apparatus or system
claims of this patent to cover a purely software and/or
firmware implementation, at least one of the example
CSP 102, the example HSV system 108, the example
subscription database 110, the example AS 202, the ex-
ample DDM 204, the example computing resources 208,
the example processors 210, the example memory 212,
the example network interface 214, the example SO 218,
the example application store interface 220, the example
authentication manager 224, the example billing manag-
er 226 and/or, more generally, the example cloud-com-
puting environment 100 of FIGS. 1-3 is/are hereby ex-
pressly defined to include a tangible computer readable
storage device or storage disk such as a memory, a digital
versatile disk (DVD), a compact disk (CD), a Blu-ray disk,
etc. storing the software and/or firmware. Further still,
the example cloud-computing environment 100 of FIGS.
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1-3 may include one or more elements, processes and/or
devices in addition to, or instead of, those illustrated in
FIGS. 1-3, and/or may include more than one of any or
all of the illustrated elements, processes and devices.
[0033] Flowcharts representative of example machine
readable instructions for implementing the cloud-com-
puting environment 100 of FIGS. 1-3 are shown in FIGS.
4-7. In these examples, the machine readable instruc-
tions comprise program(s) for execution by a processor
such as the processor 812 shown in the example proc-
essor platform 800 discussed below in connection with
FIG. 8. The program(s) may be embodied in software
stored on a tangible computer readable storage medium
such as a CD-ROM, a floppy disk, a hard drive, a digital
versatile disk (DVD), a Blu-ray disk, or a memory asso-
ciated with the processor 812, but the entire program(s)
and/or parts thereof could alternatively be executed by
a device other than the processor 812 and/or embodied
in firmware or dedicated hardware. Further, although the
example program(s) is/are described with reference to
the flowcharts illustrated in FIGS. 4-7, many other meth-
ods of implementing the example cloud-computing envi-
ronment 100 may alternatively be used. For example,
the order of execution of the blocks may be changed,
and/or some of the blocks described may be changed,
eliminated, or combined.
[0034] As mentioned above, the example processes
of FIGS. 4-7 may be implemented using coded instruc-
tions (e.g., computer and/or machine readable instruc-
tions) stored on a tangible computer readable storage
medium such as a hard disk drive, a flash memory, a
read-only memory (ROM), a compact disk (CD), a digital
versatile disk (DVD), a cache, a random-access memory
(RAM) and/or any other storage device or storage disk
in which information is stored for any duration (e.g., for
extended time periods, permanently, for brief instances,
for temporarily buffering, and/or for caching of the infor-
mation). As used herein, the term tangible computer
readable storage medium is expressly defined to include
any type of computer readable storage device and/or
storage disk and to exclude propagating signals and to
exclude transmission media. As used herein, "tangible
computer readable storage medium" and "tangible ma-
chine readable storage medium" are used interchange-
ably. Additionally or alternatively, the example processes
of FIGS. 4-7 may be implemented using coded instruc-
tions (e.g., computer and/or machine readable instruc-
tions) stored on a non-transitory computer and/or ma-
chine readable medium such as a hard disk drive, a flash
memory, a read-only memory, a compact disk, a digital
versatile disk, a cache, a random-access memory and/or
any other storage device or storage disk in which infor-
mation is stored for any duration (e.g., for extended time
periods, permanently, for brief instances, for temporarily
buffering, and/or for caching of the information). As used
herein, the term non-transitory computer readable medi-
um is expressly defined to include any type of computer
readable storage device and/or storage disk and to ex-

clude propagating signals and to exclude transmission
media. As used herein, when the phrase "at least" is used
as the transition term in a preamble of a claim, it is open-
ended in the same manner as the term "comprising" is
open ended.
[0035] The program 400 of FIG. 4 begins at block 402
where the example AS 202 determines if a workload (e.g.,
a client network service 104, a client application service
106, etc.) has been detected as operating on the example
computing resources 208 and/or queued to execute on
the computing resources 208. If not, the example AS 202
continues to monitor for workload activity (block 402).
For circumstances where AS 202 services are activated
(e.g., toggled on in response to a client request (e.g., for
a fee)), in response to detecting a workload (block 402),
the example AS 202 selects one workload of interest
(block 404) and sets one or more performance threshold
values or activity flags (block 406). For example, the CSP
102 may include a user interface to allow performance
monitoring settings of end-user applications such as, but
not limited to general purpose CPU utilization threshold
values, bandwidth threshold values, etc. The example
program 400 of FIG. 4 may operate during a setup stage
of client application deployment and/or during runtime.
[0036] The program 500 of FIG. 5 illustrates runtime
operation of the example cloud-computing environment
100. In the illustrated example of FIG. 5, the program 500
begins at block 502 where the example AS 202 deter-
mines whether a workload satisfies (e.g., exceeds) a
threshold operating value and/or a particular application
flag is true (e.g., a particular client application is executing
or will execute). If so, then the example DDM 204 deter-
mines whether the client application is associated with
an existing subscription that will permit FPGA operation
(block 504). However, in circumstances where workload
monitoring is not preferred (e.g., a default state of "inac-
tive" is still true for such services), then the illustrated
example program 500 of FIG. 5 may begin at block 504.
The example DDM 204 determines if a corresponding
physically reprogrammable bit stream is already stored
in the example memory 212 of the CSP 102 (block 506).
If so, then the example DDM 204 configures the dynam-
ic/reprogrammable hardware (e.g., FPGAs) using the
physically reprogrammable bit stream stored in the mem-
ory 212 and instantiates operation of one or more FPGAs
allocated by the example CSP 102 (block 508). Addition-
ally, the example DDM 204 instructs the general purpose
processing hardware that was previously executing the
workload to discontinue further workload processing. In
other words, now that the reprogrammable hardware is
processing the workload, then the DDM 204 relinquishes
the general purpose CPU from further efforts to process
that workload.
[0037] In the event that the physically reprogrammable
bit stream associated with the end-user subscription is
not stored in the memory 212 of the CSP 102 (block 506),
then the example DDM 204 queries the example HSV
system 108 to manage the subscribed physically repro-
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grammable bit stream (block 510), as described further
in connection with FIG. 6. When the DDM 204 retrieves
and/or otherwise receives the associated physically re-
programmable bit stream, it is stored in the memory 212
(block 512) and the FPGAs are configured according to
the physically reprogrammable bit stream (block 508).
[0038] FIG. 6 illustrates additional detail associated
with querying the HSV system 108 to manage subscribed
physically reprogrammable bit streams of block 510. In
the illustrated example of FIG. 6, the example SO 218
retrieves and/or otherwise receives a request for a sub-
scribed physically reprogrammable bit stream (block
602). In some examples, the request includes identifica-
tion information associated with the physically repro-
grammable bit stream and/or account information asso-
ciated with the client, which is used by the example SO
218 to identify the correct physically reprogrammable bit
stream from the example subscription database 110
(block 604). The example billing manager 226 verifies
that billing requirements have been satisfied (block 606),
and the example authentication manager 224 authenti-
cates the physically reprogrammable bit stream for dis-
tribution to the requesting party (block 608). The example
SO 218 transmits and/or otherwise provides the request-
ed physically reprogrammable bit stream to the requestor
(block 610), and control returns to block 512 of FIG. 5.
[0039] Returning to block 504 of FIG. 5, in the event
that there is no existing subscription associated with the
invoked workload (e.g., a client network service 104, a
client application service 106), then the example DDM
204 invokes the example HSV system 108 to manage
subscription options (block 514), as described in further
detail in connection with FIG. 7. In the event an appro-
priate physically reprogrammable bit stream is available
and has been authorized (block 516), then the DDM 204
configures the FPGAs using the physically reprogram-
mable bit stream and instantiates operation of the FPGA
resources (block 508). On the other hand, in the event
there are no appropriate physically reprogrammable bit
streams available for the workload (block 516), then the
DDM 204 instructs the computing resources 208 to pro-
ceed with workload operation using the general purpose
CPUs 210 (block 518).
[0040] Turning to FIG. 7, the example SO 218 retrieves
and/or otherwise receives workload parameters associ-
ated with a request to determine whether the subscription
database 110 includes one or more physically repro-
grammable bit streams that can assist workload perform-
ance (block 702). As described above in connection with
FIG. 3, the request may include available parameters of
the workload that are associated with a target FPGA plat-
form that will be used with the CSP 102 and/or a type of
application. The example application store interface 220
searches the physically reprogrammable bit stream da-
tabase 110 for candidate subscription matches and re-
turns a list of available options (block 704). In some ex-
amples, the application store interface 220 includes a
user interface (e.g., a GUI) and/or web server to facilitate

additional query options and/or selection of an appropri-
ate option (block 706). In the event no options are avail-
able or selected (block 706), then the program 514 re-
turns to block 516 of FIG. 5. On the other hand, if an
option is selected, then the example SO 218 retrieves
that selected physically reprogrammable bit stream from
the subscription database 110 (block 708), and the ex-
ample billing manager 226 verifies that billing require-
ments have been satisfied (block 710). The example au-
thentication manager 224 verifies that the physically re-
programmable bit stream is authorized for distribution
(block 712), and the example SO 218 transmits and/or
otherwise provides the selected physically reprogram-
mable bit stream to the memory 212 via the network in-
terface 214 (block 714). Control then returns to block 516
of FIG. 5.
[0041] During runtime, in the event no workloads have
satisfied threshold values and/or identified active flags
associated with workloads (block 502), the example AS
202 determines whether existing subscription physically
reprogrammable bit streams satisfy dormancy threshold
values (block 520). If not, control returns to block 502 to
continue monitoring the computing resources 208 for in-
stances of workload threshold satisfaction. However, if
one or more workloads satisfies threshold values indic-
ative of dormancy (block 520), then the example DDM
204 vacates the associated physically reprogrammable
bit stream from memory 212 to conserve memory re-
sources for other, more current, physically reprogram-
mable bit streams (block 522).
[0042] FIG. 8 is a block diagram of an example proc-
essor platform 800 capable of executing the instructions
of FIGS. 4-7 to implement the apparatus of FIGS. 1-3.
The processor platform 800 can be, for example, a serv-
er, a personal computer, or any other type of computing
device.
[0043] The processor platform 800 of the illustrated ex-
ample includes a processor 812. The processor 812 of
the illustrated example is hardware. For example, the
processor 812 can be implemented by one or more inte-
grated circuits, logic circuits, microprocessors or control-
lers from any desired family or manufacturer. In the illus-
trated example of FIG. 8, the processor 812 includes one
or more example processing cores 815 configured via
example instructions 832, which include the example in-
structions of FIGS. 4-7 to implement the example CSP
102 and/or HSV 108 of FIGS. 1-3.
[0044] The processor 812 of the illustrated example
includes a local memory 813 (e.g., a cache). The proc-
essor 812 of the illustrated example is in communication
with a main memory including a random access memory
(RAM) 814 and a read only memory (ROM) (e.g., non-
volatile memory) 816 via a bus 818. The RAM 814 may
be implemented by Synchronous Dynamic Random Ac-
cess Memory (SDRAM), Dynamic Random Access
Memory (DRAM), RAMBUS Dynamic Random Access
Memory (RDRAM) and/or any other type of random ac-
cess memory device. The ROM 816 may be implemented
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by flash memory and/or any other desired type of memory
device. Access to the main memory 814, 816 is controlled
by a memory controller.
[0045] The processor platform 800 of the illustrated ex-
ample also includes an interface circuit 820. The interface
circuit 820 may be implemented by any type of interface
standard, such as an Ethernet interface, a universal serial
bus (USB), and/or a PCI express interface.
[0046] In the illustrated example, one or more input
devices 822 are connected to the interface circuit 820.
The input device(s) 822 permit(s) a user to enter data
and commands into the processor 812. The input de-
vice(s) can be implemented by, for example, an audio
sensor, a microphone, a camera (still or video), a key-
board, a button, a mouse, a touchscreen, a track-pad, a
trackball, isopoint and/or a voice recognition system.
[0047] One or more output devices 824 are also con-
nected to the interface circuit 820 of the illustrated exam-
ple. The output devices 824 can be implemented, for ex-
ample, by display devices (e.g., a light emitting diode
(LED), an organic light emitting diode (OLED), a liquid
crystal display, a cathode ray tube display (CRT), a touch-
screen, a tactile output device, a printer and/or speakers).
The interface circuit 820 of the illustrated example, thus,
typically includes a graphics driver card, a graphics driver
chip or a graphics driver processor.
[0048] The interface circuit 820 of the illustrated exam-
ple also includes a communication device such as a
transmitter, a receiver, a transceiver, a modem and/or
network interface card to facilitate exchange of data with
external machines (e.g., computing devices of any kind)
via a network 826 (e.g., an Ethernet connection, a digital
subscriber line (DSL) to facilitate exchange of data within
a similar machine platform (e.g., a communication bus),
a telephone line, coaxial cable, a cellular telephone sys-
tem, etc.).
[0049] The processor platform 800 of the illustrated ex-
ample also includes one or more mass storage devices
828 for storing software and/or data. Examples of such
mass storage devices 828 include floppy disk drives,
hard drive disks, compact disk drives, Blu-ray disk drives,
RAID systems, solid-state-drives (SSDs) and digital ver-
satile disk (DVD) drives. In some examples, the mass
storage device 830 may implement the example sub-
scription database 110.
[0050] The coded instructions 832 of FIGS. 4-7 may
be stored in the mass storage device 828, in the volatile
memory 814, in the non-volatile memory 816, and/or on
a removable tangible computer readable storage medi-
um such as a CD or DVD 836.
[0051] From the foregoing, it will be appreciated that
methods, apparatus and articles of manufacture have
been disclosed which reduce consumed resources of
cloud service providers by allowing reprogrammable
hardware devices an opportunity to perform one or more
tasks in a more efficient manner than could otherwise be
performed by general purpose CPUs. In particular, be-
cause reprogrammable hardware devices, such as FP-

GAs, can be programmed and/or otherwise configured
for specific tasks, a reduction in processing time/process
cycles, improvement related to a general purpose proc-
essor executing software is realized by the reprogram-
mable hardware, whether such hardware resides on
cloud-based services or individual devices. Additionally,
end-users that choose to utilize one or more reprogram-
mable hardware resources offered by the cloud service
provider can potentially save money that would otherwise
be spent using cycles performed by the general purpose
CPUs. Furthermore, the cloud service provider permits
an opportunity to (a) improve client workload execution
and (b) conserve limited general purpose CPU resources
that are shared among any number of other end-users
of the cloud service provider.
[0052] Additional benefits of examples disclosed here-
in include enablement of hardware subscription business
models for independent network or application service
providers (e.g., AT&T, F5 Networks, Cisco, etc.) to exe-
cute their applications in a hardware-optimized manner
(e.g., accelerated). Client applications may operate with
hardware subscriptions (one or more physically repro-
grammable bit streams) that can be executed on CSP
infrastructures, which facilitates a business model for
physically reprogrammable bit stream developers, in-
creases feature capabilities to be offered by CSPs to their
end-users, conserves processing resources, improves
client application performance, and conserves limited
platform resources of the CSPs. Additionally, telecom
cloud providers (TCPs) such as AT&T, China Telecom,
T-Mobile and Verizon may use standard servers with FP-
GAs rather than fix-function networking equipment
and/or appliances, thereby reducing a corresponding to-
tal cost outlay for their services. In other words, such
TCPs no longer need to rely on unique telecom applianc-
es in their network infrastructure and may instead employ
cloud-based reprogrammable hardware devices, such
as FPGAs.
[0053] Examples disclosed herein enable TCPs to
market their segments/customers by offering SLAs that
improve the reliability of their computing, storage and/or
networking infrastructure services. Typically, to maintain
specific SLAs the TCPs need to enforce a relatively high
degree of control over what computing resources and/or
software are deployed so that they can satisfy uptime
commitments (e.g., 24 hours per day, 7 days a week).
Further, the TCPs may scale-up or scale-down and/or
adapt to new/alternate standards as a number of sub-
scribers grows/shrinks. Such scaling may be realized
with examples disclosed herein to maintain SLAs that
are more robust than traditional SLAs. This also encour-
ages equipment standardization of different parts of the
TCP infrastructure. Further, in the event TCP functional-
ity is to evolve, dynamically configured hardware devices,
such as example FPGAs, can be configured to meet such
new and evolved functionality without truck-rolls to re-
place specialized hardware.
[0054] FIG. 9 includes additional examples with which
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the example cloud-computing environment may support
VNF End2End service chaining operations for
NFV/SDNs. In particular, FIG. 9 includes a logical ab-
straction 902 of an example network service chain 904
connected via an end-to-end network service 906. The
example network service chain 904 includes any number
of VNFs, in which a dynamic VNF 908 may require dif-
ferent operating parameters depending on, for example,
a time of day. The example VNFs of the network service
chain 904 are implemented as virtual network functions
910 enabled by example FPGA devices 912 of a hard-
ware infrastructure 914, which could be provided by a
CSP. An example HSV system 916 facilitates access to
any number of physically reprogrammable bit streams
stored on a subscription database 918, such as a first
physically reprogrammable bit stream for security de-
cryption operations 920, and a second physically repro-
grammable bit stream for traffic inspection operations
922, then another bit stream used for re-encryption. All
VNFs may be running on different operating systems and
chained together to make up the end-to-end network
service chain 904.
[0055] In the illustrated example of FIG. 9, assume that
the virtual network function 910 has subscribed to the
physically reprogrammable first bit stream 920 and the
second physically reprogrammable bit stream 922. As
such, either physically reprogrammable bit stream may
be invoked as needed in the example network service
chain 904 depending on instantaneous needs. In the
event a third physically reprogrammable bit stream 924
is needed in the future, it can be obtained from the ex-
ample subscription database 918 via the example HSV
system 916.
[0056] In some examples, country-specific encryption
and/or decryption may be needed, in which such activi-
ties are regulated and may change on a relatively fre-
quent basis. In view of such regulatory flux and uncer-
tainty, manufacturers of special-purpose hardware ex-
perience short life cycles of their special-purpose prod-
ucts and/or solutions. Accordingly, developers of solu-
tions for such special-purpose functionality may be re-
luctant to engage in development efforts for fear that a
relatively long-term life cycle of any developed special-
purpose product will not be realized. On the other hand,
examples disclosed herein facilitate an ability to develop
such special-purpose functionality that is targeted to re-
programmable hardware (e.g., FPGAs). As such, man-
ufacturing costs for special-purpose hardware are re-
duced, repeated hardware export/import compliance ef-
forts are reduced, and in the event regulations change,
the same reprogrammable hardware devices can be
used for implementing the new/alternate regulations
(e.g., alternate encryption/decryption requirements im-
posed by particular country jurisdictions). In other words,
rather than developing a new special-purpose hardware
product that must satisfy customs requirements when
shipped to the jurisdiction of interest, the same repro-
grammable hardware devices may continue to be used

to implement the alternate/updated functionality require-
ments via transmission of an appropriate bit stream.
[0057] Although certain example methods, apparatus
and articles of manufacture have been disclosed herein,
the scope of coverage of this patent is not limited thereto.
On the contrary, this patent covers all methods, appara-
tus and articles of manufacture fairly falling within the
scope of the claims of this patent.

Claims

1. An apparatus, comprising:

an application specific sensor, AS (202), config-
ured to monitor a workload of at least one gen-
eral purpose central processing unit, CPU (210),
of a platform; and
a dynamic deployment module, DDM (204),
configured to:

in response to a workload performance
threshold being satisfied, identify a physi-
cally reprogrammable bit stream capable of
configuring a reprogrammable hardware
device (158, 160) to execute at least one
function of the workload,
wherein the workload performance thresh-
old being satisfied comprises to exceed at
least one threshold operating parameter, to
satisfy a policy formed of one or more
thresholds, and/or to have a client applica-
tion activity flag set; and
configure the reprogrammable hardware
device (158, 160) via the physically repro-
grammable bit stream to execute the at least
one function of the workload.

2. The apparatus as defined in claim 1,
wherein the DDM (204) configures the reprogram-
mable hardware device (158, 160) to optimize a per-
formance metric.

3. The apparatus as defined in claim 2,
wherein the optimized performance metric is a laten-
cy of the workload, the latency reduced when the at
least one function is executed by the reprogramma-
ble hardware device (158, 160) and the at least one
function is not executed by the general purpose CPU
(210).

4. The apparatus as defined in claim 1,
wherein to identify the physically reprogrammable
bit stream comprises to:

send a query, by a dynamic deployment module,
DDM (204), to an subscription orchestrator, SO
(218), wherein the query comprises at least one
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parameter of an application parameters list
(300), which comprises a developer name col-
umn (302), a target FPGA platform column
(304), and/or a target application type column
(306), and
return, by the SO (218), a subset of the applica-
tion parameters list (300) that matches the at
least one parameter of the application parame-
ters list (300), wherein the subset includes the
physically reprogrammable bit stream.

5. The apparatus as defined in claim 1,
wherein the AS (202) is to determine if the physically
reprogrammable bit stream stored in a memory (212)
has not been utilized and/or otherwise invoked after
a threshold period of time, and, if not, to remove the
bit stream from the memory (212), by the DDM (204).

6. The apparatus as defined in claim 1,
wherein the general purpose CPU (210) and the re-
programmable hardware device (158, 160) are phys-
ically co-located on one silicon package.

7. A method, comprising:

monitoring a workload of at least one general
purpose central processing unit (210), CPU, of
a platform;
in response to a workload performance thresh-
old being satisfied, identifying a physically re-
programmable bit stream capable of configuring
a reprogrammable hardware device (158, 160)
to execute at least one function of the workload,
wherein satisfying the workload performance
threshold comprises to exceed at least one
threshold operating parameter, to satisfy a pol-
icy formed of one or more thresholds, and/or to
have a client application activity flag set; and
configuring the reprogrammable hardware de-
vice (158, 160) via the physically reprogramma-
ble bit stream to execute the at least one function
of the workload.

8. The method as defined in claim 7,
further including configuring the reprogrammable
hardware device (158, 160) to optimize a perform-
ance metric.

9. The method as defined in claim 7,
wherein identifying the physically reprogrammable
bit stream comprises:

sending a query, by a dynamic deployment mod-
ule, DDM (204), to an subscription orchestrator,
SO (218), wherein the query comprises at least
one parameter of an application parameters list
(300), which comprises a developer name col-
umn (302), a target FPGA platform column

(304), and/or a target application type column
(306), and
returning, by the SO (218), a subset of the ap-
plication parameters list (300) that matches the
at least one parameter of the application param-
eters list (300), wherein the subset includes the
physically reprogrammable bit stream.

10. The method as defined in claim 7,
further including instructing the general purpose
CPU (210) to discontinue executing the workload in
response to the reprogrammable hardware device
(158, 160) executing the workload.

11. The method as defined in claim 7,
further including obtaining the physically reprogram-
mable bit stream for stand-alone computing devices
associated with an Enterprise information technolo-
gy network.

12. The method as defined in claim 11,
further including configuring the reprogrammable
hardware device (158, 160) with an alternate phys-
ically reprogrammable bit stream to facilitate an al-
ternate workload of the platform.

13. A tangible computer-readable storage disk or stor-
age device comprising instructions which, when ex-
ecuted, cause a processor to perform any of method
claims 7-12.

Patentansprüche

1. Vorrichtung, die Folgendes umfasst:

einen anwendungsspezifischen Sensor, AS
(202), der konfiguriert ist, eine Arbeitsbelastung
mindestens einer allgemein verwendbaren Zen-
traleinheit, CPU (210), einer Plattform zu über-
wachen; und
ein Modul zur dynamischen Bereitstellung, DDM
(204), das konfiguriert ist,
in Reaktion darauf, dass ein Arbeitsbelastungs-
schwellenwert erfüllt ist,
einen physisch umprogrammierbaren Bitstrom
zu identifizieren, der eine umprogrammierbare
Hardware-Vorrichtung (158, 160) konfigurieren
kann, damit sie mindestens eine Funktion der
Arbeitsbelastung ausführt, wobei
das Erfüllen des Arbeitsbelastungsschwellen-
werts ein Überschreiten mindestens eines
Schwellenwertbetriebsparameters, ein Erfüllen
einer Richtlinie, die aus einem oder mehreren
Schwellenwerten gebildet ist, und/oder ein Set-
zen eines Client-Anwendungsaktivitätsmerkers
umfasst; und
die umprogrammierbare Hardware-Vorrichtung
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(158, 160) mittels des physisch umprogram-
mierbaren Bitstroms zu konfigurieren, damit sie
die mindestens eine Funktion der Arbeitsbelas-
tung ausführt.

2. Vorrichtung nach Anspruch 1, wobei
das DDM (204) die umprogrammierbare Hardware-
Vorrichtung (158, 160) konfiguriert, eine Leistungs-
metrik zu optimieren.

3. Vorrichtung nach Anspruch 2, wobei
die optimierte Leistungsmetrik eine Latenz der Ar-
beitsbelastung ist, wobei die Latenz verringert wird,
wenn die mindestens eine Funktion durch die um-
programmierbare Hardware-Vorrichtung (158, 160)
ausgeführt wird und die mindestens eine Funktion
nicht durch die allgemein verwendbare CPU (210)
ausgeführt wird.

4. Vorrichtung nach Anspruch 1, wobei
das Identifizieren des physisch umprogrammierba-
ren Bitstroms Folgendes umfasst:

Senden einer Abfrage durch ein Modul zur dy-
namischen Bereitstellung, DDM (204), zu einem
Abonnementorchestrator, SO (218), wobei die
Abfrage mindestens einen Parameter einer An-
wendungsparameterliste (300), die eine Ent-
wicklernamenspalte (302), eine Ziel-FPGA-
Plattformspalte (304) und/oder eine Zielanwen-
dungstypspalte (306) enthält, umfasst, und
Zurückgeben durch den SO (218) einer Unter-
menge der Anwendungsparameterliste (300),
die mit dem mindestens einen Parameter der
Anwendungsparameterliste (300) überein-
stimmt, wobei die Untermenge den physisch
umprogrammierbaren Bitstrom umfasst.

5. Vorrichtung nach Anspruch 1, wobei
der AS (202) ausgelegt ist, zu bestimmen, ob der
physisch umprogrammierbare Bitstrom, der in einem
Speicher (212) gespeichert ist, nach einem Schwel-
lenwertzeitraum nicht verwendet und/oder auf ande-
re Weise aufgerufen worden ist, und dann, wenn
nicht, den Bitstrom durch das DDM (204) aus dem
Speicher (212) zu entfernen.

6. Vorrichtung nach Anspruch 1, wobei
die allgemein verwendbare CPU (210) und die um-
programmierbare Hardware-Vorrichtung (158, 160)
in einer Chip-Baugruppe physisch ortsgleich sind.

7. Verfahren, das Folgendes umfasst:

Überwachen einer Arbeitsbelastung mindes-
tens einer allgemein verwendbaren Zentralein-
heit, CPU (210), einer Plattform;
in Reaktion darauf, dass ein Arbeitsbelastungs-

schwellenwert erfüllt ist, Identifizieren eines
physisch umprogrammierbaren Bitstroms, der
eine umprogrammierbare Hardware-Vorrich-
tung (158, 160) konfigurieren kann, damit sie
mindestens eine Funktion der Arbeitsbelastung
ausführt, wobei
das Erfüllen des Arbeitsbelastungsschwellen-
werts ein Überschreiten mindestens eines
Schwellenwertbetriebsparameters, ein Erfüllen
einer Richtlinie, die aus einem oder mehreren
Schwellenwerten gebildet ist, und/oder ein Set-
zen eines Client-Anwendungsaktivitätsmerkers
umfasst; und
Konfigurieren der umprogrammierbaren Hard-
ware-Vorrichtung (158, 160) mittels des phy-
sisch umprogrammierbaren Bitstroms, damit sie
die mindestens eine Funktion der Arbeitsbelas-
tung ausführt.

8. Verfahren nach Anspruch 7, das ferner Folgendes
umfasst:
Konfigurieren der umprogrammierbaren Hardware-
Vorrichtung (158, 160), damit sie eine Leistungsme-
trik optimiert.

9. Verfahren nach Anspruch 7, wobei
das Identifizieren des physisch umprogrammierba-
ren Bitstroms Folgendes umfasst:

Senden einer Abfrage durch ein Modul zur dy-
namischen Bereitstellung, DDM (204), zu einem
Abonnementorchestrator, SO (218), wobei die
Abfrage mindestens einen Parameter einer An-
wendungsparameterliste (300), die eine Ent-
wicklernamenspalte (302), eine Ziel-FPGA-
Plattformspalte (304) und/oder eine Zielanwen-
dungstypspalte (306) enthält, umfasst, und
Zurückgeben durch den SO (218) einer Unter-
menge der Anwendungsparameterliste (300),
die mit dem mindestens einen Parameter der
Anwendungsparameterliste (300) überein-
stimmt, wobei die Untermenge den physisch
umprogrammierbaren Bitstrom umfasst.

10. Verfahren nach Anspruch 7, das ferner Folgendes
umfasst:
Anweisen der allgemein verwendbaren CPU (210),
das Ausführen der Arbeitslast in Reaktion darauf ein-
zustellen, dass die umprogrammierbare Hardware-
Vorrichtung (158, 160) die Arbeitslast ausführt.

11. Verfahren nach Anspruch 7, das ferner Folgendes
umfasst:
Erhalten des physisch umprogrammierbaren Bit-
stroms für eigenständige Rechenvorrichtungen, die
mit einem Unternehmensinformationstechniknetz
verbunden sind.
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12. Verfahren nach Anspruch 11, das ferner Folgendes
umfasst:
Konfigurieren der umprogrammierbaren Hardware-
Vorrichtung (158, 160) mit einem alternativen phy-
sisch neuprogrammierbaren Bitstrom, um eine alter-
native Arbeitsbelastung der Plattform zu ermögli-
chen.

13. Materielle, computerlesbare Speicherplatte oder
Speichervorrichtung, die Anweisungen enthält, die,
wenn sie ausgeführt werden, bewirken, dass ein Pro-
zessor einen der Verfahrensansprüche 7-12 aus-
führt.

Revendications

1. Appareil, comprenant :

un capteur spécifique à l’application, AS (202),
configuré pour surveiller une charge de travail
d’au moins une unité centrale de traitement, UC,
universelle, (210), d’une plate-forme ; et
un module de déploiement dynamique, DDM,
(204), configuré pour :

à la satisfaction d’un seuil de performance
de charge de travail, identifier un train de
bits physiquement reprogrammable capa-
ble de configurer un dispositif matériel re-
programmable (158, 160) afin d’exécuter au
moins une fonction de la charge de travail,
dans lequel la satisfaction du seuil de per-
formance de charge de travail comprend le
dépassement d’au moins un paramètre
opérationnel de seuil, la satisfaction d’une
politique formée d’un ou plusieurs seuils,
et/ou l’activation d’un fanion d’activité d’ap-
plication client ; et
configurer le dispositif matériel reprogram-
mable (158, 160) par l’intermédiaire du train
de bits physiquement reprogrammable
pour exécuter l’au moins une fonction de la
charge de travail.

2. Appareil selon la revendication 1,
dans lequel le DDM (204) configure le dispositif ma-
tériel reprogrammable (158, 160) pour optimiser une
métrique de performance.

3. Appareil selon la revendication 2,
dans lequel la métrique de performance optimisée
est une latence de la charge de travail, la latence
étant réduite quand l’au moins une fonction est exé-
cutée par le dispositif matériel reprogrammable
(158, 160) et l’au moins une fonction n’est pas exé-
cutée par l’UC universelle (210).

4. Appareil selon la revendication 1,
dans lequel l’identification du train de bits physique-
ment reprogrammable comprend :

l’envoi d’une interrogation, par un module de dé-
ploiement dynamique, DDM (204), à un orches-
trateur d’abonnement, SO, (218), l’interrogation
comprenant au moins un paramètre d’une liste
de paramètres d’application (300), laquelle
comprend une colonne de noms de déve-
loppeurs (302), une colonne de plates-formes
FPGA cibles (304), et/ou une colonne de types
d’applications cibles (306), et
le renvoi, par le SO (218), d’un sous-ensemble
de la liste de paramètres d’application (300) qui
correspond à l’au moins un paramètre de la liste
de paramètres d’application (300), le sous-en-
semble comportant le train de bits physique-
ment reprogrammable.

5. Appareil selon la revendication 1,
dans lequel l’AS (202) sert à déterminer que le train
de bits physiquement reprogrammable mémorisé
dans une mémoire (212) n’a pas été utilisé et/ou
autrement appelé après une période de temps limite,
et, dans la négative, supprimer le train de bits de la
mémoire (212), par le DDM (204).

6. Appareil selon la revendication 1,
dans lequel l’UC universelle (210) et le dispositif ma-
tériel reprogrammable (158, 160) sont cositués phy-
siquement sur un même boîtier de silicium.

7. Procédé, comprenant :

la surveillance d’une charge de travail d’au
moins une unité centrale de traitement, UC, uni-
verselle, (210), d’une plate-forme ;
à la satisfaction d’un seuil de performance de
charge de travail, l’identification d’un train de bits
physiquement reprogrammable capable de
configurer un dispositif matériel reprogramma-
ble (158, 160) afin d’exécuter au moins une fonc-
tion de la charge de travail,
dans lequel la satisfaction du seuil de perfor-
mance de charge de travail comprend le dépas-
sement d’au moins un paramètre opérationnel
de seuil, la satisfaction d’une politique formée
d’un ou plusieurs seuils, et/ou l’activation d’un
fanion d’activité d’application client ; et
la configuration du dispositif matériel repro-
grammable (158, 160) par l’intermédiaire du
train de bits physiquement reprogrammable
pour exécuter l’au moins une fonction de la char-
ge de travail.

8. Procédé selon la revendication 7,
comportant en outre la configuration du dispositif
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matériel reprogrammable (158, 160) pour optimiser
une métrique de performance.

9. Procédé selon la revendication 7, dans lequel l’iden-
tification du train de bits physiquement reprogram-
mable comprend :

l’envoi d’une interrogation, par un module de dé-
ploiement dynamique, DDM (204), à un orches-
trateur d’abonnement, SO, (218), l’interrogation
comprenant au moins un paramètre d’une liste
de paramètres d’application (300), laquelle
comprend une colonne de noms de déve-
loppeurs (302), une colonne de plates-formes
FPGA cibles (304), et/ou une colonne de types
d’applications cibles (306), et
le renvoi, par le SO (218), d’un sous-ensemble
de la liste de paramètres d’application (300) qui
correspond à l’au moins un paramètre de la liste
de paramètres d’application (300), le sous-en-
semble comportant le train de bits physique-
ment reprogrammable.

10. Procédé selon la revendication 7,
comportant en outre la commande à l’UC universelle
(210) d’arrêter d’exécuter la charge de travail en ré-
ponse à l’exécution de la charge de travail par le
dispositif matériel reprogrammable (158, 160).

11. Procédé selon la revendication 7,
comportant en outre l’obtention du train de bits phy-
siquement reprogrammable pour des dispositifs in-
formatiques autonomes associés à un réseau de
technologie d’information d’entreprise.

12. Procédé selon la revendication 11,
comportant en outre la configuration du dispositif
matériel reprogrammable (158, 160) avec un train
de bits physiquement reprogrammable de rempla-
cement pour faciliter une charge de travail de rem-
placement de la plate-forme.

13. Disque de mémorisation ou dispositif de mémorisa-
tion tangible lisible par ordinateur comprenant des
instructions qui, à leur exécution, amènent un pro-
cesseur à réaliser l’une quelconque des revendica-
tions de procédé 7 à 12.
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