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(54) ENTERPRISE RESOURCE PLANNING SYSTEM AND SUPERVISION METHOD OF SQL 
QUERIES IN SUCH A SYSTEM

(57) This enterprise resource planning system (10)
comprises a server (12) comprising at least one SQL
database and an executing module configured to execute
an SQL query according to an execution plan to access
the SQL database (20) and to generate execution data
relative to the execution of each SQL query; and at least
one user terminal (13A,...,13N)configured to send an

SQL query to the executing module of the server (12).
The server (12) further comprises a monitoring mod-

ule configured to analyze in real-time the execution plan
and the execution data of each SQL query during its ex-
ecution by the executing module and, based on the anal-
ysis, determine at least one corresponding SQL query to
be invalid.
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Description

FIELD OF THE INVENTION

[0001] Non-limiting embodiments of the present inven-
tion concern an enterprise resource planning system.
[0002] Non-limiting embodiments of present invention
concerns also a supervision method of SQL queries in
such a system.

BACKGROUND OF THE INVENTION

[0003] An enterprise resource planning system, known
as an ERP system, is usually used as a business-man-
agement system capable to collect, store, manage and
interpret data issued from different business activities.
[0004] Such a system includes generally a centralized
database storing different kinds of data relative to busi-
ness activities and accessible by the users. The database
is implemented for example in the form of a relational
database.
[0005] As it is known in the state of the art, the access
to such a database is implemented using the SQL
("Structured Query Language") programming language.
[0006] Particularly, according to SQL, a user wishing
to access to the database forms a special query com-
prising predetermined SQL commands.
[0007] In the whole text, by "user" we understand a
person which is able to use the ERP system. Such a
person can have different rights of access regarding the
system and can for example represent an ordinary user
having a restricted number of rights or an administrator
having an extended number of rights.
[0008] Each query is then executed by an SQL execu-
tion module which directly accesses the database in or-
der to obtain the required data.
[0009] So, in an ERP system, each user is usually able
to form his/her proper queries depending on data needed
to be accessed. A user can also modify existing queries
in order to obtain this data.
[0010] However, it occurs frequently that a user forms
or modifies an SQL query with defects. Thus, the queries
can sub-optimum or ill designed.
[0011] In this case, despite the defects, the SQL exe-
cution module will try to execute the query that can result
in some unpredictable consequences.
[0012] For example, this can saturate the SQL execu-
tion module or more globally, the database so as the
other users will not be able to access to the database
normally and the operation of the ERP system is degrad-
ed.
[0013] In some cases, the database can become com-
pletely inaccessible such that the ERP system can be-
come completely inoperable.
[0014] For example, the query of type SELECT *
FROM supplier AS s LEFT JOIN invoice AS i ON i.ID=i.ID
is a defective query which can be prejudicial for the ERP
system.

[0015] Indeed, here the join condition is bogus, instead
of having meaningful join condition like i.sID=s.ID, the
user used an always true condition resulting in a full cross
product of all the lines from both tables which can poten-
tially be lethal to the server.
[0016] Moreover, in some cases, invalid SQL queries
can be intentionally sent to the database in order to block
the operation of the ERP system.

SUMMARY OF THE INVENTION

[0017] Non-limiting embodiments of the invention aim
to resolve these issues of the art by proposing an ERP
system that is able to monitor all of the SQL queries ad-
dressed to the database and to identify queries which
can degrade the operation of such a system.
[0018] According to a non-limiting embodiment, pro-
vided is an enterprise resource planning system com-
prising:

a server comprising at least one SQL database and
an executing module configured to execute an SQL
query according to an execution plan to access the
SQL database and to generate execution data rela-
tive to the execution of each SQL query; and
at least one user terminal configured to send an SQL
query to the executing module of the server,
wherein the server further comprises a monitoring
module configured to analyze in real-time the exe-
cution plan and the execution data of each SQL que-
ry during its execution by the executing module and,
based on the analysis, determine at least one cor-
responding SQL query to be invalid.

[0019] In other non-limiting embodiments, the system
may comprise one or several of the following optional
features, taken individually or in any technically feasible
combination:

- the execution data relative to the execution of an
SQL query comprises at least one data item chosen
from the group comprising:

execution start time of the SQL query;
current execution time of the SQL query;
identifier of the user having sent the SQL query;
identifier of the execution plan used to execute
the SQL query;
part of CPU used by the SQL query;
memory used by the SQL query;
disk IOs user by the SQL query;
executed part of the SQL query; and
current number of delivered lines by execution
of the SQL query;

- the analysis of the execution data of each SQL query
comprises comparing the execution data or at least
one data item of said execution data with at least
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one predetermined threshold, the SQL query being
determined as invalid when the execution data or
the at least one data item exceeds the corresponding
threshold;

- said at least one predetermined threshold is chosen
according to the execution plan used to execute the
corresponding SQL query;

- the analysis of the execution data of each SQL query
comprises comparing the current execution time of
the SQL query with a first predetermined duration,
said SQL query being determined as invalid when
said current execution time exceeds the first prede-
termined duration;

- the first predetermined duration is chosen according
to the execution plan used to execute the corre-
sponding SQL query;

- the monitoring module is further configured to ana-
lyze in real-time an execution context of each SQL
query during its execution by the executing module;

- the execution context is determined by a functional
module from which the corresponding SQL query
has been launched;

- the execution context is determined according to us-
er comments presented in the corresponding SQL
query;

- the server further comprises a supervision module
configured to execute a first command in relation with
each invalid SQL query;

- the first command is chosen in the group comprising:

sending a feedback message to the user having
sent the corresponding invalid SQL query;
sending a feedback message to an administra-
tor;
sending a feedback message to the author of
the query;
sending a feedback message to an IT operation
team;
sending a feedback message to a maintenance
team;
killing the corresponding invalid SQL query; and
killing and banishing the corresponding invalid
SQL query;

- the analysis of the execution data of each SQL query
comprises comparing the current execution time of
the SQL query with a first predetermined duration,
said SQL query being determined as invalid when
said current execution time exceeds the first prede-
termined duration, and wherein the supervision mod-
ule is configured to execute a second command in
relation with each invalid SQL query after execution
the first command when the current execution time
of the SQL query exceeds a second predetermined
duration greater than the first predetermined dura-
tion;

- the first command causes sending a feedback mes-
sage to the user having sent the corresponding

invalid SQL query and/or to an administrator, and
the second command causes killing and banishing
the corresponding invalid SQL query;

- the second command is determined to be executed
or not executed based on an execution context of
the corresponding SQL query.

[0020] According to another non-limiting embodiment,
provided is a method of supervising SQL queries in an
enterprise resource planning system, comprising:

executing, with a server comprising at least one SQL
database, an SQL query based on an execution plan
to access the SQL database;
generating, with the server, execution data relative
to the execution of each SQL query;
receiving, with the server from at least one user ter-
minal, an SQL query;
analyzing in real-time, with the server, the execution
plan and the execution data of each SQL query dur-
ing its execution by the server; and
determining, with the server, at least one corre-
sponding SQL query to be invalid based on the anal-
ysis.

[0021] In other non-limiting embodiments, the method
may comprise one or several of the following optional
features, taken individually or in any technically feasible
combination:

- the execution data relative to the execution of an
SQL query comprises at least one data item chosen
from the group comprising:

execution start time of the SQL query;
current execution time of the SQL query;
identifier of the user having sent the SQL query;
identifier of the execution plan used to execute
the SQL query;
part of CPU used by the SQL query;
memory used by the SQL query;
disk IOs used by the SQL query;
executed part of the SQL query; and
current number of delivered lines by execution
of the SQL query;

- the execution data of each SQL query comprises
comparing the execution data or at least one data
item of said execution data with at least one prede-
termined threshold, the SQL query being determined
as invalid when the execution data or the at least
one data item exceeds the corresponding threshold;

- the analysis of the execution data of each SQL query
comprises comparing the current execution time of
the SQL query with a first predetermined duration,
said SQL query being determined as invalid when
said current execution time exceeds the first prede-
termined duration;
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- further comprising analyzing in real-time, with the
server, an execution context of each SQL query dur-
ing its execution by the server;

- further comprising executing a first command in re-
lation with each invalid SQL query.

[0022] According to another non-limiting embodiment,
provided is a computer program product for supervising
SQL queries in an enterprise resource planning system,
comprising at least one non-transitory computer-reada-
ble medium including program instructions that, when
executed by a server including at least one processor,
cause the server to:

execute an SQL query based on an execution plan
to access an SQL database;
generate execution data relative to the execution of
each SQL query;
receive, from at least one user terminal, an SQL que-
ry;
analyze in real-time the execution plan and the ex-
ecution data of each SQL query during its execution
by the server; and
determine at least one corresponding SQL query to
be invalid based on the analysis.

[0023] According to another non-limiting embodiment,
provided is an enterprise resource planning system com-
prising:
a server comprising at least one SQL database and at
least one processor programmed or configured to:

execute an SQL query based on an execution plan
to access the SQL database;
generate execution data relative to the execution of
each SQL query;
receive, from at least one user terminal, an SQL que-
ry;
analyze in real-time the execution plan and the ex-
ecution data of each SQL query during its execution
by the server; and
determine at least one corresponding SQL query to
be invalid based on the analysis.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] The invention and its advantages will be better
understood upon reading the following description, which
is given solely by way of non-limiting example and which
is made with reference to the appended drawings, in
which:

- figure 1 is a schematic view of an ERP system ac-
cording to a first non-limiting embodiment of the in-
vention, the ERP system comprising notably a serv-
er;

- figure 2 is a schematic view of the server of figure 1,
the server comprising an SQL database;

- figure 3 is a schematic view of an example of a table
stored in the SQL database of figure 2;

- figure 4 is a schematic view of an SQL query ad-
dressed to the SQL database of figure 2;

- figure 5 is a schematic view of an execution plan
used to execute an SQL query to access to the SQL
database of figure 2;

- figure 6 is a schematic view of execution data relative
to an SQL query used to access to the SQL database
of figure 2;

- figure 7 is a flowchart of a supervision method ac-
cording to a first non-limiting embodiment of the in-
vention;

- figure 8 is a schematic view of a server of an ERP
system according to a second non-limiting embodi-
ment of the invention;

- figure 9 is a flowchart of a supervision method ac-
cording to the second non-limiting embodiment of
the invention;

- figure 10 is a schematic view of a server of an ERP
system according to a third non-limiting embodiment
of the invention; and

- figure 11 is a flowchart of a supervision method ac-
cording to the third non-limiting embodiment of the
invention.

DETAILED DESCRIPTION OF THE INVENTION

[0025] As used herein, the term "computing device"
may refer to one or more electronic devices configured
to process data. A computing device may, in some ex-
amples, include the necessary components to receive,
process, and output data, such as a display, a processor,
a memory, an input device, and a network interface. A
computing device may be a mobile device, a personal
computer, a server computer, or a processor or compo-
nent thereof.
[0026] As used herein, the terms "communication" and
"communicate" may refer to the reception, receipt, trans-
mission, transfer, provision, and/or the like, of information
(e.g., data, signals, messages, instructions, commands,
and/or the like). For one unit (e.g., a device, a system, a
component of a device or system, combinations thereof,
and/or the like) to be in communication with another unit
means that the one unit is able to directly or indirectly
receive information from and/or transmit information to
the other unit. This may refer to a direct or indirect con-
nection (e.g., a direct communication connection, an in-
direct communication connection, and/or the like) that is
wired and/or wireless in nature. Additionally, two units
may be in communication with each other even though
the information transmitted may be modified, processed,
relayed, and/or routed between the first and second unit.
For example, a first unit may be in communication with
a second unit even though the first unit passively receives
information and does not actively transmit information to
the second unit. As another example, a first unit may be
in communication with a second unit if at least one inter-
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mediary unit processes information received from the first
unit and communicates the processed information to the
second unit.

FIRST EMBODIMENT OF THE INVENTION

[0027] Figure 1 illustrates schematically an enterprise
resource planning system 10 according to a first non-
limiting embodiment of the invention. This system is de-
noted in further description as an ERP system 10.
[0028] The ERP system 10 is particularly used to carry
out one or several business activities, such as suppliers
management, human resource, accounting, sales man-
agement, production, client management, etc. Each
business activity is carried out, for example, by a specific
functional module (non-illustrated on figure 1) of the ERP
system 10.
[0029] More generally, each functional module
presents a plurality of tools intended to implement a spe-
cific functionality, such as a specific business activity, of
the ERP system 10.
[0030] The business activities are known to those
skilled in the art.
[0031] In reference to figure 1, the ERP system 10 com-
prises at least one server 12 and a plurality of client ter-
minals 13A,...,13N. Each of the server 12 and client ter-
minals 13A,...,13N may include a computing device.
[0032] Each client terminal 13A,...,13N includes, for
example, a computer or any other electronic device able
to interact with the server 12 via, for example, a computer
network.
[0033] Particularly, each client terminal 13A,...,13N
comprises a memory configured to store software pro-
grams and at least one processor configured to execute
the programs stored in the memory.
[0034] At least some programs stored in the memory
of each client terminal 13A,...,13N make it possible to
interact with the server 12.
[0035] At least some other programs define at least
partially one or several functional modules of the ERP
system 10.
[0036] Each client terminal 13A,...,13N further com-
prises human-computer interface such as, for example,
a display, a keyboard, a mouse, a touchscreen, and/or
a sound system.
[0037] Particularly, the human-computer interface
makes it possible to a user to interact with the corre-
sponding client terminal 13A,...,13N to execute, for ex-
ample, one or several programs stored in the memory of
this terminal. One or more graphical user interfaces
(GUIs) may be presented on a display for the user to
interact with.
[0038] The server 12 is in communication with each
client terminal 13A,...,13N.
[0039] As illustrated on figure 2, the server 12 compris-
es an SQL database 20.
[0040] The SQL database 20 contains, for example,
data relative to one or several business activities carried

out by the ERP system 10.
[0041] Particularly, the SQL database 20 comprises,
for example, data relative to accounting, suppliers, cli-
ents, etc.
[0042] The SQL database 20 may include a relational
database.
[0043] Such a database may include one or more ta-
bles, each table being composed with columns and rows.
Each row, also called a record, is identified by a unique
key. When the database 20 presents several tables, at
least some of them can be linked using the keys identi-
fying the rows.
[0044] An example of such a database is presented on
figure 3.
[0045] As it is visible on figure 3, the database 20 com-
prises a table called "Invoices" which is composed, for
example, of at least five columns called "Invoice number",
"Supplier", "Amount", "Currency" and "Due date".
[0046] Each record of this example database 20
presents data relative to a supplier invoice which can be
uniquely identified in this database using, for example,
the invoice number as a unique key.
[0047] Another table of the database 20 can be, for
example, relative to suppliers and can include, for exam-
ple, columns called "Address", "Bank account number",
"Contact person", etc.
[0048] Access to the database 20 is realized using spe-
cial type of queries called SQL query.
[0049] Particularly, according to non-limiting embodi-
ments of the invention, each user terminal 13A,...,13N is
in communication with the server 20 and is configured to
send an SQL query to the server 20 in order to access
the SQL database 20.
[0050] Each SQL query is generated, for example, by
a user via the human-machine interface of the corre-
sponding user terminal 13A,...,13B.
[0051] Each SQL query presents, for example, a text
file edited by the user and comprising a set of commands.
[0052] The syntax of these commands is defined by
SQL and is recognized by an SQL executing module ex-
plained in further detail below. The commands are con-
figured to cause the SQL executing module to perform
one or more actions or processes.
[0053] An example of an SQL query is presented on
figure 4.
[0054] In the example of this figure, the SQL query
comprises a declaration part 22, a comments part 23,
and a main body part 24.
[0055] Particularly, the declaration part 22 makes it
possible to declare variables that can be used in the que-
ry.
[0056] In the example of figure 4, the declaration part
22 declares the variable called "@Var1" of type BIT and
associates "0" as initial value to this variable.
[0057] The comments part 23 contains user comments
which can be, for example, used to facilitate the compre-
hension of the query.
[0058] The comments may be defined by the symbols
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"- -" or "/*" and "*/", and are ignored by the SQL executing
module.
[0059] According to the invention, at least some com-
ments of the SQL queries are used to define an execution
context of the corresponding SQL query.
[0060] The execution context of an SQL query can, for
example, be defined by the functional module used to
launch this query.
[0061] Thus, at least some comments of the SQL que-
ries can contain a name or an identifier of such a func-
tional module.
[0062] The main body part 24 comprises principal com-
mands used to access the SQL database 20.
[0063] In the example of figure 4, the command of type
"SELECT" is used.
[0064] Particularly, according to this example, the
command "SELECT" requests the extraction of the col-
umn called "col2" from the table called "db" according to
the ascendant order of this column.
[0065] Thus, if in the example of figure 3, "db" refers
to the table "Invoices" and "col2" refers to the column
"Supplier", the result of the command "SELECT" of the
example of figure 4 will be extraction of the whole column
"Supplier" and its ordering according to the alphabet or-
der.
[0066] In reference to figure 2, the server 12 further
comprises an executing module 25 configured to execute
each SQL query received from the user terminals
13A,...,13N.
[0067] Particularly, the executing module 25 includes
an SQL engine or managerconfigured to execute queries
according to SQL. The executing module 25 may include
a program or software function stored in a memory of the
server 12 and executed by one or several processors of
the server 12. The executing module 25 may include soft-
ware, hardware, and/or a combination of software and
hardware.
[0068] Each SQL query is executed using an execution
plan.
[0069] Each execution plan, called also query plan,
presents a set of steps used by the executing module 25
to access to the SQL database 20. This set of steps
presents, for example, a tree structure.
[0070] Each execution plan is chosen by the executing
module 25 according to the query to be executed.
[0071] Particularly, the executing module 25 is config-
ured to optimize the execution of an SQL query by choos-
ing an appropriate execution plan.
[0072] For this purpose, the executing module 25 com-
prises an optimizing unity which is configured to analyze
each query and to choose an execution plan among, for
example, a plurality of predetermined execution plans,
according to this analysis.
[0073] Each execution plan can be identified by a
unique identifier.
[0074] An example of an execution plan 40 is illustrated
on figure 5.
[0075] Thus, as it is illustrated on this figure 5, the ex-

ecution plan 40 comprises steps 41 and 42 called re-
spectfully "Index Scan" and "Compute Scalar", applied
to a table of the SQL database 20. These steps 41, 42
are executed in parallel with the step 43, which like the
step 41 is also called "Index Scan" but applied, for ex-
ample, to another table of the SQL database 20.
[0076] The execution plan 40 comprises also steps 44,
45 and 46 called respectfully "Hash Match", "Sort" and
"SELECT" which are executed consequently after exe-
cution of the steps 41 to 43.
[0077] Advantageously, each execution plan compris-
es cost estimation and duration estimation of each one
of its steps or each one of its sub-trees in the case where
the plan presents a tree structure.
[0078] The cost estimation can be expressed in per-
cent and signifies the portion of the total duration or re-
quired CPU performances for execute the corresponding
step.
[0079] Thus, in the example of figure 5, the costs of
the steps 41, 43, 44, and 45 are respectfully equal to
14%, 15%, 64%, and 7%.
[0080] Advantageously, each execution plan compris-
es an estimated number of lines issued from the database
after the execution of an SQL query according to this
execution plan.
[0081] During the execution of each SQL query, the
execution module 25 is able to generate execution data
relative to the execution of this query.
[0082] Particularly, the execution data relative to the
execution of an SQL query comprises at least one data
item chosen in the group comprising:

- execution start time of the SQL query;
- current execution time of the SQL query;
- identifier of the user having sent the SQL query;
- identifier of the execution plan used to execute the

SQL query;
- part of CPU used by the SQL query;
- memory used by the SQL query;
- disk IOs user by the SQL query;
- executed part of the SQL query;
- current number of delivered lines by execution of the

SQL query.

[0083] The execution data relative to the execution of
each SQL query can be, for example, presented in a table
as the table illustrated on figure 6.
[0084] Thus, in the example of figure 6, each line
presents execution data for an SQL query identified by
the identifier in the column "SQL ID".
[0085] The column "Execution Plan ID" corresponds
to the identifier of the execution plan used to execute the
corresponding SQL query. The columns "Start time" and
"Execution time" correspond respectfully to the execution
start time and current execution time of the correspond-
ing SQL query. The column "Progress" corresponds to
the executed part of the corresponding SQL query ex-
pressed in percent.
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[0086] Of course, many other examples of execution
data items are also possible. These examples depend
on the type of the executing module 25 used in the server
12.
[0087] According to the first non-limiting embodiment
of the invention, the server 12 further comprises a mon-
itoring module 50.
[0088] Like the executing module 25, the monitoring
module 50 includes a program or software function stored
in a memory of the server 12 and executed by one or
several processors of the server 12. The monitoring mod-
ule 50 may include software, hardware, and/or a combi-
nation of software and hardware.
[0089] The monitoring module 50 is in communication
with the executing module 25 and is configured to analyze
in real time each SQL query executed by the executing
module 25.
[0090] Particularly, the monitoring module 50 is con-
figured to analyze in real time the execution plan and the
execution data of each SQL query during its execution
by the executing module 25 and, according to the anal-
ysis, determine as invalid the corresponding SQL query.
[0091] The term "invalid SQL query", as used herein,
refers to an SQL query which affects the normal operation
on the server 12 because, for example, of an unusual
amount of disk IOs consumed or when it is generated
intentionally to affect the normal operation of the server
12.
[0092] In more detail, the monitoring module 50 is con-
figured to carry out a supervision method 100 of SQL
queries according to the first non-limiting embodiment of
the invention.
[0093] This method will be now described in reference
to figure 7 presenting a flowchart of its steps.
[0094] Initially, it is considered that the ERP system 10
operates normally.
[0095] This means that at least some of the user ter-
minals 13A,...,13N send to the server 12 SQL queries.
[0096] These queries are received by the server 12
and are transmitted to the executing module 25 which
executes each of them par example in parallel manner.
[0097] The steps of the method 100 explained below
are executed in real time for each SQL query executed
by the executing module 25, while its execution by the
execution module 25.
[0098] Hence, these steps will be explained in relation
with only one SQL query.
[0099] Particularly, during the step 110, the monitoring
module 50 receives the execution data and the execution
plan of the corresponding SQL query.
[0100] During the following step 120, the monitoring
module 50 analyzes the execution data notably in view
of the execution plan to determine whether the SQL query
is valid or not.
[0101] According to a particular non-limiting example
of the invention, the analysis carried out by the monitoring
module 50 comprises comparing at least one data item
of the received execution data with a predetermined

threshold.
[0102] If data item exceeds the threshold, the SQL que-
ry is considered as invalid and the monitoring module 50
passes to the following step 130. Otherwise, the moni-
toring module 50 passes again to the step 110 if the SQL
query is still being executed by the executing module 25.
[0103] The threshold is, for example, determined ac-
cording to the execution plan. Particularly, the threshold
can be determined according to the step of the execution
plan currently being executed by the executing module
50.
[0104] Thus, for example, according to a particular
non-limiting example of the invention, the analysis carried
out by the monitoring module 50 comprises comparing
the current execution time of the SQL query with a first
predetermined duration.
[0105] This first predetermined duration is determined,
for example, according to the execution plan of the cor-
responding SQL query.
[0106] According to another example, this first prede-
termined duration presents a fixed value, for example 1
min.
[0107] Hence, in this case, when the current execution
time exceeds the first predetermined duration, the mon-
itoring module 50 considers the SQL query as invalid and
passes to the step 130. Otherwise, the monitoring mod-
ule 50 passes again to the step 110 if the SQL query is
still being executed by the executing module 50.
[0108] The analysis can also comprise comparing the
current number of delivered lines by execution of the SQL
query with a threshold.
[0109] This threshold can correspond to the estimated
number of lines according to the execution plan.
[0110] During the step 130, the monitoring module 50
indicates that the corresponding query is invalid.
[0111] Particularly, during this step 130, the monitoring
module 50 associates, for example, a special label to the
corresponding SQL query indicating that it is invalid or
transmits the ID of this query to other modules of the
server 12 to indicate that it is invalid.

SECOND EMBODIMENT OF THE INVENTION

[0112] An ERP system according to a second non-lim-
iting embodiment of the invention will be now explained.
[0113] As in the precedent case, the ERP system ac-
cording to the second non-limiting embodiment of the
invention comprises a plurality of user terminals in com-
munication with a server 212.
[0114] The user terminals are identical to the user ter-
minals 13A,...,13N and thus, will not be explained in fur-
ther description.
[0115] The server 212 is illustrated in detail on figure 8.
[0116] As it is visible on this figure, the server compris-
es an SQL database 220, an executing module 225, and
a monitoring module 250 similar respectfully to the SQL
database 20, the executing module 25, and the monitor-
ing module 50 explained above.
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[0117] The server 212 of the ERP system according
to the second non-limiting embodiment of the invention
further comprises a supervision module 260.
[0118] Like the monitoring module 250, the supervision
module 260 may include a program or software function
stored in the memory of the server 212 and executed by
one or several processors of this server 212. The super-
vision module 260 may include software, hardware,
and/or a combination of software and hardware.
[0119] The supervision module 260 module is in com-
munication with the monitoring module 250 and is able
to receive from this module 250, in real time, information
relative to each invalid query while it is being executed
by the executing module 225.
[0120] Particularly, as it is mentioned in the previous
case, this information can be the ID of the invalid query
or a special label associated to this query.
[0121] The supervision module 260 is further config-
ured to generate a first command in relation with each
invalid query and intended to the execution module 225.
[0122] According to a particular non-limiting example
of the invention, the first command is chosen in the group
comprising:

- sending a feedback message to the user having sent
the corresponding invalid SQL query;

- sending a feedback message to an administrator;
- sending a feedback message to the author of the

query;
- sending a feedback message to the IT operation

team;
- sending a feedback message to the maintenance

team;
- killing the corresponding invalid SQL query;
- killing and banishing the corresponding invalid SQL

query.

[0123] A supervision method of SQL queries 300 ac-
cording to the second non-limiting embodiment of the
invention will now be explained in reference to figure 9
presenting a flowchart of its steps.
[0124] This method according to the second non-lim-
iting embodiment of the invention is carried out by the
monitoring module 250 and by the supervision module
260.
[0125] Like in the previous case, initially it is considered
that the ERP system is normally operated.
[0126] Particularly, the user terminals send SQL que-
ries to the server 212 where they are executed by the
executing module 225.
[0127] Like in the previous case, the following steps of
the method will be explained in relation with only one
SQL query.
[0128] The first three steps 310, 320 and 330 of the
method according to the second non-limiting embodi-
ment of the invention are similar to the steps 110, 120
and 130 explained above.
[0129] Particularly, during the step 310, the monitoring

module 250 receives the execution data and the execu-
tion plan of the corresponding SQL query.
[0130] During the following step 320, the monitoring
module 250 analyzes the execution data notably in view
of the execution plan to determine whether the SQL query
is valid or not.
[0131] This can be done using comparing with prede-
termined threshold as explained above.
[0132] If the SQL query is valid, the monitoring module
250 passes again to the step 310, otherwise, it passes
to the step 330.
[0133] During the step 330, the monitoring module 250
indicates that the corresponding query is invalid.
[0134] Particularly, during this step 330, the monitoring
module 250 transmits information relative to this query
to the supervision module 260.
[0135] During the step 340, the supervision module
260 executes a command in relation with the invalid que-
ry.
[0136] Particularly, the supervision module 260 exe-
cutes a first command which is chosen in the group com-
prising:

- sending a feedback message to the user having sent
the corresponding invalid SQL query;

- sending a feedback message to an administrator;
- killing the corresponding invalid SQL query;
- killing and banishing the corresponding invalid SQL

query.

[0137] A first command causes sending a feedback
message to the user or administrator, such as sending
an e-mail message, an SMS or another type of message
indicating, for example, the ID of the invalid query and a
warning that this query is considered as invalid.
[0138] Such a first command can also cause the gen-
erating of a log-file or an error message on the user’s
and administrator’s display.
[0139] After receiving such a message, the user or the
administrator may be able to exert an appropriate action
relatively to the invalid query. Hence, according to a par-
ticular non-limiting example of the invention, in this case,
the user terminal 13A,...,13N used by the user or admin-
istrator detects such a feedback message and proposes,
for example, to the user or administrator to send a "kill"
(e.g., terminate) command to the executing module 50.
[0140] A first command that causes killing and even-
tually banishing the invalid SQL query can be realized
by sending to the executing module 250 corresponding
commands for killing and banishing with the ID of the
invalid query.
[0141] According to a particular non-limiting example
of the invention, the first command is chosen by the su-
pervision module 260 independently of the correspond-
ing invalid query.
[0142] Thus, par example, the supervision module 260
always chooses sending a feedback message or killing
the invalid SQL query, independently of this query.
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[0143] According to another particular non-limiting ex-
ample of the invention, the first command is chosen by
the supervision module 260 basing on the corresponding
invalid query, for example basing on the execution con-
text of this query.
[0144] In this case, the supervision module 260
choses, for example, sending a feedback message or
killing the invalid SQL query, basing on the execution
context of this query.

THIRD EMBODIMENT OF THE INVENTION

[0145] An ERP system according to a third non-limiting
embodiment of the invention will be now explained.
[0146] As in the precedent cases, the ERP system ac-
cording to the third non-limiting embodiment of the inven-
tion comprises a plurality of user terminals in communi-
cation with a server 412.
[0147] The user terminals are identical to the user ter-
minals 13A,...,13N and thus, will not be explained in fur-
ther description.
[0148] The server 412 is illustrated in detail on figure
10.
[0149] As it is visible on this figure, the server compris-
es an SQL database 420, an executing module 425, a
monitoring module 450, and a supervision module 460,
which are respectively similar to the SQL database 220,
the execution module 225, the monitoring module 250,
and the supervision module 260 explained above.
[0150] Like the supervision module 260, the supervi-
sion module 460 is configured to generate a first com-
mand in relation with each invalid query as it is explained
above.
[0151] Additionally, the supervision module 460 is also
configured to generate a second command after gener-
ating a first command for a same invalid query.
[0152] This second command can be similar to the first
command or different from this command.
[0153] Thus, for example, if the first command causes
sending a feedback message relative to an invalid SQL
query, the second command can cause killing and even-
tually banishing this query if no action has been made
by the user or the administrator.
[0154] A supervision method of SQL queries 500 ac-
cording to the third non-limiting embodiment of the inven-
tion will now be explained in reference to figure 11 pre-
senting a flowchart of its steps.
[0155] This method according to the third non-limiting
embodiment of the invention is carried out by the moni-
toring module 450 and by the supervision module 460.
[0156] Like in the previous case, initially it is considered
that the ERP system is normally operated.
[0157] Particularly, the user terminals send SQL que-
ries to the server 412 where they are executed by the
executing module 425.
[0158] Like in the previous case, the following steps of
the method will be explained in relation with only one
SQL query.

[0159] The first three steps 510, 520, and 530 of the
method according to the second non-limiting embodi-
ment of the invention are similar to the steps 110, 120
and 130 explained above.
[0160] Particularly, during the step 510, the monitoring
module 450 receives the execution data and the execu-
tion plan of the corresponding SQL query.
[0161] During the following step 520, the monitoring
module 450 analyzes the execution data notably in view
of the execution plan to determine whether the SQL query
is valid or not.
[0162] This analysis can be done by comparing the
data with a predetermined threshold as explained above.
[0163] If the SQL query is valid, the monitoring module
450 passes again to the step 510, otherwise, it passes
to the step 530.
[0164] During the step 530, the monitoring module 450
indicates that the corresponding query is invalid.
[0165] The following step 540 is similar to the step 340
explained above.
[0166] Particularly, during this step 540, the supervi-
sion module 460 executes a first command in relation
with the invalid query.
[0167] According to the third non-limiting embodiment
of the invention, this first command consists in sending
a feedback message to the user or administrator.
[0168] During the following step 550, the invalid query
is still being executed by the executing module 425. So,
during this step 550, the monitoring module 450 contin-
ues to analyze the execution information and, eventually,
the execution plan of this query.
[0169] If during this analysis, the monitoring module
450 still considers that the SQL query is invalid according
to an additional criterion, it transmits the corresponding
information to the supervision module during the step
560.
[0170] The additional criterion can also comprise com-
paring at least one data item of the execution data with
a threshold. This data item can be chosen different from
the data item used in the comparing during the step 520
or the same data item. In this last case, the threshold
used in this step 550 is different from the threshold used
in the step 520.
[0171] Thus, for example, if during the analysis of the
step 550, the monitoring module 450 determines that the
current execution time exceeds a second predetermined
duration greater than the first predetermined duration, it
considers that the corresponding query is invalid accord-
ing to the second criterion and transmits this information
to the supervision module 460.
[0172] According to a particular non-limiting example
of the invention, the second predetermined duration can
be equal to 10 min.
[0173] During the step 570, the supervision module
460 executes the second command which advanta-
geously causes killing and eventually banishing the cor-
responding SQL query.
[0174] Of course, like in the previous case, this second
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command can be chosen basing on the execution context
of the query.
[0175] According to another example, the supervision
module 460 can execute no command during this step
for a certain type of execution context.
[0176] Other embodiments and variations of the inven-
tion are still possible.
[0177] Thus, for example, it is possible to imagine an
embodiment wherein the supervision module is able to
execute n commands (with n>2) in relation with each
invalid query before executing the command configured
to kill this query.
[0178] One can consider that non-limiting embodi-
ments of the present invention presents numerous ad-
vantages.
[0179] First of all, non-limiting embodiments of the in-
vention make it possible to determine SQL invalid queries
that can slow down or block the database.
[0180] This determination is carried out in real time
without human participation using data generally availa-
ble in the most SQL execution managers or engines.
[0181] So, when an invalid SQL query is detected, it is
possible to warn the user or administrator and eventually
to cancel its execution using a kill command.
[0182] Thus, the operation of an ERP system can be
more reliable.
[0183] Non-limiting embodiments of the invention are
particularly useful when an SQL query contains errors,
notably syntax errors, or when it is used as a malware.
[0184] Although non-limiting embodiments have been
described in detail for the purpose of illustration based
on what is currently considered to be the most practical
and preferred embodiments, it is to be understood that
such detail is solely for that purpose and that the invention
is not limited to the disclosed embodiments, but, on the
contrary, is intended to cover modifications and equiva-
lent arrangements that are within the spirit and scope of
the appended claims. For example, it is to be understood
that the present invention contemplates that, to the extent
possible, one or more features of any embodiment can
be combined with one or more features of any other em-
bodiment.

Claims

1. An enterprise resource planning system (10) com-
prising:

a server (12; 212; 412) comprising at least one
SQL database (20; 220; 420) and an executing
module (25; 225; 425) configured to execute an
SQL query according to an execution plan to
access the SQL database (20; 220; 420) and to
generate execution data relative to the execu-
tion of each SQL query; and
at least one user terminal (13A,...,13N) config-
ured to send an SQL query to the executing mod-

ule (25; 225; 425) of the server (12; 212; 412);
wherein the server (12; 212; 412) further com-
prises a monitoring module (50; 250; 450) con-
figured to analyze in real-time the execution plan
and the execution data of each SQL query dur-
ing its execution by the executing module (25;
225; 425) and, based on the analysis, determine
at least one corresponding SQL query to be
invalid.

2. The enterprise resource planning system (10) ac-
cording to claim 1, wherein the execution data rela-
tive to the execution of an SQL query comprises at
least one data item chosen from the group compris-
ing:

execution start time of the SQL query;
current execution time of the SQL query;
identifier of the user having sent the SQL query;
identifier of the execution plan used to execute
the SQL query;
part of CPU used by the SQL query;
memory used by the SQL query;
disk IOs user by the SQL query;
executed part of the SQL query; and
current number of delivered lines by execution
of the SQL query.

3. The enterprise resource planning system (10) ac-
cording to claim 2, wherein the analysis of the exe-
cution data of each SQL query comprises comparing
the execution data or at least one data item of said
execution data with at least one predetermined
threshold, the SQL query being determined as
invalid when the execution data or the at least one
data item exceeds the corresponding threshold.

4. The enterprise resource planning system (10) ac-
cording to claim 3, wherein said at least one prede-
termined threshold is chosen according to the exe-
cution plan used to execute the corresponding SQL
query.

5. The enterprise resource planning system (10) ac-
cording to one of the preceding claims, wherein the
analysis of the execution data of each SQL query
comprises comparing the current execution time of
the SQL query with a first predetermined duration,
said SQL query being determined as invalid when
said current execution time exceeds the first prede-
termined duration.

6. The enterprise resource planning system (10) ac-
cording to claim 5, wherein the first predetermined
duration is chosen according to the execution plan
used to execute the corresponding SQL query.

7. The enterprise resource planning system (10) ac-
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cording to one of the preceding claims, wherein the
monitoring module (50; 250; 450) is further config-
ured to analyze in real-time an execution context of
each SQL query during its execution by the execut-
ing module (25; 225; 425).

8. The enterprise resource planning system (10) ac-
cording to claim 7, wherein the execution context is
determined by a functional module from which the
corresponding SQL query has been launched.

9. The enterprise resource planning system (10) ac-
cording to claim 7 or 8, wherein the execution context
is determined according to user comments present-
ed in the corresponding SQL query.

10. The enterprise resource planning system (10) ac-
cording to one of the preceding claims, wherein the
server (212; 412) further comprises a supervision
module (260; 460) configured to execute a first com-
mand in relation with each invalid SQL query.

11. The enterprise resource planning system (10) ac-
cording to claim 10, wherein the first command is
chosen in the group comprising:

sending a feedback message to the user having
sent the corresponding invalid SQL query;
sending a feedback message to an administra-
tor;
sending a feedback message to the author of
the query;
sending a feedback message to an IT operation
team;
sending a feedback message to a maintenance
team;
killing the corresponding invalid SQL query; and
killing and banishing the corresponding invalid
SQL query.

12. The enterprise resource planning system (10) ac-
cording to claim 10, wherein the analysis of the ex-
ecution data of each SQL query comprises compar-
ing the current execution time of the SQL query with
a first predetermined duration, said SQL query being
determined as invalid when said current execution
time exceeds the first predetermined duration, and
wherein the supervision module is configured to ex-
ecute a second command in relation with each
invalid SQL query after execution the first command
when the current execution time of the SQL query
exceeds a second predetermined duration greater
than the first predetermined duration.

13. The enterprise resource planning system (10) ac-
cording to claim 12, wherein the first command caus-
es sending a feedback message to the user having
sent the corresponding invalid SQL query and/or to

an administrator, and the second command causes
killing and banishing the corresponding invalid SQL
query.

14. The enterprise resource planning system (10) ac-
cording to claim 12 or 13, wherein the second com-
mand is determined to be executed or not executed
based on an execution context of the corresponding
SQL query.

15. A method of supervising SQL queries in an enter-
prise resource planning system (10), comprising:

executing, with a server (12; 212; 412) compris-
ing at least one SQL database (20; 220; 420),
an SQL query based on an execution plan to
access the SQL database;
generating, with the server (12; 212; 412), exe-
cution data relative to the execution of each SQL
query;
receiving, with the server (12; 212; 412) from at
least one user terminal, an SQL query;
analyzing in real-time, with the server (12; 212;
412), the execution plan and the execution data
of each SQL query during its execution by the
server; and
determining, with the server (12; 212; 412), at
least one corresponding SQL query to be invalid
based on the analysis.
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