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Description

Background

[0001] Executable code is a potential attack vector for
malicious attacks on either server devices running web
services or on client devices running a web browser. One
form of such attacks may be Cross Site Scripting or XSS
attacks. According to one source, XSS attacks were
roughly 70% of all security vulnerabilities documented in
2007.
From "Detecting malicious JavaScript code in Mozilla"
by Hallaraker et al, a method for monitoring JavaScript
code execution and comparing the execution to high-lev-
el policies to detect malicious code behavior is known.
Further, "Browsers defenses against phishing, spoofing
and malware" bv Herzberg et al discusses existing and
proposed defense mechanisms and highlights vulnera-
bilities of current defenses and the challenges of validat-
ing and adopting new defenses.

Summary

[0002] An active filter monitors a web browser session
to identify executable code transmitted in the session.
The executable code may be analyzed to determine if
the code is digitally signed. When the code is digitally
signed by the web server or by another trusted source,
the code may be executed. When the code is neither
digitally signed or when the source is not trusted, the
code may be rejected and not executed. The filter may
be implemented as a web browser component or plugin,
as well as a gateway device, proxy, or other service. The
filter may also be implemented on the server side to reject
incoming data that may include unauthenticated code.
[0003] This Summary is provided to introduce a selec-
tion of concepts in a simplified form that are further de-
scribed below in the Detailed Description. This Summary
is not intended to identify key features or essential fea-
tures of the claimed subject matter, nor is it intended to
be used to limit the scope of the claimed subject matter.

Brief Description of the Drawings

[0004] In the drawings,

FIGURE 1 is a diagram illustration of an embodiment
showing an environment in which a monitoring and
verifying system may operate.
FIGURE 2 is a flowchart illustration of an embodi-
ment showing a method for monitoring and verifying
executable code.
FIGURE 3 is a flowchart illustration of an embodi-
ment showing a method for client operations when
monitoring and dispositioning executable code.
FIGURE 4 is a flowchart illustration of an embodi-
ment showing a method for client operations when
using tagged executables.

Detailed Description

[0005] Executable code passed in either direction be-
tween a web server and a client may be monitored and
analyzed to determine if possible executable code is
present. Prior to executing the code, a determination may
be made to verify that the executable code is signed or
authenticated. If the code is not properly authenticated,
the code may be removed, tagged as suspicious, or oth-
erwise dispositioned.
[0006] The monitoring and verifying processes may be
implemented in several different architectures. On the
client side, a monitoring service or monitoring application
may be operating on the client and may intercept and
analyze incoming or outgoing executable code. In anoth-
er client side embodiment, a web browser or other appli-
cation may have a plug-in or other module operating with
the application, where the plug-in or other module may
perform the monitoring and verification. On a server side,
a monitoring system may monitor and verify incoming
data from clients. Still other embodiments may be imple-
mented in gateway devices, proxies, or other devices
between the server and client.
[0007] The monitoring and verifying processes may
address cross site scripting (XSS) attacks, a common
security vulnerability, in several manners. When incom-
ing data streams to a server are monitored, malicious
code that may be uploaded from a client to the server
may be prevented from reaching the server. Similarly,
the monitoring of data incoming to the client may prevent
unwanted or malicious executable code from reaching
the client.
[0008] Throughout this specification, like reference
numbers signify the same elements throughout the de-
scription of the figures.
[0009] When elements are referred to as being "con-
nected" or "coupled," the elements can be directly con-
nected or coupled together or one or more intervening
elements may also be present. In contrast, when ele-
ments are referred to as being "directly connected" or
"directly coupled," there are no intervening elements
present.
[0010] The subject matter may be embodied as devic-
es, systems, methods, and/or computer program prod-
ucts. Accordingly, some or all of the subject matter may
be embodied in hardware and/or in software (including
firmware, resident software, microcode, state machines,
gate arrays, etc.) Furthermore, the subject matter may
take the form of a computer program product on a com-
puter-usable or computer-readable storage medium hav-
ing computer-usable or computer-readable program
code embodied in the medium for use by or in connection
with an instruction execution system. In the context of
this document, a computer-usable or computer-readable
medium may be any medium that can contain, store,
communicate, propagate, or transport the program for
use by or in connection with the instruction execution
system, apparatus, or device.
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[0011] The computer-usable or computer-readable
medium may be for example, but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, device, or propaga-
tion medium. By way of example, and not limitation, com-
puter-readable media may comprise computer storage
media and communication media.
[0012] Computer storage media includes volatile and
nonvolatile, removable and non-removable media imple-
mented in any method or technology for storage of infor-
mation such as computer-readable instructions, data
structures, program modules, or other data. Computer
storage media includes, but is not limited to, RAM, ROM,
EEPROM, flash memory or other memory technology,
CD-ROM, digital versatile disks (DVD) or other optical
storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices, or any
other medium which can be used to store the desired
information and may be accessed by an instruction ex-
ecution system. Note that the computer-usable or com-
puter-readable medium can be paper or other suitable
medium upon which the program is printed, as the pro-
gram can be electronically captured via, for instance, op-
tical scanning of the paper or other suitable medium, then
compiled, interpreted, of otherwise processed in a suit-
able manner, if necessary, and then stored in a computer
memory.
[0013] Communication media typically embodies com-
puter-readable instructions, data structures, program
modules or other data in a modulated data signal such
as a carrier wave or other transport mechanism and in-
cludes any information delivery media. The term "mod-
ulated data signal" can be defined as a signal that has
one or more of its characteristics set or changed in such
a manner as to encode information in the signal. By way
of example, and not limitation, communication media in-
cludes wired media such as a wired network or direct-
wired connection, and wireless media such as acoustic,
RF, infrared and other wireless media. Combinations of
any of the above-mentioned should also be included with-
in the scope of computer-readable media.
[0014] When the subject matter is embodied in the gen-
eral context of computer-executable instructions, the em-
bodiment may comprise program modules, executed by
one or more systems, computers, or other devices. Gen-
erally, program modules include routines, programs, ob-
jects, components, data structures, and the like, that per-
form particular tasks or implement particular abstract da-
ta types. Typically, the functionality of the program mod-
ules may be combined or distributed as desired in various
embodiments.
[0015] Figure 1 is a diagram of an embodiment 100,
showing a network environment in which monitoring and
verifying systems may be deployed to thwart XSS at-
tacks. Embodiment 100 is a simplified example of a net-
work environment in which executable code may be mon-
itored, identified, and verified prior to execution.
[0016] The diagram of Figure 1 illustrates functional

components of a system. In some cases, the component
may be a hardware component, a software component,
or a combination of hardware and software. Some of the
components may be application level software, while oth-
er components may be operating system level compo-
nents. In some cases, the connection of one component
to another may be a close connection where two or more
components are operating on a single hardware platform.
In other cases, the connections may be made over net-
work connections spanning long distances. Each embod-
iment may use different hardware, software, and inter-
connection architectures to achieve the described func-
tions.
[0017] Communications between web clients and web
servers may contain executable code in several different
forms. The transmitted data may contain embedded
scripts or other executables in HTTP requests and HTTP
responses, as well as embedded in documents or data
files transmitted between web clients and web servers.
In some cases, other communications between a client
and server may be monitored.
[0018] XSS attacks may be classified into two main
types: stored XSS attacks and reflected XSS attacks. A
stored XSS attack involves injecting malicious executa-
ble code into a web server, where the malicious execut-
able code may be stored. The attack victim may down-
load the malicious executable code and infect a client
device. The malicious executable code may be uploaded
into a web service database, message forum, visitor log,
comment field, or other mechanism.
[0019] A reflected XSS attack may be those where the
malicious executable code may be reflected off a web
server. A reflected attack may be delivered to victims
through another route, such as an email message or on
some other web server. When the user is tricked into
clicking on a malicious link or submitting a specially craft-
ed form, the malicious executable code may travel to the
web server, which then reflects the attack back to the
client device. The attack may succeed when the mali-
cious code appears to be transmitted from the server and
the client executes the malicious code.
[0020] The monitoring and verifying operations may
address XSS attacks in several different manners. When
operational on a web service or when monitoring a client
to server communication, potentially executable code
may be identified and verified prior to receiving a com-
munication. The verification procedure for information
transmitted from a client may allow executable data that
are signed by a trusted party, which may be the client or
another third party. Such a verification procedure may
prevent malicious executable code from entering the
server and may be a first step in preventing stored XSS
attacks.
[0021] When the monitoring and verification opera-
tions monitor server to client communications, any in-
bound executable code from the server may be rejected
when the executable code is not signed by the web server
or a trusted third party. Such a verification procedure may
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prevent a client from receiving a stored XSS attack or a
reflected XSS attack.
[0022] The monitoring operation may identify a Hyper
Text Transfer Protocol (HTTP) communication. Such
communications are often used by web browsers and
other applications on a client device to communicate with
a web service on a server device. In some embodiments,
other communications protocols may also be monitored.
[0023] A client device 102 may communicate with a
server 158. The client device 102 may execute a web
browser or other application that communicates with a
web service provided by the server 158. At many different
places in the communication path between the client de-
vice 102 and the server 158, a monitoring and verifying
operation may be performed to identify and verify poten-
tially executable code.
[0024] The client device 102 may represent a conven-
tional computing device with a set of hardware compo-
nents 104 and software components 106. A typical em-
bodiment may be a desktop personal computer, although
other embodiments may be any type of device that may
communicate with the server 158 using any protocol or
any type of network connection.
[0025] The architecture of the client device 102 may
be a personal computer, server computer, game console,
network appliance, kiosk, or other device. In some cases,
the client device 102 may be a mobile device such as a
laptop or netbook computer, a mobile telephone, a per-
sonal digital assistant, or any other device by which a
user may browse the Internet or otherwise interact with
a server 158.
[0026] The hardware components 104 may include a
processor 108 which may use random access memory
110 and nonvolatile storage 112. The hardware compo-
nents 104 may also include a network interface 114 as
well as a user interface 116.
[0027] The software components 106 may include an
operating system 118 on which several applications may
execute. A web browser 120 may be an example of such
an application. Many other applications may also com-
municate with the server 158. For example, an account-
ing application may communicate with the server 158 to
receive web pages to display, to download financial data,
or to retrieve updates to the accounting application.
[0028] Throughout this specification and claims, refer-
ences may be made to a web browser as an example
application for which a monitoring and verifying operation
may be performed. Such references are meant to be in-
clusive and any reference to a web browser application
is intended to apply to any type of application.
[0029] The monitoring and verifying operations per-
formed on a client device 102 may be directed primarily
to monitoring and verifying data that is received by the
client device 102 from the server 158. In some embodi-
ments, the monitoring and verifying operations may per-
form operations on data transmitted by the client device
102 to the server 158.
[0030] The monitoring operations may identify a com-

munication between an application executing on the cli-
ent device 102 and a remote server, such as server 158.
In some embodiments, such functionality may be per-
formed by the application itself, such as illustrated with
a monitoring plug-in 122 for the browser 120. In another
embodiment, a standalone monitoring application 124
may monitor the communications between the browser
120 and a network, as represented by the network stack
128. In still another embodiment, a monitor service 130
may be incorporated into the network stack 128.
[0031] When the monitoring operation is implemented
as a standalone monitor application 124 or as a monitor-
ing service 130 on the network stack 128, the monitoring
operation may protect any application executed on the
client device 102. As such, the monitoring operation may
protect all communications between any application and
the server 158, and may be an embodiment that is in-
cluded as part of a security monitoring and protection
application that may provide other security functions,
such as malware scanning, firewall services, and other
functions.
[0032] In such an embodiment, unverified executable
code may be dispositioned in several different manners.
In one manner, the unverified executable code may be
removed from the data. An application may then receive
a partial set of data with the executable code missing,
which may prevent the executable code from ever being
executed. In another manner, the unverified executable
code may be identified and flagged. The flag may be
processed by applications that are configured to receive
the flag, or the flag may be ignored by the application
when the application is not configured to process the flag.
[0033] When the monitoring operation is implemented
within an application, such as the plug-in 122 in the
browser 120 or as an integral function within the appli-
cation, the monitoring operation may be able to disposi-
tion a problem executable code in different manners. In
addition to the manner described above for removing the
executable code from the data, a browser or other appli-
cation with integral monitoring may process executable
code by presenting a user interface to a user through
which a user may decide whether or not to execute the
code.
[0034] In another embodiment, the application may be
able to execute the code in a controlled or regulated man-
ner, such as in a ’sandbox’ mode or other mode with tight
controls that may restrict any effects the executable code
may have. Applications that are designed to accommo-
date the flags placed on executable code may also exe-
cute the flagged executable code in a ’sandbox’ or re-
stricted mode.
[0035] The monitoring operations may detect that a
session has been configured between the client 102 and
the server 158, and then may monitor the session for any
data passed across the session. The data may be ana-
lyzed to identify any potentially executable code.
[0036] A detection mechanism may analyze an HTML
document or other data to identify potentially executable
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code. Such analysis may include identifying attachments
or other files included in a communication, identifying
scripts, or any other analysis.
[0037] Once a potentially executable code is found, a
verifier, such as verifier 126, may attempt to determine
a digital signature for the executable code. In one exam-
ple, a digital signature may be decrypted using a public
key retrieved from the signer of the signature. The digital
signature may be the result of a hash function performed
on the code. Other embodiments may use different meth-
ods for validating a digital signature. After verification,
the executable code may be permitted to be executed.
[0038] In order to thwart an XSS attack, the verifier
may allow code that is signed by a web server, such as
web server 158. Such a signature may use a self-signed
certificate that has no other verification or is not traceable
to any other source. The self-signed certificate may be
sufficient to stop an XSS attack since an XSS attack is
the delivery of malicious code from the server, where a
malicious attacker inserted the executable code into the
server. So long as the web server 158 uses a self-signed
certificate, a conventional XSS attack may be thwarted
using the monitoring and validation system.
[0039] Self-signed certificates may be security certifi-
cates that have no provenance or verification from a trust-
ed third party. One example may be an X.509 certificate.
Self-signed certificates are not normally trusted for other
authentication purposes. Self-signed certificates are of-
ten used for internal domains or other functions where
the trust in the device asserting the certificate is by virtue
of a physical location of a network connection, such as
inside a company’s premises.
[0040] In the case of XSS attacks, a web service may
use a self-signed certificate for any executable code so
that a client or other device may be able to distinguish
executable code that originated on the web service from
other executable code that may have been inserted into
the web service later. In such a use, the self-signed cer-
tificate may be sufficient to accurately detect XSS at-
tacks.
[0041] Some embodiments may verify code that is dig-
itally signed by other parties. In such cases, the web serv-
er 158 may supply a list of trusted third parties for the
executable code that is supplied by the web server 158,
and any of the digital signatures that match the list may
be approved. Using the list, a verifier may retrieve one
of the trusted certificates 174 to verify a digital signature.
In such an embodiment, executable code that is signed
by a third party not on the list of trusted third parties may
be treated as unsigned code.
[0042] In some embodiments, a verifier may use a rep-
utation service 176 to determine whether or not to trust
a digital signature. A reputation service 176 may be a
service that rates or categorizes a website, and may also
provide security information for a website. In some cases,
a reputation service 176 may indicate the trustworthiness
of a domain’s executable code as well as other indicators.
[0043] For example, a reputation service may be que-

ried by a verifier to determine if a specific web service is
expected to provide digital signatures for all of its exe-
cutable code. A verifier may send the Uniform Resource
Locator (URL) of a website to a reputation service and
receive back a classification for the URL, which may in-
clude an indicator whether or not the URL will provide
digital signatures for any executable code. If so, the data
from the URL may be analyzed for signed executable
code.
[0044] In another example, the response from a repu-
tation service may indicate the trusted sources for the
digital signature for executable code from a specific URL.
In such an example, a large company may have several
websites, each with different URL domains. However,
the main company domain may contain digital certificates
used to digitally sign all of the executable code provided
by all of the other domains. In such an example, the rep-
utation service may provide a link or address for the trust-
ed domain from which the digital signatures may be trust-
ed.
[0045] Some embodiments may include a parameter,
tag, or setting in an HTML document that may indicate
that any executable code supplied by the web server is
supposed to be digitally signed. When a monitor detects
such a setting, the monitor may then perform the analysis
of the data to detect the executable code. Such embod-
iments may not analyze HTML documents that do not
have such a parameter, tag, or setting. Other embodi-
ments may analyze every document to detect executable
code and restrict access to the executable code when
the digital signature is missing or improper.
[0046] In one embodiment, a gateway device 132 may
have a network connection 134 that may bridge between
a local area network on which the device 102 may con-
nect and a wide area network connection to a network
140. Gateway devices may be used as security devices
that perform functions such as firewalls, network address
translation (NAT), and other security functions.
[0047] The gateway device 132 may have a monitor
136 and verifier 138 connected to the network connection
134. The monitor 136 may analyze network connections
between the client device 102 and server 158, and may
detect a session, monitor the session for executable data,
and disposition the executable data based on input from
a verifier 138.
[0048] Similarly, a proxy device 142 may have a net-
work connection 144 and may also include a monitor 146
and verifier 148. The proxy device 142 may be a system
that acts as an intermediary between clients and other
devices. Proxies are often used to filter communications,
such as to allow or disallow access to sites based on the
security policies, for example. A proxy may also monitor
the communications between two devices and verify ex-
ecutable code that is properly digitally signed.
[0049] A web gateway 150 may provide a similar func-
tion as the gateway 132, but may be used to protect a
server 158 from the network 140. Network 140 may rep-
resent the Internet in some cases.
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[0050] The web gateway 150 may monitor incoming
data streams. In a similar manner as gateway 132, the
web gateway 150 may have a monitor 154 and verifier
156 that may monitor data received from the client device
102. The web gateway 150 may protect the web server
158 from a stored XSS attack by identifying and verifying
any executable code that may be included in the incoming
data. In many social networking sites, web applications,
blogs, and other interactive websites, users may upload
many different types of documents that may contain hid-
den or explicit executable code, which may be detected
by the monitor 154 and dispositioned accordingly.
[0051] The server 158 may represent a typical server
device having a set of hardware components 160, an
operating system 162, and various applications. In some
instances, the server 158 may be a cloud service, virtual
machine, or other architecture.
[0052] The server 158 may have a web service 164
that provides data to client devices in response to client
requests. Web services are often used to provide web
pages using HTML over HTTP to browsers, although
some web services may operate using Application Pro-
gramming Interfaces (API) or other mechanisms.
[0053] In between the web service 164 and a connec-
tion to a client 170, a monitor 166 and verifier 168 may
monitor incoming data streams from the clients. In a sim-
ilar manner as described for the other monitors illustrated
in embodiment 100, the monitor 166 and verifier 168 may
monitor a data stream, identify any executable code, and
verify the executable code before allowing the executable
code to be executed.
[0054] Figure 2 is a flowchart illustration of an embod-
iment 200 showing a method for monitoring and verifying
executable code. Embodiment 200 is a simplified exam-
ple of a monitoring and verifying activity that may be per-
formed by a gateway device, proxy device, or monitoring
application, such as the gateway device 132, proxy de-
vice 142, or monitoring application 124 as illustrated in
embodiment 100.
[0055] Other embodiments may use different sequenc-
ing, additional or fewer steps, and different nomenclature
or terminology to accomplish similar functions. In some
embodiments, various operations or set of operations
may be performed in parallel with other operations, either
in a synchronous or asynchronous manner. The steps
selected here were chosen to illustrate some principles
of operations in a simplified form.
[0056] Embodiment 200 illustrates a method that may
be performed by an application or device that is in be-
tween a client and server. In some cases, the application
that performs embodiment 200 may be a security appli-
cation that monitors various aspects of security for a spe-
cific device, which may be a client or server device in a
client/server communication.
[0057] In block 202, a communications session is de-
tected. A typical embodiment may detect a web browsing
communications session. Such sessions are often per-
formed by communicating through a specific port using

a specific protocol through that port.
[0058] The session may be monitored in block 204.
When no data are received in block 206, the process may
loop back to block 204.
[0059] When data are received in block 206, an anal-
ysis may determine if the data contain executable code
in block 208. If no executable code is detected in block
208, the process may loop back to block 204.
[0060] When executable code is found in block 208,
an analysis in block 210 may determine if a digital sig-
nature is present. If not, a query may be made to a rep-
utation service to determine if the server has a bad rep-
utation in block 212.
[0061] If the server has a bad reputation in block 212,
the executable code may be removed from the transmis-
sion in block 214 and the process may return to block
204. Such a situation may prevent any executable code
with a bad reputation from reaching its intended target.
[0062] If the server has a good reputation in block 212,
the executable code may be flagged in block 216. The
flagged executable code may be transmitted along the
communications session and processed by the receiving
device. An example of how a device may process a
flagged executable code may be found in embodiment
400 presented later in this specification.
[0063] If the code has a digital signature in block 210
and it is either signed by the source server in block 218
or by a known trusted source in block 222, the executable
code may be treated as OK to execute in block 220. In
many embodiments, executable code that is unflagged
may be treated as OK to execute.
[0064] If the executable code is digitally signed in block
218, but not by a known trusted source in block 222, a
determination is made in block 224 if the source is a
known bad source or not. If the source is not a known
bad source in block 224, the executable code may be
flagged in block 228. If the source is a known bad source
in block 224, the executable code may be removed in
block 226.
[0065] Figure 3 is a flowchart illustration of an embod-
iment 300 showing a method for monitoring and verifying
executable code as may be performed by a client appli-
cation. Embodiment 300 is a simplified example of a mon-
itoring and verifying activity that may be performed by a
web browser, such as the web browser 120 of embodi-
ment 100.
[0066] Other embodiments may use different sequenc-
ing, additional or fewer steps, and different nomenclature
or terminology to accomplish similar functions. In some
embodiments, various operations or set of operations
may be performed in parallel with other operations, either
in a synchronous or asynchronous manner. The steps
selected here were chosen to illustrate some principles
of operations in a simplified form.
[0067] Embodiment 300 is an example of a process
that may be performed by a web browser or other appli-
cation that may receive web services or other communi-
cations from a remote server. The operations of embod-
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iment 300 may be built into and integral with an applica-
tion in some embodiments. In other embodiments, a plug-
in application or other modular component may be added
to an application to perform some of the processes of
embodiment 300.
[0068] In block 302, a communication session may be
established with a server. In block 304, a data stream
may be monitored. Until an executable is detected in
block 306, the process may loop back through block 304.
[0069] When an executable is detected in block 306,
an examination of the data may reveal wither or not the
executable code is digitally signed or otherwise authen-
ticated in block 308. If the executable code is not authen-
ticated in block 308, a reputation service may be queried
in block 314. Based on the reputation service results, the
executable code may be determined in block 316 to be
either trusted or untrusted.
[0070] If the executable code is untrusted in block 316,
the code may be prohibited from executing in block 318.
If the executable code is trusted in block 316, the exe-
cutable code may be executed in a ’sandbox’ or restricted
mode in block 320. A sandbox mode or restricted mode
may execute the code, but may prevent the code from
performing certain activities that may be dangerous to
the host system.
[0071] When the executables are authenticated in
block 308 and signed by the source server or one of the
trusted sources in block 310, the executable code may
be executed in block 312. In block 312, the executable
code may be run either with or without a sandbox mode.
The process may return to block 304.
[0072] If the executable code is authenticated in block
308 but not signed by the source server or a trusted
source in block 310, a user interface may be presented
in block 322 to allow the user to select from permitting or
denying execution. In some embodiments, a security pol-
icy may determine the answer without the user interac-
tion.
[0073] If the user selects to permit execution in block
324, the executable code may be executed in sandbox
or restricted mode in block 320. If the user selects to deny
execution in block 324, the executable code may not be
executed in block 318. In either event, the process may
return to block 304.
[0074] Figure 4 is a flowchart illustration of an embod-
iment 400 showing a method for handling a data stream
that may have been monitored and tagged by another
device or application. Embodiment 400 is a simplified
example of a process that may be performed by a client
that receives the output of a process such as embodiment
200.
[0075] Other embodiments may use different sequenc-
ing, additional or fewer steps, and different nomenclature
or terminology to accomplish similar functions. In some
embodiments, various operations or set of operations
may be performed in parallel with other operations, either
in a synchronous or asynchronous manner. The steps
selected here were chosen to illustrate some principles

of operations in a simplified form.
[0076] Embodiment 400 illustrates a process that may
be performed by a client device or application when re-
ceiving a data stream that has been analyzed upstream
by a monitoring and verifying operation. In the examples
of embodiment 100, the process performed by embodi-
ment 400 may be performed by the browser 120 when
the monitoring and verifying operations were performed
by one of the monitor application 124, the gateway device
132, or the proxy device 142.
[0077] In block 402, a session is started with a server.
A data stream is monitored in block 404. Until executable
code is found in block 404, the process may loop back
to block 404.
[0078] When the executable is detected in block 406
an when the executable is not flagged in block 408, the
executable may be executed in block 410.
[0079] If the executable is flagged in block 412, a user
interface may be displayed to receive user input to permit
or deny execution in block 412. If the execution is per-
mitted in block 414, the code may be executed in a sand-
box or restricted mode in block 418. If the execution is
not permitted in block 414, the code is not executed in
block 416. The process may return to block 404.
[0080] Embodiment 400 differs from embodiment 300
in that the verification operation may be performed up-
stream in embodiment 400. Often, such upstream
processing may be performed by a separate device or a
separate process on the same device as a client appli-
cation that consumes the data stream. The executable
code that is not flagged may be the authenticated exe-
cutable code, while flagged executable code may be
code that is suspect. In the operations of embodiment
200 which illustrate an example of an upstream process,
executable code that is known to be bad may be elimi-
nated from the data stream, while executable code that
is unknown or questionable may be flagged.

Claims

1. A method (300) performed on a computer processor,
said method comprising:

detecting a web browser session between a cli-
ent (102) and a web server;
monitoring (304) said web browser session to
identify first data passed from said web server
to said client;
analyzing said first data to identify a first execut-
able code within said first data;
identifying a first digital signature for said first
executable code;
verifying said first digital signature for said first
executable code; and
the method further comprising, determining
(308) whether the first executable code is au-
thenticated;
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if it is determined that the first executable code
is not authenticated, querying (314) a reputation
service to determine whether the executable
code is trusted or untrusted;
if it is determined that the executable code is
untrusted (316), prohibiting the executable code
from executing (318);
if it is determined that the executable code is
trusted (316), executing (320) the executable
code in a sandbox or restricted mode, wherein
the sandbox mode or the restricted mode exe-
cute the code but prevent the code from per-
forming activities that are dangerous to the host
system;
wherein, when the executables are authenticat-
ed and signed, the first executable code is exe-
cuted (312);
wherein, when the first executable code is au-
thenticated but not signed, presenting (322) a
user interface to allow a user to select from per-
mitting or denying execution or
determining, by a security policy, whether or not
to permit or deny execution without user inter-
action.

2. The method of claim 1 further comprising:

identifying second data passed from said web
server to said client;
identifying a second digital signature for said
second executable code;
attempting to verify said second digital signa-
ture; and
failing to verify said second digital signature.

3. The method of claim 2 further comprising:
tagging said second digital code as unverified.

4. The method of claim 2 further comprising:
erasing at least a portion of said second executable
code.

5. The method of claim 4, said at least a portion com-
prising all of said second data.

6. The method of claim 1 further comprising:

identifying second data passed from said web
server to said client;
attempting to locate a second digital signature
for said second executable code; and
failing to locate said second digital signature.

7. The method of claim 6 further comprising:
causing a user interface to be presented with a warn-
ing.

8. The method of claim 6 further comprising:

erasing at least a portion of said second data.

9. The method of claim 1, said first digital signature
being signed by said web server, said web server
having a digital certificate.

10. The method of claim 9, said digital certificate being
a self-signed certificate.

11. A system comprising:

a network connection;
a session monitor adapted to:

detect a web browser session between a
client (102) and a web server;
monitor (304) said web browser session to
identify a first data passed from said web
server to said client; and
analyze said first data to identify a first ex-
ecutable code in said first data; a verifier
(126) adapted to:

identify a digital signature for said first
executable code;
verify said digital signature; and
the system further adapted to:

determine whether the first execut-
able code is authenticated (308);
query (314) a reputation service, if
the executable code is not authen-
ticated to determine (316) whether
the executable code is trusted or
untrusted; and
if it is determined that the execut-
able code is untrusted, prohibit
(318) the executable code from ex-
ecuting;
if it is determined that the execut-
able code is trusted, execute (320)
the executable code in a sandbox
or restricted mode, wherein the
sandbox mode or the restricted
mode execute the code but prevent
the code from performing activities
that are dangerous to the host sys-
tem;
when the executables are authen-
ticated and signed, execute (312)
the first executable code;
when the first executable code is
authenticated but not signed,
present (322) a user interface to al-
low a user to select from permitting
or denying execution or determin-
ing,
by a security policy, whether or not
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to permit or deny execution without
user interaction.

12. The system of claim 11 being incorporated into a
web browser (120) operated on said client.

13. The system of claim 12 being a plugin for said web
browser.

14. The system of claim 11 being incorporated into a
device other than said client or said web server.

15. The system of claim 14 being a firewall device.

Patentansprüche

1. Verfahren (300), das auf einem Computerprozessor
durchgeführt wird, wobei das Verfahren umfasst:

Erkennen einer Webbrowser-Sitzung zwischen
einem Client (102) und einem Webserver;
Überwachen (304) der Webbrowser-Sitzung,
um die ersten Daten zu identifizieren, die von
dem Webserver an den Client weitergeleitet
werden;
Analysieren der ersten Daten, um einen ersten
ausführbaren Code innerhalb der ersten Daten
zu identifizieren;
Identifizieren einer ersten digitalen Signatur für
den ersten ausführbaren Code;
Verifizieren der ersten digitalen Signatur für den
ersten ausführbaren Code; und
wobei das Verfahren weiter umfasst, Bestim-
men (308) ob der erste ausführbare Code au-
thentifiziert ist;
wenn bestimmt wird, dass der erste ausführbare
Code nicht authentifiziert ist, Abfragen (314) ei-
nes Reputationsdienstes, um zu bestimmen, ob
der ausführbare Code vertrauenswürdig oder
nicht vertrauenswürdig ist;
wenn bestimmt wird, dass der ausführbare Co-
de nicht vertrauenswürdig ist (316), Verbieten
des Ausführens (318) des ausführbaren Codes;
wenn bestimmt wird, dass der ausführbare Co-
de vertrauenswürdig ist (316), Ausführen (320)
des ausführbaren Codes in einem Sandbox-
oder eingeschränkten Modus, wobei der Sand-
box-Modus oder der eingeschränkte Modus den
Code ausführt, aber den Code daran hindert,
Aktivitäten durchzuführen, die für das Hostsys-
tem gefährlich sind;
wobei, wenn die ausführbaren Dateien authen-
tifiziert und signiert sind, der erste ausführbare
Code ausgeführt wird (312);
wobei, wenn der erste ausführbare Code au-
thentifiziert, aber nicht signiert ist, Anzeigen
(322) einer Benutzerschnittstelle, um es einem

Benutzer zu ermöglichen, zwischen dem Zulas-
sen oder Verweigern der Ausführung oder dem
Bestimmen, durch eine Sicherheitsrichtlinie, zu
wählen, ob die Ausführung ohne Benutzerinter-
aktion zugelassen oder verweigert werden soll
oder nicht.

2. Verfahren nach Anspruch 1, weiter umfassend:

Identifizieren von zweiten Daten, die von dem
Webserver an den Client weitergeleitet werden;
Identifizieren einer zweiten digitalen Signatur für
den zweiten ausführbaren Code;
Versuchen des Verifizierens der zweiten digita-
len Signatur; und
Fehlschlagen des Verifizierens der zweiten di-
gitalen Signatur.

3. Verfahren nach Anspruch 2, weiter umfassend:
Markieren des zweiten digitalen Codes als nicht ve-
rifiziert.

4. Verfahren nach Anspruch 2, weiter umfassend:
Löschen mindestens eines Abschnitts des zweiten
ausführbaren Codes.

5. Verfahren nach Anspruch 4, wobei zumindest ein
Abschnitt alle zweiten Daten umfasst.

6. Verfahren nach Anspruch 1, weiter umfassend:

Identifizieren von zweiten Daten, die von dem
Webserver an den Client weitergeleitet werden;
Versuchen des Auffindens einer zweiten digita-
len Signatur für den zweiten ausführbaren Co-
de; und
Fehlschlagen des Auffindens der zweiten digi-
talen Signatur.

7. Verfahren nach Anspruch 6, weiter umfassend:
Bewirken der Anzeige einer Benutzerschnittstelle
mit einer Warnmeldung.

8. Verfahren nach Anspruch 6, weiter umfassend:
Löschen mindestens eines Abschnitts der zweiten
Daten.

9. Verfahren nach Anspruch 1, wobei die erste digitale
Signatur von dem Webserver signiert wird, wobei
der Webserver ein Digitalzertifikat aufweist.

10. Verfahren nach Anspruch 9, wobei das Digitalzerti-
fikat ein selbstsigniertes Zertifikat ist.

11. System, umfassend:

eine Netzwerkverbindung;
einen Sitzungsmonitor, der ausgelegt ist, um:
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eine Webbrowser-Sitzung zwischen einem
Client (102) und einem Webserver zu er-
kennen;
die Webbrowser-Sitzung zu überwachen
(304), um die ersten Daten zu identifizieren,
die von dem Webserver an den Client wei-
tergeleitet werden; und
die ersten Daten zu analysieren, um einen
ersten ausführbaren Code in den ersten Da-
ten zu identifizieren;
einen Verifizierer (126), der ausgelegt ist,
um:

eine erste digitale Signatur für den ers-
ten ausführbaren Code zu identifizie-
ren;
die digitale Signatur zu identifizieren;
und
wobei das System weiter ausgelegt ist,
um:

zu bestimmen, ob der erste aus-
führbare Code authentifiziert ist
(308);
einen Reputationsdienst abzufra-
gen (314), wenn der ausführbare
Code nicht authentifiziert ist, um zu
bestimmen (316), ob der ausführ-
bare Code vertrauenswürdig oder
nicht vertrauenswürdig ist; und
wenn bestimmt wird, dass der aus-
führbare Code nicht vertrauens-
würdig ist, Verbieten (318) des
Ausführens des ausführbaren Co-
des;
wenn bestimmt wird, dass der aus-
führbare Code vertrauenswürdig
ist, Ausführen (320) des ausführ-
baren Codes in einem Sandbox-
oder eingeschränkten Modus, wo-
bei der Sandbox-Modus oder der
eingeschränkte Modus den Code
ausführt, aber den Code daran hin-
dert, Aktivitäten durchzuführen,
die für das Hostsystem gefährlich
sind;
wenn die ausführbaren Dateien
authentifiziert und signiert sind,
Ausführen (312) des ersten aus-
führbaren Codes.
wenn der erste ausführbare Code
authentifiziert, aber nicht signiert
ist, Anzeigen (322) einer Benutzer-
schnittstelle, um es einem Benut-
zer zu ermöglichen, zwischen dem
Zulassen oder Verweigern der
Ausführung oder dem Bestimmen,
durch eine Sicherheitsrichtlinie, zu

wählen, ob die Ausführung ohne
Benutzerinteraktion zugelassen
oder verweigert werden soll oder
nicht.

12. System nach Anspruch 11, das in einem Webbrow-
ser (120) integriert ist, der auf dem Client betrieben
wird.

13. System nach Anspruch 12, das ein Plugin für den
genannten Webbrowser ist.

14. System nach Anspruch 11, das in einer anderen Vor-
richtung als dem Client oder dem Webserver inte-
griert ist.

15. System nach Anspruch 14, das eine Firewall-Vor-
richtung ist.

Revendications

1. Procédé (300) exécuté sur un processeur d’ordina-
teur, ledit procédé comprenant les étapes consistant
à :

détecter une session de navigateur Web entre
un client (102) et un serveur Web ;
surveiller (304) ladite session de navigateur
Web pour identifier des premières données
transmises dudit serveur Web audit client ;
analyser lesdites premières données pour iden-
tifier un premier code exécutable dans lesdites
premières données ;
identifier une première signature numérique
pour ledit premier code exécutable ;
vérifier ladite première signature numérique
pour ledit premier code exécutable ; et
le procédé comprenant en outre les étapes con-
sistant à :

déterminer (308) si le premier code exécu-
table est authentifié ;
s’il est déterminé que le premier code exé-
cutable n’est pas authentifié, interroger
(314) un service de réputation pour déter-
miner si le code exécutable est de confiance
ou non ;
s’il est déterminé que le code exécutable
n’est pas de confiance (316), interdire au
code exécutable de s’exécuter (318) ;
s’il est déterminé que le code exécutable
est de confiance (316), exécuter (320) le
code exécutable dans un mode Bac à sable
ou restreint, dans lequel le mode Bac à sa-
ble ou le mode restreint exécute le code
mais empêche le code d’effectuer des acti-
vités qui sont dangereuses pour le système
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hôte ;
dans lequel, lorsque les exécutables sont
authentifiés et signés, le premier code exé-
cutable est exécuté (312) ;
dans lequel, lorsque le premier code exé-
cutable est authentifié mais non signé, pré-
senter (322) une interface utilisateur pour
permettre à un utilisateur de choisir d’auto-
riser ou de refuser l’exécution ou détermi-
ner, par l’intermédiaire d’une politique de
sécurité, s’il faut ou non autoriser ou refuser
l’exécution sans interaction d’utilisateur.

2. Procédé selon la revendication 1, comprenant en
outre les étapes consistant à :

identifier des secondes données transmises du-
dit serveur Web audit client ;
identifier une seconde signature numérique
pour ledit second code exécutable ;
tenter de vérifier ladite seconde signature
numérique ; et
ne pas vérifier ladite seconde signature numé-
rique.

3. Procédé selon la revendication 2, comprenant en
outre l’étape consistant à :
marquer ledit second code numérique comme non
vérifié.

4. Procédé selon la revendication 2, comprenant en
outre l’étape consistant à :
effacer au moins une partie dudit second code exé-
cutable.

5. Procédé selon la revendication 4, ladite au moins
une partie comprenant la totalité desdites secondes
données.

6. Procédé selon la revendication 1, comprenant en
outre les étapes consistant à :

identifier des secondes données transmises du-
dit serveur Web audit client ;
tenter de localiser une seconde signature nu-
mérique pour ledit second code exécutable ; et
ne pas localiser ladite seconde signature numé-
rique.

7. Procédé selon la revendication 6, comprenant en
outre l’étape consistant à :
provoquer une présentation d’un avertissement à
une interface utilisateur.

8. Procédé selon la revendication 6, comprenant en
outre l’étape consistant à :
effacer au moins une partie desdites secondes don-
nées.

9. Procédé selon la revendication 1, ladite première si-
gnature numérique étant signée par ledit serveur
web, ledit serveur web ayant un certificat numérique.

10. Procédé selon la revendication 9, ledit certificat nu-
mérique étant un certificat auto-signé.

11. Système comprenant :

une connexion réseau ;
un moniteur de session adapté pour :

détecter une session de navigateur Web
entre un client (102) et un serveur Web ;
surveiller (304) ladite session de navigateur
Web pour identifier des premières données
transmises dudit serveur Web audit client ;
analyser lesdites premières données pour
identifier un premier code exécutable dans
lesdites premières données ;
un dispositif de vérification (126) adapté
pour :

identifier une première signature nu-
mérique pour ledit premier code
exécutable ;
vérifier ladite première signature numé-
rique pour ledit premier code
exécutable ; et
le système étant en outre adapté pour :

déterminer (308) si le premier code
exécutable est authentifié ;
interroger (314) un service de ré-
putation, si le premier code exécu-
table n’est pas authentifié, pour dé-
terminer si le code exécutable est
de confiance ou non ;
s’il est déterminé que le code exé-
cutable n’est pas de confiance, in-
terdire au code exécutable de
s’exécuter (318) ;
s’il est déterminé que le code exé-
cutable est de confiance, exécuter
(320) le code exécutable dans un
mode Bac à sable ou restreint,
dans lequel le mode Bac à sable
ou le mode restreint exécute le co-
de mais empêche le code d’effec-
tuer des activités qui sont dange-
reuses pour le système hôte ;
lorsque les exécutables sont
authentifiés et signés, exécuter
(312) le premier code exécutable ;
lorsque le premier code exécuta-
ble est authentifié mais non signé,
présenter (322) une interface utili-
sateur pour permettre à un utilisa-
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teur de choisir d’autoriser ou de re-
fuser l’exécution ou déterminer,
par l’intermédiaire d’une politique
de sécurité, s’il faut ou non autori-
ser ou refuser l’exécution sans in-
teraction d’utilisateur.

12. Système selon la revendication 11 étant incorporé
dans un navigateur Web (120) exploité sur ledit
client.

13. Système selon la revendication 12, étant un module
d’extension pour ledit navigateur Web.

14. Système selon la revendication 11 étant incorporé
dans un dispositif autre que ledit client ou ledit ser-
veur web.

15. Système de la revendication 14 étant un dispositif
pare-feu.

21 22 



EP 2 550 601 B1

13



EP 2 550 601 B1

14



EP 2 550 601 B1

15



EP 2 550 601 B1

16



EP 2 550 601 B1

17

REFERENCES CITED IN THE DESCRIPTION

This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Non-patent literature cited in the description

• HALLARAKER. Detecting malicious JavaScript
code in Mozilla [0001]

• HERZBERG. Browsers defenses against phishing,
spoofing and malware [0001]


	bibliography
	description
	claims
	drawings
	cited references

