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Description

BACKGROUND OF THE INVENTION

Field of the Invention

[0001] Embodiments of the present invention generally
relate to computer security and more specifically, to a
method for providing an ability to limit attacks on un-com-
missioned utility field devices and on field devices by
maintenance field tools.

Description of the Related Art

[0002] A hand held terminal (HHT) is a portable tool
that is used to access field devices, such as smart meters,
sensors and controllers, for tasks that include commis-
sioning, management, firmware updates, diagnostics,
and data reading. The HHT connects to a meter using
wired or wireless communication links between the HHT
and the meter. HHTs can be used to perform the above
mentioned tasks even when a meter is not configured
and is not connected or has never been connected to a
network.
[0003] Due to the fact that HHTs can perform such vital
tasks on a field device, security for the communication
between HHTs and filed devices is an important concern.
An HHT may be lost, or may not be returned when a user
of the HHT leaves a company. Authenticating an HHT or
limiting the tasks an HHT is authorized to perform on a
field device using certificates are common techniques to
limit attacks. However, a field device that has never been
connected to the utility’s network is at risk even with cur-
rent techniques because until the device is configured
and connected to the network, the device is unable to
authenticate the HHT using a certificate chain to a utility’s
root certificate authority. Another aspect of this security
is to restrict what tasks individual HHT’s are authorized
to perform in order to accommodate service technician
roles that vary from simple meter reading to device recon-
figuration and maintenance.
[0004] In addition, efficiently deploying large numbers
of devices using HHTs is of critical concern to the man-
ufacturer and the utility.
[0005] Therefore, there is a need for a method and
apparatus for authentication techniques to prevent at-
tacks on un-commissioned devices and securely limit the
tasks that a field tool is authorized to perform.
[0006] WO 2012/092928 A1 discloses a method for
authorisation of a user to access a computer system lo-
cally at a site.
[0007] MARTIN NAEDELE ED - ANONYMOUS: "An
Access Control Protocol for Embedded Devices", ISBN:
978-0-7803-9700-2, discloses specific requirements for
authentication and access control to embedded devices,
and a protocol for secure access and communication to
embedded servers.
[0008] EP 2 037 651 A1 discloses a secure and trust-

able way of accessing devices in an embedded device
environment with no network connectivity to any outside
service.
[0009] WO 2011/124256 A1 discloses a method to en-
sure safe access to a critical Intelligent Electronic Device
connected to an industrial site to perform maintenance
operations of said critical Intelligent Electronic Device.

SUMMARY OF THE INVENTION

[0010] The invention is defined by the independent
claims that accompany this disclosure. Any examples
and embodiments of the description not falling within the
scope of the claims do not form part of the invention as
defined by the independent claims.
[0011] These and other features and advantages of
the present disclosure may be appreciated from a review
of the following detailed description of the present dis-
closure, along with the accompanying figures in which
like reference numerals refer to like parts throughout.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012]

Figure 1 depicts a block diagram of an exemplary
smart meter system for providing authentication
techniques for un-commissioned devices as well as
exemplary for smart grid, and Internet-of-Things
(loT) systems where the meter devices are generic
devices, according to one or more embodiments of
the invention;
Figure 2 depicts a block diagram of the certificate
hierarchy that enables an device to authenticate and
authorize a field tool, according to one or more em-
bodiments of the invention;
Figure 3 depicts a flow diagram of a method for hand
held security as performed by a device that may nev-
er have been connected to a network, according to
one or more embodiments of the invention;
Figure 4 depicts a block diagram of an exemplary
field device for use in field tool security, according
to one or more embodiments of the invention; and
Figure 5 depicts a computer system that can be uti-
lized in various embodiments of the present inven-
tion to implement the computer and/or the display,
according to one or more embodiments of the inven-
tion.

[0013] While the method and apparatus is described
herein by way of example for several embodiments and
illustrative drawings, those skilled in the art will recognize
that the method and apparatus for authentication tech-
niques for un-commissioned devices is not limited to the
embodiments or drawings described. It should be under-
stood, that the drawings and detailed description thereto
are not intended to limit embodiments to the particular
form disclosed. Rather, the intention is to cover all mod-
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ifications, equivalents and alternatives falling within the
scope of the method and apparatus for authentication
techniques for un-commissioned devices defined by the
appended claims. Any headings used herein are for or-
ganizational purposes only and are not meant to limit the
scope of the description or the claims. As used herein,
the word "may" is used in a permissive sense (i.e., mean-
ing having the potential to), rather than the mandatory
sense (i.e., meaning must). Similarly, the words "in-
clude", "including", and "includes" mean including, but
not limited to.

DETAILED DESCRIPTION OF EMBODIMENTS

[0014] Embodiments of the invention provide systems
and methods for authenticating hand held terminals
(HHT) used to perform tasks on un-commissioned and
commissioned devices, such as smart utility meters, Dis-
tribution Automation (DA) devices, and smart city Internet
of Things (loT) devices. Embodiments of the present in-
vention use factory installed trust anchor certificates and
authentications certificates on un-commissioned devic-
es, and trust anchors and authentication certificates on
the HHT to mutually authenticate each other and to au-
thorize HHT actions, thereby enabling the field device to
have secure communications with the HHT without net-
work access to a head end system.
[0015] An un-commissioned device is a device that in-
cludes only the information provisioned by the manufac-
turer. The commissioning process involves setting utility
and network specific information settings, the generation
of device certificates and the setting of operating modes
in the device. The utility information may include utility
certificates that are used as trust anchors to validate other
certificates. A device may be commissioned over the net-
work by a head end system. When the device does not
have access to a network, the device may be commis-
sioned by a HHT.
[0016] Various embodiments of a method and appa-
ratus for HHT security are described. In the following de-
tailed description, numerous specific details are set forth
to provide a thorough understanding of claimed subject
matter. However, it will be understood by those skilled in
the art that claimed subject matter may be practiced with-
out these specific details. In other instances, methods,
apparatuses or systems that would be known by one of
ordinary skill have not been described in detail so as not
to obscure claimed subject matter.
[0017] Some portions of the detailed description that
follow are presented in terms of algorithms or symbolic
representations of operations on binary digital signals
stored within a memory of a specific apparatus or special
purpose computing device or platform. In the context of
this particular specification, the term specific apparatus
or the like includes a general-purpose computer once it
is programmed to perform particular functions pursuant
to instructions from program software. Algorithmic de-
scriptions or symbolic representations are examples of

techniques used by those of ordinary skill in the signal
processing or related arts to convey the substance of
their work to others skilled in the art. An algorithm is here,
and is generally, considered to be a self-consistent se-
quence of operations or similar signal processing leading
to a desired result. In this context, operations or process-
ing involve physical manipulation of physical quantities.
Typically, although not necessarily, such quantities may
take the form of electrical or magnetic signals capable of
being stored, transferred, combined, compared or other-
wise manipulated. It has proven convenient at times, prin-
cipally for reasons of common usage, to refer to such
signals as bits, data, values, elements, symbols, charac-
ters, terms, numbers, numerals or the like. It should be
understood, however, that all of these or similar terms
are to be associated with appropriate physical quantities
and are merely convenient labels. Unless specifically
stated otherwise, as apparent from the following discus-
sion, it is appreciated that throughout this specification
discussions utilizing terms such as "processing," "com-
puting," "calculating," "determining" or the like refer to
actions or processes of a specific apparatus, such as a
special purpose computer or a similar special purpose
electronic computing device. In the context of this spec-
ification, therefore, a special purpose computer or a sim-
ilar special purpose electronic computing device is ca-
pable of manipulating or transforming signals, typically
represented as physical electronic or magnetic quantities
within memories, registers, or other information storage
devices, transmission devices, or display devices of the
special purpose computer or similar special purpose
electronic computing device. As used herein, the terms
"field tool" and "HHT" are used interchangeably.
[0018] Figure 1 depicts a block diagram of an exem-
plary smart meter system, according to one or more em-
bodiments of the invention. A mesh network A 100 may
include a neighborhood area network (NAN) access point
(e.g., mesh gate A) 102 and a plurality of mesh devices,
for example, meters A 104, B 106, C 108, D 110, E 112,
and F 114. A NAN access point may be referred to herein
as a mesh gate or a NAN-WAN gate. The mesh gate A
102 may communicate with a server 118 over a wide
area network (WAN) 116 and it will be appreciated that
any number of mesh gates may communicate with the
server 118 (e.g., mesh gate B 120 and mesh gate C 124).
[0019] In addition to the mesh gate A 102, the mesh
network A 100 may include a plurality of devices, e.g.,
meters (as shown) or communication hubs, which cover
a geographical area. The devices may be in communi-
cation with or may otherwise include one or more utility
sensors and controllers for monitoring and controlling util-
ity services, such as gas, water, or electricity services
and usage patterns at a specific customer location. In
some embodiments, devices may also include thermo-
stats, user displays, and other components for monitoring
and controlling energy usage.
[0020] The meters A 104, B 106, C 108, D 110, E 112,
and F 114 may be associated with the mesh network A
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100 through direct or indirect communications with the
mesh gate A 102. Each meter may forward transmissions
from other meters within the mesh network A 100 to and
from the mesh gate A 102. It will be appreciated that while
only six meters are depicted in the mesh network A 100,
any number of mesh devices may be deployed to cover
any number of utility lines or locations, subject to band-
width constraints with the mesh network and the mesh
gate. The Hand Held Terminal (HHT) 192 can be moved
to within the required communication range of any of the
meters A 104, B 106, C 108, D 110, E 112 or F 114 and
perform configuration, reading, and maintenance oper-
ations.
[0021] As depicted, only meters A 104 and D 110 are
in direct communications with mesh gate A 102. Howev-
er, meters B 106, E 112 and F 114 can all reach mesh
gate A 102 through meter D 110. Similarly, meter C 108
can reach mesh gate A 102 through meter E 112 and
meter D 110. Accordingly, meter A 104 may be described
as being 1 "hop" from mesh gate A 102; meter D 110
may be described as being 2 "hops" from mesh gate A,
and meter C 108 may be described as being 3 "hops"
from mesh gate A.
[0022] It will be appreciated that the WAN 116 may be
any communication medium capable of transmitting dig-
ital information. For example, the WAN 116 may be the
Internet, a cellular network, a private network, a phone
line configured to carry a dial-up connection, another
wireless mesh network, or any other network. It will also
be appreciated that the WAN 116 may be a simple point-
to-point link between the Mesh Gate A 102 and the Server
118. Although the present disclosure describes embod-
iments of the invention using a mesh network, it will also
be appreciated that the present invention is not depend-
ent on type of network formed by the system. The device
may be part of a tree routed network, a star network and
any other network topology.
[0023] The head end system server 118 may be a com-
puting device configured to receive information, such as
status change information, meter readings, or any other
data from a plurality of mesh networks and meters. The
server 118 may also be configured to transmit instruc-
tions to the mesh networks, mesh gates, and mesh de-
vices. In certain embodiments, the server 118 may be a
central processing system including one or more com-
puting systems (i.e., one or more server computers).
Where the head end includes more than one computing
system, the computing systems can be connected by one
or more networks and the system may be referred to as
a "backhaul network" or back end system. The mesh net-
works, e.g., mesh network B 122 and mesh network C
126 are similar to mesh network A 101 in operation, and
as discussed above.
[0024] Meters 194, 196, 198 are a group of meters that
are located in a geographic location that does not have
access to a mesh network or a group of un-commissioned
meters that do not have access to the network and there-
fore cannot connect with a mesh gate to reach the server

118. As such, a hand held terminal (HHT) 192 is used to
perform tasks on the meters 194, 196, and 198. The HHT
192 is a portable tool that is used to access meters for
tasks that include commissioning, management, control,
firmware updates, diagnostics, and data reading. Al-
though described as a hand held terminal device, in some
embodiments the HHT 192 may be fixed to a vehicle,
aircraft, drone, or other movable/portable object and can
be moved/positioned within a desired communication
range of meters 194, 196, and 198. The HHT 192 con-
nects to the meter using wired or wireless communica-
tion.
[0025] The HHT 192 must communicate securely with
a device that is not connected to the operational network
(e.g., meter 194), and with devices that are part of the
operational network (e.g., mesh network A 100, mesh
network B 122, mesh network C 126). Although the
present description describes the communication be-
tween HHT 192 and meter 194, which has not connected
to network A 100, as well as devices connected to A 100,
those skilled in the art will appreciate that the present
disclosure also applies to un-commissioned devices that
are not able to communicate with the network, either be-
cause the device cannot reach the network or due to the
fact that the device is not configured to connect to the
network. Said un-commissioned devices do not config-
ured with Utility trust anchors or Utility signed certificates.
[0026] The HHT 192 must establish that the meter (e.g.
104) with which it is communicating is a trusted device.
For example, falsified information (e.g., low energy usage
information) may be provided to an HHT 192 by an un-
authorized user using counterfeit devices in order to low-
er their monthly utility bills. In addition the meter 104 must
establish that the HHT 192 that is attempting to commu-
nicate with it is accredited by a recognized authority and
is not a misappropriated HHT (e.g., lost, stolen, or used
for an unauthorized task).
[0027] Different HHT users have different task author-
izations. For example, a system operator may employ a
number of meter reading personnel that have been
trained for the task of meter reading, but are not trusted
or authorized to maintain the meters. Maintenance tasks
may only be performed by authorized field service tech-
nicians. The HHT 192 may be the same for both sets of
users; however the meter 194 must establish which tasks
a given user has been authorized to perform by the ac-
crediting authority.
[0028] Figure 2 depicts an exemplary block diagram
of the certificate hierarchy 200 that enables a device (e.g.,
a meter) to authenticate and authorize a HHT, according
to one or more embodiments of the invention. The cer-
tificate hierarchy 200 uses hierarchy certificates for
TLS/DTLS security. Certificates are verified using a chain
of trust. The trust anchor for the certificate is a Root Cer-
tificate Authority (CA). A CA can issue multiple certifi-
cates in the form of a tree structure. The root certificate
is the top-most certificate of the tree, a private key of
which is used to "sign" other certificates. All certificates
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signed by the root certificate inherit the trustworthiness
of the root certificate. Certificates further down the tree
are trusted if signed by a trusted certificate. A certificate
chain is a list of certificates, usually starting with an end-
entity certificate, followed by one or more certificates,
usually the last one being a self-signed root certificate
(i.e., trust anchor). The root certificate is usually made
trustworthy by some mechanism other than the certifi-
cate, such as by secure physical distribution from a trust-
ed source and placement into a device’s trust store mem-
ory. The details and functionality of certificates can be
found in the Internet Engineering Task Force (IETF) Re-
quest for Comments (RFC) Paper No. 5280, entitled
"PKIX Certificate and CRL Profile".
[0029] As shown in Figure 2, the certificate hierarchy
200 includes a Supplier Certificate Authority (CA) 202,
an Application CA 204, a Network Management CA 206,
and Application 208. Application CA 204, a Network Man-
agement CA 206, and Application 208 may reside on a
server (e.g., Head-End Server 118). The certificates
(e.g., Registration Authority Root 203, Application root
217, Registration Authority CAs 201 and 221, Application
219, and Registration 225) depict a certificate along with
the private key of the certificate. The certificates (e.g.,
Application 234, Registration Authority CA 235, Applica-
tion Root 236, Application Root 237, Registration Root
239, Registration Root 240, Registration Root 223, Reg-
istration CA 224, Application Root 227, Registration Au-
thority Root 228, and Registration Authority CA 229) de-
pict only a certificate.
[0030] The Supplier CA 202 is the supplier (i.e., man-
ufacturer) of the Device 212. The Supplier CA 202 in-
cludes Key store 214 that contains the Registration Au-
thority Root 203 certificate and its private key. The Reg-
istration Authority Root certificate 203 is a self-signed
certificate that is used as the trust anchor during the com-
mission process of a device. A trust anchor is an author-
itative entity for which trust is assumed (i.e., the trust
anchor comes from a trusted source, the manufacturer,
and it is protected from unauthorized modification). The
Application CA 204 is managed by a utility company,
(e.g., electricity company, gas company, or loT compa-
ny). The Application CA 204 includes a Key store 216,
which contains an Application Root 217 certificate and
private key. The Application Root 217 certificate is the
trust anchor for the Head-End system’s applications’ Ap-
plication 219 certificates in Key store 218 that is used to
secure TLS/DTLS communications, authorize tasks, and
authenticate sources.
[0031] The Network Management CA 206 is also man-
aged by the utility company. The Network Management
CA 206 includes Key store 220. The Key store 220 con-
tains the Registration Authority CA 221 certificate and its
private key for each supplier. The Registration Authority
CA 221 certificate is signed by a supplier’s Registration
Authority Root 203 private key. The Registration Author-
ity CA 201 certificate is self-signed by the utility. The Key
store 220 contains whichever version is needed by the

utility’s devices. The self-signed Registration Authority
CA 201 is used when the manufacturer provisions the
Device 212 Trust store 226 with the utility’s Registration
Authority CA 229 certificate, which must match the Reg-
istration Authority CA 201 certificate. The supplier signed
Registration Authority CA 221 certificate is used when
the device 212 is not provisioned with the utility’s Regis-
tration Authority CA 201 certificate. In this case the de-
vice’s Trust store 226 contains the supplier’s Registration
Authority Root 228 certificate that must match the Reg-
istration Authority Root 203 certificate. For each Supplier
CA 202 there is a Registration Authority CA 221 certifi-
cate in the Key store 220. These certificates in the Key
store 220 are used in the trust chain to secure TLS/DTLS
un-commissioned device sessions with utility head end
and TLS/DTLS device authentication with the HHT.
[0032] The Application 208 is an application process
in the Head End System (e.g., server 118). An embodi-
ment of an Application 208 is a process that manages
one or more HHTs 230. The public/private key pair for
an Application 219 certificate is created by the Applica-
tion 208. The Application 219 certificate in Key store 218
is signed by the private key of the Application Root 217.
The Application 208 also manages the Authorization 233
certificate that is signed by the private key of the Appli-
cation 219 certificate. The Application 208 configures the
HHT 230 with the credentials needed for the service tech-
nician tasks, which includes the Authorization 233 and
Application 234 certificates. The Application certificate
234 certificate in the HHT 230 has the public key but not
the private key; in order to protect the utility should the
HHT fall into the hands of an unauthorized user. Typically,
the Application 234 certificate and/or the Authorization
233 certificate has a life of one day, which means the
HHT 230 is configured every day and cannot be used
after that time in order to secure the HHT 230 in the event
the HHT 230 is lost or stolen.
[0033] The HHT 230 is a service technician’s field tool.
It is configured with an Application certificate 234 and an
authorization certificate 233 that is signed by a private
key of the Application 219. The Application 234 certificate
and the Authorization 233 certificate are sent to the de-
vice 212 by the HHT 230 at the start of a session to au-
thenticate the HHT 230 and to authorize what tasks the
HHT 230 is allowed to perform, as described in further
detail with respect to Figure 3, below. The Authorization
certificate 233 may be configured for a specific target
device’s (Device 230) MAC address or for all devices.
Including a target MAC address enhances security by
limiting the scope of the HHT. The Authorization 233 cer-
tificate may be configured for read only access or
read/write access depending on what the utility wants
the service technician operating the HHT to do. The Au-
thorization 233 certificate may also be configured to en-
able the HHT to perform specific tasks such as firmware
downloads, and device resets.
[0034] The Device 212 includes both a Key store 222
and a Trust store 226. The trust store 226 contains sup-
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plier installed root certificates that the Device 212 can
use to authenticate and authorize a HHT 230. The Key
store 222 contains supplier installed certificates used by
the device to authenticate itself to the HHT 230 and to
establish secure communications. The supplier gener-
ates a Registration Root self-signed certificate and pri-
vate key. The supplier’s manufacturing site then gener-
ates the public and private key pair for the Registration
CA and has the supplier sign the Registration CA certif-
icate with the private key of the Registration Root. The
supplier’s manufacturing site then generates the Device
212 Registration public and private key pair and signs
the Registration 225 certificate with the Registration CA
private key. The supplier’s manufacturing site then plac-
es the Registration Root 223 certificate, the Registration
CA 224 certificate, and the Registration and private key
225 in the Device 212 Key store 222.
[0035] Figure 3 depicts a flow diagram of a method 300
for HHT security as performed by a device and the HHT,
according to one or more embodiments of the invention.
At step 301, the HHT 230 and the target Device 212 dis-
cover each other. This step is accomplished using serv-
ices provided the network link employed by the HHT to
communicate to the device.
[0036] At step 302, the HHT 230 initiates a secure com-
munications session with the target Device 212. The HHT
provides the device with the Application 234 certificate
and either the Application Root 237 cross certificate or
the Registration Authority CA 235 certificate and the Ap-
plication Root 236 cross certificate. The Device 212 pro-
vides the HHT 230 with the Registration 225 certificate
and the Registration CA 224 certificate. The commis-
sioned device uses the Application Root 227 certificate
to authenticate the HHT’s Application 234 certificate. The
un-commissioned device uses either the Registration
Authority Root 228 certificate or the Registration Author-
ity CA 229 certificate as the trust anchor to authenticate
the HHT’s Application 234 certificate. The Registration
225 certificate and the Application 234 certificate are
used by the HHT and the device to do a communication
key derivation based on TLS or DTLS. The communica-
tion key derivation process is defined in various IETF
RFCs. The HHT 230 authenticates the device’s Regis-
tration 225 certificate and the device in one of two ways
depending on how the device was manufactured.
[0037] When the device’s Registration 225 certificate
is signed by a private key of the manufacturing sites Reg-
istration CA 224 certificate that has as the trust anchor
the supplier’s Registration Root 239 certificate, the De-
vice 212 transmits the Registration CA 224 certificate
and the Registration 225 certificate and the HHT authen-
ticates them using the Registration Root 239 certificate
in is Trust store 238.
[0038] When the Registration 225 certificate is signed
by the site manufacturer’s private key of a self-signed
Registration CA 224 certificate, the Device 212 transmits
only the Registration 225 certificate and the HHT authen-
ticates it using the Registration CA 2400 certificate in its

Trust store 238. The handshake in 302 authenticates the
device to the HHT through the presentation of the de-
vice’s Registration 225 certificate and the use of the pub-
lic/private key challenge described in the IETF, TLS, or
DTLS protocol. Note that the device also has the Regis-
tration Root 223 in its Key store 222. This is for recovery
purposes only and is not transmitted to the HHT because
the device is not a trusted source for the Registration 225
certificate trust anchor.
[0039] The HHT authenticates the device 212 based
on the list of either the Registration Root 239 trust anchor
certificates or the relevant Registration CA 240 certificate
in the Trust store 238. The un-commissioned device au-
thenticates the HHT’s Application 234 certificate using
either the Registration Authority Root 228 certificate or
the Registration Authority CA 229 in its Trust store 226
as the trust anchor. If the un-commissioned device has
the supplier’s Registration Authority Root 228 in its Trust
store 226, it will use that as the trust anchor for the trust
chain that includes the Registration Authority CA 235 and
the Application Root 236 for the HHT’s Application 234
certificate. If the device’s trust store 226 has the Regis-
tration Authority CA 229 certificate, the trust chain is Ap-
plication Root 237 certificate for the HHT’s Application
234 certificate. If the commissioned Device 212 has the
utility’s Application Root 227 certificate in its Trust store
226. It will use this certificate as the trust anchor to au-
thenticate the Application 234 certificate. As with any cer-
tificate used in the method 300, a person skilled in the
art will check other certificate fields such as the validity
period fields to determine that certificates are valid before
they are used.
[0040] After the device is authenticated by the HHT, a
secure DTLS session key is established. In this embod-
iment, the HHT 230 communications with the target De-
vice 212 are secured at the Data Link Layer by the DTLS
session key and no transport layer security is employed.
Other embodiments may establish a session key and use
TLS security at the transport layer.
[0041] If the establishment of the secure communica-
tions fails because of one or more unauthenticated cer-
tificates, then the method 300 proceeds to step 319,
where the failure is logged. In some embodiments, the
failure may be reported depending on the security policy
set by the utility administrator or system designer. The
method 300 proceeds to step 320 and ends.
[0042] If at step 302, the certificates are authenticated
and a secure communications session is established, the
method 300 proceeds to step 304. At this stage the De-
vice 212 has not fully authenticated the HHT 230 because
the private key of the Application 219 certificate is not
stored in the HHT Application 219 certificate and the Key
store 231. This prevents the private key from being stolen
for a lost HHT. The Application 234 certificate in the HHT
only has the public key and so it cannot be used to au-
thenticate that the HHT is the rightful owner of the Appli-
cation 234 certificate in a public/private key challenge.
The device 212 can optionally authenticate the HHT later
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in the method 300 process.
[0043] At step 304, an HHT’s Authorization 233 certif-
icate is received by the device. The Authorization 233
certificate is sent from the HHT using an application layer
protocol such as Constrained Application Protocol
(CoAP).
[0044] At step 306, the Authorization 233 certificate is
verified by the Device 212 to establish what tasks the
HHT 230 is authorized to perform with the device. The
Device 212 accesses the Trust store 226 to determine
whether the Authorization 233 certificate is signed by a
trusted authority (i.e., a trust anchor). Due to the fact that
the device may not be able to access a network and may
not be commissioned, the Trust store 226 containing the
trust anchors is initially factory configured. In the case
where the Device 212 is commissioned, it has the utility’s
Application Root 227 certificate in the Trust store 226
and it authenticates the Authorization 233 certificate with
the Application 234 certificate signed by the private key
of the Application Root 217 certificate as trust anchor. In
the case where the Device 212 is not commissioned,
there is no Application Root 227 certificate in the Trust
store 226. However, the un-commissioned Device 212
has only either the manufacturing Registration Authority
Root 228 certificate or the Registration Authority CA 229
certificate. If the Device 212 has the Registration Author-
ity Root 228 certificate, the Device 212 authenticates the
Authorization 233 certificate with the Application Root
certificate 236 signed by the Registration Authority CA
221 certificate which has the Registration Authority Root
228 certificate as the trust anchor. In the case where the
un-commissioned Device 212 has the utility’s Registra-
tion Authority CA 229 certificate in the Trust store 226,
then Device 212 uses the Application Root 237 certificate
sent by the HHT to authenticate the Authorization 233
certificate with the Registration Authority CA 229 as the
trust anchor. The device may fail to verify Authorization
233 certificate. This does not end the process because
the HHE 230 may have more than one Authorization 233
certificate if it has multiple roles. The Device 212 may log
and report failures to verify an Authorization 233 certifi-
cate.
[0045] In step 302 the device authenticates the HHT’s
Application 234 certificate, but this does not prove that
the HHT is the authorized owner of that certificate be-
cause the HHT does not have the private key associated
with the Application 234 certificate and a public/private
key challenge is not possible. To solve this problem, the
device may optionally authenticate that the HHT is the
authentic owner of the Application 234 certificate through
the HHT’s unique Dongle Private Key 232. To do this the
HHT generates a dongle public/private key pair and
sends the public key to the Application 208 process prior
to being configured with the Application 234 certificate.
The authentication is done by placing the HHT’s dongle
public key in a field of the Application 219 certificate that
is then signed by the private key of the Application Root
217. The Application 208 program then configures the

HHT with the Application 234 certificate. The Device 212
authenticates the HHT 230 by challenging it with an en-
crypted random number using the dongle public key it
received in the Application 234 certificate. The HHT 230
decrypts the random number using the Dongle Private
Key 232 and sends it back to the device. If the Device
212 sees that the number is the same it proves that the
HHT 230 has the Dongle Private Key 234 that is associ-
ated with the dongle public key in the Application 234
certificate. If the Dongle Private Key 232 is securely
stored in the HHT, no other HHT or imposter can have
this key because it is never shared with another device
or exposed outside of the HHT. Placing the dongle private
key in the Application 234 certificate prevents any other
HHT from using the Application certificate assigned to
HHT 230.
[0046] At step 308, it is determined whether the au-
thentication of the HHT failed either because a certificate
in the trust chain failed to be authenticated in 306 or the
dongle public key in the Application 234 certificate failed
the challenge test in 306. If the authentication of the HHT
fails, the process proceeds to step 318 where an error is
logged and the device stops communicating with the
HHT. In some embodiments, an error report is sent to
the HHT if an error report is required by either the utility
security policy or the system designer security policy.
The method 300 then proceeds to step 320 and ends.
[0047] However, if at step 308 the HHT is authenticated
by the device the process proceeds to step 310, where
the device determines what tasks the HHT is authorized
to perform. In some embodiments, the Authorization 233
certificate may include a list of, or information associated
with, the authorized tasks that the HHT may perform. In
some embodiments, the Authorization 233 certificate
may include a list of, or information associated with, the
tasks that the HHT may not perform. In some embodi-
ments, the Authorization 233 certificate contains infor-
mation on what specific devices such as 194, 196, 108,
112, and 110 in Figure 1 the HHT can issue tasks for. In
some embodiments, the Authorization 233 certificate can
specify that it works for all devices. The device deter-
mines from the Authorization 233 certificate, what tasks
may be performed on the device by the HHT 230. Note
that this embodiment shows one Authentication 233 cer-
tificated as being sent at the beginning of the session.
However, there can be multiple Authentication 233 cer-
tificates available to the HHT 230 any of which could be
sent at any time during the session to accomplish the
tasks the service technician may need to perform.
[0048] At step 312, a task request is received by the
Device 212 from the HHT 230 on the secured communi-
cation link. The task may include, but is not limited to,
commissioning the device, performing a firmware up-
date, performing diagnostics, reading a meter, and the
like.
[0049] At step 314, the Device 212 determines whether
the HHT 230 is authorized to perform the task. The device
accesses the Authorization 233 certificate(s) to deter-
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mine whether to execute the requested task. For exam-
ple, if, based on an Authorization 233 certificate, the HHT
230 is authorized to perform tasks A, B, C, and G and a
task request is received to perform task F, the Device
212 will not execute the task. If the Device 212 deter-
mines the task is one that is authorized to be performed
by the HHT 230, then at step 316, the device executes
the task and sends any results or status message back
to the HHT. The status and message sent in step 316 is
dependent on the application language used by the HHT
and device. At step 317, the Device 212 waits either for
another HHT task or an end to the communication ses-
sion.
[0050] However if at step 314, the Device 212 deter-
mines that the HHT 230 is not authorized to perform the
requested task or if the device has received no verified
Authorization 233 certificate, then at step 315 the Device
212 logs that a task was not performed and sends what-
ever response to the HHT 230 is required by the appli-
cation protocol. In some embodiments, the message sent
in step 315 may be an error code or other signal/indication
that the task failed, but care should be taken that the
information does not enhance a foe’s ability to attack the
system. In some embodiments, the task authorization
failure does not cause the HHT and device communica-
tions to halt. In some embodiments the security policy
may be to halt communications when the HHT tries to
execute an un-authorized task.
[0051] At step 317, the method 300 waits for more
tasks or an end to the communication session. If at step
317, the communication session is ended, the HHT 230
and the Device 212 halt all communications on the se-
cured link, erase the DTLS security key that was estab-
lished in step 302, and erase any Authorization 233 cer-
tificates the Device 212 has received from the HHT 230.
The method 300 proceeds to step 320 and ends. If at
step 317, a new task is received, the method 300 pro-
ceeds to step 312, and iterates until at step 317, the com-
munication session ends and the method 300 ends at
step 320.
[0052] Figure 4 depicts a block diagram of an exem-
plary field device 400 for use in field tool security, accord-
ing to one or more embodiments of the invention. A de-
vice 400 may include a microcontroller unit (MCU) 402,
a communication card 414, and a battery, other power
or energy storage device or power supply 418. The MCU
402 may include a memory 404, a processor 410, and a
transceiver 412. The memory 204 includes a key store
406 (e.g., key store 222) and a trust store 408 (e.g., trust
store 226) for performing field tool authentication as de-
scribed with respect to Figure 2 and Figure 3, above.
Generally, the communication card 414 may interface
between the MCU 402 and a wired or wireless network.
The memory 404 may store instructions and run-time var-
iables for execution. For example, the memory 404 may
include both volatile and non-volatile memory. The mem-
ory 404 may also store an incoming queue of server in-
structions.

[0053] A field device 400 may communicate with an
access point and other devices over a network. For ex-
ample, the field device 400 may be an electricity smart
meter installed in a residential building or other location
to monitor electricity usage. The meter may also control
access to energy in response to server instructions, for
example, by reducing or stopping the flow of electricity.
The field device 400 may be a mesh gate.
[0054] Figure 5 depicts a computer system 500 that
can be utilized in various embodiments of the present
invention to implement the Server 118 computer and/or
the display, according to one or more embodiments.
[0055] The Server 118 computer system supports the
functions of the Application CA 204, Application 208 and
Network Management CA 206 as well as other head end
system function. One such computer system is computer
system 500 illustrated by Figure 5, which may in various
embodiments implement any of the elements or function-
ality illustrated in Figures 1-4. In various embodiments,
computer system 500 may be configured to implement
methods described above. The computer system 500
may be used to implement any other system, device,
element, functionality or method of the above-described
embodiments. In the illustrated embodiments, computer
system 500 may be configured to implement the config-
uration of the HHT(s) and devices as processor-execut-
able executable program instructions 522 (e.g., program
instructions executable by processor(s) 510) in various
embodiments.
[0056] In the illustrated embodiment, computer system
500 includes one or more processors 510a-510n coupled
to a system memory 520 via an input/output (I/O) inter-
face 530. Computer system 500 further includes a net-
work interface 540 coupled to I/O interface 530, and one
or more input/output devices 550, such as cursor control
device 560, keyboard 570, and display(s) 580. In various
embodiments, any of the components may be utilized by
the system to receive user input described above. In var-
ious embodiments, a user interface may be generated
and displayed on display 580. In some cases, it is con-
templated that embodiments may be implemented using
a single instance of computer system 500, while in other
embodiments multiple such systems, or multiple nodes
making up computer system 500, may be configured to
host different portions or instances of various embodi-
ments. For example, in one embodiment some elements
may be implemented via one or more nodes of computer
system 500 that are distinct from those nodes implement-
ing other elements. In another example, multiple nodes
may implement computer system 500 in a distributed
manner.
[0057] In different embodiments, computer system 500
may be any of various types of devices, including, but
not limited to, a personal computer system, desktop com-
puter, laptop, notebook, or netbook computer, mainframe
computer system, handheld computer, workstation, net-
work computer, a camera, a set top box, a mobile device,
a consumer device, video game console, handheld video
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game device, application server, storage device, a pe-
ripheral device such as a switch, modem, router, or in
general any type of computing or electronic device.
[0058] In various embodiments, computer system 500
may be a uniprocessor system including one processor
510, or a multiprocessor system including several proc-
essors 510 (e.g., two, four, eight, or another suitable
number). Processors 510 may be any suitable processor
capable of executing instructions. For example, in vari-
ous embodiments processors 510 may be general-pur-
pose or embedded processors implementing any of a
variety of instruction set architectures (ISAs). In multi-
processor systems, each of processors 510 may com-
monly, but not necessarily, implement the same ISA. One
embodiment of the Computer System 500 places the Key
stores 216, 220 and 218 in one or more Processors 510
that are a Hardware Security Module (HSM). The HSM
provides enhanced security for the sensitive crypto-
graphic information and processes.
[0059] System memory 520 may be configured to store
program instructions 522 and/or data 532 accessible by
processor 510. In various embodiments, system memory
520 may be implemented using any suitable memory
technology, such as static random access memory
(SRAM), synchronous dynamic RAM (SDRAM), nonvol-
atile/Flash-type memory, or any other type of memory.
In the illustrated embodiment, program instructions and
data implementing any of the elements of the embodi-
ments described above may be stored within system
memory 520. In other embodiments, program instruc-
tions and/or data may be received, sent or stored upon
different types of computer-accessible media or on sim-
ilar media separate from system memory 520 or compu-
ter system 500.
[0060] In one embodiment, I/O interface 530 may be
configured to coordinate I/O traffic between processor
510, system memory 520, and any peripheral devices in
the device, including network interface 540 or other pe-
ripheral interfaces, such as input/output devices 550. In
some embodiments, I/O interface 530 may perform any
necessary protocol, timing or other data transformations
to convert data signals from one component (e.g., system
memory 520) into a format suitable for use by another
component (e.g., processor 510). In some embodiments,
I/O interface 530 may include support for devices at-
tached through various types of peripheral buses, such
as a variant of the Peripheral Component Interconnect
(PCI) bus standard or the Universal Serial Bus (USB)
standard, for example. In some embodiments, the func-
tion of I/O interface 530 may be split into two or more
separate components, such as a north bridge and a south
bridge, for example. Also, in some embodiments some
or all of the functionality of I/O interface 530, such as an
interface to system memory 520, may be incorporated
directly into processor 510.
[0061] Network interface 540 may be configured to al-
low data to be exchanged between computer system 500
and other devices attached to a network (e.g., network

590), such as one or more external systems or between
nodes of computer system 500. In various embodiments,
network 590 may include one or more networks including
but not limited to Local Area Networks (LANs) (e.g., an
Ethernet or corporate network), Wide Area Networks
(WANs) (e.g., the Internet), wireless data networks, cel-
lular data networks, some other electronic data network,
or some combination thereof. In various embodiments,
network interface 540 may support communication via
wired or wireless general data networks, such as any
suitable type of Ethernet network, for example; via tele-
communications/telephony networks such as analog
voice networks or digital fiber communications networks;
via storage area networks such as Fiber Channel SANs,
or via any other suitable type of network and/or protocol.
The Network Interface 540 may also include security de-
vices such as firewalls and Virtual Private Network VPN
servers.
[0062] Input/output devices 550 may, in some embod-
iments, include one or more display terminals, key-
boards, keypads, touchpads, scanning devices, voice or
optical recognition devices, or any other devices suitable
for entering or accessing data by one or more computer
systems 500. Multiple input/output devices 550 may be
present in computer system 500 or may be distributed
on various nodes of computer system 500. In some em-
bodiments, similar input/output devices may be separate
from computer system 500 and may interact with one or
more nodes of computer system 500 through a wired or
wireless connection, such as over network interface 540.
[0063] In some embodiments, the illustrated computer
system may implement any of the operations and meth-
ods described above. In other embodiments, different
elements and data may be included.
[0064] Those skilled in the art will appreciate that com-
puter system 500 is merely illustrative and is not intended
to limit the scope of embodiments. In particular, the com-
puter system and devices may include any combination
of hardware or software that can perform the indicated
functions of various embodiments, including computers,
network devices, Internet appliances, PDAs, wireless
phones, pagers, and the like. Computer system 500 may
also be connected to other devices that are not illustrated,
or instead may operate as a stand-alone system. In ad-
dition, the functionality provided by the illustrated com-
ponents may in some embodiments be combined in few-
er components or distributed in additional components.
Similarly, in some embodiments, the functionality of
some of the illustrated components may not be provided
and/or other additional functionality may be available.
[0065] Those skilled in the art will also appreciate that,
while various items are illustrated as being stored in
memory or on storage while being used, these items or
portions of them may be transferred between memory
and other storage devices for purposes of memory man-
agement and data integrity. Alternatively, in other em-
bodiments some or all of the software components may
execute in memory on another device and communicate
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with the illustrated computer system via inter-computer
communication. Some or all of the system components
or data structures may also be stored (e.g., as instruc-
tions or structured data) on a computer-accessible me-
dium or a portable article to be read by an appropriate
drive, various examples of which are described above.
In some embodiments, instructions stored on a compu-
ter-accessible medium separate from computer system
500 may be transmitted to computer system 500 via
transmission media or signals such as electrical, electro-
magnetic, or digital signals, conveyed via a communica-
tion medium such as a network and/or a wireless link.
Various embodiments may further include receiving,
sending or storing instructions and/or data implemented
in accordance with the foregoing description upon a com-
puter-accessible medium or via a communication medi-
um. In general, a computer-accessible medium may in-
clude a storage medium or memory medium such as
magnetic or optical media, e.g., disk or DVD/CD-ROM,
volatile or non-volatile media such as RAM (e.g.,
SDRAM, DDR, RDRAM, SRAM, and the like), ROM, and
the like.
[0066] The embodiments of the present invention may
be embodied as methods, apparatus, electronic devices,
and/or computer program products. Accordingly, the em-
bodiments of the present invention may be embodied in
hardware and/or in software (including firmware, resident
software, micro-code, etc.), which may be generally re-
ferred to herein as a "circuit" or "module". Furthermore,
the present invention may take the form of a computer
program product on a computer-usable or computer-
readable storage medium having computer-usable or
computer-readable program code embodied in the me-
dium for use by or in connection with an instruction exe-
cution system. In the context of this document, a com-
puter-usable or computer-readable medium may be any
medium that can contain, store, communicate, propa-
gate, or transport the program for use by or in connection
with the instruction execution system, apparatus, or de-
vice. These computer program instructions may also be
stored in a computer-usable or computer-readable mem-
ory that may direct a computer or other programmable
data processing apparatus to function in a particular man-
ner, such that the instructions stored in the computer us-
able or computer-readable memory produce an article of
manufacture including instructions that implement the
function specified in the flowchart and/or block diagram
block or blocks.
[0067] The computer-usable or computer-readable
medium may be, for example but not limited to, an elec-
tronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, device, or propaga-
tion medium. More specific examples (a non-exhaustive
list) of the computer-readable medium include the follow-
ing: hard disks, optical storage devices, a transmission
media such as those supporting the Internet or an intran-
et, magnetic storage devices, an electrical connection
having one or more wires, a portable computer diskette,

a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), an optical fiber, and a com-
pact disc read-only memory (CD-ROM).
[0068] Computer program code for carrying out oper-
ations of the present invention may be written in an object
oriented programming language, such as Java.RTM,
Smalltalk or C++, and the like. However, the computer
program code for carrying out operations of the present
invention may also be written in conventional procedural
programming languages, such as the "C" programming
language and/or any other lower level assembler lan-
guages. It will be further appreciated that the functionality
of any or all of the program modules may also be imple-
mented using discrete hardware components, one or
more Application Specific Integrated Circuits (ASICs), or
programmed Digital Signal Processors or microcontrol-
lers.
[0069] The foregoing description, for purpose of expla-
nation, has been described with reference to specific em-
bodiments. However, the illustrative discussions above
are not intended to be exhaustive or to limit the invention
to the precise forms disclosed. Many modifications and
variations are possible in view of the above teachings.
The embodiments were chosen and described in order
to best explain the principles of the present disclosure
and its practical applications, to thereby enable others
skilled in the art to best utilize the invention and various
embodiments with various modifications as may be suit-
ed to the particular use contemplated.
[0070] The methods described herein may be imple-
mented in software, hardware, or a combination thereof,
in different embodiments. In addition, the order of meth-
ods may be changed, and various elements may be add-
ed, reordered, combined, omitted, modified, etc. All ex-
amples described herein are presented in a non-limiting
manner. Various modifications and changes may be
made as would be obvious to a person skilled in the art
having benefit of this disclosure. Realizations in accord-
ance with embodiments have been described in the con-
text of particular embodiments. These embodiments are
meant to be illustrative and not limiting. Many variations,
modifications, additions, and improvements are possible.
Accordingly, plural instances may be provided for com-
ponents described herein as a single instance. Bounda-
ries between various components, operations and data
stores are somewhat arbitrary, and particular operations
are illustrated in the context of specific illustrative config-
urations. Other allocations of functionality are envisioned
and may fall within the scope of claims that follow. Finally,
structures and functionality presented as discrete com-
ponents in the example configurations may be imple-
mented as a combined structure or component. These
and other variations, modifications, additions, and im-
provements may fall within the scope of embodiments
as defined in the claims that follow.
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Claims

1. A computer implemented method for authenticating
a field tool (192, 230) by a field device (200, 400)
comprising the steps carried out by the field device
of:

receiving, from the field tool (192, 230), an au-
thentication certificate;
verifying the authentication certificate using a
trust anchor certificate on the field device (200,
400);
securing (302) communication between the field
tool (192, 230) and the field device (200, 400);
receiving (304), from the field tool (192, 230), a
field tool task authorization certificate (233);
verifying (306) the field tool task authorization
certificate (233) using the trust anchor certificate
on the field device (200, 400);
receiving (312), from the field tool (192, 230), a
request to perform a task;
determining (314) whether the task is authorized
based on the field tool task authorization certif-
icate (233); and
performing (316) the task on the field device
(200, 400) when it is determined the task is au-
thorized.

2. The method of claim 1, further comprising:

determining (310), from the field tool task au-
thorization certificate (233), a list of field devices
(200, 400) with which the field tool (192, 230) is
authorized to communicate; and
verifying that the field device (200, 400) is on
the list of field devices (200, 400).

3. The method of claim 1, wherein the communication
between the field tool (192, 230) and the field device
(200, 400) is secured with a key, wherein the key is
generated using a registration certificate on the field
device (200, 400) and a field tool application certifi-
cate (234).

4. The method of claim 1, wherein a public/private key
challenge is used to authenticate the field tool (192,
230) using a public key of the field tool (192, 230),
supplied to the field tool (192, 230) in the authenti-
cation certificate supplied by the field tool (192, 230).

5. The method of claim 1, wherein the field device (200,
400) is provisioned with a trust anchor to authenti-
cate utility certificates using an established trust
chain established by a manufacturer using manufac-
turer-signed utility certificates.

6. The method of claim 1, wherein the field device (200,
400) is provisioned by a manufacturer with a utility

supplied trust anchor certificate used to authenticate
field tool certificates.

7. A system for authenticating a field tool (192, 230) by
a field device (200, 400) comprising:
a field tool (192, 230) for performing tasks on one or
more field devices (200, 400) of a plurality of field
devices (200, 400), wherein each field device (200,
400) of the plurality of field devices (200, 400) is con-
figured to:

receive, from the field tool (192, 230), an authen-
tication certificate;
verify the authentication certificate using a trust
anchor certificate on the field device (200, 400);
secure communication between the field tool
(192, 230) and the field device (200, 400);
receive, from the field tool (192, 230), a field tool
task authorization certificate (233);
verify the field tool task authorization certificate
(233) using the trust anchor certificate on the
field device (200, 400);
receive, from the field tool (192, 230), a request
to perform a task; and
determine whether the task is authorized based
on the field tool task authorization certificate
(233); and
perform the task on the field device (200, 400)
when it is determined the task is authorized.

8. The system of claim 7, wherein each field device
(200, 400) of the plurality of field devices (200, 400)
is further configured to:

determine a list of field devices (200, 400) with
which the field tool (192, 230) is authorized to
communicate; and
verify that the field device (200, 400) is on the
list of field devices (200, 400).

9. The system of claim 7, wherein each field device
(200, 400) of the plurality of field devices (200, 400)
is further configured to generate a public and private
key pair and communicating the public key to a head
end system process that constructs the authentica-
tion certificate for the field tool (192, 230).

10. The system of claim 7, wherein the field device (200,
400) is configured to use a public/private key chal-
lenge to authenticate the field tool (192, 230) using
a public key of the field tool (192, 230), wherein the
public key is received from the field tool (192, 230)
in the authentication certificate.

11. The system of claim 7, further comprising a certifi-
cate hierarchy (200) configured for a manufacturer
to sign one or more utility certificates that establish
a trust chain to authenticate the one or more utility
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certificates with trust anchor provisioned in a manu-
factured device.

12. The system of claim 7, further comprising a certifi-
cate hierarchy (200) wherein the field tool (192, 230)
does not have a private key of the certificates which
the field tool (192, 230) is configured with.

13. The system of claim 7, further comprising a certifi-
cate hierarchy (200) configured to be used by the
field tool (192, 230) to authenticate devices wherein
a manufacturer establishes a trust chain for one or
more device certificates that comprises a manufac-
turing site certificate that signs the one or more de-
vice certificates that has a manufacturer certificate
as the trust anchor.

14. The system of claim 7, further comprising a certifi-
cate hierarchy (200) configured to be used by a de-
vice to authenticate field tool certificates wherein the
device is provisioned by a manufacturer with a utility
supplied trust anchor certificate.

15. A field device (200, 400) for authenticating a field
tool (192, 230), comprising:

a) at least one processor (410);
b) at least one input device;
c) at least one output device; and
c) at least one storage device (404) storing proc-
essor-executable instructions which, when ex-
ecuted by the at least one processor (410), per-
form a method including:

receiving, on the field device (200, 400), an
authentication certificate;
verifying the authentication certificate using
a trust anchor certificate on the field device
(200, 400);
securing communication between the field
tool (192, 230) and the field device (200,
400);
receiving, on the field device (200, 400), a
field tool task authorization certificate (233);
verifying the field tool task authorization cer-
tificate (233) using the trust anchor certifi-
cate on the field device (200, 400);
receiving, from the field tool (192, 230), a
request to perform a task; and
determining whether the task is authorized
based on the field tool task authorization
certificate (233); and
performing the task on the field device (200,
400) when it is determined the task is au-
thorized.

Patentansprüche

1. Computerimplementiertes Verfahren zum Authenti-
fizieren eines Feldwerkzeugs (192, 230) durch ein
Feldgerät (200, 400), umfassend die folgende durch
das Feldgerät ausgeführten Schritte:

Empfangen eines Authentifizierungszertifikats
von dem Feldwerkzeug (192, 230);
Verifizieren des Authentifizierungszertifikats un-
ter Verwendung eines Vertrauensankerzertifi-
kats auf dem Feldgerät (200, 400);
Sichern (302) der Kommunikation zwischen
dem Feldwerkzeug (192, 230) und dem Feldge-
rät (200, 400); Empfangen (304), von dem Feld-
werkzeug (192, 230), eines Autorisierungszer-
tifikats (233) für Aufgaben des Feldwerkzeugs;
Verifizieren (306) des Autorisierungszertifikats
(233) für Aufgaben des Feldwerkzeugs unter
Verwendung eines Vertrauensankerzertifikats
auf dem Feldgerät (200, 400) ;
Empfangen (312), von dem Feldwerkzeug (192,
230), einer Anforderung zur Durchführung einer
Aufgabe;
Bestimmen (314), ob die Aufgabe basierend auf
dem Autorisierungszertifikat (233) für Aufgaben
des Feldwerkzeugs autorisiert ist; und
Durchführen (316) der Aufgabe auf dem Feld-
gerät (200, 400), wenn bestimmt wird, dass die
Aufgabe autorisiert ist.

2. Verfahren nach Anspruch 1, ferner umfassend:

Bestimmen (310) einer Liste von Feldgeräten
(200, 400), mit denen das Feldwerkzeug (192,
230) zum Kommunizieren autorisiert ist, aus
dem Autorisierungszertifikat (233) für Aufgaben
des Feldwerkzeugs; und
Verifizieren, dass das Feldgerät (200, 400) auf
der Liste der Feldgeräte (200, 400) steht.

3. Verfahren nach Anspruch 1, wobei die Kommunika-
tion zwischen dem Feldwerkzeug (192, 230) und
dem Feldgerät (200, 400) mit einem Schlüssel gesi-
chert ist, wobei der Schlüssel unter Verwendung ei-
nes Registrierungszertifikats auf dem Feldgerät
(200, 400) und eines Anwendungszertifikats (234)
des Feldwerkzeugs erzeugt wird.

4. Verfahren nach Anspruch 1, wobei eine Herausfor-
derung mit öffentlichem/privatem Schlüssel verwen-
det wird, um das Feldwerkzeug (192, 230) unter Ver-
wendung eines öffentlichen Schlüssels des Feld-
werkzeugs (192, 230) zu authentifizieren, der dem
Feldwerkzeug (192, 230) in dem von dem Feldwerk-
zeug (192, 230) gelieferten Authentifizierungszerti-
fikat geliefert wird.
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5. Verfahren nach Anspruch 1, wobei das Feldgerät
(200, 400) mit einem Vertrauensanker versehen
wird, um Zertifikate von Versorgungsunternehmen
unter Verwendung einer eingerichteten Vertrauens-
kette zu authentifizieren, die von einem Hersteller
unter Verwendung von durch den Hersteller signier-
ten Zertifikaten von Versorgungsunternehmen ein-
gerichtet wurde.

6. Verfahren nach Anspruch 1, wobei das Feldgerät
(200, 400) von einem Hersteller mit einem von einem
Versorgungsunternehmen gelieferten Vertrauen-
sankerzertifikat versehen wird, das zur Authentifizie-
rung von Feldwerkzeugzertifikaten verwendet wird.

7. System zur Authentifizierung eines Feldwerkzeugs
(192, 230) durch ein Feldgerät (200, 400), umfas-
send:
ein Feldwerkzeug (192, 230) zum Durchführen von
Aufgaben an einem oder mehreren Feldgeräten
(200, 400) mehrerer Feldgeräte (200, 400), wobei
jedes Feldgerät (200, 400) der mehreren Feldgeräte
(200, 400) dazu ausgelegt ist:

ein Authentifizierungszertifikat von dem Feld-
werkzeug (192, 230) zu empfangen;
das Authentifizierungszertifikat unter Verwen-
dung eines Vertrauensankerzertifikats auf dem
Feldgerät (200, 400) zu verifizieren;
Kommunikation zwischen dem Feldwerkzeug
(192, 230) und dem Feldgerät (200, 400) zu si-
chern;
von dem Feldwerkzeug (192, 230), ein Autori-
sierungszertifikat (233) für Aufgaben des Feld-
werkzeugs zu empfangen;
das Autorisierungszertifikat (233) für Aufgaben
des Feldwerkzeugs unter Verwendung eines
Vertrauensankerzertifikats auf dem Feldgerät
(200, 400) zu verifizieren;
von dem Feldwerkzeug (192, 230) eine Anfor-
derung zur Durchführung einer Aufgabe zu
empfangen; und
zu bestimmen, ob die Aufgabe basierend auf
dem Autorisierungszertifikat (233) für Aufgaben
des Feldwerkzeugs autorisiert ist; und
die Aufgabe auf dem Feldgerät (200, 400)
durchzuführen, wenn bestimmt wird, dass die
Aufgabe autorisiert ist.

8. System nach Anspruch 7, wobei jedes Feldgerät
(200, 400) der mehreren Feldgeräte (200, 400) fer-
ner dazu ausgelegt ist:

eine Liste von Feldgeräten (200, 400) zu bestim-
men, mit denen das Feldwerkzeug (192, 230)
zum Kommunizieren autorisiert ist; und
zu verifizieren, dass das Feldgerät (200, 400)
auf der Liste der Feldgeräte (200, 400) steht.

9. System nach Anspruch 7, wobei jedes Feldgerät
(200, 400) der mehreren Feldgeräte (200, 400) fer-
ner dazu ausgelegt ist, ein öffentliches und privates
Schlüsselpaar zu erzeugen und den öffentlichen
Schlüssel an einen Kopfendsystemprozess zu kom-
munizieren, der das Authentifizierungszertifikat für
das Feldgerät (192, 230) aufbaut.

10. System nach Anspruch 7, wobei das Feldgerät (200,
400) dazu ausgelegt ist, eine Herausforderung mit
öffentlichem/privatem Schlüssel zu verwenden, um
das Feldwerkzeug (192, 230) unter Verwendung ei-
nes öffentlichen Schlüssels des Feldwerkzeugs
(192, 230) zu authentifizieren, wobei der öffentliche
Schlüssel von dem Feldwerkzeug (192, 230) in dem
Authentifizierungszertifikat empfangen wird.

11. System nach Anspruch 7, ferner umfassend eine
Zertifikatshierarchie (200), die dazu ausgelegt ist,
dass ein Hersteller ein oder mehrere Zertifikate von
Versorgungsunternehmen signiert, die eine Vertrau-
enskette zur Authentifizierung des einen oder der
mehreren Zertifikate von Versorgungsunternehmen
mit einem in einem hergestellten Gerät vorgesehe-
nen Vertrauensanker einrichten.

12. System von Anspruch 7, ferner umfassend eine Zer-
tifikatshierarchie (200), wobei das Feldwerkzeug
(192, 230) keinen privaten Schlüssel der Zertifikate
besitzt, mit denen das Feldwerkzeug (192, 230) aus-
gelegt ist.

13. System nach Anspruch 7, ferner umfassend eine
Zertifikatshierarchie (200), die dazu ausgelegt ist,
von dem Feldwerkzeug (192, 230) zur Authentifizie-
rung von Geräten verwendet zu werden, wobei ein
Hersteller eine Vertrauenskette für ein oder mehrere
Gerätezertifikate einrichtet, die ein Zertifikat einer
Herstellungsstätte umfasst, das das eine oder die
mehreren Gerätezertifikate signiert, das ein Her-
stellerzertifikat als Vertrauensanker hat.

14. System nach Anspruch 7, ferner umfassend eine
Zertifikatshierarchie (200), die dazu ausgelegt ist,
von einem Gerät zur Authentifizierung von Feldwerk-
zeugzertifikaten verwendet zu werden, wobei das
Gerät von einem Hersteller mit einem von einem Ver-
sorgungsunternehmen gelieferten Vertrauensank-
erzertifikat versehen ist.

15. Feldgerät (200, 400) zur Authentifizierung eines
Feldwerkzeugs (192, 230), umfassend:

a) mindestens einen Prozessor (410);
b) mindestens ein Eingabegerät;
c) mindestens eine Ausgabegerät; und
c) mindestens ein Speichergerät (404), das pro-
zessorausführbare Anweisungen speichert, die,
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wenn sie von dem mindestens einen Prozessor
(410) ausgeführt werden, ein Verfahren durch-
führen, einschließlich:

Empfangen eines Authentifizierungszertifi-
kats auf dem Feldgerät (200, 400);
Verifizieren des Authentifizierungszertifi-
kats unter Verwendung eines Vertrauen-
sanker-Zertifikats auf dem Feldgerät (200,
400);
Sichern der Kommunikation zwischen dem
Feldwerkzeug (192, 230) und dem Feldge-
rät (200, 400);
Empfangen, auf dem Feldgerät (200, 400),
eins Autorisierungszertifikats (233) für Auf-
gaben des Feldwerkzeugs;
Verifizieren des Autorisierungszertifikats
(233) für Aufgaben des Feldwerkzeugs un-
ter Verwendung des Vertrauensankerzerti-
fikats auf dem Feldgerät (200, 400);
Empfangen, von dem Feldwerkzeug (192,
230), einer Anforderung zur Durchführung
einer Aufgabe; und
Bestimmen, ob die Aufgabe basierend auf
dem Autorisierungszertifikat (233) für Auf-
gaben des Feldwerkzeugs autorisiert ist;
und
Durchführen der Aufgabe auf dem Feldge-
rät (200, 400), wenn bestimmt wird, dass
die Aufgabe autorisiert ist.

Revendications

1. Procédé mis en œuvre par ordinateur pour authen-
tifier un outil de terrain (192, 230) par un dispositif
de terrain (200, 400), comprenant les étapes réali-
sées par le dispositif de terrain de :

réception, à partir de l’outil de terrain (192, 230),
d’un certificat d’authentification ;
vérification du certificat d’authentification à
l’aide d’un certificat d’ancre de confiance sur le
dispositif de terrain (200, 400) ;
sécurisation (302) d’une communication entre
l’outil de terrain (192, 230) et le dispositif de ter-
rain (200, 400) ;
réception (304), à partir de l’outil de terrain (192,
230), d’un certificat d’autorisation de tâche
d’outil de terrain (233) ;
vérification (306) du certificat d’autorisation de
tâche d’outil de terrain (233) à l’aide du certificat
d’ancre de confiance sur le dispositif de terrain
(200, 400) ;
réception (312), à partir de l’outil de terrain (192,
230), d’une requête de réalisation d’une tâche ;
détermination (314) que la tâche est autorisée
ou non en fonction du certificat d’autorisation de

tâche d’outil de terrain (233) ; et
réalisation (316) de la tâche sur le dispositif de
terrain (200, 400) quand il est déterminé que la
tâche est autorisée.

2. Procédé selon la revendication 1, comprenant en
outre :

la détermination (310), à partir du certificat
d’autorisation de tâche d’outil de terrain (233),
d’une liste de dispositifs de terrain (200, 400)
avec lesquels l’outil de terrain (192, 230) est
autorisé à communiquer ; et
la vérification que le dispositif de terrain (200,
400) figure sur la liste de dispositifs de terrain
(200, 400) .

3. Procédé selon la revendication 1, dans lequel la
communication entre l’outil de terrain (192, 230) et
le dispositif de terrain (200, 400) est sécurisée avec
une clé, la clé étant générée à l’aide d’un certificat
d’enregistrement sur le dispositif de terrain (200,
400) et d’un certificat d’application d’outil de terrain
(234).

4. Procédé selon la revendication 1, dans lequel un défi
de clé public/privée est utilisé pour authentifier l’outil
de terrain (192, 230) à l’aide d’une clé publique de
l’outil de terrain (192, 230), fournie à l’outil de terrain
(192, 230) dans le certificat d’authentification fourni
par l’outil de terrain (192, 230).

5. Procédé selon la revendication 1, dans lequel le dis-
positif de terrain (200, 400) est approvisionné avec
une ancre de confiance pour authentifier des certifi-
cats de service public à l’aide d’une chaîne de con-
fiance établie par un constructeur à l’aide de certifi-
cats de service public signés par le constructeur.

6. Procédé selon la revendication 1, dans lequel le dis-
positif de terrain (200, 400) est approvisionné par un
constructeur avec un certificat d’ancre de confiance
fournie par un service public servant à authentifier
des certificats d’outils de terrain.

7. Système d’authentification d’un outil de terrain (192,
230) par un dispositif de terrain (200, 400)
comprenant :
un outil de terrain (192, 230) pour réaliser des tâches
sur un ou plusieurs dispositifs de terrain (200, 400)
d’une pluralité de dispositifs de terrain (200, 400),
chaque dispositif de terrain (200, 400) de la pluralité
de dispositifs de terrain (200, 400) étant configuré
pour :

recevoir, à partir de l’outil de terrain (192, 230),
un certificat d’authentification ;
vérifier le certificat d’authentification à l’aide d’un
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certificat d’ancre de confiance sur le dispositif
de terrain (200, 400) ;
sécuriser une communication entre l’outil de ter-
rain (192, 230) et le dispositif de terrain (200,
400) ;
recevoir, à partir de l’outil de terrain (192, 230),
un certificat d’autorisation de tâche d’outil de ter-
rain (233) ;
vérifier le certificat d’autorisation de tâche d’outil
de terrain (233) à l’aide du certificat d’ancre de
confiance sur le dispositif de terrain (200, 400) ;
recevoir, à partir de l’outil de terrain (192, 230),
une requête de réalisation d’une tâche ; et
déterminer que la tâche est autorisée ou non en
fonction du certificat d’autorisation de tâche
d’outil de terrain (233) ; et
réaliser la tâche sur le dispositif de terrain (200,
400) quand il est déterminé que la tâche est
autorisée.

8. Système selon la revendication 7, dans lequel cha-
que dispositif de terrain (200, 400) de la pluralité de
dispositifs de terrain (200, 400) est configuré en
outre pour :

déterminer une liste de dispositifs de terrain
(200, 400) avec lesquels l’outil de terrain (192,
230) est autorisé à communiquer ; et
vérifier que le dispositif de terrain (200, 400) fi-
gure sur la liste de dispositifs de terrain (200,
400).

9. Système selon la revendication 7, dans lequel cha-
que dispositif de terrain (200, 400) de la pluralité de
dispositifs de terrain (200, 400) est configuré en
outre pour générer une paire de clés publique et pri-
vée et communiquer la clé publique à un processus
de système de tête de réseau qui construit le certi-
ficat d’authentification pour l’outil de terrain (192,
230).

10. Système selon la revendication 7, dans lequel le dis-
positif de terrain (200, 400) est configuré pour utiliser
un défi de clé publique/privée afin d’authentifier l’outil
de terrain (192, 230) à l’aide d’une clé publique de
l’outil de terrain (192, 230), la clé publique étant re-
çue à partir de l’outil de terrain (192, 230) dans le
certificat d’authentification.

11. Système selon la revendication 7, comprenant en
outre une hiérarchie de certificats (200) configurée
à l’intention d’un constructeur pour signer afin de si-
gner un ou plusieurs certificats d’utilité qui établis-
sent une chaîne de confiance afin d’authentifier les
un ou plusieurs certificats de service public avec une
ancre de confiance approvisionnée dans un dispo-
sitif fabriqué.

12. Système selon la revendication 7, comprenant en
outre une hiérarchie de certificats (200) dans lequel
l’outil de terrain (192, 230) ne comporte pas de clé
privée des certificats avec lesquels l’outil de terrain
(192, 230) est configuré.

13. Système selon la revendication 7, comprenant en
outre une hiérarchie de certificats (200) configurée
pour être utilisée par l’outil de terrain (192, 230) afin
d’authentifier des dispositifs, dans lequel un cons-
tructeur établit une chaîne de confiance pour un ou
plusieurs certificats de dispositifs qui comprend un
certificat de site de fabrication qui signe les un ou
plusieurs certificats de dispositifs qui présentent un
certificat de constructeur comme ancre de confian-
ce.

14. Système selon la revendication 7, comprenant en
outre une hiérarchie de certificats (200) configurée
pour être utilisée par un dispositif afin d’authentifier
des certificats d’outils de terrain, dans lequel le dis-
positif est approvisionné par le constructeur avec un
certificat d’ancre de confiance fourni par un service
public.

15. Dispositif de terrain (200, 400) destiné à authentifier
un outil de terrain (192, 230), comprenant :

a) au moins un processeur (410);
b) au moins un dispositif d’entrée ;
c) au moins un dispositif de sortie ; et
c) au moins un dispositif de mémorisation (404)
qui mémorise des instructions exécutables par
processeur qui, à leur exécution par l’au moins
un processeur (410), réalisent un procédé
comportant :

la réception, sur le dispositif de terrain (200,
400), d’un certificat d’authentification ;
la vérification du certificat d’authentification
à l’aide d’un certificat d’ancre de confiance
sur le dispositif de terrain (200, 400) ;
la sécurisation d’une communication entre
l’outil de terrain (192, 230) et le dispositif de
terrain (200, 400) ;
la réception, sur le dispositif de terrain (200,
400), d’un certificat d’autorisation de tâche
d’outil de terrain (233) ;
la vérification du certificat d’autorisation de
tâche d’outil de terrain (233) à l’aide du cer-
tificat d’ancre de confiance sur le dispositif
de terrain (200, 400) ;
la réception, à partir de l’outil de terrain (192,
230), d’une requête de réalisation d’une
tâche ; et
la détermination que la tâche est autorisée
ou non en fonction du certificat d’autorisa-
tion de tâche d’outil de terrain (233) ; et
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la réalisation de la tâche sur le dispositif de
terrain (200, 400) quand il est déterminé que
la tâche est autorisée.
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