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Description

Technical Field

[0001] The present invention relates to a method and
system for verifying an access request, and is particular-
ly, but not exclusively suitable for verifying a request for
access to data or services or assets.

Background

[0002] The demand for access to confidential or user-
specific data (or assets or services) is increasing. For
example, providing access to a bank account and allow-
ing the transfer of money from that account should be
restricted to authorised users such as an account holder.
Typically users are authenticated when requesting ac-
cess to data by means of credentials that identify the
person requesting access to the data. Remote access of
data presents particular problems because the person
requesting data, assets or services is typically in a differ-
ent physical location to that of the party responding to
the request. As a result it is very difficult for the party
servicing the request to know whether the entity making
the request is a) who they claim to be, b) entitled to use
the device from where the request originates and c) is in
possession of the device from where the request origi-
nates.
[0003] Typically, when an account is set up between
a person and a party such as a data provider, the person
will establish the aforementioned credentials for use by
the data provider in identifying and authenticating the per-
son for future requests. Such credentials may include
information that uniquely identifies the parson (e.g. per-
sonally identifiable information (PII)) and a secret (e.g. a
password) for use in verifying the identity of the person.
It is now also common that the data provider will require
the person to register themselves as the owner of a de-
vice used to access the data. The registered association
between the device and the owner of the device can be
used by the data provider as an additional validation fac-
tor. For example, in the case that a data provider receives
a request for access to an account on behalf of a partic-
ular person from a particular device that is not the device
registered for the person, the data provider may deter-
mine to trust that the request was made by the person
registered for the account.
[0004] It can be relatively easy for a person wishing to
access data from a data provider on behalf of another
person who has an account with that data provider to
obtain his user credentials (i.e. PII, User ID and pass-
word) by purchasing them from criminal shadow online
markets and thereafter fraudulently access the other per-
son’s data. Additionally, it is possible to remotely access
and control devices, and thereby request data on behalf
of the registered owner of those devices. Often it is not
possible to determine whether the request was made by
a user who is in physical possession of the device or

whether the request was made remotely by a user using
another device to remotely control the device from which
the request is made.
[0005] One-time passwords (OTP) are commonly
used to alleviate these issues: an authentication server
uniquely assigns an OTP generation key to the registered
owner of a device, the OTP generation key being for use
in generating and validating OTPs. An authentication
server typically holds hundreds or thousands of OTP gen-
eration keys, each having been uniquely assigned to, or
registered in respect of, a different person. The authen-
tication server configures an OTP token in the posses-
sion of the registered owner with his assigned OTP gen-
eration key. These OTP tokens may, for example, use
the OTP generation key to generate a different password
each time a new password is requested by the registered
user or as another example, may use the OTP generation
key to generate new passwords at regular time intervals.
[0006] In order to access user-restricted data via a de-
vice, a user provides the OTP generated by the OTP
token to the data provider along with the credentials that
uniquely identify the owner of the device. Typically, the
data provider will then identify the owner of the device
and pass on the received OTP to the authentication serv-
er. The authentication server will look up the OTP gen-
eration key associated with the identified person and will
use the key to determine whether the received OTP cor-
responds to the OTP that would have been/was gener-
ated by the OTP token held by the owner of the device.
The authentication server will then indicate to the data
provider whether the received OTP is valid. If the correct
OTP was sent to the data provider, then it can be deter-
mined that the user of the device is in possession of the
OTP token. However, authentication servers are vulner-
able to compromise thereby facilitating the unauthorised
distribution to other entities and enabling anyone with
(illegitimate) access to a distributed OTP generation key
to access data on behalf of the person associated with
that key.
[0007] US 7,721,107 discloses a particular method of
verifying whether the user of a device is a human. In the
described method a user of a device requesting access
to an OTP is presented with "interaction instructions" via
a first area of a user interface of the device. In one ex-
ample, the user is instructed to enter a series of numbers
into a second area of the user interface; in another ex-
ample, the user is instructed to perform a physical action,
such as tracing a curve within a second area of the user
interface (e.g. a touch screen). The device then deter-
mines whether the user has entered the correct num-
bers/traced the correct curve etc., and, if so, the device
provides the requested OTP to the user. However as the
module presenting the interaction instructions and the
module processing the user’s response to the interaction
instructions are communicatively connected, a user
might be able to make a connection to the device and
thereby be able to fraudulently authenticate himself to
the device by accessing the interaction instructions and
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responding to them appropriately.
[0008] The article entitled "Two factor authentication
using mobile phones" by Aloul et al in the IEEE/ACS In-
ternational Conference on Computer Systems and Ap-
plications, 2009, pp 641-644 discusses a method of im-
plementing two-factor authentication using mobile
phones which involves using a mobile phone as a soft-
ware token for One Time Password generation. US
5,367,572 discusses using a time-dependent non-pre-
dictable code as a personal identification number of a
user. US 5,361,062 discusses a personal security system
in which a user has a token device which processes a
unique input number to generate a pseudorandom seed
number, at least a portion of which is verified by a verifi-
cation unit.

Summary

[0009] Aspects of the invention are set out in the ac-
companying claims.
[0010] According to an example of the present inven-
tion, there is provided a system for use in verifying a
request for data received at a device as a request origi-
nating from a human in possession of the device, the
system comprising: a first module arranged to generate
a password and output the generated password via an
interface of the first module; a second module arranged
to receive a password associated with the request for
data and validate the received password, and to enable
access to data, wherein said received password is re-
ceived via an interface of the second module and corre-
sponds to the password generated by the first module,
wherein the first module and the second module are com-
posite parts of the device, and wherein the first module
is communicatively disconnected from the second mod-
ule.
[0011] It will be appreciated that, as the first and second
modules are communicatively disconnected from each
other, if a user of the second module is able to retrieve
the password generated by the first module, it is likely
that the user of the second module is in possession of
the first module. Further, if the first and second modules
are composite parts of a single device, then if the user
of the second module is in possession of the first module,
then that user must also be in possession of the second
module. When the password generated by the first mod-
ule is displayed via a user interface of the first module
and is received via a user interface of the second module,
the second module is able to determine to a reasonable
level of confidence that the request for access to data
originated from a human who is in possession of the de-
vice. This is because, as the first module is communica-
tively disconnected from the second module, there is no
means to automatically transfer the password generated
by the first module to the second module and thus the
password has to be read from a user interface of the first
module and input manually via the user interface of the
second module.

[0012] Conveniently, said first module and said second
module are integrated within the device. For example,
the modules could share a battery.
[0013] In one arrangement, the first and second mod-
ules share a secret for use in generation and validation
of a said password. In this case, the second module may
be able to determine whether a password received from
a user of the second module matches a password that
was/would have been generated by the first module with-
out having to use a third party.
[0014] In an alternative arrangement, the second mod-
ule is arranged to send the received password to a third
party and to receive an indication from the third party that
the received password is valid, whereby to validate the
received password. In this case, the second module is
not required to be configured with a secret.
[0015] In a further alternative arrangement, the second
module is arranged to validate the received password by
comparing the received password to a password gener-
ated by a third module.
[0016] In one embodiment, the first module is arranged
to generate said password in response to an input related
to said request for access to data.
[0017] Advantageously, the first module is arranged to
generate a subsequent password in response to a sub-
sequent input related to a request for access to data, the
subsequently generated password being different from
a previously generated password.
[0018] In an alternative embodiment, the first module
is arranged to generate passwords at regular time inter-
vals, each successively generated password being dif-
ferent from a previously generated password.
[0019] According to another example of the present
invention, there is provided a method of verifying a re-
quest for data received at a device as a request originat-
ing from a human in possession of the device, the method
comprising: generating at a first module a password and
outputting the generated password via an interface of the
first module; receiving at a second module a password
associated with the request for data via an interface of
the second module, said received secret corresponding
to the password generated by the first module; validating
at the second module the received password; and ena-
bling access to data at the second module, wherein the
first module and the second module are composite parts
of the device, and wherein the first module is communi-
catively disconnected from the second module.
[0020] Further features and advantages of the inven-
tion will become apparent from the following description
of preferred embodiments of the invention, given by way
of example only, which is made with reference to the
accompanying drawings.

Brief Description of the Drawings

[0021]

Figure 1 shows a block diagram of a system accord-
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ing to an embodiment of the present invention;
Figure 2 shows schematically a method according
to an embodiment of the present invention;
Figure 3 shows a block diagram of a system accord-
ing to an embodiment of the present invention;
Figure 4 shows schematically a method according
to an embodiment of the present invention;
Figure 5 shows schematically a method according
to an embodiment of the present invention;
Figure 6 shows schematically a method according
to an embodiment of the present invention; and,
Figure 7 shows schematically a method according
to an embodiment of the present invention.

Detailed Description

[0022] Embodiments of the invention are concerned
with determining whether to enable access to requested
data, assets or services. Fig. 1 shows a block diagram
of a system 10 according to an embodiment of the present
invention. The system 10 comprises a first module 20
and a second module 30. The first module 20 is arranged
to generate passwords, and the second module 30 is
arranged to receive passwords from a user of the system
10 and validate the received passwords. While not es-
sential, in one embodiment, the first and second modules
20,30 each comprise a respective user interface 21,31.
User interfaces 21,31 typically comprise at least one in-
put or output. An input of a user interface of a device may
be, for example, a keyboard, a mouse, a touch screen,
a microphone or any other component that allows the
user to provide an input to the device. An output of a user
interface of a device may be, for example, a screen, a
speaker, or any other component capable of outputting
information from the device to a user of the user interface.
The user interface 21 of the first module 20 is configured
to provide a generated password to a user of the first
module 20 and the user interface 31 of the second mod-
ule 30 is configured to receive a password from a user
of the second module 30. In one example not part of the
invention, the first module 20 and the second module 30
are separate devices that are collectively configured to
determine whether it is likely that a request for access to
data originated from a user in possession of the second
module 30. As an example, the two modules 20,30 may
be manufactured and sold together, and in the posses-
sion of a particular person. The second module 30 may,
in one example, be a wireless device (or a component
of a wireless device). According to the invention, the first
and second modules 20,30 may be components of a sin-
gle wireless device.
[0023] The second module 30 may operate under the
control of a user who is in possession of the second mod-
ule 30 via the user interface 31 of the second module 30
or may operate under the control of a remote entity having
a communications link to the second module 30. The first
module 20 can be controlled via the user interface 21 of
the first module 20 and is communicatively disconnected

from the second module 30, as will be described in more
detail below, and therefore cannot be controlled via the
user interface 31 of the second module 31.
[0024] The second module 30 may be a composite part
of a device that stores confidential data associated with
a particular person only. As a particular example, the
second module 30 may store user-restricted crypto-
graphic keys for decrypting data. Additionally or alterna-
tively, the second module 30 may provide or facilitate
access to confidential data that is stored externally by a
third party. In this latter case, the third party may only
allow access to the data if it is determined that the data
is being provided to a particular person (in other words,
the data may be user-restricted). As discussed above,
before a third party will grant access to user-restricted
data via a particular device, the third party may require
that the owner of a device registers an association be-
tween the device and the owner. In this case, the third
party may then only send data, which is intended to be
received by a particular person, to the device that is as-
sociated with that person. In the present example, the
second module 30 may have a registered association
with a particular person, and thus access to data that is
intended for the owner of the second module 30 can be
accessed via the second module 30 only.
[0025] When the second module 30 comprises a com-
munications module, it will be appreciated that an unau-
thorised person could make a connection to the second
module 30 and remotely control the second module 30
to send a request to the third party holding the confidential
data. If the second module 30 can determine that the
request for access to data was made by a user in pos-
session of the second module 30 or by a user remote
from the second module 30, it can take an appropriate
responsive action e.g. disallow further use of the second
module 30 upon a determination that the request was
made by a remote user.
[0026] As will now be explained, embodiments provide
a means of performing such a determination. The first
and second modules 20,30 are configured with a shared
secret that is for use in both generating passwords and
validating passwords. In particular, the first module 20
comprises circuitry and/or software that is constructed
and configured to generate a password based on the
secret, and the second module 30 comprises circuitry
and/or software that is constructed and configured to de-
termine, based on the secret, whether a password re-
ceived from a user of the second module 30 matches the
password that was generated by the first module 20. In
the particular embodiment shown in Fig. 1, this secret is
uniquely assigned to the first and second modules 20,30.
In other words, the secret is associated with the first and
second modules 20,30 only. In one arrangement, the first
and second modules 20,30 are tamper-resistant, i.e. the
secret stored in the first and second modules 20,30 and
the algorithm used to generate the password cannot be
altered.
[0027] In the present embodiment, the system 10 is
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configured such that the first module 20 is communica-
tively disconnected from the second module 30. In other
words, the system 10 is constructed and configured such
that there are no means of communicating (either directly
or indirectly) between the two modules 20,30. In one par-
ticular embodiment, communication between the two
modules 20,30 is prevented by the modules 20,30 being
physically disconnected from each other. It will be under-
stood however, that the two modules 20,30 could be
physically connected (i.e. integrated) whilst being com-
municatively disconnected e.g. if they do not share any
common circuitry or system interfaces or comprise any
other means of exchanging information with each other.
[0028] Fig. 2 shows schematically an exemplary meth-
od according to the present embodiment. In this method,
a user 35 of the second module 30 makes a request for
access to data (step 40). The request for access to data
at step 40 could be, for example, a request for access to
a user-restricted webpage, a request for access to con-
fidential information, or a request for access to data for
use in enabling access to a service. It will be understood
that, in general, the data that the user 35 of the second
module 30 wishes to access could be data stored on or
generated by a component of the system 10, or could be
data that is stored at or generated by an entity that is
external to the system 10 (for example an external data-
base or server). The data that the user 35 of the second
module 30 wishes to access may be, for example, a re-
stricted webpage hosted on a server, which is external
to the system 10, and in this case, access to the webpage
may be enabled by the server sending data to the second
module 30. The information contained in the data sent
by the second module 30 will be explained in more detail
below.
[0029] In response to the request for access to data at
step 40, the second module 30 prompts the user to enter
a password that has been generated by the first module
20. In this example, the user 35 of the second module
30 is also the user 25 of the first module 20 (as shown
schematically by the dashed lines in Fig. 2) and thus the
user can then cause (step 50) the first module 20 to gen-
erate a password by, for example, pressing a button of
the user interface 21 of the first module or otherwise in-
dicating to the first module 20 that a password is required.
[0030] In response, the first module 20 uses the secret
that is uniquely assigned to the first and second modules
20,30 to generate a password, which is then provided
(step 60) to the user 25 of the first module 20. The gen-
erated password may be, for example, a series of num-
bers, a series of letters, a combination of letters and char-
acters or an image and may for example be presented
to the user 25 of the first module 20 on a screen of the
user interface 21.
[0031] Alternatively, the first module 20 may generate
passwords (in dependence on the shared secret) at reg-
ular time intervals and may automatically present the
most recently generated password on the user interface
21 of the first module 20.

[0032] In either case, as the user 35 of the second mod-
ule 30 is the user 25 of the first module 20, the user can
then enter (step 70) the password generated by the first
module 20 into the user interface 31 of the second module
30. The second module 30 then uses the secret that is
uniquely assigned to the first and second modules 20,30
to verify whether the password received from the user
35 of the second module 30 is the same as the password
that was generated by the first module 20. Upon validat-
ing the received password, the second module 30 then
enables access to the requested data (step 80).
[0033] It will be appreciated that when a password that
is generated by the first module 20 is entered into the
second module 30, the password must have been pre-
viously retrieved from the first module 20. As the first
module 20 is communicatively disconnected from the
second module 30, it is highly likely that user 35 is a
human who is in possession of the first module 20 as
well as the second module 30, and is therefore able to
retrieve the password from the first module 20 and enter
it manually into the second module 30.
[0034] Advantageously, the first module 20 and the
second module 30 may each comprise a respective se-
cure element 22,32 such as a secure SIM card or a secure
memory card, and the secret that is uniquely assigned
to the first and second modules 20,30 is stored in the
secure elements 22,32 of the first and second modules
20,30. In other words, the secret that is uniquely assigned
to the first and second modules 20,30 is stored in parts
of the first and second modules 20,30 that cannot be
accessed by users 25,35 of those modules 20,30. In this
case, the secret may be provisioned to the secure ele-
ments 22,32 of the first and second modules 20,30 at
manufacture and in a preferred embodiment, the secure
elements 22,32 are manufactured separately to the other
components of the modules 20,30 and thus the associ-
ation between the modules 20,30 and the secret stored
on the secure elements 22,32 cannot be known by any
entity external to the system 10. Storing the secret within
secure elements 22,32 prevents a user 25,35 on either
of the modules 20,30 from finding out the secret and
thereby being able to work out the password that needs
to be entered into the second module 30 in order to ac-
cess the requested data and also prevents a user 25,35
from altering the algorithm for generating passwords,
which could thereby cause the first module 20 to generate
a false response.
[0035] One particular advantage of the present em-
bodiment arises from the fact that the secret for gener-
ating and validating the password is uniquely assigned
to the first and second modules 20,30. More specifically,
because there is a one-to-one mapping between the se-
cret and the module 30 that uses the secret to validate
the password, and also a one-to-one mapping between
the secret and the module 20 that uses the secret to
generate the password, then in the event that the secret
is compromised, the modules 20,30 need only to be
reconfigured with a new secret (that is again uniquely
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assigned to the modules 20,30). This can be achieved,
for example, by replacing the secure elements 22,32 of
the modules 20,30 with new secure elements that have
the new secret stored thereon. This is in contrast to the
known OTP system described in the background section,
in which a given OTP key is uniquely associated to a
particular user rather than to a pair of modules 20,30. In
this known system, there can be a one-to-many relation-
ship between the OTP key and the devices that use the
OTP key to generate a password. That being the case,
if an OTP key is compromised, data can be accessed on
behalf of that user via any device that uses the OTP key.
As the OTP key will typically be stored both on a number
of OTP tokens and also at the authentication server, es-
tablishing a new OTP key can be quite burdensome on
the authentication server, as the authentication server is
required both to reassign a new OTP generation key to
that user and to configure a new set of OTP tokens with
the new OTP generation key.
[0036] In one arrangement, the second module 30 is
also paired with a further module, such as a module of a
third party, and is arranged to validate passwords asso-
ciated with that further module. In this case, the second
module 30 may have been paired with the further module
during a configuration process in which a secret is as-
signed to both the second module 30 and the further mod-
ule. It will be understood that, in general, the second mod-
ule 30 could be paired with any number of further mod-
ules.
[0037] As described above, in the embodiment shown
in Fig. 1, in which the two modules 20,30 are separate
devices, it is possible that a remote user of the second
module 30, who is not the registered owner of the second
module 30, but has established a communication link with
the second module 30 and is thereby controlling the sec-
ond module 30 remotely, is in possession of the first mod-
ule 20. For example, the remote user may have stolen
the first module 20. The remote user could request ac-
cess to data via the communication link and then retrieve
a password generated by the first module 20 and enter
this into the second module 30 via the communication
link. In this case, the second module 30 would validate
the request for access to data and would enable the re-
mote user to access the data. In other words, a remote
user in possession of the first module 20 would be indis-
tinguishable from a registered user of the second module
30 who is in possession of both the first and second mod-
ules 20,30 because the remote user will be able to re-
trieve the password from the first module 20 and enter it
into the second module 30.
[0038] Fig. 3 shows a block diagram of a particular em-
bodiment being part of the invention that addresses this
scenario. In this arrangement the first and second mod-
ules 20,30 are composite parts of a single device 90. The
modules 20,30 may be physically separate within the de-
vice 90, or the modules 20,30 may be physically con-
nected (i.e. integrated) within the device 90. Advanta-
geously, they may share some components within the

device 90, such as the power source (not shown). In any
case, the first and second modules 20,30 are communi-
catively disconnected with respect to each other within
the device 90. As will be appreciated, when the first and
second modules 20,30 are composite parts of a single
device 90, if a user 35 of the second module 30 is in
possession of the first module 20 (and can therefore re-
trieve 60 the password generated by the first module 20),
that user must also be in possession of the second mod-
ule 30. When the password generated by the first module
20 is displayed via the user interface 21, then when the
first and second modules 20,30 are composite parts of
a single device, the second module 30 can determine to
a greater level of confidence whether the request for ac-
cess to data 40 originated from a user who is in posses-
sion of the device 90. This is because, as there are no
means of communicating (either directly or indirectly) be-
tween the first and second modules 20,30, there is no
means to automatically or remotely transfer the password
generated by the first module 20 to the second module
30 and thus the password has to be physically retrieved
from the user interface 21 and input manually via the user
interface 31 of the second module 30.
[0039] In one arrangement, the secret that is uniquely
assigned to the first and second modules 20,30 is an
OTP generation key and the password that is generated
by the first module 20 is thus a one-time password (OTP).
In this embodiment, subsequent passwords generated
by the first module 20 are different from the previously
generated passwords, and each generated password is
valid for one authentication attempt only.
[0040] In one particular arrangement, the generated
OTP is time-dependent and is valid for a predetermined
period of time. In an alternative arrangement, the first
module 20 may generate a password in dependence up-
on a previously generated password and an OTP gen-
eration key.
[0041] In a particular embodiment of the present inven-
tion, the first module 20 comprises a clock and the OTP
is generated in dependence upon the current time (i.e.
the time at which the OTP is being generated as meas-
ured by the clock of the first module) and the OTP gen-
eration key. The OTP may be a cryptographic function
of the OTP generation key and the current time. In the
case that the first module 20 and the second module 30
are composite parts of a device 90, the OTP may addi-
tionally be generated in dependence on a device ID
uniquely associated with the device 90. Such a device
ID may be, for example, a hashed function of the CPU
ID of the device 90, a hashed function of a GPU ID of the
device 90, or a combination thereof. In this case, the OTP
may be a cryptographic function of the OTP generation
key, the device ID and the current time. The current time
will be known herein as the "generation time" TG, and it
will be understood to have been measured with respect
to the clock of the first module 20. In this case, a particular
generated OTP can only be used to validate a request
for access to data if used within a predetermined period
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of time following the generation time TG.
[0042] In one arrangement, the second module 30 may
comprise a second clock that is synchronised with the
clock of the first module 20 (i.e. the "first clock"). As the
second module 30 is tamper-proof, the second clock can-
not be altered, and thus the second module 30 can trust
that the second clock is synchronised with the first clock.
[0043] Upon receiving a password from a user 35 of
the second module, the second module 30 uses the sec-
ond clock and the OTP generation key to determine
whether the password received 70 from the user 35 of
the second module 30 is the same as a password that
was/would have been generated by the first module 20
at a time within a predetermined time from the time at
which the password was received 70 by the second mod-
ule 30. The time at which the password was received 70
by the second module 30 will be known herein as the
"reception time" TR.
[0044] The method used by the second module 30 to
validate the received password will depend on the meth-
od used by the first module 20 to generate the password.
Many such methods are already known and the specific
method is considered to be outside the scope of the
present invention.
[0045] If the second module 30 determines that the
received password matches an OTP that was/would
have been generated by the second module 30 at a time
TG that is within a predetermined period of the reception
time TR, then the second module 30 validates the re-
ceived password, and may thus determine that it is likely
that the request for access to data originated from a user
who is in possession of the first module 20 (and is there-
fore unlikely to be in remote control of the second module
30). In the case that the requested data is stored on the
second module 30 (or a device of which the second mod-
ule is a component), the second module 30 then enables
access (step 80) to the requested data. Alternatively, the
second module 30 may be configured to only allow a
particular person (or a number of particular people) to
access the data, and in this case, the second module 30
may require that the user 35 of the second module 30
enters credentials (e.g. a username and password or a
PIN) associated with that particular person into the sec-
ond module 30 before access to the requested data is
granted. As a particular example, the user 35 of the sec-
ond module 30 may have requested access to a restricted
file held in the secure element 32 of the second module
30. In this case, if the second module verifies the pass-
word received at step 70 from the user 35 of the second
module 30 and the user 35 supplies the correct PIN as-
sociated with the person who is allowed to access that
file, then the second module 30 enables access (step 80)
to that file.
[0046] The second module may, in one arrangement,
store previously received passwords, and upon receiving
a particular password from a user 35 of the second mod-
ule 30, the second module 30 may deny access to the
data requested in association with that particular pass-

word if that password has been previously received.
Thus, if a user 35 attempts to replicate a previously val-
idated OTP (which was generated by the first module 20
at some time TG), the second module 30 will reject that
OTP as a replica of a previously received OTP, even if
the replicated OTP is determined to have been received
within the predetermined time of TG (i.e. if the user 35
replicates the validated OTP shortly after the original
OTP was received by the second module 30).
[0047] As mentioned above, when the first and second
modules 20,30 are composite parts of a device 90, the
first module 20 may generate passwords in dependence
upon a device ID of the device 90. In this case, a user
35 of the second module 30 may be required to enter the
device ID into the second module 30 along with the pass-
word. The second module 30 may then use the device
ID provided by the user 35, along with the reception time
TR, to determine whether the password received from
the user 35 is valid. The second module 30 may also
separately check whether the device ID entered by the
user 35 of the second module 30 matches the device ID
of the device 90. In this case, if the device ID received
from the user 35 is incorrect, the second module may
deny access to the requested data regardless of whether
the received password is valid. Requiring the user 35 to
provide the unique device ID of the device 90 increases
the confidence, that the user 35 of the second module
30 is in possession of the device 90. The device ID could
alternatively be provided to the second module 30 by the
application programming interface of the device 90. This
provides some additional assurance that the second
module 30 has not been stolen and replaced in a different
device.
[0048] In another arrangement, rather than being con-
figured with a clock that is synchronised with the clock
of the first module 20, the second module 30 may instead
have access to an alternative time source, which is ex-
ternal to the second module 30. As a particular example,
where the first and second modules 20,30 are composite
parts of a device 90, the second module 30 may have
access to a clock of the device 90, and the clock of the
device 90 may be used as the time source. In this case,
upon receiving a password from a user 35 of the second
module, the second module 30 may obtain an untrusted
time stamp (indicating the time TR at which the password
was received) from the time source and may use that
untrusted timestamp (along with the shared secret and
optionally also a device ID received from the user 35 of
the second module 30) to validate the received password
as described above.
[0049] By way of clarification, an untrusted time source
may be, for example, a time source that can be tampered
with or altered without the second module’s knowledge
or a time source that provides unauthenticated times-
tamps which can easily be replicated. In the particular
example above, the clock of the device 90 can be altered
by a remote user, and is therefore not trusted by the sec-
ond module 30.
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[0050] In this particular arrangement, once the second
module 30 has validated a received password, the sec-
ond module 30 sends a message containing the times-
tamp used to validate the received password (i.e. the
untrusted timestamp TR) to a trusted third party that has
a clock synchronised with the clock of the first module
20. Trust may have been established between the third
party and the second module 30 by the sharing of cryp-
tographic keys for use in signing and thereby authenti-
cating messages sent therebetween, as will be discussed
in more detail below.
[0051] Upon receiving the message containing the un-
trusted timestamp, the third party determines whether
the time TR indicated by the timestamp is within a pre-
determined range of the current time as measured by the
clock of the third party. If the time TR is determined to be
within the predetermined range of the current time and
the message indicates that the password received by the
second module 30 is valid, the third party determines to
trust that the user 35 of the second module 30 is in pos-
session of both the first and second modules 20,30. This
is because, if the second module 30 has positively vali-
dated a received password using the timestamp TR, then
the user 35 of the second module 30 must have provided
a password that would have been generated by the first
module 20 at a time TG that is close to TR. It follows then
that, if TR is close to the current time, then TG must also
be close to the current time and thus it can be determined
that a user 35 of the second module 30 must have pro-
vided a password that was/would have been generated
by the first module 20 at some time TG close to the current
time, and thus that the user 35 of the second module 30
is likely to be currently in possession of the first module
20. As there is no way to automatically transfer a pass-
word generated by the first module 20 to the second mod-
ule 30, it is very likely that the person in possession of
the second module 20 is also in possession of the first
module 30 and can thereby transfer the password gen-
erated by the first module 20 to the second module 30
manually.
[0052] Advantageously, if the third party determines
that the timestamp TR is not within the predetermined
range of the current time, and therefore was obtained
from a time source that is not synchronised with the clock
of the first module 20, the third party may invoke a re-
synchronisation procedure to resynchronise the time
source.
[0053] In the present arrangement, the trusted third
party then sends a message to the second module 30
which indicates whether the time TR is within the prede-
termined time range. If the time TR is within the prede-
termined time range, the second module 30 enables ac-
cess to requested data. Alternatively, if the time TR is
outside the predetermined time range, the second mod-
ule denies access to the requested data.
[0054] The user 35 of the second module 30 may re-
quest access to data that is held externally by a trusted
third party. In this case, the third party may have access

to a clock that is synchronised with the clock of the first
module 20, such as a clock that runs on universal time.
In the case that the second module 30 has validated a
password received from the user 35 of the second mod-
ule 30 (using a timestamp provided by an untrusted time
source external to the second module 30 as described
above), the second module 30 is configured to send a
request for access to data to the third party. The request
contains both an indication that a password received by
the second module 30 in association with a request for
access to data has been validated and also a timestamp
indicating the time TR (obtained from the untrusted time
source) that was used to validate the password. Upon
receiving the request from the second module 30, the
third party determines whether the time TR is within a
predetermined range of the current time, as described
above, and responsively either sends the requested data
to the second module 30 or denies access.
[0055] In the above examples, the second module 30
may store previously received OTPs and may invalidate
any OTPs that have been previously received. This is
particularly useful for situations in which the second mod-
ule 30 is simultaneously accessed both by a remote user
35 and a user 35 in possession of both the first and sec-
ond modules 20,30 (i.e. a local user 35). Assuming the
remote user 35 attempts to access data by replicating an
OTP that was previously entered into the second module
30 by the local user 35, the second module 30 will reject
the replicated OTP as a duplicate. In one arrangement,
the second module 30 may store a limited number of
previously received OTPs and, if a particular OTP, which
has been previously received by the second module 30
but which is no-longer stored by the second module 30,
is replicated, the third party 100 is likely to reject that OTP
because it will be associated with a timestamp that is
outside the predetermined range of the current time.
[0056] As mentioned above, the message containing
the timestamp used by the second module 30 to validate
a received password may be signed by the second mod-
ule 30 (e.g. using a cryptographic key(s) associated with
the second module 30 and the third party), thereby al-
lowing the third party to verify the origin of the message.
This means that, if the remote user 35 attempts to alter
a message sent by the second module 30 containing an
untrusted timestamp, the third party will recognise that
the message has been altered because it will not contain
the second module’s correct signature, and will deny ac-
cess to the associated requested data. Messages that
have been altered by someone other than the original
sender are commonly referred to as "spoofed messag-
es".
[0057] Further, if the trusted third party is configured
to send a message to the second module 30 indicating
whether a received timestamp is valid, that message may
also be signed. This allows the second module 30 to iden-
tify messages sent to the second module 30 by a party
other than the trusted third party, which may not be trust-
ed.
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[0058] In another arrangement, rather than obtaining
a timestamp for use in validating a received password
from an untrusted time source, the second module 30
may obtain a timestamp from a trusted third party that
has a clock that is synchronised with the clock of the first
module 20. As in the above example, the third party and
the second module 30 may sign and thereby authenticate
messages sent therebetween using cryptographic keys
for example, and thus timestamps that are signed by the
third party can be trusted by the second module 30. In
one particular arrangement, upon receiving the request
for access to data at step 40 from a user 35, the second
module 30 may send a message to the third party re-
questing a timestamp, and the third party may respond
by sending a message containing a timestamp indicating
the time at which the request for a timestamp was re-
ceived (as measured by the clock of the third party).
[0059] If the second module 30 subsequently receives
a password from the user 35 of the second module 30,
the second module 30 uses the received timestamp,
which is assumed to indicate a time close to TG, along
with the OTP generation key and optionally also a device
ID received from the user 35 of the second module 30,
to determine whether the received password corre-
sponds to a password that was/would have been gener-
ated by the first module 20 at a time within a predeter-
mined time range of the time indicated in the received
timestamp.
[0060] In one arrangement, if the second module 30
determines that the received password corresponds to
a password that was/would have been generated by the
first module 20 at a time within the predetermined range
of the time indicated in the received timestamp, the sec-
ond module 30 sends a message to the third party con-
firming the timestamp used to validate the password, and
the third party makes a determination as to whether ac-
cess to the associated requested data should be allowed
in dependence upon (a) whether the timestamp is within
a predetermined range of the current time and (b) wheth-
er the timestamp matches the timestamp sent by the third
party to the second module 30. The message may be
signed by the second module 30, and upon receipt of this
message, the third party may also verify whether the mes-
sage is signed by the second module 30 and may deny
access to any data has been requested by the second
module 30 in association with a message containing a
timestamp that is not signed by the second module 30.
[0061] It is possible that a remote user 35 of the second
module 30 may observe an OTP entered by a user in
possession of both the first and second modules 20,30
and may also observe the timestamp received from the
third party. That remote user may, at some time later,
supply the second module 30 with the observed times-
tamp and the observed OTP. In this case, if the second
module 30 does not store previously received OTPs or
only stores a predetermined number of previously re-
ceived OTPs for example, the second module 30 may
validate the remote user’s password. However, as the

second module 30 then sends the timestamp used to
validate the password to the third party, the third party is
able to identify that timestamp as being out-of-date and
will deny access to the requested data accordingly.
[0062] The following description with reference to Fig-
ures 4 to 6 sets out a number of specific exemplary em-
bodiments of the present invention. In the following ex-
amples, the first and second modules 20,30 are compos-
ite parts of a device 90 and, as described above with
reference to Fig. 1 for example, are for use in generating
and validating OTPs respectively. The first and second
modules 20,30 are also communicatively disconnected
from each other. In the following examples, the first and
second modules 20,30 share an OTP generation key that
has been uniquely assigned to the first and second mod-
ules 20,30. In each example, the first module 20 is con-
figured to generate OTPs as a cryptographic function of
the generation time (as measured by a clock of the first
module 20), the OTP generation key, and a unique device
identification number. In each of the following cases, the
device 90 comprises two separate user interfaces 21,31.
The user interface 21 of the first module 20 comprises a
button and a screen, the button being configured to cause
the first module to generate a password and the screen
being configured to present a generated password to a
user 25 of the first module 20. The user interface 31 of
the second module 30, on the other hand, comprises at
least a screen and a keypad.
[0063] Fig. 4 shows schematically an exemplary meth-
od for sharing temporary cryptographic keys between a
banking service provider 101 and the second module 30
of the device 90. In this example, the banking service
provider 101 has shared temporary cryptographic keys
with another service provider 102 (see Fig. 5) and togeth-
er the cryptographic keys shared with the service provid-
er 102 and the cryptographic keys shared with the second
module 30 are for use in authenticating and/or encrypt-
ing/decrypting messages sent between the second mod-
ule 30 and the service provider 102, as will be discussed
in more detail below.
[0064] The second module 30 and the banking service
provider 101 already have preassigned cryptographic
keys for use in encrypting and authenticating messages
sent therebetween, as discussed above. Further, the
banking service provider 101 stores an association be-
tween the device 90 and a particular bank account holder.
[0065] In this example, the second module 30 does not
have a clock that is synchronised with the clock of the
first module 20 and the device 90 is registered with the
banking service provider 101..
[0066] The banking service provider 101 has a clock
that is synchronised with the clock of the first module 20
(e.g. the clock may run on universal time). In this partic-
ular example, a user 35 of the second module 30 of the
device 90 requests (step 40) a temporary cryptographic
key from the banking service provider 101. When re-
questing access to the temporary cryptographic key, the
user 35 of the second module 30 may enter information
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into the second module 30 that identifies the particular
bank account holder in respect of which the user 35 wants
to obtain a temporary cryptographic key.
[0067] Upon receiving the request for a temporary
cryptographic key 40, the second module 30 sends a
message (step 130) to the banking service provider 101
indicating that a request for access to a temporary cryp-
tographic key has been made by a user 35 of the device
90 and indicating that the device 90 has modules 20,30
for generating and validating passwords. This message
(sent at step 130) informs the banking service provider
101 that the device 90 is able to determine whether the
request (at step 40) for access to a temporary crypto-
graphic key originated from a user in physical possession
of the device 90, and also prompts the banking service
provider 101 to provide (step 140) a timestamp indicating
the current time as measured by the clock of the banking
service provider 101. The timestamp is signed by the
banking service provider 101 and thus the second mod-
ule 30 can trust that the timestamp was received from
the trusted banking service provider 101 and therefore
that the timestamp is trusted and was generated by a
clock that is synchronised with the clock of the first mod-
ule 20.
[0068] The message 130 may also identify the device
90 (and thereby the bank account holder who is associ-
ated with the device 90) to the banking service provider
101 e.g. by sending the device ID associated with the
device 90 to the banking service provider 101.
[0069] After receiving the message (at step 140), the
second module 30 prompts the user of the second mod-
ule to enter a password that has been generated by the
first module 20 of the device 90 and also the unique de-
vice ID of the device 90. In this particular example, the
user 35 of the second module 30 is in possession of the
device 90, and is therefore also the user 25 of the first
module 20. Thus the user 25,35 of the device 90 can
press the button of the user interface of the first module
20 and cause the first module 20 to generate an OTP
(step 50). The user 25 may then retrieve the generated
password (step 60) from the screen of the first module
20, and may enter the retrieved password along with the
device ID of the device 90 into the user interface 31 of
the second module 30 (step 70).
[0070] As mentioned above, upon receipt of the mes-
sage 130, the banking service provider 101 sends a
signed message (step 140) containing a timestamp to
the second module 30. This message 140 may also in-
clude a challenge for the user 25,35 of the device 90. As
a particular example, the message sent at step 140 may
challenge the user 25,35 of the device 90 to enter cre-
dentials (such as a username and a PIN) that have been
pre-agreed between the banking service provider 101
and the bank account holder associated with the device
90. This has the advantage that the banking service pro-
vider 101 is able to verify whether the user 35 of the
second module 30 is the bank account holder associated
with the device 90 or whether the user 35 is a different

person (who may have stolen the device 90, for example).
[0071] Upon receipt of the password and device ID
from the user 35 of the second module 30 (at step 70),
the second module 30 uses the timestamp within the
message received at step 140 to verify the password. In
the present arrangement, the second module verifies the
received password by using the timestamp, the OTP gen-
eration key that has been assigned to the first and second
modules 20,30, and the device ID received from the user
35 to determine whether the received password matches
any passwords that would have been generated by the
first module 20 at a time TG that is equal or close to the
time given in the received timestamp. The maximum time
difference between the timestamp and TG for which the
second module 30 will determine a received password
to be valid may be set by the second module 30 or the
banking service provider 101, and in this latter case, the
maximum time difference may be indicated to the second
module 30 in the message 140.
[0072] If the second module 30 determines that the
password received from the user 35 of the second mod-
ule 30 is correct, the second module 30 presents the
challenge received at step 140 in the message that was
sent from the banking service provider 101 to the second
module 30 to the user 35 and the user 35 of the second
module 30 then responds (step 150) to this challenge.
[0073] After receiving at step 150 the response to the
challenge, the second module 30 sends (step 160) a
signed message indicating that a received OTP was
found to be valid, confirming the time used to verify that
received OTP, and also containing the response to the
challenge received (at step 150) from the user 35 of the
second module. In this example, the response is encrypt-
ed.
[0074] If, on the other hand, the second module 30
does not successfully validate the received password,
the second module 30 sends a signed message (step
160) to the banking service provider 101 indicating that
the received OTP was found to be invalid. In one partic-
ular arrangement, the message sent from the second
module 30 to the banking service provider 101 at step
160 contains the OTP validation result, a time stamp, and
a challenge response, regardless of whether the valida-
tion result is positive or negative. This ensures that the
messages sent at step 160 are indistinguishable and can-
not provide a non-authorised party with additional infor-
mation to launch a denial of service attack.
[0075] If the message sent at step 160 indicates that
the received OTP was validated and if the time used to
verify the received OTP matches the time indicated in
the timestamp sent at step 140 and is within a predeter-
mined range of the current time, then the banking service
provider 101 determines whether the response to the
challenge received at step 150 from the user 35 of the
second module is correct. For example in the case that
the challenge is a request for the user 35 to enter a PIN
that has been pre-agreed between the banking service
provider 101 and the identified bank account holder (who
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is associated with the device 90), the banking service
provider 101 may determine whether the PIN entered by
the user 35 of the second module 30 matches the PIN
of the identified bank account holder. If the banking serv-
ice provider 101 determines that the response (at 150)
to the challenge is correct, the banking service provider
101 may send (step 120) the requested temporary cryp-
tographic key to the second module 30, where it is then
stored.
[0076] In an alternative embodiment, the second mod-
ule 30 may be prepositioned with a secret for use in pre-
senting a challenge to the user 35 of the second module
30. For example, the secret may be a PIN associated
with the bank account holder associated with the device
90, and in this case, the second module 30 may challenge
the user 35 of the second module 30 to enter that PIN.
The second module 30 may then use the secret to vali-
date the response to the challenge received from the
user 35 of the second module 30 at step 150, and may
indicate the result of the verification to the banking service
provider 101 at step 160.
[0077] If the message sent at step 160 from the second
module 30 indicates that the OTP received from the user
35 of the second module was not validated successfully
or if the time used by the second module 30 is outside
the predetermined range of the current time or does not
match the timestamp sent at step 140, the banking serv-
ice provider 101 denies access to the requested tempo-
rary cryptographic key.
[0078] In an alternative example, rather than the bank-
ing service provider 101 generating and distributing the
temporary cryptographic key, the temporary crypto-
graphic key could be generated by the service provider
102 (see Fig. 5), and sent to the banking service provider
101, which will then determine whether to share that key
with the second module 30 as in the case where the tem-
porary cryptographic key is generated by the banking
service provider 101. Alternatively, the temporary cryp-
tographic key could be generated by the second module
30, and may be sent to the banking service provider 101
in the message 130 for example. In this arrangement,
the banking service provider 101 may then share that
temporary cryptographic key with a service provider 102
if it determines that the user 35 of the second module 30
has correctly entered a password that was generated by
the first module 20 into the second module 30.
[0079] Fig. 5 shows schematically further steps ac-
cording to an embodiment of the present invention, which
may be carried out by the service provider 102 and the
second module 30 once the second module 30 has re-
ceived the temporary cryptographic keys from the bank-
ing service provider 101. As mentioned above, the device
90 is registered with a banking service provider 101 as
being owned by a particular bank account holder and the
banking service provider 101 shared temporary crypto-
graphic keys with a service provider 102, which are as-
sociated with that bank account holder. The service pro-
vider 102 may already know the bank account holder

who is the registered owner of the device 90, and in this
case, when the temporary cryptographic keys are shared
with the service provider 102, the bank account holder
that is associated with those keys is identified to the serv-
ice provider 102. Alternatively, if the bank account holder
is not already known by the service provider 102, the
banking service provider 101 may send to the service
provider 102 information for use in identifying and pro-
viding a service to that bank account holder when the
associated temporary cryptographic keys are shared.
[0080] In the present example, a user 35 of the second
module 30 requests (step 40) access to a server for use
in making a payment or transferring funds from the ac-
count of the bank account holder associated with the de-
vice 90. In this particular example, the server is for use
in facilitating a person-to-person (P2P) payment via the
device 90 from the account of the bank account holder
associated with the device 90. When requesting (step
40) access to the P2P server, the user 35 of the second
module 30 may enter information into the second module
30 that identifies the bank account holder in respect of
which the user 35 wants to obtain P2P services.
[0081] Upon receiving the request (step 40) from the
user 35 of the second module 30, the second module 30
prompts the user 35 to enter an OTP generated by the
first module 20 of the device 90 and also the unique de-
vice ID of the device 90. Upon receiving a password from
the user 35, the second module 30 retrieves a timestamp
from a clock of the device 90, indicating the time TR, as
measured by this clock, at which the password was re-
ceived by the second module 30. The second module
then uses this timestamp, along with the OTP generation
key and the device ID received from the user 35, to de-
termine whether to verify the received password. As dis-
cussed above, the clock of the device 90 is not trusted
by the second module 30 and thus in this case, if the
second module 30 determines that the password re-
ceived from the user 35 of the second module 30 matches
the password that was/would have been generated by
the first module (i.e. if the second module 30 validates
the received password), the second module sends a
message (step 180) to the service provider 102, which
is encrypted and signed using the temporary crypto-
graphic keys stored in the second module 30, thereby
preventing the contents of the message from being dis-
covered and enabling the service provider 102 to verify
the origin of the message (i.e. enabling the service pro-
vider 102 to verify that the message has not been tam-
pered with). The message sent at step 180 comprises:
an indication that a request for access to the P2P server
has been made on behalf of a particular bank account
holder; an indication that the second module 30 of the
device 90 has validated the password received from the
user 35; and an indication of the time (as measured by
a clock of the device 90) at which the password was re-
ceived from the user 35 of the second module 30 (i.e.
the reception time).
[0082] Upon receiving a message containing a positive
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validation result from the second module 30 (step 180),
the service provider 102 uses the temporary cryptograph-
ic keys that were shared between the banking service
provider 101 and the service provider 102 to verify wheth-
er the message is signed by the temporary cryptographic
key that was shared between the banking service pro-
vider 101 and the second module 30 (i.e. the temporary
cryptographic key associated with the second module
30).
[0083] If the service provider 102 determines that the
message has been signed using the temporary crypto-
graphic key associated with the second module 30, the
service provider 102 then uses a clock that is synchro-
nised with the clock of the first module 20 to determine
whether the reception time is within a predetermined
range of the current time. The service provider 102 may
also compare the received timestamp with timestamps
previously received from the second module 30. If the
service provider 102 determines that the reception time
is outside the predetermined time range, or that the times-
tamp is a duplicate of a previously received timestamp,
the service provider 102 denies access to the P2P server.
However, if the service provider 102 determines that the
reception time is within the predetermined time range
and is not a duplicate, the service provider 102 allows
access to the P2P server (steps 190 and 80). As dis-
cussed above, in this embodiment using an untrusted
time source to validate a received password does not
present a problem because, although a remote user 35
of the second module 30 may be able to observe and
replay a correct OTP-timestamp combination and there-
by cause the second module 30 to validate the replayed
password, the service provider 102 would reject the re-
played or outdated timestamp and would deny access to
the associated requested data.
[0084] Fig. 6 shows schematically an alternative em-
bodiment of the present invention in which, rather than
a request for access to data being received at the second
module 30 from a user 35 of the second module 30, a
request (step 200) for access to data is instead received
at the second module 30 from a third party 100. In par-
ticular, in this scenario, a third party 100 wishes to deter-
mine whether there is a user 35 of the second module
30 who is in physical possession of the second module
30 and thus the third party 100 sends a message (step
200) to the second module 30 indicating same. Upon
receipt of this message, the second module 30 prompts
(step 205) a user 35 of the second module 30 to enter a
password that has been generated by the first module
20 into the second module 30. If there happens to be a
user 35 in possession of the second module 30, who is
also in possession of the first module 20, then that user
25,35 can (via steps 50, 60 and 70) enter a password
generated by the first module 20 into the second module
30.
[0085] Upon receipt of a password (step 70), the sec-
ond module 30 uses any of the methods as outlined
above with reference to Figures 1 to 5 to determine

whether the received password corresponds to the pass-
word that was generated by the first module 20 and sends
(step 210) an indication of the validation result to the third
party 100. The third party will then determine whether to
trust that the user 35 of the second module 30 is in pos-
session of the second module 30 in dependence on the
validation result (and optionally also additional factors as
described above).
[0086] It may be that the third party wishes to verify
whether a particular person is in possession of the sec-
ond module 30 and in this case, the second module 30
may present a challenge to the user 35 of the second
module 30 as described above with reference to Fig. 4.
[0087] The following sets out an alternative aspect of
the present invention. In an exemplary embodiment ac-
cording to this aspect, a device 90 comprises first and
second modules 20,30 which are communicatively dis-
connected from each other as in the previous embodi-
ments described above with reference to Figure 1, for
example. In other words, the device 90 is constructed
and configured such that there are no means of commu-
nicating (either directly or indirectly) between the two
modules 20,30. The first and second modules 20,30 may
be integrated within the device 90 or they may have en-
tirely separate circuitry and components. The first module
20 is again for use in generating passwords and the sec-
ond module is again for use in validating received pass-
words, which may be received from a user 35 of the sec-
ond module 30. The first module 20 is configured with a
secret and comprises circuitry and/or software that is
constructed and configured to generate passwords
based on the secret. However, unlike the previously de-
scribed arrangements, this secret has not been uniquely
assigned to the first and second modules 20,30. In this
arrangement, there may be any number of modules con-
figured with the same secret, which may or may not in-
clude the second module 30. In a particular example, the
secret may be associated with a particular person, and
may be prepositioned on a number of modules held by
that person, each of those modules being for use in gen-
erating passwords for use in determining (up to a rea-
sonable level of confidence) whether a request for access
to data made via one of those devices originated from a
user in possession of the device 90.
[0088] As for the previously described arrangements,
upon receipt of a request for access to data (step 40)
from a user 35 of the second module 30, the second
module 30 is configured to require that the user of the
second module 30 enters a password generated by the
first module 20 of the device 90.
[0089] In one arrangement, in response to receipt of
an indication that a request for access to data has been
made (e.g. in response to the user 25 of the first module
20 pressing a button) the first module 20 is configured to
use the secret assigned to the first module 20 to generate
a password and provide the generated password to a
user 25 of the first module 20. In an alternative arrange-
ment, the first module 20 may be configured to use the
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secret to generate passwords automatically at regular
time intervals.
[0090] If the user 35 of the second module 30 is in
possession of the device 90, then the user 35 is able to
retrieve the password from the first module 20 (for ex-
ample from a screen of the first module 20) and enter the
retrieved password into the second module 30 of the de-
vice 90 (for example via a keypad of the second module
30).
[0091] The second module 30 may be one such mod-
ule that is pre-provisioned with the same secret as the
first module 20, and in this case, the second module 30
uses the secret to determine whether the password re-
ceived from the user 35 of the second module 30 corre-
sponds to a password that was/would have been gener-
ated by the first module 20 of the device 90 (or any other
module that uses that secret to generate passwords). In
this case, the second module 30 may use any of the
methods as set out above (i.e. any of the methods de-
scribed above with reference to Figures 1 to 5) to deter-
mine whether the password received from the user 35 of
the second module 30 corresponds to a password that
was/would have been generated by the first module 20
of the device 90. As in the arrangements described
above, the secret shared between the first and second
modules 20,30 may be an OTP generation key, and the
first module 20 may generate OTPs in dependence upon
that OTP generation key and the current time. In this
case, depending on whether the second module has a
clock that is synchronised with the clock used by the first
module 20 to generate the password, the second module
30 may use any of the methods as set out above.
[0092] If the second module 30 determines that the
password received from the user 35 of the second mod-
ule 30 corresponds to a password that was/would have
been generated by the first module 20 of the device 90,
the second module validates the received password.
[0093] Fig. 7 shows schematically an alternative ar-
rangement in which the secret used by the first module
20 to generate a password is not known by the second
module 30, but is instead shared between an authenti-
cation server 230 and the first module 20. In this case, a
user 35 of the second module 30 requests access to data
(step 40), and the second module 30 then prompts the
user 35 to enter a password generated by the first module
of the device 90. If the user 35 of the second module 30
is in possession of the device 90 they can retrieve (step
60) a password generated by the first module 20 and
enter (step 70) it into the second module 30.
[0094] In this particular arrangement, in order to deter-
mine whether to validate the received password, the sec-
ond module 30 sends a message (step 240) to the au-
thentication server 230 containing the password received
from the user 35 of the second module 30. Advanta-
geously, the message sent at step 240 may be signed
by the third party 230 so that it cannot be spoofed, as
discussed in detail above.
[0095] Upon receipt of the message sent at step 240,

the authentication server 230 uses the secret that is
shared between the authentication server and the first
module 20 to determine whether the password received
from the user 35 of the second module 30 corresponds
to a password that was/would have been generated by
the first module 20 of the device 90. As in the previous
example, the secret that is shared between the authen-
tication server 230 and the first module 20 may be an
OTP generation key, and the first module 20 may be con-
figured to generate OTPs in dependence upon the cur-
rent time (as measured by a clock of the first module)
and the OTP generation key. In this case, the authenti-
cation server may have a clock that is synchronised with
the clock of the first module 20 for use in validating re-
ceived passwords.
[0096] In one particular arrangement, the secret that
is shared between the authentication server 230 and the
first module 20 is associated with a particular person,
and the authentication server stores an association be-
tween that particular person and the secret. In this case,
the message sent at step 240 containing the password
received from the user 35 of the second module 30 also
contains information that uniquely identifies the person
associated with the secret to the authentication server.
The authentication server 230 may hold many secrets,
each being associated with a different person, and thus
the message 240 enables the authentication server 230
to determine which secret to use to determine whether
the password received from the user 35 of the second
module 30 corresponds to a password that was/would
have been generated by the first module 20 of the device
90.
[0097] In this case, if the authentication server 230 de-
termines that the password received from the user 35 of
the second module 30 corresponds to a password that
was/would have been generated by the first module 20,
the authentication server 230 sends a message (step
250) to the second module 30 indicating that the pass-
word received from the user 35 of the second module 30
is valid, and upon receipt of this message, the second
module validates the received password.
[0098] On the other hand, if the authentication server
230 determines that the password received from the user
35 of the second module 30 does not correspond to a
password that was/would have been generated by the
first module 20, the authentication server 230 sends a
message (step 250) to the second module 30 indicating
that the password received from the user 35 of the second
module 30 is not valid, and the second module invalidates
the received password.
[0099] The secret that is shared between the authen-
tication server 230 and the first module 20 may alterna-
tively be associated with the first module 20 only and the
authentication server 230 may store an association be-
tween the first module 20 (or the device 90 of which the
first module 20 is a component) and the secret. In this
case, the message sent at step 240 containing the pass-
word received from the user 35 of the second module 30
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may also contain information (e.g. the unique device ID)
that uniquely identifies the device 90.
[0100] Advantageously, the message sent at step 250
may be signed by the third party 230 so that it cannot be
spoofed, as discussed in detail above.
[0101] In an alternative arrangement, upon receiving
a password from a user 35 of the second module 30, the
second module 30 may validate that password by retriev-
ing a password from a third module that is configured
with the same secret as the first module 20. In this case,
the second module may prompt the third module to gen-
erate a password using that secret. The second module
may then compare the password generated by the third
module to the password received from the user 35 of the
second module 30, and may validate the password re-
ceived from the user 35 if there is correspondence.
[0102] In the alternative arrangements above, in which
the first and second modules 20,30 are composite parts
of the same device 90 and are communicatively discon-
nected from each other within that device 90, the only
(realistically likely) way a user 35 of the second module
30 is able to retrieve a password from the first module
20 and enter it into the second module 30, is if the user
35 of the second module is in possession of the first mod-
ule 20. It follows therefore that in this case, the user 25
of the first module is very likely to be in possession of the
device 90 and is therefore a human user. Thus, if the
second module validates the password received from the
user 35 of the second module 30, the second module
can determine up to a very high level of confidence that
the request for access to data originated from a human
who is in possession of the device 90 (and is therefore
not a remote entity), and can thus enable access to the
requested data. Enabling access to the requested data
may include allowing access to restricted data held on
the device 90 or, in the case that the requested data is
held by a third party, it may include sending data to the
third party for use in enabling access to the requested
data.
[0103] Advantageously, in any of the above embodi-
ments, in the case that messages are sent between the
second module 30 and a third party, each of those mes-
sages is encrypted. Thus, if the messages are intercept-
ed, the information contained therein cannot be extracted
and thereby compromised. It will be understood that, if
the messages are also signed, the order in which the
message is encrypted and signed will depend on the par-
ticular cryptographic algorithm used and that in general,
the encryption and signing may be applied to the mes-
sage separately or in combination.
[0104] The above embodiments are to be understood
as illustrative examples of the invention. Further embod-
iments of the invention are envisaged. For example, the
second module 30 may be for use in enabling access to
data, assets or services held or supplied by a plurality of
third parties 100. It is to be understood that any feature
described in relation to any one embodiment may be used
alone, or in combination with other features described,

and may also be used in combination with one or more
features of any other of the embodiments, or any com-
bination of any other of the embodiments. The invention
is defined by the appended claims.

Claims

1. A system for use in verifying a request for data re-
ceived at a device (90) as a request originating from
a human in possession of the device (90), the system
comprising:

a first module (20) arranged to generate a pass-
word and output the generated password via an
interface (21) of the first module (20);
a second module (30) arranged to receive a
password associated with the request for data
and validate the received password, and to en-
able access to data, wherein said received pass-
word is received via an interface (31) of the sec-
ond module (30) and corresponds to the pass-
word generated by the first module (20),
characterized in that the first module (20) and
the second module (30) are composite parts of
the device (90), and
wherein the first module (20) is communicatively
disconnected from the second module (30).

2. A system according to claim 1, wherein the first and
second modules (20,30) share a secret for use in
generation and validation of a said password.

3. A system according to claim 1, wherein said second
module (30) is arranged to validate passwords as-
sociated with a further module (101) with which it
has been paired during a configuration process in
which a secret is assigned to the second module (30)
and the further module (101).

4. A system according to any of claims 1 to 3, wherein
said device (90) has a unique device identifier and
said generated and received passwords are gener-
ated and validated in dependence upon the unique
device identifier.

5. A system according to any of claim 1 to 4, wherein
the second module (30) is arranged to send data for
use in enabling access to the requested data, where-
by to enable access to the requested data.

6. A system according to claim 5, wherein the first mod-
ule (20) is arranged to generate a subsequent pass-
word in response to a subsequent input related to a
request for access to data, the subsequently gener-
ated password being different from a previously gen-
erated password.
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7. A system according to claim 6, wherein said pass-
words are generated and validated in dependence
upon at least said shared secret and the current time.

8. A system according to any of the preceding claims,
wherein the first module (20) comprises a clock for
use in generating a password and the second mod-
ule is arranged to receive a timestamp for use in
validating a received password, the timestamp being
received from a third party that has a clock that is
synchronised with the clock of the first module.

9. A system according to any of the preceding claims,
wherein the second module (30) comprises a user
interface (32) and is arranged to receive the request
for access to data from a user of the second module
(20) via that user interface (32).

10. A system according to claim 9, wherein the second
module (30) is further arranged to receive informa-
tion via the user interface (32) of the second module
(30) that uniquely identifies a human, and said data
sent by the second module (30) for use in enabling
access to data comprises data that uniquely identi-
fies said human.

11. A method of verifying a request for data received at
a device (90) as a request originating from a human
in possession of the device (90), the method com-
prising:

generating at a first module (20) a password and
outputting the generated password via an inter-
face (21) of the first module (20);
receiving at a second module (30) a password
associated with the request for data via an in-
terface (31) of the second module (30), said re-
ceived secret corresponding to the password
generated by the first module (20);
validating at the second module (30) the re-
ceived password; and
enabling access to data at the second module
(30), characterized in that the first module (20)
and the second module (30) are composite parts
of the device (90), and wherein the first module
(20) is communicatively disconnected from the
second module (30).

12. A method according to claim 11, wherein the first
and second modules (20,30) share a secret for use
in generation and validation of a said password.

Patentansprüche

1. System zur Verwendung bei der Verifizierung einer
Anfrage nach Daten, die an einem Gerät (90) als
eine von einem Menschen im Besitz des Geräts (90)

stammende Anfrage empfangen wurde, das System
umfassend:

ein erstes Modul (20), das so angeordnet ist,
dass es ein Kennwort erzeugt und das erzeugte
Kennwort über eine Schnittstelle (21) des ersten
Moduls (20) ausgibt;
ein zweites Modul (30), das so angeordnet ist,
dass es ein mit der Anfrage nach Daten assozi-
iertes Kennwort empfängt und das empfangene
Kennwort validiert und den Zugriff auf Daten frei-
gibt, wobei das empfangene Kennwort über eine
Schnittstelle (31) des zweiten Moduls (30) emp-
fangen wird und dem vom ersten Modul (20) er-
zeugten Kennwort entspricht,
dadurch gekennzeichnet, dass das erste Mo-
dul (20) und das zweite Modul (30) zusammen-
gesetzte Teile des Geräts (90) sind, und
wobei das erste Modul (20) kommunikativ von
dem zweiten Modul (30) getrennt ist.

2. System nach Anspruch 1, wobei das erste und das
zweite Modul (20, 30) ein Geheimnis zur Verwen-
dung bei der Erzeugung und Validierung eines sol-
chen Kennwortes gemeinsam nutzen.

3. System nach Anspruch 1, wobei das zweite Modul
(30) angeordnet ist, um Kennwörter zu validieren,
die mit einem weiteren Modul (101) assoziiert sind,
mit dem es während eines Konfigurationsprozesses
gepaart wurde, in dem dem zweiten Modul (30) und
dem weiteren Modul (101) ein Geheimnis zugewie-
sen wird.

4. System nach einem der Ansprüche 1 bis 3, wobei
das Gerät (90) eine eindeutige Gerätekennung hat
und die erzeugten und empfangenen Kennwörter in
Abhängigkeit von der eindeutigen Gerätekennung
erzeugt und validiert werden.

5. System nach einem der Ansprüche 1 bis 4, wobei
das zweite Modul (30) angeordnet ist, um Daten zur
Nutzung bei der Freigabe des Zugriffs auf die ange-
forderten Daten zu senden, wodurch der Zugriff auf
die angeforderten Daten freigegeben wird.

6. System nach Anspruch 5, wobei das erste Modul
(20) so angeordnet ist, dass es ein nachfolgendes
Kennwort in Reaktion auf eine nachfolgende Einga-
be bezüglich einer Anfrage für den Zugriff auf Daten
erzeugt, wobei sich das nachfolgend erzeugte Kenn-
wort von einem zuvor erzeugten Kennwort unter-
scheidet.

7. System nach Anspruch 6, wobei die Kennwörter in
Abhängigkeit von zumindest dem gemeinsamen Ge-
heimnis und der aktuellen Zeit erzeugt und validiert
werden.
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8. System nach einem der vorhergehenden Ansprü-
che, wobei das erste Modul (20) einen Taktgeber
zur Verwendung bei der Erzeugung eines Kennwor-
tes umfasst und das zweite Modul angeordnet ist,
um einen Zeitstempel zur Verwendung bei der Vali-
dierung eines empfangenen Kennwortes zu empfan-
gen, wobei der Zeitstempel von einer dritten Partei
empfangen wird, die einen Taktgeber hat, der mit
dem Taktgeber des ersten Moduls synchronisiert ist.

9. System nach einem der vorhergehenden Ansprü-
che, wobei das zweite Modul (30) eine Benutzer-
schnittstelle (32) umfasst und so angeordnet ist,
dass es die Anfrage nach Zugriff auf Daten von ei-
nem Benutzer des zweiten Moduls (20) über diese
Benutzerschnittstelle (32) empfängt.

10. System nach Anspruch 9, wobei das zweite Modul
(30) ferner so angeordnet ist, dass es Informationen
über die Benutzerschnittstelle (32) des zweiten Mo-
duls (30) empfängt, die einen Menschen eindeutig
identifiziert, und die Daten, die von dem zweiten Mo-
dul (30) zur Verwendung beim Freigeben des Zu-
griffs auf Daten gesendet werden, Daten umfassen,
die den Menschen eindeutig identifizieren.

11. Verfahren zum Verifizieren einer Anfrage nach Da-
ten, die an einem Gerät (90) als eine von einem Men-
schen im Besitz des Geräts (90) stammende Anfrage
empfangen wird, das Verfahren umfassend:

Erzeugen eines Kennwortes an einem ersten
Modul (20) und Ausgeben des erzeugten Kenn-
wortes über eine Schnittstelle (21) des ersten
Moduls (20);
Empfangen an einem zweiten Modul (30) eines
der Anfrage nach Daten zugeordneten Kenn-
wortes über eine Schnittstelle (31) des zweiten
Moduls (30), wobei das besagte empfangene
Geheimnis dem vom ersten Modul (20) erzeug-
ten Kennwort entspricht;
Validieren des empfangenen Kennwortes am
zweiten Modul (30); und
Freigeben des Zugriffs auf Daten an dem zwei-
ten Modul (30), dadurch gekennzeichnet,
dass das erste Modul (20) und das zweite Modul
(30) zusammengesetzte Teile des Geräts (90)
sind, und wobei das erste Modul (20) kommu-
nikativ von dem zweiten Modul (30) getrennt ist.

12. Verfahren nach Anspruch 11, wobei das erste und
das zweite Modul (20, 30) sich ein Geheimnis zur
Verwendung bei der Erzeugung und Validierung ei-
nes solchen Kennwortes teilen.

Revendications

1. Système destiné à être utilisé pour vérifier une de-
mande de données reçues au niveau d’un dispositif
(90) comme demande provenant d’un humain en
possession du dispositif (90), le système
comprenant :

un premier module (20) agencé pour générer un
mot de passe et produire en sortie le mot de
passe généré via une interface (21) du premier
module (20) ;
un second module (30) agencé pour recevoir un
mot de passe associé à la demande de données
et valider le mot de passe reçu, et pour permettre
l’accès aux données, dans lequel ledit mot de
passe reçu est reçu via une interface (31) du
second module (30) et correspond au mot de
passe généré par le premier module (20),
caractérisé en ce que le premier module (20)
et le second module (30) sont des parties com-
posites du dispositif (90), et
dans lequel le premier module (20) est décon-
necté de manière communicative du second
module (30).

2. Système selon la revendication 1, dans lequel les
premier et second modules (20, 30) partagent un
secret pour l’utilisation dans la génération et la vali-
dation d’un mot de passe.

3. Système selon la revendication 1, dans lequel ledit
second module (30) est agencé pour valider des
mots de passe associés à un module supplémentai-
re (101) avec lequel il a été couplé pendant un pro-
cessus de configuration dans lequel un secret est
attribué au second module (30) et au module sup-
plémentaire (101).

4. Système selon l’une quelconque des revendications
1 à 3, dans lequel ledit dispositif (90) dispose d’un
identifiant de dispositif unique et lesdits mots de pas-
se générés et reçus sont générés et validés en fonc-
tion de l’identifiant de dispositif unique.

5. Système selon l’une quelconque des revendications
1 à 4, dans lequel le second module (30) est agencé
pour envoyer des données pour l’utilisation destinée
à permettre l’accès aux données demandées qui
permet ainsi d’accéder aux données demandées.

6. Système selon la revendication 5, dans lequel le pre-
mier module (20) est agencé pour générer un mot
de passe ultérieur en réponse à une entrée ultérieure
liée à une demande d’accès aux données, le mot de
passe généré ultérieurement étant différent d’un mot
de passe généré précédemment.
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7. Système selon la revendication 6, dans lequel lesdits
mots de passe sont générés et validés en fonction
au moins dudit secret partagé et de l’heure actuelle.

8. Système selon l’une quelconque des revendications
précédentes, dans lequel le premier module (20)
comprend une horloge destinée à être utilisée pour
générer un mot de passe et le second module est
agencé pour recevoir un horodatage destiné à être
utilisé pour valider un mot de passe reçu, l’horoda-
tage étant reçu depuis un tiers ayant une horloge qui
est synchronisée avec l’horloge du premier module.

9. Système selon l’une quelconque des revendications
précédentes, dans lequel le second module (30)
comprend une interface utilisateur (32) et est agencé
pour recevoir la demande d’accès aux données de-
puis un utilisateur du second module (20) via cette
interface utilisateur (32).

10. Système selon la revendication 9, dans lequel le se-
cond module (30) est en outre agencé pour recevoir
des informations via l’interface utilisateur (32) du se-
cond module (30) qui identifie de manière unique un
humain, et lesdites données envoyées par le second
module (30) destinée à être utilisées pour permettre
l’accès aux données comprennent des données qui
identifient de manière unique ledit humain.

11. Procédé de vérification d’une demande de données
reçues au niveau d’un dispositif (90) comme deman-
de provenant d’un humain en possession du dispo-
sitif (90), le procédé comprenant :

la génération au niveau d’un premier module
(20) d’un mot de passe et la production en sortie
du mot de passe généré via une interface (21)
du premier module (20) ;
la réception au niveau d’un second module (30)
d’un mot de passe associé à la demande de
données via une interface (31) du second mo-
dule (30), ledit secret reçu correspondant au mot
de passe généré par le premier module (20) ;
la validation au niveau du second module (30)
du mot de passe reçu ; et
le fait de permettre l’accès aux données au ni-
veau du second module (30), caractérisé en ce
que le premier module (20) et le second module
(30) sont des parties composites du dispositif
(90), et dans lequel le premier module (20) est
déconnecté de manière communicative du se-
cond module (30).

12. Système selon la revendication 11, dans lequel les
premier et second modules (20, 30) partagent un
secret pour l’utilisation dans la génération et la vali-
dation d’un mot de passe.
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