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Description

Technical Field

[0001] The present invention relates to an information
processing device, a method of controlling an information
processing device, a program, and an information stor-
age medium.

Background Art

[0002] Information processing devices that execute an
application or content have been known. For information
processing devices of this type, there has been proposed
a technology for restricting the use of an application or
content that is copied to other information processing de-
vices (herein referred to as "unauthorized devices") than
information processing devices (herein referred to as
"authorized devices") authorized to use the application
or the content.
[0003] Specifically, a technology has been proposed
that restricts the use of an application or content in an
unauthorized device by storing in a server the ID of an
information processing device in association with the ID
of the application or content that the information process-
ing device is authorized to use and, when the application
or content is in use in an information processing device,
checking the combination of the ID of the information
processing device and the ID of the application or the
content.

Citation List

Patent Literature

[0004] [Patent Literature 1] JP 2004-282238 A
[0005] JP 63 276125 A shows storing an address of
the memory in a prescribed address storing area of a
module and comparing the same with a detected address
when executing an application.
[0006] JP 2006 031780 A discloses a configuration to
store available space information that indicates an avail-
able space of storage means and to permit reproducing
content based on a comparison of the available space
indicated by the available space information and an ac-
tually available space of the storage means.
[0007] GB 2 219 421 A discloses permitting authorised
hardware changes subject to a password verification.

Summary of Invention

Technical Problem

[0008] The technology described above, however, is
not capable of restricting the use of an application or con-
tent if the ID of an authorized device is falsely used as
the ID of an unauthorized device to which the application
or the content is copied.

[0009] The present invention has been made in view
of the problem described above, and provides an infor-
mation processing device according to claim 1, a method
of controlling an information processing device according
to claim 7, a computer program comprising instructions
which, when the program is executed by a computer,
cause the computer to carry out the method of controlling
an information processing device according to claim 8,
and a computer-readable information storage medium
according to claim 9 having stored thereon the computer
program that are capable of restricting the use of an ap-
plication or content in an unauthorized device to which
the application or the content is copied.
[0010] Further details of the invention are defined in
the dependent claims.

Advantageous Effects of Invention

[0011] According to the present invention, it is possible
to restrict the use of an application or content in an un-
authorized device to which the application or the content
is copied.

Brief Description of Drawings

[0012]

[FIG. 1] A diagram illustrating the overall configura-
tion of a system for providing an application or con-
tent.
[FIG. 2] A diagram illustrating an example of a user
table.
[FIG. 3] A function block diagram of an information
processing device according to an embodiment of
the present invention.
[FIG. 4] A diagram illustrating an example of what is
stored in a storage unit.
[FIG. 5] A diagram illustrating another example of
what is stored in the storage unit.
[FIG. 6] A diagram illustrating still another example
of what is stored in the storage unit.
[FIG. 7] A diagram illustrating yet still another exam-
ple of what is stored in the storage unit.
[FIG. 8] A flow chart illustrating an example of
processing that is executed in the information
processing device.
[FIG. 9] A flow chart illustrating another example of
processing that is executed in the information
processing device.
[FIG. 10] A diagram illustrating yet still another ex-
ample of what is stored in the storage unit.
[FIG. 11] A diagram illustrating yet still another ex-
ample of what is stored in the storage unit.
[FIG. 12] A diagram illustrating an example of
processing that is executed in the information
processing device and a server.
[FIG. 13] A diagram illustrating yet still another ex-
ample of what is stored in the storage unit.
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[FIG. 14] A flow chart illustrating still another example
of processing that is executed in the information
processing device.
[FIG. 15] A flow chart illustrating yet still another ex-
ample of processing that is executed in the informa-
tion processing device.
[FIG. 16] A diagram illustrating yet still another ex-
ample of what is stored in the storage unit.

Description of Embodiments

[0013] An exemplary embodiment of the present in-
vention is described in detail below with reference to the
drawings.
[0014] FIG. 1 illustrates the overall configuration of a
system for providing an application (application software)
or content. As illustrated in FIG. 1, the application/content
providing system 1 (the system for providing the appli-
cation or the content) includes an information processing
device 10 according to the embodiment of the present
invention and a distribution system 20. The information
processing device 10 and the distribution system 20 are
connected to a communication network 2, which includes
the Internet or the like, so that data can be communicated
to/from each other.
[0015] The distribution system 20 includes one or more
server computers. The distribution system 20 in the ex-
ample of FIG. 1 includes a server 22 and a database 24.
The server 22 is a device for distributing an application
or content to the information processing device 10. The
term "content" refers to, for example, an electronic book,
an image, a video, or music.
[0016] The server 22 executes processing based on a
processing request that is received from the information
processing device 10. The server 22 includes, for exam-
ple, a control unit (for example, CPU or the like), a main
memory unit (RAM or the like), an auxiliary storage unit
(for example, hard disk drive, solid state drive, or the like),
and a communication interface.
[0017] The server 22 is allowed to access the database
24. The database 24 stores, for example, data about a
user of the application/content providing system 1, and
data about an application or content provided by the ap-
plication/content providing system 1. The database 24
may be built in a server computer that is not the server
22, or may be built in the server 22.
[0018] The information processing device 10 is used
for the enjoyment of an application or content. The infor-
mation processing device 10 is, for example, a personal
computer, a mobile phone, or a portable information ter-
minal.
[0019] As illustrated in FIG. 1, the information process-
ing device 10 includes a control unit 11, a main memory
unit 12, an auxiliary storage unit 13, an operation unit 14,
a communication interface 15, a display unit 16, an audio
output unit 17, and an optical disc drive unit 18.
[0020] The control unit 11 includes, for example, one
or more CPUs and executes information processing ac-

cording to an operating system or a program that is stored
in the auxiliary storage unit 13. The main memory unit
12 is a RAM, for example. The auxiliary storage unit 13
is, for example, a hard disk drive or a solid state drive.
The operation unit 14 is a key, a mouse, a stick, a touch
panel, or the like. The communication interface 15 is an
interface for connecting the information processing de-
vice 10 to the communication network 2. The display unit
16 is a liquid crystal display, for example. The audio out-
put unit 17 is a speaker, for example. The optical disc
drive unit 18 reads a program or data that is stored on
an optical disc (information storage medium).
[0021] Programs and data are supplied to the auxiliary
storage unit 13 via an optical disc, for example. Specifi-
cally, an optical disc storing a program or data is loaded
in the optical disc drive unit 18, which reads the program
or data stored in the optical disc, and the read program
or data is stored in the auxiliary storage unit 13. The op-
tical disc drive unit 18 is not an indispensable component.
A component for reading a program or data that is stored
in other information storage media than an optical disc
(for example, a memory card) may be included in place
of the optical disc drive unit 18 so that programs and data
are supplied to the auxiliary storage unit 13 via other in-
formation storage media than an optical disc. Alterna-
tively, programs and data may be supplied to the auxiliary
storage unit 13 via the communication network 2.
[0022] In this embodiment, for example, a daemon pro-
gram (HTTP daemon or the like) is activated on the server
22. An application for accessing the server 22 is activated
on the information processing device 10. This application
transmits a processing request (for example, an HTTP
request) from the information processing device 10 to
the server 22. The server 22 transmits a processing result
(for example, an HTTP response) corresponding to the
processing request to the information processing device
10. For instance, the server 22 transmits page data writ-
ten in a predetermined description language (e.g., a web
page description language) to the information processing
device 10. A screen based on the processing result is
displayed on the display unit of the information process-
ing device 10, based on the page data.
[0023] The providing system 1 described above sells
an application or content. For instance, the providing sys-
tem 1 sells application software which include content
data and a program for providing the content data to a
user. To give another example, the providing system 1
sells content data that can be reproduced by a predeter-
mined program. A user who wishes to obtain an applica-
tion or content accesses the server 22 from the informa-
tion processing device 10 to purchase the application or
the content.
[0024] When a user attempts to purchase an applica-
tion or content, a user authentication screen (not shown)
is displayed on the display unit 16. The user authentica-
tion screen prompts the user to input a user ID and a
user password. The user ID and the user password input
on the user authentication screen are transmitted from
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the information processing device 10 to the server 22.
According to a user table stored in the database 24, it is
determined that whether this combination of the user ID
and the user password is valid or not.
[0025] FIG. 2 illustrates an example of the user table
stored in the database 24. The user table of FIG. 2 in-
cludes fields for "user ID", "user password", "credit card
information", and "application/content information". A list
of the IDs (identification information) of applications or
contents that a user has obtained (purchased) legitimate-
ly is registered in the "application/content information"
field.
[0026] When the combination of the user ID and the
user password input on the user authentication screen
is determined as valid, settlement processing is executed
based on information registered in the "credit card infor-
mation" field, for example. After the settlement process-
ing is completed, the purchased application or content is
downloaded onto the information processing device 10
and installed in the auxiliary storage unit 13.
[0027] Described below is a technology for restricting
the use of an application or content in an unauthorized
device in a case where the application or the content that
is legitimately downloaded onto and stored in one infor-
mation processing device 10 (authorized device) is cop-
ied to another information processing device 10 (unau-
thorized device). For the purpose of simplification, the
following description focuses on a case where the "ap-
plication or content" is a viewer application for viewing
content (e.g., electronic book). This viewer application is
an application that includes content data and a program
for displaying the content data on the display unit 16.
[0028] FIG. 3 is a function block diagram illustrating
function blocks that are relevant to the present invention
out of function blocks that are implemented in the infor-
mation processing device 10 according to this embodi-
ment. As illustrated in FIG. 3, the information processing
device 10 is described regarding a storage unit 30, a
storage situation information storing unit 32, an execution
restricting unit 34, a user authentication information input
prompting unit 36, and a storage situation information
updating unit 38.
[0029] For example, the storage unit 30 is the auxiliary
storage unit 13. The storage situation information storing
unit 32, the execution restricting unit 34, the user authen-
tication information input prompting unit 36, and the stor-
age situation information updating unit 38 are implement-
ed by the control unit 11. In other words, in the case
where the control unit 11 executes processing in accord-
ance with a program, the control unit 11 functions as the
storage situation information storing unit 32, the execu-
tion restricting unit 34, the user authentication information
input prompting unit 36, and the storage situation infor-
mation updating unit 38.
[0030] The following description deals with the storage
unit 30, the storage situation information storing unit 32,
and the execution restricting unit 34 first. After a complete
description is given on the storage unit 30, the storage

situation information storing unit 32, and the execution
restricting unit 34, the user authentication information in-
put prompting unit 36 and the storage situation informa-
tion updating unit 38 are described.
[0031] The storage unit 30 will be described. The stor-
age unit 30 stores an application or content downloaded
from the distribution system 20. FIG. 4 illustrates an ex-
ample of what is stored in the storage unit 30. In the
example of FIG. 4, applications A and B and the viewer
application are installed in the storage unit 30. The viewer
application includes a viewer program, content data, and
secure data.
[0032] The secure data is protected such that other
applications than the viewer application are prevented
from accessing the secure data . Various types of infor-
mation important to the execution of the viewer applica-
tion are stored encrypted in the secure data. The secure
data includes, for example, a secret token. The secret
token is information that is a key to the execution of the
viewer application (content). The secret token is an in-
formation string generated following a special rule and
is distinguishable from other types of information. The
secret token in the description given here is a symbol
string made up of five symbols. The term "symbol" here
means a symbol in a broad sense and includes, for ex-
ample, letters and signs (symbols in a narrow sense) .
In the example of FIG. 4, the secret token is "abcde".
Numbers "121" to "125" in FIG. 4 indicate locations (ad-
dresses) where the secret token is stored.
[0033] The storage situation information storing unit 32
will be described. The storage situation information stor-
ing unit 32 stores, in the storage unit 30, as one of com-
ponents of an application or content stored (installed) in
the storage unit 30, storage situation information which
indicates the storage situation of the application or the
content at predetermined reference timing.
[0034] The "predetermined reference timing" is at least
predetermined timing that precedes the current time. For
instance, the "predetermined reference timing" is a time
when an application or content is stored (installed) in the
storage unit 30. To give another example, the "predeter-
mined reference timing" may be a time when an applica-
tion or content stored (installed) in the storage unit 30 is
executed for the first time.
[0035] The "storage situation information" includes, for
example, information indicating the storage location (a
physical storage location in a recording medium) of a
predetermined component of an application or content
in the storage unit 30.
[0036] "Storing storage situation information in the
storage unit 30 as one of components of an application
or content" means that the storage situation information
is stored in the storage unit 30 so that, when the appli-
cation or the content is copied to another information
processing device 10, the storage situation information
is copied along with the main body of the application or
the content as a package.
[0037] The storage situation information storing unit 32
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stores the storage situation information at a predeter-
mined location in an area where the application or the
content is stored. The "predetermined location" in this
case is, for example, a location that has a predetermined
positional relation with the storage location of the prede-
termined component. The "predetermined location" can
be a place at the head of the area where the application
or the content is stored, for example.
[0038] The operation of the storage situation informa-
tion storing unit 32 will be described through a concrete
example in which the viewer application of FIG. 4 is in-
stalled in the storage unit 30 and the secret token corre-
sponds to the "predetermined component". FIGS. 5 and
6 are diagrams illustrating the concrete example of the
operation of the storage situation information storing unit
32. In FIGS. 5 and 6, numbers "121" to "130" indicate
locations (addresses) in the storage unit 30.
[0039] When the viewer application is installed in the
storage unit 30, a symbol string (letter string) created by,
for example, attaching a dummy code to the tail of the
secret token is set in the secure data (see FIG. 5). In the
example of FIG. 5, "abcde" corresponds to the secret
token and "xxxxx" corresponds to the dummy code.
[0040] As described later, an area where the dummy
code is stored is used to store the storage situation in-
formation (i.e., information indicating the storage location
of the secret token) . In other words, the dummy code
plays the role of securing an area for storing the storage
situation information. The size (length) of the dummy
code is therefore determined by taking into account the
size of the storage situation information.
[0041] The storage situation information storing unit 32
obtains the storage location of the secret token at the
predetermined reference timing, and stores the storage
situation information that indicates the obtained storage
location in an area where the dummy code is stored (see
FIG. 6) . At this point, the dummy code is overwritten with
the storage situation information that indicates the stor-
age location of the secret token. The storage situation
information is encrypted.
[0042] As illustrated in FIG. 6, the storage situation in-
formation in this case is stored right behind the storage
location of the secret token. The positional relation be-
tween the storage location of the storage situation infor-
mation and the storage location of the secret token (pre-
determined component) is not limited to the example of
FIG. 6. For instance, the storage situation information
may be stored right before the storage location of the
secret token. The storage situation information may also
be stored in a place distant from the storage location of
the secret token as long as the place has a predetermined
positional relation with the storage location of the secret
token.
[0043] The execution restricting unit 34 will be de-
scribed. When an instruction to execute an application
or content is issued, the execution restricting unit 34 de-
termines whether or not the current storage situation of
the application or the content differs from a storage sit-

uation that is indicated by the storage situation informa-
tion. In the case where the current storage situation of
the application or the content differs from the storage
situation that is indicated by the storage situation infor-
mation, the execution restricting unit 34 restricts the ex-
ecution of the application or the content. In other words,
in the case where the current storage situation of the
application or the content matches the storage situation
that is indicated by the storage situation information, the
execution restricting unit 34 allows the execution of the
application or the content.
[0044] For instance, when the storage situation infor-
mation includes information that indicates the storage
location of a predetermined component of an application
or content, the execution restricting unit 34 determines
whether or not the predetermined component of the ap-
plication or the content is stored at a storage location that
is indicated by the storage situation information. In the
case where the predetermined component of the appli-
cation or the content is not stored at the storage location
indicated by the storage situation information, the exe-
cution restricting unit 34 restricts the execution of the
application or the content.
[0045] When what is stored in the storage unit 30 is as
illustrated in FIG. 6 and the user uses the operation unit
14 to instruct to execute the viewer application, for ex-
ample, the execution restricting unit 34 determines
whether or not the storage location of the secret token
(predetermined component) of the viewer application dif-
fers from a storage location that is indicated by the stor-
age situation information. In the case where the storage
location of the secret token of the viewer application dif-
fers from the storage location indicated by the storage
situation information, the execution restricting unit 34 re-
stricts (prevents) the execution of the viewer application.
On the other hand, in the case where the storage location
of the secret token of the viewer application does not
differ from the storage location indicated by the storage
situation information, the execution restricting unit 34 per-
mits the execution of the viewer application.
[0046] A case is now discussed in which the viewer
application legitimately downloaded onto and stored in
the storage unit 30 of one information processing device
10 (authorized device) is copied to the storage unit 30 of
another information processing device 10 (unauthorized
device). FIG. 7 illustrates an example of what is stored
in the storage unit 30 of the unauthorized device. In FIG.
7, numbers "61" to "70" indicate locations (addresses) in
the storage unit 30.
[0047] When the viewer application stored in the stor-
age unit 30 of the authorized device is copied to the stor-
age unit 30 of the unauthorized device, it is very unlikely
that the copied viewer application is stored at exactly the
same storage location as the storage location in the stor-
age unit 30 of the authorized device. The secret token of
the copied viewer application is therefore stored at a lo-
cation (for example, addresses 61 to 65) different from
the storage location (addresses 121 to 125) in the storage
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unit 30 of the authorized device as illustrated in FIG. 7.
Consequently, when an instruction to execute the viewer
application is issued on the unauthorized device, the ex-
ecution of the viewer application is restricted (prevented)
because the actual storage location (addresses 61 to 65)
of the secret token differs from a storage location (the
addresses 121 to 125) that is indicated by the storage
situation information.
[0048] The information processing device 10 accord-
ing to this embodiment is thus capable of restricting the
use of an application or content in an unauthorized device
in the case where the application or content that is legit-
imately downloaded onto and stored in one information
processing device 10 (authorized device) is copied to
another information processing device 10 (unauthorized
device).
[0049] The storage situation information storing unit 32
and execution restricting unit 34 described above are im-
plemented by the control unit 11 executing processing in
accordance with a program. The processing for imple-
menting the storage situation information storing unit 32
and the execution restricting unit 34 is now described.
FIGS. 8 and 9 are flow charts illustrating processing for
implementing the storage situation information storing
unit 32 and the execution restricting unit 34.
[0050] FIG. 8 illustrates an example of processing that
is executed when the legitimately obtained viewer appli-
cation is activated for the first time after the legitimately
obtained viewer application installed in the information
processing device 10. On the other hand, FIG. 9 illus-
trates an example of processing that is executed when
the viewer application is activated for the second and
subsequent times. The control unit 11 executes the
processing of FIG. 8 and the processing of FIG. 9 in ac-
cordance with the viewer application (viewer program),
thereby functioning as the storage situation information
storing unit 32 and the execution restricting unit 34.
[0051] The processing of FIG. 8 will be described. As
illustrated in FIG. 8, when the viewer application is acti-
vated for the first time, the control unit 11 first obtains the
storage location of the secret token (S101).
[0052] Thereafter, the control unit 11 (storage situation
information storing unit 32) encrypts the storage situation
information that indicates the storage location obtained
in Step S101, and stores the encrypted storage situation
information in an area secured right behind the secret
token (S102). In other words, the control unit 11 stores
the encrypted storage situation information in an area
where the dummy code is stored. The control unit 11 also
saves the storage location of the viewer application to
the auxiliary storage unit 13 (S103). The control unit 11
then executes processing for displaying content data on
the display unit 16 (S104).
[0053] The processing of FIG. 9 will be described. As
illustrated in FIG. 9, when the viewer application is acti-
vated for the second and subsequent times, the control
unit 11 first obtains the actual storage location of the se-
cret token (S201). The control unit 11 also reads the stor-

age situation information that is stored right behind the
secret token (S202). The control unit 11 determines
whether or not the actual storage location of the secret
token matches a storage location that is indicated by the
storage situation information (S203).
[0054] In the case where the actual storage location of
the secret tokenmatches the storage location indicated
by the storage situation information, the control unit 11
executes the processing for displaying content data on
the display unit 16 (S204). On the other hand, in the case
where the actual storage location of the secret token does
not match the storage location indicated by the storage
situation information, the control unit 11 (execution re-
stricting unit 34) displays an error message on the display
unit 16 (S205), and stops the activation of the viewer
application (in other words, prevents the display unit 16
from displaying content data).
[0055] As described above, the information processing
device 10 according to this embodiment is capable of
restricting the use of an application or content in an un-
authorized device in the case where the application or
content that is legitimately downloaded onto and stored
in one information processing device 10 (authorized de-
vice) is copied to another information processing device
10 (unauthorized device).
[0056] When defragmentation, for example, is execut-
ed in the information processing device 10 (authorized
device) onto which an application or content has been
downloaded legitimately (in other words, when data re-
location in the storage unit 30 is executed in order to
solve the fragmentation of a free area of the storage unit
30), the storage location of the application or the content
is changed in some cases. In such cases, the execution
of the application or the content is restricted due to the
inconsistency between the actual storage location of the
application or the content and a storage location that is
indicated by the storage situation information. As a result,
the user cannot use the application or the content, despite
the fact that the user has legitimately obtained the appli-
cation or the content.
[0057] FIG. 10 illustrates an example of the state of
the storage unit 30 in the case where defragmentation is
executed on the storage unit 30 that has been in a state
illustrated in FIG. 6. The storage location of the secret
token in the state of FIG. 10 is changed from the one in
FIG. 6. The viewer application can no longer be activated
in this case because the actual storage location (address-
es 101 to 105) of the secret token differs from a storage
location (the addresses 121 to 125) that is indicated by
the storage situation information.
[0058] It is necessary to ensure that a legitimate user
can continue to use an application or content after the
situation described above occurs. The user authentica-
tion information input prompting unit 36 and the storage
situation information updating unit 38 are function blocks
therefor.
[0059] The user authentication information input
prompting unit 36 is described. The user authentication
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information input prompting unit 36 prompts the user to
input a user ID (user identification information) and a user
password. For example, the user authentication informa-
tion input prompting unit 36 displays the user authenti-
cation screen for inputting a user ID and a user password
on the display unit 16.
[0060] The storage situation information updating unit
38 is described. When a user ID and a user password
that are input by the user are determined as valid, the
storage situation information updating unit 38 updates
the storage situation information that is stored in the stor-
age unit 30 as one of components of an application or
content with the storage situation information that indi-
cates the current storage situation of the application or
the content.
[0061] Whether a user ID and a user password that
are input by the user are valid or not is determined in, for
example, the distribution system 20 (server 22) (details
are described later: see FIG. 12).
[0062] With the user authentication information input
prompting unit 36 and the storage situation information
updating unit 38, if the state of the storage unit 30 is the
state of FIG. 10, a legitimate user can turn the state of
the storage unit 30 from FIG. 10 to FIG. 11, for example.
In the state of FIG. 11, the actual storage location (ad-
dresses 101 to 105) of the secret token matches a stor-
age location (addresses 101 to 105) that is indicated by
the storage situation information, and the activation of
the viewer application is therefore allowed. As a result,
the user can use the viewer application.
[0063] Processing that is executed on the information
processing device 10 in order to implement the user au-
thentication information input prompting unit 36 and the
storage situation information updating unit 38 is now de-
scribed. FIG. 12 is a flow chart illustrating processing for
implementing the user authentication information input
prompting unit 36 and the storage situation information
updating unit 38. FIG. 12 illustrates an example of
processing that is executed when, for example, an error
message is displayed in Step S205 of FIG. 9 and the
execution of the viewer application is stopped. The con-
trol unit 11 executes the processing of FIG. 12 in accord-
ance with the viewer application (viewer program), there-
by functioning as the user authentication information in-
put prompting unit 36 and the storage situation informa-
tion updating unit 38.
[0064] As illustrated in FIG. 12, the control unit 11 (user
authentication information input prompting unit 36) first
displays the user authentication screen on the display
unit 16 (S301). The user authentication screen prompts
the user to input a user ID and a user password. The
control unit 11 transmits to the server 22 the user ID and
user password input on the user authentication screen,
as well as the ID of the viewer application (S302).
[0065] When the user ID, the user password, and the
viewer application ID are received by the server 22, the
control unit of the server 22 refers to the user table (FIG.
2) stored in the database 24 (user authentication infor-

mation storing means) to determine whether the received
combination of the user ID and the user password is valid
or not (S303). In the case where the received combination
of the user ID and the user password is registered in the
user table, the control unit of the server 22 determines
the received combination of the user ID and the user
password as valid.
[0066] The control unit of the server 22 also determines
whether or not the user identified by the received user
ID is a user who has purchased the viewer application
(S304). Specifically, the control unit refers to the user
table to determine whether or not the received viewer
application ID is included in an application/content ID list
registered in the "application/content information" field
that is associated with the received user ID. In the case
where the application/content ID list includes the re-
ceived viewer application ID, the user is determined as
a user who has purchased the viewer application.
[0067] The control unit of the server 22 transmits to the
information processing device 10 notification information
for notifying the results of the determination in Steps S303
and S304 (S305). When the notification information is
received by the information processing device 10, the
control unit 11 determines whether or not the determina-
tion results notified by the server 22 state that the com-
bination of the user ID and the user password is valid
and that the user is a user who has purchased the viewer
application (S306).
[0068] In the case where the determination results no-
tified by the server 22 state that the combination of the
user ID and the user password is valid and that the user
is a user who has purchased the viewer application, the
control unit 11 obtains the current storage location of the
secret token of the viewer application (S307). The control
unit 11 (storage situation information updating unit 38)
encrypts information that indicates the storage location
obtained in S307, and updates the storage situation in-
formation that has been stored in an area right behind
the area storing the secret token with the encrypted in-
formation (S308). The control unit 11 then executes the
processing for displaying content data on the display unit
16 (S309).
[0069] On the other hand, in the case where at least
one of the determination result stating that the combina-
tion of the user ID and the user password is not valid and
the determination result stating that the user is not a user
who has purchased the viewer application is notified by
the server 22, the control unit 11 displays an error mes-
sage on the display unit 16 (S310), and stops the activa-
tion of the viewer application.
[0070] The continued use of an application or content
can thus be ensured for a user who has legitimately ob-
tained the application or the content even after the exe-
cution of defragmentation or the like creates inconsist-
ency between the actual storage location of the applica-
tion or the content and a storage location that is indicated
by the storage situation information.
[0071] The present invention is not limited to the em-
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bodiment described above.

[1] For instance, the "storage situation information"
may include information about the storage unit 30
(auxiliary storage unit 13) which stores an application
or content. Specifically, the "storage situation infor-
mation" may include information that indicates the
maximum storage capacity (e.g., maximum physical
storage capacity) of the storage unit 30 which stores
an application or content.

[1-1] FIG. 13 illustrates an example of what is
stored in the storage unit 30 when the storage
situation information includes information that
indicates the storage location in the storage unit
30 of a predetermined component of an appli-
cation or content (addresses 126 to 130), and
information that indicates the maximum storage
capacity of the storage unit 30 in which the ap-
plication or the content is stored (addresses 131
to 135).
In this case, processing illustrated in FIG. 14 is
executed in place of the processing of FIG. 8,
and processing illustrated in FIG. 15 is executed
in place of the processing of FIG. 9.
The processing of FIG. 14 will be described.
Step S401 of FIG. 14 is the same as Step S101
of FIG. 8. After the processing of Step S401 is
executed, the control unit 11 obtains the maxi-
mum storage capacity of the storage unit 30 in
which the viewer application is installed (S402).
The control unit 11 (storage situation information
storing unit 32) encrypts the storage situation
information that indicates the storage location
obtained in Step S401 and the maximum stor-
age capacity obtained in Step S402, and stores
the encrypted storage situation information in an
area secured right behind the secret token
(S403). The control unit 11 also saves the stor-
age location of the viewer application to the aux-
iliary storage unit 13 (S404). The control unit 11
then executes processing for displaying content
data on the display unit 16 (S405).
The processing of FIG. 15 will be described.
Step S501 of FIG. 15 is the same as Step S201
of FIG. 9. After the processing of Step S501 is
executed, the control unit 11 obtains the maxi-
mum storage capacity of the storage unit 30 in
which the viewer application is installed (S502).
The control unit 11 also reads the storage situ-
ation information that is stored right behind the
secret token (S503). The control unit 11 deter-
mines whether or not the actual storage location
of the secret token matches a storage location
that is indicated by the storage situation infor-
mation (S504).
In the case where the actual storage location of
the secret token matches the storage location

indicated by the storage situation information,
the control unit 11 determines whether or not
the maximum storage capacity of the storage
unit 30 in which the viewer application is installed
matches a maximum storage capacity that is in-
dicated by the storage situation information
(S505).
In the case where the maximum storage capac-
ity of the storage unit 30 in which the viewer ap-
plication is installed matches the maximum stor-
age capacity indicated by the storage situation
information, the control unit 11 executes the
processing for displaying content data on the
display unit 16 (S506).
In the case where it is determined in Step S504
that the actual storage location of the secret to-
ken does not match the storage location indicat-
ed by the storage situation information, or in the
case where it is determined in Step S505 that
the maximum storage capacity of the storage
unit 30 in which the viewer application is installed
does not match the maximum storage capacity
indicated by the storage situation information,
the control unit 11 (execution restricting unit 34)
displays an error message on the display unit
16 (S507), and stops the activation of the viewer
application (in other words, prevents the display
unit 16 from displaying content data).
A case is now discussed in which the viewer
application legitimately downloaded onto and
stored in the storage unit 30 of one information
processing device 10 (authorized device) is cop-
ied to the storage unit 30 of another information
processing device 10 (unauthorized device).
In the case where the viewer application stored
in the storage unit 30 of the authorized device
is copied to the storage unit 30 of the unauthor-
ized device, it is very unlikely that the storage
unit 30 of the unauthorized device has a maxi-
mum storage capacity that is an exact match to
the maximum storage capacity of the storage
unit 30 of the authorized device. Consequently,
when an instruction to execute the viewer appli-
cation is issued on the unauthorized device, the
execution of the viewer application is restricted
(prevented) due to the inconsistency between
the maximum storage capacity of the storage
unit 30 (the storage unit 30 of the unauthorized
device) in which the copied viewer application
is stored and the maximum storage capacity of
a storage unit (the storage unit 30 of the author-
ized device) that is indicated by the storage sit-
uation information. In short, this makes even
more sure that the use of an application or con-
tent in an unauthorized device is restricted in the
case where the application or content that is
stored in an authorized device is copied to the
unauthorized device.
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In the case where an error message is displayed
in Step S507 of FIG. 15 and the execution of the
viewer application is stopped, the processing of
FIG. 12 described above may be executed. In
Step S307 of FIG. 12, the control unit 11 in this
case may obtain the maximum storage capacity
of the storage unit 30 in which the viewer appli-
cation is installed, as well as the current storage
location of the secret token. In Step S308, the
control unit 11 encrypts the storage situation in-
formation that indicates the storage location and
maximum storage capacity obtained in Step
S307 so that the storage situation information
that is stored in an area right behind the area
storing the secret token is updated with the en-
crypted information.
[1-2] The "storage situation information" may in-
clude only information that indicates the maxi-
mum storage capacity (e.g., maximum physical
storage capacity) of the storage unit 30 (auxiliary
storage unit 13) which stores an application or
content.
FIG. 16 illustrates an example of what is stored
in the storage unit 30 in the case where the stor-
age situation information includes only informa-
tion that indicates the maximum storage capac-
ity of the storage unit 30 which stores an appli-
cation or content.
In this case, the processing of Step S401 is omit-
ted from the processing of FIG. 14. In Step S403,
the control unit 11 encrypts the storage situation
information that indicates the maximum storage
capacity obtained in Step S402, and stores the
encrypted storage situation information in an ar-
ea secured right behind the secret token.
The processing of Steps S501 and S504 are al-
so omitted from the processing of FIG. 15. In the
case where an error message is displayed in
Step S507 and the execution of the viewer ap-
plication is stopped, the processing of FIG. 12
described above may be executed. In Step S307
of FIG. 12, the control unit 11 in this case may
obtain the maximum storage capacity of the stor-
age unit 30 in which the viewer application is
installed. In Step S308, the control unit 11 en-
crypts the storage situation information that in-
dicates the maximum storage capacity obtained
in Step S307 so that the storage situation infor-
mation that is stored in an area right behind the
area storing the secret token is updated with the
encrypted information.
[1-3] The storage situation information is not lim-
ited to the examples given above. For instance,
the storage situation information can be infor-
mation that is about the storage situation of an
application or content and that is inconsistent
between an authorized device and an unauthor-
ized device in the case where the application or

the content stored in the authorized device is
copied to the unauthorized device.

[2] Applications executed on the information
processing device 10 are not limited to those that
provide a user with content (e.g., an electronic book,
an image, a video, music, or a game), and can be,
for example, text editors and similar applications.

Claims

1. An information processing device, comprising:

storage situation information storing means for
storing, in storage means where an application
or content is stored, storage situation informa-
tion which indicates a storage situation of the
application or the content at predetermined ref-
erence timing, as one of components of the ap-
plication or the content; and
execution restricting means for restricting exe-
cution of the application or the content in a case
where the execution is instructed and a current
storage situation of the application or the content
differs from a storage situation that is indicated
by the storage situation information,
wherein the storage situation information com-
prises information that indicates a maximum
storage capacity of the storage means in which
the application or the content is stored, and
wherein the execution restricting means com-
prises means for restricting execution of the ap-
plication or the content in a case where the ex-
ecution is instructed and the maximum storage
capacity of the storage means in which the ap-
plication or the content is stored differs from a
maximum storage capacity that is indicated by
the storage situation information.

2. The information processing device according to
claim 1,
wherein the storage situation information is encrypt-
ed in secure data including a secret token being a
key to execution of the application or the content.

3. The information processing device according to
claim 1 or 2,
wherein the storage situation information comprises
information that indicates a storage location of a pre-
determined component of the application or the con-
tent, and
wherein the execution restricting means comprises
means for restricting execution of the application or
the content in a case where the execution is instruct-
ed and the predetermined component is not stored
at the storage location that is indicated by the storage
situation information.

15 16 



EP 2 728 503 B1

10

5

10

15

20

25

30

35

40

45

50

55

4. The information processing device according to
claim 3,
wherein the storage situation information storing
means stores the storage situation information at a
location that has a predetermined positional relation
with the storage location of the predetermined com-
ponent.

5. The information processing device according to any
of claims 1 to 4, further comprising:

prompting means for prompting a user to input
user identification information and a user pass-
word; and
storage situation information updating means
for updating the storage situation information
that is stored in the storage means with informa-
tion that indicates the current storage situation
of the application or the content, in a case where
the user identification information and user
password input by the user are determined as
valid according to user information storing
means, which stores user identification informa-
tion in association with a user password.

6. The information processing device according to
claim 5,
wherein the storage situation information updating
means comprises means for updating the storage
situation information that is stored in the storage
means with information that indicates a maximum
storage capacity of the storage means in which the
application or the content is currently stored, in a
case where the user identification information and
user password input by the user are determined as
valid according to user information storing means,
which stores user identification information in asso-
ciation with a user password.

7. A method of controlling an information processing
device, comprising:

a storage situation information storing step of
storing, in storage means where an application
or content is stored, storage situation informa-
tion which indicates a storage situation of the
application or the content at predetermined ref-
erence timing, as one of components of the ap-
plication or the content; and
an execution restricting step of restricting exe-
cution of the application or the content in a case
where the execution is instructed and a current
storage situation of the application or the content
differs from a storage situation that is indicated
by the storage situation information,
wherein the storage situation information com-
prises information that indicates a maximum
storage capacity of the storage means in which

the application or the content is stored, and
wherein the execution restricting step comprises
a step of restricting execution of the application
or the content in a case where the execution is
instructed and the maximum storage capacity
of the storage means in which the application or
the content is stored differs from a maximum
storage capacity that is indicated by the storage
situation information.

8. A computer program comprising instructions which,
when the program is executed by a computer, cause
the computer to carry out the method of claim 7.

9. A computer-readable information storage medium
having the program according to claim 8 stored ther-
eon.

Patentansprüche

1. Informationsverarbeitungsvorrichtung, umfassend:

ein Speicherungssituationsinformationsspei-
chermittel zum Speichern
von Speicherungssituationsinformationen, die
eine Speicherungssituation einer Anwendung
oder von Inhalten zu einer vorbestimmten Re-
ferenzzeit als eine von Komponenten der An-
wendung oder der Inhalte angeben, auf einem
Speichermittel, auf dem die Anwendung oder
die Inhalte gespeichert sind; und
ein Ausführungsbeschränkungsmittel zum Be-
schränken der Ausführung der Anwendung oder
der Inhalte in einem Fall, in dem die Ausführung
befohlen ist und eine aktuelle Speicherungssi-
tuation der Anwendung oder der Inhalte sich von
einer Speicherungssituation unterscheidet, die
durch die Speicherungssituationsinformationen
angegeben wird,
wobei die Speicherungssituationsinformationen
Informationen umfassen, die eine maximale
Speicherkapazität des Speichermittels ange-
ben, auf dem die Anwendung oder die Inhalte
gespeichert sind, und
wobei das Ausführungsbeschränkungsmittel
ein Mittel zum Beschränken der Ausführung der
Anwendung oder der Inhalte in einem Fall um-
fasst, in dem die Ausführung befohlen ist und
die maximale Speicherkapazität der Anwen-
dung oder der Inhalte sich von einer maximalen
Speicherkapazität unterscheidet, die durch die
Speicherungssituationsinformationen angege-
ben wird.

2. Informationsverarbeitungsvorrichtung nach An-
spruch 1,
wobei die Speicherungssituationsinformationen in

17 18 



EP 2 728 503 B1

11

5

10

15

20

25

30

35

40

45

50

55

sicheren Daten verschlüsselt sind, die ein geheimes
Token aufweisen, das ein Schlüssel zur Ausführung
der Anwendung oder der Inhalte ist.

3. Informationsverarbeitungsvorrichtung nach An-
spruch 1 oder 2,
wobei die Speicherungssituationsinformationen In-
formationen umfassen, die einen Speicherort einer
vorbestimmten Komponente der Anwendung oder
der Inhalte angeben, und
wobei das Ausführungsbeschränkungsmittel ein
Mittel zum Beschränken der Ausführung der Anwen-
dung oder der Inhalte in einem Fall umfasst, in dem
die Ausführung befohlen ist und die vorbestimmte
Komponente nicht an dem Speicherort gespeichert
ist, der durch die Speicherungssituationsinformatio-
nen angegeben wird.

4. Informationsverarbeitungsvorrichtung nach An-
spruch 3,
wobei das Speicherungssituationsinformationsspei-
chermittel die Speicherungssituationsinformationen
an einem Ort speichert, der eine vorbestimmte Po-
sitionsbeziehung zu dem Speicherort der vorbe-
stimmten Komponente aufweist.

5. Informationsverarbeitungsvorrichtung nach einem
der Ansprüche 1 bis 4, weiter umfassend:

ein Aufforderungsmittel zum Auffordern eines
Benutzers, Benutzeridentifizierungsinformatio-
nen und ein Benutzerpasswort einzugeben; und
ein Speicherungssituationsinformationsaktuali-
sierungsmittel zum Aktualisieren der Speiche-
rungssituationsinformationen, die auf dem Spei-
chermittel gespeichert sind, mit Informationen,
die die aktuelle Speicherungssituation der An-
wendung oder der Inhalte angeben, in einem
Fall, in dem die Benutzeridentifizierungsinfor-
mationen und das Benutzerpasswort, die durch
den Benutzer eingegeben wurden, gemäß ei-
nem Benutzerinformationsspeichermittel, das
Benutzeridentifizierungsinformationen in Ver-
bindung mit einem Benutzerpasswort speichert,
als gültig bestimmt werden.

6. Informationsverarbeitungsvorrichtung nach An-
spruch 5,
wobei das Speicherungssituationsinformationsaktu-
alisierungsmittel ein Mittel zum Aktualisieren der
Speicherungssituationsinformationen, die auf dem
Speichermittel gespeichert sind, mit Informationen
umfasst, die eine maximale Speicherkapazität des
Speichermittels angeben, auf dem die Anwendung
oder die Inhalte aktuell gespeichert sind, in einem
Fall, in dem die Benutzeridentifizierungsinformatio-
nen und das Benutzerpasswort, die durch den Be-
nutzer eingegeben wurden, gemäß einem Benutze-

rinformationsspeichermittel, das Benutzeridentifi-
zierungsinformationen in Verbindung mit einem Be-
nutzerpasswort speichert, als gültig bestimmt wer-
den.

7. Verfahren zum Steuern einer Informationsverarbei-
tungsvorrichtung, umfassend:

einen Speicherungssituationsinformationsspei-
cherschritt des Speicherns von Speicherungs-
situationsinformationen, die eine Speicherungs-
situation einer Anwendung oder von Inhalten zu
einer vorbestimmten Referenzzeit als eine von
Komponenten der Anwendung oder der Inhalte
angeben, auf einem Speichermittel, auf dem die
Anwendung oder die Inhalte gespeichert sind;
und
einen Ausführungsbeschränkungsschritt des
Beschränkens der Ausführung der Anwendung
oder der Inhalte in einem Fall, in dem die Aus-
führung befohlen ist und eine aktuelle Speiche-
rungssituation der Anwendung oder der Inhalte
sich von einer Speicherungssituation unter-
scheidet, die durch die Speicherungssituations-
informationen angegeben wird,
wobei die Speicherungssituationsinformationen
Informationen umfassen, die eine maximale
Speicherkapazität des Speichermittels ange-
ben, auf dem die Anwendung oder die Inhalte
gespeichert sind, und
wobei der Ausführungsbeschränkungsschritt ei-
nen Schritt des Beschränkens der Ausführung
der Anwendung oder der Inhalte in einem Fall
umfasst, in dem die Ausführung befohlen ist und
die maximale Speicherkapazität der Anwen-
dung oder der Inhalte sich von einer maximalen
Speicherkapazität unterscheidet, die durch die
Speicherungssituationsinformationen angege-
ben wird.

8. Computerprogramm, umfassend Befehle, die, wenn
das Programm durch einen Computer ausgeführt
wird, den Computer dazu bringen, das Verfahren
nach Anspruch 7 durchzuführen.

9. Computerlesbares Informationsspeichermedium,
auf dem das Programm nach Anspruch 8 gespei-
chert ist.

Revendications

1. Dispositif de traitement d’informations, comprenant :

un moyen de stockage d’informations d’état de
stockage pour stocker, sur un moyen de stoc-
kage où une application ou un ensemble de con-
tenus est stocké, des informations d’état de
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stockage qui indiquent un état de stockage de
l’application ou de l’ensemble de contenus à un
instant de référence prédéterminé, en tant qu’un
des éléments constitutifs de l’application ou de
l’ensemble de contenus ; et
un moyen de limitation d’exécution pour limiter
l’exécution de l’application ou de l’ensemble de
contenus lorsque l’exécution est initiée et si un
état de stockage actuel de l’application ou de
l’ensemble de contenus diffère d’un état de stoc-
kage qui est indiqué par les informations d’état
de stockage,
dans lequel les informations d’état de stockage
comprennent des informations qui indiquent une
capacité de stockage maximale du moyen de
stockage sur lequel l’application ou l’ensemble
de contenus est stocké, et
dans lequel le moyen de limitation d’exécution
comprend un moyen pour limiter l’exécution de
l’application ou de l’ensemble de contenus lors-
que l’exécution est initiée et si la capacité de
stockage maximale du moyen de stockage sur
lequel l’application ou l’ensemble de contenus
est stocké diffère d’une capacité de stockage
maximale qui est indiquée par les informations
d’état de stockage.

2. Dispositif de traitement d’informations selon la re-
vendication 1,
dans lequel les informations d’état de stockage sont
cryptées dans des données sécurisées incluant une
clé cryptée secrète étant une clé pour l’exécution de
l’application ou de l’ensemble de contenus.

3. Dispositif de traitement d’informations selon la re-
vendication 1 ou 2,
dans lequel les informations d’état de stockage com-
prennent des informations qui indiquent un empla-
cement de stockage d’un élément constitutif prédé-
terminé de l’application ou de l’ensemble de conte-
nus, et
dans lequel le moyen de limitation d’exécution com-
prend un moyen pour limiter l’exécution de l’applica-
tion ou de l’ensemble de contenus lorsque l’exécu-
tion est initiée et si l’élément constitutif prédéterminé
n’est pas stocké à l’emplacement de stockage qui
est indiqué par les informations d’état de stockage.

4. Dispositif de traitement d’informations selon la re-
vendication 3,
dans lequel le moyen de stockage d’informations
d’état de stockage stocke les informations d’état de
stockage à un emplacement qui a une relation de
position prédéterminée avec l’emplacement de stoc-
kage de l’élément constitutif prédéterminé.

5. Dispositif de traitement d’informations selon l’une
quelconque des revendications 1 à 4, comprenant

en outre :

un moyen d’invite pour inviter un utilisateur à
saisir des informations d’identification d’utilisa-
teur et un mot de passe utilisateur ; et
un moyen de mise à jour d’informations d’état
de stockage pour mettre à jour les informations
d’état de stockage qui sont stockées sur le
moyen de stockage avec des informations qui
indiquent l’état de stockage actuel de l’applica-
tion ou de l’ensemble de contenus, lorsque les
informations d’identification d’utilisateur et le
mot de passe utilisateur saisis par l’utilisateur
sont déterminés comme valides d’après le
moyen de stockage d’informations utilisateur,
qui stocke des informations d’identification d’uti-
lisateur en association avec un mot de passe
utilisateur.

6. Dispositif de traitement d’informations selon la re-
vendication 5,
dans lequel le moyen de mise à jour d’informations
d’état de stockage comprend un moyen pour mettre
à jour les informations d’état de stockage qui sont
stockées sur le moyen de stockage avec des infor-
mations qui indiquent une capacité de stockage
maximale du moyen de stockage sur lequel l’appli-
cation ou l’ensemble de contenus est actuellement
stocké, lorsque les informations d’identification d’uti-
lisateur et le mot de passe utilisateur saisis par l’uti-
lisateur sont déterminés comme valides d’après le
moyen de stockage d’informations utilisateur, qui
stocke des informations d’identification d’utilisateur
en association avec un mot de passe utilisateur.

7. Procédé de commande d’un dispositif de traitement
d’informations, comprenant :

une étape de stockage d’informations d’état de
stockage consistant à stocker, sur un moyen de
stockage sur lequel une application ou un en-
semble de contenus est stocké, des informa-
tions d’état de stockage qui indiquent un état de
stockage de l’application ou de l’ensemble de
contenus à un instant de référence prédétermi-
né, en tant qu’un des éléments constitutifs de
l’application ou de l’ensemble de contenus ; et
une étape de limitation d’exécution consistant à
limiter l’exécution de l’application ou de l’ensem-
ble de contenus lorsque l’exécution est initiée
et si un état de stockage actuel de l’application
ou de l’ensemble de contenus diffère d’un état
de stockage qui est indiqué par les informations
d’état de stockage,
dans lequel les informations d’état de stockage
comprennent des informations qui indiquent une
capacité de stockage maximale du moyen de
stockage sur lequel l’application ou l’ensemble
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de contenus est stocké, et
dans lequel l’étape de limitation d’exécution
comprend une étape de limitation de l’exécution
de l’application ou de l’ensemble de contenus
lorsque l’exécution est initiée et si la capacité de
stockage maximale du moyen de stockage sur
lequel l’application ou l’ensemble de contenus
est stocké diffère d’une capacité de stockage
maximale qui est indiquée par les informations
d’état de stockage.

8. Programme informatique comprenant des instruc-
tions qui, lorsque le programme est exécuté par un
ordinateur, entraînent la mise en oeuvre par l’ordi-
nateur du procédé selon la revendication 7.

9. Support de stockage d’informations sous forme in-
formatisée ayant le programme selon la revendica-
tion 8 stocké sur celui-ci.
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