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Description

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to U.S. Provi-
sional Application No. 61/762,526 filed February 8, 2013,
and U.S. Provisional Application No. 61/870,825 filed Au-
gust 28, 2013.

TECHNICAL FIELD

[0002] The disclosure herein relates generally to mem-
ory devices and more particularly to circuits and methods
for responding to tamper detection in a memory device.

BACKGROUND

[0003] Resistive memory devices store information by
controlling the resistance across each memory cell such
that a read current through the memory cell in the memory
device will result in a voltage drop having a magnitude
that is based on the information stored in the memory
cell. For example, in certain magnetic memory devices,
the voltage drop across a magnetic tunnel junction (MTJ)
in each memory cell can be varied based on the relative
magnetic states of the magnetoresistive layers within the
memory cell. In such memory devices, there is typically
a portion of the memory cell that has a fixed magnetic
state and another portion that has a free magnetic state
that is controlled to be either parallel or antiparallel to the
fixed magnetic state. Because the resistance through the
memory cell changes based on whether the free portion
is parallel or antiparallel to the fixed portion, information
can be stored by setting the orientation of the free portion.
The information is later retrieved by sensing the orienta-
tion of the free portion. Such magnetic memory devices
are well known in the art.
[0004] Memory devices, including magnetic memory
devices, may be used in applications in which tampering
is a concern. For example, magnetic memory devices
may be used in smart meters or gaming applications. In
such applications, a user may attempt to tamper with the
data stored within the memory device by applying an ex-
ternal magnetic field or other external stimulus in an at-
tempt to modify the information stored within the memory
device.
[0005] Therefore, it is an objective to provide tech-
niques for detecting such tampering attempts as well as
responsive measures to help preserve the viability of
such memory devices in various applications in which
tampering is a concern.
[0006] To that end, US 2007/0101131 A1 relates to a
trusted store tamper detection in which a security flag
stored in a trusted store is utilized to determine if the
trusted store has been subjected to tampering. The se-
curity flag is indicative of a globally unique identifier
(GUID), the version of the trusted store, and a counter.
The security flag is created when the trusted store is cre-

ated. Each time a critical event occurs, the security flag
is updated to indicate the occurrence thereof. The secu-
rity flag also is stored in a write-once portion of the system
registry. At appropriate times, the security flag stored in
the trusted store is compared with the corresponding se-
curity flag stored in the write-once registry. If the security
flags match within a predetermined tolerance, it is deter-
mined that the trusted store has not been subjected to
tampering. If the security flags do not match, or if a se-
curity flag is missing, it is determined that the trusted
store has been subjected to tampering.

SUMMARY OF THE INVENTION

[0007] The objective is achieved by a memory device
according to the independent claim 1.
[0008] Further embodiments of the invention are de-
fined in the dependent claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009]

FIG. 1 is a schematic diagram of a portion of a mag-
netic memory device in accordance with an exem-
plary embodiment;

FIG. 2 is a flow diagram of a method of operation for
responding to a tamper-attempt indication in accord-
ance with an exemplary embodiment;

FIG. 3 is a schematic diagram of a portion of a mag-
netic memory device in accordance with an exem-
plary embodiment;

FIG. 4 is a block diagram of a portion of a memory
device in accordance with an exemplary embodi-
ment;

FIG. 5 is a flow diagram of a method of initializing
tamper detection circuitry on a device in accordance
with an exemplary embodiment; and

FIG. 6 is a flow diagram of a method for detecting
and responding to a tamper attempt in a device in
accordance with an exemplary embodiment.

DETAILED DESCRIPTION

[0010] The following detailed description is merely il-
lustrative in nature and is not intended to limit the em-
bodiments of the subject matter or the application and
uses of such embodiments. Any implementation de-
scribed herein as exemplary is not necessarily to be con-
strued as preferred or advantageous over other imple-
mentations.
[0011] For simplicity and clarity of illustration, the fig-
ures depict the general structure and/or manner of con-
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struction of the various embodiments. Descriptions and
details of well-known features and techniques may be
omitted to avoid unnecessarily obscuring other features.
Elements in the figures are not necessarily drawn to
scale: the dimensions of some features may be exagger-
ated relative to other elements to assist improve under-
standing of the example embodiments.
[0012] The terms "comprise," "include," "have" and any
variations thereof are used synonymously to denote non-
exclusive inclusion. The term "exemplary" is used in the
sense of "example," rather than "ideal."
[0013] In the interest of conciseness, conventional
techniques, structures, and principles known by those
skilled in the art may not be described herein, including,
for example, standard magnetic random access memory
(MRAM) process techniques, generation of bias voltag-
es, fundamental principles of magnetism, and basic op-
erational principles of memory devices.
[0014] During the course of this description, like num-
bers may be used to identify like elements according to
the different figures that illustrate the various exemplary
embodiments.
[0015] For the sake of brevity, conventional techniques
related to reading and writing memory, and other func-
tional aspects of certain systems and subsystems (and
the individual operating components thereof) may not be
described in detail herein. Furthermore, the connecting
lines shown in the various figures contained herein are
intended to represent exemplary functional relationships
and/or physical couplings between the various elements.
It should be noted that many alternative or additional
functional relationships or physical connections may be
present in an embodiment of the subject matter.
[0016] Nonvolatile memory devices are often used in
various applications in order to store data that remains
valid after power is no longer applied. Examples of such
nonvolatile memory devices include resistive memory
devices such as magnetic random access memory
(MRAM) in which the resistance experienced by current
flowing through the memory cell varies based on the ori-
entation of magnetic vectors within the memory cell and
where such resistance variations are used to store data.
[0017] Examples of applications in which MRAM de-
vices are used include gaming machines (e.g. slot ma-
chines) as well as smart meters that, for example, monitor
electrical power usage. In such example applications, a
casino or power company that is relying on the memory
devices to accurately store the desired information may
be concerned with potential tampering. For example, a
casino may be concerned that someone will attempt to
alter the information stored within memory devices of a
slot machine using a strong magnetic field or some other
type of disruption, including, for example, electromagnet-
ic interference, a high heat source, or charge bombard-
ment. In such applications, it is desirable to be able to
determine whether or not an attempt to tamper with the
memory devices has occurred. Moreover, when such a
tampering attempt is detected, it may be desirable to dis-

able further reading from or writing to the memory device.
It may be also desirable to the erase the data stored on
the memory device when tampering is detected.
[0018] While a number of different techniques for de-
tecting tampering attempts are known in the art, the
present application discloses additional techniques that
may be employed for detecting a tampering attempt. For
example, in one embodiment, a set of detection memory
cells are included with each array of memory cells used
to store data on the memory device. In some embodi-
ments, the detection memory cells have the same struc-
ture as the data storage memory cells, whereas in other
embodiments, the detection memory cells are more sen-
sitive to tampering attempts than the data storage mem-
ory cells. By storing an initial predetermined state in the
detection memory cells and providing corresponding ref-
erence bits on the memory device that permanently store
the expected state of the detection memory cells, a later
comparison of the state of the detection memory cells
with the reference bits can indicate whether or not one
or more of the detection memory cells has been altered
from its initial predetermined state. Such a comparison
facilitates a determination as to whether or not an attempt
to tamper with the data stored in the memory cells of the
memory device has occurred.
[0019] Once a tamper-attempt indication has been de-
termined, circuitry within the memory device can be em-
ployed to disable one or more memory operations within
the memory device. For example, it may be desirable to
disable further data reads from the memory device, data
writes to the memory device, or both. In some embodi-
ments, such memory operation disabling is accom-
plished by altering bias voltages associated with the cir-
cuitry used to read and write data to the memory device.
In other embodiments, disabling can occur by gating off
a needed current path used as a part of the read or write
operation. For example, a transistor may be controlled
that prevents current from flowing through a certain as-
pect of the circuitry, thereby preventing the memory op-
eration from being performed. In yet other embodiments,
circuitry used for data masking on the device may be
employed to alter or limit the ability of the memory device
to read or write data from the data storage memory cells.
[0020] When a memory operation is disabled within
the memory device, a mock current can be generated on
the memory device in response to an attempt to perform
the disabled memory operation. By simulating the current
that would normally result from performing the memory
operation that has been disabled, someone attempting
to operate the tampered-with memory device may be led
to believe that the device is continuing to operate nor-
mally even though the memory operation that is being
attempted is not actually being performed. As discussed
further below, there are many techniques available to
generate the appropriate mock current.
[0021] FIG. 1 is a schematic block diagram showing a
portion of an example memory device that includes a
plurality of memory cells 21-26 arranged in rows and col-
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umns. In one embodiment, the memory cells are resistive
memory elements where information stored in each
memory cell is represented by different amounts of re-
sistance perceived by current flowing through the mem-
ory cell. Examples of such memory cells include MRAM
cells such as spin-torque MRAM cells. In one embodi-
ment, each of the memory cells includes an MTJ where
the resistance through the memory cell indicates the in-
formation stored in the memory cell.
[0022] Each of the memory cells 21-26 has a corre-
sponding selection transistor 31-36 that allows the par-
ticular memory cell to be selected for read and write op-
erations. The selection transistors 31-36 are preferably
thin-oxide devices with low threshold voltage for a higher
current drive capability. Each set of a selection transistor
31-36 and corresponding memory cell 21-26 is coupled
in series between a source line 41, 42 and a bit line 51,
52. For example, memory cell 21 is coupled in series with
selection transistor 31 between bit line 51 and source
line 41.
[0023] Each of the rows of memory cells can be se-
lected for read and write operations based on a corre-
sponding word line 11-13 being asserted. As illustrated,
word line 11 is used to select memory cells 21 and 22
via their corresponding selection transistors 31 and 32.
Similarly, word line 12 selects memory devices 23 and
24, whereas word line 13 selects memory devices 25 and
26. As one of ordinary skill in the art appreciates, each
row may include hundreds or thousands of memory cells,
and the memory device includes many rows one or more
arrays. Word line circuitry not shown in FIG. 1 decodes
address information provided to the memory device to
determine which of the rows of memory cells is to be
accessed for reading and/or writing.
[0024] The source lines 41-42 and bit lines 51-52 are
used in both reading and writing the memory cells 21-26.
Source line and bit line selection circuitry, sense ampli-
fiers, and write drivers associated with the source lines
and bit lines, which are not shown, enable read and write
currents to be passed through selected memory cells to
both store information and later retrieve that information.
Examples of such sense amplifiers, write drivers, and
related circuitry are discussed in U.S. Patent Application
No. 13/362,599.
[0025] In one embodiment, when one or more memory
cells in a row are to be accessed, the information stored
in each of the memory cells in the row is sensed and
stored in local data-store latches. Such an operation is
sometimes referred to as an activate operation. In ac-
cordance with the disclosure in U.S. Patent Application
No. 13/362,599, the activate operation can include a self-
referenced read operation that determines the informa-
tion stored in each of the selected memory cells in the
selected row. The self-referenced read operation in-
cludes first sampling the resistance of each of the select-
ed memory cells in the selected row. After sampling the
resistance of the selected memory cells in the row, the
memory cells are all written to a first state. For example,

all of the memory cells may be written to a logical "0."
Following the write to the selected memory cells, the re-
sistance of each of the memory cells is sampled again
and compared with the previous sample taken from the
same memory cell before the write operation. Based on
the comparison, the original state of the memory cell (i.e.
"1" or "0") can be determined based on whether or not
the resistance changed significantly as a result of the
writing operation. Such a self-referenced read ensures
that deviations between the resistance values of different
memory cells do not impact the ability to sense the infor-
mation stored therein.
[0026] Once the activate operation is complete and the
information from the selected row is in the local data-
store latches, read and write operations can be per-
formed by retrieving data from and storing data into the
local data-store latches. When the read and write oper-
ations corresponding to the selected row are complete,
a precharge operation is performed. While read and write
operations to the activated row typically occur before pre-
charging, the precharge operation can also be performed
immediately after an activate operation. During the pre-
charge operation, the information in the local data-store
latches is transferred to the memory cells in the corre-
sponding row within the memory array. Note that be-
cause the entire-row write operation performed during
the sensing operation has left all of the selected memory
cells in the row in the first state, only those memory cells
that need to be changed to the second state are written
during the precharge operation. For example, if the sens-
ing operation writes all of the memory cells to a logic "0"
(first state), then only those memory cells that are to store
a logic "1" (second state) need to be written during the
precharge operation. One of ordinary skill in the art ap-
preciates that the first state may correspond to either a
logic "1" or "0" such that the second state corresponds
to the complementary "0" or "1" logic value.
[0027] For a spin-torque MRAM, the first state can be
stored in the memory cell by sending a write current of
sufficient magnitude through the memory cell in a first
direction. Storing the second state in the memory cell is
accomplished by sending a write current of sufficient
magnitude through the memory cell in a second, opposite
direction. The write currents are typically much greater
than the read current used to sense the resistance of the
memory cell.
[0028] FIG. 2 illustrates a flow diagram corresponding
to a method for responding to a tamper attempt indication
within a memory device, where, in one example, the
memory device includes a plurality of memory cells ar-
ranged as illustrated in FIG. 1. At step 102, a tamper-
attempt indication corresponding to the memory device
is detected. There are a number of techniques known in
the art for detecting an attempt to tamper with a memory
device. The tamper-attempt indication detected at step
102 may be the result of employing the tamper detection
techniques discussed in additional detail herein, or may
be a tamper-attempt indication provided as a result of
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other tamper detection techniques. The remedial meas-
ures employed upon detection of the tamper attempt that
are included in FIG. 2 are not limited in any way to the
tamper attempt detection techniques described herein,
and one of ordinary skill in the art understands that the
actions included in FIG. 2 may be performed regardless
of how the tamper attempt has been detected.
[0029] At step 104, a memory operation within the
memory device is disabled based on the tamper-attempt
indication. In one embodiment, disabling includes adjust-
ing a voltage corresponding to circuitry on the memory
device used in the memory operation that is to be disa-
bled. By altering such a voltage, the performance of the
memory operation is prevented, thereby disabling the
memory operation. For example, disabling a read or write
operation may be accomplished by adjusting one or more
bias voltages used in such read or write operations. Spe-
cific examples of disabling operations are discussed in
additional detail with respect to FIG. 3 below.
[0030] In other embodiments, disabling a memory op-
eration at step 104 includes controlling a gate or switch
such that at least a portion of the memory operation is
disabled. For example, a transistor can be used as a
digital switch that prevents current flow necessary for per-
formance of the memory operation. When the switch is
turned off, the current flow is prevented, and the memory
operation is disabled. In other embodiments, the control
voltage applied to the transistor may limit the amount of
current flow in the current path such that the resulting
current density is inadequate to support the intended op-
eration. For example, in spin torque transfer memory
cells, inadequate current flow through the memory cell
during a write operation prevents the free portion of the
cell from changing its magnetic state, thereby preventing
the write operation from occurring. Such inadequate cur-
rent flow could be achieved by lowering the gate voltage
on the selection transistor or by biasing a transistor in
series with the bit or source line such that it restricts cur-
rent flow to a level below the threshold level needed to
cause the free portion to change state.
[0031] In yet other embodiments, data masking circuit-
ry on the memory device may be used to disable or disrupt
memory operations. For example, if data masking circuit-
ry is used in conjunction with a precharge operation such
that only certain memory cells in a row of memory cells
are written to the second state, that data masking circuitry
can be adjusted to not write the second state to any mem-
ory cells, write the second state to all memory cells, or
write the second state to a set of memory cells that differs
from that which would occur if tampering had not been
detected. In some embodiments the data mask used to
write back the second state to some of the memory cells
could be shifted or inverted in order to scramble the data
stored in the memory cells.
[0032] In addition to disabling one or more memory
operations, it may also be desirable to erase the data
stored in one or more portions of the memory device in
response to attempts to perform memory operations fol-

lowing a tamper attempt detection. At step 106, such
erasing occurs. While there are a number of ways for this
to be achieved, in one embodiment current flow in one
direction through the memory cell is reduced or eliminat-
ed such that one of the two states cannot be written to
the memory cell. In a specific example related to the
memory discussed above with respect to FIG. 1, the cur-
rent normally used in the precharge operation could be
reduced such that the second state cannot be written
back to the memory cells, thereby leaving all of the mem-
ory cells in the first state as a result of the previous acti-
vate operation.
[0033] Returning to FIG. 2, at step 108 a mock current
is generated in response to an attempt to perform the
memory operation that has been disabled. As noted
above, when it is determined that an attempt to tamper
with the memory device has occurred, in addition to dis-
abling reads and writes to the memory device, it may be
desirable to mimic the current that would normally occur
on the memory device during performance of the disa-
bled memory operation even though that operation is not
actually being performed. By generating a mock current
that mimics the current expected from performance of
the operation, it may be possible to mislead a user at-
tempting to determine whether his or her attempts to
tamper with the memory device have been detected. For
example, after attempting to tamper with the memory de-
vice, a user may monitor the supply voltages for the mem-
ory device during an attempt to perform an activate, read,
write, or precharge operation to detect whether the ex-
pected changes to the voltage levels on the supply volt-
ages are present. By mimicking the current that would
normally flow on the memory device during performance
of the memory operation, the user can be misled and will
perceive that the operation is actually being performed
even though it is not.
[0034] In an attempt to disguise the non-performance
of the disabled memory operation, the mock current can
be generated in a manner that approximates the magni-
tude of the expected current such that the mock current
is configured to correspond to performance of the mem-
ory operation that has been disabled. In one embodi-
ment, the mock current is generated by performing a
mock operation that executes in generally the same man-
ner as the attempted operation that has been disabled.
In such an embodiment, the mock operation does not
actually result in the desired data being read from or writ-
ten to the expected location in the memory device. For
example, a dedicated mock row of memory cells can be
included on the memory device such that when a write
operation directed to a selected row within the memory
device is to be performed, the data is instead written to
the dedicated mock row of memory cells rather than the
row of memory cells intended to be written. In such an
embodiment, the current required to store the data in the
mock row of memory cells is a very close approximation
to that required to store the same data in the actual mem-
ory cells to which the disabled operation is directed. In
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other embodiments, the address corresponding to a read
or write could be altered before performing the attempted
operation, thereby causing a read or write to actually hap-
pen, but resulting in the data being written to or read from
the wrong location. Such redirected operations would al-
so produce the expected current flow on the device.
[0035] In other embodiments, generation of the mock
current may not involve actually reading or writing data,
but may take into account the data associated with the
memory operation that has been disabled. For example,
if the set of data bits to be written to the memory device
would result in a particular amount of expected current
based on the number of logic "1’s" and "0’s" in the data
set, the magnitude of the mock current can be adjusted
to align with the expected current by taking into account
the data associated with the disabled operation. In other
embodiments, a worst-case current is generated that cor-
responds to an approximate maximum that results from
actual performance of the memory operation that has
been disabled. In yet other embodiments, an average
current corresponding to the disabled memory operation
could be generated as the mock current. In embodiments
where the mock current is generated, different mock cur-
rents for reads and writes may be appropriate.
[0036] One of ordinary skill in the art appreciates that
there are many techniques and circuits for generating
the mock currents discussed herein. For example, crow-
bar circuits in which a power supply is gated by a tran-
sistor coupled in series with a resistance to ground can
be used to generate such mock currents. In such circuits,
the transistor can be controlled in a manner that limits
the current flow in order to provide flexibility in terms of
magnitude. Alternately, the resistance can be adjusted
to vary the magnitude of current flow. In other embodi-
ments, multiple crowbar circuits or similar current gener-
ation circuits may be employed in parallel, where the
number of circuits activated determines the magnitude
of current. In yet other embodiments, multiple current
generators of different magnitudes may be employed
where a binary encoded selection means selectively en-
ables a subset of the current generators in order to pro-
vide high granularity in terms of mock current magnitude.
A simplistic example can help illustrate such techniques.
Assuming 16 bits of data are to be written during a write
operation that has been disabled. In one embodiment,
16 separate current generation circuits are utilized where
the number of current generation circuits turned on is
directly determined by the number of logic "1’s" in the 16
bits to be written. In an alternate embodiment, a weighted
set of current generators are used. For example, the
weighted set includes a current generator that generates
the amount of current corresponding to eight of the bits
being written as logic "1’s", a current generator that gen-
erates the amount of current corresponding to four of the
bits being written as logic "1’s", a current generator that
generates the amount of current corresponding to two of
the bits being written as logic "1’s", and a current gener-
ator that generates the amount of current corresponding

to one of the bits being written as a logic "1". In such an
embodiment, the data corresponding to the write opera-
tion can be used to select one or more of the weighted
current generators in order to properly mimic the expect-
ed current. For example, if the data set to be written in-
cludes nine logic "1’s", the current generator that gener-
ates current corresponding to eight logic "1’s" and the
current generator that generates current corresponding
to one logic "1" are enabled to generate the mock current.
[0037] Returning to FIG. 2, at step 110, an indication
that the memory operation that has been disabled is to
be re-enabled is detected. Although it may be desirable
to disable one or more memory functions when tampering
is detected, it may also be useful to be able to re-enable
the disabled memory functions at some later point in time.
In order to facilitate this, the memory device may include
circuitry to detect a sequence of inputs or an input code
that overrides or resets the tamper detection circuitry or
response circuitry such that normal memory operation,
or some selected portion of normal memory operation
(e.g. only reads may be enabled), resumes. Once the
sequence of inputs or input code has been presented to
the memory device and detected at step 110, the method
proceeds to step 112 where the memory operation that
has been disabled is re-enabled. In embodiments in
which disabling includes adjusting a voltage correspond-
ing to circuitry on the memory device used in the disabled
memory operation, re-enabling the memory operation in-
cludes restoring the voltage to its normal operational level
such that the memory operation is no longer disabled.
[0038] FIG. 3 illustrates a schematic diagram corre-
sponding to a portion of the memory device of FIG. 1 with
the additional depiction of memory access circuitry as-
sociated with the array of memory cells. As shown in FIG.
3, memory cell 21 is connected in series with selection
transistor 31. Word line 11 is coupled to the gate of se-
lection transistor 31, thereby allowing for a row decode
operation to select a set of memory cells that includes
memory cell 21 by asserting word line 11. Column decode
operations that result in selection of memory cell 21
cause column selection inputs 250 and 251 to be assert-
ed high to column selection transistors 252 and 253. Se-
lection transistor 31 and memory cell 21 are connected
in series between bit line 51 and source line 41. By con-
trolling word line 11 as well as additional memory access
circuitry related to bit line 51 and source line 41, each of
the down-current 204 and up-current 202 can be gener-
ated and controlled in order to access memory cell 21.
As discussed above, down-current 204, when of a suffi-
cient magnitude, results in a first state being stored in
memory cell 21, whereas up-current 202, when of a suf-
ficient magnitude, results the second state being stored
in memory cell 21.
[0039] As described above with respect to FIG. 2, when
a tamper attempt indication is detected, one or more
memory operations within the memory device can be dis-
abled. Such disabling can be accomplished by changing
one or more voltages associated with the circuitry used
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to access the memory cells to which the operation is di-
rected. For example, within the context of FIG. 3, various
voltages are available for adjustment in order to prevent
different memory operations from occurring. As an ex-
ample, one or both of the bias voltages, NMOS bias 210
and PMOS bias 220, can be adjusted in order to restrict
the amount of current flow allowed to pass through the
memory cell 21. For example, if NMOS bias 210 is re-
duced, transistor 211 will limit the current flow there
through, where if the current flow is restricted to a level
below the threshold needed to switch the free portion of
memory cell 21, the memory operation associated with
that current will be disabled. Similarly, PMOS bias 220
can limit the current flow through transistor 221. In one
embodiment, transistor 211 is configured as an NMOS-
follower circuit and transistor 221 is configured as a
PMOS-follower circuit and the bias voltage adjusted to
disable the memory operation corresponds to one of the
bias voltages associated with those follower circuits.
Techniques for generation of bias voltages used for bi-
asing transistors 211 and 221 are well-known in the art.
[0040] In addition to, or as an alternative to, adjusting
the NMOS or PMOS follower bias voltages, the voltage
on word line 11 applied to selection transistor 31 can also
be adjusted by altering the bias voltages associated with
driving word line 11. A lower voltage applied to word line
11 limits current flow through transistor 31, thereby pro-
viding a means for reducing the current flow through the
memory cell 21 below the threshold necessary for the
free portion of the memory cell to switch. U.S. Patent
Application No. 14/051,762 provides details as to word
line driving circuits in which various voltages could be
adjusted in order to control the voltage applied on word
line 11.
[0041] The circuit of FIG. 3 also includes transistors
231 and 241 which may be used to gate off current flow
through memory cell 21. As was the case with the tran-
sistors 211 and 221, the control voltage applied to the
gate of transistors 231 and 241 can be used to limit cur-
rent flow through those transistors thereby also limiting
current flow through memory cell 21. In other embodi-
ments, transistors 231 and 241 may be used as digital
switches, where, for example, if the source line control
signal 240 is low, current flow through transistor 241 is
prevented, thereby disabling down-current 204. Similar-
ly, a low value on bit line control signal 230 would prevent
current flow through transistor 231. One of ordinary skill
in the art appreciates that such gating transistors that
allow or prevent current flow through the memory cell
can be placed in a variety of positions within the circuit
and still achieve the desired control as to whether or not
current can flow. While FIG. 3 includes transistors 231
and 241 in order to aid in describing the various embod-
iments discussed herein, such transistors would not be
required in an embodiment in which a bias voltage such
as NMOS bias 210, PMOS bias 220, or another bias volt-
age associated with word line 11 was used to disable
memory operations.

[0042] In addition to being able to gate off current
through memory cell 21 using either transistor 231 or
transistor 241, a similar transistor could be included in
the word line driving circuitry such that any voltage to be
driven on word line 11 is prevented from reaching the
gate of transistor 31. Such gating off functionality can be
applied in many different locations within the word line
driving circuitry.
[0043] The control of the various bias voltages or tran-
sistors used for limiting or gating off current discussed in
conjunction with FIG. 3 can be dynamic within the context
of a particular operation. For example, an activate oper-
ation may include multiple different currents being
passed through memory cell 21 in order to ascertain the
state stored in memory cell 21. Within the context of that
activate operation, if the up-current 202 is used in the
precharge operation to write back the second state to
memory cells that originally stored data represented by
the second state, disabling the write back aspect could
result in all of the selected memory cells remaining in the
first state at the conclusion of the activate operation,
thereby effectively erasing the information previously
stored therein.
[0044] While not shown in FIG. 3, the sense amplifier
circuitry used in determining the state stored in memory
cell 21 can also be adjusted in order to disable certain
memory operations. For example, in one embodiment,
there is an offset voltage associated with the sense am-
plifiers where the offset voltage allows for a better com-
parison between the resistance initially sensed for the
memory cell 21 and the resistance sensed after the mem-
ory cell 21 has been written to a known state. In one
embodiment, the offset corresponds to approximately
one half of the difference between the expected resist-
ance of the memory cell in the first state and the expected
resistance in the second state. By adjusting the offset
applied in comparing the sensed resistance of the mem-
ory cell within the sense amplifier circuitry, accurate sens-
ing of the state stored in memory cell 21 can be either
impeded or prevented. For example, the offset may be
adjusted such that a false state will be determined a cer-
tain percentage of the time, or the offset may be adjusted
such that the sense amplifier always determines that the
memory cell stores one of either the first state or the
second state.
[0045] Fig. 4 illustrates a block diagram of a memory
400. Memory 400 may be a resistive memory such as an
MRAM in which each of the memory cells includes a mag-
netic tunnel junction. Memory 400 includes circuitry to
detect an attempt to tamper with the memory 400 as well
as circuitry for responding to the detection of such a
tamper attempt. As discussed above, while specific tech-
niques for detecting attempted tampering are disclosed
herein, other tamper detection techniques are known.
Thus, while the tamper detection circuitry is presented
together with the circuitry for responding to a tamper at-
tempt, they may be used independently of each other.
[0046] The memory 400 includes arrays 410 and 430,
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each of which includes a plurality of detection memory
cells 411-413 and 414-416, respectively. The number of
arrays as well as the number of memory cells illustrated
are examples in order to aid in conveying the teachings
presented herein and should not be viewed as limiting in
any way. In addition to the detection memory cells
411-416, arrays 410 and 430 include plurality of data
storage memory cells 421-429 and 441-449, respective-
ly. The data storage memory cells 421-429 and 441-449
are arranged in rows and columns and configured to be
accessed for data storage and retrieval based on com-
mands received by memory 400. Detection memory cells
411-416 are each configured to be pre-programmed to
a respective initial predetermined state. The initial pre-
determined state of each of the plurality of detection
memory cells 411-416 is configured to be unmodifiable
by commands directed to the memory device. For exam-
ple, the detection memory cells 411-416 may be pro-
grammed during manufacturing through a special con-
figuration mode that is later disabled by, for example,
blowing a fuse to disable the configuration mode.
[0047] The structure of the detection memory cells
411-416 may be identical to that of the data storage mem-
ory cells 421-429 and 441-449, or, in other embodiments,
the detection memory cells 411-416 may be designed in
a manner that renders them more susceptible to attempt-
ed tampering. In some embodiments, the detection mem-
ory cells 411-416 are placed within each of the arrays
410 and 430 at a position that maximizes their exposure
to attempted tampering. For example, the detection
memory cells 411-416 may be placed in a top row of their
corresponding arrays where they are most vulnerable to
attempted tampering by, for example, an external mag-
netic disturb. Each array on the memory device may in-
clude a plurality of such detection memory cells, where
the number of detection memory cells may be chosen to
provide the proper balance between additional cost and
effectiveness in detecting attempted tampering. Distrib-
uting the detection memory cells throughout the memory
device 400 helps ensure that tamper attempts are de-
tected regardless of how the magnetic disturb is directed
at the memory device 400.
[0048] Memory 400 also includes a plurality of refer-
ence bits 451-456. Each of the plurality of reference bits
451-456 corresponds to a respective one of the plurality
of detection memory cells. The initial predetermined state
of each detection memory cell 411-416 is represented
by a corresponding reference bit of the plurality of refer-
ence bits 451-456. In the example illustrated, reference
bit 451 corresponds to detection memory cell 411, where-
as reference bit 454 corresponds to detection memory
cell 414. In exemplary embodiments, the reference bits
451-456 are permanently stored on the memory device.
This can be achieved by, for example, using fuses on the
device to store the reference bits or by encoding the val-
ues of the reference bits using metal deposition, where
metal is selectively deposited within a circuit to represent
a "1" or a "0" for the reference bit. Such techniques are

well-known in the art. Thus, either during manufacturing,
or later prior to distribution, the reference bits 451-456
and detection memory cells 411-416 for the memory 400
are set in a manner such that each detection memory
cell has a pre-programmed initial value that is also rep-
resented by a permanent reference bit. While the em-
bodiment of FIG. 4 contemplates each of the detection
cells storing either a logic "0" or "1" based on the resist-
ance seen by current passing through the detection cell,
in other embodiments, the detection cells may provide
non-binary sensing such that more than two levels of
resistance can be recognized, where such multi-level
state storage provides more detection granularity than a
binary state change. In such alternative embodiments,
multi-level reference cells can be used in place of refer-
ence bits, where the multi-level reference cells can store
more than two states and thereby provide resistance
comparison granularity matching the detection granular-
ity used with respect to the detection cells.
[0049] Memory 400 can sense whether a tamper at-
tempt has occurred by performing a comparison of the
detection memory cells 411-416 with the reference bits
451-456. Comparator circuitry 460 compares the current
state of each detection memory cell 411-416 with its cor-
responding reference bit 451-456. The comparison may
be performed based on control provided by a state ma-
chine, which may be included in control circuitry 466.
Comparing the current state of each of the detection
memory cells 411-416 may include performing a read
operation corresponding to the detection memory cells
411-416 in the same manner as is employed to read data
from the data storage memory cells 421-429 and 441-449
within the memory. In other embodiments, the state of
the detection memory cells 411-416 may be compared
with the reference bits 451-456 using other means. In
some embodiments, all of the detection memory cells
411-416 are compared with their respective reference
bits 451-456, whereas in other embodiments, only a sub-
set of the detection memory cells may be compared with
their respective reference bits at a particular point in time.
In some embodiments, performing the comparison in-
cludes loading a starting address for the detection mem-
ory cells and auto-incrementing through the addresses
in order to access all of the detection memory cells. Per-
forming the comparison may also include generating tim-
ing signals that are used in performing the internal read
and compare sequence that senses the state of the de-
tection memory cells and compares those states with
their expected states that are permanently stored on the
memory device.
[0050] The comparison performed by comparator cir-
cuitry 460 may occur periodically based on some preset
schedule, or may be in response to a command received
by the memory device 400. For example, such a com-
mand can be received by an interface such as input re-
ceiver circuitry 470 which receives commands 471. Thus,
a user may issue a command indicating a tamper detec-
tion check, where the comparator will perform the com-
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parison in response to such a command. In addition to
providing a command indicating a tamper detection
check should occur, the user may be required to provide
additional information such as address information or tim-
ing information in the form of clocks in order to instigate
a tamper check.
[0051] After performing the comparison, the compara-
tor circuitry 460 generates a tamper-attempt indication if
it is determined that a threshold number of detection
memory cells no longer store their initial predetermined
state. In one example, if the comparison indicates that
more than two of the detection memory cells have
changed state from their initial predetermined state, a
signal indicating attempted tampering is generated. Dif-
ferent thresholds may be employed such that as few as
one deviation in the expected values of the detection
memory cells could flag a tamper attempt, whereas in
other embodiments, higher numbers of deviations from
the expected values may be required in order to cause
a tamper-attempt indication to be generated. In other em-
bodiments, a discrepancy in up to two of the detection
memory cells may be corrected using ECC and no tamper
attempt flagged, thereby allowing for some deviation from
expectations before flagging a tamper attempt. The sig-
nal indicating attempted tampering can be used internally
by the memory device and/or output from the memory
device to, for example, a user that requested that a
tamper check be performed. Outputting a signal indicat-
ing that tampering has been attempted can be accom-
plished using either a dedicated pin on the memory de-
vice or by using a shared output pin, such as one of the
pins associated with data output.
[0052] In addition to including circuitry for determining
whether or not tampering has been attempted, memory
device 400 also includes circuitry for responding to a
tamper-attempt indication. Memory device 400 includes
control circuitry 466 coupled to the comparator 460,
where the control circuitry is configured to disable a mem-
ory operation within the memory device 400 based on a
tamper attempt indication provided by the comparator.
Thus, as discussed above with respect to FIGs. 1-3, when
tampering is detected, one or more memory operations
may be disabled. Memory access circuitry 480, which is
coupled to the arrays 410 and 430 and the control circuitry
466, includes the circuitry used for reading from and writ-
ing to the data storage memory cells 421-429 and
441-449. As discussed above with respect to FIG. 3, the
memory access circuitry may include at least one bias
voltage associated with the memory operation to be dis-
abled, and the control circuitry 466 may be configured to
disable the memory operation by adjusting the bias volt-
age within memory access circuitry 480 such that the
adjusted bias voltage that results is inadequate to support
performance of the memory operation to be disabled. In
other embodiments, the control circuitry 466 may control
one or more transistors used to limit or gate off current
flow through one or more of the data storage memory
cells such that an attempted memory operation is ren-

dered inoperable.
[0053] Memory device 400 may also include current
generation circuitry 486 coupled to the control circuitry
466, where the current generation circuitry 486 is config-
ured to generate a mock current on the memory device
400 that simulates current generated during performance
of the disabled memory operation when not disabled.
Thus, as discussed above, while the memory operation
is disabled, it may be desirable to generate a mock cur-
rent such that the disabling of the memory operation is
not apparent to a user attempting to continue to operate
the memory device.
[0054] Memory 400 may also include tamper unlock
circuitry 490 coupled to input receiver circuitry 470 and
control circuitry 466. Tamper unlock circuitry 490 detects
a sequence of input signals or a code received by input
receiver circuitry 470 that indicates that the memory op-
eration disabled in response to a tamper-attempt indica-
tion should be re-enabled. As noted above, while one or
more memory operations may be disabled in response
to attempted tampering, it may be desirable to provide a
means to re-enable disabled memory operations by pro-
viding a particular code or other sequence of inputs to
override or reset the tamper detect or tamper response
circuitry.
[0055] FIG. 5 illustrates a flow diagram of a method for
configuring the detection memory cells in a memory de-
vice such as that shown in FIG. 4. As noted above, such
configuration may be performed at the factory during
manufacturing or at some later point in time prior to
putting the memory device into a system for operation.
At step 502, a configuration mode is entered. Entering
the configuration mode may be accomplished by sending
a certain sequence of signals or a command to the mem-
ory device. The configuration mode may be associated
with a test mode for the memory device that is only avail-
able to the manufacturer or the system-developer putting
the memory device into a system application.
[0056] At step 504, initial predetermined states are
written to the detection memory cells within the memory
device. The initial predetermined states may be different
for different detection memory cells such that, in an ex-
ample where two possible binary states are stored, de-
viations from the state representing a "1" as well as de-
viations from the state representing a "0" can both be
detected. In some embodiments, fuses may be used to
store the reference bits to be used for comparison with
the detection memory cells where the state of the fuse
represents the state stored in a corresponding detection
memory cell. In such embodiments, writing the predeter-
mined states to the detection memory cells may also in-
clude blowing the appropriate fuses to store the reference
bits. In other embodiments, the reference bits may be
stored in a hardwired manner on the memory device us-
ing some sort of metal masking during manufacturing. In
such an embodiment, step 504 includes writing the initial
predetermined states of the detection memory cells such
that they match up with the reference bits already hard-
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wired on the device.
[0057] At step 506, the configuration mode is disabled.
Such disabling may be accomplished by blowing a fuse
or by some other means that renders the configuration
mode unavailable to a future user. By disabling the con-
figuration mode, the detection memory cells cannot be
altered from their initial predetermined states once con-
figuration is complete. In other words, the detection mem-
ory cells are rendered unmodifiable by subsequent com-
mands directed to the memory device such that devia-
tions in the state of such detection memory cells provides
an indication of possible tampering.
[0058] FIG. 6 illustrates a method of detecting a tamper
attempt and responding to a tamper attempt indication.
At step 602 a command indicating that a tamper detection
check should be performed is received. As discussed
above, tamper detection checks can be initiated based
on commands received from a user or, in other embod-
iments, based on some internal trigger that may be time-
based or based on some other metric such as a number
of memory accesses.
[0059] At step 604, the current state of the detection
memory cells included in the memory are compared with
the reference bits corresponding to the initial predeter-
mined states previously stored in the detection memory
cells. At step 606, it is determined whether or not a tamper
attempt has occurred based on the comparison per-
formed at step 604. As discussed above, tampering may
be indicated by one or more detection memory cells hav-
ing a state that does not match the state represented by
its corresponding reference bit. If no tampering is indi-
cated at step 606, the method proceeds to step 608
where a signal is generated indicating that no tampering
has been detected. If it is determined at step 606 that a
tamper-attempt indication should be generated, the
method proceeds to step 610 at which a tamper-attempt
indication signal is generated. As noted above, such a
signal may be used either internal to the memory device
or passed to a user via an output pin on the memory
device. Furthermore, such a signal may be used to blow
a fuse or store a non-volatile temper-attempt indication
bit internal to the memory device such that upon next
power-up the temper-attempt indication signal is availa-
ble.
[0060] At step 612, one or more memory operations
on the memory device are disabled in response to the
tamper attempt indication. As also discussed above,
such memory operation disabling is a responsive meas-
ure taken based on an indication that tampering has been
attempted. As such, the remedial measures taken in re-
sponse to such a tamper attempt indication are independ-
ent from the technique used for tamper detection, and
therefore may or may not be performed in conjunction
with the tamper detection. As discussed in detail above,
disabling one or more memory operations within the
memory device at step 612 may include altering a voltage
such as a bias voltage or controlling one or more tran-
sistors in order to limit current flow or gate the current

flow off entirely.
[0061] At step 614, as a part of disabling a memory
operation on the memory device, a mock current can be
generated in response to an attempt to perform a memory
operation that has been disabled. The mock current gen-
erated can be generated in a manner that attempts to
replicate the expected magnitude of current that would
normally exist on the device during performance of the
memory operation that has been disabled, and yet is still
being attempted by the user.
[0062] While exemplary embodiments have been pre-
sented above, it should be appreciated that many varia-
tions exist. Furthermore, while the description uses spin-
torque MRAM devices that include an MTJ in the exem-
plary embodiments, the teachings may be applied to
memory device or other devices that may be subjected
to attempted tampering by the application of external
sources of disruption such as magnetic fields, electro-
magnetic interference, heat sources, and charge bom-
bardment. It should also be appreciated that the exem-
plary embodiments are only examples, and are not in-
tended to limit the scope, applicability, or configuration
of the inventions in any way.
[0063] The scope of protection of the present invention
is defined by appended claims 1-12.

Claims

1. A memory device (400) comprising:

a plurality of data storage memory cells (421,
422, 423, 424, 425, 426, 427, 428, 429), the plu-
rality of data storage memory cells (421, 422,
423, 424, 425, 426, 427, 428, 429) configured
to be accessed for data storage and retrieval
based on commands received by the memory
device;
a plurality of detection memory cells (411, 412,
413, 414, 415, 416), each detection memory cell
of the plurality of detection memory cells (411,
412, 413, 414, 415, 416) configured to detect
tampering attempts by being pre-programmed
to a respective initial predetermined state,
wherein, upon being pre-programmed to the
predetermined state, each detection memory
cell of the plurality of detection memory cells
(411, 412, 413, 414, 415, 416) is configured
such as to maintain the respective initial prede-
termined state upon receipt of subsequent com-
mands directed to the memory device (400);
a plurality of reference bits, each reference bit
of the plurality of reference bits (451, 452, 453,
454, 455, 456) permanently storing the initial
predetermined state of a respective one of the
plurality of detection memory cells (411, 412,
413, 414, 415, 416); and
comparator circuitry (460) coupled to the plural-
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ity of detection memory cells (411, 412, 413,
414, 415, 416) and the plurality of reference bits
(451, 452, 453, 454, 455, 456), the comparator
circuitry (460) configured to compare a current
state of each detection memory cell of the plu-
rality of detection memory cells (411, 412, 413,
414, 415, 416) with a corresponding reference
bit of the plurality of reference bits (451, 452,
453, 454, 455, 456.

2. The memory device (400) of claim 1, wherein each
detection memory cell of the plurality of detection
memory cells (411, 412, 413, 414, 415, 416) includes
a magnetic tunnel junction.

3. The memory device (400) of claim 1 or 2, wherein
the plurality of data storage memory cells (421, 422,
423, 424, 425, 426, 427, 428, 429) and the plurality
of detection memory cells (411, 412, 413, 414, 415,
416) are magnetic memory cells.

4. The memory device (400) of claim 3, wherein each
data storage memory cell of the plurality of data stor-
age memory cells (421, 422, 423, 424, 425, 426,
427, 428, 429) and each detection memory cell of
the plurality of detection memory cells (411, 412,
413, 414, 415, 416) includes a magnetic tunnel junc-
tion.

5. The memory device (400) of any of claims 1 to 4,
wherein the plurality of data storage memory cells
(421, 422, 423, 424, 425, 426, 427, 428, 429) is ar-
ranged as a plurality of arrays (410, 430) on the mem-
ory device (400), and wherein a corresponding por-
tion of the plurality of detection memory cells (411,
412, 413, 414, 415, 416) is included in each array
(410, 430) of the plurality of arrays (410, 430).

6. The memory device (400) of claim 5, wherein each
corresponding portion of the plurality of detection
memory cells (411, 412, 413, 414, 415, 416) included
in each array (410, 430) of the plurality of arrays (410,
430) is located such that the corresponding portion
of the plurality of detection memory cells (411, 412,
413, 414, 415, 416) is at least as vulnerable to an
external memory disturb as data storage memory
cells (421, 422, 423, 424, 425, 426, 427, 428, 429)
included in the array (410, 430) with the correspond-
ing portion.

7. The memory device (400) of any of claims 1 to 6
further comprising control circuitry (466) coupled to
the comparator circuitry (460), the control circuitry
(466) configured to disable a memory operation with-
in the memory device (400) based on a tamper-at-
tempt indication provided by the comparator circuitry
(460).

8. The memory device (400) of claim 7, further com-
prising memory access circuitry (480) coupled to the
plurality of data storage memory cells (421, 422, 423,
424, 425, 426, 427, 428, 429) and the control circuitry
(466), the memory access circuitry (480) including
at least one bias voltage associated with the memory
operation, the control circuitry (466) configured to
disable the memory operation by adjusting the at
least one bias voltage such that a resulting adjusted
bias voltage is inadequate to support performance
of the memory operation.

9. The memory device (400) of claim 7 or 8, further
comprising current generation circuitry (486) cou-
pled to the control circuitry (466), the current gener-
ation circuitry (486) configured to generate, in re-
sponse to an attempt to perform the memory oper-
ation that has been disabled, a mock current on the
memory device (400) that simulates current gener-
ated during performance of the memory operation
when the memory operation is not disabled.

10. The memory device (400) of any of the preceding
claims, further comprising input receiver circuitry
(470) configured to receive a command (471) indi-
cating a tamper detection check, wherein the com-
parator circuitry (460) is configured to compare the
current state of each detection memory cell of the
plurality of detection memory cells (411, 412, 413,
414, 415, 416) with the corresponding reference bit
of the plurality of reference bits (451, 452, 453, 454,
455, 456) in response to the command (471) indi-
cating a tamper detection check.

11. The memory device (400) of any of the preceding
claims, wherein each reference bit of the plurality of
reference bits (451, 452, 453, 454, 455, 456) is
stored using a corresponding fuse on the memory
device (400).

12. The memory device (400) of any of the preceding
claims, wherein each reference bit of the plurality of
reference bits (451, 452, 453, 454, 455, 456) is
stored in a corresponding circuit on the memory de-
vice (400) in which metal is selectively deposited to
represent the reference bit.

Patentansprüche

1. Speichervorrichtung (400), umfassend:

eine Vielzahl von Datenspeicherzellen (421,
422, 423, 424, 425, 426, 427, 428, 429), wobei
die Vielzahl von Datenspeicherzellen (421, 422,
423, 424, 425, 426, 427, 428, 429) so konfigu-
riert ist, dass auf sie zur Datenspeicherung und
Datenabfrage auf der Grundlage von Befehlen,
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die von der Speichervorrichtung empfangen
werden, zugegriffen werden kann;
eine Vielzahl von Detektionsspeicherzellen
(411, 412, 413, 414, 415, 416), wobei jede De-
tektionsspeicherzelle der Vielzahl von Detekti-
onsspeicherzellen (411, 412, 413, 414, 415,
416) konfiguriert ist, um Manipulationsversuche
zu detektieren, indem sie in einen jeweiligen vor-
bestimmten Anfangszustand vorprogrammiert
ist, wobei jede Detektionsspeicherzelle der Viel-
zahl von Detektionsspeicherzellen (411, 412,
413, 414, 415, 416), während sie auf den vor-
bestimmten Zustand vorprogrammiert ist, so
konfiguriert ist, dass sie beim Empfangen nach-
folgender, an die Speichervorrichtung (400) ge-
richteter Befehle den jeweiligen vorbestimmten
Anfangszustand beibehält;
eine Vielzahl von Referenzbits, wobei jedes Re-
ferenzbit der Vielzahl von Referenzbits (451,
452, 453, 454, 455, 456) den vorbestimmten An-
fangszustand einer jeweiligen der Vielzahl von
Detektionsspeicherzellen (411, 412, 413, 414,
415, 416) permanent speichert; und
eine Komparatorschaltung (460), die mit der
Vielzahl von Detektionsspeicherzellen (411,
412, 413, 414, 415, 416) und der Vielzahl von
Referenzbits (451, 452, 453, 454, 455, 456) ge-
koppelt ist, wobei die Komparatorschaltung
(460) konfiguriert ist, um einen aktuellen Zu-
stand jeder Detektionsspeicherzelle der Viel-
zahl von Detektionsspeicherzellen (411, 412,
413,414,415,416) mit einem entsprechenden
Referenzbit der Vielzahl von Referenzbits (451,
452, 453, 454, 455, 456) zu vergleichen.

2. Speichervorrichtung (400) nach Anspruch 1, wobei
jede Detektionsspeicherzelle der Vielzahl von De-
tektionsspeicherzellen (411, 412, 413, 414, 415,
416) einen magnetischen Tunnelübergang ein-
schließt.

3. Speichervorrichtung (400) nach Anspruch 1 oder 2,
wobei die Vielzahl von Datenspeicherzellen (421,
422, 423, 424, 425, 426, 427, 428, 429) und die Viel-
zahl von Detektionsspeicherzellen (411, 412, 413,
414, 415, 416) Magnetspeicherzellen sind.

4. Speichervorrichtung (400) nach Anspruch 3, wobei
jede Datenspeicherzelle der Vielzahl von Datenspei-
cherzellen (421, 422, 423, 424, 425, 426, 427, 428,
429) und jede Detektionsspeicherzelle der Vielzahl
von Detektionsspeicherzellen (411, 412, 413, 414,
415, 416) einen magnetischen Tunnelübergang ein-
schließt.

5. Speichervorrichtung (400) nach einem der Ansprü-
che 1 bis 4, wobei die Vielzahl von Datenspeicher-
zellen (421, 422, 423, 424, 425, 426, 427, 428, 429)

als eine Vielzahl von Arrays (410, 430) auf der Spei-
chervorrichtung (400) angeordnet ist, und wobei ein
entsprechender Abschnitt der Vielzahl von Detekti-
onsspeicherzellen (411, 412, 413, 414, 415, 416) in
jedem Array (410, 430) der Vielzahl von Arrays (410,
430) eingeschlossen ist.

6. Speichervorrichtung (400) nach Anspruch 5, wobei
jeder entsprechende Abschnitt der Vielzahl von De-
tektionsspeicherzellen (411, 412, 413, 414, 415,
416), die in jedem Array (410, 430) der Vielzahl von
Arrays (410, 430) enthalten sind, so angeordnet ist,
dass der entsprechende Abschnitt der Vielzahl von
Detektionsspeicherzellen (411,412, 413, 414, 415,
416) mindestens so anfällig für eine externe Spei-
cherstörung ist wie Datenspeicherzellen (421, 15
422, 423, 424, 425, 426, 427, 428, 429), die in dem
Array (410, 430) mit dem entsprechenden Abschnitt
eingeschlossen sind.

7. Speichervorrichtung (400) nach einem der Ansprü-
che 1 bis 6, ferner umfassend eine Steuerschaltung
(466), die mit der Komparatorschaltung (460) gekop-
pelt ist, wobei die Steuerschaltung (466) so konfigu-
riert ist, dass sie eine Speicheroperation in der Spei-
chervorrichtung (400) auf der Grundlage einer durch
die Komparatorschaltung (460) bereitgestellten An-
zeige eines Manipulationsversuchs deaktiviert.

8. Speichervorrichtung (400) nach Anspruch 7, ferner
umfassend eine Speicherzugriffsschaltung (480),
die mit der Vielzahl von Datenspeicherzellen (421,
422, 423, 424, 425, 426, 427, 428, 429) und der Steu-
erschaltung (466) gekoppelt ist, wobei die Speicher-
zugriffsschaltung (480) mindestens eine der Spei-
cheroperation zugeordnete Vorspannung ein-
schließt, wobei die Steuerschaltung (466) so konfi-
guriert ist, dass sie die Speicheroperation durch Ein-
stellen der mindestens einen Vorspannung deakti-
viert, so dass eine resultierende eingestellte Vor-
spannung nicht ausreicht, um die Leistung der Spei-
cheroperation zu unterstützen.

9. Speichervorrichtung (400) nach Anspruch 7 oder 8,
ferner umfassend eine Stromerzeugungsschaltung
(486), die mit der Steuerschaltung (466) gekoppelt
ist, wobei die Stromerzeugungsschaltung (486) so
konfiguriert ist, dass sie als Reaktion auf einen Ver-
such, die deaktivierte Speicheroperation durchzu-
führen, einen Pseudo-Strom auf der Speichervor-
richtung (400) erzeugt, der einen Strom simuliert,
der während der Durchführung der Speicheropera-
tion erzeugt wird, wenn die Speicheroperation nicht
deaktiviert ist.

10. Speichervorrichtung (400) nach einem der vorher-
gehenden Ansprüche, ferner umfassend eine Ein-
gangsempfängerschaltung (470), die so konfiguriert
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ist, dass sie einen Befehl (471) empfängt, der eine
Manipulationsdetektionsprüfung anzeigt, wobei die
Komparatorschaltung (460) so konfiguriert ist, dass
sie den aktuellen Zustand jeder Detektionsspeicher-
zelle der Vielzahl von Detektionsspeicherzellen
(411, 412, 413, 414, 415, 416) mit dem entsprechen-
den Referenzbit der Vielzahl von Referenzbits (451,
452, 453, 454, 455, 456) vergleicht, als Reaktion auf
den Befehl (471), der eine Manipulationsdetektions-
prüfung anzeigt.

11. Speichervorrichtung (400) nach einem der vorher-
gehenden Ansprüche, wobei jedes Referenzbit der
Vielzahl von Referenzbits (451, 452, 453, 454, 455,
456) unter Verwendung einer entsprechenden Si-
cherung auf der Speichervorrichtung (400) gespei-
chert wird.

12. Speichervorrichtung (400) nach einem der vorher-
gehenden Ansprüche, wobei jedes Referenzbit der
Vielzahl von Referenzbits (451, 452, 453, 454, 455,
456) in einer entsprechenden Schaltung auf der
Speichervorrichtung (400) gespeichert wird, in wel-
cher Metall selektiv aufgebracht wurde, um das Re-
ferenzbit darzustellen.

Revendications

1. Dispositif mémoire (400) comprenant :

une pluralité de cellules de mémoire de stocka-
ge de données (421, 422, 423, 424, 425, 426,
427, 428, 429), la pluralité de cellules de mé-
moire de stockage de données (421, 422, 423,
424, 425, 426, 427, 428, 429) étant configurées
pour être accessibles à des fins de stockage et
de récupération de données sur la base d’ins-
tructions reçues par le dispositif mémoire ;
une pluralité de cellules de mémoire de détec-
tion (411, 412, 413, 414, 415, 416), chaque cel-
lule de mémoire de détection de la pluralité de
cellules de mémoire de détection (411, 412, 413,
414, 415, 416) étant configurée pour détecter
des tentatives d’altération en étant pré-program-
mée à un état prédéterminé initial respectif, dans
lequel, lors de la pré-programmation à l’état pré-
déterminé, chaque cellule de mémoire de dé-
tection de la pluralité de cellules de mémoire de
détection (411, 412, 413, 414, 415, 416) est con-
figurée de sorte à conserver l’état prédéterminé
initial respectif lors d’une réception d’instruc-
tions subséquentes adressées au dispositif mé-
moire (400) ;
une pluralité de bits de référence, chaque bit de
référence de la pluralité de bits de référence
(451, 452, 453, 454, 455, 456) stockant en per-
manence l’état prédéterminé initial d’une cellule

respective de la pluralité de cellules de mémoire
de détection (411, 412, 413, 414, 415, 416) ; et
des circuits de comparaison (460) couplés à la
pluralité de cellules de mémoire de détection
(411, 412, 413, 414, 415, 416) et à la pluralité
de bits de référence (451, 452, 453, 454, 455,
456), les circuits de comparaison (460) étant
configurés pour comparer un état actuel de cha-
que cellule de mémoire de détection de la plu-
ralité de cellules de mémoire de détection (411,
412, 413, 414, 415, 416) à un bit de référence
correspondant de la pluralité de bits de référen-
ce (451, 452, 453, 454, 455, 456).

2. Dispositif mémoire (400) selon la revendication 1,
dans lequel chaque cellule de mémoire de détection
de la pluralité de cellules de mémoire de détection
(411, 412, 413, 414, 415, 416) inclut une jonction à
effet tunnel magnétique.

3. Dispositif mémoire (400) selon la revendication 1 ou
2, dans lequel la pluralité de cellules de mémoire de
stockage de données (421, 422, 423, 424, 425, 426,
427, 428, 429) et la pluralité de cellules de mémoire
de détection (411, 412, 413, 414, 415, 416) sont des
cellules de mémoire magnétiques.

4. Dispositif mémoire (400) selon la revendication 3,
dans lequel chaque cellule de mémoire de stockage
de données de la pluralité de cellules de mémoire
de stockage de données (421, 422, 423, 424, 425,
426, 427, 428, 429) et chaque cellule de mémoire
de détection de la pluralité de cellules de mémoire
de détection (411, 412, 413, 414, 415, 416) incluent
une jonction à effet tunnel magnétique.

5. Dispositif mémoire (400) selon l’une quelconque des
revendications 1 à 4, dans lequel la pluralité de cel-
lules de mémoire de stockage de données (421, 422,
423, 424, 425, 426, 427, 428, 429) est agencée en
tant que pluralité de réseaux (410, 430) sur le dis-
positif mémoire (400), et dans lequel une partie cor-
respondante de la pluralité de cellules de mémoire
de détection (411, 412, 413, 414, 415, 416) est in-
cluse dans chaque réseau (410, 430) de la pluralité
de réseaux (410, 430).

6. Dispositif mémoire (400) selon la revendication 5,
dans lequel chaque partie correspondante de la plu-
ralité de cellules de mémoire de détection (411, 412,
413, 414, 415, 416) incluse dans chaque réseau
(410, 430) de la pluralité de réseaux (410, 430) est
située de sorte que la partie correspondante de la
pluralité de cellules de mémoire de détection (411,
412, 413, 414, 415, 416) est au moins aussi vulné-
rable à une perturbation de mémoire externe que
des cellules de mémoire de stockage de données
(421, 422, 423, 424, 425, 426, 427, 428, 429) inclu-
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ses dans le réseau (410, 430) avec la partie corres-
pondante.

7. Dispositif mémoire (400) selon l’une quelconque des
revendications 1 à 6, comprenant en outre des cir-
cuits de commande (466) couplés aux circuits de
comparaison (460), les circuits de commande (466)
étant configurés pour désactiver une opération de
mémoire à l’intérieur du dispositif mémoire (400) sur
la base d’une indication de tentative d’altération four-
nie par les circuits de comparaison (460).

8. Dispositif mémoire (400) selon la revendication 7,
comprenant en outre des circuits d’accès mémoire
(480) couplés à la pluralité de cellules de mémoire
de stockage de données (421, 422, 423, 424, 425,
426, 427, 428, 429) et aux circuits de commande
(466), les circuits d’accès mémoire (480) incluant au
moins une tension de polarisation associée à l’opé-
ration de mémoire, les circuits de commande (466)
étant configurés pour désactiver l’opération de mé-
moire par ajustement de l’au moins une tension de
polarisation de sorte qu’une tension de polarisation
ajustée résultante est inadéquate pour prendre en
charge une réalisation de l’opération de mémoire.

9. Dispositif mémoire (400) selon la revendication 7 ou
8, comprenant en outre des circuits de génération
de courant (486) couplés aux circuits de commande
(466), les circuits de génération de courant (486)
étant configurés pour générer, en réponse à une ten-
tative de réaliser l’opération de mémoire qui a été
désactivée, un courant fictif sur le dispositif mémoire
(400) qui simule un courant généré durant une réa-
lisation de l’opération de mémoire lorsque l’opéra-
tion de mémoire n’est pas désactivée.

10. Dispositif mémoire (400) selon l’une quelconque des
revendications précédentes, comprenant en outre
des circuits de récepteur d’entrée (470) configurés
pour recevoir une instruction (471) indiquant un con-
trôle de détection d’altération, dans lequel les circuits
de comparaison (460) sont configurés pour compa-
rer l’état actuel de chaque cellule de mémoire de
détection de la pluralité de cellules de mémoire de
détection (411, 412, 413, 414, 415, 416) au bit de
référence correspondant de la pluralité de bits de
référence (451, 452, 453, 454, 455, 456) en réponse
à l’instruction (471) indiquant un contrôle de détec-
tion d’altération.

11. Dispositif mémoire (400) selon l’une quelconque des
revendications précédentes, dans lequel chaque bit
de référence de la pluralité de bits de référence (451,
452, 453, 454, 455, 456) est stocké à l’aide d’un fu-
sible correspondant sur le dispositif mémoire (400).

12. Dispositif mémoire (400) selon l’une quelconque des

revendications précédentes, dans lequel chaque bit
de référence de la pluralité de bits de référence (451,
452, 453, 454, 455, 456) est stocké dans un circuit
correspondant sur le dispositif mémoire (400) dans
lequel du métal est sélectivement déposé pour re-
présenter le bit de référence.
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