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Description

Technical Field

[0001] The present invention relates to intermediate
network entities in communication networks, and more
particularly to controlling secure communications at an
intermediate network entity in a communication network.

Background

[0002] The Transmission Control Protocol (TCP) is a
transport layer protocol used between nodes in networks
such as the internet. It allows two hosts within a network,
for example a client and a server, to establish a direct
connection with each other and hence exchange streams
of data. Within a TCP connection, encryption protocols,
such as the Secure Sockets Layer (SSL) authentication
protocol and the Transport Layer Security (TLS) protocol
can be employed to provide communications security be-
tween the client and the server, for example between a
web browser and a website. This might be used, for ex-
ample, to protect sensitive information such as bank de-
tails and the like being exchanged between a web brows-
er and a website.
[0003] In the example of SSL, in order to establish a
secure (i.e. encrypted) connection between a client and
a server, the client and server exchange a number of
messages collectively referred to as an "SSL hand-
shake". In an SSL handshake, the client and server ex-
change information to generate a unique symmetric ses-
sion key that is then used by each to encrypt data ex-
changed between them for that session. Before key gen-
eration, in the "Server hello" message of the SSL hand-
shake, the server sends the client a server certificate.
The client verifies that the certificate is signed by one of
its trusted certificate authorities, and if so, may continue
with establishing the secure session with the server.
However, verifying that the certificate is signed by one
of the client’s trusted certificate authorities does not guar-
antee that the certificate actually came from the server
with which the client is communicating.
[0004] So called "certificate pinning" can be adopted
by some clients in order to verify that the server certificate
provided in the SSL handshake actually came from the
server with which the client believes it is communicating.
In certificate pinning, a client stores preconfigured data
(e.g. the hash value of the Simple Public Key Infrastruc-
ture (SPKI) field) of the genuine certificates of a given
server (or equally of a domain or sub-domain). For ex-
ample, the genuine certificate may be obtained by the
client directly form the server/domain out of band, or, in
a "trust on first use" system, the certificate provided in
first contact with a given server is assumed to be genuine.
[0005] During an SSL handshake with a server, the
client may compare data of the server certificate received
in the "Server hello" message with data it has stored
about the genuine certificate of the server/domain with

which it is attempting to set up a secure connection. If
the data does not match, the client may reject the SSL
handshake, and the establishment of an SSL connection
fails. This can prevent clients from setting up secure com-
munications with servers that they do not trust.
[0006] In some network architectures, an intermediate
network element (INE), for example a proxy, may be
placed between a client and a server to mediate secure
traffic between them. The INE mediates the secure traffic
by creating two end-to-end SSL tunnels, one from the
client to the INE and another from the INE to the server.
In this case, the certificate presented to the client by the
INE in the SSL handshake between the client and the
INE is different from the certificate of the server with which
the client believes it is communicating. In this case, a
client utilising certificate pinning will detect that the re-
ceived certificate is different from the stored genuine cer-
tificate, and hence may reject the SSL handshake. In this
case, the establishment of an SSL connection fails.
[0007] It is desirable to mitigate such failures in estab-
lishment of secure connections.
[0008] US 2012/174196 A1 relates to method for de-
tecting and responding to Denial of Service attacks.
[0009] US 2014/095865 A1 relates to techniques to
authenticate the identity of a proxy in a client-proxy-serv-
er configuration.
[0010] Husak Martin et al: "Network-Based HTTPs Cli-
ent Identifocation Using SSL/TLS Fingerprinting", 2015
10th International conference on availability, reliability
and security, IEEE, 24 August 2015, relates to HTTPs
client identification using SSL/TLS fingerprinting.

Summary

[0011] According to a first aspect of the present inven-
tion, there is provided a method for controlling secure
communications in a communications network compris-
ing a client, a server and an intermediate network element
between the client and the server, the method compris-
ing, at the intermediate network element (INE): receiving
a request from the client to establish a secure connection
between the client and the server; analysing the received
request to determine a client identifier identifying the cli-
ent to the INE; determining a server identifier identifying
the server to the INE; determining based on a combina-
tion of the determined client identifier and the determined
server identifier whether to attempt to establish a first
end-to-end secure connection between the client and the
INE; responsive to a determination not to attempt to es-
tablish a first end-to-end secure connection between the
client and the INE, forwarding the received request on to
the server; and responsive to a determination to attempt
to establish a first end-to-end secure connection between
the client and the INE, sending to the client, in response
to the received request, a first message comprising in-
formation for the client to use in establishing a secure
connection with the INE; responsive to a determination
that the client accepts the first message: establishing the
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first end-to-end secure connection between the INE and
the client; and establishing a second end-to-end secure
connection between the INE and the second server;
wherein determining whether to attempt to establish a
first end-to-end secure connection between the client and
the INE comprises determining whether the client adopts
certificate pinning for the first server.
[0012] According to a second aspect of the present
invention, there is provided an apparatus comprising a
processing system arranged to implement the method
according to the first aspect.
[0013] According to a third aspect of the present inven-
tion, there is provided a computer readable medium with
a set of instruction stored thereon, which, when executed
by a processing system, causes the system to implement
the method according to the first aspect.
[0014] Further features and advantages of the inven-
tion will become apparent from the following description
of examples, given by way of example only, which is
made with reference to the accompanying drawings.

Brief Description of the Drawings

[0015]

Figure 1 illustrates schematically an exemplary net-
work;
Figure 2 illustrates schematically a part of an exem-
plary signalling diagram according to an example;
in the accompanying claims.
Figure 3 illustrates schematically a part of an exem-
plary signalling diagram according to an example;
Figure 4 illustrates schematically a part of an exem-
plary signalling diagram according to an example;
Figure 5 illustrates schematically an exemplary sig-
nalling diagram according to an example;
Figure 6 illustrates an exemplary flow diagram ac-
cording to an example; and
Figure 7 illustrates schematically an exemplary in-
termediate network element.

Detailed Description

[0016] Figure 1 illustrates schematically an exemplary
network 1 in which an example of the present invention
may be deployed.
[0017] Referring to figure 1, network 1 comprises User
Equipment (UE) 302-A, 302-B, 302-C; Intermediate Net-
work Entity (INE) 202; internet 308 and servers 104-A,
104-B. Each of the UE 302-A, 302-B, 302-C are connect-
ed to the internet 308 via the INE 202. Each of the servers
104-A, 104-B are connected to the internet 308. The UE
302-A, 302-B, 302-C run respective clients 102-X, 102-
Y, 102-Y. The INE 202 may be, for example a proxy serv-
er to proxy traffic between a client 102-X, 102-Y and a
server 104-A, 104-B, and may be implemented, for ex-
ample, on any suitable computer or computer system.
The UE 302-A, 302-B, 302-C, the INE 202, and the serv-

ers 104-A, 104-B communicate via one or more commu-
nication paths, each of which may comprise, for example,
a mobile network, a private network, a public network,
and/or the internet 308.
[0018] The UE 302-A, 302-B, 302-C may be, for ex-
ample a personal computer, a smart phone, or any other
equipment with communication means capable of a con-
nection to a server 104, and with processing means ca-
pable of running a client 102-X, 102-Y.
[0019] The client 102-X, 102-Y may be, for example,
a web browsing application, or any other application that
can adopt certificate pinning. The client 102-X may be a
different client to the client 102-Y, or a different version
of the same client. For example, the client 102-X may be
a particular web browser, whereas client 102-Y may be
a different web browser, or a different version of the same
particular web browser. Client 102-X and client 102-Y
may both adopt certificate pinning, neither may adopt
certificate pinning, or only one may adopt certificate pin-
ning. In the examples described below, it is assumed that
client 102-X does not adopt certificate pinning, but client
102-Y does adopt certificate pinning.
[0020] The servers 104-A, 104-B may be any suitable
processing device, for example, web servers that are
used to host a website or domain. The servers 104-A,
104-B may host different domains, and each server 104-
A, 104-B may have a respective, different, server certif-
icate associated therewith. Alternatively, a certificate
may be associated with a domain. If the servers 104-A,
104-B host a common domain or sub-domain, then the
certificate associated with the common domain or sub-
domain may be used for both servers 104-A, 104-B.
[0021] The INE 202 supports a mediation function (not
shown), for example to provide layer 7 (L7) mediation
functions for Hyper Text Transfer Protocol Secure (HT-
TPS) traffic between a client 102-X, 102-Y and a server
104-A, 104-B. The INE 202 comprises a mediation con-
trol component 304 for controlling the mediation of secure
communications between a client 102-X, 102-Y and a
server 104-A, 104-B. For example, the mediation control
304 controls whether or not the INE 202 mediates secure
traffic between a client 102-X, 102-Y and a server 104-
A, 104-B. If the INE 202 is controlled to mediate, the INE
202 mediates secure communications between a client
102-X, 102-Y and a server 104-A, 104-B for example by
establishing two end-to-end SSL/TLS tunnels, one be-
tween the client 102-X, 102-Y and the INE 202, and one
between the INE 202 and the server 104-A, 104-B (i.e.
terminating the SSL/TLS secure tunnel at the INE 202).
On the other hand, if INE 202 is controlled not to mediate,
the INE does not terminate an SSL/TLS tunnel, and in-
stead merely forwards data between a client 102-X, 102-
Y and a server 104-A, 104-B (i.e. the communications
between a client 102-X, 102-Y and a server 104-A, 104-
B bypass the INE 202).
[0022] The INE 202 maintains a "denied list" 306 (also
referred to herein as a "blacklist"), accessible by the me-
diation control component 304, which, as described in
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more detail below, lists combinations of clients 102-X,
102-Y and servers 104-A, 104-B (or domains hosted
thereby) between which the INE 202 should not attempt
to mediate secure communications. The denied list 306
may be stored remote to the INE 202, and accessible by
the INE 202 via a wired and/or wireless connection. The
denied list 306 may be associated with a single INE 202,
or be centralised so as to be associated with a plurality
(not shown) of INEs 202. The denied list 306 may be
updated by the INE (or INEs) 202, or may be updated
manually or automatically via other entities. For example,
the list may be populated with known combinations of
clients and servers between which the INE 202 should
not attempt to mediate secure communications. As an-
other example, the denied list 306 may be updated to
reflect corresponding client updates, for example client
software updates to a new version of the same client, for
which it may also be known (or inferred) that the INE 202
should not attempt to mediate secure communications.
[0023] The mediation control component 304 refers to
denied list 306 to inform whether or not to mediate com-
munications between a given combination of client 102-
X, 102-Y and server 104-A, 104-B.
[0024] The signalling between a client 102, INE 202,
mediation control component 304, denied list 306 and
server 104 components of a network 1 according to ex-
amples will now be described with reference to figures 2
to 5.
[0025] Figure 2 illustrates schematically a part of a sig-
nalling diagram of the communications between a client
102, INE 102, mediation control component 304, denied
list 306 and server 104 according to an example.
[0026] Referring to figure 2, first, the client 102 at-
tempts to establish a TCP connection with the INE 202
via a TCP handshake. The TCP handshake begins with
the client 102 requesting a TCP connection with the serv-
er 104 by sending a TCP SYN (synchronise) message
406 intended for receipt by the server 104. This TCP SYN
message 406 is received (intercepted) by the INE 202,
and the INE 202 then acknowledges the request by send-
ing a TCP SYN-ACK (synchronise-acknowledgement)
message 408 to client 102. The client 102 then responds
to the message 408 by sending a TCP ACK (acknowl-
edgement) message 410 back to the INE 202, and a TCP
connection between the client 102 and the INE 202 is
established. It should be noted that although a TCP con-
nection between the client 102 and the INE 202 has been
established, the client 102 believes that it has established
a TCP connection with the server 104. The INE 202 there-
fore terminates the TCP connection transparently with
respect to the client 102.
[0027] Next, the client 102 attempts to establish an
SSL connection with the server 104 via an SSL hand-
shake. The SSL handshake begins with the client 102
sending a "Client Hello" message 412 (intended for serv-
er 104) which is intercepted by the INE 202. The message
412 is a request from the client 102 to establish a secure
connection between the client 102 and a server identified

in the request. The "Client Hello" message 412 comprises
information on the SSL protocol version, a session ID, a
cipher suites list (i.e. a list of combinations of authenti-
cation, encryption, message authentication code (MAC),
and key exchange algorithms that the client can use),
and client hello extensions list (i.e. a list of extensions
the client supports) being used by the client.
[0028] In response to receiving the "Client Hello" mes-
sage 412, the INE 202 analyses the "Client Hello" mes-
sage 412 to determine a client identifier that identifies to
the INE 202 the client 102 that sent the message 412,
and a server identifier that identifies to the INE 202 the
server 104 (or equally the domain or sub domain) that
the client 102 believes it is establishing an SSL connec-
tion with. The INE 202 passes this information onto me-
diation control 304 in a first control message 414. For
example, the information identifying the particular client
102 may be a concatenation of the cipher suites list
and/or the extension types list given in SSL headers of
the "Client Hello" message 412. The concatenation may
be used by INE 202 to reliably discriminate between dif-
ferent clients (e.g. between client 102-X and client 102-
Y) because, typically, the concatenation of the cipher
suites list and the extension types list will be different for
different clients. For example, it may be known that a
particular client application (e.g. browser type a) sends
cipher suites { 1, 2 ,3 4 } in that order, a different client
application (e.g. bowser type b) sends cipher suites { 2,
3, 4, 5} in that order and a yet different client application
(e.g. browser type c) may send cipher suites { 2, 3, 1, 4 }
etc and likewise for extensions.
[0029] Accordingly, observed cipher suites or exten-
sions may be used to query a database of cipher suites
or extensions and the particular apps or devices known
to use those cipher suites or extensions in order to identify
the likely identity of the app or device using the observed
cipher suites or extensions. Although in theory different
clients (e.g. client 102-X and client 102-Y) may have the
same concatenation of cipher suites list and/or extension
types list, this situation will be rare.
[0030] Information identifying the server 104 (or equal-
ly the domain or sub domain) that the client 102 believes
it is establishing an SSL connection with is obtained from
the "Client Hello" message 412. For example, the server
identifier may be a Server Name Indication (SNI) exten-
sion of the "Client Hello" message 412. Alternatively, the
INE 202 may identify the server 104 with which the client
102 is attempting to establish a connection based on the
original destination address in an IP header of the IP
packet encapsulating the "Client Hello" message 412. In
either case, the identity of the server 104 may be obtained
from the request message 412. Alternatively, however,
the INE 202 may identify the server 104 with which the
client 102 is attempting to establish a secure connection
based on the original destination address (for example
the destination IP address) in the IP header of the IP
packet encapsulating the TCP SYN message 406, or the
TCP ACK acknowledgement message 410, or any other
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messages sent from the client 102 intended for the server
104 and intercepted by the INE 202. In this case, the INE
202 need not necessarily identify the server 104 with
which the client 102 is attempting to establish a secure
connection by analysing the "Client Hello" message 412
[0031] In response to receiving the first control mes-
sage 414, the mediation control 304 then checks 416 the
denied list 306 to see if the combination of client 102
identifier and server 104 identifier provided in the first
control message 414 has been recorded in the denied
list 306 as a combination that resulted in an SSL hand-
shake rejection. In the present example described with
reference to figures 2 to 4, the combination of client 102
identifier and server 104 identifier provided in the first
control message 414 is not present in the denied list. The
mediation component 304 therefore sends a second con-
trol message 418 to the INE 202 indicating that the com-
bination of the client 102 identifier and the server 104
identifier provided in the first control message 414 was
not found in the denied list 306, and hence that the INE
202 may proceed to issue a "Server hello" message 420
to the client 102.
[0032] Although in this example the combination of cli-
ent 102 identifier and server 104 identifier is compared
to entries in a denied list to determine whether or not the
INE 202 should issue "Server hello" message 420 to the
client 102, this need not necessarily be the case.
[0033] In one alternative example, the client 102 may
be an application that only has a limited number of serv-
ers 104 with which it can communicate. For example, an
application produced by the owners of a particular do-
main may be configured to only communicate with that
domain. The application may be known to not apply cer-
tificate pinning for all of the (limited number of) servers
with which it may communicate, and hence it may be
inferred that any client hello message 412 received from
this application may be replied to by the INE issuing a
server hello message 420 to the client 102. The applica-
tion may have an identifier that uniquely identifies the
application to the INE 202 and this identifier may be
stored in association with an indication that this applica-
tion will not adopt certificate pinning. Hence the INE 202
may determine based on the client identifier alone to is-
sue a server hello message 420 to the client 102. It will
therefore be appreciated that in such cases, the INE 202
need not determine the server 104 identity, nor compare
the combination of the client 102 identifier and the server
104 identifier to the denied list, in order to determine that
the INE 202 may proceed to issue a "Server hello" mes-
sage 420 to the client 102.
[0034] In another alternative example, the INE 202
may use the client 102 identifier to perform a lookup of
the client identity, for example the name of the client and
a particular version number of the client. For example, if
the client is a browser, the client identity may be "IEv11.0"
or the like. Client 102 identifiers may be stored in asso-
ciation with the corresponding client identity in a look-up
table accessible to the INE 202. The look-up table may

be, for example, pre-populated with client identities and
their associated client 102 identifiers (e.g. cypher suites
list and extension types list). If the INE 202 finds a match
of the determined client 102 identifier in the look up table,
the INE 202 may then extract the associated client 102
identity, and hence determine the identity of the client
102 sending "Client hello" message 412. Having deter-
mined the client 102 identity, the INE may then determine
the servers 104 with which the identified client 102 is
known to adopt certificate pinning. For example, this in-
formation may also be stored in the look-up table, or the
INE may look up this information from a different source.
The INE 202 may then determine whether or not to issue
a "Server hello" message 420 to the client accordingly.
For example, if the INE 202 determines that the identified
client 102 is not known to adopt certificate pinning (or
known not to adopt certificate pinning) for the server 104
with which the client 102 is attempting to establish a se-
cure communication, then the INE 202 may determine
to issue "Server hello" message 420 to the client.
[0035] In any case, in response to a determination that
the client 102 is not known to adopt certificate pinning
for the server 104, the mediation component 304 sends
a second control message 418 to the INE 202 indicating
that the INE 202 may proceed to issue a "Server hello"
message 420 to the client 102.
[0036] In response to receiving the second control
message 418, the INE 202 sends the "Server hello" mes-
sage 420, i.e. a message comprising information for the
client to use in establishing a secure connection with the
INE 202. The "Server hello" message 420 comprises the
INE’s choice of protocol version, a session ID, the cipher
suite selected by the INE, any extensions, and the INE’s
certificate.
[0037] Figure 3 illustrates the continuation of the sig-
nalling diagram of figure 2 according to an example in
the situation that the client 102 does not adopt certificate
pinning (indicated in the figures by a circled letter "A").
As such, the client 102 here is an example of client 102-
X as described above with reference to figure 1.
[0038] Referring now to figure 3, since the client 102
does not adopt certificate pinning, in response to receiv-
ing the "Server hello" message 420, (among other things)
the client 102 merely verifies that the certificate received
in the "Server hello" message 420 is signed by a certifi-
cate authority trusted by the client 102. If the certificate
authority that signed the INE’s 202 certificate is trusted
by the client 102, then the client 102 will continue with
the SSL handshake procedure by generating a so called
"pre-master secret" and sending it to INE 202 in "pre-
master secret" message 422. Hence, in this case where
the client 102 does not adopt certificate pinning, the client
102 continues the SSL handshake with INE 202, even
though the client believes it is conducting the SSL hand-
shake with server 104.
[0039] The client 102 and the INE 202 then use the
pre-master secret to compute, independently, a master
key with which communications between the client 102
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and INE 202 may be encrypted. The client 102 and INE
202 send further SSL messages 424 to each other to
indicate that the exchange was successful, and that fur-
ther communications from between them will be encrypt-
ed using the master key. The further SSL messages 424
conclude the SSL handshake, and the client 102 and the
INE 202 may now communicate application data secure-
ly.
[0040] The client 102, at some point, sends a request
message 426 (intended for server 104) to the INE 202,
for example providing application data to the server 104,
or requesting data from the server 104, or the like. For
example the request message 426 may be a HTTPS re-
quest message. The request message 426 is encrypted
by the client 102 using the master key associated with
the secure connection between client 102 and INE 202.
[0041] The INE 202 receives and decrypts the request
message 426 using the master key associated with the
secure connection between client 102 and INE 202. In
response to receiving the request message 426, the INE
202 establishes a TCP connection with the server 104
via a TCP handshake 428. The messages exchanged
between INE 202 and server 104 in TCP handshake 428
are similar to messages 406 to 410 exchanged between
client 102 and INE 202 (i.e. they are standard messages
of a TCP handshake), and so will not be described again.
The INE 202 may identify the server 104 with which it is
to establish a TCP connection based on the request mes-
sage 426 received from the client 102, for example, if the
message 426 is a HTTPS request message, by analysing
the host field of the HTTPS header of the (decrypted)
HTTPS request message. As another example, in the
case where a HTTP header is not found, or if the request
message 426 is a non-HTTP request, the INE 202 may
identify the server 104 with which it is to establish a TCP
connection based on the original destination address (for
example the destination IP address) in the IP header of
the IP packet encapsulating the TCP SYN message 406,
or the TCP ACK acknowledgement message 410, or any
other message sent from the client 102 intended for the
server 104 and intercepted by the INE 202. In another
example, the INE 202 may determine that the server with
which it is to establish a TCP connection is other than
the server 104 with which the client 102 was attempting
to establish a connection. This determination may be
made, for example, based on one or more policies avail-
able to the INE 202. For example, a policy may dictate
that the particular request message 426 is to be served
by a particular server. This determination may be made
based on other information, for example, traffic steering
information such as information relating to the date, time
of day, network congestion, client information, informa-
tion contained in the request message itself, or combi-
nation of such information. Therefore, although for sim-
plicity the remainder of this description refers to the ex-
ample of the server 104 being the server with which the
client 102 was attempting to establish a connection, it
will be appreciated that this need not necessarily be the

case.
[0042] Once a TCP connection is established between
INE 202 and server 104, the INE 202 establishes a secure
connection with server 104 via SSL handshake 430. The
SSL handshake 430 comprises communications be-
tween INE 202 and server 104 similar to the communi-
cations 412, and 420 to 424 described above between
client 102 and INE 202, and so will not be described
again.
[0043] The INE 202 need not necessarily be depend-
ent on receiving the request message 426 in order to
establish a TCP connection (and thereafter an SSL con-
nection) with the server 104. For example, if an SSL con-
nection is established between the client 102 and the INE
202, but the INE 202 does not receive a request message
426 from the client 102 within a certain time period, the
INE 202 may automatically establish a TCP connection
(and thereafter an SSL connection) with the server 104.
As explained above, the INE 202 may identify the server
104 with which to establish a TCP/SSL connection from
the original destination address (for example the desti-
nation IP address) in the IP header of the IP packet en-
capsulating the TCP SYN message 406, or the TCP ACK
acknowledgement message 410, or any other message
sent from the client 102 intended for the server 104 and
intercepted by the INE 202. In this case, the client 102
may send a request message 426 at a later stage, i.e.
after the secure connection between the INE 202 and
the server 104 has been established. This may also be
the case, for example, where the layer 7 protocol used
by the client 102 is not HTTP, for example if request mes-
sage 426 is non-HTTP.
[0044] Once a secure connection has been estab-
lished between INE 202 and server 104, the INE 202
forwards the request message 426 received from the cli-
ent 102 to the server 104 as forwarded request message
432 to the server 104. It will be appreciated that the for-
warded request message 432 is encrypted by the INE
202 according to the master key associated with the se-
cure connection between INE 202 and server 104, before
being sent to the server 104 as the forwarded request
message 432. Optionally, the INE 202 may perform a
function (not shown in figure 3) on the decrypted request
message 426 before sending it to the server 104 as the
forwarded message 432. The function may be any func-
tion of a HTTP proxy server. For example, the function
may be any function of a HTTP proxy, for example, re-
quest transformation, content caching, redirection, ac-
cess control and the like. For example, the performed
function may be to modify the request message 426 by
inserting data in and/or removing data from the request
message 426, or to analyse the request message 426 or
the content of the request message 426 and perform a
function based on the analysis, for example a request
screening service. Alternatively, the INE 202 may not an-
alyse or modify the request message 426. The analysis
and/or modification of the request message 426 (or lack
thereof) may be based, for example, on policies stored
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at or obtainable by the INE 202. These policies may be,
for example, specific to a specific client 102, user of the
client 102, user information associated with the user of
the client 102, other client 102 context information such
as location information or the like, or specific to a specific
time of day, date, or to a given network congestion infor-
mation or the like. The policies may also be specific to a
specific server 104 (or equally domain or subdomain
served thereby), or a specific combination of server 104
and client 102.
[0045] The server 104 receives the forwarded request
message 432, and decrypts it using the master key as-
sociated with the secure connection between the INE
202 and the server 104. The server 104 then analyses
the forwarded request message 432 and takes action as
appropriate. For example if the forwarded request mes-
sage 432 is a request for content, the server 104 retrieves
the requested content, and generates a response mes-
sage 434 comprising at least a portion of the requested
content.
[0046] In response to receiving the message 432, the
server 104 sends a response message 434 (intended for
client 102) to INE 202, encrypted by the server 104 ac-
cording to the master key associated with the secure con-
nection between INE 202 and server 104.
[0047] In response to receiving the response message
434, the INE decrypts the message 434 according to the
master key associated with the secure connection be-
tween INE 202 and server 104. Optionally, the INE 202
may then perform a function 436 on the decrypted re-
sponse message 434. The function 436 may be any func-
tion of a HTTP proxy, for example, response transforma-
tion, content caching, redirection, access control and the
like. For example, the INE 202 may modify the response
message 434 by inserting data in and/or removing data
from the response message 434, or analyse the re-
sponse message 434 or the content of the response mes-
sage 434 and perform a function based on the analysis,
for example a content screening service. Alternatively,
the INE 202 may not analyse or modify the response
message 434. The analysis and/or modification of the
response message 434 (or lack thereof) may be based,
for example, on policies stored at or obtainable by the
INE 202. These policies may be, for example, specific to
a specific client 102, user of the client 102, user informa-
tion associated with the user of the client 102, other client
102 context information such as location information or
the like, or specific to a specific time of day, date, or to a
given network congestion information or the like. The pol-
icies may also be specific to a specific server 104 (or
equally domain or subdomain served thereby), or a spe-
cific combination of server 104 and client 102. The poli-
cies may be the same as, related to, or different from,
the policies mentioned above with respect to the decrypt-
ed request message 426.
[0048] The INE 202 encrypts the modified (or other-
wise) response according to the master key associated
with the secure connection between INE 202 and client

102 and sends it to client 102 as a message 438.
[0049] The client 102 receives and decrypts message
438 according to the master key associated with the se-
cure connection between INE 202 and client 102, and
takes action based on the message 438. For example,
the message 438 may contain at least a portion of the
content requested by the client 102 in request message
426, and so the client may analyse the message 438 to
obtain the content and utilise it.
[0050] In the example of figure 3 (i.e. situation "A") de-
scribed above, the client 102 did not adopt certificate
pinning. As a result, the client 102 accepted the certificate
provided to it by the INE 202, even though it was asso-
ciated with the INE 202 and not the server 104 with which
the client 102 believed it was communicating securely,
and hence the INE 202 was able to successfully trans-
parently mediate secure communications between the
client 102 and the server 104.
[0051] Figure 4 illustrates the continuation of the sig-
nalling diagram of figure 2 in the situation that the client
102 does adopt certificate pinning (the situation indicated
in the figures by a circled letter "B"). As such, the client
102 here is an example of client 102-Y as described
above with reference to figure 1.
[0052] Referring now to figure 4, since the client 102
does adopt certificate pinning, in response to receiving
the "Server hello" message 420 illustrated in figure 2, the
client 102 checks the certificate included in the "Server
hello" message 420 against preconfigured data about
the certificate of the server 104 with which it believes it
is communicating. For example, the client 102 may have
stored a hash value of the SPKI field of the genuine cer-
tificate of the server 104. If the client 102 does have stored
data of the genuine certificate of the server 104, the client
102 compares the stored data with the INE’s certificate.
For example, the client 102 may calculate a hash value
of the SPKI field of the INE’s certificate received in the
"Server hello" message 420, and compare it to the stored
hash value of the SPKI field of the genuine certificate of
the server 104. In the present example, the values will
not match, and so the client 102 will not verify the au-
thenticity of the certificate provided by the INE 202 in
"Server hello" message 420, and hence will reject the
SSL handshake.
[0053] The client sends an alert message 514 to INE
202 indicating that the SSL handshake has been reject-
ed. The alert message 514 may be in the form of an SSL
Alert message, for example. The alert message 514 may
alternatively or additionally be in the form of a TCP Reset
message to the INE 202 to reset the TCP connection
between the client 102 and the INE 202, or a TCP close
message to the INE 202 to close the TCP connection
between the client 102 and the INE 202. Any one of a
SSL Alert message, a TCP reset message, and a TCP
close message is indicative that the SSL handshake will
not proceed. The failed connection between the client
102 and the INE 202 is unrecoverable and is dropped.
[0054] In response to receiving alert message 514, the
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INE 202 sends a third control message 516 to mediation
component 304 to inform it that the SSL handshake for
the present combination of client 102 and server 202 has
been rejected. The third control message 514 may com-
prise, for example, information identifying the client 102
(for example a concatenation of the cipher suites list and
the extension types list given in message 504), informa-
tion identifying the server 104 (or equally the domain or
sub domain) that the client 102 attempted to establish a
secure connection with, and an indication that the com-
bination resulted in failure of the SSL handshake. The
failure of the SSL handshake in the manner described
above is indicative of the rejection of the INE’s certificate
due to certificate pinning by the client 102, because there
is no other reasonable cause for the client 102 to reject
at this stage of the handshake where the INE’s certificate
is itself technically valid, and the overall SSL handshake
protocol is otherwise correct.
[0055] Mediation component 304 communicates 518
with denied list 306 to store the information provided in
the third control message 514 in denied list 306, i.e. to
update the denied list with the client 102/server 104 com-
bination. For example, the denied list may store in asso-
ciation the information identifying the client 102 (for ex-
ample a concatenation of the cipher suites list and the
extension types list given in message 504), and informa-
tion identifying the server 104 (or equally the domain or
sub domain) that the client 102 attempted to establish a
secure connection with.
[0056] The inclusion of a particular client 102/server
104 combination on the denied list 306 indicates, for ex-
ample, that the particular client 102 uses certificate pin-
ning for that particular server 104 (or equally domain or
subdomain), and hence mediation of secure communi-
cations there between by a INE 202 will likely be unsuc-
cessful. This inference can be extended to all instances
of the particular client 102/server 104 combination, re-
gardless of the particular UE 302-A, 302-B, 302-C on
which the client 102 is running, or which particular infra-
structure the server 104 (or equally domain or sub-do-
main) is running.
[0057] As a result, (as is described in more detail be-
low) in future mediations, the mediation control 304 may
refer to the denied list to determine if mediation between
a particular combination of client 102 and server 104 will
likely result in a failed handshake, and hence that it
should not attempt to mediate communications between
a given client 102 and server 104.
[0058] The way in which the INE 202 may use the de-
nied list 306 to avoid such secure connection failure ac-
cording to an example will now be described with refer-
ence to figure 5.
[0059] Figure 5 illustrates schematically a signalling di-
agram of the communications between a client 102, INE
102, mediation function 304, denied list 306 and server
104 according to an example.
[0060] Referring to figure 5, in a similar way to as de-
scribed above with reference to figure 2, client 102 es-

tablishes a TCP connection with INE 202 via TCP hand-
shake 602. It should be noted again that although a TCP
connection between the client 102 and the INE 202 has
been established, the client 102 believes that it has es-
tablished a TCP connection with the server 104.
[0061] The client 102 then, in an attempt to establish
a secure connection with server 104, sends Client hello
message 604, which is received (intercepted) by INE
202. The Client hello message 604 comprises informa-
tion on a cipher suites list, and a client hello extensions
list being used by the client.
[0062] The INE 202 analyses the ’Client hello’ mes-
sage 604 and extracts information identifying the client
102 that sent the message 604 (for example a concate-
nation of the cipher suites list and the extension types
list given in message 604), as well as information iden-
tifying the server 104 (or equally the domain or sub do-
main) that the client 102 believes it is establishing a se-
cure connection with. This extracted information is then
passed onto mediation control 304 in a first control mes-
sage 606.
[0063] In response to receiving the first control mes-
sage 606, the mediation control component 304 checks
608 the denied list 306 to see if the combination of client
102 identity and server 104 identity provided in message
606 has been recorded in the denied list 306 as a com-
bination that resulted in an SSL handshake rejection. In
the present example described with reference to figure
5, the combination of client 102 identity and server 104
identity provided in message 606 is present in the denied
list 306. This may be because INE 202 has previously
attempted, and failed, to mediate secure communica-
tions between the identified client 102/server 104 com-
binations. Alternatively, this may be because denied list
306 has been pre-populated, for example remotely, with
client 102/server 104 combinations that are known to re-
sult in failed SSL handshakes, or that have been recorded
by other proxies 202 as combinations that have resulted
in a failed SSL handshake. In any case, in response to
the combination of client 102 identity and server 104 iden-
tity provided in message 606 being present in the denied
list 306, the mediation control component 304 sends a
second control message 610 to the INE 202 indicating
that the combination of the client 102 identity and the
server 104 identity provided in message 506 was found
in the denied list 306, and hence that the INE 202 should
not proceed to issue a "Server hello" message to the
client 102.
[0064] Although in this example the combination of cli-
ent 102 identifier and server 104 identifier is compared
to entries in a denied list to determine whether or not the
INE 202 should issue "Server hello" message to the client
102, this need not necessarily be the case.
[0065] In one alternative example, the client 102 may
be an application that only has a limited number of serv-
ers 104 with which it can communicate. For example, an
application produced by the owners of a particular do-
main may be configured to only communicate with that
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domain. The application may be known to apply certifi-
cate pinning for all of the (limited number of) servers with
which it may communicate, and hence it may be inferred
that any client hello message 604 received from this ap-
plication should not be replied to by the INE issuing a
server hello message to the client 102. The application
may have an identifier that uniquely identifies the appli-
cation to the INE 202 and this identifier may be stored in
association with an indication that this application adopts
certificate pinning for all servers with which it may com-
municate. For example, a denied client list, may be pre-
populated with client 102 identifiers for applications
known to adopt certificate pinning for all servers with
which the respective applications communicate. The INE
202 may first compare a determined client 102 identifier
with client identifiers in the denied client list to determine
whether or not the client 102 adopts certificate pinning.
Hence the INE 202 may determine based on the client
102 identifier alone to not issue a server hello message
to the client 102. It will therefore be appreciated that in
such cases, the INE 202 need not determine the server
104 identity, nor compare the combination of the client
102 identifier and the server 104 identifier to the denied
list, in order to determine that the INE 202 should not
issue a Server hello message to the client 102.
[0066] In another alternative example, the INE 202
may use the client 102 identifier to perform a lookup of
the client identity, for example the name of the client and
a particular version number of the client. For example, if
the client is a browser, the client identity may be "IEv11.0"
or the like. Client 102 identifiers may be stored in asso-
ciation with the corresponding client identity in a look-up
table accessible to the INE 202. The look-up table may
be, for example, pre-populated with client identities and
their associated client 102 identifiers (e.g. cypher suites
list and extension types list). If the INE 202 finds a match
of the determined client 102 identifier in the look up table,
the INE 202 may then extract the associated client 102
identity, and hence determine the identity of the client
102 sending client hello message 412. Having deter-
mined the client 102 identity, the INE may then determine
the servers 104 with which the identified client 102 is
known to adopt certificate pinning. For example, this in-
formation may also be stored in the look-up table, or the
INE may look up this information from a different source.
The INE 202 may then determine whether or not to issue
a "Server hello" message to the client accordingly. For
example, if the INE 202 determines that the identified
client 102 is known to adopt certificate pinning for the
server 104 with which the client 102 is attempting to es-
tablish a secure communication, then the INE 202 may
determine not to issue a "Server hello" message to the
client 102.
[0067] In any case, in response to an indication that
the client 102 does adopt certificate pinning for the server
104 with which the client 102 is attempting to establish
a secure connection, the mediation control component
304 sends a second control message 610 to the INE 202

indicating that the INE 202 should not proceed to issue
a "Server hello" message to the client 102.
[0068] In response to receiving the second control
message 610, the INE establishes a TCP connection with
server 104 via TCP handshake 612.
[0069] Once the TCP connection between INE 202 and
server 104 is established, the INE 202 forwards the "Cli-
ent Hello" message 604 to server 104 as forwarded "Cli-
ent Hello" message 614.
[0070] In response to receiving the forwarded "Client
Hello" message 614, the server 104 sends "Server hello"
message 616 to the INE 202. The "Server hello" message
616 comprises the server’s choice of protocol version, a
session ID, the cipher suite selected by the server, any
extensions, and the server’s certificate.
[0071] In response to receiving "Server hello" message
616, the INE 202 forwards the "Server hello" message
616 to the client 102 as forwarded "Server hello" mes-
sage 618.
[0072] In response to receiving the message 618, the
client 102 (which adopts certificate pinning) checks the
certificate included in the message 618 against precon-
figured data about the certificate of the server 104 with
which it believes it is communicating. For example, the
client 102 may calculate a hash value of the SPKI field
of the certificate received in message 618, and compare
it to a stored hash value of the SPKI field of the genuine
certificate of the server 104. In the present example, the
certificate provided in message 618 is the genuine cer-
tificate of the server 104, and so the client 102 will suc-
cessfully authenticate the certificate provided by the INE
202 in message 618. The client 102 and the server 104
therefore proceed to exchange messages 620 to com-
plete the SSL handshake, and hence establish a secure
SSL connection there between.
[0073] Once the SSL connection has been established
between client 102 and server 104, the client 102 and
server 104 proceed to exchange application data 622,
for example, the client may send a HTTPS content re-
quests, and in response the server 104 may send an
associated HTTPS response, including at least a portion
of the requested content.
[0074] Note that the messages 620 and 622 are sent
via the INE 202, i.e. the INE 202 forwards the messages
620 to their intended destination, but the INE 202 does
not terminate the SSL connection between the client 102
and server 104. In other words, the communications be-
tween client 102 and server 104 bypass the INE 202, and
no SSL/TLS functionality is invoked at the INE 202. How-
ever, the INE 202 still terminates the TCP connection
between the client 102 and the server 104, i.e. there is
one TCP connection between the client 102 and the INE
202, and another, separate TCP connection between the
INE 202 and the server 104, over both of which the mes-
sages 602 and 622 are communicated.
[0075] Advantageously, by referring to the denied list
306 as described above, the INE 202 can predict whether
a given client 102/server 104 combination will likely result
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in a rejection of an SSL handshake between the INE 202
and the client 102, and hence determine whether or not
the INE 202 should attempt to terminate an SSL connec-
tion between the client 102 and the server 104. This al-
lows for the INE 202 to INE SSL traffic transparently,
even for clients 102 that adopt certificate pinning.
[0076] Figure 6 illustrates schematically a flow diagram
of steps of method for controlling secure communications
in a communications network according to an example
of the present invention.
[0077] Referring now to figure 6, at step S802, the
method comprises receiving, at an intermediate network
element (INE) 202, a request from a client 102 to estab-
lish a secure connection between the client 102 and a
server 104 identified in the request. This request may be
for example, a client hello message of an SSL/TLS hand-
shake to set up a secure SSL/TLS connection.
[0078] At step S804, the method comprises analysing
the received request to determine a client identifier iden-
tifying the client 102 to the INE 202. For example, the
client identifier may be a concatenation of cypher suites
list and an extension types list of the client hello message.
The step S804 also comprises determining a server iden-
tifier identifying the server 104 to the INE 202. For exam-
ple, the server identifier may be obtained from the Server
Name Indication extension field of the client hello mes-
sage, or from the destination IP address of the client hello
message, or from the destination IP address of the IP
packet encapsulating any TCP message sent from the
client 102 intended for the server 104.
[0079] At step S806, the method comprises determin-
ing whether a combination of the determined client iden-
tifier and the determined server identifier is included in a
blacklist (also referred to herein as denied list 306);
[0080] At step S808, the method comprises, respon-
sive to a determination that the combination is included
in the blacklist, forwarding the received request on to the
server 104.
[0081] At step S810, the method comprises, respon-
sive to a determination that the combination is not includ-
ed in the blacklist, sending to the client 102, in response
to the received request, a first message comprising in-
formation for the client 102 to use in establishing a secure
connection with the INE 202. For example, this message
may be a "server hello" message of an SSL/TLS hand-
shake between the client 102 and the INE 202, and may
therefore include the INE’s certificate.
[0082] At step 812, the method comprises determining
whether there is an indication that the client 102 rejects
the message comprising information for the client 102 to
use in establishing a secure connection with the INE 202.
For example, it may be determined at the INE that the
client 102 rejects the SSL/TLS handshake with the INE
202 by receiving an SSL alert message from the client
102. On the other hand, it may be determined at the INE
202 that the client 102 accepts the message comprising
information for the client 102 to use in establishing a se-
cure connection with the INE 202 by receiving a message

from the client 102 continuing the SSL/TLS handshake,
for example by receiving a "pre-master secret" message
from the client 102.
[0083] At step S814, the method comprises, respon-
sive to an indication that the client rejects the message
comprising information for the client 102 to use in estab-
lishing a secure connection with the INE 202, updating
the blacklist with the combination of client identifier server
identifier determined in S804.
[0084] At step S816, the method comprises, respon-
sive to an indication that the client accepts the message
comprising information for the client 102 to use in estab-
lishing a secure connection with the INE 202, not updat-
ing the blacklist with the combination and proceeding to
mediate secure communications between the client 102
and the INE 202.
[0085] Figure 7 is a schematic diagram of the compo-
nents of a computer 700 on which the INE 202 may be
implemented according to an example.
[0086] The computer 700 comprises processor 704,
functionally connected to memory 702. The processor
704 is functionally connected to communications inter-
face 780. The communications interface 708 communi-
cates with UE 302-A, 302-B, 302-C, and server 104-A,
104-B, over a communications path, for example com-
prising a mobile network and components thereof (not
shown) and/or a communication networks such as the
internet 308.
[0087] The memory 702 stores denied list 306 and/or
a computer program to cause the computer 700 to im-
plement functions of the INE 202. The processor 704
processes data so as to implement, utilising memory 702
and communications interface 708, the functions of the
INE 202, for example, proxy functions, traffic mediation
functions and/or mediation control 304 functions as de-
scribed above.
[0088] It should be noted that although in the above
reference is made to handshakes and connections ac-
cording to the SSL protocol, other protocols may equally
be used instead or in addition, such as Transport Layer
Security (TLS) protocol, or any protocol in which a cli-
ent/server handshake occurs before a connection is es-
tablished there between.
[0089] In the above description, an INE 202 deter-
mined, based at least on a client identifier, whether to
attempt to establish a first end-to-end secure connection
between the client 102 and the INE 202. However, this
need not necessarily be the case. In other examples, the
client identifier is used to determine the identity of the
client 102, as described below.
[0090] For example, as above, a client 102 sends a
request (intended for a server 104) to establish a secure
connection between the client 102 and the server 104.
As above, this request may be a "client hello" message
of a SSL or a TLS handshake, and comprise a cypher
suites list and an extension types list. As above, an INE
202 receives (intercepts) this request message, and
analyses it to determine a client identifier. For example,
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the determined client identifier may be a concatenation
of the cypher suites list and the extension types list in-
cluded in the received (intercepted) "client hello" mes-
sage. As mentioned above, typically, the concatenation
of the cipher suites list and the extension types list will
be different for different clients, and so may be reliably
used as a client identifier.
[0091] The INE 202 determines, based on the deter-
mined client identifier, an identity of the client 102. For
example, the INE 202 has access to a data structure,
such as a prestored table, comprising one or more client
identifiers, each stored in association with a correspond-
ing client identity.
[0092] The identity of the client 102 may be, for exam-
ple, the name of the client 102, for example "Internet
Explorer" (note "Internet Explorer" is a registered trade
mark) or a shortened version of the client name such as
"IE" or any representation thereof. The identity of the cli-
ent 102 may comprise more specific information, such
as a version number of the specific client 102 or the like.
For example the identity of the client 102 may be "Internet
Explorer v11.0" or the like, or a shortened version thereof
such as "IEv11.0" or any representation thereof. The ta-
ble is pre-populated with client identities (such as a client
102 name and version number) and their associated cli-
ent identifier. For example, it may be determined in ad-
vance that a certain version of a certain client 102 will
provide a certain cypher suites list and extension types
list in a "client hello" message that it issues, and hence
that the concatenation of the certain cypher suites list
and extension types list is to be associated in the table
with the certain version of the certain client 102.
[0093] The INE 202 compares the determined client
identifier derived from the received (intercepted) mes-
sage with client identifiers included in the table. If the
determined client identifier matches a client identifier in-
cluded in the table, then the INE 202 may determine that
the identity of the client 102 is that identity in the table
associated with the matched client identifier.
[0094] In such a way, the INE 202 can determine, for
example from the "client hello" message alone, the iden-
tity of the client 102 sending the "client hello" message.
As described above, the client 102 may be any applica-
tion, such as a web browser or the like, running on a user
equipment 302. A given user equipment 302 may run
more than one client simultaneously, or at different times,
and hence it will be appreciated that a user equipment
identifier or user equipment identity may be of limited use
with respect to identifying a particular client 102. Identi-
fying the particular client 102 that has sent a request for
secure communications (e.g. a "client hello" message of
an SSL or TLS handshake) has many useful applications,
for example for use in determining a policy to apply in
further communications with the particular client 102.
[0095] The table may be stored at the INE 202, or may
alternatively be stored elsewhere and accessible to the
INE 202. The table may be continuously updated accord-
ing to additional clients 102 or versions of existing clients

102 coming into use, or according to changes in the client
identifier for a given client 102. If the INE 202 does not
find a match in the table for a client identifier derived from
a received message, the INE may flag, or otherwise alert,
a system administrator that the particular client identifier
is not included in the table, and hence that the table
should be updated.
[0096] The table may also comprise client attributes
associated with a client identity. For example, the table
may indicate the type of client, for example "web brows-
er", "mobile application", or an operating system with
which the particular client is associated, or any other at-
tributes associated with a particular client.
[0097] In some rare cases, one client identifier may
map onto more than one client identity. In these rare cas-
es, the INE 202 may determine a plurality of possible
identities of the client that sent the received (intercepted)
message.
[0098] In one example, two versions of the same par-
ticular client may have the same concatenation of cypher
suites list and an extension types list. In this example,
the INE 202 can still determine the client name (as it is
common to both versions) and hence the identity of the
client 102.
[0099] In another example, two different clients 102
may have the same concatenation of cypher suites list
and/or an extension types list, and hence the INE 202
may determine that the identity of the client 102 may be
one of two possibilities. In one example, additional infor-
mation may then be used to determine which of the two
possibilities is most likely to be the identity of the client
102. For example, the INE 202 may use information on
the popularity, or total usage, of each client 102 to inform
a determination of which of the two possibilities is most
likely to be the client identity 102. Alternatively, having
two possible client identities still excludes all other client
identities from being considered as the identity of the
client 102 that sent the request message, and hence even
having two possible client identities can be useful, for
example in making policy decisions based on the identity
of the client.
[0100] It will be appreciated that the above described
method of determining a client identity from a client iden-
tifier need not necessarily be conducted at the INE 202.
Alternatively, the method could be conducted at the serv-
er 104. In this case, a request from the client to establish
secure communications between the client 102 and the
server 104 is received at the server 104, and the server
104 analyses the received request to determine a client
identifier. The server 104 then determines, based on the
determined client identifier, an identity of the client 102,
similarly to as described above. In this example, the table
would be accessible to the server 104. In this example
therefore, there is no need for the INE 202.
[0101] The above examples are to be understood as
illustrative examples. It is to be understood that any fea-
ture described in relation to any one example may be
used alone, or in combination with other features de-

19 20 



EP 3 142 327 B1

12

5

10

15

20

25

30

35

40

45

50

55

scribed, and may also be used in combination with one
or more features of any other of the examples, or any
combination of any other of the examples. Furthermore,
equivalents and modifications not described above may
also be employed without departing from the scope of
the invention, which is defined in the accompanying
claims.

Claims

1. A method for controlling secure communications in
a communications network (1) comprising a client
(102-X, 102-Y), one or more servers (104-A, 104-B)
and an intermediate network element (202) between
the client (102-X, 102-Y) and the one or more servers
(104-A, 104-B), the method comprising, at the inter-
mediate network element, INE, (202):

receiving a request (412) from the client (102-
X, 102-Y) to establish a secure connection be-
tween the client (102-X, 102-Y) and a first server
(104-A, 104-B));
analysing the received request (412) to deter-
mine a client identifier identifying the client (102-
X, 102-Y) to the INE (202);
determining based at least on the determined
client identifier whether to attempt to establish
a first end-to-end secure connection between
the client (102-X, 102-Y) and the INE (202);
responsive to a determination not to attempt to
establish a first end-to-end secure connection
between the client (102-X, 102-Y) and the INE
(202), forwarding the received request on to a
second server (104-A, 104-B); and
responsive to a determination to attempt to es-
tablish a first end-to-end secure connection be-
tween the client (102-X, 102-Y) and the INE
(202),
sending to the client (102-X, 102-Y), in response
to the received request (412), a first message
(420) comprising information for the client (102-
X, 102-Y) to use in establishing a secure con-
nection with the INE (202)
responsive to a determination that the client
(102-X, 102-Y) accepts the first message (420):

establishing the first end-to-end secure con-
nection between the INE (202) and the client
(102-X, 102-Y); and
establishing a second end to end secure
connection between the INE (202) and the
second server (104-A, 104-B);

wherein determining whether to attempt to es-
tablish a first end-to-end secure connection be-
tween the client (102-X, 102-Y) and the INE
(202) comprises determining whether the client

adopts certificate pinning for the first server
(104-A, 104-B).

2. The method according to claim 1, the method com-
prising:
determining a server identifier identifying the first
server (104-A, 104-B) to the INE (202); and
wherein the determining whether to attempt to es-
tablish a first end-to-end connection is based on a
combination of the determined client identifier and
the determined server identifier.

3. The method according to claim 2, wherein the first
server (104-A, 104-B) and the second server (104-
A, 104-B) are the same.

4. The method according to any one of claim 1 to claim
3, the method comprising:
further to the forwarding of the received request on
to the second server (104-A, 104-B):

receiving, from the second server (104-A, 104-
B), a second message (616) comprising infor-
mation for the client (102-X, 102-Y) to use in
establishing a secure connection with the sec-
ond server (104-A, 104-B); and
forwarding the second message (616) on to the
client (102-X, 102-Y).

5. The method according to claim 4, the method com-
prising:

forwarding subsequent communications from
the client (102-X, 102-Y) to the second server
(104-A, 104-B) unaltered; and
forwarding subsequent communications from
the second server (104-A, 104-B) to the client
(102-X, 102-Y) unaltered.

6. The method according to any one of claim 1 to claim
3, the method comprising:
modifying, at the INE (202), one or more subsequent
communications between the client (102-X, 102-Y)
and the second server (104-A, 104-B).

7. The method of any one of claim 2 to claim 6, wherein:
determining based on a combination of the deter-
mined client identifier and the determined server
identifier whether to attempt to establish a first end-
to-end secure connection between the client (102-
X, 102-Y) and the INE (202) comprises determining
whether the combination is included in a list of com-
binations accessible by the INE (202).

8. The method of claim 7, further comprising:

determining that the client (102-X, 102-Y) has
rejected the first message (420); and
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responsive to determining that the client (102-
X, 102-Y) has rejected the first message (420),
updating the list with the combination, wherein
the list is a list of combinations for which an at-
tempt to establish a first end-to-end secure con-
nection between the client (102-X, 102-Y) and
the INE (202) should not be made.

9. The method according to claim 8, wherein the deter-
mining whether the client (102-X, 102-Y) rejects the
first message (420) is based on receiving a fourth
message, from the client (102-X, 102-Y), indicating
whether the client (102-X, 102-Y) rejects or accepts
the first message; or
wherein the determining whether the client (102-X,
102-Y) rejects the first message (420) is based on
receiving a fourth message, from the client (102-X,
102-Y), indicating whether the client (102-X, 102-Y)
rejects or accepts the first message, and wherein if
the fourth message is an SSL Alert message, then
it is determined that the client (102-X, 102-Y) rejects
the first message (420), and if the fourth message
is a "pre-master secret" message of a SSL/TLS
handshake, then it is determined that the client (102-
X, 102-Y) accepts the first message (420).

10. The method according to any preceding claim, the
method comprising establishing a Transmission
Control Protocol, TCP, connection between the cli-
ent (102-X, 102-Y) and the INE (202); and/or
wherein the INE (202) is a proxy server; and/or
wherein the received request (412) is a "client hello"
message of a Secure Sockets Layer, SSL, or a
Transport Layer Security, TLS, handshake; or
wherein the received request (412) is the or a "client
hello" message of a Secure Sockets Layer, SSL, or
a Transport Layer Security, TLS, handshake and
wherein the client identifier is a concatenation of a
cypher suites list and an extension types list of the
"client hello" message.

11. The method according to any one of claim 2 to claim
10, wherein the server identifier identifying the server
(104-A, 104-B) to the INE (202) is determined by
analysing the received request (412); or
wherein the server identifier identifying the server
(104-A, 104-B) to the INE (202) is determined by
analysing the received request (412) and wherein
the server identifier is a Server Name Indication, SNI,
extension of the received request (412).

12. The method according to any preceding claim,
wherein the first message (420) is a "server hello"
message of a SSL or TLS handshake associated
with the INE (202); or
wherein the first message (420) is the or a "server
hello" message of a SSL or TLS handshake associ-
ated with the INE (202) and the "server hello" mes-

sage comprises a certificate associated with the INE
(202); and/or
wherein the secure connection between the INE
(202) and the client (102-X, 102-Y) is one of a Secure
Sockets Layer, SSL, connection and a Transport
Layer Security, TLS, connection; and/or
wherein the client (102-X, 102-Y) is an application
running on a user equipment (302-A, 302-B, 302-C).

13. An apparatus (202) comprising a processing system
arranged to implement the method of any one of
claims 1 to 12.

14. A computer readable medium with a set of instruction
stored thereon, which, when executed by a process-
ing system (202), causes the system (202) to imple-
ment the method of any one of claims 1 to 12.

Patentansprüche

1. Verfahren zum Steuern sicherer Kommunikationen
in einem Kommunikationsnetzwerk (1), das einen
Client (102-X, 102-Y), einen oder mehrere Server
(104-A, 104-B) und ein Zwischennetzwerkelement
(202) zwischen dem Client (102-X, 102-Y) und dem
einen oder den mehreren Servern (104-A, 104-B)
umfasst, das Verfahren umfassend, an dem Zwi-
schennetzwerkelement, INE (intermediate network
element), (202):

Empfangen einer Anforderung (412) von dem
Client (102-X, 102-Y), eine sichere Verbindung
zwischen dem Client (102-X, 102-Y) und einem
ersten Server (104-A, 104-B) aufzubauen;
Analysieren der empfangenen Anforderung
(412), um einen Client-Identifikator zu bestim-
men, der den Client (102-X, 102-Y) gegenüber
dem INE (202) identifiziert;
Bestimmen basierend auf zumindest dem be-
stimmten Client-Identifikator, ob versucht wer-
den soll, eine erste sichere Ende-zu-Ende-Ver-
bindung zwischen dem Client (102-X, 102-Y)
und dem INE (202) aufzubauen;
als Reaktion auf eine Bestimmung, nicht zu ver-
suchen, eine erste sichere Ende-zu-Ende-Ver-
bindung zwischen dem Client (102-X, 102-Y)
und dem INE (202) aufzubauen, Weiterleiten
der empfangenen Anforderung an einen zwei-
ten Server (104-A, 104-B); und
als Reaktion auf eine Bestimmung, zu versu-
chen, eine erste sichere Ende-zu-Ende-Verbin-
dung zwischen dem Client (102-X, 102-Y) und
dem INE (202) aufzubauen,
Senden, als Antwort auf die empfangene Anfor-
derung (412), einer ersten Nachricht (420) an
den Client (102-X, 102-Y), die Informationen für
den Client (102-X, 102-Y) umfasst, die beim Auf-
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bauen einer sicheren Verbindung mit dem INE
(202) zu verwenden sind
als Reaktion auf eine Bestimmung, dass der Cli-
ent (102-X, 102-Y) die erste Nachricht (420) ak-
zeptiert:

Aufbauen der ersten sicheren Ende-zu-En-
de-Verbindung zwischen dem INE (202)
und dem Client (102-X, 102-Y); und
Aufbauen einer zweiten sicheren Ende-zu-
Ende-Verbindung zwischen dem INE (202)
und dem zweiten Server (104-A, 104-B);

wobei Bestimmen, ob versucht werden soll, eine
erste sichere Ende-zu-Ende-Verbindung zwi-
schen dem Client (102-X, 102-Y) und dem INE
(202) aufzubauen, Bestimmen umfasst, ob der
Client Zertifikat-Pinning für den ersten Server
(104-A, 104-B) anwendet.

2. Verfahren nach Anspruch 1, das Verfahren umfas-
send:

Bestimmen eines Server-Identifikators, der den
ersten Server (104-A, 104-B) gegenüber dem
INE (202) identifiziert; und
wobei das Bestimmen, ob versucht werden soll,
eine erste Ende-zu-Ende-Verbindung aufzu-
bauen, auf einer Kombination des bestimmten
Client-Identifikators und des bestimmten Ser-
ver-Identifikators basiert.

3. Verfahren nach Anspruch 2, wobei der erste Server
(104-A, 104-B) und der zweite Server (104-A, 104-
B) derselbe sind.

4. Verfahren nach einem der Ansprüche 1 bis 3, das
Verfahren umfassend:
nach dem Weiterleiten der empfangenen Anforde-
rung an den zweiten Server (104-A, 104-B):

Empfangen einer zweiten Nachricht (616) von
dem zweiten Server (104-A, 104-B), die Infor-
mationen für den Client (102-X, 102-Y) umfasst,
die beim Aufbauen einer sicheren Verbindung
mit dem zweiten Server (104-A, 104-B) zu ver-
wenden sind; und
Weiterleiten der zweiten Nachricht (616) an den
Client (102-X, 102-Y).

5. Verfahren nach Anspruch 4, das Verfahren umfas-
send:

Weiterleiten nachfolgender Kommunikationen
von dem Client (102-X, 102-Y) an den zweiten
Server (104-A, 104-B) unverändert; und
Weiterleiten nachfolgender Kommunikationen
von dem zweiten Server (104-A, 104-B) an den

Client (102-X, 102-Y) unverändert.

6. Verfahren nach einem der Ansprüche 1 bis 3, das
Verfahren umfassend:
Modifizieren einer oder mehrerer nachfolgender
Kommunikationen zwischen dem Client (102-X,
102-Y) und dem zweiten Server (104-A, 104-B) am
INE (202).

7. Verfahren nach einem der Ansprüche 2 bis 6, wobei:
Bestimmen basierend auf einer Kombination des be-
stimmten Client-Identifikators und des bestimmten
Server-Identifikators, ob versucht werden soll, eine
erste sichere Ende-zu-Ende-Verbindung zwischen
dem Client (102-X, 102-Y) und dem INE (202) auf-
zubauen, Bestimmen umfasst, ob die Kombination
in einer Liste von Kombinationen eingeschlossen ist,
auf die das INE (202) zugreifen kann.

8. Verfahren nach Anspruch 7, weiter umfassend:

Bestimmen, dass der Client (102-X, 102-Y) die
erste Nachricht (420) zurückgewiesen hat; und
als Reaktion auf Bestimmen, dass der Client
(102-X, 102-Y) die erste Nachricht (420) zurück-
gewiesen hat, Aktualisieren der Liste mit der
Kombination, wobei die Liste eine Liste von
Kombinationen ist, für die ein Versuch, eine ers-
te sichere Ende-zu-Ende-Verbindung zwischen
dem Client (102-X, 102-Y) und dem INE (202)
aufzubauen, nicht unternommen werden sollte.

9. Verfahren nach Anspruch 8, wobei das Bestimmen,
ob der Client (102-X, 102-Y) die erste Nachricht
(420) zurückweist, auf Empfangen einer vierten
Nachricht von dem Client (102-X, 102-Y) basiert, die
angibt, ob der Client (102-X, 102-Y) die erste Nach-
richt zurückweist oder akzeptiert; oder
wobei das Bestimmen, ob der Client (102-X, 102-Y)
die erste Nachricht (420) zurückweist, auf Empfan-
gen einer vierten Nachricht, von dem Client (102-X,
102-Y), basiert, die angibt, ob der Client (102-X, 102-
Y) die erste Nachricht zurückweist oder akzeptiert,
und wobei, wenn die vierte Nachricht eine SSL Alert-
Nachricht ist, dann bestimmt wird, dass der Client
(102-X, 102-Y) die erste Nachricht (420) zurück-
weist, und wenn die vierte Nachricht eine "pre-mas-
ter secret"-Nachricht eines SSL/TLS-Handshakes
ist, dann bestimmt wird, dass der Client (102-X, 102-
Y) die erste Nachricht (420) akzeptiert.

10. Verfahren nach einem der vorstehenden Ansprüche,
wobei das Verfahren Aufbauen einer Übertragungs-
steuerungsprotokoll-Verbindung, TCP (transmissi-
on control protocol), zwischen dem Client (102-X,
102-Y) und dem INE (202) umfasst; und/oder
wobei das INE (202) ein Proxyserver ist; und/oder
wobei die empfangene Anforderung (412) eine "cli-
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ent hello"-Nachricht eines Secure Sockets Layer-,
SSL-, oder eines Transport Layer Security-, TLS-,
Handshakes ist; oder
wobei die empfangene Anforderung (412) die oder
eine "client hello"-Nachricht eines Secure Sockets
Layer-, SSL-, oder eines Transport Layer Security-,
TLS-, Handshakes ist und wobei der Client-Identifi-
kator eine Verkettung einer Verschlüsselungssui-
tenliste und einer Erweiterungsartenliste der "client
hello"-Nachricht ist.

11. Verfahren nach einem der Ansprüche 2 bis 10, wobei
der Server-Identifikator, der den Server (104-A, 104-
B) gegenüber dem INE (202) identifiziert, durch Ana-
lysieren der empfangenen Anforderung (412) be-
stimmt wird; oder
wobei der Server-Identifikator, der den Server (104-
A, 104-B) gegenüber dem INE (202) identifiziert,
durch Analysieren der empfangenen Anforderung
(412) bestimmt wird und wobei der Server-Identifi-
kator eine Server-Namens-Indikation-, SNI-, Erwei-
terung der empfangenen Anforderung (412) ist.

12. Verfahren nach einem der vorstehenden Ansprüche,
wobei die erste Nachricht (420) eine "server hello"-
Nachricht eines SSL- oder TLS-Handshakes ist, die
dem INE (202) zugeordnet ist; oder
wobei die erste Nachricht (420) die oder eine "server
hello"-Nachricht eines SSL- oder TLS-Handshakes
ist, die dem INE (202) zugeordnet ist, und die "server
hello"-Nachricht ein Zertifikat umfasst, das dem INE
(202) zugeordnet ist; und/oder
wobei die sichere Verbindung zwischen dem INE
(202) und dem Client (102-X, 102-Y) eine von einer
Secure Sockets Layer-, SSL-, Verbindung und einer
Transport Layer Security-, TLS-, Verbindung ist;
und/oder
wobei der Client (102-X, 102-Y) eine Anwendung ist,
die auf einem Benutzergerät (302-A, 302-B, 302-C)
läuft.

13. Vorrichtung (202), die ein Prozessorsystem umfasst,
das dafür angeordnet ist, das Verfahren nach einem
der Ansprüche 1 bis 12 zu implementieren.

14. Computerlesbares Medium mit einem darauf ge-
speicherten Satz von Anweisungen, der, wenn er
durch ein Prozessorsystem (202) ausgeführt wird,
das System (202) veranlasst, das Verfahren nach
einem der Ansprüche 1 bis 12 zu implementieren.

Revendications

1. Procédé pour le contrôle de communications sécu-
risées dans un réseau de communication (1) com-
prenant un client (102-X, 102-Y), un ou plusieurs ser-
veurs (104-A, 104-B) et un élément de réseau inter-

médiaire (202) entre le client (102-X, 102-Y) et les
un ou plusieurs serveurs (104-A, 104-B), le procédé
comprenant, au niveau de l’élément de réseau inter-
médiaire, INE, (202) les étapes consistant en :

la réception d’une requête (412) en provenance
du client (102-X, 102-Y) pour établir une con-
nexion sécurisée entre le client (102-X, 102-Y)
et un premier serveur (104-A, 104-B) ;
l’analyse de la requête reçue (412) pour déter-
miner un identifiant de client identifiant le client
(102-X, 102-Y) au niveau de l’INE (202) ;
la détermination, sur la base d’au moins l’iden-
tifiant de client déterminé, s’il faut tenter d’établir
une première connexion sécurisée de bout en
bout entre le client (102-X, 102-Y) et l’INE (202) ;
en réponse à une détermination qu’il ne faut pas
tenter d’établir une première connexion sécuri-
sée de bout en bout entre le client (102-X, 102-
Y) et l’INE (202), le transfert de la requête reçue
à un deuxième serveur (104-A, 104-B) ; et
en réponse à une détermination qu’il faut tenter
d’établir une première connexion sécurisée de
bout en bout entre le client (102-X, 102-Y) et
l’INE (202),
l’envoi au client (102-X, 102-Y), en réponse à la
requête reçue (412), d’un premier message
(420) comprenant des informations pour le client
(102-X, 102-Y) à utiliser pour l’établissement
d’une connexion sécurisée avec l’INE (202)
en réponse à une détermination que le client
(102-X, 102-Y) accepte le premier message
(420) :

l’établissement de la première connexion
sécurisée de bout en bout entre l’INE (202)
et le client (102-X, 102-Y) ; et
l’établissement d’une deuxième connexion
sécurisée de bout en bout entre l’INE (202)
et le deuxième serveur (104-A, 104-B) ;

dans lequel la détermination s’il faut tenter d’éta-
blir une première connexion sécurisée de bout
en bout entre le client (102-X, 102-Y) et l’INE
(202) comprend la détermination quant à savoir
si le client adopte l’épinglage d’un certificat pour
le premier serveur (104-A, 104-B) .

2. Procédé selon la revendication 1, le procédé com-
prenant l’étape consistant en :

la détermination d’un identifiant de serveur iden-
tifiant le premier serveur (104-A, 104-B) au ni-
veau de l’INE (202) ; et
dans lequel la détermination s’il faut tenter d’éta-
blir une première connexion sécurisée de bout
en bout est basée sur une combinaison de
l’identifiant de client déterminé et de l’identifiant
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de serveur déterminé.

3. Procédé selon la revendication 2, dans lequel le pre-
mier serveur (104-A, 104-B) et le deuxième serveur
(104-A, 104-B) sont les mêmes.

4. Procédé selon l’une de la revendication 1 à la reven-
dication 3, le procédé comprenant les étapes con-
sistant en :
en plus du transfert de la requête reçues sur le
deuxième serveur (104-A, 104-B) :

la réception, en provenance du deuxième ser-
veur (104-A, 104-B), d’un deuxième message
(616) comprenant des informations pour le client
(102-X, 102-Y) à utiliser pour établir une con-
nexion sécurisée avec le deuxième serveur
(104-A, 104-B) ; et
le transfert du deuxième message (616) vers le
client (102-X, 102-Y).

5. Procédé selon la revendication 4, le procédé com-
prenant les étapes consistant en :

le transfert de communications successives du
client (102-X, 102-Y) vers le deuxième serveur
(104-A, 104-B), sans altération ; et
le transfert de communications successives du
deuxième serveur (104-A, 104-B) vers le client
(102-X, 102-Y), sans altération.

6. Procédé selon l’une de la revendication 1 à la reven-
dication 3, le procédé comprenant l’étape consistant
en :
la modification, au niveau de l’INE (202), d’une ou
plusieurs communications successives entre le
client (102-X, 102-Y) et le deuxième serveur (104-
A, 104-B).

7. Procédé selon l’une de la revendication 2 à la reven-
dication 6, dans lequel :
la détermination, sur la base d’une combinaison de
l’identifiant de client déterminé et de l’identifiant de
serveur déterminé, s’il faut tenter d’établir une pre-
mière connexion sécurisée de bout en bout entre le
client (102-X, 102-Y) et l’INE (202) comprend la dé-
termination quant à savoir si la combinaison est in-
cluse dans une liste de combinaisons accessible par
l’INE (202).

8. Procédé selon la revendication 7, comprenant en
outre l’étape consistant en :

la détermination que le client (102-X, 102-Y) a
rejeté le premier message (420) ; et
en réponse à la détermination que le client (102-
X, 102-Y) a rejeté le premier message (420), la
mise à jour de la liste avec la combinaison, où

la liste est une liste de combinaison pour les-
quelles une tentative d’établir une première con-
nexion sécurisée de bout en bout entre le client
(102-X, 102-Y) et l’INE (202) ne doit pas être
effectuée.

9. Procédé selon la revendication 8, dans lequel la dé-
termination quant à savoir si le client (102-X, 102-Y)
rejette le premier message (420) est basée sur la
réception d’un quatrième message, en provenance
du client (102-X, 102-Y), indiquant si le client (102-
X, 102-Y) rejette ou accepte le premier message ; ou
dans lequel la détermination quant à savoir si le client
(102-X, 102-Y) rejette le premier message (420) est
basé sur la réception d’un quatrième message, en
provenance du client (102-X, 102-Y), indiquant si le
client (102-X, 102-Y) rejette ou accepte le premier
message, et où, si le quatrième message est un mes-
sage d’alerte SSL, alors il est déterminé que le client
(102-X, 102-Y) rejette le premier message (420) et,
si le quatrième message est un message « pre-mas-
ter secret » d’une négociation SSL/TLS, alors il est
déterminé que le client (102-X, 102-Y) accepte le
premier message (420).

10. Procédé selon l’une des revendications précéden-
tes, le procédé comprenant l’établissement d’une
connexion Transmission Control Protocol TCP entre
le client (102-X, 102-Y) et l’INE (202) ; et/ou
dans lequel l’INE (202) est un serveur proxy ; et/ou
dans lequel la requête reçue (412) est un message
« client hello » d’une négociation Secure Sockets
Layer, SSL, ou Transport Layer Security, TLS ; ou
dans lequel la requête reçue (412) est le ou un mes-
sage « client hello » d’une négociation Secure Soc-
kets Layer, SSL, ou Transport Layer Security, TLS
et dans lequel l’identifiant de client est une concaté-
nation d’une liste de séquences de chiffrement et
une liste de types d’extension du message « client
hello ».

11. Procédé selon l’une de la revendication 2 à la reven-
dication 10, dans lequel l’identifiant de serveur iden-
tifiant le serveur (104-A, 104-B) au niveau de l’INE
(202) est déterminé par l’analyse de la requête reçue
(412) ; ou
dans lequel l’identifiant de serveur identifiant le ser-
veur (104-A, 104-B) au niveau de l’INE (202) est dé-
terminé par l’analyse de la requête reçue (412) et
dans lequel l’identifiant de serveur est une extension
Server Name Indication, SNI, de la requête reçue
(412).

12. Procédé selon l’une des revendications précéden-
tes, dans lequel le premier message (420) est un
message « server hello » d’une négociation SSL ou
TLS associée à l’INE (202) ; ou
dans lequel le premier message (420) est le ou un
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message « server hello » d’une négociation SSL ou
TLS associée à l’INE (202) et le message « server
hello » comprend un certificat associé à l’INE (202) ;
et/ou
dans lequel la connexion sécurisée entre l’INE (202)
et le client (102-X, 102-Y) est l’une parmi une con-
nexion Secure Sockets Layer, SSL et une connexion
Transport Layer Security, TLS ; et/ou
dans lequel le client (102-X, 102-Y) est une applica-
tion tournant sur un équipement d’utilisateur (302-A,
302-B, 302-C).

13. Appareil (202) comprenant un système de traitement
conçu pour implémenter le procédé selon l’une des
revendications 1 à 12.

14. Support lisible par un ordinateur avec un ensemble
d’instructions stockées dessus, qui, lorsqu’elles sont
exécutées par un système de traitement (202), amè-
nent le système (202) à implémenter le procédé se-
lon l’une des revendications 1 à 12.
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