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(54) INTERFACE FOR A HARDWARE SECURITY MODULE

(57) The present invention relates to a hardware se-
curity module (HSM) for usage with manufacturing de-
vices and a method for operating the same. The security
module (HSM) comprises:
- A secure element (SE), which is adapted to detect an
operating mode of the hardware security module (HSM);
- A first interface (101) which is adapted to receive com-
mands for controlling the hardware security module

(HSM);
- A central processing unit (CPU) for processing applica-
tion program code in a secure environment;
- A second interface (102) which is adapted for receiving
configuration data, wherein the second interface (102) is
activated and deactivated in dependence of the detected
operating mode
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Description

[0001] The present invention relates to the field of se-
curity enhancement in technical systems, like production
and manufacturing systems, using a hardware security
module and, in particular, refers to a hardware security
module and a method for operating the same.
[0002] Nowadays, most of the data of technical sys-
tems transmitted over wired and/or wireless networks are
not encrypted and thus they are vulnerable to security
attacks. Even technologies utilizing network security pro-
tocols are not sufficient to protect against all relevant at-
tacks. Thus, especially regarding potential system-inter-
nal and external or physical attackers, these electronic
systems need to be protected against manipulations. In
order to reliably enforce the security of software security
mechanisms, the application of hardware security mod-
ules (HSM) is one effective countermeasure. For this rea-
son, hardware security modules are deployed within the
technical system that execute software security mecha-
nisms in a physically protected runtime environment. A
hardware security module is a physical computing device
that safeguards and manages digital keys for strong au-
thentication and provides crypto-processing. These
modules traditionally come in the form of a plug-in card
or an external device that attaches directly to a computer
or network server.
[0003] Hardware security modules may possess con-
trols that provide tamper evidence such as logging and
alerting and tamper respondence functions such as de-
leting keys or other secret data upon tamper detection.
Each module may contain one or more tamper sensors
and secure crypto-processor chips to prevent tampering
and bus probing.
[0004] Many hardware security module systems have
means to securely back up the keys they handle either
in a wrapped form via the computer’s operating system
or externally using a smartcard or some other security
token.
[0005] Because HSMs are often part of a mission-crit-
ical infrastructure such as a public key infrastructure or
other technical systems, hardware security modules can
typically be clustered for high availability.
[0006] In state of the art, it is known to use special
types of hardware security modules, which have the abil-
ity to execute specially developed modules within the
module’s secure enclosure. Such an ability is useful, for
example, in cases where special algorithms or business
logic has to be executed in a secured and controlled en-
vironment. The modules with application code can be
developed for example in native C language, in .NET,
Java, or other programming languages. The application
code may be extensive - depending on the context and
application - and, therefore, loading of this application
code may take a long time in state of the art systems.
[0007] Further, it is known to protect the access to hard-
ware security modules by providing an authentication
process, so that a user first must authenticate himself,

e.g., by means of a password.
[0008] The following relevant documents are known:
document US 8,531,247 B2, document US 8,892,616
B2, document US 8,300,811 B2, document US 9,147,088
B2, document US 9584311 B2, document EP 2976707
B1, document EP 2 605 445 B1, document EP 2 870 565
A1, document EP 2 891 102 A1, document WO
2017137256 A1, document EP 2870565 B1, document
EP 3028140 B1, document EP 17175275 and document
US 8 843 761 B2.
[0009] Therefore, an object of the present invention is
to provide a solution for loading application code efficient-
ly into a hardware security module and to improve pro-
tection of the data on the hardware security module.
[0010] This object is achieved by the independent
claims. Advantageous features and embodiments are
mentioned in the dependent claims and in the descrip-
tion.
[0011] According to a first aspect, the invention relates
to a hardware security module (also abbreviated as HSM)
for usage with electronic control or manufacturing devic-
es and/or in the field of production or manufacturing (with
a plurality of devices which need to be operated without
an administrator).
[0012] The HSM comprises:

- A secure element, which is adapted to detect an op-
erating mode (sealed mode or unsealed mode) of
the hardware security module;

- A first interface (which serves as command interface)
which is adapted to receive commands for controlling
the hardware security module;

- A central processing unit for processing application
program code in a secure environment;

- A second interface (which serves as configuration
interface) which is adapted for receiving configura-
tion data (e.g. a security image), wherein the second
interface is activated and deactivated in dependence
of the detected operating mode.

[0013] According to a preferred embodiment the se-
cure element directly controls a switch to activate or de-
activate the second interface. The secure element may
in this case be provided as separate element in the hard-
ware security module, which has the advantage to ad-
dress it dedicatedly.
[0014] In a first operating mode (unsealed mode), a
program code can be loaded on the hardware security
module. In a second operating mode (sealed mode), the
loaded program code is fixed, i.e., it is not possible to
upload new program code or to modify the uploaded pro-
gram code (as the second interface if deactivated). How-
ever, commands can be sent via the first interface to the
hardware security module that are processed by the load-
ed program code, and a response may be provided by
the hardware security module via the first interface. The
loaded program code may be automatically deleted when
the operating mode is changed from sealed mode to un-
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sealed mode. According to an alternative preferred em-
bodiment the secure element is provided in the central
processing unit. It may be integrated in the central
processing unit. This reduces the building blocks of the
hardware security module and improves manufacturing
costs.
[0015] According to another preferred embodiment the
secure element is a key controlled switch. The switch
may be provided as mechanical switch and has the ad-
vantage of providing a manual verification option, in that
it is necessary that a user must operate the switch man-
ually and intentionally. Thus, the risk of an accidental
operation is reduced. Preferably, the secure element in
the form of a mechanical switch is located at a position
on the hardware security module, which is difficult to ac-
cess. For example, it may be provided at the back or rear
side of the hardware security module. Typically, the hard-
ware security modules are fixed on a mounting rail or
attachment means, where the back of the hardware se-
curity module engages with the mounting rail. In this case
the switch may be provided at the back. This has the
advantage that for operating the switch, the user first is
urged to take the hardware security module off and out
of the mounting rail before he can change the switch.
This makes the operation more secure by assuring that
the switch may not be operated accidentally.
[0016] According to another preferred embodiment the
secure element is controlled by a command, which may
be received via the first interface, which improves auto-
matic operation of the hardware security module.
[0017] According to another preferred embodiment the
hardware security module comprises a third debug inter-
face for debugging application program code. The third
interface may be the same as the second interface. In
an alternative preferred embodiment, the third interface
is a different interface for debugging the application pro-
gram code, in particular, after a configuration, the new
hardware security module program code may be de-
bugged. Preferably, the debugging may be executed lo-
cally and directly on the hardware security module.
[0018] According to another aspect, the invention re-
lates to a method for operating a hardware security mod-
ule in different modes, comprising a sealed mode (which
is a security mode for performing security functions, like
encryption/decryption, key administration, processing
received commands by the loaded program code, etc.)
and an unsealed mode (which may be used for configu-
ration), comprising the following steps:

- Detecting the operating mode of the hardware secu-
rity module;

- Activating a second interface for receiving configu-
ration data (e.g. a security image for configuring the
hardware security module) if the unsealed mode has
been detected and

- Deactivating the second interface automatically if the
sealed mode has been detected, during which com-
mands may be received via a first command inter-

face.

[0019] According to another preferred embodiment the
configuration data may comprise data for configuring the
hardware security module, and may, in particular, com-
prise a security image. A security image modifies or de-
termines the processing of commands and command da-
ta received over the first interface by the HSM. The re-
sponse code and response data provided by the HSM
via the first interface in response to a received command
image and data depend on the loaded security image. A
security image may comprise program code (e.g., a Py-
thon script program code, a compiled C program code,
a software library code), a firmware update image (e.g.,
a patch file for base firmware components of the HSM),
a software container image (Docker image, runc image,
virtual machine image) and/or configuration data (cryp-
tographic key, digital certificate, parameters for a neural
network).
[0020] According to another preferred embodiment the
second interface is deactivated logically. This has the
advantage that no switch has to be operated manually
and that the deactivation may be triggered by command
or internal instruction provided by the hardware security
module or by an external entity.
[0021] According to another preferred embodiment the
second interface is deactivated physically. It is also pos-
sible to combine the two options, mentioned above in
order to provide a more secure protection, namely to de-
activate the second interface physically and logically in
the sealed mode. This allows a highly robust solution,
where both a physical activation (by actuating the phys-
ical switch) and a logical activation (by providing an un-
seal command to the HSM via the first interface) are re-
quired to enable the second interface in a preferred em-
bodiment of the invention. If a minor security level is suf-
ficient, it is possible to apply another embodiment, in
which the logical activation or the physical activation is
sufficient to enable the second interface.
[0022] According to another preferred embodiment the
second interface is deactivated in dependence of at least
one sensor signal, which is/are detected locally on the
hardware security module. The sensor signal may be pro-
vided by a key switch, a press button, a mechanical push,
a motion sensor, an accelerometer, a tilt sensor, or a
slide switch. The sensor signal may be position signal,
or a signal indicating movement or non-movement of the
hardware security module. A movement of the hardware
security module indicates that a user has operated or
intends to operate the hardware security module by
changing is operating mode. This feature helps to im-
prove security of the method for operating the hardware
security module.
[0023] According to another preferred embodiment the
operating mode may only be changed into the unsealed
mode by a physical engagement locally on the hardware
security module, for example by operating a mechanical
switch or button (provided on a user interface or mechan-
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ically). Alternatively, the operating mode may only be
changed into the unsealed mode logically via an unseal
command.
In case the state or mode is changed from sealed to un-
sealed, the loaded security image and other secure data
(configuration data, cryptographic keys, digital certifi-
cates, authentication tokens) will be automatically delet-
ed. This improves security.
[0024] According to another preferred embodiment the
operating mode may be changed logically via a respec-
tive command (an unseal-command or seal command)
to be received via the first interface. Alternatively, the
command may be provided locally on the central
processing unit. The central processing unit is adapted
for state administration of the hardware security module.
For example, different sensor signals may be processed
in combination to provide a control signal for activation
or deactivation of the second and/or third interface. The
sensor signals may stem from position sensors, from mo-
tion sensors, housing switches, or other types of switch-
es. According to another preferred embodiment the con-
figuration data is deleted automatically in case the sealed
mode is changed into the unsealed mode. This feature
again improves security of the method for operating the
hardware security module.
[0025] The configuration data may be provided as a
computer program loadable into a processing unit of the
hardware security module, the computer program com-
prising code adapted to perform configuration of the hard-
ware security module when processed by the processing
unit. The computer program may be stored in a memory,
RAM or Flash on the hardware security module. The com-
puter program may also be downloaded in downloadable
form from a server entity.
[0026] In the following a short definition of terms is giv-
en.
A hardware security module (also abbreviate as HSM)
is an electronic module, which comprises hardware
and/or software parts. A hardware security module may
be construed as piece of hardware and associated soft-
ware/firmware that usually attaches to the inside of a
computing entity, a programmable logic controller, a con-
trol unit, or a server and provides at least the minimum
of cryptographic functions. These functions include (but
are not limited to) encryption, decryption, key generation,
key derivation, monotonic counter, random number gen-
eration, hashing, verification of biometric authentication
data (e.g., fingerprint, iris scan and/or voice sample). The
physical device offers some level of physical tamper-re-
sistance and may have a user interface. Thus, security
relevant components or parts of the module are protected
against tampering and sensitive data are protected
against compromise. The hardware security module may
be especially designed for protecting e-safety applica-
tions in different technical areas, for example in automo-
tive, such as automatic emergency break based on com-
munications between vehicles (vehicle to vehicle com-
munication), for autonomous driving, for e-car charging,

or in the field of production for control communication,
e.g., robot control, cloud robotics, control of a production
machine for additive manufacturing (3D printing) or sub-
tractive manufacturing (molding cutter, laser cutter),
process automation of a chemical process, a conveyer
belt, etc..
[0027] A secure element is a detection element, which
is adapted to detect the operating state of the hardware
security module. The state may be a sealed mode or an
unsealed mode. It may be realized in software or hard-
ware. It may be realized using a programmable crypto-
graphic controller that provides an electric output signal
to actuate an electric switch of the second interface. How-
ever, it may be realized also by firmware/software code
executed by the CPU of the HSM, realizing a finite state
machine. The states may be encoded as binary data
structure. Preferably, the state is encoded redundantly,
e.g., by encoding the state value and a CRC checksum
or a cryptographic checksum. A redundant state encod-
ing. In a simple variant, only two states (sealed, unsealed)
are distinguished. In a more powerful variant, different
sealed states and/or different unsealed states may be
distinguished. For example, in a first unsealed state,
loading of firmware updates may be possible, while in a
second unsealed mode, loading if application code may
be possible.
[0028] The hardware security module has a first and a
second interface and optionally a third interface, all being
physical interfaces. According to an important aspect,
the first and the second interface are different (physical)
interfaces.
The first interface is for controlling the hardware security
module and in particular for receiving commands and for
sending responses. Further, the first interface may be
used for providing result data determined by the loaded
program code executed on the HSM depending on the
received command and command data. It may be e.g. a
RS232, a serial peripheral interface (SPI) or an Inter-
Integrated Circuit interface (I2C).
[0029] The second interface is a configuration inter-
face, which may be used for configuring the hardware
security module. It may be used for loading firmware up-
dates or application images, container images, updates
and/or patches. The second interface may for example
be a USB interface, a memory card interface, an SD card
interface, or a JTAG interface. The second interface may
preferably be provided as hard disk drive (HDD) inter-
face, which may be accessed over different bus types,
including Serial ATA (SATA), SCSI, Serial Attached SCSI
(SAS), and an Integrated Drive Electronics (IDE), in
which the controller is integrated into the disk or CD-ROM
drive. Alternatively, SCSI and/or SATA or other network
interfaces, like Fibre Channel Ethernet or other high-
speed bus interfaces, e.g. PCI, may be used. The second
interface is used for configuring the hardware security
module by loading configuration data or a security image.
According to an important aspect to the invention, the
second interface is only operable in case the hardware
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security module is in the unsealed mode. Otherwise and,
in particular, if the hardware security module is in the
sealed mode, the second interface is physically and log-
ically blocked.
[0030] The blocking is achieved by a switch. The switch
is an electrical circuit, interrupting the current or diverting
it from one conductor to another. It may use solid state
devices such as transistors or integrated circuits.

Brief Description of the Drawings

[0031]

Fig. 1 shows a schematic representation of a hard-
ware security module in an exemplary embod-
iment of the present invention.

Fig. 2 is another example embodiment according to
another preferred embodiment of a hardware
security module.

Fig. 3 is a flow chart of a method according to a pre-
ferred embodiment of the present invention and

Fig. 4 is a sequence diagram, representing interac-
tion between the respective entities in a sche-
matic form.

Detailed Description

[0032] The present invention relates to a hardware se-
curity module HSM.
[0033] Fig. 1 shows the hardware security module
HSM according to a preferred embodiment of the inven-
tion in more detail. As can be seen in Fig. 1 on the left
and right side, the hardware security module HSM has
a first interface 101 and a different second interface 102
which are positioned differently on the hardware security
module HSM. The hardware security module HSM fur-
ther comprises a central processing unit CPU and mem-
ories like a RAM and/or a flash memory F for storing data
and/or executable program code. The hardware security
module HSM further comprises a secure element SE and
a switch 104. The switch 104 may be a mechanical
switch. The switch 104 may be positioned at the rear side
of the hardware security module HSM. The secure ele-
ment SE is adapted to detect the position or state of the
switch 104 and to provide a control signal in reply to the
detected state. The mode may be at least a sealed and
an unsealed mode. In the sealed mode, secure operation
of the hardware security module HSM must be assured
and no additional access may be allowed in this mode.
In particular, a configuration of the hardware security
module HSM is not possible. For this reason, the second
interface 102 is deactivated in the sealed state, whereas
in the unsealed mode, a configuration of the hardware
security module HSM and additional access via the sec-
ond interface may be allowed. The control signal cs may
serve as trigger signal for controlling another switch 105
which serves to physically decouple the second interface
102 in case a sealed mode has been detected by the

secure element SE. Thus, in this embodiment, the hard-
ware security module HSM comprises two different
switches 104, 105. Switch 104 is adapted for user inter-
action and may be implemented as mechanical switch
or button to be pushed on a user interface. The function
of the switch 104 may also be provided alternatively via
software embedded in the central processing unit CPU.
Switch 105 is necessary to physically decouple the sec-
ond interface 102 from the hardware security module
HSM. The wired connections are disengaged in the
sealed mode and during deactivation.
[0034] Fig. 2 shows another embodiment of the
present invention. Here, the secure element SE is inte-
grated into the central processing unit CPU and no switch
104 is provided. The mode of the hardware security mod-
ule HSM (sealed or unsealed) is detected by the secure
element automatically based on digital data and/or sig-
nals or instructions or commands. The memory MEM
may be provided as any kind of preferred memory MEM.
In this embodiment, the hardware security module HSM
comprises a third interface 103 which may serve as de-
bug interface for debugging program code on the hard-
ware security module HSM. The debug interface 103 is
only activated in the unsealed mode, similarly as de-
scribed before with respect to the second interface 102.
Thus, the debug interface may only be used in the un-
sealed mode and is otherwise logically and/or physically
decoupled from the communication system of the hard-
ware security module HSM. For deactivating the third
interface 103 the same switch 105 may be used or an-
other instance of a switch.
[0035] Fig. 3 is a flow chart of a method for operating
the hardware security module HSM. The method depict-
ed in Fig. 3 represents a mode-dependent operation of
the hardware security module HSM. In step S1, the op-
erating mode of the hardware security module HSM is
detected. This may be executed by the secure element
SE. In step S2, a distinction of cases is executed in order
to automatically examine which is the actual operating
mode or state of the hardware security module HSM. The
upper part in Fig. 3 with reference numeral S21 indicates
an unsealed mode which may be used for configuration.
In step S3, the second and/or third interface 102, 103 are
activated. The activation may be verified by an additional
verification procedure before being applied. The verifica-
tion procedure may be based on automatic execution of
program code or may be based on user interaction, e.g.,
via a user interface. In step S5, it is decided if the mode-
dependent operation of the hardware security module
HSM should be continued or not. In case of continuation,
it is branched out to step S1 again and the method con-
tinues as described above. Otherwise, the method may
end. If the distinction of cases in S2 has revealed that
the hardware security module HSM is operated in the
sealed mode (in Fig. 3, the lower part with reference nu-
meral S22), the second and/or third interface 102, 103
are deactivated automatically. The method continues
with the step S5 as described above.
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[0036] Fig. 4 is a sequence diagram showing the in-
teractions between entities of the hardware security mod-
ule HSM and external control unit C and an external con-
figuration unit CONF. the control unit C and/or the con-
figuration unit CONF may be provided as computers or
servers or electronic devices with additional control and
/or configuration functionality. The first interface 101, the
central processing unit CPU and the second interface
102 are provided in the hardware security module HSM.
If the hardware security module HSM is operated in the
sealed mode S22, it may receive control instructions from
the control unit C via the first interface 101 for security
operation of the hardware security module HSM. Any in-
tended access over the second interface 102 and/or third
interface 103 (third interface not shown separately in Fig.
4) will be denied and is not possible, which is represented
in Fig. 4 with dashed line crossed out.
[0037] If the operating mode is the unsealed mode
S21, the second and/ or third interface 102, 103 is acti-
vated and configuration is possible. As described above,
in a preferred embodiment, the mode of the hardware
security module HSM may be changed by activating the
switch 104.
[0038] Preferably, control commands received via the
first interface 101 are processed also in the unsealed
mode S21, shown in Fig. 4 with the dashed line. In this
case, the response indicates preferably that the response
has been determined when being in unsealed mode
and/or when detecting that the second interface 102 is
connected to an external device. However, it is also pos-
sibly that control commands are not processed in the
unsealed mode S21. Therefore, in Fig. 4, the transmis-
sion of the control signal form the control unit via the first
interface 101 is represented in dashed line. This variant
allows for a simpler implementation. Furthermore, it is
ensured that during updating the firmware of program
code via the second interface, no response is determined
(which may be erroneous due to inconsistent configura-
tion data and/or program code).
[0039] Preferably, the second interface 102 can be
used for multiple updates when being in unsealed mode
S21, as shown in Fig. 4. For example, multiple firmware
patches may be installed, or several libraries and appli-
cation containers may be installed. However, it is also
possible that the number of loadable updates is limited.
In particular, it is possible that only one single application
program code or one single container can be loaded. As
soon as a first application program code or a first con-
tainer has been loaded, no further application program
code or container can be loaded. First, the HSM would
have be sealed, and unsealed again before loading of
an application program code or container image is pos-
sible again. Also, it is possible to restrict the types of
loadable code/data. For example, after loading one or
more firmware updates, it may not be possible to load
application program code or a container, without first
sealing and unsealing the HSM.
[0040] The proposed solution can be well applicable

in a technical production system supporting Internet of
Things (IoT) where the IoT devices have to be operated
in a secure environment. The invention provides an op-
timized way of operating the hardware security module
HSM by improving security and speed of configuration
for the hardware security module HSM. Thus, security
requirements and time for configuration of the hardware
security module HSM are improved both at the same
time. The first interface 101 will not get overloaded due
to using it for loading of high volume configuration data.
The loading of configuration data is outsourced to the
second-high speed interface 102. Furthermore, service
operation is simplified as a service technician can use
the second interface 102 for service without being re-
quired to disconnect the first interface 101.
[0041] While the current invention has been described
in relation to its preferred embodiments, it is to be under-
stood that this description is for illustrative purposes only.
For example, the hardware security module HSM may
be employed in different technical systems, like smart
metering systems, smart grid systems, energy automa-
tion, substation controller, industry systems, automation
systems, process control systems, power generation,
cloud robotics, additive manufacturing, intelligent traffic
systems, interlocking systems, railway, automotive etc.
For the person skilled in the art it is clear that the secure
element SE needs not to be deployed as physical entity
but also may be provided in the central processing unit.
Accordingly, it is intended that the invention be limited
only by the scope of the claims appended hereto.

Claims

1. A hardware security module (HSM) for usage with
manufacturing devices, comprising:

- A secure element (SE), which is adapted to
detect an operating mode of the hardware se-
curity module (HSM);
- A first interface (101) which is adapted to re-
ceive commands for controlling the hardware
security module (HSM);
- A central processing unit (CPU) for processing
application program code in a secure environ-
ment;
- A second interface (102) which is adapted for
receiving configuration data, wherein the sec-
ond interface (102) is activated and deactivated
in dependence of the detected operating mode.

2. Hardware Security Module (HSM) according to claim
1, wherein the secure element (SE) directly controls
a switch to activate or deactivate the second inter-
face (102).

3. Hardware Security Module (HSM) according to any
of the preceding claims, wherein the secure element
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(SE) is provided in the central processing unit (CPU).

4. Hardware Security Module (HSM) according to any
of the preceding claims, wherein the secure element
(SE) is a key controlled switch.

5. Hardware Security Module (HSM) according to any
of the preceding claims, wherein the secure element
(SE) is controlled by a command, which may be re-
ceived via the first interface (101).

6. Hardware Security Module (HSM) according to any
of the preceding claims, wherein the secure element
(SE) is a mechanical switch, located at a position on
the hardware security module (HSM) difficult to ac-
cess.

7. Hardware Security Module (HSM) according to any
of the preceding claims, wherein the hardware se-
curity module (HSM) comprises a third interface
(102) for debugging application program code.

8. A method for operating a hardware security module
(HSM) in different modes, comprising a sealed mode
(S22) and an unsealed mode (S21), comprising the
following steps:

- Detecting (S1) the operating mode (S21, S22)
of the hardware security module (HSM);
- Activating (S3) a second interface (102) for re-
ceiving configuration data if the unsealed mode
(S21) has been detected and
- Deactivating (S4) the second interface (102)
automatically if the sealed mode (S22) has been
detected, during which commands may be re-
ceived via a first interface (101).

9. Method according to the directly preceding method
claim, wherein the configuration data may comprise
data for configuring the hardware security module
(HSM) and may, in particular, comprise a security
image.

10. Method according to any of the preceding method
claims, wherein the second interface (102) is deac-
tivated logically.

11. Method according to any of the preceding method
claims, wherein the second interface (102) is deac-
tivated physically.

12. Method according to any of the preceding method
claims, wherein the second interface (102) is deac-
tivated in dependence of at least one sensor signal,
which is/are detected locally on the hardware secu-
rity module (HSM).

13. Method according to any of the preceding method

claims, wherein the operating mode may only be
changed into the unsealed mode by a physical in-
struction locally on the hardware security module or
logically via an unseal-command to be received via
the first interface (101).

14. Method according to any of the preceding method
claims, wherein the configuration data is deleted au-
tomatically in case the sealed mode is changed into
the unsealed mode.
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