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(54) AUTOMATED SOFTWARE APPLICATION VERIFICATION SYSTEM

(57) There is disclosed an automated application
verification module 10 which identifies one or more func-
tions (200) of the software application (100). There is
added, for at least one of the identified functions (200),
a verification prologue (300) at the entry point (202) of
the function (200) which does not alter the control flow
of the original set (201) of instructions of the function
(200) and/or does not change the semantics of the func-

tion (200) when the verification prologue (300) is execut-
ed in its entirety. Further there is added at least one cor-
responding verification prologue check (400) to the soft-
ware application (100), such that the verification prologue
check (400) is configured to automatically check the in-
tegrity of the corresponding verification prologue (300)
during execution of the software application (100).
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Description

Technical Field

[0001] The invention concerns an automated applica-
tion verification system and related computer-implement-
ed method. More particularly it concerns a system and
method to verify the integrity of a software application.

Background

[0002] A known method for verifying the integrity of a
software application makes use of checksumming. There
is calculated a checksum for the software application or
one or more checksums for one or more parts of the
software application during a build operation. Addition-
ally, during the build operation, there are added one or
more corresponding checksum verification routines to
the software application, which will be accessed when
the software application is subsequently executed. As
generally known, such a build operation typically involves
compilation of the software code of the software applica-
tion. The checksum calculated during the build operation
of the software application is also referred to as the com-
pile time or build time checksum in the context of this
application.
[0003] When, subsequently, after distribution, the soft-
ware application, is executed, it will at some point in time
execute the checksum verification routine. The check-
sum verification routine will then calculate the checksum
of the distributed software application or the correspond-
ing part of the distributed software application. The
checksum calculated during execution of the software
application, also referred to as run-time or execution time,
is referred to as the run-time checksum. The checksum
verification routine will then verify the integrity of the dis-
tributed software application, this thus means of the soft-
ware application at run-time, by comparing the run-time
checksum with the build time checksum. If the run-time
checksum matches the build time checksum, then the
integrity of the distributed software application is assured.
If the run-time checksum does not match the compile
time checksum this is an indication the integrity of the
distributed software application was compromised. This
could for example mean that, after the build operation,
the software application was subjected to tampering. This
is also referred to as a breach of code integrity.
[0004] Such known methods for assuring integrity of
the software application, however comprise several dis-
advantages, which lead to increasing complexity and
overhead, both during build time as well as during run-
time. For example, depending on the checksum granu-
larity, the checksums for these parts of the software ap-
plication have to be calculated over and over again at
run-time of the software application. Checksum granu-
larity refers to the number of parts of the software appli-
cation for which a checksum is to be calculated. Accord-
ing to some embodiments each part of the application

for which a checksum is calculated is for example a basic
block of the control flow graph of the software application.
The additional overhead generated by frequent execu-
tion of such checksum verification routines can be prob-
lematic on target devices with limited resources and es-
pecially on hot code paths, which for example are parts
of the software application which are executed frequently
or need to be executed within an acceptable time period.
[0005] Further, during the build operation of the soft-
ware application, there are required at least two build
steps, as the calculated compile time checksum can only
be calculated when the compilation has been completed.
When the application is for example distributed as an
application binary, this means for example that the com-
pile time checksum is typically patched into the compiled
application binary for access by the checksum verifica-
tion routine. This leads to an increase in complexity of
the build process, and requires a complex, non-trivial and
messy form of patching software code during or after the
build operation. Additionally, such an approach is ren-
dered impossible when the distribution of the software
application requires the developer to offer the software
application to an application distribution platform in an
intermediate format, such that the final distributed version
of the software application is generated by the application
distribution platform by means of a build operation that
is not under control of the application developer. In the
latter case the software application in its final distributed
form is not accessible to the developer, and it is not pos-
sible to calculate and/or patch the build time checksum
of the software application binary as distributed by the
application distribution platform. Finally, the embedded
compile time checksum values are strictly bound to the
protected code. The lack of influence over this data in
this way puts limits on the flexibility of this anti-tampering
technique and increases the risk of detectable patterns
in the distributed software application, which can be ex-
ploited for tampering.
[0006] During run-time of the software application, in
order to assure integrity of the distributed software ap-
plication the checksum routine and the corresponding
checksum must cover the distributed software applica-
tion in its entirety. Even when a plurality of checksum
routines and/or checksums are applied to achieve a cer-
tain level of granularity, for example respectively covering
one or more basic blocks of the control flow graph of the
software application, typically, known application integ-
rity methods assure that the distributed software appli-
cation is covered in its entirety to assure code integrity
of the software application. Even when only one or more
parts of the software application, such as for example
one or more functions, or one or more basic blocks, etc.
of the software application are subjected to such check-
sum routines, known application integrity methods need
to verify these respective parts of the software application
in their entirety, which means these respective functions,
basic blocks, etc. in their entirety, to assure code integrity
of these respective parts of the software application. As
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already mentioned above the embedded compile time
checksum values for these parts of the software applica-
tion are strictly bound to the protected code of these parts
of the software application. Typically, these checksum
verification routines are called intensively during run-time
of the software application. In this way, the overhead im-
posed by the checksum routines during run-time can be
problematic, especially on parts of the software code of
the software application which are frequently executed
and of which the efficient use of resource required for
execution are critical.
[0007] There thus remains a need for an automated
application verification system and computer-implement-
ed method which overcomes the above-mentioned draw-
backs, and which is able to assure a suitable level of
application integrity verification, with an increased level
of efficiency and flexibility, and a decreased level of com-
plexity and overhead, both during build time as well as
compile time.

Summary

[0008] In order to overcome the above-mentioned
problems, according to a first aspect of the invention,
there is provided an automated application verification
module configured to:

- receive a software application;
- identify one or more functions of the software appli-

cation;
- for at least one of the identified functions:

- in which the identified function consists of an
original set comprising one or more instructions;

- add a verification prologue at the entry point of
the function which does not alter the control flow
of the original set of the function when the veri-
fication prologue is executed in its entirety; and

- add at least one corresponding verification pro-
logue check to the software application, such
that the verification prologue check is configured
to automatically check the integrity of the corre-
sponding verification prologue during execution
of the software application.

[0009] In this way, by means of the automated appli-
cation verification module, there is provided an automat-
ed software application verification system, which, during
build time, achieves a decreased level of complexity, as
the addition of a verification prologue does not require a
dual step build operation, nor complex post compilation
patching of the software application. Additionally, the ad-
dition of verification prologues and corresponding verifi-
cation prologue checks is less complex and resource in-
tensive than calculation of a compile time checksum cov-
ering the entire software application. The use of verifica-
tion prologues also offers the option of increasing flexi-
bility as during build time different embodiments of such

a verification prologue can be added along with the ad-
dition of a corresponding verification prologue check.
Adding the verification prologue and the corresponding
verification prologue check are operations that can be
easily performed in an automated way as a simple step
of the compilation or building process, when for example
the automated application verification module is part of,
or cooperates with a compilation or build system. The
addition of verification prologues and corresponding ver-
ification prologue checks can also assure application in-
tegrity verification when the software application is sup-
plied to an application distribution platform in an interme-
diate format. The verification prologues and correspond-
ing verification prologue checks can simply be added
such that they are present in the software application in
its intermediate format by means of the application ver-
ification module before the software application is pro-
vided to the application distribution platform and do not
depend on the layout of the final compiled application.
Additionally, also during run time the verification prologue
check can be executed with less complexity and over-
head than for example checksumming the binary of a
software application.
[0010] It has been found that, checking the integrity of
the predetermined verification prologue of which the con-
tents is known during the build operation further achieves
a surprisingly high level of code integrity verification cer-
tainty. This results from the fact that the entry point of a
function of the software application forms the most easily
identifiable item for attempting a malicious manipulation
of the software application. Most of such malicious ma-
nipulations are attempted in an automated manner by
means of automatic tools, such as for example popular
hooking frameworks which by means of automated pat-
tern matching, disassembly and semantic analysis try to
identify and manipulate function prologues to tamper with
the control flow of a distributed software application. Such
tampering is commonly referred to as a trampoline, such
as known to person skilled in the art and as will be de-
scribed in further detail below. After processing by the
automated application verification module, the software
application will comprise one or more functions with a
verification prologue. When, after distribution, such a
software application is tampered with in such a way that
the verification prologue of the function is modified, then
during run time, when the corresponding verification pro-
logue check detects that the corresponding verification
prologue was modified.
[0011] According to an embodiment, there is provided
an automated application verification module, wherein
the verification prologue consists of a predetermined
non-empty set comprising instructions configured such
that, when the set is executed in its entirety, the control
flow of the original set of the function is not altered.
[0012] In this way there is no impact of an intact veri-
fication prologue on the functionality of the function of
the software program during run time. It is clear that ac-
cording to some embodiments this is implemented in
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such a way that the control flow of the function is not
altered. According to some other embodiments the ver-
ification prologue could for example comprise internal
jump instructions which do alter the control flow of the
function, however, in such a way that the control flow of
the original set of the function is not altered. It is further
clear that in addition to instructions the predetermined,
non-empty set could also comprise other data, bytes, etc.
which are not considered instructions, as will be de-
scribed in further detail below.
[0013] According to a further embodiment, there is pro-
vided an automated application verification module,
wherein the verification prologue consists of a predeter-
mined non-empty set comprising instructions configured
such that, when the set is executed in its entirety, the set
has no semantic effect on the function.
[0014] In this way the verification prologue has no im-
pact on the functionality of the function of the software
program during run time.
[0015] According to a further embodiment, there is pro-
vided an automated application verification module,
wherein the verification prologue consists of a predeter-
mined, non-empty set comprising one or more no oper-
ation or NOP instructions.
[0016] As such no operation instructions do not alter
the program flow of the function and have no semantic
effect, they are suitable instructions for use in the set of
the verification prologue to be added to the function.
[0017] According to a further embodiment, there is pro-
vided an automated application verification module,
wherein the verification prologue consists of a predeter-
mined, non-empty set comprising instructions configured
such that, when the set is executed with modifications or
not in its entirety:

- the execution of the software application is aborted;
- the execution of the software application fails;
- the execution of the software application continues

in an erroneous way; and/or
- the execution of a predetermined integrity breach

function of the software application is triggered.

[0018] In this way, when the verification prologue is
tampered with, for example by inserting a trampoline, the
execution of the software application is compromised.
[0019] According to a further embodiment, there is pro-
vided an automated application verification module,
wherein the verification prologue comprises a predeter-
mined set comprising one or more predetermined bytes,
prefixed by a predetermined jump instruction configured
to jump across these predetermined bytes when execut-
ed.
[0020] In this way, at least part of the predetermined
bytes can be used by the corresponding verification pro-
logue check to verify the integrity of the verification pro-
logue, while the jump instruction ensures that these pre-
determined bytes have no semantic effect and thus do
not alter the control flow of the function.

[0021] According to a further embodiment, there is pro-
vided an automated application verification module,
wherein the one or more predetermined bytes comprise
one or more of the following:

- one or more predetermined data;
- one or more random bytes;
- one or more invalid instructions.

[0022] As these predetermined bytes of the verification
prologue are generated, for example during build time of
the software application, it is clear that it is possible to
generate, also during build time, a corresponding verifi-
cation prologue check comprising a reference based on
these predetermined bytes, such that the integrity check
during execution of the software application during run
time can be performed without requiring exchange of fur-
ther data about the verification prologue at build time.
[0023] According to a further embodiment, there is pro-
vided an automated application verification module,
wherein the verification prologue check is configured to:

- upon a successful integrity check: continue the ex-
ecution of the software application; and

- upon a failing integrity check:

- abort the execution of the software application;
- continue the execution of the software applica-

tion such that it fails;
- continue the execution of the software applica-

tion in an erroneous way; and/or
- trigger the execution of a predetermined integ-

rity breach function of the software application.

[0024] In this way it is assured that a compromised
software application will not go undetected at run time.
[0025] According to a further embodiment, there is pro-
vided an automated application verification module,
wherein the verification prologue check is configured to
check the integrity by comparing at least a predetermined
part of the verification prologue of the function as inserted
at build time with the corresponding part of the function
at run time.
[0026] In this way, both at build time and run time the
verification prologue check can be generated and exe-
cuted in a simple and efficient manner.
[0027] According to a further embodiment, there is pro-
vided an automated application verification module,
wherein the verification prologue check is configured to
check the integrity by comparing a predetermined check-
sum of the inserted verification prologue at build time with
a checksum of the verification prologue as calculated dur-
ing execution.
[0028] The calculation of the checksum of the verifica-
tion prologue can be performed efficiently as the verifi-
cation prologue is only a small part of the function and
the software application, still it can provide for a reliable
detection as the location at which the verification pro-
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logue check is inserted in the function, this means at the
entry point of the function, is a common anchor point for
attempts at compromising the software application, such
as for example by inserting a trampoline. Additionally,
the verification prologue, is at run time more difficult to
identify for an attacker than an entire function, or the en-
tire software application, in this way it will also be more
difficult for an attacker to attempt at generating a check-
sum for the verification prologue, than it is for generating
a checksum for an entire function or software application.
This then increases the hurdle for an attacker which might
attempt at using such a checksum as an identifiable pat-
tern in an attempt to locate integrity verification function-
ality in the software application for subsequent modifica-
tion.
[0029] According to a further embodiment, there is pro-
vided an automated application verification module,
wherein the verification prologue check is configured to
check the integrity by means of a decryption function in
which at least part of the corresponding verification pro-
logue is used as decryption key.
[0030] In this way the integrity check is combined with
decryption in such a way that during run-time no further
data needs to be exchanged, thereby leading to a strong
resistance against tampering with the software applica-
tion after distribution.
[0031] According to a further embodiment, there is pro-
vided an automated application verification module,
wherein the verification prologue check is configured to
check the integrity by means of one or more opaque pred-
icates which comprises a predetermined evaluation of at
least a part of the corresponding verification prologue.
[0032] In this way the risk that an attacker is able to
locate the functionality of the verification prologue check
in the software application is reduced.
[0033] According to a second aspect of the invention,
there is provided a computer-implemented method of op-
erating the automated application verification module ac-
cording to the first aspect of the invention, comprising
the steps of:

- receiving a software application;
- identifying one or more functions of the software ap-

plication;
- for at least one of the identified functions:

- in which the identified function consists of an
original set comprising one or more instructions;

- adding a verification prologue at the entry point
of the function which does not alter the control
flow of the original set of the function when the
verification prologue is executed in its entirety;
and

- add at least one corresponding verification pro-
logue check to the software application, such
that the verification prologue check is configured
to automatically check the integrity of the corre-
sponding verification prologue during execution

of the software application.

[0034] It is clear that similar embodiments as described
with respect to the above mentioned automated applica-
tion verification module are also available with respect
to its method of operation.
[0035] According to a third aspect of the invention,
there is provided a computer program product comprising
instructions which, when the program is executed by a
computer, cause the computer to carry out the method
according to the second aspect of the invention.
[0036] According to a fourth aspect of the invention,
there is provided a computer-readable data carrier hav-
ing stored thereon the computer program product of the
third aspect of the invention; and/or a data carrier signal
carrying the computer program product of the third aspect
of the invention.

Brief Description of the Drawings

[0037] Exemplary embodiments of the invention will
now be described with reference to the accompanying
drawings in which:

- Figure 1 schematically shows an embodiment of a
function of a software application;

- Figure 2 schematically shows an embodiment of the
function of Figure 1 being hooked by a trampoline;

- Figure 3 schematically shows an embodiment of the
automated application verification module;

- Figures 4-9 schematically show different embodi-
ments of a software application outputted by the au-
tomated application verification module;

- Figure 10 schematically shows an embodiment of a
computer-implemented method for operating the au-
tomated application verification module;

- Figure 11 schematically shows a suitable computing
system for executing the computer-implemented
method.

Detailed Description of Embodiment(s)

[0038] Figure 1 schematically shows an embodiment
of a software application 100. As shown the software
application 100 comprises at least one function 200. As
known to a person skilled in the art a software application
100, also referred to as an application program, an App,
an application, etc. comprises a computer program typ-
ically designed to perform a group of coordinated func-
tions 200 for execution by a processor of a suitable com-
puting device such as for example a personal computer,
a server, a smartphone, a tablet device, etc. Typically, a
software application 100 thus comprises a plurality of
functions 200. Such a function 200, as known to a person
skilled in the art, and also referred to as a subroutine, a
procedure, a routine, a method, a subprogram, etc. com-
prises a portion of software code of a larger software
application which performs a specific task and comprises
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a specific portion of the software code of the software
application. As generally known, such a function thus
comprises a sequence of program instructions that per-
form a specific task, packaged as a unit. A function 200
can thus be used in a software application when that
particular task should be performed. As generally known,
functions may for example be defined within the applica-
tion code of the software application, or alternatively in
software libraries for use by the application code of the
software application, or in any other suitable form. It is
further clear that according to the type of programming
languages, such a function of the software application
100 may be referred to as a subroutine, a procedure, a
routine, a method, a subprogram, a callable unit, etc. As
generally known, such a function 200 forms a step or part
of the control flow of the software application 100. A func-
tion 200 is configured such that it can be started or called
during execution of the software application 100. As
shown in Figure 1, typically the function 200 is called by
means of a suitable identifier for the entry point 202 of
the function 200, also referred to as a symbol, such as
for example the function name, upon which the control
flow 208 of the software application proceeds or jumps
to the entry point 202 of the function 200 where the control
flow 208 continues by executing the set of instructions
201 of the function 200. According to the embodiment of
Figure 1, the function 200, of which the entry point is
identified by means of the function identifier "FN" when
called, during execution of the software application 100,
will enable the control flow 208 to proceed from the entry
point 202 to the first programming instruction 204, the
second programming instruction 206, etc. until it reaches
the end of the set of instructions 201 of the function 200
where it will branch back, also referred to as return, at
an exit point 209, such that the control flow 208 proceeds
for example at the next instruction of the software appli-
cation 100 following the instruction calling the function
200. It is clear that, although the set of instructions shown
in the exemplary embodiment of the function 200 in Fig-
ure 1 are for example a set of instructions comprising a
sequence of assembly language instructions. Such as-
sembly or assembler language programming instruc-
tions, are often referred to as a low-level programming
language for a processor of a computer or any suitable
programmable computing device. As known to a person
skilled in the art there is a strong, but not necessarily one-
to-one, correspondence between the assembly lan-
guage human readable software code instructions and
the machine readable software code instructions suitable
for execution by a processor of a particular architecture,
such as for example x86, arm, mips, RISC, etc.. It is thus
clear that the assembly language instructions can be con-
sidered a human readable representation of the corre-
sponding machine readable instruction set suitable for
execution by the processor of a computer. However, it is
further clear that alternative embodiments are possible
in which a function comprises any suitable set of instruc-
tions, comprising any suitable set of low level or high

level instructions, machine readable and/or human read-
able, from any suitable low level or high level program-
ming language and/or intermediate representation of a
software application. The set of instructions of a function
200 could thus for example comprise instructions of a
programming language such as C, C++, Java, Perl, byte
code, bitcode, object code, etc. It is further also clear
that, typically, functions 200 are called a plurality of times
and/or at different places during execution of the software
application. According to the embodiment shown in Fig-
ure 1, the set of instructions comprises for example as-
sembly language instructions for a processor comprising
a RISC architecture with a 32-bit instruction size and an
8-bit address resolution. It is however clear that alterna-
tive embodiments are possible with respect to the instruc-
tion set for any suitable processor architecture.
[0039] Figure 2 shows the embodiment of the software
application 100 of Figure 1 after it was subjected to tam-
pering by means of a hook with a trampoline on function
200 with function identifier "FN". As shown, the first in-
struction 204 at the entry point 202 of function 200 was
overwritten with an instruction 212 which diverts the con-
trol flow 208 to some other software code, which accord-
ing to this embodiment is shown as an additional function
hook 210. It is clear that alternative embodiments are
possible in which one or more of instructions at the entry
point 202 of the function 200 are overwritten by one or
more other instructions that divert the control flow 208.
The instruction 212 with which the initial instructions of
the function 200 are overwritten, and which divert the
control flow are typically referred to as a trampoline. As
known to a skilled person, the embodiment of Figure 2
illustrates malicious manipulation of the code of the soft-
ware application by means of a technique known as hook-
ing, which intercepts and/or alters the control flow of the
software application. According to the embodiment
shown in Figure 2, the trampoline 212 intercepts the func-
tion call of function 200 with function identifier "FN". It
diverts the control flow 208 of this intercepted function
call by means of a call to a hook function 210 with function
identifier "HOOK". Such a hook function 210, comprises
software code that handles and/or alters the intercepted
function call is referred to as a hook. Such hooking can
be used for many different purposes. However, it is typ-
ically used by automated tools for enabling tampering of
distributed software applications to monitor or extract da-
ta and/or behaviour and/or to modify the control flow
and/or the operation of the software application. In such
a way, such a hook can be used to insert malicious code
to a distributed software application, which for example
monitors or alters the behaviour of a password input func-
tion or a license check function, in order to monitor the
input of a password or to alter the license check function
such that it deems the license always valid. According to
the exemplary embodiment of Figure 1, the hook function
210 comprises some custom code 214, which is suffixed
with original first instruction 204 of the function 200 and
an unconditional jump 216 to direct the control flow 208

9 10 
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back to proceed with the instructions following the tram-
poline 212 in function "FN" 200. In this way, as known to
a person skilled in the art, when calling function 200 the
control flow 208 is redirected by the trampoline 212 to
the hook function 210 for execution of the custom code
214 and subsequently back to the function 200. The cus-
tom code 214 monitors or alters the behaviour of the func-
tion 200, and the original first instruction 204 that was
replaced with the trampoline 212 is retained in the control
flow 208 before the execution of the second instruction
206 of the function 200 and thus the entire set 201 of
instructions of the original function 200 as shown in Fig-
ure 1 is retained, however it is retained in a way that the
control flow of the original set 201 is altered by the tram-
poline 212 and in which the semantics of the original set
201 is modified by the custom code 214 of the hook func-
tion 210. It is clear that, further alternative embodiments
are possible, in which the control flow 208 is redirected
by means of function hooking, in which for example the
hooking function does not return to the original function
200, but instead returns to the call site of the original
function 200, etc.
[0040] As discussed above, in order to verify the code
integrity of the software application 100 by means of a
checksum verification, this would require for example to
calculate a suitable checksum of the entire function 200
during build time. During run time, again, a checksum
would need to be calculated of the entire function 200. It
is clear that, when the function 200 is subjected to tam-
pering by means of function hooking, that the function
200 is altered by the initial instruction 204 being overwrit-
ten by the trampoline 212. It is thus further also clear that
the run time checksum, when calculated at run time of
the software application 100, will not match the compile
time checksum of the function 200, thereby allowing to
determine a breach of the code integrity of the software
application 100. However as explained above calculating
the checksum of the entire function 200, and typically
checksums for all other components of the software ap-
plication 100 both during compile time and at run time is
resource intensive, inflexible and sometimes incompati-
ble with the use of particular application distribution plat-
forms.
[0041] Figure 3 schematically shows an embodiment
of the automated application verification module 10. As
shown, the application verification module 10 receives a
software application 100, for example a software appli-
cation 100 similar as the embodiment shown in Figure
1. As shown, the automated application verification mod-
ule 10 identifies function 200 "FN". It is clear that appli-
cation verification module 10, according to alternative
embodiments will be configured to identify a plurality of
functions 200 of the software application 100, and that
the embodiment of Figure 1 comprising a single function
200, is shown merely for the sake of simplicity. Such au-
tomated identification of functions 200 in a software ap-
plication is well known to a man skilled in the art. Accord-
ing to one embodiment, there can for example be auto-

matically generated a call graph or any other suitable
automatically generated control flow graph, which repre-
sents calling relationships between a plurality of functions
in a software application, in this way enabling automatic
identification of functions 200 in a software application
100 . It is clear that still further alternatives exist, for ex-
ample for different standard libraries or Application Pro-
gramming Interfaces, etc. comprising one or more func-
tions being used by the software application, there are
available suitable machine-readable definitions of the
functions that are being made available to the software
application. Such automated function identification in a
software application can be realized by means of a suit-
able standalone module or tool, however it is typically
functionality that is already available in a build system,
for example in the compiler. It is thus clear that, although
the automated application verification module 10 could
be implemented as a standalone software application, it
is clear that the application verification module 10 ac-
cording to alternative embodiments could be a suitable
module which is at least part of and/or suitably coupled
to another software application, such as for example a
suitable build system, a compiler, etc.
[0042] As further shown, according to the embodiment
of Figure 3, the application verification module 10 adds
a verification prologue 300 to the identified function 200.
As will be explained in further detail below, the verification
prologue 300 comprises one or more instructions which
are added at the entry point 202 of the function 200. It is
thus clear that the verification prologue 300 thus com-
prises a non-empty subset comprising programming in-
structions. As will be explained in further detail below,
according to some embodiments, the verification pro-
logue 300, in addition to the programming instructions
could further also comprise other data, such as for ex-
ample predetermined data, random bytes, invalid instruc-
tions, etc. As will be explained in further detail below, by
means of different embodiments of the verification pro-
logue 300, in general the verification prologue 300, which
is added at the entry point 202 of the function 200, does
not alter the control flow of the software application 100
when executed. This generally means that, when exe-
cuted, the functionality of the software application 100
will not be affected by the inserted verification prologue
300. Additionally, by inserting the verification prologue
300 at the entry point 202 of the function, it is clear that
the instructions of the verification prologue 300 will be
executed when the function 200 is called, as the control
flow of the software application 100 is then directed to
the entry point 202 of the function 200. It is clear that, as
will be explained in further detail below, that the verifica-
tion prologue 300, is preferably relatively small, especial-
ly, when compared to the size of the overall software
application 100 and preferably also of the function 200
to which it is added. When for example the overall soft-
ware application 100 comprises thousands or millions or
even more lines of suitable programming instructions,
the verification prologue 300 will preferably comprise a
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size of only a fraction thereof, for example less than 10%,
preferably less than 5% or less than 1%, for example a
set comprising less than one thousand instructions, for
example less than one hundred instructions, which are
inserted at the entry point 202 of the function 200 such
that they will be executed when the function 200 is called
during execution of the software application 100. In this
way, as shown, the function 200 has been modified by
the application verification module 10. The modified func-
tion 200 thus comprises the verification prologue 300
added at the entry point 202 of the function 200 in addition
to the original set 201 comprising one or more instructions
204, 206, 209.
[0043] As further shown, according to the embodiment
of Figure 3, there is added a verification prologue check
400 to the software application 100. This verification pro-
logue check 400 corresponds to the verification prologue
300 added to the function 200. This means that the ver-
ification prologue check 400 is added to the software ap-
plication 100 in such a way that it will automatically check
the integrity of the corresponding verification prologue
300 during execution of the software application 100. It
is thus clear that the corresponding verification prologue
check 400, similar as described above with reference to
the verification prologue is added to the software appli-
cation 100 by the application verification module 10 dur-
ing build time of the software application 100. Subse-
quently, during run time of the software application, the
verification prologue check 400 will at some time during
the execution of the software application 100 be execut-
ed, and will thereby, as will be described in further detail
below, in general check the integrity of the corresponding
verification prologue 300 of the distributed software ap-
plication 100. It is clear that, as already mentioned above,
that alternative embodiments are possible in which for
example, the application verification module 10 identifies
a plurality of functions 200, and adds to a plurality of the
identified functions a suitable verification prologue 300.
It is clear that, according to such embodiments, for each
of the added verification prologues 300 the application
verification module 10 will add at least one corresponding
verification prologue check 400 in a suitable way to the
software application 100. It is thus clear that, according
to particular embodiments, there can be added a plurality
of corresponding verification prologue checks 400
checks to the software application 100 for a single cor-
responding verification prologue 300 of a function 200,
for example in such a way that each of the plurality of
verification prologue checks 400 for this corresponding
verification prologue 300 are executed at different times,
triggered by different events, at different places of the
control flow graph of the software application, ... during
run time of the software application 100. It is further clear
that, as both the verification prologue 300 and its corre-
sponding verification prologue check 400 are added by
the application verification module 10 during build time,
all information needed about the verification prologue
300 to perform the functionality of the verification pro-

logue check 400 is available to the application verification
module 10 during build time. As will be explained in fur-
ther detail below, the application verification module 10
can thus add the verification prologue check 400 in such
a way to the software application 100 at build time that,
subsequently, during run time, the verification prologue
check 400 does not need any further information about
the corresponding verification prologue 300 in order to
check its integrity. It is further clear that, as shown in the
embodiment in Figure 3, the automated application ver-
ification module 10, in this way, also modifies the software
application 100, by adding the at least one corresponding
verification prologue check 400, thereby thus generating
a modified software application 100 comprising the at
least one corresponding verification prologue check 400
for each verification prologue 300 added to the modified
functions 200 as described above. It is thus clear that in
this way the automated application verification module
10, for example outputs a modified software application
100 comprising one or more modified functions 200 com-
prising a verification prologue 300, and further compris-
ing at least one corresponding verification prologue
check 400, for each of these modified functions 200, add-
ed to the software application 100 during build time, in
such a way that during run time the verification prologue
checks 400 will automatically check the integrity of their
corresponding verification prologue 300. According to
the embodiment shown in Figure 3, the verification pro-
logue check 400 is added to the software application 100
at a suitable location different from the identified function
200. It is however clear that alternative embodiments are
possible, for example in which the verification prologue
check 400 is at least partly comprised within a function
200 of the software application 100, within the corre-
sponding identified function 200 comprising the corre-
sponding verification prologue 300 of the software appli-
cation 100, etc., as long as in general, the verification
prologue check 400 is added to the software application
100 in such a way that it automatically checks the integrity
of the corresponding verification prologue 300 during ex-
ecution of the software application 100.
[0044] Figure 4 shows a particular embodiment of a
function 200 of a software application as modified by the
application verification module 10 by adding a verification
prologue 300. As shown, according to this particular em-
bodiment the function 200 of the software application 100
is labelled with identifier "FN" similar as described above.
As shown, the function 200 comprises a set of instruc-
tions 204, 206, 209, similar as shown above with refer-
ence to the embodiment of Figure 1. As shown, according
to the embodiment of Figure 4, there is added, at the
entry point 202 of function 200 "FN", a verification pro-
logue 300. According to the embodiment shown, the ver-
ification prologue 300 consists of a non-empty set 310
of three instructions 320. According to the embodiment
shown, the set 310 comprises a sequence of these three
instructions:
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- "ADD R3, #123", which adds a value of 123 to reg-
ister R3;

- "MOV R7, R7", which moves the value of register R7
to register R7; and subsequently

- "SUB R3, #123", which subtracts the value of 123
from register R3, which thus means that the same
value that was added to register R3 in the first reg-
ister, is now subtracted again, thus restoring the orig-
inal contents of register R3.

[0045] As shown, the verification prologue 300, is add-
ed at the entry point 202 of the function 200 "FN". Ac-
cording to the embodiment shown in Figure 4, the verifi-
cation prologue 300, is added at the entry point 202 as
a set 310 of three instructions 320 of function 200, which
precede the original first instruction 204 of the function
200. In other words, according to this embodiment, the
verification prologue 300 is added to the function 200 at
its entry point 202 and added in such a way that the set
310 of instructions 320 of the verification prologue 300
is followed by original set 201 of instructions of the original
function 200, which comprises the initial instruction 204
and any subsequent instructions of the original function
200 of the software application 100 as received by the
automated application verification module 10. According
to the embodiment shown, it is clear that the verification
prologue 300 does not alter the control flow 208 of the
function 200, which is still proceeding, when function 200
is called from its entry point 202, via the instructions 320
of the set 310 of the verification prologue 300, to the
original instructions 204, 206, ... of the function 200, to
the exit point 209 of the function 200, such that the control
flow 208 proceeds for example at the next instruction of
the software application 100 following the instruction call-
ing the function 200. It is thus clear that, the control flow
208 of the software application 100 is also not changed
when the verification prologue 300 of the function 200 is
executed in its entirety. As will be explained in further
detail below, alternative embodiments are possible, for
example in which the verification prologue comprises in-
ternal jump instructions which do alter the control flow,
however only in such a way that the control flow of the
original set 201 of the function 200 is not altered and/or
the semantics of the function 200 is not altered. To an
end user of the software application 100, the functionality
of the software application 100 is thus not noticeably
changed by the addition of the verification prologues 300
to one or more of the identified functions 200 by the ap-
plication verification module 10. It is further also clear
that in this way such a set 310 of instructions 320 of the
verification prologue 300, when the set 310 is executed
in its entirety, has no semantic effect on the function 200
or the software application 100.
[0046] It is clear that alternative embodiments are pos-
sible, more specifically with respect to the verification pro-
logue 300, and the set 310 of instructions 320 it compris-
es. According to such embodiments the set 310 could
comprise a different number of instructions 320, or other

types of instructions 320 than those shown in the em-
bodiment of Figure 4, as long as in general, the verifica-
tion prologue 300, when executed in its entirety, does
not alter the control flow of the function 200 to which it is
added or has no semantic effect similar as explained
above. One particularly useful instruction for this pur-
pose, is for example a so called no operation instruction,
also known as a NOP instruction, which is available in
many high level and low-level programming languages
and which is an instruction that does not perform an op-
eration and is typically only used for example for timing
purposes. Such a NOP instruction thus does not alter the
control flow, nor does it have any semantic effect. Em-
bodiments of the verification prologue 300 could thus
simply be realized by providing a predetermined set 310
comprising one or more no operation or NOP instruc-
tions. According to some embodiments the verification
prologue could even consist entirely of a predetermined
set 310 of one or more NOP instructions. Although, ac-
cording to the embodiment of Figure 4, the verification
prologue 300 does not alter the control flow of the function
200 as a whole, as will be explained in further detail be-
low, alternative embodiments are possible, for example
in which the verification prologue comprises internal jump
instructions which do alter the control flow of the function
200, however only in such a way that the control flow of
the original set 201 of the function 200 is not altered
and/or the semantics of the function 200 is not altered
[0047] According to the embodiment shown in Figure
7, the automated application verification module 10 has
added a verification prologue check 400 to the software
application 100 during build time, which is for example
configured to check the integrity of a corresponding ver-
ification prologue 300 similar as described above with
reference to Figure 4. According to the embodiment
shown, the exemplary verification prologue check 400 is
for example added to a function of the software applica-
tion labelled "FN2", which for example is a different func-
tion than the function "FN" to which the corresponding
verification prologue 300 was added as described above.
It is however clear that alternative embodiments are pos-
sible, in which for example the verification prologue check
400 is added at any suitable location in the software ap-
plication 100, even for example in the same function 200
as in which the verification prologue 300 was added, as
long as in general the verification prologue check 400 is
executed at a suitable moment during run time of the
software application 100. In other words, the verification
prologue check 400 is an executable set of instructions
which is added to the control flow 208 of the software
application 100 in such a way that at some suitable point
in time during the execution of the software application
100, the verification prologue check 400 will be executed
to check the integrity of the corresponding verification
prologue 300 of the software application being executed.
According to the embodiment shown in Figure 7, the ver-
ification prologue check 400 comprises a set 410 of three
instructions 420:
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- "MOV R1, [$FN]", which moves the first four bytes
of function 200 with identifier "FN" to which the cor-
responding verification prologue 300 was added at
build time to register R1;

- "CMP R1, #X", which compares the initial four bytes
of function 200 in register R1 to a predetermined
value X, the value X was added at build time and
corresponds to the first four bytes of the verification
prologue 300 as added at build time.

- "JNE $ABORT", which jumps to an abort function
that aborts the execution of the software application
100, when the previous comparison shows a differ-
ence to be present between the predetermined value
X that was added at build time and the actual first
bytes of function 200 "FN" at run time.

[0048] It is clear that in this way the verification pro-
logue check 400 is configured to compare at least a pre-
determined part of the verification prologue 300 of the
function 200 "FN" as inserted at build time with the cor-
responding part of the function 200 "FN" at run time. Ac-
cording to the embodiment shown the predetermined part
of the verification prologue 300 corresponded to the first
four bytes of the verification prologue 300, and thus the
first four bytes of the function 200 "FN". It is however
clear that alternative embodiments are possible, in which
for example a different predetermined part of the verifi-
cation prologue 300 is checked and/or the verification
prologue 300 is checked in its entirety by the correspond-
ing verification prologue check 400. Especially when the
verification prologue 300 added to a function 200 during
build time is small, for example less than or equal to thirty-
five instructions, preferably less than or equal to thirty
instructions, preferably less than or equal to ten instruc-
tions, preferably in the range of one up to four instruc-
tions, it is clear that the verification prologue check 400
during build time could be provided with a predetermined
part of or the entire verification prologue 300 itself as
inserted during build time for enabling a subsequent com-
parison operation during run time in order to check the
integrity of the function 200 to which the verification pro-
logue 300 was added. It is clear that still further alternative
embodiments are possible, specifically with respect to
the number of instructions mentioned above, however it
is clear that a smaller number of instructions will result
in a higher level of efficiency. It is thus clear that, the
verification prologue 300 as added to the identified func-
tion 200 during build time thus comprises a set 310 of
instructions 320, which can for example be represented
or converted to a suitable sequence of machine readable
instructions 320 as present in the distributed software
application 100. This sequence of machine readable in-
structions 320, also known as machine language instruc-
tions or machine language code, comprises a suitable
machine-readable sequence of bytes representative of
the instructions 320. It is clear that, in this way, the ver-
ification prologue 300 as added to the function 200 during
build time can be represented as a suitable sequence of

bytes, or any other suitable data structure, and added in
this way during build time to a corresponding verification
prologue check 400 for enabling the subsequent integrity
check during run time. Similar as explained above, in this
way, during run time, the verification prologue check 400
is able to compare the corresponding part of the function
200, for example the first four bytes of function 200, with
the predetermined part of the verification prologue 300
of the function 200 as inserted at build time, for example
in the form of a suitable data structure storing the four
first bytes of the corresponding verification prologue 300
as added to the function 200 during build time. This com-
parison performed during run time by the verification pro-
logue check 400, thus consists of comparing the prede-
termined part of the verification prologue 300 as already
available to the verification prologue check 400, for ex-
ample in the form of a predetermined byte sequence add-
ed during build time as described above, with the corre-
sponding predetermined byte sequence of the function
200 as present during run time of the distributed software
application 100. In this way the verification prologue
check 400, at run time, only requires a simple retrieval
of a few bytes corresponding to at least a part of the
corresponding verification prologue 300 of the function
200 to enable an automatic check of the integrity of the
corresponding verification prologue 300 during execution
of the software application 100. It is clear that in this way
the integrity check can be performed in an efficient way
at run time, without requiring complex operations both at
build time and at run time, without the need for distribution
of or retrieval of external data to enable the integrity
check, etc.
[0049] A further embodiment of a verification prologue
300 as added to an identified function 200 by the auto-
mated application verification module 10 is shown in Fig-
ure 5. As shown, according to this particular embodiment,
similar as described above with reference to Figure 4,
the function 200 of the software application 100 is labelled
with identifier "FN". Similarly, the function 200 comprises
a set of instructions 204, 206, 209, similar as shown
above with reference to the embodiment of Figure 1. Sim-
ilar as described with reference to the embodiment of
Figure 4, there is added, at the entry point 202 of function
200 "FN", a verification prologue 300. According to the
embodiment shown in Figure 5, the verification prologue
300 consists of a non-empty set 310 of three instructions
320. According to the embodiment shown, the set 310
comprises a sequence of one instruction 322 followed
by two data elements 324, each comprising four bytes:

- "JMP $FN+12", which adds an unconditional relative
jump instruction 322 to jump twelve bytes from the
entry point 202 of the function 200 "FN";

- "0xAABBCC...", four predetermined bytes 324; and
subsequently

- "0xDDEEFF...", four further predetermined bytes
324.
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[0050] It is clear that according to the embodiment
shown in Figure 5, for the embodiment of the RISC proc-
essor with a 32 bit instruction set, that the added verifi-
cation prologue 300 to the identified function 200 thus
comprises twelve bytes, and that thus the initial jump
instruction 322, will cause the control flow 208 of the func-
tion 200 to jump across the predetermined bytes 324 to
continue execution of the function 200 at the first instruc-
tion 204 of the function 200 before addition of the verifi-
cation prologue 300. It is clear that alternative embodi-
ments are possible, as long as in general the verification
prologue 300 comprises a predetermined set 310 com-
prising one or more predetermined bytes 324 prefixed
by a predetermined jump instruction 322 configured to
jump across these predetermined bytes 324 when exe-
cuted. Similar as explained above with reference to the
embodiment of Figure 4, when the set 310 of the verifi-
cation prologue 300 is executed in its entirety, the control
flow 208 of the function 200 is not altered, and similarly
the set 310 has no semantic effect on the function 200.
[0051] According to a particular embodiment, the cor-
responding verification prologue check 400, could for ex-
ample function in a similar way as the embodiment shown
in Figure 8. According to the embodiment shown the ver-
ification prologue check 400, which is added to a function
of the software application 100 labelled "FN3", comprises
a set 410 of three instructions 420:

- "MOV R1, $DATA";
- "MOV R2, $FN"; and
- "CALL $CRYPT", which for example calls a crypto-

graphic function of the software application which
makes use of a predetermined value of "$DATA" as
available to the verification prologue check and some
of the added bytes of the corresponding verification
prologue 300 of function 200 "FN", as input for such
a cryptographic function. Such a cryptographic func-
tion could for example function to only decrypt a pre-
determined part of the distributed software applica-
tion, when the integrity of the part of the function 200
that is provided as input in the form of a decryption
key, which corresponds to at least a part of the ver-
ification prologue 300 that was added during build
time, is not compromised. According to such an em-
bodiment, when the corresponding verification pro-
logue 300 of the distributed application at run time
was compromised and differs from the verification
prologue 300 that was added to the function at build
time, the verification prologue check 400 will call the
cryptographic function with an input that differs from
the required one, whereby for example the crypto-
graphic function will fail to decrypt a required part of
the distributed software application 100.

[0052] It is clear that still further embodiments are pos-
sible, such as for example the embodiment shown in Fig-
ure 6, which shows an embodiment of a verification pro-
logue 300 added to a function 200 "FN". According to the

embodiment shown, the set 310 comprises a sequence
of these three instructions:

- "MOV R1, R1", which moves the value of register R1
to register R1;

- "JMP $HERE+8", which adds an unconditional rel-
ative jump instruction 322 to jump eight bytes from
the location of this instruction; and subsequently

- "0xAABBCC...", four predetermined bytes 324.

Such an embodiment is clearly a combination of instruc-
tions similar as shown in the sets 310 of the embodiments
of Figures 4 and 5. As shown, the first instruction is clearly
an instruction without a semantic effect, and the second
instruction is a jump instruction 322 which functions to
jump across the inserted predetermined bytes of the third
instruction 324.
[0053] As described above, with reference to the em-
bodiments of Figures 5 or 6, the predetermined bytes
324 of the verification prologue 300 could comprise one
or more predetermined data, which could for example be
used by the corresponding verification prologue check
400 to check the integrity of the corresponding verifica-
tion prologue 300 at run time. However, it is clear that
alternative embodiments are possible in which the pre-
determined bytes 324 comprise for example one or more
random bytes or one or more invalid instructions. Accord-
ing to such embodiments, when for example, similar as
explained above with reference to Figure 1, the verifica-
tion prologue 300 would be compromised, for example
by overriding the jump instruction 322, with a different
one, for example of a trampoline 212, this would poten-
tially change the control flow 208 of the function in such
a way that the predetermined bytes 324, which comprise
random bytes, or invalid instructions, etc. are no longer
skipped, thereby leading to the failure of the execution
of the software application 100. It is clear that still further
alternative embodiments are possible, as long as in gen-
eral the verification prologue 300 consists of a predeter-
mined non-empty set 310 of instructions 320 configured
such that, when the set 310 is not executed in its entirety,
the execution of the software application 100 fails. It is
clear that execution of the set 310 in its entirety means
execution of the original sequence of instructions 320 of
the set 310 as inserted at build time, without insertion or
removal of other instructions.
[0054] It is further clear that instead of failure of the
execution of the software application when the set 310
of the verification prologue as inserted at build time is not
executed in its entirety, according to alternative embod-
iments, the execution of the software application 100
could be aborted, continued in an erroneous way, trigger
the execution of a predetermined integrity breach func-
tion of the software application 100, etc. Such an integrity
breach function could for example comprise a user de-
fined function which comprises suitable instructions for
handling a detected breach of integrity of the software
application after distribution.
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[0055] Figure 9 shows still a further embodiment of a
verification prologue check 400, which is added to a func-
tion of the software application 100 labelled "FN4". As
shown, similar as the embodiment of Figure 7 it will com-
pare at least a part of the corresponding verification pro-
logue check 300 with a predetermined value #X inserted
at build time. A jump instruction "JE $HERE+32" will then
jump across a set 414 of four invalid instructions if there
is a match which indicates that the integrity check has
succeeded. However, if the integrity check fails, the con-
trol flow 208 will proceed to the invalid instruction
"0xAAAA...", which will cause the software application to
crash. In this way the first three instructions of the verifi-
cation prologue check 400 thus provide for an integrity
check by means of opaque predicates 412 which com-
prises a predetermined evaluation of at least a part of
the corresponding verification prologue 300.
[0056] It is clear that still further alternative embodi-
ments are possible, for example the verification prologue
check 400 could be configured to perform the integrity
check by comparing a predetermined checksum of the
inserted verification prologue 300 at build time with a
checksum of the verification prologue 300 as calculated
during execution, instead of or in addition to a direct com-
parison of at least a part of the verification prologue 300
at build time and at run time. As the verification prologue
300 comprises a more limited set of instructions than the
function 200 to which it was added, such a checksum
can be calculated efficiently, and has a reduced impact
during build time and run time of the software application
100.
[0057] It is further clear that as explained above, during
execution of the software application 100, the verification
prologue check 400 is configured to continue the execu-
tion of the software application 100 upon a successful
integrity check. When the integrity check fails, as ex-
plained above, the execution of the software application
could be aborted, or continued in such a way that it fails.
However, it is clear that according to still further embod-
iments, a failing integrity check could for example lead
to a continued execution of the software application 100,
but in an erroneous way, for example leading to errone-
ous results or behaviour, or trigger the execution of a
predetermined integrity breach function of the software
application 100, etc.
[0058] Figure 10 schematically shows an embodiment
of a computer-implemented method for operating the au-
tomated application verification module 10, similar as de-
scribed above. As shown, the computer-implemented
method, for example during build time 500, receives the
software application 100 at step 502. Subsequently at
step 504 identifies one or more functions 200 of the soft-
ware application 100. Then the method proceeds to step
506, where for at least one of the identified functions 200
the steps 508 and 510 are initiated. It is clear that pref-
erably a plurality of identified functions 200 are each re-
spectively subjected to the operations of the steps 508
and 510. At step 508 there is added a verification pro-

logue 300 at the entry point 202 of the function 200 which
does not alter the control flow of at least the original set
201 of instructions of the function 200 and/or does not
alter the semantics of the function 200, when the verifi-
cation prologue 300 is executed in its entirety. It is clear
that, similar as described above, various alternative em-
bodiments of such verification prologues 300 are possi-
ble. Preferably, when a plurality of identified functions
200 is subjected to the addition of a verification prologue
300 at the entry point 202 of the function 200, the respec-
tively added verification prologues 300 are not identical,
and preferably comprise various embodiments of the ver-
ification prologues 300 such that the risk for a detectable
pattern is decreased. Further, as shown in Figure 10, at
step 510, for each added verification prologue, there is
added at least one corresponding verification prologue
check 400 to the software application 100. As already
mentioned above, the verification prologue check 400 is
in general added to the software application 100, such
that the verification prologue check 400 is configured to
automatically check the integrity of the corresponding
verification prologue 300 during execution of the software
application 100. As shown in Figure 6, this means that
during run time 600, when the software application 100,
after distribution and potential tampering, is executed at
step 602, at some suitable point in time at least one of
the verification prologue checks 400 inserted at build time
will be executed. As mentioned above, the verification
prologue checks 400 are inserted during build time at
any suitable point in the control flow 208 of the software
application 100 such that during run time 600 of the soft-
ware application 100 the verification prologue checks 400
will also be executed. Preferably, as shown in Figures 3
to 9, the verification prologue checks 400 are inserted in
the control flow 208 of the software application 100 before
the call to the function 200 comprising their correspond-
ing verification prologue 300 as in this way execution of
a function 200 of which the integrity is compromised can
be prevented, however it is clear that alternative embod-
iments are possible, in which the verification prologue
checks 400, could be inserted at any suitable other loca-
tion in the control flow 208 of the software application
100. According to some embodiments, there are added
a plurality of corresponding verification prologue checks
400 to the software application 100 for a single corre-
sponding verification prologue 300. This allows to spread
these different verification prologue checks 400 for the
corresponding verification prologue 300 at different loca-
tions in the control flow 208 of the software application
100. As further shown in Figure 10, when the verification
prologue check 400 is executed at run time 600, at step
606 the verification prologue check 400 will automatically
check the integrity of the corresponding verification pro-
logue 300. As shown, according to this embodiment, up-
on a successful integrity check, the execution of the soft-
ware application 100 will continue at step 608 and, upon
a failing integrity check, the execution of the software
application 100 will be aborted at step 610. It is clear that,
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similar as explained above, according to alternative em-
bodiments, upon a failing integrity check, the verification
prologue check 400 could be configured such that the
execution of the software application 100 is continued in
such a way that it fails, or is continued in an erroneous
way, or such that the execution of a predetermined in-
tegrity breach function of the software application 100 is
triggered.
[0059] It is clear that still further alternative embodi-
ments are possible, more particularly the automated ap-
plication verification module could for example be part of
or coupled to a suitable build system, such that it can
execute its automated application verification method be-
fore, during or in cooperation with at least a part of the
build operation of the software application. It is further
clear that the automated application verification module
could for example be part of or coupled to software ap-
plications for use during a build operation, for example
for optimizing, securing, ... a software application. One
example of such a known software application is for ex-
ample known as ProGuard, available at
http://proguard.sourceforge.net/ . Proguard is a known
software application for use during a build operation,
which for example reduces the size of the software ap-
plication by making use of for example identification of
functions of the software application, for example during
compilation. An alternative known software application
for use during the build operation is DexGuard available
at http://www.guardsquare.com/dexguard . Dexguard
focuses on the protection of mobile software applications,
with additional features such as for example resource
obfuscation, string encryption, class encryption, and ex-
ecutable application file splitting. DexGuard is focussed
on Android applications and directly creates Dalvik byte-
code during the Android build operation in which Android
programs are compiled into .dex or Dalvik Executable
files, which are in turn packaged into a software package
or .apk file. Such known software applications, during the
build operation, make use of for example identification
of functions to reduce the size and increase the efficiency
of the software application. Still a further alternative
known software application is known as iXGuard availa-
ble at https://www.quardsquare.com/ixguard and pro-
vides similar functionality for software applications for the
iOS operating system. It is clear that, the functionality of
this identification of function of the software application
as already available in these such existing software ap-
plications which are aimed at detecting for example un-
used functions or other application components, can ac-
cording to particular embodiments be made available in
a shared or integrated way to the automated application
verification module during build time. In this way, the au-
tomated application verification module could thus for ex-
ample be easily integrated with such abovementioned
software applications such as ProGuard, DexGuard, etc.
[0060] Figure 11 schematically shows a suitable com-
puting system 700, 800 for executing the computer-im-
plemented method described above. Figure 11 thus

shows shows a suitable computing system 700, 800 for
hosting the automated application verification module 10
or any of its components as described with reference to
the above-mentioned embodiments. Computing system
700 may in general be formed as a suitable general-pur-
pose computer and comprise a bus 710, a processor
702, a local memory 704, one or more optional input in-
terfaces 714, one or more optional output interfaces 716,
a communication interface 712, a storage element inter-
face 706 and one or more storage elements 708. Bus
710 may comprise one or more conductors that permit
communication among the components of the computing
system. Processor 702 may include any type of conven-
tional processor or microprocessor that interprets and
executes programming instructions. Local memory 704
may include a random access memory (RAM) or another
type of dynamic storage device that stores information
and instructions for execution by processor 702 and/or
a read only memory (ROM) or another type of static stor-
age device that stores static information and instructions
for use by processor 702. Input interface 714 may com-
prise one or more conventional mechanisms that permit
an operator to input information to the computing device
700, such as a keyboard 720, a mouse 730, a pen, voice
recognition and/or biometric mechanisms, etc. Output in-
terface 716 may comprise one or more conventional
mechanisms that output information to the operator, such
as a display 740, a printer, a speaker, etc. Communica-
tion interface 712 may comprise one or more transceiver-
like mechanisms such as for example two 1Gb Ethernet
interfaces that enables computing system 700 to com-
municate with other devices and/or systems, for example
mechanisms for communicating with one or more other
computing systems 800. The communication interface
712 of computing system 700 may be connected to such
another computing system 800 by means of a local area
network (LAN) or a wide area network (WAN), such as
for example the internet. Storage element interface 706
may comprise a storage interface such as for example a
Serial Advanced Technology Attachment (SATA) inter-
face or a Small Computer System Interface (SCSI) for
connecting bus 710 to one or more storage elements
708, such as one or more local disks, for example 1TB
SATA disk drives, and control the reading and writing of
data to and/or from these storage elements 708. Al-
though the storage elements 708 above is described as
a local disk, in general any other suitable computer-read-
able media such as a removable magnetic disk, optical
storage media such as a CD or DVD, - ROM disk, solid
state drives, flash memory cards, ... could be used.
[0061] The automated application verification module
10 according to the above-mentioned embodiments
could be part of a suitable build automation utility running
on a computing system 700 locally available to a devel-
oper, such as a personal computer, laptop, etc. or on a
remotely accessible computing system such as one or
more servers available to a plurality of application devel-
opers. Alternatively, the automated application verifica-
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tion module 10 may also be part of build automation serv-
ers, for example comprising web based build tools, which
execute build automation utilities on a scheduled or trig-
gered basis, such as for example a continuous integra-
tion server. It is clear that the automated application ver-
ification module 10, etc. and their associated computer-
implemented method of operation, can be implemented
as programming instructions stored in the local memory
704 of the computing system 700 for execution by its
processor 702. Alternatively, these components could be
stored on the storage element 708 or be accessible from
another computing system 800 through the communica-
tion interface 712. In general, in this way the automated
application verification module 10 and the associated
computer-implemented method are provided as a com-
puter program comprising software code adapted to per-
form this computer-implemented method when executed
by a computing system. Alternatively, the automated ap-
plication verification module 10 and the associated com-
puter-implemented method could also be provided as a
computer readable storage medium comprising compu-
ter-executable instructions which, when executed by a
computing system, perform the computer-implemented
method.
[0062] Although the present invention has been illus-
trated by reference to specific embodiments, it will be
apparent to those skilled in the art that the invention is
not limited to the details of the foregoing illustrative em-
bodiments, and that the present invention may be em-
bodied with various changes and modifications without
departing from the scope thereof. The present embodi-
ments are therefore to be considered in all respects as
illustrative and not restrictive, the scope of the invention
being indicated by the appended claims rather than by
the foregoing description, and all changes which come
within the scope of the claims are therefore intended to
be embraced therein. This is especially the case for the
embodiments described above which refer to a single
build tool plugin and/or a single application component.
It is clear that these embodiments are disclosed in a man-
ner sufficiently clear and complete for a skilled person to
apply that teaching to embodiments making use of two
or more build tool plugins for processing a plurality of
application components.
[0063] It will furthermore be understood by the reader
of this patent application that the words "comprising" or
"comprise" do not exclude other elements or steps, that
the words "a" or "an" do not exclude a plurality, and that
a single element, such as a computer system, a proces-
sor, or another integrated unit may fulfil the functions of
several means recited in the claims. Any reference signs
in the claims shall not be construed as limiting the re-
spective claims concerned. The terms "first", "second",
third", "a", "b", "c", and the like, when used in the descrip-
tion or in the claims are introduced to distinguish between
similar elements or steps and are not necessarily de-
scribing a sequential or chronological order. Similarly,
the terms "top", "bottom", "over", "under", and the like

are introduced for descriptive purposes and not neces-
sarily to denote relative positions. It is to be understood
that the terms so used are interchangeable under appro-
priate circumstances and embodiments of the invention
are capable of operating according to the present inven-
tion in other sequences, or in orientations different from
the one(s) described or illustrated above.

Claims

1. An automated application verification module (10)
configured to:

- receive a software application (100);
- identify one or more functions (200) of the soft-
ware application (100);
- for at least one of the identified functions (200):

- in which the identified function (200) con-
sists of an original set (201) comprising one
or more instructions (204, 206, 209);
- add a verification prologue (300) at the en-
try point (202) of the function (200) which
does not alter the control flow of the original
set (201) of the function (200) when the ver-
ification prologue (300) is executed in its en-
tirety; and
- add at least one corresponding verification
prologue check (400) to the software appli-
cation (100), such that the verification pro-
logue check (400) is configured to automat-
ically check the integrity of the correspond-
ing verification prologue (300) during exe-
cution of the software application (100).

2. An automated application verification module ac-
cording to claim 1, wherein the verification prologue
(300) consists of a predetermined, non-empty set
(310) comprising instructions (320) configured such
that, when the set (310) is executed in its entirety,
the control flow (208) of the original set (201) of the
function (200) is not altered.

3. An automated application verification module ac-
cording to claim 1 or 2, wherein the verification pro-
logue (300) consists of a predetermined, non-empty
set (310) comprising instructions (320) configured
such that, when the set (310) is executed in its en-
tirety, the set (310) has no semantic effect on the
function (200).

4. An automated application verification module ac-
cording to any of the preceding claims, wherein the
verification prologue (300) consists of a predeter-
mined, non-empty set (310) comprising one or more
no operation or NOP instructions.
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5. An automated application verification module ac-
cording to any of the preceding claims, wherein the
verification prologue (300) consists of a predeter-
mined, non-empty set (310) comprising instructions
(320) configured such that, when the set (310) is
executed with modifications and/or not in its entirety:

- the execution of the software application (100)
is aborted;
- the execution of the software application (100)
fails;
- the execution of the software application (100)
continues in an erroneous way; and/or
- the execution of a predetermined integrity
breach function of the software application (100)
is triggered.

6. An automated application verification module ac-
cording to any of the preceding claims, wherein the
verification prologue (300) consists of a predeter-
mined set (310) comprising one or more predeter-
mined bytes (324), prefixed by a predetermined jump
instruction (322) configured to jump across these
predetermined bytes (324) when executed.

7. An automated application verification module ac-
cording to claim 6, wherein the one or more prede-
termined bytes (324) comprise one or more of the
following:

- one or more predetermined data;
- one or more random bytes;
- one or more invalid instructions.

8. An automated application verification module ac-
cording to any of the preceding claims, wherein the
verification prologue check (400) is configured to:

- upon a successful integrity check: continue the
execution of the software application (100); and
- upon a failing integrity check:

- abort the execution of the software appli-
cation (100);
- continue the execution of the software ap-
plication (100) such that it fails;
- continue the execution of the software ap-
plication (100) in an erroneous way; and/or
- trigger the execution of a predetermined
integrity breach function of the software ap-
plication (100).

9. An automated application verification module ac-
cording to any of the preceding claims, wherein the
verification prologue check (400) is configured to
check the integrity by comparing at least a predeter-
mined part of the verification prologue (300) of the
function (200) as inserted at build time with the cor-

responding part of the function (200) at run time.

10. An automated application verification module ac-
cording to any of the preceding claims, wherein the
verification prologue check (400) is configured to
check the integrity by comparing a predetermined
checksum of the inserted verification prologue (300)
at build time with a checksum of the verification pro-
logue (300) as calculated during execution.

11. An automated application verification module ac-
cording to any of the preceding claims, wherein the
verification prologue check (400) is configured to
check the integrity by means of a decryption function
in which at least part of the corresponding verification
prologue (300) is used as decryption key.

12. An automated application verification module ac-
cording to any of the preceding claims, wherein the
verification prologue check (400) is configured to
check the integrity by means of one or more opaque
predicates (412) which comprises a predetermined
evaluation of at least a part of the corresponding ver-
ification prologue (300).

13. A computer-implemented method of operating the
automated application verification module according
to any of the preceding claims, comprising the steps
of:

- receiving a software application (100);
- identifying one or more functions (200) of the
software application (100);
- for at least one of the identified functions (200):

- in which the identified function (200) con-
sists of an original set (201) comprising one
or more instructions (204, 206, 209);
- adding a verification prologue (300) at the
entry point (202) of the function (200) which
does not alter the control flow of the original
set (201) of the function (200) when the ver-
ification prologue (300) is executed in its en-
tirety; and
- add at least one corresponding verification
prologue check (400) to the software appli-
cation (100), such that the verification pro-
logue check (400) is configured to automat-
ically check the integrity of the correspond-
ing verification prologue (300) during exe-
cution of the software application (100).

14. A computer program product comprising instructions
which, when the program is executed by a computer,
cause the computer to carry out the method of claim
13.

15. A computer-readable data carrier having stored ther-

27 28 



EP 3 506 100 A1

16

5

10

15

20

25

30

35

40

45

50

55

eon the computer program product of claim 14;
and/or a data carrier signal carrying the computer
program product of claim 14.
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