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(54) CONTAINER MONITORING METHOD AND APPARATUS

(57) Embodiments of the present invention disclose
a container monitoring method and apparatus, to monitor
multiple monitored objects running on a physical ma-
chine. Types of the multiple monitored objects include at
least one of a container, a process in a container, or a
thread in a container. The physical machine includes a
primary monitor. The primary monitor receives monitor-
ing information respectively reported by the multiple mon-
itored objects. Monitoring information of monitored ob-
jects of a same type in the multiple monitored objects is
reported by using a same channel. The primary monitor
determines respective service statuses of the multiple
monitored objects according to the monitoring informa-
tion and the identifiers. This can reduce resources con-
sumed in a monitoring procedure in the prior art, and
resolve a problem that a requirement for multidimension-
al monitoring on a container cannot be met due to high
resource consumption.
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Description

TECHNICAL FIELD

[0001] The present invention relates to the field of
physical machines, and more specifically, to a container
monitoring method and apparatus.

BACKGROUND

[0002] A container (Container) technology is a hot
technology in current cloud computing, and is a light-
weight virtualization technology. According to the tech-
nology, resources are isolated by means of process
group management. Because a container has advantag-
es such as easy deployment and a fast startup speed,
currently, many containers, such as GAEs (Google App
Engine) of Google, have been deployed in the Internet
industry. Cloud computing providers such as Google and
Redhat are all providing services based on the container
technology. In recent years, a tendency to intensive con-
tainer deployment is more apparent. Hundreds of con-
tainers may be deployed on a physical machine, and
more containers will be deployed with development of
technologies. In most containers, multiple processes or
threads are distributed.
[0003] To ensure reliability and serviceability (meaning
that provision of a qualified service for an application in
need can be ensured) of a container when the container
runs, running statuses of the container and a process
and thread in the container need to be monitored, to ac-
curately learn of a problem occurring when the container
runs, and resolve the problem by using a proper policy.
The monitoring may specifically include monitoring the
container, monitoring the process in the container, and
monitoring the thread in the container.
[0004] In the existing container monitoring method, be-
cause containers are deployed intensively and multiple
processes and/or threads are distributed in the contain-
ers, if to comprehensively monitor running statuses of
the containers and the processes and threads in the con-
tainers, many resources need to be consumed, and per-
formance of a physical machine is affected severely.
Moreover, when the physical machine has a limited quan-
tity of resources, a requirement for multidimensional
monitoring on the containers cannot even be met.

SUMMARY

[0005] In view of this, embodiments of the present in-
vention provide a container monitoring method and ap-
paratus, to resolve a problem of excessively high re-
source overheads during container monitoring, to meet
a requirement for multidimensional monitoring on a con-
tainer deployed on a physical machine.
[0006] According to a first aspect, an embodiment of
the present invention provides a container monitoring
method, used to monitor multiple monitored objects run-

ning on a physical machine, where types of the multiple
monitored objects include at least one of a container, a
process in a container, or a thread in a container, the
physical machine includes a primary monitor, and the
monitoring method includes: obtaining, by the primary
monitor, monitoring information respectively reported by
the multiple monitored objects, where monitoring infor-
mation of monitored objects of a same type in the multiple
monitored objects is reported by using a same channel,
each of the multiple monitored objects has a unique iden-
tifier, monitoring information of each monitored object in-
cludes at least one of heartbeat information or a quality
of service report, the heartbeat information indicates a
running status, in a heartbeat period, of the monitored
object reporting the heartbeat information, and the quality
of service report is used to record quality of service QoS
of an application carried on the monitored object report-
ing the quality of service report; and determining, by the
primary monitor, respective service statuses of the mul-
tiple monitored objects according to the monitoring infor-
mation of the multiple monitored objects and identifiers
of the multiple monitored objects.
[0007] This container monitoring method can resolve
a problem of excessively high resource overheads during
container monitoring, and can meet a requirement for
multidimensional monitoring on a container deployed on
a physical machine.
[0008] When reported monitoring information includes
heartbeat information, a service status of a monitored
object includes a running status of the monitored object.
When reported monitoring information includes a quality
of service report, a service status of a monitored object
includes quality of service of an application carried on
the monitored object. Certainly, when reported monitor-
ing information includes heartbeat information and a
quality of service report, a service status of a monitored
object includes a running status of the monitored object
and quality of service of an application carried on the
monitored object.
[0009] In a first possible implementation manner of the
first aspect, the determining, by the primary monitor, re-
spective service statuses of the multiple monitored ob-
jects according to the monitoring information of the mul-
tiple monitored objects and identifiers of the multiple
monitored objects includes: determining, by the primary
monitor according to a correspondence between data
zones in which the monitoring information of the multiple
monitored objects is located and the identifiers of the
multiple monitored objects, the respective service sta-
tuses of the multiple monitored objects reporting the mon-
itoring information, where the data zones are data zones
of the multiple monitored objects reporting the monitoring
information, and the data zones each include at least one
of a heap or a stack.
[0010] It should be understood that, when the operat-
ing system runs, the identifiers are registered in a mem-
ory of the operating system. Specifically, the identifiers
are registered in a kernel mode memory of the operating

1 2 



EP 3 340 057 A1

3

5

10

15

20

25

30

35

40

45

50

55

system.
[0011] It should be noted that, in the prior art, due to
isolation between containers, the multiple monitored ob-
jects running in a user mode are limited in terms of infor-
mation obtaining. The multiple monitored objects cannot
learn their unique identifiers in the operating system, and
cannot add the identifiers to the monitoring information
to enable the primary monitor to distinguish identities of
monitoring information reporters. Therefore, in a prior-art
solution, each monitored object is identified by using a
channel in one-to-one correspondence with the moni-
tored object. However, in the solution in this embodiment
of the present invention, the primary monitor determines,
according to a correspondence between data zones in
which the reported monitoring information is located and
attribute information (which is specifically the identifiers)
of the multiple monitored objects that is stored in the
memory, reporters reporting the monitoring information.
Therefore, the multiple monitored objects can share a
channel to report the monitoring information, and a re-
source is saved.
[0012] With reference to the first aspect or the first pos-
sible implementation manner of the first aspect, in a sec-
ond possible implementation manner of the first aspect,
the channel is a communication connection between files
or processes.
[0013] With reference to the second implementation
manner of the first aspect, in a third possible implemen-
tation manner, the channel is a Proc file system, and the
receiving, by the primary monitor, monitoring information
respectively reported by the multiple monitored objects
includes: receiving, by the primary monitor, the respec-
tive monitoring information that is reported by the multiple
monitored objects by using one or more files in the Proc
file system, where the monitored objects of the same type
in the multiple monitored objects share a same file in the
Proc file system for reporting the monitoring information.
[0014] With reference to the second implementation
manner of the first aspect, in a fourth possible implemen-
tation manner, the channel is a device file, and the re-
ceiving, by the primary monitor, monitoring information
respectively reported by the multiple monitored objects
includes: receiving, by the primary monitor, the respec-
tive monitoring information that is reported by the multiple
monitored objects by using one or more device files,
where the monitored objects of the same type in the mul-
tiple monitored objects share a same device file for re-
porting the monitoring information.
[0015] With reference to the second implementation
manner of the first aspect, in a fifth possible implemen-
tation manner, the channel is a socket communication
connection, and the receiving, by the primary monitor,
monitoring information respectively reported by the mul-
tiple monitored objects includes: receiving, by the primary
monitor, the respective monitoring information that is re-
ported by the multiple monitored objects by using one or
more socket communication connections, where the
monitored objects of the same type in the multiple mon-

itored objects share a same socket communication con-
nection address for reporting the monitoring information.
[0016] It should be noted that, specifically, the socket
communication connection may be a Unix Domain socket
communication connection.
[0017] With reference to the second implementation
manner of the first aspect, in a sixth possible implemen-
tation manner, the channel is an inter-process commu-
nication IPC channel, the multiple monitored objects
each include at least one of a thread or a process, a
container in which each of the multiple monitored objects
is located includes a monitoring thread, and the receiving,
by the primary monitor, monitoring information respec-
tively reported by the multiple monitored objects includes:
receiving, by the primary monitor, the monitoring infor-
mation that is reported by the multiple monitored objects
by using respective corresponding monitoring threads,
where the monitored objects of the same type in the mul-
tiple monitored objects share a same IPC for communi-
cation with the primary monitor to report the monitoring
information.
[0018] With reference to any one of the first aspect to
the sixth implementation manner of the first aspect, in a
seventh possible implementation manner, in the first pos-
sible implementation manner, the monitoring information
is the heartbeat information, and the method further in-
cludes: determining, by the primary monitor, configura-
tion information of the multiple monitored objects, where
the configuration information of the multiple monitored
objects includes identity information, heartbeat informa-
tion reporting manners, and heartbeat periods of the mul-
tiple monitored objects, the identity information of the
multiple monitored objects includes the identifiers of the
multiple monitored objects, the heartbeat information re-
porting manners indicate types of the channel, and the
heartbeat periods indicate time intervals of reporting
heartbeat information by the monitored objects during
normal running; and pushing, by the primary monitor, the
respective heartbeat information reporting manners to
the multiple monitored objects, where the multiple mon-
itored objects are determined according to the identifiers
in the identity information; correspondingly, the obtain-
ing, by the primary monitor, monitoring information re-
spectively reported by the multiple monitored objects in-
cludes: obtaining, by the primary monitor, heartbeat in-
formation respectively reported by the multiple monitored
objects, where the heartbeat information is reported ac-
cording to the respective corresponding heartbeat infor-
mation reporting manners of the multiple monitored ob-
jects; and correspondingly, the determining, by the pri-
mary monitor, respective service statuses of the multiple
monitored objects according to the monitoring informa-
tion of the multiple monitored objects and identifiers of
the multiple monitored objects includes: determining, by
the primary monitor, respective running statuses of the
multiple monitored objects according to the heartbeat pe-
riods and the heartbeat information of the multiple mon-
itored objects.
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[0019] In this implementation manner, the primary
monitor determines the multiple monitored objects, infor-
mation that needs to be reported, and reporting manners
according to configuration information. Monitoring is per-
formed more targetedly, and can be customized and
modified according to a user requirement.
[0020] With reference to the seventh implementation
manner of the first aspect, in an eighth possible imple-
mentation manner, the physical machine further includes
a manager, and the method further includes: determin-
ing, by the primary monitor according to the processing
policies for abnormal running, a processing action on a
monitored object running abnormally in the multiple mon-
itored objects and an associated monitored object, where
the subordination relationship or the cooperation rela-
tionship exists between the associated monitored object
and at least one of the monitored object running abnor-
mally; and processing, by the manager, the monitored
object running abnormally in the multiple monitored ob-
jects and the associated monitored object according to
the processing action.
[0021] In the eighth implementation manner of the first
aspect, the monitored object running abnormally and the
associated monitored object are processed. Running of
a container, a process, and a thread are associated. Be-
cause the associated monitored object is also processed,
a problem caused to the operating system due to abnor-
mal running can be resolved more thoroughly.
[0022] With reference to any one of the first aspect to
the sixth implementation manner of the first aspect, in a
ninth possible implementation manner, the monitoring in-
formation is the quality of service report, and the method
further includes: determining, by the primary monitor,
configuration information of the multiple monitored ob-
jects, where the configuration information of the multiple
monitored objects includes identity information, quality
of service report reporting manners, and quality of service
requirements of the multiple monitored objects, the iden-
tity information of the multiple monitored objects includes
the identifiers of the multiple monitored objects, the qual-
ity of service report reporting manners indicate types of
the channel, and the quality of service requirements are
used to determine whether QoS of applications carried
on the multiple monitored objects is qualified; and push-
ing, by the primary monitor, the respective quality of serv-
ice report reporting manners to the multiple monitored
objects, where the multiple monitored objects are deter-
mined according to the identifiers in the identity informa-
tion; correspondingly, the obtaining, by the primary mon-
itor, monitoring information respectively reported by the
multiple monitored objects includes: obtaining, by the pri-
mary monitor, quality of service reports respectively re-
ported by the multiple monitored objects, where the qual-
ity of service reports are reported according to the re-
spective corresponding quality of service report reporting
manners of the multiple monitored objects; and corre-
spondingly, the determining, by the primary monitor, re-
spective service statuses of the multiple monitored ob-

jects according to the monitoring information of the mul-
tiple monitored objects and identifiers of the multiple
monitored objects includes: determining, by the primary
monitor according to the quality of service requirements
and the quality of service reports of the multiple monitored
objects, whether the quality of service of the applications
respectively carried on the multiple monitored objects is
qualified.
[0023] In this implementation manner, the primary
monitor determines the multiple monitored objects, infor-
mation that needs to be reported, and reporting manners
according to configuration information. Monitoring is per-
formed more targetedly, and can be customized and
modified according to a user requirement.
[0024] It should be understood that, the monitoring in-
formation may alternatively include the heartbeat infor-
mation and the quality of service report. For an imple-
mentation manner in this case, refer to the sixth imple-
mentation manner of the first aspect to the ninth imple-
mentation manner of the first aspect.
[0025] With reference to the ninth implementation
manner of the first aspect, in a tenth possible implemen-
tation manner, the physical machine further includes a
manager, and the method further includes: determining,
by the primary monitor according to the processing pol-
icies for disqualified quality of service, a processing ac-
tion on a monitored object whose quality of service is
disqualified in the multiple monitored objects and an as-
sociated monitored object, where the subordination re-
lationship or the cooperation relationship exists between
the associated monitored object and at least one of the
monitored object whose quality of service is disqualified;
and
processing, by the manager, the monitored object whose
quality of service is disqualified in the multiple monitored
objects and the associated monitored object according
to the processing action.
[0026] In the tenth implementation manner of the first
aspect, the monitored object whose quality of service is
disqualified and the associated monitored object are
processed. Running of a container, a process, and a
thread are usually associated in terms of application car-
rying. Because the associated monitored object is also
processed, a problem caused to the operating system
due to abnormal running can be resolved more thorough-
ly.
[0027] With reference to any one of the first aspect to
the tenth implementation manner of the first aspect, in
an eleventh possible implementation manner, the phys-
ical machine further includes a sending module, and the
method further includes: sending, by the sending module,
a processing instruction to a management server, where
the processing instruction includes a processing action
and an identifier of a to-be-processed monitored object,
the processing instruction is used by the management
server to deploy an application corresponding to the to-
be-processed monitored object onto at least one other
physical machine, and the processing action is deter-
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mined by the primary monitor according to the service
statuses of the multiple monitored objects and process-
ing policies for abnormal service statuses.
[0028] In the eleventh implementation manner, when
a service status is abnormal, an application on a moni-
tored object is re-deployed on another physical machine
by the management server. Operations are performed
more flexibly and globally.
[0029] With reference to any one of the first aspect to
the eleventh implementation manner of the first aspect,
in a twelfth possible implementation manner, the physical
machine further includes a secondary monitor, and the
method further includes: when the primary monitor fails
to receive heartbeat information of the secondary monitor
in a first configured duration, triggering, by the primary
monitor, the secondary monitor to exit a running state so
that the secondary monitor is restarted, where the heart-
beat information of the secondary monitor indicates that
the secondary monitor runs normally in a time period;
and when the secondary monitor fails to receive heart-
beat information of the primary monitor in a second con-
figured duration, triggering, by the secondary monitor,
the primary monitor to exit a running state, and taking
over the monitored objects as a current primary monitor,
where the physical machine on which the primary monitor
is located restarts the primary monitor so that the primary
monitor is used as a current secondary monitor, and the
heartbeat information of the primary monitor indicates
that the primary monitor runs normally in a time period.
[0030] In the twelfth implementation manner, monitor-
ing on the primary monitor and exchange between the
primary and secondary monitors are implemented. Sys-
tem stability is ensured when the method is executed.
[0031] According to a second aspect, an embodiment
of the present invention provides a physical machine,
where the physical machine includes a receiving module
and a primary monitoring module, multiple monitored ob-
jects run on the physical machine, the receiving module
is configured to provide a channel for reporting monitor-
ing information by the multiple monitored objects, and
the channel is used by the multiple monitored objects to
report the monitoring information to the primary monitor-
ing module; the primary monitoring module is configured
to receive the monitoring information by using the receiv-
ing module, where monitoring information of monitored
objects of a same type in the multiple monitored objects
is reported by using a same channel, types of the multiple
monitored objects include at least one of a container, a
process in a container, or a thread in a container, each
of the multiple monitored objects has a unique identifier,
monitoring information of each monitored object includes
at least one of heartbeat information or a quality of service
report, the heartbeat information indicates a running sta-
tus, in a heartbeat period, of the monitored object report-
ing the heartbeat information, and the quality of service
report is used to record quality of service QoS of an ap-
plication carried on the monitored object reporting the
quality of service report; and the primary monitoring mod-

ule is further configured to determine respective service
statuses of the multiple monitored objects according to
the monitoring information of the multiple monitored ob-
jects and identifiers of the multiple monitored objects.
[0032] The physical machine provided in this embod-
iment of the present invention according to the second
aspect is an apparatus corresponding to the method pro-
vided according to the first aspect, can resolve a problem
of excessively high resource overheads during container
monitoring, and can meet a requirement for multidimen-
sional monitoring on a container deployed on the physical
machine.
[0033] Specific implementation manners of the physi-
cal machine in the second aspect may be further extend-
ed according to the implementation manners of the con-
tainer monitoring method recorded in the first aspect.
Therefore, for the implementation manners of the phys-
ical machine in the second aspect, refer to descriptions
of the first to twelfth implementation manners recorded
in the first aspect. According to a third aspect, an em-
bodiment of the present invention provides another phys-
ical machine, including a hardware layer and an operat-
ing system OS running above the hardware layer, where
multiple monitored objects and a primary monitor run in
the OS, types of the multiple monitored objects include
at least one of a container, a process in a container, or
a thread in a container, and the primary monitor is con-
figured to obtain monitoring information respectively re-
ported by the multiple monitored objects, where monitor-
ing information of monitored objects of a same type in
the multiple monitored objects is reported by using a
same channel, each of the multiple monitored objects
has a unique identifier, monitoring information of each
monitored object includes at least one of heartbeat infor-
mation or a quality of service report, the heartbeat infor-
mation indicates a running status, in a heartbeat period,
of the monitored object reporting the heartbeat informa-
tion, and the quality of service report is used to record
quality of service QoS of an application carried on the
monitored object reporting the quality of service report;
and the primary monitor is further configured to determine
respective service statuses of the multiple monitored ob-
jects according to the monitoring information of the mul-
tiple monitored objects and identifiers of the multiple
monitored objects.
[0034] The physical machine provided in this embod-
iment of the present invention according to the third as-
pect is another apparatus corresponding to the method
provided according to the first aspect, can resolve a prob-
lem of excessively high resource overheads during con-
tainer monitoring, and can meet a requirement for multi-
dimensional monitoring on a container deployed on the
physical machine.
[0035] Specific implementation manners of the physi-
cal machine in the third aspect may be further extended
according to the implementation manners of the contain-
er monitoring method recorded in the first aspect. There-
fore, for the implementation manners of the physical ma-
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chine in the third aspect, refer to descriptions of the first
to twelfth implementation manners recorded in the first
aspect. According to a fourth aspect, an embodiment of
the present invention provides another container moni-
toring method, used to monitor multiple monitored ob-
jects running on a physical machine, where types of the
multiple monitored objects include at least one of a con-
tainer, a process in a container, or a thread in a container,
the physical machine includes a primary monitor, and the
monitoring method includes: determining, by the primary
monitor, service statuses of the multiple monitored ob-
jects by detecting execution information of instructions
of the multiple monitored objects, where the instructions
have specified addresses, and the service statuses each
include at least one of a running status or quality of serv-
ice.
[0036] Specifically, the instructions may be some
specified functions. The primary monitor determines the
service statuses of the multiple monitored objects ac-
cording to call statuses of the specified functions. In the
monitoring method, a monitored object does not need to
report its status. In this way, programming problems can
be reduced, and use of a monitoring method in which a
third-party application is used can be supported. This can
resolve a problem of excessively high resource over-
heads during container monitoring, and can meet a re-
quirement for multidimensional monitoring on a container
deployed on a physical machine.
[0037] In a first implementation manner of the fourth
aspect, each of the multiple monitored objects has a
unique identifier, and in the aspect of determining, by the
primary monitor, service statuses of the multiple moni-
tored objects by detecting execution information of in-
structions of the multiple monitored objects, the primary
monitor determines the respective service statuses of
the multiple monitored objects according to a corre-
spondence between data zones in which the execution
information of the instructions is stored and identifiers of
the multiple monitored objects, where the data zones are
data zones of the multiple monitored objects reporting
the monitoring information, and the data zones each in-
clude at least one of a heap or a stack.
[0038] With reference to the fourth aspect or the first
implementation manner of the fourth aspect, in a second
implementation manner, the method further includes: de-
termining, by the primary monitor, identity information of
the multiple monitored objects and processing policies
for abnormal running, where the identity information of
the multiple monitored objects includes at least one of a
subordination relationship or a cooperation relationship
of the multiple monitored objects and the identifiers of
the multiple monitored objects; determining, by the pri-
mary monitor, a processing action on a monitored object
running abnormally and an associated monitored object
according to the identity information and running statuses
of the multiple monitored objects and the processing pol-
icies for abnormal running, where the subordination re-
lationship or the cooperation relationship exists between

the associated monitored object and at least one of the
monitored object running abnormally; and processing,
by the manager, the monitored object running abnormally
in the multiple monitored objects and the associated
monitored object according to the processing action.
[0039] With reference to any one of the fourth aspect
to the second implementation manner of the fourth as-
pect, in a third implementation manner, the method fur-
ther includes: determining, by the primary monitor, iden-
tity information of the multiple monitored objects and
processing policies for disqualified quality of service,
where the identity information of the multiple monitored
objects includes at least one of a subordination relation-
ship or a cooperation relationship of the multiple moni-
tored objects and the identifiers of the multiple monitored
objects; determining, by the primary monitor, a process-
ing action on a monitored object whose quality of service
is disqualified and an associated monitored object ac-
cording to the identity information and quality of service
of the multiple monitored objects and the processing pol-
icies for disqualified quality of service, where the subor-
dination relationship or the cooperation relationship ex-
ists between the associated monitored object and at least
one of the monitored object whose service is disqualified;
and processing, by the manager, the monitored object
whose service is disqualified in the multiple monitored
objects and the associated monitored object according
to the processing action. With reference to any one of
the fourth aspect to the third implementation manner of
the fourth aspect, in a fourth implementation manner, the
method further includes: determining, by the primary
monitor, identity information of the multiple monitored ob-
jects and processing policies for disqualified quality of
service, where the identity information of the multiple
monitored objects includes at least one of a subordination
relationship or a cooperation relationship of the multiple
monitored objects and the identifiers of the multiple mon-
itored objects; determining, by the primary monitor, a
processing action on a monitored object whose quality
of service is disqualified and an associated monitored
object according to the identity information and quality of
service of the multiple monitored objects and the
processing policies for disqualified quality of service,
where the subordination relationship or the cooperation
relationship exists between the associated monitored ob-
ject and at least one of the monitored object whose serv-
ice is disqualified; and processing, by the manager, the
monitored object whose service is disqualified in the mul-
tiple monitored objects and the associated monitored ob-
ject according to the processing action.
[0040] In the third and fourth implementation manners,
the primary monitor determines the multiple monitored
objects, information that needs to be reported, and re-
porting manners according to configuration information.
Monitoring is performed more targetedly, and can be cus-
tomized and modified according to a user requirement.
In addition, the monitored object whose quality of service
is disqualified and the associated monitored object are
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processed. Running of a container, a process, and a
thread are usually associated in terms of application car-
rying. Because the associated monitored object is also
processed, a problem caused to the operating system
due to abnormal running can be resolved more thorough-
ly.
[0041] It should be understood that, the monitoring in-
formation may alternatively include heartbeat information
and a quality of service report. For an implementation
manner in this case, refer to the third implementation
manner and the fourth implementation manner of the
fourth aspect.
[0042] With reference to any one of the fourth aspect
to the fourth implementation manner of the fourth aspect,
in a fifth possible implementation manner, the physical
machine further includes a sending module, and the
method further includes: sending, by the sending module,
a processing instruction to a management server, where
the processing instruction includes a processing action
and an identifier of a to-be-processed monitored object,
the processing instruction is used by the management
server to deploy an application corresponding to the to-
be-processed monitored object onto at least one other
physical machine, and the processing action is deter-
mined by the primary monitor according to the service
statuses of the multiple monitored objects and process-
ing policies for abnormal service statuses.
[0043] In the fifth implementation manner, when a serv-
ice status is abnormal, an application on a monitored
object is re-deployed on another physical machine by the
management server. Operations are performed more
flexibly and globally.
[0044] With reference to any one of the fourth aspect
to the fifth implementation manner of the fourth aspect,
in a sixth possible implementation manner, the physical
machine further includes a secondary monitor, and the
method further includes: when the primary monitor fails
to receive heartbeat information of the secondary monitor
in a first configured duration, triggering, by the primary
monitor, the secondary monitor to exit a running state so
that the secondary monitor is restarted, where the heart-
beat information of the secondary monitor indicates that
the secondary monitor runs normally in a time period;
and when the secondary monitor fails to receive heart-
beat information of the primary monitor in a second con-
figured duration, triggering, by the secondary monitor,
the primary monitor to exit a running state, and taking
over the monitored objects as a current primary monitor,
where the physical machine on which the primary monitor
is located restarts the primary monitor so that the primary
monitor is used as a current secondary monitor, and the
heartbeat information of the primary monitor indicates
that the primary monitor runs normally in a time period.
[0045] In the sixth implementation manner, monitoring
on the primary monitor and exchange between the pri-
mary and secondary monitors are implemented. System
stability is ensured when the method is executed.
[0046] According to a fifth aspect, an embodiment of

the present invention provides a physical machine, where
the physical machine includes a primary monitoring mod-
ule, multiple monitored objects run on the physical ma-
chine, and the primary monitoring module is configured
to determine service statuses of the multiple monitored
objects by detecting execution information of instructions
of the multiple monitored objects, where the instructions
have specified addresses, and the service statuses each
include at least one of a running status or quality of serv-
ice.
[0047] The physical machine provided in this embod-
iment of the present invention according to the fifth aspect
is an apparatus corresponding to the method provided
according to the fourth aspect, can resolve a problem of
excessively high resource overheads during container
monitoring, and can meet a requirement for multidimen-
sional monitoring on a container deployed on the physical
machine. Specific implementation manners of the phys-
ical machine in the fifth aspect may be further extended
according to the implementation manners of the contain-
er monitoring method recorded in the fourth aspect.
Therefore, for the implementation manners of the phys-
ical machine in the fifth aspect, refer to descriptions of
the first to sixth implementation manners recorded in the
fourth aspect.
[0048] According to a sixth aspect, an embodiment of
the present invention provides another physical machine
including a hardware layer and an operating system OS
running above the hardware layer, where multiple mon-
itored objects and a primary monitor run in the OS, types
of the multiple monitored objects include at least one of
a container, a process in a container, or a thread in a
container, and the primary monitor is configured to de-
termine service statuses of the multiple monitored ob-
jects by detecting execution information of instructions
of the multiple monitored objects, where the instructions
have specified addresses, and the service statuses each
include at least one of a running status or quality of serv-
ice.
[0049] The physical machine provided in this embod-
iment of the present invention according to the sixth as-
pect is another apparatus corresponding to the method
provided according to the fourth aspect, can resolve a
problem of excessively high resource overheads during
container monitoring, and can meet a requirement for
multidimensional monitoring on a container deployed on
the physical machine. Specific implementation manners
of the physical machine in the sixth aspect may be further
extended according to the implementation manners of
the container monitoring method recorded in the fourth
aspect. Therefore, for the implementation manners of the
physical machine in the sixth aspect, refer to descriptions
of the first to sixth implementation manners recorded in
the fourth aspect. Compared with the prior art, the em-
bodiments according to the fourth to sixth aspects have
the following beneficial effects:
The embodiments of the present invention provide a con-
tainer monitoring method and apparatus. The monitoring
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method is applied to a physical machine. Multiple moni-
tored objects run on the physical machine. Types of the
monitored objects include at least one of a container, a
process in a container, or a thread in a container. Each
of the multiple monitored objects has a unique identifier.
This greatly reduces resources (for example, quantities
of threads and socket ports) consumed in a monitoring
procedure in the prior art, and resolves a problem in the
prior art that a container monitoring requirement cannot
be met because only coarse-grained monitoring can be
performed on a container for the sake of thread and port
resources. A lightweight virtualization system may be
monitored in multiple dimensions of a container, a proc-
ess, a thread, and even a manager and a primary monitor,
and such multidimensional monitoring is also applicable
to a current intensive container distribution scenario.
[0050] Compared with the prior art, the embodiments
according to the first to third aspects have the following
beneficial effects:
The embodiments of the present invention provide a con-
tainer monitoring method and apparatus. The monitoring
method is applied to a physical machine. Multiple moni-
tored objects run on the physical machine. Types of the
monitored objects include at least one of a container, a
process in a container, or a thread in a container. Each
of the multiple monitored objects has a unique identifier.
Service statuses of the multiple monitored objects are
determined according to monitoring information reported
by the multiple monitored objects. In this procedure, mon-
itored objects of a same type report monitoring informa-
tion by using a same channel. This reduces resources
consumed in a monitoring procedure in the prior art, and
resolves a problem in the prior art that a requirement for
multidimensional monitoring on a container cannot be
met because only coarse-grained monitoring can be per-
formed on a container due to high resource consumption.
The container may be monitored in multiple dimensions
of a container, a process in a container, and a thread in
a container, and such multidimensional monitoring is also
applicable to an intensive container deployment scenar-
io.

BRIEF DESCRIPTION OF DRAWINGS

[0051] To describe the technical solutions in the em-
bodiments of the present invention more clearly, the fol-
lowing briefly describes the accompanying drawings re-
quired for describing the embodiments. Apparently, the
accompanying drawings in the following description
show merely some embodiments of the present inven-
tion, and a person of ordinary skill in the art may still
derive other drawings from these accompanying draw-
ings without creative efforts.

FIG. 1a is a schematic diagram of a system archi-
tecture according to an embodiment of the present
invention;
FIG. 1b is a schematic diagram of a logical architec-

ture according to an embodiment of the present in-
vention;
FIG. 2 is a schematic flowchart of a container mon-
itoring method according to an embodiment of the
present invention;
FIG. 3 is a schematic information exchange flowchart
of a container monitoring method according to an
embodiment of the present invention;
FIG. 4 is a schematic information exchange flowchart
of another container monitoring method according
to an embodiment of the present invention;
FIG. 5 is a schematic structural diagram of a physical
machine according to an embodiment of the present
invention;
FIG. 6 is a schematic structural diagram of another
physical machine according to an embodiment of the
present invention; and
FIG. 7 is a schematic structural diagram of still an-
other physical machine device according to an em-
bodiment of the present invention.

DESCRIPTION OF EMBODIMENTS

[0052] Embodiments of the present invention provide
a container monitoring method and apparatus. The fol-
lowing clearly and completely describes the technical so-
lutions in the embodiments of the present invention with
reference to the accompanying drawings in the embod-
iments of the present invention. Apparently, the de-
scribed embodiments are merely some but not all of the
embodiments of the present invention. All other embod-
iments obtained by a person of ordinary skill in the art
based on the embodiments of the present invention with-
out creative efforts shall fall within the protection scope
of the present invention.
[0053] ""The term "and/or" in this specification de-
scribes only an association relationship for describing
associated objects and represents that three relation-
ships may exist. For example, A and/or B may represent
the following three cases: Only A is located, both A and
B exist, and only B is located. """"In addition, the character
"/" in this specification generally indicates an "or" rela-
tionship between the associated objects.
[0054] Container (Container) virtualization is an oper-
ating system-level, fast, and highly efficient virtualization
technology, whose principle is providing different system
views for different running processes based on an oper-
ating system kernel. The container virtualization may be
applied to authorization of access to a hardware re-
source, for example, a CPU or I/O (Input/Output, in-
put/output) bandwidth, with security and efficiency en-
sured. A behavior in a container is invisible to a process
in another container. A container may be applied to dif-
ferent types of operating systems, such as a Linux oper-
ating system, a Windows operating system, and some
embedded systems. This is not limited in the embodi-
ments of the present invention. The container may run
on a virtual machine (Virtual Machine, VM), or directly
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run on a physical machine. This is not limited in the em-
bodiments of the present invention. The physical ma-
chine is also referred to as a host machine (host), and is
a physical computer having a hardware environment rel-
ative to the virtual machine. In the Linux operating sys-
tem, a container technology is implemented by using
cgroup and namespace. For ease of description, specific
content of the container monitoring method is described
by using the Linux system as an example in the embod-
iments of the present invention.
[0055] FIG. 1a is a schematic diagram of a typical sys-
tem architecture to which a container monitoring method
according to an embodiment of the present invention is
applicable. The system architecture may be understood
as a physical machine, and the physical machine may
be a single machine or a network element in a network.
The system architecture includes: an operating system
and a hardware layer.
[0056] The operating system may be divided into an
operating system user space (user mode) and an oper-
ating system kernel (kernel mode).
[0057] In the embodiments of the present invention,
multiple monitored objects all run in the user mode. The
multiple monitored objects each include at least one of
a container, a process in a container, or a thread in a
container. For example, FIG. 1a shows multiple contain-
ers as examples, the multiple containers may include one
or more processes, and the multiple processes may in-
clude one or more threads. It should be noted that, ap-
plications (Application, App) run on the containers shown
in FIG. 1a. Persons skilled in the art should be aware
that, the applications on the containers are all carried on
processes and/or threads in the containers. The applica-
tions mean applications to users. However, from a per-
spective of a processing logic of a computer, running and
management of the applications are both implemented
by using the processes and/or threads.
[0058] A primary monitor is a module having a moni-
toring capability, and may be divided into a user mode
part and a kernel mode part. The user mode part runs in
the operating system user mode, and the kernel mode
part runs in the operating system kernel mode. Further,
as shown in FIG. 1a, the operating system further in-
cludes a manager. The manager is a module configured
to process a monitored object whose service status is
abnormal, and may also be divided into a user mode part
and a kernel mode part (mainly a kernel mode). The user
mode part runs in the operating system user mode, and
the kernel mode part runs in the operating system kernel
mode. For further descriptions of the primary monitor and
the manager, refer to the following description, including
related content of FIG. 1b. The hardware layer includes
a processor, a storage, a bus, and an I/O device (in-
put/output device). The upper-layer operating system
completes various tasks by invoking resources of the
hardware layer. Specifically, if the physical machine is
the network element in the network, one or more physical
machines (such as application servers) may constitute a

service environment, and one or more containers provid-
ing a service for an application run in the service envi-
ronment.
[0059] The following further describes, with reference
to FIG. 1b, parts running in the operating system and
related to this embodiment of the present invention. A
service environment shown in a logical architectural di-
agram of FIG. 1b is specifically an application server. For
an integral architecture of the application server, refer to
FIG. 1a. Multiple containers run in an operating system
of the application server. It should be understood that,
FIG. 1b uses a Linux operating system as an example,
but the operating system is not limited in this embodiment
of the present invention. For example, in the Linux oper-
ating system, a manager is usually started by using a
Linux init process (running in the operating system). The
manager may be Docker (an open-source container en-
gine), a thread, or a process, and is configured to perform
any one of operations such as creating, ending, restart-
ing, or re-allocating a container, or creating a process in
a container. The Linux init process (generally referred to
as an init process) is configured to initialize the system,
or detect whether a sub process or a service started by
the init process exits. The primary monitor may be con-
figured to monitor a service status of a monitored object
(which may be any one of a container, a process in a
container, a thread in a container, or the manager), and
may further determine a corresponding processing ac-
tion according to the service status of the monitored ob-
ject. Therefore, the manager may further operate the cor-
responding monitored object according to the processing
action. It should be noted that, the primary monitor in this
embodiment of the present invention is a monitor, a "mon-
itor" mentioned below refers to the "primary monitor" un-
less otherwise stated, and the monitor is named the pri-
mary monitor to distinguish from a possible secondary
monitor configured to monitor a running status of the pri-
mary monitor. For example, the primary monitor may be
a thread or a process. In addition, one application phys-
ical machine may have multiple modules performing a
primary monitor function, the modules may communicate
with each other, and the modules separately manage
different groups of containers. It should be noted that,
actually, the manager and the monitor may be independ-
ent modules, or may be in a relationship as a module and
a sub module (for example, one or more monitors are
embedded in one manager), or may be one module, that
is, the module has functions of both the manager and the
monitor. Specific forms of the manager and the monitor
and a correspondence between them are not limited in
this embodiment of the present invention. The corre-
spondence may be a one-to-one, multiple-to-one, or
even one-to-multiple or multiple-to-multiple correspond-
ence. For example, one monitor delivers a processing
policy to one manager, or multiple monitors deliver
processing policies to one manager. However, in a gen-
eral scenario, for the sake of resource saving, one phys-
ical machine usually needs one manager (that is, one
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thread or process). In this embodiment of the present
invention, an example in which the manager and the pri-
mary monitor are independent threads (that is, the man-
ager and the primary monitor are two independent mod-
ules) is used for description. In some scenarios of this
embodiment of the present invention, at least one phys-
ical machine has two monitors and one manager, and
the two monitors are separately a primary monitor and a
secondary monitor and may deliver processing policies
to the manager.
[0060] During actual networking, there are usually mul-
tiple application servers (physical machines), one or
more of the multiple application servers may further have
a container configuration deliverer (running in the oper-
ating system), configured to deliver configuration infor-
mation of a monitored object to the primary monitor so
that the primary monitor determines a service status of
the monitored object and a processing policy for the mon-
itored object. Optionally, the container configuration de-
liverer may further update and modify the configuration
information according to feedback information of the pri-
mary monitor. The delivered configuration information
may be input by a user, customized by a user server in
advance, or obtained from another network element (for
example, another application server or a management
server in the network). This is not limited in this embod-
iment of the present invention. In another aspect, the
container configuration deliverer may alternatively be
disposed in a network management environment. The
management environment refers to another network el-
ement configured to allocate a network resource other
than the multiple application servers, such as the man-
agement server (which may be specifically a network
management system or the like). That is, configuration
information of a monitored object is delivered from the
management environment to the service environment,
so that the service environment monitors the monitored
object according to the configuration information. This is
not limited in this embodiment of the present invention.
In another aspect, optionally, the service environment
may report feedback information to the management en-
vironment, so that the management environment up-
dates and modifies the configuration information accord-
ing to the feedback information. It should be noted that,
system architectural diagrams of FIG. 1a and FIG. 1b are
merely intended for explanation and description, and this
embodiment of the present invention is not limited there-
to.
[0061] A method according to an embodiment of the
present invention is described below with reference to
FIG. 2 to FIG. 4. FIG. 2 is a schematic flowchart of a
container monitoring method according to an embodi-
ment of the present invention. FIG. 3 is a schematic di-
agram of information exchange in a physical machine on
which containers are deployed in an implementation
manner of the method shown in FIG. 2, and is used to
show some possible information exchange in the moni-
toring method corresponding to FIG. 2. Arrows in FIG. 3

represent directions of information exchange between
modules. The method shown in FIG. 2 is applied to a
physical machine, and used to monitor multiple moni-
tored objects running on the physical machine. Types of
the multiple monitored objects include at least one of a
container, a process in a container, or a thread in a con-
tainer. The physical machine includes a primary monitor.
The method includes the following steps.
[0062] S201: The primary monitor obtains monitoring
information respectively reported by the multiple moni-
tored objects, where monitoring information of monitored
objects of a same type in the multiple monitored objects
is reported by using a same channel, each of the multiple
monitored objects has a unique identifier, monitoring in-
formation of each monitored object includes at least one
of heartbeat information or a quality of service report, the
heartbeat information indicates a running status, in a
heartbeat period, of the monitored object reporting the
heartbeat information, and the quality of service report
is used to record quality of service QoS of an application
carried on the monitored object reporting the quality of
service report.
[0063] The monitoring information of each monitored
object includes at least one of the heartbeat information
or the quality of service report. In an implementation man-
ner, the heartbeat information may not include specific
information about the running status of the monitored ob-
ject reporting the heartbeat information. For example, the
heartbeat information is only a character string or a sig-
nal. In this implementation manner, the heartbeat infor-
mation specifically indicates that the monitored object
reporting the heartbeat information runs normally in a
period of time. That is, as long as the monitored object
sends the heartbeat information, it indicates that the mon-
itored object has performed a self-check, and various
indexes related to running of the monitored object are
normal. In another implementation manner, the heart-
beat information includes specific information about the
running status of the monitored object reporting the heart-
beat information. For example, the heartbeat information
is a data packet. In this implementation manner, regard-
less of whether a running status, in a period of time, of
the monitored object reporting the heartbeat information
is normal or abnormal, the heartbeat information is sent,
and the primary monitor determines, according to content
of the heartbeat information, whether the running status
of the monitored object is normal. Certainly, the heartbeat
information may include specific information about the
running status of the monitored object reporting the heart-
beat information, and specifically indicate that the mon-
itored object reporting the heartbeat information runs nor-
mally in a period of time. Apparently, such a manner oc-
cupies an unnecessary resource. A specific form of the
heartbeat information is not limited in this embodiment
of the present invention.
[0064] Specifically, the heartbeat information is peri-
odically reported, and corresponds to a heartbeat period,
and the heartbeat period may be changeable.
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[0065] That the monitored object runs normally means
that a task of the monitored object is in a running state,
does not deadlock, does not loop endlessly, and does
not have a logical error, and the monitored object can
provide a service for an application, rather than relates
to only whether the task of the monitored object exits or
not.
[0066] When reported monitoring information includes
heartbeat information, a service status of a monitored
object includes a running status of the monitored object.
When reported monitoring information includes a quality
of service report, a service status of a monitored object
includes quality of service of an application carried on
the monitored object.
[0067] Certainly, when reported monitoring informa-
tion includes heartbeat information and a quality of serv-
ice report, a service status of a monitored object includes
a running status of the monitored object and quality of
service of an application carried on the monitored object.
[0068] Because the multiple monitored objects all have
unique identifiers, when the multiple monitored objects
and the primary monitor run, the identifiers are stored in
data zones of the monitored objects. In another aspect,
the monitoring information reported by the multiple mon-
itored objects is also stored in the data zones of the mon-
itored objects correspondingly. The data zones of the
monitored objects are in a memory of the physical ma-
chine. Therefore, the memory of an operating system of
the physical machine can distinguish each monitored ob-
ject. Specifically, the identifiers of the monitored objects
are stored in a kernel mode memory of the operating
system. The kernel mode memory includes the data
zones of the monitored objects. A kernel mode of the
monitor distinguishes monitoring information reporters
by accessing the data zones in the kernel mode memory.
Therefore, when running, the monitor can distinguish an
identity of a monitored object by accessing the memory,
instead of distinguishing an identity of a monitored object
by using a channel used by the monitored object to report
monitoring information (specifically distinguishing by us-
ing different channel interfaces). Therefore, different
monitored objects of a same type may share a channel.
It should be noted that, correspondences between a con-
tainer running on the physical machine, a process in the
container, and a thread in the container, that is, which
process a thread belongs to and which container the
process belongs to, are known to the operating system,
and may be indicated by using the unique identifiers, or
indicated in a form of a mapping table or the like. For
example, an identifier of a thread in a container may be
a container-process-thread triplet.
[0069] S202: The primary monitor determines respec-
tive service statuses of the multiple monitored objects
according to the monitoring information of the multiple
monitored objects and identifiers of the multiple moni-
tored objects.
[0070] It should be noted that, the multiple monitored
objects may directly transfer the monitoring information

to the primary monitor. Such a manner is referred to as
centralized report. Alternatively, a container is used as a
unit, there is a monitoring agent (generally a thread) in a
monitored container, and the monitoring agent is config-
ured to monitor a service status of a monitored object,
and report monitoring information of the monitored object
in the container to the primary monitor. Such a manner
may be referred to as hierarchical report. Specifically,
the monitoring agent may obtain related information from
the primary monitor, record the related information in a
local memory of the container, and push the related in-
formation to monitored objects in the container, as shown
in FIG. 4. The hierarchical report may be performed when
fine-grained monitoring is performed only on some par-
ticular containers and threads and processes in the con-
tainers, and another container requires only coarse-
grained monitoring at a container level.
[0071] The container monitoring method provided in
the foregoing embodiment is applied to a physical ma-
chine. Multiple monitored objects run on the physical ma-
chine. Types of the monitored objects include at least
one of a container, a process in a container, or a thread
in a container. Each of the multiple monitored objects
has a unique identifier. Service statuses of the multiple
monitored objects are determined according to monitor-
ing information reported by the multiple monitored ob-
jects. In this procedure, monitored objects of a same type
report monitoring information by using a same channel.
This reduces resources consumed in a monitoring pro-
cedure in the prior art, and resolves a problem in the prior
art that a requirement for multidimensional monitoring on
a container cannot be met because only coarse-grained
monitoring can be performed on a container due to high
resource consumption. The container may be monitored
in multiple dimensions of a container, a process in a con-
tainer, and a thread in a container, and such multidimen-
sional monitoring is also applicable to an intensive con-
tainer deployment scenario.
[0072] Specifically, the determining, by the primary
monitor, respective service statuses of the multiple mon-
itored objects according to the monitoring information of
the multiple monitored objects and identifiers of the mul-
tiple monitored objects includes:
the determining, by the primary monitor, respective serv-
ice statuses of the multiple monitored objects according
to the monitoring information of the multiple monitored
objects and identifiers of the multiple monitored objects
includes:
determining, by the primary monitor according to a cor-
respondence between data zones in which the monitor-
ing information of the multiple monitored objects is locat-
ed and the identifiers of the multiple monitored objects,
the respective service statuses of the multiple monitored
objects reporting the monitoring information, where the
data zones are data zones of the multiple monitored ob-
jects reporting the monitoring information, and the data
zones each include at least one of a heap or a stack.
[0073] It should be noted that, a reporter of monitoring
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information refers to a monitored object reporting the
monitoring information.
[0074] It should be noted that, in the prior art, due to
isolation between containers, the multiple monitored ob-
jects running in a user mode are limited in terms of infor-
mation obtaining. The multiple monitored objects cannot
learn their unique identifiers in the operating system, and
cannot add the identifiers to the monitoring information
to enable the primary monitor to distinguish identities of
monitoring information reporters. Therefore, in a prior-art
solution, each monitored object is identified by using a
channel in one-to-one correspondence with the moni-
tored object. However, in the solution in this embodiment
of the present invention, in a running procedure, the
memory of the operating system also stores all attribute
information of the multiple monitored objects, the primary
monitor receives the monitoring information of the multi-
ple monitored objects by using a channel interface, and
determines, according to a correspondence between the
data zones in which the reported monitoring information
is located and the attribute information (which is specif-
ically the identifiers) of the multiple monitored objects that
is stored in the memory, which monitored objects the
reported monitoring information is separately from.
Therefore, the multiple monitored objects can share a
channel to report the monitoring information, and a re-
source is saved. Specifically, the data zones each are at
least one of the heap or the stack.
[0075] It should be understood that, when the operat-
ing system runs, the identifiers are registered in the mem-
ory of the operating system. Specifically, the identifiers
are registered in the kernel mode memory of the operat-
ing system.
[0076] Further, the kernel mode of the primary monitor
determines reporters of the monitoring information ac-
cording to the correspondence between the data zones
in which the monitoring information is located and the
identifiers. The data zones each include at least one of
the heap or the stack, and the data zones are the data
zones of the multiple monitored objects reporting the
monitoring information.
[0077] A user mode of the primary monitor determines
the respective service statuses of the multiple monitored
objects according to the monitoring information of the
known reporters.
[0078] In another aspect, the user mode of the primary
monitor may learn, according to the identifiers, the mon-
itored objects reporting the monitoring information. There
may be multiple implementation manners. For example,
specifically, after identifying, according to the foregoing
method (in this case, the identifiers are registered in the
kernel memory), a monitored object reporting monitoring
information, the kernel mode of the primary monitor adds
an identifier of the corresponding monitored object to the
monitoring information, so that the user mode of the pri-
mary monitor learns the monitored object reporting the
monitoring information. Alternatively, the user mode of
the primary monitor may not learn, by using the kernel

mode, the monitored object reporting the monitoring in-
formation. This is not limited in this embodiment of the
present invention.
[0079] In this embodiment of the present invention, the
multiple monitored objects periodically report, according
to respective running statuses, heartbeat messages to a
nearest "monitoring performer" (the primary monitor or a
monitoring agent) by using a communication channel.
Specifically, an implementation manner may be as fol-
lows:

(1) A thread sends a heartbeat message of the
thread.
(2) For a process, a thread in the process sends a
heartbeat message by "representing the process".
In this case, the heartbeat message can indicate only
a running status of the process in which the thread
sending the heartbeat message is located, and can-
not indicate a running status of another thread in the
process in which the thread is located or a status of
another resource of the thread. The "representing
the process" may be adding an identifier of the proc-
ess to the heartbeat message.
(3) For a container, a thread in a process in the con-
tainer sends a heartbeat message by "representing
the container". In this case, the heartbeat message
can indicate only a running status of the container in
which the thread sending the heartbeat message is
located, and cannot indicate a running status of an-
other thread or another process in the container in
which the thread is located. The "representing the
process" may be adding an identifier of the process
to the heartbeat message. It should be noted that, a
specific heartbeat information sending rule may be
set. For example, a container C has a process P1,
and P1 has two threads: T1 and T2. If the rule is that
"the container C and the process P1" perform report-
ing, and the reporting does not need to be performed
as fine as a thread, when heartbeats of "the container
C and the process P1" are received, it is considered
that running statuses of the threads T1 and T2 are
also included. If the rule is that C, P1, T1, and T2 all
need to perform reporting, if only C and P1 perform
reporting, statuses of T1 and T2 are not included. In
this configuration case, T1 and T2 need to independ-
ently perform reporting.
(4) (Note: The "monitoring performer" mentioned
herein and below represents a "monitoring agent" or
the "primary monitor". If centralized report is per-
formed, a nearest "monitoring performer" is the "pri-
mary monitor". If hierarchical report is performed, a
nearest "monitoring performer" is a "monitoring
agent". A "monitoring performer" mentioned below
means a nearest "monitoring performer". In addition,
a monitored object does not learn such a difference,
because the "monitoring agent" and the "primary
monitor" both provide a unified-format interface and
channel for a service provider, and the difference
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lies only in receivers on the other end of the channel.)

[0080] Specifically, the channel is a communication
connection between files or processes.
[0081] It should be noted that, the channel refers to a
communication channel used by the monitored object to
transfer the monitoring information to the primary moni-
tor, and may be a file. Each channel has a corresponding
interface. In a case of centralized report, the channel is
generally created by the primary monitor, and the primary
monitor listens to monitoring information reported by a
monitored object. In a case of hierarchical report, the
channel is generally created by monitoring agents, and
the monitoring agents listen to monitoring information re-
ported by a monitored object.
[0082] Specifically, the channel is a communication
connection between files or processes.
[0083] It should be noted that, in a specific implemen-
tation, the channel is generally created by the primary
monitor.
[0084] S202 is described below by using specific im-
plementation manners of the channel. The following four
manners are applicable to both centralized report and
hierarchical report unless specifically stated. It should be
noted that, the following examples are merely intended
for explanation and description, and do not constitute lim-
itations to implementation manners of the method in this
embodiment of the present invention.
[0085] In an implementation manner, the channel is a
Proc file system, and S202 of obtaining, by the primary
monitor, monitoring information respectively reported by
the multiple monitored objects specifically includes:
receiving, by the primary monitor, the respective moni-
toring information that is reported by the multiple moni-
tored objects by using one or more files in the Proc file
system, where the monitored objects of the same type
in the multiple monitored objects share a same file in the
Proc file system for reporting the monitoring information.
[0086] For example, in this case, the kernel mode part
of the primary monitor provides three proc files for report-
ing monitoring information. Service providers write differ-
ent proc files to indicate types of monitoring information
reporters.

(a) All threads output respective heartbeat informa-
tion by using a file /proc/$PID/task/$TID/heartbeat.
(b) All processes output respective heartbeat infor-
mation by using a file /proc/$PID/heartbeat.
(c) All containers output respective heartbeat infor-
mation by using a file /proc/heartbeat. (This manner
is mainly used in centralized report.)

[0087] The user mode part of the primary monitor pe-
riodically reads the file.
[0088] In another implementation manner, the channel
is a device file, and S202 of obtaining, by the primary
monitor, monitoring information respectively reported by
the multiple monitored objects specifically includes:

receiving, by the primary monitor, the respective moni-
toring information that is reported by the multiple moni-
tored objects by using one or more device files, where
the monitored objects of the same type in the multiple
monitored objects share a same device file for reporting
the monitoring information.
[0089] Persons skilled in the art should understand, a
file in the Proc file system is a virtual file, and the device
file is impossibly the file in the Proc file system.
[0090] Certainly, to save a resource, all the monitored
objects may share a device file to report the monitoring
information. A command word or a flag bit or the like in
the device file is used to indicate a type of a monitored
object. This is not limited in this embodiment of the
present invention.
[0091] For example, a kernel mode part of the "moni-
toring performer" creates a device file (for example,
/dev/watchdog) as a channel, and defines three com-
mand words (for example, THREAD_HB,
PROCESS_HB, and CONTAINER_HB) to indicate types
of monitoring information reporters. The monitored ob-
jects report the respective monitoring information to the
primary monitor by using the device file.
[0092] A user mode part of the "monitoring performer"
obtains, also by using the device file, monitoring mes-
sages reported by different types of monitored objects.
[0093] In still another implementation manner, the
channel is a socket communication connection, and
S202 of obtaining, by the primary monitor, monitoring
information respectively reported by the multiple moni-
tored objects specifically includes:
receiving, by the primary monitor, the respective moni-
toring information that is reported by the multiple moni-
tored objects by using one or more socket communica-
tion connections, where the monitored objects of the
same type in the multiple monitored objects share a same
socket communication connection address for reporting
the monitoring information.
[0094] Specifically, the socket communication connec-
tion may be a Unix Domain socket communication con-
nection.
[0095] For example, in this case, the user mode part
of the "monitoring performer" provides three socket chan-
nels and receives monitoring information. All monitored
objects of a same type share a same channel.

(a) All threads use a same Unix Domain socket ad-
dress to send a message.
(b) All processes use another same Unix Domain
socket address to send a message.
(c) All containers use still another same Unix Domain
socket address to send a message. (This manner is
mainly used in centralized report.)

[0096] After monitoring information is reported, the ker-
nel mode part of the "monitoring performer" intercepts
the monitoring information on a Unix Domain socket data
sending path, identifies an identity of a sender, and then
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adds an identity of a monitored object, for example, a
container-process-thread identifier triplet, to a packet, so
that the user mode part of the "monitoring performer"
obtains monitoring information of a known reporter.
[0097] In yet another implementation manner, the
channel is an inter-process communication (Inter-Proc-
ess Communication, IPC) channel, the multiple moni-
tored objects each include at least one of a thread or a
process, a container in which each of the multiple mon-
itored objects is located includes a monitoring thread,
and the obtaining, by the primary monitor, monitoring in-
formation respectively reported by the multiple monitored
objects includes:
receiving, by the primary monitor, the monitoring infor-
mation that is reported by the multiple monitored objects
by using respective corresponding monitoring threads,
where the monitored objects of the same type in the mul-
tiple monitored objects share a same IPC for communi-
cation with the primary monitor to report the monitoring
information.
[0098] This implementation manner is generally used
in hierarchical report. For example, in this case, in the
mode, the user mode part of the "monitoring performer"
creates two keys of POSIX IPC or SystemV IPC (because
the primary monitor is located in IPC namespace different
from that of containers, the solution can be used only in
hierarchical report, and is used by a process and a thread
to report monitoring information separately), and re-
ceives a queue. All monitored objects of a same type
share a same key (that is, a channel). The kernel mode
part of the "monitoring performer" intercepts a reported
packet, identifies an identity of a sender, and then adds
identity information of a monitoring information reporter,
for example, a container-process-thread identifier triplet,
to the packet, so that the user mode part of the "moni-
toring performer" obtains monitoring information of the
known reporter.
[0099] Likewise, in hierarchical report, reporting from
the monitoring agent to the primary monitor may also be
implemented in the foregoing four modes. Details are not
described again in this embodiment of the present inven-
tion.
[0100] Further, in this embodiment, before S201, the
method further includes the following step:
[0101] S200: The primary monitor determines config-
uration information of the multiple monitored objects.
[0102] Specifically, in one aspect, when the monitoring
information is the heartbeat information, S200 includes:
determining, by the primary monitor, configuration infor-
mation of the multiple monitored objects, where the con-
figuration information of the multiple monitored objects
includes identity information, heartbeat information re-
porting manners, and heartbeat periods of the multiple
monitored objects, the identity information of the multiple
monitored objects includes the identifiers of the multiple
monitored objects, the heartbeat information reporting
manners indicate types of the channel, and the heartbeat
periods indicate time intervals of reporting heartbeat in-

formation by the monitored objects during normal run-
ning; and pushing, by the primary monitor, the respective
heartbeat information reporting manners to the multiple
monitored objects, where the multiple monitored objects
are determined according to the identifiers in the identity
information.
[0103] It should be noted that, the type of the channel
indicates an implementation manner of the channel, such
as the file in the Proc file system, the device file, the
socket communication connection, or the IPC channel
mentioned above.
[0104] Correspondingly, in this case, S201 specifically
includes the following step:
S201a: The primary monitor obtains heartbeat informa-
tion respectively reported by the multiple monitored ob-
jects, where the heartbeat information is reported accord-
ing to the respective corresponding heartbeat informa-
tion reporting manners of the multiple monitored objects.
[0105] Correspondingly, S202 specifically includes
S202a: The primary monitor determines respective run-
ning statuses of the multiple monitored objects according
to the heartbeat periods and the heartbeat information
of the multiple monitored objects.
[0106] Specifically, heartbeat information is periodical-
ly reported, and a period is a heartbeat information re-
porting threshold. Therefore, the heartbeat information
may indicate a running status, in a period of time (that is,
within the heartbeat information reporting threshold), of
a monitored object reporting the heartbeat information.
If a monitored object does not report heartbeat informa-
tion within a heartbeat information reporting threshold, it
may be considered that the monitored object runs abnor-
mally. If a monitored object reports heartbeat information
within a heartbeat information reporting threshold, and
the heartbeat information includes specific information
describing a running status, the primary monitor may de-
termine, according to the information, whether the mon-
itored object runs normally. This is not limited in this em-
bodiment of the present invention.
[0107] Furthermore, the configuration information of
the multiple monitored objects further includes process-
ing policies for abnormal running of the multiple moni-
tored objects, the identity information further includes at
least one of a subordination relationship or a cooperation
relationship of the multiple monitored objects, and the
physical machine further includes a manager. In this
case, the method further includes S203. Specifically,
S203 herein is S203a.
[0108] S203a: The primary monitor determines, ac-
cording to the processing policies for abnormal running,
a processing action on a monitored object running ab-
normally in the multiple monitored objects and an asso-
ciated monitored object, where the subordination rela-
tionship or the cooperation relationship exists between
the associated monitored object and at least one of the
monitored object running abnormally; and
the manager processes the monitored object running ab-
normally in the multiple monitored objects and the asso-
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ciated monitored object according to the processing ac-
tion.
[0109] It should be noted that, the associated moni-
tored object may include one or more of the multiple mon-
itored objects, or may include another container and/or
another process in a container and/or another thread in
a container in the operating system of the physical ma-
chine other than the multiple monitored objects. That is,
the associated monitored object includes at least one of
a container, a process in a container, or a thread in a
container in the operating system of the physical ma-
chine. All associated monitored objects mentioned below
in this embodiment of the present invention are under-
stood like that. Details are not described again below.
[0110] Certainly, for S202a and S203a, if the primary
monitor fails to receive heartbeat information that is re-
ported by a monitored object within a heartbeat informa-
tion reporting threshold, it indicates that the monitored
object runs abnormally, and the primary monitor may not
need to determine a running status of the monitored ob-
ject, but directly trigger a step of delivering information
such as a processing action to the manager, so that the
manager processes the monitored object.
[0111] In another aspect, when the monitoring infor-
mation is the quality of service report, S200 includes:

determining, by the primary monitor, configuration
information of the multiple monitored objects, where
the configuration information of the multiple moni-
tored objects includes identity information, quality of
service report reporting manners, and quality of serv-
ice requirements of the multiple monitored objects,
the identity information of the multiple monitored ob-
jects includes the identifiers of the multiple monitored
objects, the quality of service report reporting man-
ners indicate types of the channel, and the quality of
service requirements are used to determine whether
QoS of applications carried on the multiple monitored
objects is qualified; and
pushing, by the primary monitor, the respective qual-
ity of service report reporting manners to the multiple
monitored objects, where the multiple monitored ob-
jects are determined according to the identifiers in
the identity information.

[0112] It should be noted that, the type of the channel
indicates an implementation manner of the channel, such
as the file in the Proc file system, the device file, the
socket communication connection, or the IPC channel
mentioned above.
[0113] Correspondingly, in this case, S201 specifically
includes the following step:
S201b: The primary monitor obtains quality of service
reports respectively reported by the multiple monitored
objects, where the quality of service reports are reported
according to the respective corresponding quality of serv-
ice report reporting manners of the multiple monitored
objects.

[0114] Correspondingly, in this case, S202 specifically
includes the following step:
S202b: The primary monitor determines, according to
the quality of service requirements and the quality of serv-
ice reports of the multiple monitored objects, whether the
quality of service of the applications respectively carried
on the multiple monitored objects is qualified.
[0115] Furthermore, the configuration information of
the multiple monitored objects further includes process-
ing policies for disqualified quality of service, the identity
information further includes at least one of a subordina-
tion relationship or a cooperation relationship of the mul-
tiple monitored objects, and the physical machine further
includes a manager. In this case, the method further in-
cludes S203. Specifically, S203 herein is S203b.
[0116] S203: The primary monitor determines, accord-
ing to the identity information and the running statuses
of the multiple monitored objects and the processing pol-
icies for abnormal running, a processing action for ab-
normal running; and the manager processes the moni-
tored object running abnormally in the multiple monitored
objects and the associated monitored object according
to the processing action, where the subordination rela-
tionship or the cooperation relationship exists between
the associated monitored object and at least one of the
monitored object whose quality of service is disqualified.
The foregoing two cases may be summarized as follows:
The primary monitor determines the service statuses and
processing actions of the multiple monitored objects, and
delivers identity information and processing actions of
monitored objects whose service statuses are abnormal
in the monitored objects to the manager. The manager
processes the monitored objects whose service statuses
are abnormal and an associated monitored object.
[0117] It should be noted that, in this embodiment of
the present invention, a subordination relationship be-
tween monitored objects means that an object includes
one or more other objects. For example, a container in-
cludes a process or a process includes a thread. Alter-
natively, the subordination relationship means that an
object creates one or more other objects, and is specif-
ically referred to as a parent-child relationship. For ex-
ample, a process creates another process or a thread.
A cooperation relationship between monitored objects
means that multiple monitored objects execute a same
task or serve a same application. For example, an appli-
cation is deployed on multiple containers, or a process
needs to depend on another process when providing a
service. The cooperation relationship sometimes may be
referred to as a service dependency relationship.
[0118] It may be understood that, the monitoring infor-
mation may alternatively include the heartbeat informa-
tion and the quality of service information, and a service
status of a monitored object includes a running status of
the monitored object and quality of service of an appli-
cation carried on the monitored object. For content in-
cluded in configuration information and specific imple-
mentation of S203 in this case, refer to the foregoing
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description. Details are not described again herein. In
this case, monitoring is more comprehensive. Running
statuses of a container and a thread and process in the
container can be monitored, and whether quality of serv-
ice of an application is qualified can also be monitored.
[0119] In conclusion, when the physical machine in a
virtual environment includes a manager, S203 may be
summarized as follows:
S2031: The primary monitor delivers a processing action
for abnormal service statuses of the multiple monitored
objects to the manager according to the reported moni-
toring information and the configuration information; and
the manager processes a monitored object whose serv-
ice status is abnormal in the multiple monitored objects
and an associated monitored object according to the
processing action.
[0120] For specific details, refer to the foregoing de-
scription of S203. Details are not described again.
[0121] It should be noted that, in the foregoing moni-
toring method, a monitored object may further include a
manager. A service status (including at least one of a
running status or quality of service) of the manager can
also be monitored, and the manager is processed (for
example, restarted) according to a processing policy
when the manager fails or is faulty. Specific implemen-
tation details are the same as those in the foregoing meth-
od. Details are not described again herein. In conclusion,
this embodiment of the present invention supports com-
prehensive monitoring in four dimensions: a manager, a
container, a process, and a thread, provides, for a light-
weight virtualization environment (specifically referring
to a container technology), a comprehensive solution in
which a processing policy may be customized and mod-
ified according to a requirement, and helps to improve a
system RAS (Reliability, Availability and Serviceability,
reliability, availability and serviceability) capability.
[0122] It should be noted that, the primary monitor and
the manager are both modules named in terms of func-
tion. In some cases, the primary monitor also has a man-
ager function, and the primary monitor is the manager in
this embodiment of the present invention from another
perspective. That is, the primary monitor and the man-
ager may be a same module. Specifically, the module
may include one or more threads (or processes). In other
words, in another embodiment, the primary monitor has
functions of both the primary monitor and the manager
in the foregoing embodiment, and S203 may be summa-
rized as follows:
S2032: The primary monitor processes a monitored ob-
ject whose service status is abnormal in the multiple mon-
itored objects and an associated monitored object ac-
cording to the reported monitoring information and the
configuration information of the multiple monitored ob-
jects.
[0123] For specific details, refer to the foregoing de-
scription of S203. Details are not described again.
[0124] It should be noted that, the embodiment includ-
ing step 200 describes a procedure in which the primary

monitor performs some operations on the multiple mon-
itored objects according to the configuration information
of the multiple monitored objects, so that the monitored
objects report the monitoring information to the primary
monitor. The configuration information may be custom-
ized and stored in the primary monitor in advance, or may
be input by a user before monitoring. In most cases, the
configuration information is delivered by a container con-
figuration deliverer to the primary monitor. This is not
limited in the present invention.
[0125] The configuration information of the multiple
monitored objects may include:
identity information of the multiple monitored objects, for
example, a list about the multiple monitored objects
(which may include at least one of a manager, a contain-
er, a process in a container, or a thread in a container).
The list includes the identifiers of the multiple monitored
objects, a parent-child relationship and a service depend-
ency relationship between the multiple monitored ob-
jects, and the like. When whether running is abnormal
needs to be monitored, the configuration information fur-
ther includes: heartbeat information reporting manners
of the monitored objects, for example, several manners
mentioned above and some other implementation man-
ners in which monitored objects of a same type can use
a same channel for reporting; reliability failure endurance
durations, that is, the heartbeat periods, for example, the
primary monitor detects that a monitored object does not
report heartbeat information within 60s, and the primary
monitor triggers a processing policy for abnormal run-
ning; and processing policies for abnormal running of the
monitored objects, for example, when a process runs ab-
normally, the process is reset, or the process is reset and
a container in which the process is located, or a container
running abnormally and a container associated with the
container are reset. When the heartbeat information is a
data packet and includes running information of the mon-
itored objects, the configuration information further in-
cludes information used to determine, according to the
running information, whether running is abnormal. For
example, a field has a value of A, and indicates that an
index is abnormal and it may be considered that running
is abnormal, or a field indicates a cause of abnormal run-
ning.
[0126] When whether quality of service is qualified
needs to be monitored, the configuration information fur-
ther includes a served item of each of the multiple mon-
itored objects, for example, a list; quality of service report
reporting manners, for example, several manners men-
tioned above and some other implementation manners
in which monitored objects of a same type can use a
same channel for reporting; quality of service require-
ments, for example, a page reading time for a Web serv-
ice process is not greater than 5 us; and processing pol-
icies for disqualified quality of service, for example, when
the Web service process crashes n times when reading
a page, the process is reset, or the process is reset and
a container in which the process is located, or a container
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running abnormally and a container associated with the
container are reset.
[0127] Which content the configuration information
may specifically include in some actual application sce-
narios is described above by using examples.
[0128] The following describes, by using examples,
possible content of processing policies for abnormal run-
ning of different types of monitored objects or for disqual-
ified quality of service of carried applications. It should
be noted that, the processing policies may be customized
and modified.
[0129] In the following description, "quality of service
of a carried application is disqualified" is briefly described
as "quality of service is disqualified".
[0130] For a container, if running is abnormal or quality
of service is disqualified, the container and an associated
monitored object having a cooperation relationship with
the container are reset. Further, if a quantity of times that
a container is restarted within a given time exceeds a
threshold, the entire host is restarted. Alternatively, the
entire host is directly restarted, or a service on the con-
tainer is re-scheduled.
[0131] For a process in a container, if running is ab-
normal or quality of service is disqualified, the process
in the container and an associated monitored object hav-
ing a cooperation relationship or a parent-child relation-
ship with the process are reset. Further, if a quantity of
times that a process in a container is restarted within a
given time exceeds a threshold, the process is restarted,
or the container in which the process is located is restart-
ed.
[0132] For a thread in a container, if running is abnor-
mal or quality of service is disqualified, a process in which
the thread is located is restarted.
[0133] It should be understood that, the processing ac-
tion is a specific operation on a monitored object, where
the operation is determined according to a service status
of the monitored object and a processing policy. Gener-
ally, the manager performs the processing action deliv-
ered by the primary monitor, that is, operates the corre-
sponding monitored object and an associated monitored
object directly according to the processing action. Using
a container as an example, if a service status of the con-
tainer is that running is abnormal or quality of service is
disqualified, and a processing policy for the container is
that if running is abnormal or quality of service is disqual-
ified, the container and an associated monitored object
having a cooperation relationship with the container are
reset, a processing action is resetting the container and
the associated monitored object having a cooperation
relationship with the container. Therefore, the manager
resets, according to the processing action, the container
and the associated monitored object having a coopera-
tion relationship with the container. In a more specific
example, a processing policy is that if a quantity of times
that a container is restarted within a given time exceeds
three times, the entire host is restarted. If a service status
of the container is that the container is restarted four times

within the given time, a processing action is restarting
the entire host. Similarly, relationships between service
statuses of a thread and a process, processing policies,
and processing actions, and processing action determin-
ing manners are not described in detail again in this em-
bodiment of the present invention.
[0134] Optionally, the physical machine further in-
cludes a sending module. Correspondingly, the method
may further include the following step:
S205: The sending module sends a processing instruc-
tion to a management server, where the processing in-
struction includes a processing action and an identifier
of a to-be-processed monitored object, the processing
instruction is used by the management server to deploy
an application corresponding to the to-be-processed
monitored object onto at least one other physical ma-
chine, and the processing action is determined by the
primary monitor according to the service statuses of the
multiple monitored objects and processing policies for
abnormal service statuses.
[0135] The processing action in this optional step is
specifically determined by the monitor on the physical
machine according to the service statuses of the multiple
monitored objects and the processing policies for dis-
qualified service statuses of the multiple monitored ob-
jects.
[0136] It should be noted that, in some cases, the em-
bodiment of the method includes S203 or a step corre-
sponding to S203, and S205. Alternatively, in some cas-
es, the embodiment of the method may not include S203
or the step corresponding to S203 (refer to the following
description) but include only S205.
[0137] S205 is mainly performed in a case as follows:
A processing policy for a disqualified service status of a
monitored object is re-scheduling the monitored object,
for example, re-scheduling the monitored object or an
application (or a service) on the monitored object. More
specifically, for example, an application on a monitored
object is deployed onto a monitored object on another
physical machine. The re-scheduling may be performed
between physical machine nodes. It should be noted that,
in S205, a type of the monitored object is generally a
container.
[0138] Specifically, the physical machine in this em-
bodiment of the present invention may further include a
scheduler. The scheduler is configured to: when a mon-
itored object runs abnormally or its quality of service is
disqualified, perform a processing action, delivered by
the primary monitor, of re-scheduling an application or a
service on the monitored object. The processing action
is determined by the primary monitor according to a phys-
ical machine resource on which the monitored object is
located or a network resource on which the physical ma-
chine is located. Alternatively, the scheduler is configured
to perform a corresponding processing action according
to a processing policy delivered by the primary monitor.
The processing policy is that when a monitored object
runs abnormally or its quality of service is disqualified,
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an application or a service on the monitored object is re-
scheduled according to a physical machine resource on
which the monitored object is located or a network re-
source on which the physical machine is located. For
example, when the monitored object is a container, an
application or a service on a container is allocated to one
or more other containers. The one or more containers
may include a container located on a physical machine
different from that of the monitored object. The scheduler
module is similar to the manager module or the primary
monitor module, and may be one or more processes or
threads. It should be noted that, the scheduler is named
in terms of function. In implementations of some cases,
the manager or the primary monitor may also support a
scheduler function, and the manager or the primary mon-
itor supporting the scheduler function is the scheduler in
this embodiment of the present invention from another
perspective. That is, the manager and the scheduler, or
the primary monitor, the manager, and the scheduler may
be a same module. Specifically, the module may include
one or more threads (or processes), and may be in a
service environment (for example, be on a physical ma-
chine the same as or different from that of a to-be-proc-
essed monitored object), or may be in a management
environment, for example, be on a management server
(or referred to as a gateway, a scheduling server, or the
like). S205 describes a case in which the scheduler is
located in the service environment or the management
environment. The case is more suitable for globally
scheduling a network resource. An order between S205
and S203 is not limited in this embodiment of the present
invention. A specific implementation manner of re-de-
ploying a monitored object by using the scheduler is not
limited in this embodiment of the present invention.
[0139] In another aspect, a user may further modify or
optimize a processing policy by using the primary mon-
itor, for example, according to the configuration informa-
tion and the monitoring information collected by the pri-
mary monitor. Furthermore, the primary monitor may fur-
ther send the modified or optimized processing policy to
a physical machine in the management environment (for
example, the management server) by using an output
unit, so that the physical machine in the management
environment updates the stored original processing pol-
icy. The physical machine sends the processing policy
part to the management server, and the management
server may perform modification, replacement, or addi-
tion on the processing policy in the management server
according to the processing policy part. In this way, the
processing policy in the management server can be up-
dated and modified. The modification and update are
made by the monitor according to an actual service sta-
tus. Therefore, accuracy and compliance with scenarios
are ensured.
[0140] It should be noted that, explanations and de-
scriptions of steps and related terms in the foregoing
method embodiment are also applicable to apparatus
embodiments (an embodiment of FIG. 5 and the first em-

bodiment corresponding to FIG. 7) corresponding to the
method, and are not repeated in the apparatus embodi-
ments of FIG. 5 and FIG. 7.
[0141] In conclusion, the monitoring method in the fore-
going embodiment is applied to a physical machine. A
primary monitor pushes respective monitoring informa-
tion reporting manners of multiple monitored objects to
the multiple monitored objects. The multiple monitored
objects include at least one type of a container, a process
in a container, or a thread in a container. Each of the
multiple monitored objects has a unique identifier. Mon-
itored objects of a same type in the multiple monitored
objects use a same file mode or channel to report mon-
itoring information. This greatly reduces quantities of
threads and socket ports consumed in a monitoring pro-
cedure in the prior art, and resolves a problem in the prior
art that a container monitoring requirement cannot be
met because only coarse-grained monitoring can be per-
formed on a container for the sake of thread and port
resources. A lightweight virtualization system may be
monitored in multiple dimensions of a container, a proc-
ess, a thread, and even a manager and a primary monitor,
and such multidimensional monitoring is also applicable
to a current intensive container distribution scenario. Fur-
ther, the primary monitor may perform some operations
on the multiple monitored objects according to configu-
ration information about the multiple monitored objects,
so that the monitored objects report monitoring informa-
tion to the primary monitors, and the primary monitor en-
ables a manager to process a monitored object whose
service status is abnormal. In this way, a complete set
of solution for improving reliability and serviceability of a
lightweight virtualization container technology is provid-
ed, and a requirement for customized fine-grained mon-
itoring and abnormality processing in the application sce-
nario can be better met.
[0142] In another container monitoring method de-
scribed in an embodiment of the present invention, a
monitored object does not need to report its status. In
this way, programming problems can be reduced, and
use of a monitoring method in which a third-party appli-
cation is used can be supported. The container monitor-
ing method may be referred to as intelligent detection
report. The container monitoring method is used to mon-
itor multiple monitored objects running on a physical ma-
chine. Types of the multiple monitored objects include at
least one of a container, a process in a container, or a
thread in a container. The physical machine includes a
primary monitor. The monitoring method includes:
determining, by the primary monitor, service statuses of
the multiple monitored objects by detecting execution in-
formation of instructions of the multiple monitored ob-
jects, where the instructions have specified addresses,
and the service statuses each include at least one of a
running status or quality of service.
[0143] Specifically, each of the multiple monitored ob-
jects has a unique identifier, and in the aspect of deter-
mining, by the primary monitor, service statuses of the
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multiple monitored objects by detecting execution infor-
mation of instructions of the multiple monitored objects,
the primary monitor determines the respective service
statuses of the multiple monitored objects according to
a correspondence between data zones in which the ex-
ecution information of the instructions is stored and iden-
tifiers of the multiple monitored objects, where the data
zones are data zones of the multiple monitored objects
reporting the monitoring information, and the data zones
each include at least one of a heap or a stack.
[0144] Specifically, the instructions may be some
specified functions. The primary monitor determines the
service statuses of the multiple monitored objects ac-
cording to call statuses of the specified functions. Spe-
cifically, the specified functions are generally cyclically
called (for example, called every period of time) by the
multiple monitored objects when the multiple monitored
objects run or provide a service. Alternatively, the spec-
ified functions may be some key functions, that is, mon-
itoring is performed according to execution statuses of
the key functions. For example, a key function fails to be
executed or a returned value is x to y, and running is
abnormal. Specifically, the execution statuses of the in-
structions may be detected by using a pile or a probe.
[0145] Different monitored objects may correspond to
different specified functions. Therefore, the service sta-
tuses of the multiple monitored objects may be deter-
mined by using the specified functions.
[0146] For a type of monitored object, the instruction
may be specifically a syscall system call, and is a func-
tion. In this case, a determining rule may be made ac-
cording to a system task status of the monitored object
and a status of executing the syscall system call by the
monitored object.
[0147] That is, the primary monitor determines a serv-
ice status of the monitored object according to the system
task status and the syscall system call execution status
of the monitored object. The service status includes at
least one of a running status or quality of service of the
monitored object. The determining rule is applicable to a
first subset of the multiple monitored objects. Monitored
objects in the first subset frequently execute the syscall
system call when running and serving an application.
Therefore, by detecting, in a kernel, statuses of executing
the syscall system call by the monitored objects, and ac-
cording to system task statuses of the monitored objects,
the primary monitor may accurately determine whether
service statuses of the monitored objects are abnormal.
For example, the determining rule may be as follows: If
a status of a thread A in a system is X or Y for more than
T seconds, the thread A runs abnormally. For example,
the status is executing a select or poll system call (for
example, in this case, it may be detecting an endless
loop or a deadlock state). If a thread K calls write syscall
once within 5 seconds, a status is normal. If statuses of
a thread A and a thread B are normal, a status of a proc-
ess C is normal. If statuses of a process D and a process
E are normal, a status of a container F is normal. If sta-

tuses of all processes in a container A are normal, the
container is normal. If a status of a key process A in a
container is normal, the container is normal or statuses
of all processes in the container are normal. If CPU usage
and memory usage of a container do not exceed a thresh-
old, the container is normal.
[0148] It should be understood that, system task stat-
ues of different types of monitored objects in different
operating systems may be specifically different. For ex-
ample, persons skilled in the art generally consider as
follows: Five major states of a thread are new (new), run-
nable (runnable), running (running), blocked (blocked),
and dead (dead). States of a process are generally run-
ning (TASK_RUNNING), runnable, and blocked. Specif-
ically, in a Linux system, states of a process are classified
relatively fine, for example, R (TASK_RUNNING), an ex-
ecutable state (including: In many operating system text-
books, a state of a process that is currently executed on
a CPU is defined as a running state, and a state of a
process that can be executed but has not been scheduled
is defined as a ready state); S
(TASK_INTERRUPTIBLE), an interruptible sleep state;
D (TASK_UNINTERRUPTIBLE), an uninterruptible
sleep state; T (TASK_STOPPED or TASK_TRACED), a
stopped state or a traced state; Z (TASK_DEAD-
EXIT_ZOMBIE), an exit state (a process becomes a zom-
bie process); and X (TASK_DEAD-EXIT_DEAD), an exit
state, where a process is to be destructed. Certainly, in
some cases, system task statuses may alternatively be
defined by a user.
[0149] In another aspect, the monitored objects may
further include a type of container, process, or thread that
scarcely execute or does not execute the syscall system
call because an application served by the type of moni-
tored object scarcely accesses the syscall system call
(for example, exclusively occupying a core for polling for-
warding busy processing). In this case, accuracy and ef-
ficiency of monitoring a service status by using a deter-
mining rule decreases. In this case, a probe or a pile may
be used to detect execution statuses of some instructions
having specified addresses (specifically referring to
some specified functions in some cases) in threads or
processes in containers or monitor some execution data
to determine service statuses of monitored objects. The
instructions having the specified addresses mean that
each time the instructions are executed, addresses ac-
cessed by a processor are constant. The specified func-
tions and the instructions having the specified address
are usually set targetedly according to specific monitored
objects, and generally are functions or instructions that
need to be frequently executed when the monitored ob-
jects run or provide a service, or some important and key
functions or instructions when the monitored objects run
or provide a service. It should be noted that, due to iso-
lation between containers, using a probe or a pile to de-
tect a process and a thread in a container is different from
using a probe or a pile to detect a process and a thread
outside a container. For example, a solution of sys-
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temtap+uprobe+"user mode rule" may be used to deter-
mine a status of a thread. Examples of the user mode
rule are as follows:

(1) Example 1: If a thread A runs to a function F within
5s, and a returned value is 0, a status is normal.
(2) Example 2: If a thread B runs to a function P within
1s, and a parameter X ranges from 0 to 100, a status
is normal.
(3) Example 3: If a thread C runs to a binary address
0xABCDEF0 of the thread within 1s, a status is nor-
mal.
(4) Example 4: If a thread D runs to a function K
within 1s, and a global variable Y ++ every second,
a status is normal.

[0150] The foregoing embodiment provides a contain-
er monitoring method. The monitoring method is applied
to a physical machine. The primary monitor determines
service statuses of multiple monitored objects according
to execution information of specified instructions. Types
of the multiple monitored objects include at least one of
a container, a process in a container, or a thread in a
container. This greatly reduces resources (for example,
quantities of threads and socket ports) consumed in a
monitoring procedure in the prior art, reduces the re-
sources consumed in the monitoring procedure in the
prior art, and resolves a problem in the prior art that a
container monitoring requirement cannot be met be-
cause only coarse-grained monitoring can be performed
on a container for the sake of thread and port resources.
The container may be monitored in multiple dimensions
of a container, a process in a container, and a thread in
a container, and such multidimensional monitoring is also
applicable to an intensive container deployment scenar-
io.
[0151] Optionally, when the service status is the run-
ning status, the physical machine further includes a man-
ager. The method further includes:

determining, by the primary monitor, identity infor-
mation of the multiple monitored objects and
processing policies for abnormal running, where the
identity information of the multiple monitored objects
includes at least one of a subordination relationship
or a cooperation relationship of the multiple moni-
tored objects and the identifiers of the multiple mon-
itored objects;
determining, by the primary monitor, a processing
action on a monitored object running abnormally and
an associated monitored object according to the
identity information and running statuses of the mul-
tiple monitored objects and the processing policies
for abnormal running, where the subordination rela-
tionship or the cooperation relationship exists be-
tween the associated monitored object and at least
one of the monitored object running abnormally; and
processing, by the manager, the monitored object

running abnormally in the multiple monitored objects
and the associated monitored object according to
the processing action.

[0152] It should be noted that, in this implementation
manner, the primary monitor determines the service sta-
tuses of the multiple monitored objects by detecting the
execution information of the instructions of the multiple
monitored objects. The instructions have specified ad-
dresses. Each of the multiple monitored objects has a
unique identifier. The multiple monitored objects are de-
termined by the primary monitor according to the identi-
fiers in the identity information. The service statuses each
include at least one of a running status and quality of
service.
[0153] Optionally, when the service status is the quality
of service, the physical machine further includes a man-
ager. The method further includes:

determining, by the primary monitor, identity infor-
mation of the multiple monitored objects and
processing policies for disqualified quality of service,
where the identity information of the multiple moni-
tored objects includes at least one of a subordination
relationship or a cooperation relationship of the mul-
tiple monitored objects and the identifiers of the mul-
tiple monitored objects;
determining, by the primary monitor, a processing
action on a monitored object whose quality of service
is disqualified and an associated monitored object
according to the identity information and quality of
service of the multiple monitored objects and the
processing policies for disqualified quality of service,
where the subordination relationship or the cooper-
ation relationship exists between the associated
monitored object and at least one of the monitored
object whose service is disqualified; and
processing, by the manager, the monitored object
whose service is disqualified in the multiple moni-
tored objects and the associated monitored object
according to the processing action.

[0154] It should be noted that, in this implementation
manner, the primary monitor determines the service sta-
tuses of the multiple monitored objects by detecting the
execution information of the instructions of the multiple
monitored objects. The instructions have specified ad-
dresses. Each of the multiple monitored objects has a
unique identifier. The multiple monitored objects are de-
termined by the primary monitor according to the identi-
fiers in the identity information. The service statuses each
include at least one of a running status and quality of
service.
[0155] The foregoing two cases may be summarized
as follows: The primary monitor determines the service
statuses and processing actions of the multiple moni-
tored objects, and delivers processing actions on moni-
tored objects whose service statuses are abnormal in the
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monitored objects to the manager. The manager proc-
esses the monitored objects whose service statuses are
abnormal and an associated monitored object.
[0156] It should be noted that, in this embodiment of
the present invention, a subordination relationship be-
tween monitored objects means that an object includes
one or more other objects. For example, a container in-
cludes a process or a process includes a thread. Alter-
natively, the subordination relationship means that an
object creates one or more other objects, and is specif-
ically referred to as a parent-child relationship. For ex-
ample, a process creates another process or a thread.
A cooperation relationship between monitored objects
means that multiple monitored objects execute a same
task or serve a same application. For example, an appli-
cation is deployed on multiple containers, or a process
needs to depend on another process when providing a
service. The cooperation relationship sometimes may be
referred to as a service dependency relationship.
[0157] It should be noted that, the monitoring method
in this embodiment of the present invention is a procedure
in which the primary monitor performs some operations
on the multiple monitored objects according to configu-
ration information about the multiple monitored objects,
so that the primary monitor obtains monitoring informa-
tion of the monitored objects. The configuration informa-
tion herein mainly includes identity information, determin-
ing policies (for example, determining rules, or call sta-
tuses of specified functions, or execution information of
instructions), and processing policies. The configuration
information may be customized and stored in the primary
monitor in advance, or may be input by a user before
monitoring. In most cases, the configuration information
is delivered by a container configuration deliverer to the
primary monitor. This is not limited in the present inven-
tion. For descriptions of the identity information of the
monitored objects, processing policies for abnormal run-
ning of the monitored objects, and processing policies
for disqualified quality of service of the monitored objects,
refer to description parts in the monitoring method in
which monitoring information is reported in the foregoing
embodiment of the present invention. Details are not de-
scribed again herein. In another aspect, a user may fur-
ther modify or optimize a processing policy by using the
primary monitor, for example, according to the configu-
ration information and the monitoring information collect-
ed by the primary monitor. Furthermore, the primary mon-
itor may further send the modified or optimized process-
ing policy to a physical machine in a management envi-
ronment (for example, the management server) by using
an output unit, so that the physical machine in the man-
agement environment updates the stored original
processing policy.
[0158] It should be understood that, the processing ac-
tion is a specific operation on a monitored object, where
the operation is determined according to a service status
of the monitored object and a processing policy. Gener-
ally, the manager performs the processing action deliv-

ered by the primary monitor, that is, operates the corre-
sponding monitored object and an associated monitored
object directly according to the processing action. Using
a container as an example, if a service status of the con-
tainer is that running is abnormal or quality of service is
disqualified, and a processing policy for the container is
that if running is abnormal or quality of service is disqual-
ified, the container and an associated monitored object
having a cooperation relationship with the container are
reset, a processing action is resetting the container and
the associated monitored object having a cooperation
relationship with the container. Therefore, the manager
resets, according to the processing action, the container
and the associated monitored object having a coopera-
tion relationship with the container. In a more specific
example, a processing policy is that if a quantity of times
that a container is restarted within a given time exceeds
three times, the entire host is restarted. If a service status
of the container is that the container is restarted four times
within the given time, a processing action is restarting
the entire host. Similarly, relationships between service
statuses of a thread and a process, processing policies,
and processing actions, and processing action determin-
ing manners are not described in detail again in this em-
bodiment of the present invention.
[0159] It should be noted that, in the foregoing moni-
toring method, a monitored object may further include a
manager. A service status (including at least one of a
running status or quality of service) of the manager can
also be monitored, and the manager is processed (for
example, restarted) according to a processing policy
when the manager fails or is faulty. Specific implemen-
tation details are the same as those in the foregoing meth-
od. Details are not described again herein. In conclusion,
this embodiment of the present invention supports com-
prehensive monitoring in four dimensions: a manager, a
container, a process, and a thread, provides, for a light-
weight virtualization environment (specifically referring
to a container technology), a comprehensive solution in
which a processing policy may be customized and mod-
ified according to a requirement, and helps to improve a
system RAS (Reliability, Availability and Serviceability,
reliability, availability and serviceability) capability.
[0160] It should be noted that, the primary monitor and
the manager are both modules named in terms of func-
tion. In some cases, the primary monitor also has a man-
ager function, and the primary monitor is the manager in
this embodiment of the present invention from another
perspective. That is, the primary monitor and the man-
ager may be a same module. Specifically, the module
may include one or more threads (or processes). In other
words, in another embodiment, the primary monitor has
functions of both the primary monitor and the manager
in the foregoing embodiment. For a specific implemen-
tation of a method in which monitoring is performed by
using a determining rule or an instruction having a spec-
ified address or a specified function in this case, refer to
the foregoing description. Details are not described again
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herein.
[0161] Optionally, in another aspect, the physical ma-
chine further includes a sending module. The method
may further include the following step:
sending, by the sending module, a processing instruction
to a management server, where the processing instruc-
tion includes a processing action and an identifier of a
to-be-processed monitored object, the processing in-
struction is used by the management server to deploy an
application corresponding to the to-be-processed moni-
tored object onto at least one other physical machine,
and the processing action is determined by the primary
monitor according to the service statuses of the multiple
monitored objects and processing policies for abnormal
service statuses.
[0162] It should be noted that, the processing action in
this optional step is specifically determined by the monitor
on the physical machine according to the service status-
es of the multiple monitored objects and the processing
policies for disqualified service statuses of the multiple
monitored objects.
[0163] This optional step is mainly performed in a case
as follows: A processing policy for a disqualified service
status of a monitored object is re-scheduling the moni-
tored object, for example, re-scheduling the monitored
object or an application (or a service) on the monitored
object. More specifically, for example, an application on
a monitored object is deployed onto a monitored object
on another physical machine. The re-scheduling may be
performed between physical machine nodes. It should
be noted that, a type of the monitored object is generally
a container.
[0164] Specifically, the physical machine in this em-
bodiment of the present invention may further include a
scheduler. The scheduler is configured to: when a mon-
itored object runs abnormally or its quality of service is
disqualified, perform a processing action delivered by the
primary monitor. The processing action is specifically re-
scheduling an application or a service on the monitored
object, and is determined by the primary monitor accord-
ing to a physical machine resource on which the moni-
tored object is located or a network resource on which
the physical machine is located. Alternatively, the sched-
uler is configured to perform a corresponding processing
action according to a processing policy delivered by the
primary monitor. The processing policy is that when a
monitored object runs abnormally or its quality of service
is disqualified, an application or a service on the moni-
tored object is re-scheduled according to a physical ma-
chine resource on which the monitored object is located
or a network resource on which the physical machine is
located. For example, when the monitored object is a
container, an application or a service on a container is
allocated to one or more other containers. The one or
more containers may include a container located on a
physical machine different from that of the monitored ob-
ject. The scheduler module is similar to the manager
module or the primary monitor module, and may be one

or more processes or threads. It should be noted that,
the scheduler is named in terms of function. In implemen-
tations of some cases, the manager or the primary mon-
itor may also support a scheduler function, and the man-
ager or the primary monitor supporting the scheduler
function is the scheduler in this embodiment of the
present invention from another perspective. That is, the
manager and the scheduler, or the primary monitor, the
manager, and the scheduler may be a same module.
Specifically, the module may include one or more threads
(or processes), and may be in the service environment
(for example, be on a physical machine the same as or
different from that of a to-be-processed monitored ob-
ject), or may be in the management environment, for ex-
ample, be on a management server (or referred to as a
gateway, a scheduling server, or the like). This optional
step describes a case in which the scheduler is located
in the service environment or the management environ-
ment. The case is more suitable for globally scheduling
a network resource. A specific implementation manner
of re-deploying a monitored object by using the scheduler
is not limited in this embodiment of the present invention.
[0165] In another aspect, a user may further modify or
optimize a processing policy by using the primary mon-
itor, for example, according to the configuration informa-
tion and the monitoring information received by the pri-
mary monitor. Furthermore, the primary monitor may fur-
ther send the modified or optimized processing policy to
a physical machine in the management environment (for
example, the management server) by using an output
unit, so that the physical machine in the management
environment updates the stored original processing pol-
icy. The physical machine sends the processing policy
part to the management server, and the management
server may perform modification, replacement, or addi-
tion on the processing policy in the management server
according to the processing policy part. In this way, the
processing policy in the management server can be up-
dated and modified. The modification and update are
made by the monitor according to an actual service sta-
tus. Therefore, accuracy and compliance with scenarios
are ensured.
[0166] It should be noted that, explanations and de-
scriptions of steps and related terms in the foregoing
method embodiment are also applicable to apparatus
embodiments (an embodiment of FIG. 6 and the second
embodiment corresponding to FIG. 7) corresponding to
the method, and are not repeated in the apparatus em-
bodiments of FIG. 6 and FIG. 7.
[0167] Optionally, the two container monitoring meth-
ods mentioned above further includes:

when the primary monitor fails to receive heartbeat
information of the secondary monitor in a first con-
figured duration, triggering, by the primary monitor,
the secondary monitor to exit a running state so that
the secondary monitor is restarted, where the heart-
beat information of the secondary monitor indicates
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that the secondary monitor runs normally in a time
period; and
a secondary monitor further runs in the operating
system, and when the secondary monitor fails to re-
ceive heartbeat information of the primary monitor
in a second configured duration, triggering, by the
secondary monitor, the primary monitor to exit a run-
ning state, and taking over the monitored objects as
a current primary monitor, where the physical ma-
chine on which the primary monitor is located restarts
the primary monitor so that the primary monitor is
used as a current secondary monitor, and the heart-
beat information of the primary monitor indicates that
the primary monitor runs normally in a time period.

[0168] It should be noted that, the heartbeat informa-
tion mentioned herein of the primary monitor and the sec-
ondary monitor is similar to the heartbeat information re-
ported by the monitored objects that is mentioned above.
For specific descriptions and forms of the heartbeat in-
formation of the primary monitor and the secondary mon-
itor in another specific implementation manner, refer to
the description of the heartbeat information reported by
the monitored objects. Details are not described again
herein. That is, in another implementation manner, when
running is abnormal, heartbeat information can still be
reported. In this case, the primary monitor (or the sec-
ondary monitor) may determine, according to a reporting
status of heartbeat information, whether a running status
of the secondary monitor (or the primary monitor) report-
ing the heartbeat information is abnormal, and when run-
ning is abnormal, processing is performed according to
a step (exchange between the primary monitor and the
secondary monitor or restarting) in the foregoing imple-
mentation manner.
[0169] The step can better ensure that there is a mon-
itor running normally and can ensure monitoring on the
monitored objects. Specifically, it is ensured that at least
two monitors run in this scenario in this embodiment as
a primary monitor and a secondary monitor, and the pri-
mary and secondary monitors detect existence of each
other, and complete state exchange between the two
monitors according to a requirement. In an implementa-
tion manner:
If the primary monitor fails to receive heartbeat informa-
tion of the secondary monitor in a configured duration
(corresponding to the first configured duration, for exam-
ple, 5 ms), it indicates that the secondary monitor fails or
is faulty. The primary monitor may trigger the secondary
monitor to exit. A parent process (for example, a Linux
init process or another process) of the secondary monitor
restarts the secondary monitor when detecting that the
secondary monitor exits. Further, if a quantity of times
that the secondary monitor is restarted within a given
time exceeds a threshold, the host is reset. The config-
ured duration, the given time, and the threshold may be
stored in advance, input by a user, or obtained from a
module such as the container configuration deliverer.

This is not limited in this embodiment of the present in-
vention.
[0170] If the secondary monitor fails to receive heart-
beat information of the primary monitor in a configured
duration, it indicates that the primary monitor fails or is
faulty. (The configured duration corresponds to the sec-
ond monitoring duration, and may be the same as or dif-
ferent from the first monitoring duration. The duration
may be stored in advance, input by a user, or obtained
from a module such as the container configuration deliv-
erer. This is not limited in this embodiment of the present
invention.) The secondary monitor may trigger the pri-
mary monitor to exit, and set its state to "primary", that
is, the secondary monitor takes over monitoring on the
monitored objects, and the original secondary monitor is
a current primary monitor. A parent process (for example,
a Linux init process or another process) of the original
primary monitor restarts the original primary monitor
when detecting that the original primary monitor exits,
and sets its state to "secondary", that is, the original pri-
mary monitor is a current secondary monitor. Further, if
a quantity of times of exchange between the primary and
secondary monitors in a given duration exceeds a thresh-
old, the host is reset. The configured duration, the given
duration, and the threshold may be stored in advance,
input by a user, or obtained from a module such as the
container configuration deliverer. This is not limited in
this embodiment of the present invention. For sources
about given durations and thresholds in this specification,
refer to the descriptions herein. Description is not repeat-
edly made in other parts.
[0171] With the foregoing primary and secondary mon-
itors disposed, it is ensured that there is a monitor running
normally and monitoring on the monitored objects can
be ensured. Therefore, monitor stability is improved, and
the container monitoring solution is more complete and
comprehensive.
[0172] It should be noted that, explanations and de-
scriptions of steps and related terms in the foregoing
method embodiment are also applicable to apparatus
embodiments (an embodiment of FIG. 6 and the second
embodiment corresponding to FIG. 7) corresponding to
the method, and are not repeated in the apparatus em-
bodiments of FIG. 6 and the apparatus embodiment cor-
responding to FIG. 7.
[0173] In conclusion, the monitoring method in the fore-
going embodiment is applied to a physical machine. The
primary monitor determines service statuses of multiple
monitored objects according to execution information of
specified instructions. Types of the multiple monitored
objects include at least one of a container, a process in
a container, or a thread in a container. Each of the multiple
monitored objects has a unique identifier. This greatly
reduces resources (for example, quantities of threads
and socket ports) consumed in a monitoring procedure
in the prior art, and resolves a problem in the prior art
that a container monitoring requirement cannot be met
because only coarse-grained monitoring can be per-
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formed on a container for the sake of thread and port
resources. A lightweight virtualization system may be
monitored in multiple dimensions of a container, a proc-
ess, a thread, and even a manager and a primary monitor,
and such multidimensional monitoring is also applicable
to a current intensive container distribution scenario. Fur-
ther, the primary monitor may perform some operations
on the multiple monitored objects according to configu-
ration information about the multiple monitored objects,
so that the monitored objects report monitoring informa-
tion to the primary monitors, and the primary monitor en-
ables a manager to process a monitored object whose
service status is abnormal. In this way, a complete set
of solution for improving reliability and serviceability of a
lightweight virtualization container technology is provid-
ed, and a requirement for customized fine-grained mon-
itoring and abnormality processing in the application sce-
nario can be better met.
[0174] FIG. 5 is a schematic structural diagram of a
physical machine 500 according to an embodiment of
the present invention.
[0175] The physical machine 500 includes a receiving
module 501 and a primary monitoring module 503. Mul-
tiple monitored objects run on the physical machine 500.
The receiving module 501 is configured to provide a
channel for reporting monitoring information by the mul-
tiple monitored objects. The channel is used by the mul-
tiple monitored objects to report the monitoring informa-
tion to the primary monitoring module 503. The primary
monitoring module 503 is configured to receive the mon-
itoring information by using the receiving module 501.
Monitoring information of monitored objects of a same
type in the multiple monitored objects is reported by using
a same channel. Types of the multiple monitored objects
include at least one of a container, a process in a con-
tainer, or a thread in a container. Each of the multiple
monitored objects has a unique identifier. Monitoring in-
formation of each monitored object includes at least one
of heartbeat information or a quality of service report, the
heartbeat information indicates a running status, in a
heartbeat period, of the monitored object reporting the
heartbeat information, and the quality of service report
is used to record quality of service QoS of an application
carried on the monitored object reporting the quality of
service report.
[0176] The primary monitoring module 503 is further
configured to determine respective service statuses of
the multiple monitored objects according to the monitor-
ing information of the multiple monitored objects and
identifiers of the multiple monitored objects.
[0177] For example, as shown in FIG. 5, the multiple
monitored objects may include a monitored object L (for
example, a thread), a monitored object M (for example,
a process), a monitored object N (for example, a contain-
er), and the like, and may further include an unmarked
associated monitored object. FIG. 5 shows only an ex-
ample.
[0178] The physical machine 500 may monitor service

statuses of multiple types of monitored objects running
on the physical machine 500. The primary monitoring
module 503 pushes respective monitoring information re-
porting manners of multiple monitored objects to the mul-
tiple monitored objects, where the multiple monitored ob-
jects include at least one type of a container, a process
in a container, or a thread in a container; and determines
service statuses of the multiple monitored objects ac-
cording to monitoring information reported by the multiple
monitored objects. In this procedure, monitored objects
of a same type report monitoring information by using a
same channel. This reduces resources consumed in a
monitoring procedure in the prior art, and resolves a prob-
lem in the prior art that a requirement for multidimensional
monitoring on a container cannot be met because only
coarse-grained monitoring can be performed on a con-
tainer due to high resource consumption. The container
may be monitored in multiple dimensions of a container,
a process in a container, and a thread in a container, and
such multidimensional monitoring is also applicable to
an intensive container deployment scenario. Specifically,
in the aspect of determining respective service statuses
of the multiple monitored objects according to the mon-
itoring information of the multiple monitored objects and
identifiers of the multiple monitored objects, the primary
monitoring module 503 is configured to determine, ac-
cording to a correspondence between data zones in
which the monitoring information of the multiple moni-
tored objects is located and the identifiers of the multiple
monitored objects, the respective service statuses of the
multiple monitored objects reporting the monitoring infor-
mation, where the data zones each include at least one
of a heap or a stack.
[0179] Further, in the aspect of determining respective
service statuses of the multiple monitored objects ac-
cording to the monitoring information of the multiple mon-
itored objects and identifiers of the multiple monitored
objects, the primary monitoring module 503 is configured
to determine, according to a correspondence between
data zones in which the monitoring information of the
multiple monitored objects is located and the identifiers
of the multiple monitored objects, the respective service
statuses of the multiple monitored objects reporting the
monitoring information, where the data zones are data
zones of the multiple monitored objects reporting the
monitoring information, and the data zones each include
at least one of a heap or a stack.
[0180] Specifically, the channel is a communication
connection between files or processes.
[0181] Optionally, the channel is a Proc file system,
and in the aspect of receiving, by using the receiving
module 501, the monitoring information, the primary
monitoring module 503 is configured to receive, by using
the receiving module 501, the respective monitoring in-
formation that is reported by the multiple monitored ob-
jects by using one or more files in the Proc file system,
where the monitored objects of the same type in the mul-
tiple monitored objects share a same file in the Proc file
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system for reporting the monitoring information.
[0182] Optionally, the channel is a device file, and in
the aspect of receiving, by using the receiving module
501, the monitoring information, the primary monitoring
module 503 is configured to receive, by using the receiv-
ing module 501, the respective monitoring information
that is reported by the multiple monitored objects by using
one or more device files, where the monitored objects of
the same type in the multiple monitored objects share a
same device file for reporting the monitoring information.
[0183] Optionally, the channel is a socket communica-
tion connection, and in the aspect of receiving, by using
the receiving module 501, the monitoring information, the
primary monitoring module 503 is configured to receive,
by using the receiving module 501, the respective mon-
itoring information that is reported by the multiple moni-
tored objects by using one or more socket communica-
tion connections, where the monitored objects of the
same type in the multiple monitored objects share a same
socket communication connection address for reporting
the monitoring information.
[0184] Optionally, the channel is an inter-process com-
munication IPC channel, the multiple monitored objects
each include at least one of a thread or a process, a
container in which each of the multiple monitored objects
is located includes a monitoring thread, and in the aspect
of receiving, by using the receiving module 501, the mon-
itoring information, the primary monitoring module 503
is configured to receive, by using the receiving module
501, the monitoring information that is reported by the
multiple monitored objects by using respective corre-
sponding monitoring threads, where the monitored ob-
jects of the same type in the multiple monitored objects
share a same IPC for communication with the primary
monitor to report the monitoring information.
[0185] Optionally, the monitoring information is the
heartbeat information, and the monitoring module 503 is
further configured to determine configuration information
of the multiple monitored objects, where the configuration
information of the multiple monitored objects includes
identity information, heartbeat information reporting
manners, and heartbeat periods of the multiple monitored
objects, the identity information of the multiple monitored
objects includes the identifiers of the multiple monitored
objects, the heartbeat information reporting manners in-
dicate types of the channel, and the heartbeat periods
indicate time intervals of reporting heartbeat information
by the monitored objects during normal running; and
the primary monitoring module 503 is further configured
to push the respective heartbeat information reporting
manners to the multiple monitored objects, where the
multiple monitored objects are determined according to
the identifiers in the identity information;
correspondingly, in the aspect of receiving, by using the
receiving module 501, the monitoring information,
the primary monitoring module 503 is configured to re-
ceive, by using the receiving module 501, heartbeat in-
formation respectively reported by the multiple monitored

objects, where the heartbeat information is reported ac-
cording to the respective corresponding heartbeat infor-
mation reporting manners; and
correspondingly, in the aspect of determining respective
service statuses of the multiple monitored objects ac-
cording to the monitoring information of the multiple mon-
itored objects and identifiers of the multiple monitored
objects,
the primary monitoring module 503 is configured to de-
termine respective running statuses of the multiple mon-
itored objects according to the heartbeat periods and the
heartbeat information of the multiple monitored objects.
[0186] Further, the configuration information of the
multiple monitored objects further includes processing
policies for abnormal running of the multiple monitored
objects, the identity information further includes at least
one of a subordination relationship or a cooperation re-
lationship of the multiple monitored objects, and the phys-
ical machine further includes a management module 505;
the primary monitoring module 503 is further configured
to determine, according to the processing policies for ab-
normal running, a processing action on a monitored ob-
ject running abnormally in the multiple monitored objects
and an associated monitored object, where the subordi-
nation relationship or the cooperation relationship exists
between the associated monitored object and at least
one of the monitored object running abnormally; and
the management module 505 is configured to process
the monitored object running abnormally in the multiple
monitored objects and the associated monitored object
according to the identity information and the processing
action.
[0187] Optionally, the monitoring information is the
quality of service report, and correspondingly,
the primary monitoring module 503 is further configured
to determine configuration information of the multiple
monitored objects, where the configuration information
of the multiple monitored objects includes identity infor-
mation, quality of service report reporting manners, and
quality of service requirements of the multiple monitored
objects, the identity information of the multiple monitored
objects includes the identifiers of the multiple monitored
objects, the quality of service report reporting manners
indicate types of the channel, and the quality of service
requirements are used to determine whether QoS of ap-
plications carried on the multiple monitored objects is
qualified; and
the primary monitoring module 503 is further configured
to push the respective quality of service report reporting
manners to the multiple monitored objects, where the
multiple monitored objects are determined according to
the identifiers in the identity information;
correspondingly, in the aspect of receiving, by using the
receiving module 501, the monitoring information,
the primary monitoring module 503 is configured to ob-
tain, by using the receiving module 501, quality of service
reports respectively reported by the multiple monitored
objects, where the quality of service reports are reported

47 48 



EP 3 340 057 A1

26

5

10

15

20

25

30

35

40

45

50

55

according to the respective corresponding quality of serv-
ice report reporting manners; and
correspondingly, in the aspect of determining respective
service statuses of the multiple monitored objects ac-
cording to the monitoring information of the multiple mon-
itored objects and identifiers of the multiple monitored
objects, the primary monitoring module 503 is configured
to determine, according to the quality of service require-
ments and the quality of service reports of the multiple
monitored objects, whether the quality of service of the
applications respectively carried on the multiple moni-
tored objects is qualified.
[0188] Further, the configuration information of the
multiple monitored objects further includes processing
policies for disqualified quality of service, the identity in-
formation further includes at least one of a subordination
relationship or a cooperation relationship of the multiple
monitored objects, and the physical machine further in-
cludes a management module 505;
the primary monitoring module 503 is further configured
to determine, according to the processing policies for dis-
qualified quality of service, a processing action on a mon-
itored object whose quality of service is disqualified in
the multiple monitored objects and an associated moni-
tored object, where the subordination relationship or the
cooperation relationship exists between the associated
monitored object and at least one of the monitored object
whose quality of service is disqualified; and
the management module 505 is configured to process
the monitored object whose quality of service is disqual-
ified in the multiple monitored objects and the associated
monitored object according to the identity information and
the processing action.
[0189] It should be noted that, the monitoring informa-
tion may alternatively include the heartbeat information
and the quality of service report. For a corresponding
step performed by the primary monitoring module 503
and content of configuration information in this case, refer
to cases in which the heartbeat information and the qual-
ity of service report are separately described. Details are
not described again herein.
[0190] Optionally, the physical machine further in-
cludes a sending module 506. The sending module 506
is configured to send a processing instruction to a man-
agement server, where the processing instruction in-
cludes a processing action and an identifier of a to-be-
processed monitored object, the processing instruction
is used by the management server to deploy an applica-
tion corresponding to the to-be-processed monitored ob-
ject onto at least one other physical machine, and the
processing action is determined by the primary monitor
according to the service statuses of the multiple moni-
tored objects and processing policies for abnormal serv-
ice statuses.
[0191] Optionally, the physical machine further in-
cludes a secondary monitoring module 507;
the primary monitoring module 503 is further configured
to: when the primary monitor fails to receive heartbeat

information of the secondary monitoring module 507 in
a first configured duration, trigger the secondary moni-
toring module 507 to exit a running state so that the sec-
ondary monitor is restarted, where the heartbeat infor-
mation of the secondary monitoring module 507 indicates
that the secondary monitoring module 507 runs normally
in a time period; and
when the secondary monitoring module 507 fails to re-
ceive heartbeat information of the primary monitoring
module 503 in a second configured duration, the second-
ary monitoring module 507 triggers the primary monitor-
ing module 503 to exit a running state, and takes over
the monitored objects as a current primary monitoring
module 503, where the physical machine on which the
primary monitoring module 503 is located restarts the
primary monitoring module 503 so that the primary mon-
itoring module 503 is used as a current secondary mon-
itoring module 507, and the heartbeat information of the
primary monitoring module 503 indicates that the primary
monitoring module 503 runs normally in a time period.
[0192] Optionally, the physical machine 500 may fur-
ther include a container configuration deliverer 509, con-
figured to deliver the configuration information of the mul-
tiple monitored objects to the primary monitor 501. For
descriptions related to the container configuration deliv-
erer 509 and the configuration information, refer to cor-
responding method embodiments. It should be noted
that, modules represented by dashed line blocks in FIG.
5 are all optional modules.
[0193] It should be noted that, for explanations and de-
scriptions of content in FIG. 5 and the first apparatus
embodiment corresponding to FIG. 7 below, refer to re-
lated descriptions in corresponding method embodi-
ments (corresponding to FIG. 2 to FIG. 4). Details are
not described again herein. In another aspect, connec-
tion relationships between constituent parts in FIG. 5 are
merely an example for description, and do not constitute
a limitation to embodiments. The physical machine cor-
responding to FIG. 5 may monitor service statuses of
multiple types of monitored objects running on the phys-
ical machine, and process, according to a processing
policy, a monitored object whose service status is abnor-
mal in the monitored objects. The primary monitoring
module pushes respective monitoring information report-
ing manners of multiple monitored objects to the multiple
monitored objects. The multiple monitored objects in-
clude at least one type of a container, a process in a
container, or a thread in a container. Each of the multiple
monitored objects has a unique identifier. Monitored ob-
jects of a same type report monitoring information by us-
ing a same channel. This greatly reduces resources (for
example, quantities of threads and socket ports) con-
sumed in a monitoring procedure in the prior art, and
resolves a problem in the prior art that a requirement for
multidimensional monitoring on a container cannot be
met because only coarse-grained monitoring can be per-
formed on a container due to high resource consumption.
The container may be monitored in multiple dimensions
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of a container, a process in a container, and a thread in
a container, and such multidimensional monitoring is also
applicable to an intensive container deployment scenar-
io. Further, the primary monitor may perform some op-
erations on the multiple monitored objects according to
configuration information about the multiple monitored
objects, so that the monitored objects report monitoring
information to the primary monitors, and the primary mon-
itor enables a manager to process a monitored object
whose service status is abnormal. In this way, a complete
set of solution for improving reliability and serviceability
of a lightweight virtualization container technology is pro-
vided, and a requirement for customized fine-grained
monitoring and abnormality processing in the application
scenario can be better met.
[0194] FIG. 6 is a schematic apparatus diagram of an-
other physical machine 600 according to an embodiment
of the present invention. Multiple monitored objects run
on the physical machine. The physical machine includes
a primary monitoring module 601. The primary monitor-
ing module 601 is configured to determine service sta-
tuses of the multiple monitored objects by detecting ex-
ecution information of instructions of the multiple moni-
tored objects. The instructions have specified addresses,
and the service statuses each include at least one of a
running status or quality of service.
[0195] Specifically, each of the multiple monitored ob-
jects has a unique identifier, and in the aspect of deter-
mining, by the primary monitoring module 601, service
statuses of the multiple monitored objects by detecting
execution information of instructions of the multiple mon-
itored objects, the primary monitoring module 601 is con-
figured to determine the respective service statuses of
the multiple monitored objects according to a corre-
spondence between data zones in which the execution
information of the instructions is stored and identifiers of
the multiple monitored objects, where the data zones are
data zones of the multiple monitored objects reporting
the monitoring information, and the data zones each in-
clude at least one of a heap or a stack.
[0196] For example, as shown in FIG. 6, the multiple
monitored objects may include a monitored object X (for
example, a thread), a monitored object Y (for example,
a process), a monitored object Z (for example, a contain-
er), and the like, and may further include an unmarked
associated monitored object. FIG. 6 shows only an ex-
ample.
[0197] The physical machine 600 may monitor service
statuses of multiple types of monitored objects running
on the physical machine 600. The primary monitoring
module 601 determines service statuses of multiple mon-
itored objects according to execution information of spec-
ified instructions. The multiple monitored objects include
at least one type of a container, a process in a container,
or a thread in a container. This greatly reduces quantities
of threads and socket ports consumed in a monitoring
procedure in the prior art, and resolves a problem in the
prior art that a container monitoring requirement cannot

be met because only coarse-grained monitoring can be
performed on a container for the sake of thread and port
resources. The container may be monitored in multiple
dimensions of a container, a process in a container, and
a thread in a container, and such multidimensional mon-
itoring is also applicable to a current intensive container
distribution scenario.
[0198] Optionally, when the service status is the run-
ning status, the physical machine 600 further includes a
management module 603. The method further includes:
the primary monitoring module 601 is configured to de-
termine identity information of the multiple monitored ob-
jects and processing policies for abnormal running,
where the identity information of the multiple monitored
objects includes at least one of a subordination relation-
ship or a cooperation relationship of the multiple moni-
tored objects and the identifiers of the multiple monitored
objects;
the primary monitoring module 601 is configured to de-
termine a processing action on a monitored object run-
ning abnormally and an associated monitored object ac-
cording to the identity information and running statuses
of the multiple monitored objects and the processing pol-
icies for abnormal running, where the subordination re-
lationship or the cooperation relationship exists between
the associated monitored object and at least one of the
monitored object running abnormally; and
the management module 603 is configured to process
the monitored object running abnormally in the multiple
monitored objects and the associated monitored object
according to the processing action.
[0199] Optionally, when the service status is the quality
of service, the physical machine 600 further includes a
management module 603. The method further includes:

the primary monitoring module 601 is configured to
determine identity information of the multiple moni-
tored objects and processing policies for disqualified
quality of service, where the identity information of
the multiple monitored objects includes at least one
of a subordination relationship or a cooperation re-
lationship of the multiple monitored objects and the
identifiers of the multiple monitored objects;
the primary monitoring module 601 is configured to
determine a processing action on a monitored object
whose quality of service is disqualified and an asso-
ciated monitored object according to the identity in-
formation and quality of service of the multiple mon-
itored objects and the processing policies for dis-
qualified quality of service, where the subordination
relationship or the cooperation relationship exists
between the associated monitored object and at
least one of the monitored object whose service is
disqualified; and
the management module 603 is configured to proc-
ess the monitored object whose service is disquali-
fied in the multiple monitored objects and the asso-
ciated monitored object according to the processing
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action.

[0200] Optionally, the physical machine 600 further in-
cludes a sending module 604. The sending module 604
is configured to send a processing instruction to a service
management module, where the processing instruction
includes a processing action and an identifier of a to-be-
processed monitored object, the processing instruction
is used by the service management module to deploy an
application corresponding to the to-be-processed moni-
tored object onto at least one other physical machine,
and the processing action is determined by the primary
monitoring module 601 according to the service statuses
of the multiple monitored objects and processing policies
for abnormal service statuses.
[0201] Optionally, the physical machine 600 further in-
cludes a secondary monitoring module 605. The primary
monitoring module 601 is further configured to: when the
primary monitoring module 601 fails to receive heartbeat
information of the secondary monitoring module 605 in
a first configured duration, trigger the secondary moni-
toring module 605 to exit a running state so that the phys-
ical machine 600 restarts the secondary monitoring mod-
ule 605, where the heartbeat information of the second-
ary monitoring module 605 indicates that the secondary
monitoring module 605 runs normally in a period of time;
and
the secondary monitoring module 605 is configured to:
when the secondary monitoring module 605 fails to re-
ceive heartbeat information of the primary monitoring
module 601 in a second configured duration, trigger the
primary monitoring module 601 to exit a running state,
and take over the monitored objects as a current primary
monitoring module 601, where the physical machine 600
restarts the primary monitoring module 601 so that the
primary monitoring module 601 is used as a current sec-
ondary monitoring module 605, and the heartbeat infor-
mation of the primary monitoring module 601 indicates
that the primary monitoring module 601 runs normally in
a period of time.
[0202] Optionally, the physical machine 600 may fur-
ther include a container configuration deliver module 607,
configured to deliver configuration information of the mul-
tiple monitored objects 602 to the primary monitoring
module 601. For descriptions related to the container
configuration deliver module 607 and the configuration
information, refer to corresponding method embodi-
ments. It should be noted that, modules represented by
dashed line blocks in FIG. 6 are all optional modules.
[0203] It should be noted that, the modules mentioned
in the embodiments corresponding to FIG. 5 and FIG. 6
are divided merely according to logical functions and may
be divided in another manner in an actual implementa-
tion. For example, multiple modules may be combined
or integrated into one module, for example, one or more
threads or processes that can implement corresponding
functions, or some features may be ignored or not per-
formed. In addition, the displayed or discussed mutual

couplings or direct couplings or communication connec-
tions may be implemented by using some interfaces. The
indirect couplings or communication connections be-
tween the apparatuses or units may be implemented in
electronic, mechanical, or other forms.
[0204] It should be noted that, for explanations and de-
scriptions of content in FIG. 6 and the second apparatus
embodiment corresponding to FIG. 7, refer to related de-
scriptions in corresponding method embodiments. De-
tails are not described again herein. In another aspect,
connection relationships between constituent parts in
FIG. 6 are merely an example for description, and do not
constitute a limitation to embodiments.
[0205] In the physical machine 600 in the foregoing
embodiment corresponding to FIG. 6, the primary mon-
itor determines service statuses of multiple monitored
objects according to execution information of specified
instructions. Types of the multiple monitored objects in-
clude at least one of a container, a process in a container,
or a thread in a container. Each of the multiple monitored
objects has a unique identifier. This greatly reduces re-
sources (for example, quantities of threads and socket
ports) consumed in a monitoring procedure in the prior
art, and resolves a problem in the prior art that a container
monitoring requirement cannot be met because only
coarse-grained monitoring can be performed on a con-
tainer for the sake of thread and port resources. A light-
weight virtualization system may be monitored in multiple
dimensions of a container, a process, a thread, and even
a manager and a primary monitor, and such multidimen-
sional monitoring is also applicable to a current intensive
container distribution scenario. Further, the primary mon-
itor may perform some operations on the multiple moni-
tored objects according to configuration information
about the multiple monitored objects, so that the moni-
tored objects report monitoring information to the primary
monitors, and the primary monitor enables a manager to
process a monitored object whose service status is ab-
normal. In this way, a complete set of solution for improv-
ing reliability and serviceability of a lightweight virtualiza-
tion container technology is provided, and a requirement
for customized fine-grained monitoring and abnormality
processing in the application scenario can be better met.
[0206] FIG. 7 is a schematic structural diagram of still
another physical machine according to an embodiment
of the present invention. The physical machine may be
a server, a personal computer (PC), or the like. The phys-
ical machine 700 may include a hardware layer, and may
specifically include an input/output (I/O, Input/Output) de-
vice 701 (for example, a network interface card), a proc-
essor 702, a storage 703, and a bus 705. Specifically,
the processor 702 may have multiple cores. The physical
machine 700 also includes an operating system OS run-
ning above the hardware layer. Multiple monitored ob-
jects and a primary monitor run in the OS. Types of the
multiple monitored objects include at least one of a con-
tainer, a process in a container, or a thread in a container.
Optionally, at least one of a manager or a secondary
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monitor runs in the OS.
[0207] The storage 703 may include a read-only mem-
ory and a random access memory, and provide an in-
struction and data for the processor 702. A part of the
storage 703 may further include a non-volatile random
access memory (NVRAM).
[0208] The storage 703 stores the following elements,
executable modules, or data structures, or a subset
thereof, or an extended set thereof:

operation instructions, including various operation
instructions, used to implement various operations;
and
the operating system, including various system pro-
grams, used to implement various fundamental serv-
ices and process hardware-based tasks.

[0209] In some implementation manners, the storage
703 stores the following elements, executable modules,
or data structures, or a subset thereof, or an extended
set thereof. In some implementation manners, the stor-
age 703 stores the following elements, executable mod-
ules, or data structures, or a subset thereof, or an ex-
tended set thereof. For example, to ensure hardware
compatibility, in some implementation manners, one or
more of a monitored object, a primary monitor, a second-
ary monitor, a manager, or a container configuration de-
liverer mentioned below may be installed on a virtual ma-
chine. Certainly, in some other implementation manners,
one or more of the monitored object, the primary monitor,
the secondary monitor, the manager, or the container
configuration deliverer mentioned below may be installed
on a host machine. This is not limited in this embodiment
of the present invention. In addition, the primary monitor,
the secondary monitor, the manager, and the container
configuration deliverer mentioned above all may be un-
derstood as threads or processes of the physical ma-
chine in the embodiment of FIG. 7. Their data is stored
in the storage 703, and the processor 702 invokes the
data to execute instructions corresponding to the threads
or processes.
[0210] As a management layer, a host machine 7031
is configured to manage and allocate a hardware re-
source, present a virtual hardware platform for a virtual
machine, and implement virtual machine scheduling and
isolation. The host may be a virtual machine monitor
(VMM). Alternatively, a VMM cooperates with a privilege
virtual machine sometimes, and the two are combined
into a host. The virtual hardware platform provides hard-
ware resources, such as a virtual processor, a memory,
a virtual disk, and a virtual network interface card, for
virtual machines running on the virtual hardware plat-
form. The virtual disk may correspond to a file or a logical
block device of the host. The virtual machine runs on the
virtual hardware platform that is prepared by the host for
the virtual machine. One or more virtual machines run
on the host.
[0211] Virtual machine 7032: One or more virtual phys-

ical machines may be simulated on one physical machine
by using virtual machine software. The virtual machines
work like real physical machines. Operating systems and
application programs may be installed on the virtual ma-
chines. The virtual machines may further access a net-
work resource. For the application programs running in
the virtual machines, the virtual machines look like work-
ing on real physical machines.
[0212] In an embodiment corresponding to FIG. 7, the
processor 702 invokes an operation instruction stored in
the storage 703 (the operation instruction may be stored
in the operating system), so that the primary monitor per-
forms the following operations:

obtaining monitoring information respectively report-
ed by the multiple monitored objects, where moni-
toring information of monitored objects of a same
type in the multiple monitored objects is reported by
using a same channel, each of the multiple moni-
tored objects has a unique identifier, monitoring in-
formation of each monitored object includes at least
one of heartbeat information or a quality of service
report, the heartbeat information indicates a running
status, in a heartbeat period, of the monitored object
reporting the heartbeat information, and the quality
of service report is used to record quality of service
QoS of an application carried on the monitored object
reporting the quality of service report; and
determining respective service statuses of the mul-
tiple monitored objects according to the monitoring
information of the multiple monitored objects and
identifiers of the multiple monitored objects.

[0213] It should be noted that, this embodiment may
be considered as a specific implementation manner of
the embodiment corresponding to FIG. 5. The primary
monitoring module, the receiving module, the manage-
ment module, and the secondary monitoring module are
implemented by the processor 702 by invoking operation
instructions stored in the storage 703. A hardware part
of the sending module corresponds to the I/O device 701,
and the processor 702 invokes a related operation in-
struction stored in the storage 703 to implement a func-
tion of the sending module. Optionally, in the aspect of
determining, by the primary monitor, respective service
statuses of the multiple monitored objects according to
the monitoring information of the multiple monitored ob-
jects and identifiers of the multiple monitored objects, the
processor 702 may invoke an operation instruction stored
in the storage 703 (the operation instruction may be
stored in the operating system), so that the primary mon-
itor performs the following operation: determining, ac-
cording to a correspondence between data zones in
which the monitoring information of the multiple moni-
tored objects is located and the identifiers of the multiple
monitored objects, the respective service statuses of the
multiple monitored objects reporting the monitoring infor-
mation, where the data zones are data zones of the mul-
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tiple monitored objects reporting the monitoring informa-
tion, and the data zones each include at least one of a
heap or a stack.
[0214] Specifically, the channel is a communication
connection between files or processes.
[0215] Optionally, the channel is a Proc file system,
and in the aspect of obtaining monitoring information re-
spectively reported by the multiple monitored objects, the
processor 702 may invoke an operation instruction stored
in the storage 703 (the operation instruction may be
stored in the operating system), so that the primary mon-
itor performs the following operation: receiving the re-
spective monitoring information that is reported by the
multiple monitored objects by using one or more files in
the Proc file system, where the monitored objects of the
same type in the multiple monitored objects share a same
file in the Proc file system for reporting the monitoring
information.
[0216] Optionally, the channel is a device file, and in
the aspect of obtaining monitoring information respec-
tively reported by the multiple monitored objects, the
processor 702 may invoke an operation instruction stored
in the storage 703 (the operation instruction may be
stored in the operating system), so that the primary mon-
itor performs the following operation: receiving the re-
spective monitoring information that is reported by the
multiple monitored objects by using one or more device
files, where the monitored objects of the same type in
the multiple monitored objects share a same device file
for reporting the monitoring information.
[0217] Optionally, the channel is a socket communica-
tion connection, and in the aspect of obtaining monitoring
information respectively reported by the multiple moni-
tored objects, the processor 702 may invoke an operation
instruction stored in the storage 703 (the operation in-
struction may be stored in the operating system), so that
the primary monitor performs the following operation: re-
ceiving the respective monitoring information that is re-
ported by the multiple monitored objects by using one or
more socket communication connections, where the
monitored objects of the same type in the multiple mon-
itored objects share a same socket communication con-
nection address for reporting the monitoring information.
[0218] Optionally, the channel is an inter-process com-
munication IPC channel, the multiple monitored objects
each include at least one of a thread or a process, a
container in which each of the multiple monitored objects
is located includes a monitoring thread, and in the aspect
of obtaining monitoring information respectively reported
by the multiple monitored objects, the processor 702 may
invoke an operation instruction stored in the storage 703
(the operation instruction may be stored in the operating
system), so that the primary monitor performs the follow-
ing operation: receiving the monitoring information that
is reported by the multiple monitored objects by using
respective corresponding monitoring threads, where the
monitored objects of the same type in the multiple mon-
itored objects share a same IPC for communication with

the primary monitor to report the monitoring information.
[0219] Optionally, the monitoring information is the
heartbeat information, and the processor 702 may invoke
an operation instruction stored in the storage 703 (the
operation instruction may be stored in the operating sys-
tem), so that the primary monitor performs the following
operations: determining configuration information of the
multiple monitored objects, where the configuration in-
formation of the multiple monitored objects includes iden-
tity information, heartbeat information reporting man-
ners, and heartbeat periods of the multiple monitored ob-
jects, the identity information of the multiple monitored
objects includes the identifiers of the multiple monitored
objects, the heartbeat information reporting manners in-
dicate types of the channel, and the heartbeat periods
indicate time intervals of reporting heartbeat information
by the monitored objects during normal running; and
pushing the respective heartbeat information reporting
manners to the multiple monitored objects, where the
multiple monitored objects are determined according to
the identifiers in the identity information;
correspondingly, in the aspect of obtaining monitoring
information respectively reported by the multiple moni-
tored objects, the processor 702 may invoke an operation
instruction stored in the storage 703 (the operation in-
struction may be stored in the operating system), so that
the primary monitor performs the following operation: ob-
taining heartbeat information respectively reported by the
multiple monitored objects, where the heartbeat informa-
tion is reported according to the respective correspond-
ing heartbeat information reporting manners; and
correspondingly, in the aspect of determining respective
service statuses of the multiple monitored objects ac-
cording to the monitoring information of the multiple mon-
itored objects and identifiers of the multiple monitored
objects, the processor 702 may invoke an operation in-
struction stored in the storage 703 (the operation instruc-
tion may be stored in the operating system), so that the
primary monitor performs the following operation: deter-
mining respective running statuses of the multiple mon-
itored objects according to the heartbeat periods and the
heartbeat information of the multiple monitored objects.
[0220] Further, the configuration information of the
multiple monitored objects further includes processing
policies for abnormal running of the multiple monitored
objects, the identity information further includes at least
one of a subordination relationship or a cooperation re-
lationship of the multiple monitored objects, and a man-
ager further runs in the operating system; and the proc-
essor 702 may invoke an operation instruction stored in
the storage 703 (the operation instruction may be stored
in the operating system), so that the primary monitor per-
forms the following operation: determining, according to
the processing policies for abnormal running, a process-
ing action on a monitored object running abnormally in
the multiple monitored objects and an associated moni-
tored object, and the subordination relationship or the
cooperation relationship exists between the associated
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monitored object and at least one of the monitored object
running abnormally; and
the manager in the operating system performs the fol-
lowing operation: processing the monitored object run-
ning abnormally in the multiple monitored objects and
the associated monitored object according to the identity
information and the processing action.
[0221] In another aspect, the monitoring information is
the quality of service report, and the processor 702 may
invoke an operation instruction stored in the storage 703
(the operation instruction may be stored in the operating
system), so that the primary monitor performs the follow-
ing operations: determining configuration information of
the multiple monitored objects, where the configuration
information of the multiple monitored objects includes
identity information, quality of service report reporting
manners, and quality of service requirements of the mul-
tiple monitored objects, the identity information of the
multiple monitored objects includes the identifiers of the
multiple monitored objects, the quality of service report
reporting manners indicate types of the channel, and the
quality of service requirements are used to determine
whether QoS of applications carried on the multiple mon-
itored objects is qualified; and pushing the respective
quality of service report reporting manners to the multiple
monitored objects, where the multiple monitored objects
are determined according to the identifiers in the identity
information;
correspondingly, in the aspect of obtaining monitoring
information respectively reported by the multiple moni-
tored objects, the processor 702 may invoke an operation
instruction stored in the storage 703 (the operation in-
struction may be stored in the operating system), so that
the primary monitor performs the following operation: ob-
taining quality of service reports respectively reported by
the multiple monitored objects, where the quality of serv-
ice reports are reported according to the respective cor-
responding quality of service report reporting manners;
and
correspondingly, in the aspect of determining respective
service statuses of the multiple monitored objects ac-
cording to the monitoring information of the multiple mon-
itored objects and identifiers of the multiple monitored
objects, the processor 702 may invoke an operation in-
struction stored in the storage 703 (the operation instruc-
tion may be stored in the operating system), so that the
primary monitor performs the following operation: deter-
mining, according to the quality of service requirements
and the quality of service reports of the multiple monitored
objects, whether the quality of service of the applications
respectively carried on the multiple monitored objects is
qualified.
[0222] Further, the configuration information of the
multiple monitored objects further includes processing
policies for disqualified quality of service, and the identity
information further includes at least one of a subordina-
tion relationship or a cooperation relationship of the mul-
tiple monitored objects; and the processor 702 may in-

voke an operation instruction stored in the storage 703
(the operation instruction may be stored in the operating
system), so that the primary monitor performs the follow-
ing operation: determining, according to the processing
policies for disqualified quality of service, a processing
action on a monitored object whose quality of service is
disqualified in the multiple monitored objects and an as-
sociated monitored object, where the subordination re-
lationship or the cooperation relationship exists between
the associated monitored object and at least one of the
monitored object whose quality of service is disqualified;
and
a manager further runs in the operating system, and the
processor 702 may invoke an operation instruction stored
in the storage 703 (the operation instruction may be
stored in the operating system), so that the primary mon-
itor performs the following operation: processing the
monitored object whose quality of service is disqualified
in the multiple monitored objects and the associated
monitored object according to the identity information and
the processing action.
[0223] The I/O device is configured to send a process-
ing instruction to a management server, where the
processing instruction includes a processing action and
an identifier of a to-be-processed monitored object, the
processing instruction is used by the management server
to deploy an application carried on the to-be-processed
monitored object onto at least one other physical ma-
chine, and the processing action is determined by the
primary monitor according to the service statuses of the
multiple monitored objects and processing policies for
abnormal service statuses.
[0224] Optionally, the processor 702 may invoke an
operation instruction stored in the storage 703 (the op-
eration instruction may be stored in the operating sys-
tem), so that the primary monitor performs the following
operation: when the primary monitor fails to receive
heartbeat information of the secondary monitor in a first
configured duration, triggering the secondary monitor to
exit a running state so that the secondary monitor is re-
started, where the heartbeat information of the secondary
monitor indicates that the secondary monitor runs nor-
mally in a time period; and
a secondary monitor further runs in the operating system,
and the processor 702 may invoke an operation instruc-
tion stored in the storage 703 (the operation instruction
may be stored in the operating system), so that the sec-
ondary monitor performs the following operation: when
the secondary monitor fails to receive heartbeat informa-
tion of the primary monitor in a second configured dura-
tion, triggering the primary monitor to exit a running state,
and taking over the monitored objects as a current pri-
mary monitor, where the physical machine on which the
primary monitor is located restarts the primary monitor
so that the primary monitor is used as a current secondary
monitor, and the heartbeat information of the primary
monitor indicates that the primary monitor runs normally
in a time period.

59 60 



EP 3 340 057 A1

32

5

10

15

20

25

30

35

40

45

50

55

[0225] The physical machine may monitor service sta-
tuses of multiple types of monitored objects running on
the physical machine, and process, according to a
processing policy, a monitored object whose service sta-
tus is abnormal in the monitored objects. The multiple
monitored objects include at least one type of a container,
a process in a container, or a thread in a container. Each
of the multiple monitored objects has a unique identifier.
Monitored objects of a same type in the multiple moni-
tored objects use a same file mode or channel to report
monitoring information. This greatly reduces resources
(for example, quantities of threads and socket ports) con-
sumed in a monitoring procedure in the prior art, and
resolves a problem in the prior art that a container mon-
itoring requirement cannot be met because only coarse-
grained monitoring can be performed on a container for
the sake of thread and port resources. A lightweight vir-
tualization system may be monitored in multiple dimen-
sions of a container, a process, a thread, and even a
manager and a primary monitor, and such multidimen-
sional monitoring is also applicable to a current intensive
container distribution scenario. Further, the primary mon-
itor may perform some operations on the multiple moni-
tored objects according to configuration information
about the multiple monitored objects, so that the moni-
tored objects report monitoring information to the primary
monitors, and the primary monitor enables a manager to
process a monitored object whose service status is ab-
normal. In this way, a complete set of solution for improv-
ing reliability and serviceability of a lightweight virtualiza-
tion container technology is provided, and a requirement
for customized fine-grained monitoring and abnormality
processing in the application scenario can be better met.
[0226] In another embodiment corresponding to FIG.
7, the processor 702 invokes an operation instruction
stored in the storage 703 (the operation instruction may
be stored in the operating system), so that the primary
monitor performs the following operation: determining
service statuses of the multiple monitored objects by de-
tecting execution information of instructions of the multi-
ple monitored objects, where the instructions have spec-
ified addresses, and the service statuses each include
at least one of a running status or quality of service.
[0227] Specifically, each of the multiple monitored ob-
jects has a unique identifier, and in the aspect of deter-
mining, by the primary monitor, service statuses of the
multiple monitored objects by detecting execution infor-
mation of instructions of the multiple monitored objects,
the processor 702 invokes an operation instruction stored
in the storage 703 (the operation instruction may be
stored in the operating system), so that the primary mon-
itor performs the following operation: determining, by the
primary monitor, the respective service statuses of the
multiple monitored objects according to a correspond-
ence between data zones in which the execution infor-
mation of the instructions is stored and identifiers of the
multiple monitored objects, where the data zones are da-
ta zones of the multiple monitored objects reporting the

monitoring information, and the data zones each include
at least one of a heap or a stack.
[0228] In the physical machine in this implementation
manner, the primary monitor determines service statuses
of multiple monitored objects according to execution in-
formation of specified instructions. Types of the multiple
monitored objects include at least one of a container, a
process in a container, or a thread in a container. This
greatly reduces resources (for example, quantities of
threads and socket ports) consumed in a monitoring pro-
cedure in the prior art, reduces the resources consumed
in the monitoring procedure in the prior art, and resolves
a problem in the prior art that a container monitoring re-
quirement cannot be met because only coarse-grained
monitoring can be performed on a container for the sake
of thread and port resources. The container may be mon-
itored in multiple dimensions of a container, a process in
a container, and a thread in a container, and such mul-
tidimensional monitoring is also applicable to an intensive
container deployment scenario.
[0229] Optionally, when the service status is the run-
ning status, the processor 702 may invoke an operation
instruction stored in the storage 703 (the operation in-
struction may be stored in the operating system), so that
the primary monitor performs the following operations:
determining identity information of the multiple monitored
objects and processing policies for abnormal running,
where the identity information of the multiple monitored
objects includes at least one of a subordination relation-
ship or a cooperation relationship of the multiple moni-
tored objects and the identifiers of the multiple monitored
objects; and determining a processing action on a mon-
itored object running abnormally and an associated mon-
itored object according to the identity information and run-
ning statuses of the multiple monitored objects and the
processing policies for abnormal running, where the sub-
ordination relationship or the cooperation relationship ex-
ists between the associated monitored object and at least
one of the monitored object running abnormally; and
a manager further runs in the operating system of the
physical machine, and the processor 702 may invoke an
operation instruction stored in the storage 703 (the op-
eration instruction may be stored in the operating sys-
tem), so that the manager performs the following opera-
tion: processing the monitored object running abnormally
in the multiple monitored objects and the associated
monitored object according to the processing action.
[0230] Optionally, when the service status is the quality
of service, the processor 702 may invoke an operation
instruction stored in the storage 703 (the operation in-
struction may be stored in the operating system), so that
the primary monitor performs the following operations:
determining identity information of the multiple monitored
objects and processing policies for disqualified quality of
service, where the identity information of the multiple
monitored objects includes at least one of a subordination
relationship or a cooperation relationship of the multiple
monitored objects and the identifiers of the multiple mon-
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itored objects; and determining a processing action on a
monitored object whose quality of service is disqualified
and an associated monitored object according to the
identity information and quality of service of the multiple
monitored objects and the processing policies for dis-
qualified quality of service, where the subordination re-
lationship or the cooperation relationship exists between
the associated monitored object and at least one of the
monitored object whose service is disqualified; and
a manager further runs in the operating system of the
physical machine, and the processor 702 may invoke an
operation instruction stored in the storage 703 (the op-
eration instruction may be stored in the operating sys-
tem), so that the manager performs the following opera-
tion: processing the monitored object whose service is
disqualified in the multiple monitored objects and the as-
sociated monitored object according to the processing
action.
[0231] The I/O device is configured to send a process-
ing instruction to a management server, where the
processing instruction includes a processing action and
an identifier of a to-be-processed monitored object, the
processing instruction is used by the management server
to deploy an application carried on the to-be-processed
monitored object onto at least one other physical ma-
chine, and the processing action is determined by the
primary monitor according to the service statuses of the
multiple monitored objects and processing policies for
abnormal service statuses.
[0232] Optionally, the processor 702 may invoke an
operation instruction stored in the storage 703 (the op-
eration instruction may be stored in the operating sys-
tem), so that the primary monitor performs the following
operation: when the primary monitor fails to receive
heartbeat information of the secondary monitor in a first
configured duration, triggering the secondary monitor to
exit a running state so that the secondary monitor is re-
started, where the heartbeat information of the secondary
monitor indicates that the secondary monitor runs nor-
mally in a time period; and
a secondary monitor further runs in the operating system,
and the processor 702 may invoke an operation instruc-
tion stored in the storage 703 (the operation instruction
may be stored in the operating system), so that the sec-
ondary monitor performs the following operation: when
the secondary monitor fails to receive heartbeat informa-
tion of the primary monitor in a second configured dura-
tion, triggering the primary monitor to exit a running state,
and taking over the monitored objects as a current pri-
mary monitor, where the physical machine on which the
primary monitor is located restarts the primary monitor
so that the primary monitor is used as a current secondary
monitor, and the heartbeat information of the primary
monitor indicates that the primary monitor runs normally
in a time period.
[0233] The physical machine in the foregoing embod-
iment determines service statuses of multiple monitored
objects according to execution information of specified

instructions. Types of the multiple monitored objects in-
clude at least one of a container, a process in a container,
or a thread in a container. Each of the multiple monitored
objects has a unique identifier. This greatly reduces re-
sources (for example, quantities of threads and socket
ports) consumed in a monitoring procedure in the prior
art, and resolves a problem in the prior art that a container
monitoring requirement cannot be met because only
coarse-grained monitoring can be performed on a con-
tainer for the sake of thread and port resources. A light-
weight virtualization system may be monitored in multiple
dimensions of a container, a process, a thread, and even
a manager and a primary monitor, and such multidimen-
sional monitoring is also applicable to a current intensive
container distribution scenario. Further, the primary mon-
itor may perform some operations on the multiple moni-
tored objects according to configuration information
about the multiple monitored objects, so that the moni-
tored objects report monitoring information to the primary
monitors, and the primary monitor enables a manager to
process a monitored object whose service status is ab-
normal. In this way, a complete set of solution for improv-
ing reliability and serviceability of a lightweight virtualiza-
tion container technology is provided, and a requirement
for customized fine-grained monitoring and abnormality
processing in the application scenario can be better met.
[0234] In the embodiments corresponding to FIG. 7,
the processor 702 controls operations of the physical ma-
chine 700, and the processor 702 may also be referred
to as a CPU (Central Processing Unit, central processing
unit). The storage 703 may include a read-only memory
and a random access memory, and provide an instruction
and data for the processor 702. A part of the storage 703
may further include a non-volatile random access mem-
ory (NVRAM). In a specific application, components of
the physical machine 700 are coupled together by using
the bus system 705, and besides including a data bus,
the bus system 705 further includes a power bus, a con-
trol bus, and a state signal bus. However, for a purpose
of clear description, various types of buses in the figure
are all marked as the bus system 705. For convenience
of representation, the bus is represented by using only
one thick line in FIG. 7. However, it does not indicate that
the bus system 705 has only one bus or only one type
of bus.
[0235] The methods disclosed in the foregoing embod-
iments of the present invention may be applied to the
processor 702, or are implemented by the processor 702.
The processor 702 may be an integrated circuit chip and
have a signal processing capability. In an implementation
process, steps of the foregoing methods may be accom-
plished by using an integrated logical circuit of hardware
in the processor 702 or an instruction in a form of soft-
ware. The foregoing processor 702 may be a general
purpose processor, a digital signal processor (DSP), an
application-specific integrated circuit (ASIC), a field pro-
grammable gate array (FPGA), or another programma-
ble logical device, discrete gate or transistor logical de-
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vice, or discrete hardware component. The processor
1902 may implement or execute methods, steps, and
logical block diagrams disclosed in the embodiments of
the present invention. The general purpose processor
may be a microprocessor or the processor may be any
conventional processor or the like. Steps of the methods
disclosed by using the embodiments of the present in-
vention may be directly executed and completed by a
hardware decoding processor, or may be executed and
completed by using a combination of hardware and soft-
ware modules in the decoding processor. The software
module may be located in a mature storage medium in
the field, such as a random access memory, a flash mem-
ory, a read-only memory, a programmable read-only
memory, an electrically-erasable programmable memo-
ry, or a register. The storage medium is located in the
storage 703, and the processor 702 reads information in
the storage 703 and completes the steps of the foregoing
methods in combination with hardware of the processor
702.
[0236] A person of ordinary skill in the art may under-
stand that all or some of the processes of the methods
in the embodiments may be implemented by a physical
machine program instructing relevant hardware (such as
a processor). The program may be stored in a physical
machine readable storage medium. When the program
runs, the processes of the methods in the embodiments
are performed. The foregoing storage medium may in-
clude: a magnetic disk, an optical disc, a read-only mem-
ory (Read-Only Memory, ROM), or a random access
memory (Random Access Memory, RAM).
[0237] The container monitoring method and appara-
tus provided in the embodiments of the present invention
are described above. The foregoing embodiments are
described only to help understand the method and core
idea of the present invention. In addition, with respect to
the specific implementation manners and application
scope, variations may be made by persons of ordinary
skill in the art according to the idea of the present inven-
tion. In conclusion, content of this specification should
not be construed as a limitation to the present invention.
Persons of ordinary skill in the art should understand that
they may still make modifications to the technical solu-
tions described in the foregoing embodiments or make
equivalent replacements to some technical features
thereof, without departing from the scope of the technical
solutions of the embodiments of the present invention.

Claims

1. A container monitoring method, used to monitor mul-
tiple monitored objects running on a physical ma-
chine, wherein types of the multiple monitored ob-
jects comprise at least one of a container, a process
in a container, or a thread in a container, the physical
machine comprises a primary monitor, and the mon-
itoring method comprises:

obtaining, by the primary monitor, monitoring in-
formation respectively reported by the multiple
monitored objects, wherein monitoring informa-
tion of monitored objects of a same type in the
multiple monitored objects is reported by using
a same channel, each of the multiple monitored
objects has a unique identifier, monitoring infor-
mation of each monitored object comprises at
least one of heartbeat information or a quality of
service report, the heartbeat information indi-
cates a running status, in a heartbeat period, of
the monitored object reporting the heartbeat in-
formation, and the quality of service report is
used to record quality of service QoS of an ap-
plication carried on the monitored object report-
ing the quality of service report; and
determining, by the primary monitor, respective
service statuses of the multiple monitored ob-
jects according to the monitoring information of
the multiple monitored objects and identifiers of
the multiple monitored objects.

2. The method according to claim 1, wherein the deter-
mining, by the primary monitor, respective service
statuses of the multiple monitored objects according
to the monitoring information of the multiple moni-
tored objects and identifiers of the multiple monitored
objects comprises:
determining, by the primary monitor according to a
correspondence between data zones in which the
monitoring information of the multiple monitored ob-
jects is located and the identifiers of the multiple mon-
itored objects, the respective service statuses of the
multiple monitored objects reporting the monitoring
information, wherein the data zones are data zones
of the multiple monitored objects reporting the mon-
itoring information, and the data zones each com-
prise at least one of a heap or a stack.

3. The method according to claim 1 or 2, wherein the
channel is a communication connection between
files or processes.

4. The method according to claim 3, wherein the chan-
nel is a Proc file system, and the receiving, by the
primary monitor, monitoring information respectively
reported by the multiple monitored objects compris-
es:
receiving, by the primary monitor, the respective
monitoring information that is reported by the multi-
ple monitored objects by using one or more files in
the Proc file system, wherein the monitored objects
of the same type in the multiple monitored objects
share a same file in the Proc file system for reporting
the monitoring information.

5. The method according to claim 3, wherein the chan-
nel is a device file, and the receiving, by the primary
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monitor, monitoring information respectively report-
ed by the multiple monitored objects comprises:
receiving, by the primary monitor, the respective
monitoring information that is reported by the multi-
ple monitored objects by using one or more device
files, wherein the monitored objects of the same type
in the multiple monitored objects share a same de-
vice file for reporting the monitoring information.

6. The method according to claim 3, wherein the chan-
nel is a socket communication connection, and the
receiving, by the primary monitor, monitoring infor-
mation respectively reported by the multiple moni-
tored objects comprises:
receiving, by the primary monitor, the respective
monitoring information that is reported by the multi-
ple monitored objects by using one or more socket
communication connections, wherein the monitored
objects of the same type in the multiple monitored
objects share a same socket communication con-
nection address for reporting the monitoring infor-
mation.

7. The method according to claim 3, wherein the chan-
nel is an inter-process communication IPC channel,
the multiple monitored objects each comprise at
least one of a thread or a process, a container in
which each of the multiple monitored objects is lo-
cated comprises a monitoring thread, and the receiv-
ing, by the primary monitor, monitoring information
respectively reported by the multiple monitored ob-
jects comprises:
receiving, by the primary monitor, the monitoring in-
formation that is reported by the multiple monitored
objects by using respective corresponding monitor-
ing threads, wherein the monitored objects of the
same type in the multiple monitored objects share a
same IPC for communication with the primary mon-
itor to report the monitoring information.

8. The method according to any one of claims 1 to 7,
wherein the monitoring information is the heartbeat
information, and the method further comprises:

determining, by the primary monitor, configura-
tion information of the multiple monitored ob-
jects, wherein the configuration information of
the multiple monitored objects comprises iden-
tity information, heartbeat information reporting
manners, and heartbeat periods of the multiple
monitored objects, the identity information of the
multiple monitored objects comprises the iden-
tifiers of the multiple monitored objects, the
heartbeat information reporting manners indi-
cate types of the channel, and the heartbeat pe-
riods indicate time intervals of reporting heart-
beat information by the monitored objects during
normal running; and

pushing, by the primary monitor, the respective
heartbeat information reporting manners to the
multiple monitored objects, wherein the multiple
monitored objects are determined according to
the identifiers in the identity information;
correspondingly, the obtaining, by the primary
monitor, monitoring information respectively re-
ported by the multiple monitored objects com-
prises:

obtaining, by the primary monitor, heartbeat
information respectively reported by the
multiple monitored objects, wherein the
heartbeat information is reported according
to the respective corresponding heartbeat
information reporting manners of the multi-
ple monitored objects; and
correspondingly, the determining, by the
primary monitor, respective service status-
es of the multiple monitored objects accord-
ing to the monitoring information of the mul-
tiple monitored objects and identifiers of the
multiple monitored objects comprises:
determining, by the primary monitor, re-
spective running statuses of the multiple
monitored objects according to the heart-
beat periods and the heartbeat information
of the multiple monitored objects.

9. The method according to claim 8, wherein the con-
figuration information of the multiple monitored ob-
jects further comprises processing policies for ab-
normal running of the multiple monitored objects, the
identity information further comprises at least one of
a subordination relationship or a cooperation rela-
tionship of the multiple monitored objects, the phys-
ical machine further comprises a manager, and the
method further comprises:

determining, by the primary monitor according
to the processing policies for abnormal running,
a processing action on a monitored object run-
ning abnormally in the multiple monitored ob-
jects and an associated monitored object,
wherein the subordination relationship or the co-
operation relationship exists between the asso-
ciated monitored object and at least one of the
monitored object running abnormally; and
processing, by the manager, the monitored ob-
ject running abnormally in the multiple moni-
tored objects and the associated monitored ob-
ject according to the processing action.

10. The method according to any one of claims 1 to 7,
wherein the monitoring information is the quality of
service report, and the method further comprises:

determining, by the primary monitor, configura-
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tion information of the multiple monitored ob-
jects, wherein the configuration information of
the multiple monitored objects comprises iden-
tity information, quality of service report report-
ing manners, and quality of service require-
ments of the multiple monitored objects, the
identity information of the multiple monitored ob-
jects comprises the identifiers of the multiple
monitored objects, the quality of service report
reporting manners indicate types of the channel,
and the quality of service requirements are used
to determine whether QoS of applications car-
ried on the multiple monitored objects is quali-
fied; and
pushing, by the primary monitor, the respective
quality of service report reporting manners to
the multiple monitored objects, wherein the mul-
tiple monitored objects are determined accord-
ing to the identifiers in the identity information;
correspondingly, the obtaining, by the primary
monitor, monitoring information respectively re-
ported by the multiple monitored objects com-
prises:

obtaining, by the primary monitor, quality of
service reports respectively reported by the
multiple monitored objects, wherein the
quality of service reports are reported ac-
cording to the respective corresponding
quality of service report reporting manners
of the multiple monitored objects; and
correspondingly, the determining, by the
primary monitor, respective service status-
es of the multiple monitored objects accord-
ing to the monitoring information of the mul-
tiple monitored objects and identifiers of the
multiple monitored objects comprises:
determining, by the primary monitor accord-
ing to the quality of service requirements
and the quality of service reports of the mul-
tiple monitored objects, whether the quality
of service of the applications respectively
carried on the multiple monitored objects is
qualified.

11. The method according to claim 10, wherein the con-
figuration information of the multiple monitored ob-
jects further comprises processing policies for dis-
qualified quality of service, the identity information
further comprises at least one of a subordination re-
lationship or a cooperation relationship of the multi-
ple monitored objects, the physical machine further
comprises a manager, and the method further com-
prises:

determining, by the primary monitor according
to the processing policies for disqualified quality
of service, a processing action on a monitored

object whose quality of service is disqualified in
the multiple monitored objects and an associat-
ed monitored object, wherein the subordination
relationship or the cooperation relationship ex-
ists between the associated monitored object
and at least one of the monitored object whose
quality of service is disqualified; and
processing, by the manager, the monitored ob-
ject whose quality of service is disqualified in the
multiple monitored objects and the associated
monitored object according to the processing
action.

12. The method according to any one of claims 1 to 7,
wherein the physical machine further comprises a
sending module, and the method further comprises:
sending, by the sending module, a processing in-
struction to a management server, wherein the
processing instruction comprises a processing ac-
tion and an identifier of a to-be-processed monitored
object, the processing instruction is used by the man-
agement server to deploy an application correspond-
ing to the to-be-processed monitored object onto at
least one other physical machine, and the process-
ing action is determined by the primary monitor ac-
cording to the service statuses of the multiple mon-
itored objects and processing policies for abnormal
service statuses.

13. The method according to any one of claims 1 to 7,
wherein the physical machine further comprises a
secondary monitor, and the method further compris-
es:

when the primary monitor fails to receive heart-
beat information of the secondary monitor in a
first configured duration, triggering, by the pri-
mary monitor, the secondary monitor to exit a
running state so that the secondary monitor is
restarted, wherein the heartbeat information of
the secondary monitor indicates that the sec-
ondary monitor runs normally in a time period;
and
when the secondary monitor fails to receive
heartbeat information of the primary monitor in
a second configured duration, triggering, by the
secondary monitor, the primary monitor to exit
a running state, and taking over the monitored
objects as a current primary monitor, wherein
the physical machine on which the primary mon-
itor is located restarts the primary monitor so
that the primary monitor is used as a current
secondary monitor, and the heartbeat informa-
tion of the primary monitor indicates that the pri-
mary monitor runs normally in a time period.

14. A physical machine, wherein the physical machine
comprises a receiving module and a primary moni-
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toring module, multiple monitored objects run on the
physical machine, the receiving module is config-
ured to provide a channel for reporting monitoring
information by the multiple monitored objects, and
the channel is used by the multiple monitored objects
to report the monitoring information to the primary
monitoring module;
the primary monitoring module is configured to re-
ceive the monitoring information by using the receiv-
ing module, wherein monitoring information of mon-
itored objects of a same type in the multiple moni-
tored objects is reported by using a same channel,
types of the multiple monitored objects comprise at
least one of a container, a process in a container, or
a thread in a container, each of the multiple moni-
tored objects has a unique identifier, monitoring in-
formation of each monitored object comprises at
least one of heartbeat information or a quality of serv-
ice report, the heartbeat information indicates a run-
ning status, in a heartbeat period, of the monitored
object reporting the heartbeat information, and the
quality of service report is used to record QoS of an
application carried on the monitored object reporting
the quality of service report; and
the primary monitoring module is further configured
to determine respective service statuses of the mul-
tiple monitored objects according to the monitoring
information of the multiple monitored objects and
identifiers of the multiple monitored objects.

15. The physical machine according to claim 14, wherein
in the aspect of determining respective service sta-
tuses of the multiple monitored objects according to
the monitoring information of the multiple monitored
objects and identifiers of the multiple monitored ob-
jects,
the primary monitoring module determines, accord-
ing to a correspondence between data zones in
which the monitoring information of the multiple mon-
itored objects is located and the identifiers of the mul-
tiple monitored objects, the respective service sta-
tuses of the multiple monitored objects reporting the
monitoring information, wherein the data zones are
data zones of the multiple monitored objects report-
ing the monitoring information, and the data zones
each comprise at least one of a heap or a stack.

16. The physical machine according to claim 14 or 15,
wherein the channel is a communication connection
between files or processes.

17. The physical machine according to claim 16, wherein
the channel is a Proc file system, and in the aspect
of receiving, by using the receiving module, the mon-
itoring information, the primary monitoring module is
configured to receive, by using the receiving module,
the respective monitoring information that is reported
by the multiple monitored objects by using one or

more files in the Proc file system, wherein the mon-
itored objects of the same type in the multiple mon-
itored objects share a same file in the Proc file system
for reporting the monitoring information.

18. The physical machine according to claim 16, wherein
the channel is a device file, and in the aspect of re-
ceiving, by using the receiving module, the monitor-
ing information, the primary monitoring module is
configured to receive the respective monitoring in-
formation that is reported by the multiple monitored
objects by using one or more device files, wherein
the monitored objects of the same type in the multiple
monitored objects share a same device file for re-
porting the monitoring information.

19. The physical machine according to claim 16, wherein
the channel is a socket communication connection,
and in the aspect of receiving, by using the receiving
module, the monitoring information, the primary
monitoring module is configured to receive, by using
the receiving module, the respective monitoring in-
formation that is reported by the multiple monitored
objects by using one or more socket communication
connections, wherein the monitored objects of the
same type in the multiple monitored objects share a
same socket communication connection address for
reporting the monitoring information.

20. The physical machine according to claim 16, wherein
the channel is an inter-process communication IPC
channel, the multiple monitored objects each com-
prise at least one of a thread or a process, a container
in which each of the multiple monitored objects is
located comprises a monitoring thread, and in the
aspect of receiving, by using the receiving module,
the monitoring information, the primary monitoring
module is configured to receive, by using the receiv-
ing module, the monitoring information that is report-
ed by the multiple monitored objects by using re-
spective corresponding monitoring threads, wherein
the monitored objects of the same type in the multiple
monitored objects share a same IPC for communi-
cation with the primary monitor to report the moni-
toring information.

21. The physical machine according to any one of claims
14 to 20, wherein the monitoring information is the
heartbeat information,
the primary monitoring module is further configured
to determine configuration information of the multiple
monitored objects, wherein the configuration infor-
mation of the multiple monitored objects comprises
identity information, heartbeat information reporting
manners, and heartbeat periods of the multiple mon-
itored objects, the identity information of the multiple
monitored objects comprises the identifiers of the
multiple monitored objects, the heartbeat informa-
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tion reporting manners indicate types of the channel,
and the heartbeat periods indicate time intervals of
reporting heartbeat information by the monitored ob-
jects during normal running; and
the primary monitoring module is further configured
to push the respective heartbeat information report-
ing manners to the multiple monitored objects,
wherein the multiple monitored objects are deter-
mined according to the identifiers in the identity in-
formation;
correspondingly, in the aspect of receiving, by using
the receiving module, the monitoring information,
the primary monitoring module is configured to re-
ceive, by using the receiving module, heartbeat in-
formation respectively reported by the multiple mon-
itored objects, wherein the heartbeat information is
reported according to the respective corresponding
heartbeat information reporting manners; and
correspondingly, in the aspect of determining re-
spective service statuses of the multiple monitored
objects according to the monitoring information of
the multiple monitored objects and identifiers of the
multiple monitored objects,
the primary monitoring module is configured to de-
termine respective running statuses of the multiple
monitored objects according to the heartbeat periods
and the heartbeat information of the multiple moni-
tored objects.

22. The physical machine according to claim 21, wherein
the configuration information of the multiple moni-
tored objects further comprises processing policies
for abnormal running of the multiple monitored ob-
jects, the identity information further comprises at
least one of a subordination relationship or a coop-
eration relationship of the multiple monitored ob-
jects, and the physical machine further comprises a
management module;
the primary monitoring module is further configured
to determine, according to the processing policies
for abnormal running, a processing action on a mon-
itored object running abnormally in the multiple mon-
itored objects and an associated monitored object,
wherein the subordination relationship or the coop-
eration relationship exists between the associated
monitored object and at least one of the monitored
object running abnormally; and
the management module is configured to process
the monitored object running abnormally in the mul-
tiple monitored objects and the associated moni-
tored object according to the identity information and
the processing action.

23. The physical machine according to any one of claims
14 to 20, wherein the monitoring information is the
quality of service report, and correspondingly,
the primary monitoring module is further configured
to determine configuration information of the multiple

monitored objects, wherein the configuration infor-
mation of the multiple monitored objects comprises
identity information, quality of service report report-
ing manners, and quality of service requirements of
the multiple monitored objects, the identity informa-
tion of the multiple monitored objects comprises the
identifiers of the multiple monitored objects, the qual-
ity of service report reporting manners indicate types
of the channel, and the quality of service require-
ments are used to determine whether QoS of appli-
cations carried on the multiple monitored objects is
qualified; and
the primary monitoring module is further configured
to push the respective quality of service report re-
porting manners to the multiple monitored objects,
wherein the multiple monitored objects are deter-
mined according to the identifiers in the identity in-
formation;
correspondingly, in the aspect of receiving, by using
the receiving module, the monitoring information,
the primary monitoring module is configured to ob-
tain, by using the receiving module, quality of service
reports respectively reported by the multiple moni-
tored objects, wherein the quality of service reports
are reported according to the respective correspond-
ing quality of service report reporting manners; and
correspondingly, in the aspect of determining re-
spective service statuses of the multiple monitored
objects according to the monitoring information of
the multiple monitored objects and identifiers of the
multiple monitored objects, the primary monitoring
module is configured to determine, according to the
quality of service requirements and the quality of
service reports of the multiple monitored objects,
whether the quality of service of the applications re-
spectively carried on the multiple monitored objects
is qualified.

24. The physical machine according to claim 23, wherein
the configuration information of the multiple moni-
tored objects further comprises processing policies
for disqualified quality of service, the identity infor-
mation further comprises at least one of a subordi-
nation relationship or a cooperation relationship of
the multiple monitored objects, and the physical ma-
chine further comprises a management module;
the primary monitoring module is further configured
to determine, according to the processing policies
for disqualified quality of service, a processing action
on a monitored object whose quality of service is
disqualified in the multiple monitored objects and an
associated monitored object, wherein the subordi-
nation relationship or the cooperation relationship
exists between the associated monitored object and
at least one of the monitored object whose quality of
service is disqualified; and
the management module is configured to process
the monitored object whose quality of service is dis-
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qualified in the multiple monitored objects and the
associated monitored object according to the identity
information and the processing action.

25. The physical machine according to any one of claims
14 to 20, wherein the physical machine further com-
prises a sending module, wherein
the sending module is configured to send a process-
ing instruction to a management server, wherein the
processing instruction comprises a processing ac-
tion and an identifier of a to-be-processed monitored
object, the processing instruction is used by the man-
agement server to deploy an application correspond-
ing to the to-be-processed monitored object onto at
least one other physical machine, and the process-
ing action is determined by the primary monitor ac-
cording to the service statuses of the multiple mon-
itored objects and processing policies for abnormal
service statuses.

26. The physical machine according to any one of claims
14 to 20, wherein the physical machine further com-
prises a secondary monitoring module;
the primary monitoring module is further configured
to: when the primary monitor fails to receive heart-
beat information of the secondary monitoring module
in a first configured duration, trigger the secondary
monitoring module to exit a running state so that the
secondary monitor is restarted, wherein the heart-
beat information of the secondary monitoring module
indicates that the secondary monitoring module runs
normally in a time period; and
when the secondary monitoring module fails to re-
ceive heartbeat information of the primary monitor-
ing module in a second configured duration, the sec-
ondary monitoring module triggers the primary mon-
itoring module to exit a running state, and takes over
the monitored objects as a current primary monitor-
ing module, wherein the physical machine on which
the primary monitoring module is located restarts the
primary monitoring module so that the primary mon-
itoring module is used as a current secondary mon-
itoring module, and the heartbeat information of the
primary monitoring module indicates that the primary
monitoring module runs normally in a time period.

27. A physical machine, comprising a hardware layer
and an operating system OS running above the hard-
ware layer, wherein multiple monitored objects and
a primary monitor run in the OS, types of the multiple
monitored objects comprise at least one of a con-
tainer, a process in a container, or a thread in a con-
tainer, and the primary monitor is configured to ob-
tain monitoring information respectively reported by
the multiple monitored objects, wherein monitoring
information of monitored objects of a same type in
the multiple monitored objects is reported by using
a same channel, each of the multiple monitored ob-

jects has a unique identifier, monitoring information
of each monitored object comprises at least one of
heartbeat information or a quality of service report,
the heartbeat information indicates a running status,
in a heartbeat period, of the monitored object report-
ing the heartbeat information, and the quality of serv-
ice report is used to record quality of service QoS of
an application carried on the monitored object re-
porting the quality of service report; and
the primary monitor is further configured to deter-
mine respective service statuses of the multiple mon-
itored objects according to the monitoring informa-
tion of the multiple monitored objects and identifiers
of the multiple monitored objects.

28. The physical machine according to claim 27, wherein
in the aspect of determining respective service sta-
tuses of the multiple monitored objects according to
the monitoring information of the multiple monitored
objects and identifiers of the multiple monitored ob-
jects,
the primary monitor is configured to determine, ac-
cording to a correspondence between data zones in
which the monitoring information of the multiple mon-
itored objects is located and the identifiers of the mul-
tiple monitored objects, the respective service sta-
tuses of the multiple monitored objects reporting the
monitoring information, wherein the data zones are
data zones of the multiple monitored objects report-
ing the monitoring information, and the data zones
each comprise at least one of a heap or a stack.

29. The physical machine according to claim 27 or 28,
wherein the channel is a communication connection
between files or processes.

30. The physical machine according to claim 29, wherein
the channel is a Proc file system, and in the aspect
of obtaining monitoring information respectively re-
ported by the multiple monitored objects, the primary
monitor is configured to receive the respective mon-
itoring information that is reported by the multiple
monitored objects by using one or more files in the
Proc file system, wherein the monitored objects of
the same type in the multiple monitored objects
share a same file in the Proc file system for reporting
the monitoring information.

31. The physical machine according to claim 29, wherein
the channel is a device file, and in the aspect of ob-
taining monitoring information respectively reported
by the multiple monitored objects, the primary mon-
itor is configured to receive the respective monitoring
information that is reported by the multiple monitored
objects by using one or more device files, wherein
the monitored objects of the same type in the multiple
monitored objects share a same device file for re-
porting the monitoring information.
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32. The physical machine according to claim 29, wherein
the channel is a socket communication connection,
and in the aspect of obtaining monitoring information
respectively reported by the multiple monitored ob-
jects, the primary monitor is configured to receive
the respective monitoring information that is reported
by the multiple monitored objects by using one or
more socket communication connections, wherein
the monitored objects of the same type in the multiple
monitored objects share a same socket communi-
cation connection address for reporting the monitor-
ing information.

33. The physical machine according to claim 29, wherein
the channel is an inter-process communication IPC
channel, the multiple monitored objects each com-
prise at least one of a thread or a process, a container
in which each of the multiple monitored objects is
located comprises a monitoring thread, and in the
aspect of obtaining monitoring information respec-
tively reported by the multiple monitored objects, the
primary monitor is configured to receive the monitor-
ing information that is reported by the multiple mon-
itored objects by using respective corresponding
monitoring threads, wherein the monitored objects
of the same type in the multiple monitored objects
share a same IPC for communication with the pri-
mary monitor to report the monitoring information.

34. The physical machine according to any one of claims
27 to 33, wherein the monitoring information is the
heartbeat information, and the primary monitor is fur-
ther configured to determine configuration informa-
tion of the multiple monitored objects, wherein the
configuration information of the multiple monitored
objects comprises identity information, heartbeat in-
formation reporting manners, and heartbeat periods
of the multiple monitored objects, the identity infor-
mation of the multiple monitored objects comprises
the identifiers of the multiple monitored objects, the
heartbeat information reporting manners indicate
types of the channel, and the heartbeat periods in-
dicate time intervals of reporting heartbeat informa-
tion by the monitored objects during normal running;
and
the primary monitor is further configured to push the
respective heartbeat information reporting manners
to the multiple monitored objects, wherein the mul-
tiple monitored objects are determined according to
the identifiers in the identity information;
correspondingly, in the aspect of obtaining monitor-
ing information respectively reported by the multiple
monitored objects, the primary monitor is configured
to obtain heartbeat information respectively reported
by the multiple monitored objects, wherein the heart-
beat information is reported according to the respec-
tive corresponding heartbeat information reporting
manners; and

correspondingly, in the aspect of determining re-
spective service statuses of the multiple monitored
objects according to the monitoring information of
the multiple monitored objects and identifiers of the
multiple monitored objects, the primary monitor is
configured to determine respective running statuses
of the multiple monitored objects according to the
heartbeat periods and the heartbeat information of
the multiple monitored objects.

35. The physical machine according to claim 34, wherein
the configuration information of the multiple moni-
tored objects further comprises processing policies
for abnormal running of the multiple monitored ob-
jects, the identity information further comprises at
least one of a subordination relationship or a coop-
eration relationship of the multiple monitored ob-
jects, and a manager further runs in the operating
system;
the primary monitor is further configured to deter-
mine, according to the processing policies for abnor-
mal running, a processing action on a monitored ob-
ject running abnormally in the multiple monitored ob-
jects and an associated monitored object, wherein
the subordination relationship or the cooperation re-
lationship exists between the associated monitored
object and at least one of the monitored object run-
ning abnormally; and
the manager is configured to process the monitored
object running abnormally in the multiple monitored
objects and the associated monitored object accord-
ing to the identity information and the processing ac-
tion.

36. The physical machine according to any one of claims
27 to 33, wherein the monitoring information is the
quality of service report, and the primary monitor is
further configured to determine configuration infor-
mation of the multiple monitored objects, wherein
the configuration information of the multiple moni-
tored objects comprises identity information, quality
of service report reporting manners, and quality of
service requirements of the multiple monitored ob-
jects, the identity information of the multiple moni-
tored objects comprises the identifiers of the multiple
monitored objects, the quality of service report re-
porting manners indicate types of the channel, and
the quality of service requirements are used to de-
termine whether QoS of applications carried on the
multiple monitored objects is qualified; and
the primary monitor is further configured to push the
respective quality of service report reporting man-
ners to the multiple monitored objects, wherein the
multiple monitored objects are determined according
to the identifiers in the identity information;
correspondingly, in the aspect of obtaining monitor-
ing information respectively reported by the multiple
monitored objects, the primary monitor is configured
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to obtain quality of service reports respectively re-
ported by the multiple monitored objects, wherein
the quality of service reports are reported according
to the respective corresponding quality of service re-
port reporting manners; and
correspondingly, in the aspect of determining re-
spective service statuses of the multiple monitored
objects according to the monitoring information of
the multiple monitored objects and identifiers of the
multiple monitored objects, the primary monitor is
configured to determine, according to the quality of
service requirements and the quality of service re-
ports of the multiple monitored objects, whether the
quality of service of the applications respectively car-
ried on the multiple monitored objects is qualified.

37. The physical machine according to claim 36, wherein
the configuration information of the multiple moni-
tored objects further comprises processing policies
for disqualified quality of service, the identity infor-
mation further comprises at least one of a subordi-
nation relationship or a cooperation relationship of
the multiple monitored objects, and a manager fur-
ther runs in the operating system; and the primary
monitor is configured to determine, according to the
processing policies for disqualified quality of service,
a processing action on a monitored object whose
quality of service is disqualified in the multiple mon-
itored objects and an associated monitored object,
wherein the subordination relationship or the coop-
eration relationship exists between the associated
monitored object and at least one of the monitored
object whose quality of service is disqualified; and
the manager is configured to process the monitored
object whose quality of service is disqualified in the
multiple monitored objects and the associated mon-
itored object according to the identity information and
the processing action.

38. The physical machine according to any one of claims
27 to 33, wherein the hardware layer of the physical
machine comprises an input/output I/O device, and
the I/O device is configured to send a processing
instruction to a management server, wherein the
processing instruction comprises a processing ac-
tion and an identifier of a to-be-processed monitored
object, the processing instruction is used by the man-
agement server to deploy an application carried on
the to-be-processed monitored object onto at least
one other physical machine, and the processing ac-
tion is determined by the primary monitor according
to the service statuses of the multiple monitored ob-
jects and processing policies for abnormal service
statuses.

39. The physical machine according to any one of claim
27 to 33, wherein the primary monitor is configured
to: when the primary monitor fails to receive heart-

beat information of the secondary monitor in a first
configured duration, trigger the secondary monitor
to exit a running state so that the secondary monitor
is restarted, wherein the heartbeat information of the
secondary monitor indicates that the secondary
monitor runs normally in a time period; and
a secondary monitor further runs in the operating
system, and the secondary monitor is configured to:
when the secondary monitor fails to receive heart-
beat information of the primary monitor in a second
configured duration, trigger the primary monitor to
exit a running state, and take over the monitored
objects as a current primary monitor, wherein the
physical machine on which the primary monitor is
located restarts the primary monitor so that the pri-
mary monitor is used as a current secondary monitor,
and the heartbeat information of the primary monitor
indicates that the primary monitor runs normally in a
time period.
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