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(57) The present invention concerns a method for
scheduling a plurality of guest systems (22, 24) and/or
threads (42) in a system, the system comprising a virtu-
alization system (26) running on a processor (3), the vir-
tualization system (26) being adapted to assign proces-
sor time and memory space to a plurality of guest systems
(22, 24) and comprising a virtualization system scheduler
(66), the method including:
- running a first guest system (22) on the virtualization
system (26), the first guest system comprising at least
one first thread (42) and at least one second thread (44,
46) running in the first guest system (22), and a guest
system scheduler (62) adapted to assign processing time
to the at least one second thread (44, 46),

- assigning, in the virtualization system (26), a plurality
of time reservations to the first guest system (22) of the
first guest system, wherein the plurality of time reserva-
tions include a first time reservation associated to one
first thread (42) and a second time associated to the guest
system scheduler of the first guest system (22),
- assigning processor time, by the virtualization system
scheduler (66), to the first guest system (22) according
to the second time reservation, and
- assigning processor time, by the virtualization system
scheduler (66), to the at least one first thread (42) of the
first guest system (22) according to the first time reser-
vation.
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Description

[0001] The present invention concerns a method for
scheduling a plurality of guest systems and/or threads in
a system the system comprising a virtualization system
running on a processor, the virtualization system being
adapted to assign processor time and memory space to
a plurality of guest systems and comprising a virtualiza-
tion system scheduler.
[0002] Further, the present invention relates to a sys-
tem comprising: at least one processor connected to at
least one memory; a virtualization system adapted to run
on the processor, the virtualization system being adapted
to assign processor time and memory space to a plurality
of guest systems and comprises a virtualization system
scheduler; a first guest system adapted to run on the
virtualization system, the first guest system comprising
at least one first thread adapted to run in the first guest
system, at least one second thread adapted to run in the
first guest system, and a guest system scheduler adapted
to assign processing time to the at least one second
thread.
[0003] Systems are known, which support several
guest systems. Each operating system includes also a
respective scheduler. Real time applications are only
known to the scheduler of the respective scheduler of
the operating system. The scheduling for a virtual ma-
chine is strictly hierarchical. Thus, the hypervisor allots
a specific time to a virtual system and the scheduler of
the virtual system allots a specific time to the respective
thread of the virtual system. Under such an arrangement
there are constellations (real-time tasks and their assign-
ment to VMs) for which it is impossible to meet all sched-
uling objectives (often: deadlines) for all real-time appli-
cations even though a valid (global) schedule exists.
[0004] Object of the invention is to provide a system
and a method, which provides a more flexible scheduling.
[0005] According to an aspect a method for scheduling
a plurality of guest systems and/or threads in a system,
the system comprising a virtualization system running on
a processor, the virtualization system being adapted to
assign processor time and memory space to a plurality
of guest systems and comprising a virtualization system
scheduler, the method including:

- running a first guest system on the virtualization sys-
tem, the first guest system comprising at least one
first thread and at least one second thread running
in the first guest system, and a guest system sched-
uler adapted to assign processing time to the at least
one second thread,

- assigning, in the virtualization system, a plurality of
time reservations to the first guest system of the first
guest system, wherein the plurality of time reserva-
tions include a first time reservation associated to
one first thread and a second time associated to the
guest system scheduler of the first guest system,

- assigning processor time, by the virtualization sys-
tem scheduler, to the first guest system according
to the second time reservation, and

- assigning processor time, by the virtualization sys-
tem scheduler, to the at least one first thread of the
first guest system according to the first time reser-
vation.

[0006] Further embodiments may include the following
features in any feasible combination:

- assigning processor time, by the virtualization sys-
tem scheduler, to the at least one first thread accord-
ing to the first time reservation includes: providing,
by the virtualization system scheduler, information
to the first guest system, the information enabling to
determine that the first thread has to be dispatched;
dispatching, by the virtualization system, the first
guest system, and dispatching, by a dispatcher of
the first guest system, the at least one first thread in
the first guest system;

- the first guest system includes a selector module,
the method comprising: obtaining, by the selector
module, the information from the virtualization sys-
tem scheduler, determining from the information that
the first thread is to be dispatched, and in response
to determining from the information that the first
thread is to be dispatched, dispatching the first
thread;

- assigning processor time, by the virtualization sys-
tem scheduler, to the first guest system according
to the second time reservation includes: providing,
by the virtualization system scheduler, information
to the first guest system, the information enabling to
determine that a guest system scheduler has to de-
termine the thread to be dispatched;dispatching the
first guest system;

- the method further comprises: obtaining, by the se-
lector module, the information from the virtualization
system scheduler, determining from the information
that the guest system scheduler has to determine
the thread to be dispatched, in response to deter-
mining from the information that the guest system
scheduler has to determine the thread to be dis-
patched, assigning processor time, by the guest sys-
tem scheduler of the first guest system, to the at least
one second thread;

- the method further comprises: running a second
guest system and/or a third guest system on the vir-
tualization system, the second guest system com-
prising at least one thread and/or the third guest sys-
tem including a at least one thread running in the
same processor privilege level as a scheduler and
a dispatcher of the third guest system, assigning a
fourth time reservation to the second guest system
and or a fifths time reservation to the third guest sys-
tem; and dispatching, depending on the fourth time
reservation, the second guest system and/or dis-
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patching, depending on the fourth time reservation,
the third guest system;

- the information is an identifier, in particular an inte-
ger, for example stored by the virtualization layer
scheduler in a scheduling information shared mem-
ory;

- the at least one first thread is a real-time thread;
- the at least one second thread is a non-real time

thread; and/or
- a guest system, the information, a type of scheduling

and/or a scheduling parameter is assigned to each
time reservation, wherein in particular the type of
scheduling is a real time scheduling or a fair share
scheduling.

[0007] According to a further aspect, a computer pro-
gram product is provided comprising commands for ex-
ecuting the method according an embodiment disclosed
herein, when loaded and executed on a processor. Ac-
cording to an embodiment a computer program product
may be a physical software product, for example a hard
disc, a solid state disc, a CD-ROM, a DVD, comprising
the program.
[0008] According to other aspects, the present inven-
tion relates to non-volatile memory, for example a hard
disc, a solid state disc, a CD-ROM, a DVD, including a
program containing commands for executing the method
according an embodiment disclosed herein, when loaded
and executed on a processor.
[0009] According to an aspect a system comprising:

- at least one processor connected to at least one
memory;

- a virtualization system adapted to run on the proc-
essor, the virtualization system being adapted to as-
sign processor time and memory space to a plurality
of guest systems and comprises a virtualization sys-
tem scheduler;

- a first guest system adapted to run on the virtualiza-
tion system, the first guest system comprising:

- at least one first thread adapted to run in the first
guest system,

- at least one second thread adapted to run in the
first guest system, and

- a guest system scheduler adapted to assign
processing time to the at least one second
thread; wherein, in the virtualization system, plu-
rality of time reservations are assigned to the
first guest system, wherein the plurality of time
reservations include a first time reservation for
the at least one first thread and a second time
reservation associated to the guest system
scheduler of the first guest system, wherein the
virtualization system scheduler is adapted to as-
sign processor time to the first guest system ac-
cording to the second time reservation, and to
assign processor time to the at least one first

thread of the first guest system according to the
first time reservation.

[0010] Further embodiments may include the following
features in any feasible combination:

- assigning processor time, by the virtualization sys-
tem scheduler, to the first guest system according
to the second time reservation includes dispatching
the first guest system; and/or

- the first guest system includes a guest system
scheduler, wherein the guest system scheduler is
adapted to assign processor time to the at least one
second thread.

[0011] Further advantages, features, aspects and de-
tails are evident from the dependent claims, the descrip-
tion and the drawings.
[0012] The present invention concerns in particular a
mechanism whereby the execution of a viable taskset
only depends on the existence of a viable schedule, not
on the assignment of the tasks to guest systems.
[0013] So that the manner in which the above recited
features of the present invention can be understood in
detail, a more particular description of the invention, brief-
ly summarized above, may be read by reference to em-
bodiments. The accompanying drawings relate to em-
bodiments of the invention and are described in the fol-
lowing:

Fig. 1 shows schematically the hardware of an elec-
tronic control unit (ECU);
Fig. 2 shows schematically a system according to
an embodiment of the invention; and
Fig. 3 shows a flow chart of a method according to
an embodiment.

[0014] Figure 1 shows schematically an electronic con-
trol unit (ECU) 1. The ECU 1 might be also called control
unit in the present patent application. For example, the
ECU 1 is realized as a system on chip (SoC). According
to an embodiment, an ECU comprises one or more proc-
essors 3 connected to one or more memories 5. Further,
the ECU 1 may comprise interface for connecting to one
or more bus systems, for example one or more hardware
controller 9 for controller area network (CAN) busses
and/or one or more hardware controller 11 for FlexRay
busses. The ECU may also comprise further hardware
controller for connecting to one or more wired or wireless
connecting means, for example a Bluetooth connection,
an Ethernet connection and/or to a USB (Universal Serial
Bus) connecting means.
[0015] Usually, an automotive vehicle comprises a plu-
rality of electronic control units (ECU), which may be as-
signed to different units of the vehicle, for example the
steering wheel, the brakes, the windows, the motor etc.
For example, the ECU may be connected to some sen-
sors or drivers via an interface 13, for example to drive

3 4 



EP 3 343 366 A1

4

5

10

15

20

25

30

35

40

45

50

55

the window, or to sense the angulation of the steering
wheel, the level of oil or water in the motor. These ECUs
may be connected to one or more displays via one or
more display ports 15.
[0016] Further, to ECU may be connected to an input
device, for example a keyboard, one or more buttons, or
the like.
[0017] According to an embodiment, the ECU 1 is pro-
vided as an embedded system in a vehicle. The present
invention may also relate to a standard computer.
[0018] Fig. 2 shows schematically a system 20 accord-
ing to an embodiment of the invention. The system 20
includes a plurality of guest systems 22, 24, 25a, 25b.
Figure 2 shows only four guest systems, namely a first
guest system 22, a second guest system 24, a third guest
system 25a and a fourth guest system 25b. According to
some embodiments, the system 20 may include one, two
or even four or more guest systems 22, 24, 25a, 25b.
Each guest system 22, 24, 25a, 25b may include an op-
erating system.
[0019] Each guest system 22, 24, 25a, 25b which in-
clude, for example, guest operating systems, runs in a
separate partition.
[0020] The guest systems 22, 24, 25a, 25b are running
via a virtualization system 26, for example a hypervisor,
on the microprocessor 3 of the ECU. In other words, the
virtualization system 26 enables several operating sys-
tems of the guest systems 22, 24, 25a, 25b to run on the
microprocessor 3.
[0021] One example of a virtualization system 26 is a
hypervisor between the hardware, for example a system
on chip (SoC), and the guest systems 22, 24, 25a, 25b.
The hypervisor runs directly on the hardware, in particular
a processor 3, to control the hardware and manages the
guest systems. The hypervisor provides and defines a
simulated hardware of guest systems installed. Further,
the hypervisor assigns the hardware resources to the
respective guest systems, as it will be explained later and
mechanisms for communication between different guest
systems or partitions (inter-partition-communication
(IPC)).
[0022] The first and second guest systems 22, 24 op-
erating systems include respectively an operating sys-
tem kernel 28, 30. The third and fourths guest systems
25a, 25b only include a primitive kernel as it will be ex-
plained later.
[0023] Further a plurality of applications 32, 34, 36, 38,
40, 41 a, 41 b, 41 c are running in the guest systems 22,
24, 25a, 25b. It should be noted that in each guest system
22, 24, 25a, 25b only two respectively three applications
32, 34, 36, 38, 40, 41 a, 41 b, 41 c are shown. However,
each guest system 22, 24, 25a, 25b might even include
more applications 32, 34, 36, 38, 40, 41a, 41b, 41c.
[0024] Each application 32, 34, 36, 38, 40, 41 a, 41 b,
41 c may include one or more threads 42, 44, 46, 48, 50,
51 a, 51 b, 51 c. It should be noted that the same reference
number regarding the application and thread does not
mean that the respective applications or threads are iden-

tical. According to embodiments, each guest system
guest system implements its own thread model. A thread
model is a part of on operating system application pro-
gram interface that relates to thread operations.
[0025] According to some embodiments, the at least
one processor 3 includes a plurality of processor privilege
levels. In Figure 2 three processor privilege levels PL0,
PL1, PL2 are shown. In other systems, these are called
EL0, EL1, EL2, for example for an ARM64 processor of
ARM Ltd. Each processor privilege level has specific
rights to access the resources of the processor 3 or other
hardware. This prevents the misuse of resources. Ac-
cording to an embodiment, the at least one processor 3
has three processor privilege levels PL0, PL1, PL2. In
other embodiments, the processor 3 may also have more
than three processor privilege levels, in particular only
some of them being used.
[0026] According to an embodiment, for example as in
an ARM v7 architecture, the level PL0 is the least privi-
leged level, the second level PL1 is the medium privileged
level and the PL2 is the most privileged, for example vir-
tualization system, level.
[0027] In case of three processor privilege levels (three
stage virtualization or 3-tier architecture), the virtualiza-
tion system 26 has the highest processor privilege level,
the operating systems kernels 28, 30 running in the par-
titions have the second processor privilege level, and the
applications 32, 34, 36, 38, 40 running on the operating
systems or in the guest systems in the partitions have
the lowest processor privilege level. The highest proces-
sor privilege level, for example called PL2, allows the
most extensive access to the resources of the processor
3.
[0028] In some embodiments, which may be combined
with any other embodiments disclosed herein, the proc-
essor in the system provides two privilege levels. Then,
the virtualization system 26 runs in the privileged mode
(processor privilege level), whereas the guest system
kernel(s) 28, 30 runs in a less privileged mode of the
processor privilege levels. The guest applications 32 to
40 also run in the less privileged mode of the processor
privilege levels. The guest system kernel(s) 28, 30 is then
protected from the applications by the virtualization layer.
[0029] In some embodiments the third guest system
25a and the fourth guest system 25b or further guest
systems may not use an address space protection be-
tween portions of an guest operating system and appli-
cations 41 a, 41 b, 41 c. Such a system may be called
lightweight virtual machine. For example, in the third and
fourths guest systems 25a, 25b, an application 41 a, 41
b, 41 c has the same processor privilege level as the
operating systems in the first and second guest systems
22, 24, which is, in particular, suitable for a real time sys-
tem.
[0030] In case of a 3-tier architecture a hardware or
hardware assisted virtualization is used. In case of a
hardware virtualization, the registers for storing the status
of the guest system and/or the applications running on
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the guest system are hardware registers.
[0031] Further, according to some embodiments, an
interface between the virtualization system 26 and the
guest systems 22, 24, 25a, 25b is identical to that of the
underlying hardware, here the at least one processor 3,
which corresponds to a so called full virtualization. In a
full virtualization a complete instruction set architecture
of a processor is simulated by the virtualization system
26. In other words, the instruction set architecture 27a,
27b, 27c, 27d is the interface between the guest systems
and the virtualization system 26.
[0032] According to an embodiment, the first guest sys-
tem 22 may include one or more real time applications
32 and one or more non-real time applications 34, 36. In
Figure 2 only one real time application 32 is shown, how-
ever, the first guest system 22 may also include more
than one real time application 32.
[0033] The real time applications 32 include one or
more real time threads 42. Only one real time thread 42
is shown in Figure 2.
[0034] A real time (operating) system, applications or
thread enable the processing of data in real time. For
example, a real time (operating) system, applications or
threads have predefined or guaranteed response times.
According to an embodiment, they may have predictable
response times and behavior, in particular for the sched-
uling and the memory management.
[0035] A thread represents a sequence of instructions
that can be independently managed by a scheduler. In
other words a process may comprise one or more
threads. Each thread 42, 44, 46, 48, 50, 51 a, 51 b, 51 c
is associated with respective user registers and, option-
ally with a specific time reservation. Usually, the guest
system, in particular the guest operating system kernel,
determines whether a time reservation is associated with
a respective thread. The time reservation is defined by
the scheduler of the virtualization system 26 as it will be
explained later.
[0036] The applications 32, 34, 36, 38, 40interact with
the respective operating system kernels 28, 30via re-
spective application program interfaces 52, 54, 56, 58,
60.
[0037] The applications 41 a, 41 b 41 c, include an
application program interface, not shown in Figure 2.
[0038] The operating system kernels 28, 30 and the
virtualization system 26 include respectively a scheduler
62, 64, 66, 78, 80. Further, the guest systems, in partic-
ular the operating systems kernels 28, 30, and the virtu-
alization system each comprise a dispatcher 68, 70, 72,
82 and 84.
[0039] The guest systems 25a, 25b include a time in-
terrupt control. For example, in case a guest system 25a,
25b includes a single thread 51 a, 51 b, 51 c, these guest
systems do not include a scheduler. In more complex
guest systems 25a, 25b, which handle more than one
thread 51 a, 51 b, 51 c, a scheduler 78, 80 and a dis-
patcher 82, 84 may be present. For example, FreeRTOS
is an example of such a system.

[0040] First, the schedulers 62, 64, 78, 80 will be ex-
plained.
[0041] The scheduler 62, 64, 78, 80 knows the threads
42, 44, 46, 48, 50, 51 a, 51 b, 51cand schedules them
according to their scheduling parameters. For example
the scheduling parameters define whether a real time or
a fair share scheduling is applied to the respective thread.
According to an embodiment a real time scheduling, a
cyclic scheduling or a static or dynamic priority schedul-
ing is used. The scheduling parameter defines the actual
values, for example the part of the fair share scheduling,
the period in case of cyclic scheduling and the like.
[0042] Further, the dispatcher 68, 70, 82, 84 stores or
instructs to store the user registers of the threads 42, 44,
46, 48, 50, 51 a, 51 b, 51 c. The user registers may be
also called general purpose registers or PL0 registers in
some embodiments according to their processor privi-
lege level. For example, the user registers of the threads
42, 44, 46, 48, 50, 51 a, 51 b, 51 c include the state of
the registers used by the respective thread 42, 44, 46,
48, 50, 51 a, 51 b, 51 c. Thus, in case the dispatcher is
instructed to stop the execution of a first thread 42, 44,
46, 48, 50, 51 a, 51 b, 51 c, it stores or instructs to store
the user registers (or state) of the first thread 42, 44, 46,
48, 50, 51 a, 51 b, 51 c and loads or instructs to load the
user registers of the next thread 42, 44, 46, 48, 50, 51 a,
51 b, 51 c that should be executed on the processor.
[0043] The respective scheduler 62, 64, 78, 80 of the
guest systems 22, 24, 25a, 25b defines scheduling of the
threads 42, 44, 46, 48, 50, 51 a, 51 b, 51 c in its respective
guest system. For example, a scheduler of a guest sys-
tem 22, 24, 25a, 25b knows the threads 42, 44, 46, 48,
50, 51 a, 51 b, 51 c of its guest system 22, 24, 25a, 25b
and their scheduling parameters. The scheduling param-
eters are maintained by the respective scheduler 62, 64,
78, 80. If the scheduler 62, 80 of guest systems 22, 25b
is bypassed (that is, a selector module 74, 86 dispatches
the thread directly without consulting the scheduler, as
it will be explained here-below), the scheduling parame-
ters become irrelevant.
[0044] Further, the operating system kernel 28 of the
guest systems 22 includes a selector module 74 and the
guest system 25b includes a selector module 86, which
is adapted to determine, whether a thread, for example
thread 42 in case of guest system 22 or thread 51 c of
guest system 25b, should be directly dispatched or
whether the respective scheduler 62, 80 should decide
which thread 42, 44, 46, 51 b, 51 c should be dispatched
and informs the dispatcher 68, 84 accordingly to dispatch
the thread 42, 51 c. In case the selector module 74 has
determined that thread 42 should be directly dispatched,
it is adapted, in response thereto, to inform the dispatcher
68 thereabout, which subsequently dispatches the
thread 42 directly. In other words, in case of a direct dis-
patch, the scheduler 62 is skipped or bypassed. The
same applies for the guest system 25b including the se-
lector module 86.
[0045] In other words, the dispatcher 68 of the guest
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system 22 is adapted to perform the context switches of
a plurality of running threads or applications, for example
to switch from a first thread 44 to a second thread 46. In
an embodiment, the dispatcher 68 switches a context in
response to an instruction from the scheduler 62 or the
selector module 74. The same applies for the guest sys-
tem 25b including the selector module 86 and the dis-
patcher 84.
[0046] The selector module 74 acts, according to some
embodiments, in response to a scheduling notification,
which is, for example, delivered as a virtual interrupt. The
scheduler 62, 80 can also act in response to a (virtual)
interrupt (in case the selector module 74 decided not to
bypass it). However, the scheduler 62, 80 can also be
invoked in reaction of a local thread operation (for exam-
ple the current thread blocks) without invoking the hyper-
visor. The deactivation of a real-time thread (for example
when its current job is finished) results in an hypercall so
that the scheduler 66 of the virtualization system 26 can
reevaluate the situation.
[0047] According to embodiments, the interface 27a
between the first guest system 22 and the virtualization
layer 26 includes a scheduling information shared mem-
ory 76. The scheduling information shared memory 76
is written by the virtualization layer 26 and read by the
selector module 74. The scheduling information shared
memory 76 is adapted to include information, whether
the guest system 22, in particular the operating system
kernel 28 should schedule the threads 42, 44, 46 accord-
ing to the scheduler 62, or whether a thread, for example
the thread 42, should be directly dispatched. In an em-
bodiment, an integer value is stored in the scheduling
information shared memory 76 to define whether a thread
42 should be directly dispatched or whether the sched-
uler 62 of the guest system 22 should be activated. In
other embodiments, other channels may be used to in-
form the selector module 74, which thread should be di-
rectly dispatched or whether the scheduler should deter-
mine, which thread of the guest system 22 should be
dispatched.
[0048] According to an embodiment, the selector mod-
ule 74 is automatically activated after the guest system
22 was activated by the dispatcher 72 of the virtualization
system 26. Further, in some embodiments, the virtuali-
zation layer 26 may inform the selector module 74, in
particular via a virtual interrupt, that the scheduling infor-
mation shared memory 76 has been updated.
[0049] Further, the guest system 22, in particular the
operating system kernel 28, for example the selector
module 74, is adapted to receive a signal from the virtu-
alization system 26, in particular from the scheduler 66
of the virtualization system 26. For example, the signal
may be a virtual interrupt.
[0050] In case the selector module 74 receives the sig-
nal, the selector module is adapted to determine whether
a thread in the guest system should be directly activated.
For example, as discussed here-above, the selector
module 74 reads the scheduling information shared

memory 76 to obtain information whether the first thread
42 should be activated.
[0051] If there is no dedicated active application or
thread, the dispatcher 68 and/or the selector module 74
is adapted to hand control over to the scheduler 62 of
the first guest system 22. The scheduler 62 of the first
guest system 22 then uses its regular scheduling algo-
rithm to pick the next thread.
[0052] In some embodiments, if the thread 42 in the
first guest system 22 starts to run, a message, for exam-
ple a hypercall, is sent from operating system kernel 28
to the scheduler 66 of the virtualization system 26 for
activating at least one respective time reservation for the
thread. In other words, thread 42 initialized by the sched-
uler 62. It is regularly scheduled so that it can complete
its initialization. Once that is done, the time reservation
in the virtualization layer 26, in particular of the scheduler
66, for the thread is activated. The time reservation in
the virtualization layer 26 may or may not be disassoci-
ated from the time reservation for the guest system 22.
In other embodiments, the initialization and activation can
be done by another thread.
[0053] The selector module 74 associates an informa-
tion, in particular an identifier, to be written into the sched-
uling information shared memory 76 to a particular
thread, here thread 42, in case the thread 42 should be
directly "scheduled" by the virtualization system 26. The
information, as explained above may be an integer value
or another identifier. The virtualization layer 26 is only
informed about the information or identifier which is as-
sociated to the thread and that it should put a time res-
ervation for this information into the "ready" state. In other
words, the virtualization layer 26 knows that there is a
time reservation associated with a guest system 22 and
an information, for example an identification, which as-
sociates the time reservation within the guest system 22
to a particular thread 42.
[0054] The guest system 25b with the selector module
86, the scheduler 80 and the dispatcher 84 functions ac-
cordingly.
[0055] According to the invention, the scheduler 66 of
the virtualization system 26 schedules the different guest
systems 22, 24, 25a, 25b. Further, the virtualization sys-
tem 26 is adapted to schedule specific threads 42 in spe-
cific guest systems 22. The scheduler 66 knows the time
reservations associated to thread 42 and guest systems
22, 24, 25a, 25b. The time reservations in the scheduler
66 are associated with an information or identifier and a
guest system. The information or identifier, which is
stored by the scheduler 66 of the virtualization system
26 in the a scheduling information shared memory 76,
88 enables the respective selector module 74, 86 of the
guest system 22, 25b, depending on the information or
identifier to determine whether a particular thread should
be dispatched or whether the scheduler 68, 84 of the
respective guest system 22, 25b should decide, which
of the threads should be dispatched. In other embodi-
ments, the information or identifier may be associated to
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a specific group of threads to be dispatched, including
more than two threads.
[0056] In the following the functioning will be explained
with respect to the guest system 22. However, it works
accordingly in the guest system 25b.
[0057] Each time reservation in the virtualization layer
26, in particular the scheduler 66, may have several dif-
ferent states, namely inactive, ready, not ready and ac-
tive on the processor.
[0058] If a time reservation is inactive, it may pass to
the ready state after a hypercall. For example, as ex-
plained above, after the initialization of the thread in the
guest system a hypercall may be sent to the virtualization
system 26. Further, some time reservations are in the
ready state when the guest system or the system is start-
ed, for example in case of a fair share scheduling.
[0059] Further, a time reservation may pass, by the
scheduler 66, from the "ready" state to the "not ready"
state. This may happen, for example, when the comple-
tion of a thread, in particular a real time thread is indicated
through a hypercall. According to another example, a fair
share time reservation, which is usually shared by mul-
tiple threads of a guest system, is put into the "not ready"
state when the systems indicates that it is idle, that is,
none of its threads is ready to execute.
[0060] The time reservation may pass from the "not
ready" state to the "ready" state, when the virtualization
system receives the interrupt, for example a timer inter-
rupt or an interrupt from another guest system in the sys-
tem.
[0061] The scheduler 66 of the virtualization system
26 is adapted to toggle a time reservation between the
"ready" state and the "active on processor" or "active"
state. In other words, if respective time reservation(s) is
or are passed by the scheduler to the "active" state, then
the respective guest system is dispatched, which then
may displatch a thread
[0062] Only a single time reservation can be active on
the processor (also called active state) at any time, in
case of a single core processor. In case the system is
idle, no time reservation is in the "ready" state. The states
of a specific time reservation are known to the scheduler
66.
[0063] When a change in the scheduling configuration
has happened (a new time reservation has become ac-
tive), then this information is forwarded to the associated
guest system, which then will take further steps (select
a thread and dispatch it, either by the scheduler or by the
selector module).
[0064] For example a time reservation may be ready
or active if the corresponding guest system is running.
[0065] More than one time reservation may be directly
or indirectly associated to a guest system or a real time
thread 42. In case a thread 42 that is also scheduled by
the virtualization system scheduler 66 is started, the
guest system 22, in particular selector module 74, is
adapted to associate an identifier or an information with
the thread, to notify through a hypercall the virtualization

system scheduler 66, that a new time reservation is need-
ed and the associated information or identifier and/or the
type of scheduling, so that the virtualization system
scheduler can change, in response to reception of the
message, the respective time reservation to a ready
state. In some embodiments, for security and safety rea-
sons, all time reservations are subject to pre-configura-
tion, for example by a system integrator. The activation
can only refer to an (inactive) reservation but cannot
change its type or attributes.
[0066] The time reservation, in the scheduler 66 in-
cludes the type of scheduling, a guest system, the infor-
mation or the identifier, and a scheduling parameter. For
example the time reservation defines whether a real time
or a fair share scheduling is applied. According to an
embodiment, a real time scheduling, a cyclic scheduling
or a static or dynamic priority scheduling. The scheduling
parameter defines the actual values, for example the part
of the fair share scheduling, the period in case of cyclic
scheduling and the like.
[0067] Further, the dispatcher 72 also stores or in-
structs to store the registers of the guest systems 22, 24,
25a, 25b. For example, the registers include the user
registers and the control registers of the operating sys-
tems running in the guest systems 22, 24, 25a, 25b. For
example, for each guest system 22, 24, 25a, 25b one set
of user and control registers are stored. Thus, in case
the scheduler stops the execution of a first guest system,
it stores or instructs to store the user and control register
of the first guest system and loads or instructs to load
the user and control registers of the next guest system
that should be executed into the processor. In some em-
bodiments, the control registers may be also called PL1
register according to the processor privilege level of the
operating system in the guest systems.
[0068] For example, the scheduler 66 of the virtualiza-
tion system 26 may use real time scheduling algorithms
(static priority, dynamic priority, cyclic scheduling) of the
real time application 32 and their respective threads 42.
Further, the scheduler 66 of the virtualization system may
provide protection against non-conforming real-time ap-
plications, for example by defining a worst-case execu-
tion time and enforce that it is not exceeded. The guest
system 22 has at least two reservations associated. It
uses one time reservation to run thread 42. Another time
reservation other one is used to run all other threads or
all threads in guest system 22.
[0069] According to an embodiment, the scheduler 66
of the virtualization system 26 could associate several
time reservations to respective guest system. The dis-
patcher 72 maintains the state of the user and control
registers of a guest system. In other words, several
scheduling rules may be associated to one set of user
and control registers of a guest system. Thus, for exam-
ple advanced associations of time reservations may be
used, for example N:M, where N are the time reserva-
tion(s) provided by the virtualization system scheduler
66 of the virtualization layer and M are the time reserva-
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tion(s) provided by the scheduler 62, 64 of the respective
guest system 22, 24. Thus, several time reservations for
several threads are possible.
[0070] In an embodiment, which may be combined with
other embodiments disclosed herein, the scheduler 66
of the virtualization system 26 may include several
scheduler stages. The scheduling rules of the respective
scheduling stages are executed one after the other, i.e.
in a sequence. In other words, the virtualization system
scheduler 66 includes a hierarchical scheduling regime.
Thus, for example, at first time, the a first group of time
reservations associated to guest systems 22, 24, 25a,
25b and/or indirectly to threads 42, 51c are scheduled
according the rules of a first scheduling stage and at a
second time, in particular if there is still some execution
time left or all time reservations in the first stage are non-
ready or inactive, the a second group of time reservations
associated to guest systems 22, 24 and/or indirectly to
threads 42 are scheduled according the rules of a second
scheduling stage. A typical arrangement would encom-
pass two stages: a real-time stage (cyclic or priority
scheduling) and a fair share stage. In other embodi-
ments, other arrangements including a larger number of
stages, are possible. According to embodiments, the time
reservations may be different between the first and sec-
ond scheduling stages. Time reservations have param-
eters and run-time data specific to its stage, as already
explained above. For example, a fixed priority reservation
might have: priority, period, budget per period (parame-
ter), and time so far spent in period (run-time data). In
contrast, a fair share reservation may have allotted proc-
essor share and time slice length (parameter) and ratio
between time allocated and the time it was eligible for
(run-time data).
[0071] In some embodiments, the scheduler may even
comprise more than two stages, for example three or
more scheduling stages.
[0072] A first scheduler stage may schedule the re-
spective time reservations according to a real time sched-
uling algorithm and the second scheduler stage may
schedule the respective associated time reservations ac-
cording to a non-real time scheduling algorithm. For ex-
ample, the first scheduler stage may use a real time
scheduling algorithm for low latency, the second stage
may include cyclic scheduling and the third stage may
include a fair share scheduling algorithm.
[0073] Each stage has to take into account the effects
of higher classes. One consequence is that a real-time
scheduler has to be in the highest or first stage. In special
cases (see low latency example) real-time scheduling
can reside in the second highest stage but then special
coordination with the highest stage is necessary. In con-
trast, a fair share algorithm is insensitive to higher sched-
uling stages. Consequently, the combination of one real-
time scheduler (highest stage) and a fair-share scheduler
is always possible.
[0074] In some embodiments, when a guest system or
a thread is associated with two or more time reservations,

time spent on a first time reservation may be taken into
account for a second time reservation for the same guest
system or thread for example a thread. This may be also
possible for three or more time reservations. The result
is a highly predictable faire share scheduler. The advan-
tage over pure cyclic switching is that the unused time
can be used as well.
[0075] In an embodiment time reservations of different
scheduling stages may be coupled. For example, a cyclic
scheduling time reservation can be coupled to a fair share
time reservation. Time spent by the cyclic scheduling
time reservation is also accounted for the fair share time
reservation. If there is time left unused in the cyclic sched-
uler, the fair share time reservation is alloted some part
of it. Thus, a guest system is provided with a combination
of the traits of different schedulers (in the example: highly
predictable execution (cyclic scheduler), work preserving
behaviour (fair share scheduler)).
[0076] According to an example, two time reservations
are assigned to the first guest system 22, a real time
cyclic switching time reservation and one fair share time
reservation. The time spent in the cyclic switching reser-
vation is also taken into account for the allowed time ac-
cording to the fair share time reservation. Thus, a share
according to the fair share time reservations is obtained
with the deterministic behavior of cyclic switching.
[0077] In some embodiments, as already described
above, the scheduler 66 of the virtualization system 26
is adapted to send a signal, for example virtual interrupt
and usage of the scheduling information shared memory
76 including information or an identifier associated to the
thread to dispatched or whether the scheduler 62 of the
guest system 22 should be activated, to the selector mod-
ule 74 of the guest system 22. The selector module 74
is adapted to conclude from the information or identifier,
whether the guest system as a whole is activated, i.e.
the scheduler 62 of the guest system decides, which
thread should be activated, or whether a specific thread
should be dispatched by the dispatcher 68 of the virtual-
ization system 26. In other words, the selector module
74 stores the association between the information or
identifier and the task to be completed, namely direct
dispatch of a task or start of the scheduler 62.
[0078] In other words, the thread 42 is scheduled by
the scheduler 66 of the virtualization system 26, whereas
the selection of the time reservation is done by the sched-
uler 66, and the thread is dispatched by the dispatcher
68 after the selector module 74 has been informed about
the information or identifier associated with the respec-
tive time reservation. In contrast, the threads 44, 46, 48,
50 are indirectly scheduled, i.e. by the scheduler 62, 64
of the respective guest systems 22, 24, which are in turn
scheduled by the scheduler 66 of the virtualization sys-
tem 26. The thread 42 has therefore (indirectly) a time
reservation in the scheduler 66 of the virtualization sys-
tem 26.
[0079] According to the invention the unit of scheduling
(time reservation) and unit of execution (for example a
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guest system or a thread) are decoupled. Thus, a guest
system, here the first guest system 22 can run at the
same time real time applications 32, which are scheduled
by the scheduler 66 of the virtualization system 26, and
non-real time applications 34, 36, which are scheduled
by the scheduler 62 of the first guest system 32, wherein
the first guest system 32 is scheduled by the virtualization
system scheduler 66 as a non-real time guest system.
[0080] In the following, the different method steps of
an exemplary embodiment are detailed.
[0081] It is considered that the virtualization system
scheduler 66 schedules the first guest system 22, the
second guest system 24 and, indirectly, the first thread
42. For that purpose the virtualization system 26 is adapt-
ed to store the user and control registers of the first guest
system 22 and the user and control registers of the sec-
ond guest system 24, for example in the memory 5. The
user and control registers of the first guest system 22
and the second guest system 24 includes, as they include
respectively an operating system all the register states,
for example the unprivileged registers, i.e. user registers,
and the privileged registers, i.e. the control registers.
[0082] The operating system kernel 28 is adapted to
store the user registers for executing the threads 42, 44,
46 and their respective applications 32, 34, 36 in the
memory 5.
[0083] Accordingly, the operating system kernel 30 is
adapted to store the user registers for executing the
threads 48, 50 in the memory 5.
[0084] As described here-above, the virtualization sys-
tem scheduler 66 assigns one or more time reservations
for the first guest system 22 and for the second guest
system 24. For example, the virtualization system sched-
uler 66 assigns a first time reservation and a second time
reservation to the first guest system 22. A third time res-
ervation is assigned to the second guest system 24.
[0085] Further, according to an example, the first time
reservation is associated to the first guest system 22 and
an identifier or information that is associated by the se-
lector module 74 to the use of the scheduler 62 of the
guest system 22, the second time reservation is asso-
cated to the first guest system 22 and an identifier or
information that is associated by the selector module 74
to directly dispatch the first thread 42 and the third time
reservation is assigned to the second guest system 24
by the virtualization layer scheduler 66. The third time
reservation may also include an information or identifier,
which is ignored by the interface 27b.
[0086] According to an embodiment, the virtualization
system scheduler 66 assigns the processor time to the
first and third time reservation according to a fair share
scheduling algorithm. For example, the scheduler as-
signs 30% of the remaining time not used by real time
reservations to the first time reservation and 70% of the
time to the third time reservation. Further, the virtualiza-
tion system scheduler 66 assigns processor time to the
second time reservation according to a real time sched-
uling algorithm, for example a cyclic scheduling algo-

rithm. Thus, the first thread 42 is scheduled as a real time
thread.
[0087] In an embodiment, the virtualization system
scheduler 66 may use a two stage scheduling algorithms
as explained here-above, the first stage including the
second time reservation and the second stage including
the first and third time reservations. The virtualization
system scheduler 66 may maintain further real time time
reservations.
[0088] In step 100, all applications 32, 34, 36, 38, 40
are running and the respective threads 42, 44, 46, 48,
50 are also running. Also the first and second guest sys-
tems 22, 24 are running.
[0089] Further, in step 100 the second guest system
24 is active. In other words, the user and control registers
of the second guest system 24 is loaded in the at least
one processor 3 and the respective tasks of that guest
system 24 are performed.
[0090] In step 110, the virtualization system scheduler
66 determines, for example due to a a reception of a timer
interrupt, that a new time reservation should be selected,
in particular the second time reservation should be acti-
vated, corresponding to the first thread 42. Thus, the sec-
ond guest system 24 is inactivated. For example, the
user and control registers of the second guest system 24
is stored in the memory 5.
[0091] Then, in step 120, the virtualization system se-
lects most suitable time reservation, here the second time
reservation and identifies the associated to the guest sys-
tem 22 and the virtualization system scheduler 66 sends
optionally a signal, for example, in virtual interrupt, to the
first guest system 22. The information or identifier asso-
ciated to direct dispatch of the first thread 42 is written
by the scheduler 66 to the scheduling information shared
memory 76.
[0092] In step 130, the last state associated with guest
system 22, in particular the user and control registers of
the first guest system 22, is loaded into the at least one
processor 3, for example by the dispatcher 72 of the vir-
tualization system 26. Thus, the last state associated with
guest system 22 is restored, when control is given back
to it.
[0093] According to an embodiment, the virtual inter-
rupt informs the selector module 74 to read the schedul-
ing information shared memory 76.
[0094] In step 140, the selector module 74 reads the
scheduling information shared memory 76. In other em-
bodiments, the selector module 74 retrieves the informa-
tion or identifier from the scheduler 66 of the virtualization
layer, for example by using a hypercall. According to em-
bodiments, the selector module 74 is part of the guest
systems interrupt service handler. For example, the se-
lector module 74 deducts from the information or the iden-
tifier that the first thread 42 should be dispatched. Then,
in response to reading the information, the selector mod-
ule 74 informs the dispatcher 68, which determines
whether the thread 42 is running.
[0095] In case the thread 42 is ready to run, in step
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150, dispatcher 68 dispatches the first thread 42 without
involving the scheduler 62. For example, the first thread
42 is dispatched by loading the respective user register
into the processor 3.
[0096] In case, the thread 42 is not ready to run, in step
160, the scheduler hands over the control to the sched-
uler 62 of the first guest system 22. The scheduler 62
then activates one of the threads 44, 46 and the respec-
tive user register is load into the processor 3 by the dis-
patcher 68.
[0097] In step 160, the respective activated thread 42,
44, 46 is inactivated and the respective user register are
stored in the memory 5 by the dispatcher 68.
[0098] The virtualization system scheduler 66 then
stores in step 170 the user and control registers of the
first guest system 22 and determines, for example after
a hypercall, which time reservations should be activated
next. For example, the virtualization system scheduler
66 may determine that the first time reservation corre-
sponding to the first guest system 22 should be activated
as a next step in view of the fair share scheduling algo-
rithm.
[0099] In case, the virtualization layer 26, in particular
the scheduler 66, gets control through an external event
not controlled by the guest system (e.g. timer interrupt).
step 160 does not take place before step 170.
[0100] According to the invention, the system is work
preserving. In other words, the system is never idle as
long as there are runnable principals in the system. Fur-
ther, the system is well-suited for a hierarchical sched-
uling regime, in particular in case of use of a fair share
scheduling.
[0101] According to an embodiment, the system may
apply multiple scheduling regimes, which are used in dif-
ferent circumstances. For example, a first scheduling re-
gime might be used during start up, a second scheduling
regime might be used during regular operation, and a
third scheduling regime may be used in an emergency
mode.
[0102] Further, the virtualization system 66 can host
at the same time one or more guest systems 22, 25b with
an selector module and a scheduling information shared
memory and one or more guest systems 24, 25a without
such a selector module and a scheduling information
shared memory, as the additional information transport-
ed by the scheduling information shared memory 76, 88
is ignored by the guest systems 24, 25a.

Claims

1. Method for scheduling a plurality of guest systems
(22, 24) and/or threads (42) in a system, the system
comprising a virtualization system (26) running on a
processor (3), the virtualization system (26) being
adapted to assign processor time and memory space
to a plurality of guest systems (22, 24) and compris-
ing a virtualization system scheduler (66), the meth-

od including:

- running a first guest system (22) on the virtu-
alization system (26), the first guest system
comprising at least one first thread (42) and at
least one second thread (44, 46) running in the
first guest system (22), and a guest system
scheduler (62) adapted to assign processing
time to the at least one second thread (44, 46),
- assigning, in the virtualization system (26), a
plurality of time reservations to the first guest
system (22) of the first guest system, wherein
the plurality of time reservations include a first
time reservation associated to one first thread
(42) and a second time associated to the guest
system scheduler of the first guest system (22),
- assigning processor time, by the virtualization
system scheduler (66), to the first guest system
(22) according to the second time reservation,
and
- assigning processor time, by the virtualization
system scheduler (66), to the at least one first
thread (42) of the first guest system (22) accord-
ing to the first time reservation.

2. Method according to claim 1, wherein assigning
processor time, by the virtualization system sched-
uler (66), to the at least one first thread (42) according
to the first time reservation includes:

- providing, by the virtualization system sched-
uler (66), information to the first guest system,
the information enabling to determine that the
first thread (42) has to be dispatched;
- dispatching, by the virtualization system (26),
the first guest system (22), and
- dispatching, by a dispatcher (68, 84) of the first
guest system, the at least one first thread (42)
in the first guest system (22).

3. Method according to one of the preceding claims,
wherein the first guest system (22) includes a selec-
tor module (74), the method comprising:

- obtaining, by the selector module (74), the in-
formation from the virtualization system sched-
uler,
- determining from the information that the first
thread is to be dispatched, and
- in response to determining from the information
that the first thread is to be dispatched, dispatch-
ing the first thread (42).

4. Method according to one of the preceding claims,
wherein assigning processor time, by the virtualiza-
tion system scheduler (66), to the first guest system
(22) according to the second time reservation in-
cludes:
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- providing, by the virtualization system sched-
uler (66), information to the first guest system,
the information enabling to determine that a
guest system scheduler (62, 80) has to deter-
mine the thread to be dispatched;
- dispatching the first guest system (22).

5. Method according to claim 4, further comprising:

- obtaining, by the selector module (74), the in-
formation from the virtualization system sched-
uler,
- determining from the information that the guest
system scheduler (62, 80) has to determine the
thread to be dispatched,
- in response to determining from the information
that the guest system scheduler (62, 80) has to
determine the thread to be dispatched, assign-
ing processor time, by the guest system sched-
uler (62, 80) of the first guest system (22), to the
at least one second thread (44, 46, 51 b).

6. Method according to one of the preceding claims,
further comprising:

- running a second guest system (24) and/or a
third guest system (25a) on the virtualization
system (26), the second guest system compris-
ing at least one thread (48, 50) and/or the third
guest (25a) system including a at least one
thread running in the same processor privilege
level as a scheduler and a dispatcher of the third
guest system (25a),
- assigning a fourth time reservation to the sec-
ond guest system (24) and or a fifths time res-
ervation to the third guest system (25a); and
- dispatching, depending on the fourth time res-
ervation, the second guest system (24) and/or
dispatching, depending on the fourth time res-
ervation, the third guest system (25a).

7. Method according to one of the claims 2 to 6, wherein
the information is an identifier, in particular an inte-
ger, for example stored by the virtualization layer
scheduler in a scheduling information shared mem-
ory (76).

8. Method according to one of the preceding claims,
wherein the at least one first thread (42) is a real-
time thread.

9. Method according to one of the preceding claims,
wherein the at least one second thread (44, 46) is a
non-real time thread.

10. Method according to one of the preceding claims,
wherein a guest system, the information, a type of
scheduling and/or a scheduling parameter is as-

signed to each time reservation, wherein in particular
the type of scheduling is a real time scheduling or a
fair share scheduling.

11. Computer program product comprising commands
for executing the method according to any one of the
preceding claims, when loaded and executed on a
processor.

12. Non-volatile memory including a program containing
commands for executing the method according one
of the claims 1 to 10, when loaded and executed on
a processor

13. System comprising:

- at least one processor (3) connected to at least
one memory (5);
- a virtualization system adapted to run on the
processor (3), the virtualization system being
adapted to assign processor time and memory
space to a plurality of guest systems and com-
prises a virtualization system scheduler (66);
- a first guest system adapted to run on the vir-
tualization system, the first guest system com-
prising

- at least one first thread adapted to run in
the first guest system (22),
- at least one second thread adapted to run
in the first guest system (22), and
- a guest system scheduler adapted to as-
sign processing time to the at least one sec-
ond thread (44, 46); wherein, in the virtual-
ization system, plurality of time reservations
are assigned to the first guest system (22),
wherein the plurality of time reservations in-
clude a first time reservation for the at least
one first thread (42) and a second time res-
ervation associated to the guest system
scheduler of the first guest system (22),
wherein

the virtualization system scheduler (66) is adapted
to assign processor time to the first guest system
(22) according to the second time reservation, and
to assign processor time to the at least one first
thread (42) of the first guest system (22) according
to the first time reservation.

14. System according to claim 13, wherein assigning
processor time, by the virtualization system sched-
uler, to the first guest system (22) according to the
second time reservation includes dispatching the
first guest system (22).

15. System according to claim 14, wherein the first guest
system includes a guest system scheduler (62),
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wherein the guest system scheduler (62) is adapted
to assign processor time to the at least one second
thread (44, 46).

21 22 



EP 3 343 366 A1

13



EP 3 343 366 A1

14



EP 3 343 366 A1

15

5

10

15

20

25

30

35

40

45

50

55



EP 3 343 366 A1

16

5

10

15

20

25

30

35

40

45

50

55


	bibliography
	abstract
	description
	claims
	drawings
	search report

