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(54) SMART LOCK HAVING AN ELECTROMECHANICAL KEY

(57) The invention concerns a locking mechanism
(10) configured to equip an opening unit and to switch
from a locked state to an unlocked state, comprising a
processor (15) configured to read an identification code
(12) of an identification key (11) and configured to cause
the locking mechanism to switch from the locked state
to the unlocked state if the identification code (12) of the
at least one identification key (11) is an authorized code
(13) of the locking mechanism, a key hole shaped to ac-
cept insertion of a physical identification key (11), a me-
chanical actuation lever (14) configured to be moved to
switch between a closed configuration of the opening unit
and an open configuration of the opening unit.
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Description

FIELD

[0001] The invention relates to the field of secure key
control and concerns a locking mechanism configured to
equip an opening unit, and to switch between a locked
state and an unlocked state. The invention also concerns
a method for switching a locking mechanism configured
to equip an opening unit from a locked state to an un-
locked state.

BACKGROUND

[0002] Electromechanical lock and key with identifica-
tion code are widespread. They enable authorized key
holders to have access to locked rooms if the identifica-
tion code of the key corresponds to a predetermined code
in relation with the electromechanical lock. The key may
be an ordinary looking key to insert into the lock or an
access badge to pass in front of the lock.
[0003] The electromechanical lock comprises a proc-
essor configured to compare the identification code of
the key with the predetermined code. If the identification
code corresponds to the predetermined code, the elec-
tromechanical lock switches from its locked state to its
unlocked state.
[0004] Commonly locks are formed with a body that
can be easily unscrewed by a locksmith to facilitate rekey-
ing. The body has the function to lock and unlock the
lock. A lock body may be found under the form of a Eu-
ropean cylinder (defined by the DIN18251). A European
cylinder is a type of lock cylinder. There exist other pro-
files of lock bodies like the oval cylinder that is used in
the Nordic countries. A body may not be in the form of a
cylinder. A lock body may be inserted into a lock or a
mortise lock or a slot-in lock. This function offers the ad-
vantage of allowing its change without altering the bolt-
work hardware. Removing the body typically requires on-
ly loosening a set screw, then sliding the body from the
boltwork.
[0005] If the identification key is an ordinary looking
key, when the electromechanical lock is in its locked
state, it is generally necessary to insert the key into a key
hole, apply a force on the key and at the same time turn
the key into the hole of the lock to unlock the electrome-
chanical lock and switch from the closed configuration of
the opening unit to its open configuration. This solution
requires the user to use the key as a mechanical actua-
tion lever to open the opening unit. It implies that each
authorized person should have its own key to open a
door. And a person without a key cannot open the open-
ing unit.
[0006] There are electromechanical locks that are con-
trolled by a smart phone that sends an authorized code
to the lock to unlock the door. But electronic locks than
can be operated only with a smart phone present a
number of drawbacks both in terms of limitations of the

population of users (some population groups, for exam-
ple elderly or young children, do not necessary have a
smart phone or if so, are not skilled users of it) and of
convenience of use (when in a hurry, it is easier to turn
a key than to enter one’s smart phone code, find and use
the correct application). Conversely, the use of physical
keys has its own limitations, since it does not allow dis-
tributing access rights electronically through virtual keys.
[0007] Indeed, the existing electromechanical locks do
not allow flexibility in the use of the lock and there is a
need for an electromechanical lock that seamlessly inte-
grates a combined use of physical and virtual keys.
[0008] There is consequently a need for a locking
mechanism configured to be both operated with at least
a remote control and/or a physical key and comprising a
mechanical actuation lever configured to switch between
a closed configuration of the opening unit and an open
configuration of the opening unit.

SUMMARY OF THE INVENTION

[0009] The proposed solution to overcome this draw-
back is a locking mechanism with a mechanical actuation
lever, and cooperating with an identification key, wherein
the key may be any kind of key, thus unlocking the lock
if the identification code of the key is an authorized code
of the locking mechanism. The mechanical actuation le-
ver of the lock has to be moved, either with the key in-
serted into the lock or not, to switch from a closed con-
figuration to an open configuration of the opening unit.
[0010] To this end, the subject of the invention is a
locking mechanism configured to equip an opening unit
and to switch from a locked state to an unlocked state,
comprising a processor configured to read an identifica-
tion code of an identification key and configured to cause
the locking mechanism to switch from the locked state
to the unlocked state if the identification code of the at
least one identification key is an authorized code of the
locking mechanism, a key hole shaped to accept inser-
tion of a physical identification key, a mechanical actua-
tion lever configured to be moved to switch between a
closed configuration of the opening unit and an open con-
figuration of the opening unit.
[0011] The locking mechanism may comprise an inter-
face configured to receive the identification code from an
identification key that is one of a physical identification
key or a virtual identification key.
[0012] The interface may be a contact interface, an RF
interface, an optical interface and/or an acoustic inter-
face.
[0013] According to an embodiment of the invention,
the at least one identification key may be one of an elec-
tronic key or a remote control.
[0014] According to an embodiment of the invention,
the at least one identification key is a smart phone con-
figured to receive the identification code from an external
connection or to generate the identification code.
[0015] According to another embodiment of the inven-
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tion, the processor is configured to determine if the iden-
tification code is an authorized code of the locking mech-
anism.
[0016] Advantageously, the processor comprises an
algorithm of asymmetrical cryptography configured to
verify that the identification code is an authorized code
of the locking mechanism.
[0017] The invention also relates to a method for
switching a locking mechanism, configured to equip an
opening unit, from a locked state to an unlocked state,
with an identification key, and comprising a mechanical
actuation lever configured to be moved to switch between
a closed configuration of the opening unit and an open
configuration of the opening unit, the method comprising
the steps of causing the identification key to cooperate
with the locking mechanism, switching the lock mecha-
nism between the locked state to the unlocked state if an
identification code of the identification key is an author-
ized code of the locking mechanism, moving the mechan-
ical actuation lever.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] The accompanying drawings illustrate various
non-limiting, example, innovative aspects in accordance
with the present descriptions :

- Figure 1 schematically represents a first embodi-
ment of a locking mechanism according to the inven-
tion;

- Figure 2 schematically represents a second embod-
iment of a locking mechanism according to the in-
vention;

- Figure 3 represents a block diagram of the steps of
a method for switching a locking mechanism from a
locked state to an unlocked state according to the
invention.

[0019] For the sake of clarity, the same elements have
the same references in the various figures.

DETAILED DESCRIPTION

[0020] Although many of the features of this invention
are described in relation to a door, it is understood that
they are generally applicable to any opening unit, such
as a window. Moreover, these features are also applica-
ble to many other devices, for example a padlock, having
a locked state and an unlocked state.
[0021] In order to illustrate the invention, the explana-
tions are related to a door. Note that these explanations
may be applied similarly to any opening unit. A door is
an opening unit enabling the access to a room (or from
a room to the outside) through an aperture. The door is
connected to a door frame that frames the aperture and
is fixed to the walls around the aperture. In an unlocked
state of the door, the door is mobile in relation to the door
frame, typically mobile in rotation around doors hinges

(or in translation in the case the door and the door frame
are configured to let the door slide through a part of the
door frame and into the wall). The door may be in an
open configuration or a closed configuration. In the
closed configuration, the door covers the aperture (i.e.
no one can go through the aperture). Typically the door
is equipped with a lock mechanism. The lock mechanism
has a latch that is either inserted into a slot of the door
frame (the door is closed) or retracted inside the door
(the door is no longer attached to the door frame and
may be open). In the closed configuration, the latch is
inserted into the slot of the door frame. In existing lock
mechanisms, a lock clutch is connected to the latch. The
lock clutch is usually engaged with both the indoor and
outdoor door knobs. This enables a user to activate the
lock clutch to make the latch move by moving one of the
door knobs. Therefore a user has to move a door knob
of the door to switch from the closed configuration of the
door to the open configuration of the door. Indeed, the
lock clutch being engaged with the knob, the movement
of the knob leads to the movement of the latch. Moving
the door knob makes the latch retract into the door. The
user can pull or push the door to open it.
[0022] In the closed configuration of the door, the lock
mechanism can be either in a locked state or an unlocked
state. The unlocked state corresponds to the case dis-
cussed above. The door may be open by a user when
activating a door knob and pushing or pulling the door.
More precisely, the lock mechanism has a deadbolt en-
tirely positioned inside the locking mechanism in the un-
locked state. In the locked state, this deadbolt projects
beyond the lock mechanism and is inserted into a slot of
the door frame, thus locking the door to the frame. The
movement of the deadbolt can be mechanically obtained,
for example by a rotation of a key inserted into the locking
mechanism. The rotation of the key clockwise, respec-
tively anticlockwise, causes the deadbolt to translate ei-
ther outside the lock mechanism to be inserted into the
slot of the door frame, or inside the lock mechanism. To
switch from the locked state of the door to the unlocked
state of the door, a user has to rotate the key with the
corresponding rotation of the key inside the lock mech-
anism. As an alternative to a rotation of the key, the lock
mechanism may be unlocked by an authorized identifi-
cation key. When it is identified in the vicinity of the lock
mechanism, the authorized identification key may acti-
vate a motor in the lock mechanism that causes the dead-
bolt to translate. Then, to open the door, the user turns
a door knob or pushes a door handle of the door, as
explained before.
[0023] This previous case corresponds to a single-
point lock mechanism (i.e. with a single deadbolt). The
invention similarly applies to a multi-point lock mecha-
nism. A multi-point lock, also known as a safety lock,
provides extra security as it distributes the locking points
(i.e. a plurality of deadbolts) over the entire door. The
most common multi-point lock is the three-point lock com-
posed of a main deadbolt in the center and two other
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bolts at the top and at the bottom actuated by a rod. Some
multi-point locks may have up to ten locking points.
[0024] Figure 1 schematically represents a first em-
bodiment of a locking mechanism 10 according to the
invention. The locking mechanism 10 is configured to
equip an opening unit and to switch from a locked state
to an unlocked state. The locking mechanism 10 com-
prises a processor 15 configured to read an identification
code 12 of an identification key 11 received at the locking
mechanism 10 and configured to cause the locking
mechanism to switch from the locked state to the un-
locked state if the identification code 12 of the at least
one identification key 11 is an authorized code 13 of the
locking mechanism 10. The locking mechanism 10 com-
prises a key hole shaped to accept insertion of a physical
identification key 11. This key hole may take a number
of shapes depending on the shape of the physical iden-
tification key, for example, it could include, but is not lim-
ited to, the following shapes: cylindrical, parallelepipedic
and more generally any shape wherein the section is
quadrilateral, a circle, or an oval and/or a combination of
these shapes (for instance a proximal part of the key hole
with a circular section and an other part with a cubic sec-
tion). In other words the key hole may take various
shapes. The locking mechanism 10 also comprises a me-
chanical actuation lever 14 configured to be moved to
switch between a closed configuration of the opening unit
and an open configuration of the opening unit. The lock
mechanism according to the invention enables a natural
gesture of opening an opening unit by moving a mechan-
ical actuation lever, for example rotating a door knob.
[0025] An authorized person with an authorized key
wishing to open the door inserts the key 11 into the key
hole. Since the key is an authorized key with an author-
ized code of the locking mechanism 10, the processor
causes the locking mechanism 10 to switch from its
locked state to its unlocked state. The deadbolt of the
locking mechanism is now inserted inside the lock mech-
anism 10. The authorized person further moves the me-
chanical actuation lever 14, for example by a rotation,
thus causing the latch of the door to retract. The author-
ized person can then push or pull the door to open it. This
process corresponds to a natural gesture of a human
being willing to open a door.
[0026] The lock mechanism 10 according to the inven-
tion comprises a processor 15 configured to read the
identification code 12 of the at least one identification key
11 and determine if the identification code 12 is an au-
thorized code 13 of the locking mechanism 10. The proc-
essor 15 of the lock mechanism 10 comprises an algo-
rithm that is able to generate a plurality of codes. When
moving an identification key 11 close to the locking mech-
anism 10, (i.e. until about 10 meters of the lock mecha-
nism, for example thanks to the BLE technology (acro-
nym of Bluetooth™ Low Energy technology), one of the
codes generated by the algorithm of the processor 15 is
transmitted from the processor 15 to the identification
key 11. In return, the processor 15 should receive from

the identification key 11 an authorized code, that is to
say an identification code 12 corresponding to the code
transmitted by the processor 15. There is a communica-
tion between the lock mechanism 10 and the identifica-
tion key 11. And if the processor 15 receives from the
identification key 11, as a response to its code, an au-
thorized code, the identification key 11 is considered as
an authorized key for switching the lock mechanism 10
between the locked and unlocked state. The processor
15 may deliver a command if the identification code 12
of the at least one identification key 11 is an authorized
code 13 of the lock mechanism 10. This command may
be an activation of a motor of the lock mechanism 10 to
translate the deadbolt to unlock the door.
[0027] The identity of the identification key may by in-
stance be verified by asymmetrical cryptography. The
algorithm standard used for the asymmetrical cryptogra-
phy is state of the art. This cryptographic system uses
pairs of keys: public keys which may be disseminated
widely, and private keys which are known only to the
owner. This system may accomplish two functions: au-
thentication, which is when the public key is used to verify
that a holder of the paired private key sent the message,
and encryption, whereby only the holder of the paired
private key can decrypt the message encrypted with the
public key. Therefore, each identification key will receive
a public key from the lock mechanism and the lock mech-
anism will keep a public key of each identification. They
are then able to communicate in a secure way, being
sure that the message is encrypted and authenticated,
meaning from an authorized identification key.
[0028] According to the invention, the authorized user
having an identification key under the form of an ordinary
key, as represented in Figure 1, may insert the identifi-
cation key 11 into the key hole. This results in unlocking
the lock mechanism 10. To open the door, the user can
either let the key inserted into the key hole and moving
the mechanical actuation lever 14. Or he can take it back
before moving the mechanical actuation lever 14.
[0029] In Figure 1, the key hole in positioned in the
mechanical actuation lever 14. After the user has inserted
his identification key into the key hole, he may also either
turn the key to make the mechanical actuation lever 14
turn, or turn the mechanical actuation lever 14, the iden-
tification key being either in the key hole or not.
[0030] The invention also applies to a key hole not po-
sitioned in the mechanical actuation lever 14, for example
next to the lever 14. In this configuration, after having
inserted the key into the key hole, the user may chose if
he lets the key in the key hole or not, and then he has to
turn the mechanical actuation lever 14 to retract the latch
of the door to open it. The locking mechanism according
to the invention offers a wide variety of ways to open the
door.
[0031] Furthermore, the key hole may have a particular
shape to limit the access of the key hole to keys only
having the particular complementary shape. But thanks
to the high level of security due to the identification code
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of the key cooperating with the processor, the key hole
may in some embodiments have a very simple shape,
for example be cuboid in shape as depicted in Figure 1.
[0032] The locking mechanism may comprises an in-
terface configured to receive the identification code from
an identification key that is one of a physical identification
key 11 or a virtual identification key, as explained below.
Therefore, the interface may be one of a contact inter-
face, an RF interface such as BT™, NFC™, Wi-Fi™, an
optical interface or an acoustic interface.
[0033] Figure 2 schematically represents a second
embodiment of a locking mechanism 20 according to the
invention. The locking mechanism 20 represented in Fig-
ure 2 is identical to the locking mechanism 10 represent-
ed in Figure 1. In Figure 2, the locking mechanism 20 is
configured to cooperate with an identification key, that
may be either an electronic key as explained before with
the locking mechanism 10, or a remote control 21 such
as an access badge, a smart phone, a tablet, etc. The
remote control 21 may be a smart phone configured to
receive the identification code 22 from an external con-
nection or to generate the identification code. This con-
figuration allows a lot of flexibility in managing the access
to the house while maintaining a high level of security.
[0034] Figure 2 is represents an embodiment of a lock-
ing system 40, incorporating the invention, wherein the
identification key is a remote control and the processor
15 of the lock mechanism 20 is configured to receive from
the remote control 21 the authorized code and deliver a
command to unlock the lock mechanism 20. The remote
control may be a smart phone or a tablet. The commu-
nication between the processor 15 and the remote control
may operate for example through Wi-Fi™, NFC™ or
Bluetooth™. The main advantage of this embodiment is
the flexibility of the control. Indeed it is possible to deliver
the command to unlock the lock mechanism 20 thanks
to the remote control. It is also possible to transfer the
switching control to any other remote controls in case of
need. For example, a person waiting for a postal package
in his absence may send to the postman an authorized
code valid for a predetermined time period. The postman
may use his own smart phone with the downloaded au-
thorized code to unlock the lock mechanism 20, so as to
come in and deliver the postal package. And even if the
postman does not lock the lock mechanism 20 after leav-
ing the house, the processor 15 may be configured to
send to the motor of the lock mechanism 20 the command
to lock the lock mechanism 20, as explained before, thus
ensuring a high level of security, even if a person with a
special authorization had a temporary control of the lock
mechanism 20.This system may also be useful to make
sure the door is locked when you are on your way and
do not remember if you looked the door.
[0035] Figure 3 represents a block diagram of the steps
of a method for switching a locking mechanism from a
locked state to an unlocked state according to the inven-
tion. The method according to the invention comprises
the step 101 of causing the identification key 11, 21 to

cooperate with the locking mechanism 10, 20. The co-
operation of a physical identification key with the locking
mechanism comprises an insertion of the physical key
into the key hole of the locking mechanism and an ex-
change of identification codes between the identification
key and the processor of the locking mechanism. If the
identification key is a remote control, the cooperation only
comprises an exchange of identification codes between
the identification key and the processor of the locking
mechanism. The method further comprises the step 102
of switching the lock mechanism 10, 20 between the
locked state to the unlocked state if an identification code
12, 22 of the identification key 11, 21 is an authorized
code of the locking mechanism 10, 20. And the method
comprises the step 103 of moving the mechanical actu-
ation lever 14, 24 to open the door.
[0036] The method further comprises the step 104 of
reading the identification code 12, 22 of the at least one
identification key 11, 21 by the processor 15, 25, and the
step 105 of determining if the identification code 12, 22
is an authorized code of the locking mechanism 10, 20.
[0037] The processor 15, 25 of the lock mechanism
according to the invention may be configured to check if
the step 101 of cooperating the identification key with the
locking mechanism occurs in an authorized time slot.
This is of particular interest to determine when an author-
ized person may have access to the house.
[0038] An authorized person is for example all day at
his/her office and only expects his child to come home
for lunch between 12 a.m and 1 p.m. The authorized time
slot is set between 12 a.m and 1 p.m. When a key is
inserted into the key hole, the processor 15 checks if the
cooperating of the key with the locking mechanism oc-
curs within an authorized time slot, i.e. between 12 a.m
and 1 p.m. If it is 12.30 a.m, it is in the authorized time
slot when a child is expected to come back home. The
lock mechanism 10 will further determine if the identifi-
cation code sent by the identification key is an authorized
one.
[0039] If it is 11.30 a.m. or 2 p.m., the insertion of the
key into the key hole did not occur within the authorized
time slot. At that time, no one is expected to come back
home. The process of the lock mechanism may send an
alarm in case a temptative to open the door appears dur-
ing this time slot.
[0040] Thanks to the invention, access to house may
be granted only to authorized persons, possibly within
authorized time slots. The lock mechanism according to
the invention enables the user to perform a single and
natural gesture while offering the possibility to have var-
ious identification key types. The lock mechanism ac-
cording to the invention brings more flexibility in its use
compared to existing locks since it is adapted to various
ways to proceed when opening a door, while maintaining
a high level of security.
[0041] The examples disclosed in this specification are
therefore only illustrative of some embodiments of the
invention and may be combined. They do not in any man-
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ner limit the scope of said invention which is defined by
the appended claims.

Claims

1. A locking mechanism (10, 20) configured to equip
an opening unit and to switch from a locked state to
an unlocked state, comprising:

- a processor (15, 25) configured to read an iden-
tification code (12, 22) of an identification key
(11, 21) and configured to cause the locking
mechanism to switch from the locked state to
the unlocked state if the identification code (12,
22) of the at least one identification key (11, 21)
is an authorized code (13, 23) of the locking
mechanism,
- a key hole shaped to accept insertion of a phys-
ical identification key (11),
- a mechanical actuation lever (14, 24) config-
ured to be moved to switch between a closed
configuration of the opening unit and an open
configuration of the opening unit.

2. The locking mechanism (10, 20) of claim 1, compris-
ing an interface configured to receive the identifica-
tion code from an identification key (11, 12) that is
one of a physical identification key (11) or a virtual
identification key.

3. The locking mechanism (10, 20) of claim 2, wherein
the interface is a contact interface, an RF interface,
an optical interface and/or an acoustic interface.

4. The locking mechanism (10, 20) of one of claims 2
to 3, wherein the at least one identification key (11,
21) is one of an electronic key (11) or a remote control
(21).

5. The locking mechanism (20) of claim 4, wherein the
at least one identification key (21) is a smart phone
configured to receive the identification code (22)
from an external connection or to generate the iden-
tification code.

6. The locking mechanism (10, 20) of one of claims 1
to 5, wherein the processor (15, 25) is configured to
determine if the identification code (12, 22) is an au-
thorized code (13, 23) of the locking mechanism.

7. The locking mechanism (10, 20) of claim 6, wherein
the processor (15, 25) comprises an algorithm of
asymmetrical cryptography configured to verify that
the identification code (12, 22) is an authorized code
(13, 23) of the locking mechanism.

8. A method for switching a locking mechanism (10,

20), configured to equip an opening unit, from a
locked state to an unlocked state, with an identifica-
tion key (11, 21), and comprising a mechanical ac-
tuation lever (14, 24) configured to be moved to
switch between a closed configuration of the opening
unit and an open configuration of the opening unit,
the method comprising:

- Causing the identification key (11, 21) to co-
operate with the locking mechanism (10, 20),
- Switching (102) the lock mechanism (10, 20)
between the locked state to the unlocked state
if an identification code (12, 22) of the identifi-
cation key (11, 21) is an authorized code of the
locking mechanism (10, 20),
- Moving (103) the mechanical actuation lever
(14, 24).
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