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(54) METHOD AND APPARATUS FOR ACTIVATING VIRTUAL CARD

(57) The present disclosure relates to a method and
an apparatus for activating a virtual card, pertaining to
the field of terminal technology. The method includes:
displaying (101) an interface for selecting a virtual card
to be activated upon receiving an instruction for display-
ing the interface, the interface for selecting a virtual card
to be activated being configured to display at least two
types of virtual cards; determining (102) a target virtual

card, the target virtual card being a virtual card selected
in the interface for selecting a virtual card to be activated;
if the target virtual card requires authentication, acquiring
(103) information to be authenticated, and if the authen-
tication is passed, activating the target virtual card; and
if the target virtual card does not require authentication,
directly activating (104) the target virtual card.
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Description

TECHNICAL FIELD

[0001] The present disclosure generally relates to the
field of terminal technology, and more particularly, to a
method and an apparatus for activating a virtual card.

BACKGROUND

[0002] With the development of the terminal technolo-
gy, a mobile terminal such as a mobile phone can have
payment function by simulating a bank card or a bus card,
which is referred to as mobile payment.
[0003] The bus card requires convenience, while the
bank card requires convenience and safety. Therefore,
there is a demand for a method for activating a virtual
card which can meet the above requirements of both of
the virtual cards.

SUMMARY

[0004] In order to solve the problems existing in the
related art, the present disclosure provides a method and
an apparatus for activating a virtual card. The technical
solutions are as follows.
[0005] In a first aspect, there is provided a method for
activating a virtual card, which is applied in a terminal.
The method includes the following steps:

displaying an interface for selecting a virtual card to
be activated upon receiving an instruction for dis-
playing the interface, the interface for selecting a vir-
tual card to be activated being configured to display
at least two types of virtual cards;
determining a target virtual card, the target virtual
card being a virtual card selected in the interface for
selecting a virtual card to be activated
if the target virtual card requires authentication, ac-
quiring information to be authenticated, and if the
authentication is passed, activating the target virtual
card; and
if the target virtual card does not require authentica-
tion, directly activating the target virtual card.

[0006] In the embodiment of the present disclosure,
when the terminal stores more than one type of virtual
cards, a selection interface may be provided for the user
to select a virtual card, and the specific payment manner
may be determined accordingly. Therefore, the operation
can be simplified to very few actions.
[0007] In one possible implementation, the method fur-
ther includes:

upon detecting a designated device within a preset
distance to the terminal, triggering the instruction for
displaying the interface; or
upon detecting a designated action with respect to

the terminal, triggering the instruction for displaying
the interface.

[0008] In one possible implementation, after the step
of determining the target virtual card, the method further
includes:

determining whether the target virtual card requires
authentication according to a card identification of
the target virtual card; and
determining the target virtual card requires authen-
tication if the card identification of the target virtual
card belongs to a first type of identifications; and de-
termining the target virtual card does not require au-
thentication if the card identification of the target vir-
tual card belongs to a second type of identifications.

[0009] In one possible implementation, if the target vir-
tual card requires authentication, the step of acquiring
information to be authenticated includes:

if the target virtual card requires authentication, ac-
quiring fingerprint information of a user; and
comparing the acquired fingerprint information with
previously stored fingerprint information, wherein if
the acquired fingerprint information matches with the
previously stored fingerprint information, the authen-
tication is passed; and if the acquired fingerprint in-
formation does not match with the previously stored
fingerprint information, the authentication is not
passed.

[0010] In one possible implementation, if the authenti-
cation is passed, the step of activating the target virtual
card includes:

if the authentication is passed, acquiring corre-
sponding data of the target virtual card from a SE
(Secure Entity) module of the terminal, and sending
the data to a designated device through a NFC mod-
ule of the terminal.

[0011] In one possible implementation, the at least two
types of virtual cards includes a virtual bank card and a
virtual bus card, the virtual bank card requires authenti-
cation, and the virtual bus card does not require authen-
tication.
[0012] In a second aspect, there is provided an appa-
ratus for activating a virtual card, which is applied in a
terminal. The apparatus includes:

a displaying module configured to display an inter-
face for selecting a virtual card to be activated upon
receiving an instruction for displaying the interface,
the interface for selecting a virtual card to be activat-
ed being configured to display at least two types of
virtual cards;
a determining module configured to determine a tar-
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get virtual card, the target virtual card being a virtual
card selected in the interface for selecting a virtual
card to be activated; and
an activating module configured to, if the target vir-
tual card requires authentication, acquire informa-
tion to be authenticated, and if the authentication is
passed, activate the target virtual card; and if the
target virtual card does not require authentication,
directly activate the target virtual card.

[0013] In one possible implementation, the apparatus
further includes:

a triggering module configured to, upon detecting a
designated device within a preset distance to the ter-
minal, trigger the instruction for displaying the inter-
face; or upon detecting a designated action with re-
spect to the terminal, trigger the instruction for dis-
playing the interface.

[0014] In one possible implementation, the apparatus
further includes:

a deciding module configured to determine whether
the target virtual card requires authentication ac-
cording to a card identification of the target virtual
card; determine the target virtual card requires au-
thentication if the card identification of the target vir-
tual card belongs to a first type of identifications; and
determine the target virtual card does not require
authentication if the card identification of the target
virtual card belongs to a second type of identifica-
tions.

[0015] In one possible implementation, the activating
module is configured to, if the target virtual card requires
authentication, acquire fingerprint information of a user;
and compare the acquired fingerprint information with
previously stored fingerprint information, wherein if the
acquired fingerprint information matches with the previ-
ously stored fingerprint information, the authentication is
passed; and if the acquired fingerprint information does
not match with the previously stored fingerprint informa-
tion, the authentication is not passed.
[0016] In one possible implementation, the activating
module is configured to, if the authentication is passed,
acquire corresponding data of the target virtual card from
a SE module of the terminal, and send the data to a des-
ignated device through a NFC module of the terminal.
[0017] In one possible implementation, the at least two
types of virtual cards includes a virtual bank card and a
virtual bus card, the virtual bank card requires authenti-
cation, and the virtual bus card does not require authen-
tication.
[0018] In a third aspect, there is provided an apparatus
for activating a virtual card, which is applied in a terminal.
The apparatus includes:

a processor; and
a memory for storing instructions executable by the
processor;
wherein the processor is configured to perform:

displaying an interface for selecting a virtual card
to be activated upon receiving an instruction for
displaying the interface, the interface for select-
ing a virtual card to be activated being config-
ured to display at least two types of virtual cards;
determining a target virtual card, the target vir-
tual card being a virtual card selected in the in-
terface for selecting a virtual card to be activat-
ed;
if the target virtual card requires authentication,
acquiring information to be authenticated, and
if the authentication is passed, activating the tar-
get virtual card; and
if the target virtual card does not require authen-
tication, directly activating the target virtual card.

[0019] In a fourth aspect, there is provided a computer
program which, when being executed on a processor of
an apparatus for activating a virtual card in a terminal,,
performs the method in the first aspect.
[0020] It is to be understood that both the foregoing
general description and the following detailed description
are exemplary only and are not restrictive of the present
disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] The accompanying drawings, which are incor-
porated in and constitute a part of this specification, il-
lustrate embodiments consistent with the invention and,
together with the description, serve to explain the princi-
ples of the invention.

Fig. 1 is a flow chart illustrating a method for activat-
ing a virtual card according to an exemplary embod-
iment;
Fig. 2 is a flow chart illustrating a method for activat-
ing a virtual card according to an exemplary embod-
iment;
Fig. 3 is a schematic diagram illustrating a display
interface of a virtual card according to an exemplary
embodiment;
Fig. 4 is a block diagram illustrating an apparatus for
activating a virtual card according to an exemplary
embodiment; and
Fig. 5 is a block diagram illustrating an apparatus
500 for activating a virtual card according to an ex-
emplary embodiment.

DETAILED DESCRIPTION

[0022] In order to make the objects, the technical so-
lutions and advantages more clear, the present disclo-
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sure will be described in further detail with reference to
the embodiments and the accompanying drawings.
Here, the illustrative embodiments of the present disclo-
sure and the description thereof are not intended to limit
the present disclosure, but to explain the present disclo-
sure.
[0023] Fig. 1 is a flow chart illustrating a method for
activating a virtual card according to an exemplary em-
bodiment. As shown in Fig. 1, the method for activating
a virtual card may be applied in a terminal, and includes
the following steps.
[0024] At step 101, an interface for selecting a virtual
card to be activated is displayed upon receiving an in-
struction for displaying the interface, the interface for se-
lecting a virtual card to be activated being configured to
display at least two types of virtual cards.
[0025] At step 102, a target virtual card is determined,
the target virtual card being a virtual card selected in the
interface for selecting a virtual card to be activated.
[0026] At step 103, if the target virtual card requires
authentication, information to be authenticated is ac-
quired, and if the authentication is passed, the target vir-
tual card is activated.
[0027] At step 104, if the target virtual card does not
require authentication, the target virtual card is directly
activated.
[0028] In the embodiment of the present disclosure,
when the terminal stores more than one type of virtual
cards, a selection interface may be provided for the user
to select a virtual card, and the specific payment manner
may be determined accordingly. Therefore, the operation
can be simplified to very few actions.
[0029] In one possible implementation, the method fur-
ther includes:

upon detecting a designated device within a preset
distance to the terminal, triggering the instruction for
displaying the interface; or
upon detecting a designated action with respect to
the terminal, triggering the instruction for displaying
the interface.

[0030] In one possible implementation, after the step
of determining the target virtual card, the method further
includes:

determining whether the target virtual card requires
authentication according to a card identification of
the target virtual card; and
determining the target virtual card requires authen-
tication if the card identification of the target virtual
card belongs to a first type of identifications; and de-
termining the target virtual card does not require au-
thentication if the card identification of the target vir-
tual card belongs to a second type of identifications.

[0031] In one possible implementation, if the target vir-
tual card requires authentication, the step of acquiring

information to be authenticated includes:

if the target virtual card requires authentication, ac-
quiring fingerprint information of a user; and
comparing the acquired fingerprint information with
previously stored fingerprint information, wherein if
the acquired fingerprint information matches with the
previously stored fingerprint information, the authen-
tication is passed; and if the acquired fingerprint in-
formation does not match with the previously stored
fingerprint information, the authentication is not
passed.

[0032] In one possible implementation, if the authenti-
cation is passed, the step of activating the target virtual
card includes:

if the authentication is passed, acquiring corre-
sponding data of the target virtual card from a SE
module of the terminal, and sending the data to a
designated device through a NFC module of the ter-
minal.

[0033] In one possible implementation, the at least two
types of virtual cards includes a virtual bank card and a
virtual bus card.
[0034] All of the above alternative technical solutions
may be combined to form other alternative embodiments
of the present disclosure in any manner, and the descrip-
tion thereof will be omitted herein.
[0035] Generally, when a mobile terminal simulates a
bus card, the mobile terminal, with the screen of the mo-
bile terminal locked, can be directly swiped against a turn-
stile of a bus or a subway to pay for the ride of the bus
or the subway. However, if the mobile terminal also stores
a virtual bank card therein, it may impose risk to the safety
of the bank card, since there might be a mobile POS
machine nearby to secretly swipe the virtual bank card
to steal money from the bank card. On the other hand, if
the function of the simulation bus card is disabled, the
user will have to activate the function of the simulation
of the bus card each time the user wants to swipe the
simulated bus card. It can be a complex operation involv-
ing several steps of actions. Therefore, there is a demand
for a method for activating a virtual card, which, in case
where at least a virtual bank card and a virtual bus card
are stored in the mobile terminal, can be a simple oper-
ation involving very few actions while ensuring safety.
[0036] Fig. 2 is a flow chart illustrating a method for
activating a virtual card according to an exemplary em-
bodiment. As shown in Fig. 2, the method for activating
a virtual card may be applied in a terminal, and includes
the following steps.
[0037] At step 201, an interface for selecting a virtual
card to be activated is displayed when an instruction for
displaying the interface is received, the interface for se-
lecting a virtual card to be activated being configured to
display at least two types of virtual cards.
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[0038] In the embodiment of the present disclosure,
the instruction for displaying an interface may be trig-
gered by any one of the following manners.
[0039] In a first manner, when a designated device is
detected as being within a preset distance, the instruction
for displaying an interface is triggered.
[0040] In the embodiment, the designated device re-
fers to a device having a short-distance communication
capability, such as a POS machine, a turnstile, an en-
trance guard machine. Such a designated device may
have a short-distance communication module, such as
a NFC module, a Blue Tooth module or the like. The
above mentioned preset distance may vary depending
on the type of the terminal or the type of the designated
device, which will not be limited in the embodiment of the
present disclosure.
[0041] The designated device may be detected as be-
ing within a preset distance to the terminal through any
one of the following manners. First, the designated de-
vice may act as a master device to provide a radio fre-
quency field during the entire communication process.
When the terminal as a slave device enters the radio
frequency field, the terminal can receive an instruction
sent by the master device. After the master device is
determined as belonging to a designated device accord-
ing to the instruction, it may be determined that a desig-
nated device is detected as being within a preset distance
to the terminal. The instruction may be a payment receiv-
ing instruction (such as in case of a POS machine or a
bus card machine), a discovery instruction (such as in
case of a POS machine), or an identity-information re-
trieving instruction (such as in case of an entrance guard
machine), and so on.
[0042] In a second manner, when a designated action
with respect to the terminal is detected, the instruction
for displaying an interface is triggered.
[0043] The designated action may be a gesture, such
as a triggering action on the screen of the terminal, or a
triggering action on a designated component of the ter-
minal, or the like. The triggering action can be of various
forms, which will not be limited in the embodiment of the
present disclosure. For example, the triggering action
may be successive clicks, extended press, and so on.
The designated action may also be a triggering action on
a designated shortcut icon provided by the terminal, and
the designated shortcut icon may invoke an interface for
selecting a virtual card to be activated.
[0044] In the embodiment, the interface for selecting a
virtual card to be activated may present at least two types
of virtual cards, for example, a virtual bank card and a
virtual bus card. Both the two types of virtual cards may
be displayed with previously stored card faces. The vir-
tual bank card is associated with a bank account corre-
sponding to the virtual bank card, such that interaction
may be conducted with a server for the virtual bank card
to implement operations such as payment. Generally, for
sake of payment safety, the virtual bank card stores iden-
tification information of the account owner, which re-

quires a high level of privacy and safety. The virtual bus
card may be associated with an amount of money
charged in by the user. The virtual bus card may not
involve personal information of the account owner, which
requires a low level of privacy. The payment of the virtual
bus card may be conducted without a server, and may
be implemented just in response to a payment receiving
instruction. For example, upon receipt of an instruction
for receiving a payment of 2 Yuan, the stored amount of
money of the virtual bus card may be directly deducted
by 2 Yuan.
[0045] The above at least two types of virtual cards
may be stored in a Secure Element (SE) of the terminal,
to improve safety and avoid malicious access.
[0046] At step 202, a target virtual card is determined,
the target virtual card is a virtual card selected in the
interface for selecting a virtual card to be activated.
[0047] The interface for selecting a virtual card to be
activated may be one as shown in Fig. 3. When it is de-
tected that a trigger action is performed by the user with
respect to any of the virtual cards in the interface for se-
lecting a virtual card to be activated, it may be considered
that the user has selected the virtual card to be activated,
and the virtual card corresponding to the trigger action
may be determined as the target virtual card.
[0048] In the embodiment, the trigger action may be a
click, double clicks, an extended press and so on, which
is not limited in the embodiment of the present disclosure.
[0049] At step 203, it is determined whether the target
virtual card requires authentication according to a card
identification of the target virtual card.
[0050] In the embodiment of the present disclosure,
the determining process may include: when the card
identification of the target virtual card belongs to a first
type of identifications, it is determined that the target vir-
tual card requires authentication; and when the card iden-
tification of the target virtual card belongs to a second
type of identifications, it is determined that the target vir-
tual card does not require authentication. It should be
noted that, each virtual card has a corresponding card
identification for uniquely identifying the virtual card. The
first type of identifications may be used to identify virtual
bank cards, and the second type of identifications may
be used to identify virtual bus cards. However, the card
identification may also belong to a third type of identifi-
cations or other identifications, which is not limited in the
embodiment of the present disclosure.
[0051] It should be noted that, the logic of the determi-
nation may be stored in a Trusted Execution Environment
(TEE). After the target virtual card is determined, the card
identification of the target virtual card may be transmitted
into the TEE, and the TEE will perform the determination
according to the card identification. Since the TEE is a
trusted operation system on the terminal which has safety
processing capability and supports peripheral operation,
it can improve the safety level of the determination by
storing the logic of the determination in the TEE and per-
forming the determination by the TEE.
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[0052] At step 204, if the target virtual card requires
authentication, fingerprint information of the user is ac-
quired, the acquired fingerprint information is compared
with previously stored fingerprint information, when the
acquired fingerprint information matches with the previ-
ously stored fingerprint information, the authentication is
passed, and step 205 is performed; when the acquired
fingerprint information does not match with the previously
stored fingerprint information, the authentication is not
passed, and the process of the method ends.
[0053] When the card identification of the target virtual
card belongs to the first type of identifications, it means
that the target virtual card requires a high safety level,
and fingerprint authentication may be provided for the
target virtual card. For virtual cards of the first type of
identifications, various virtual cards with different card
identifications may correspond to different stored finger-
print information, to further improve safety level. Howev-
er, the same fingerprint information may also be stored
for virtual cards with different identifications. In this case,
each of the virtual cards of the first type of identifications
may be verified with the same finger, which can be con-
venient for the user.
[0054] It should be noted that, the fingerprint authen-
tication may also be performed in the TEE, which will not
be limited in the embodiment of the present disclosure.
In practical application, the authentication may be pass-
word authentication or other forms of authentication
based on biometric identification technique such as voice
authentication, iris authentication, etc. For example, for
voice authentication, the user may record a voice in ad-
vance, the terminal may extract voiceprint information of
the user from the voice and store the extracted voiceprint
information. In subsequent authentication, the similar
voiceprint extraction may be performed, and the extract-
ed voiceprint information may be compared with the
stored voiceprint information. For the iris authentication,
the iris information of the user may be acquired in ad-
vance, and the iris information may be stored and used
in authentication similar to the above authentication,
which will not be elaborated herein.
[0055] At step 205, after the authentication is passed,
corresponding data of the target virtual card is acquired
from the SE module of the terminal, and the data is sent
to a designated device through a NFC module of the ter-
minal.
[0056] At the above steps 204-205, authentication in-
formation to be authenticated is acquired, and after the
authentication is passed, the target virtual card is acti-
vated. The step 205 is actually a card simulation process.
For short distance communication, after the authentica-
tion is passed on the terminal, the card simulation func-
tion is activated to simulate the target virtual card. That
is, the data of the virtual card is sent to a short-distance
communication module, and then sent to the designated
device through the short-distance communication mod-
ule. In the embodiment, the data of the virtual card may
include information such as a bank account correspond-

ing to the virtual card for performing a payment operation.
[0057] At step 206, if the target virtual card does not
require authentication, the target virtual card is directly
activated.
[0058] When the card identification of the target virtual
card belongs to the second type of identifications, it
means the target virtual card requires a relatively low
safety level. In this case, the card simulation function may
be directly activated to simulate the target virtual card.
That is, the data of the virtual card is sent to a short-
distance communication module, and then sent to the
designated device through the short-distance communi-
cation module.
[0059] However, alternatively to the above sending
process, the designated device may read data from the
NFC module of the terminal. This is not limited in the
embodiment of the present disclosure.
[0060] In the embodiment of the present disclosure,
before the designated device is detected, the card sim-
ulation function of the terminal is in a disabled state. Only
when a designated device is detected in the vicinity of
the terminal, the selection interface will be displayed, and
it is determined how to activate a virtual card depending
on the virtual card selected by the user. In this way, the
operation can be simplified to very few actions while en-
suring safety. In particular, in the embodiment, when the
virtual cards include a virtual bank card and a virtual bus
card, the user may select to activate the virtual bank card
or the virtual bus card. When the user selects the virtual
bank card, authentication is required to be passed before
the card simulation function is activated to simulate the
virtual bank card, that is, to activate the card. When the
user selects the virtual bus card, the authentication is not
required, and the card simulation function may be directly
activated to simulate the virtual bus card. This can sig-
nificantly improve the efficiency of the user operation.
[0061] In the embodiment of the present disclosure,
when the terminal stores more than one type of virtual
cards, a selection interface may be provided for the user
to select a virtual card, and the specific payment manner
may be determined accordingly. Therefore, the operation
can be simplified to very few actions. In addition, corre-
sponding process may be performed depending on spe-
cific safety requirements of payment, therefore, the op-
eration can ensure safety while being simplified to very
few actions.
[0062] Fig. 4 is a block diagram illustrating an appara-
tus for activating a virtual card according to an exemplary
embodiment. The apparatus may be applied in or oper-
ated in a terminal. As shown in Fig. 4, the apparatus
includes:

a displaying module 401 configured to display an
interface for selecting a virtual card to be activated
upon receiving an instruction for displaying the inter-
face, the interface for selecting a virtual card to be
activated being configured to display at least two
types of virtual cards;

9 10 
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a determining module 402 configured to determine
a target virtual card, the target virtual card being a
virtual card selected in the interface for selecting a
virtual card to be activated; and
an activating module 403 configured to, if the target
virtual card requires authentication, acquire informa-
tion to be authenticated, and if the authentication is
passed, activate the target virtual card; and if the
target virtual card does not require authentication,
directly activate the target virtual card.

[0063] In one possible implementation, the apparatus
further includes:

a triggering module configured to, upon detecting a
designated device within a preset distance to the ter-
minal, trigger the instruction for displaying the inter-
face; or upon detecting a designated action with re-
spect to the terminal, trigger the instruction for dis-
playing the interface.

[0064] In one possible implementation, the apparatus
further includes:

a deciding module configured to determine whether
the target virtual card requires authentication ac-
cording to a card identification of the target virtual
card; determine the target virtual card requires au-
thentication if the card identification of the target vir-
tual card belongs to a first type of identifications; and
determine the target virtual card does not require
authentication if the card identification of the target
virtual card belongs to a second type of identifica-
tions.

[0065] In one possible implementation, the activating
module is configured to, if the target virtual card requires
authentication, acquire fingerprint information of a user;
and compare the acquired fingerprint information with
previously stored fingerprint information, wherein if the
acquired fingerprint information matches with the previ-
ously stored fingerprint information, the authentication is
passed; and if the acquired fingerprint information does
not match with the previously stored fingerprint informa-
tion, the authentication is not passed.
[0066] In one possible implementation, the activating
module is configured to, if the authentication is passed,
acquire corresponding data of the target virtual card from
a SE module of the terminal, and send the data to a des-
ignated device through a NFC module of the terminal.
[0067] In one possible implementation, the at least two
types of virtual cards includes a virtual bank card and a
virtual bus card, the virtual bank card requires authenti-
cation, and the virtual bus card does not require authen-
tication.
[0068] With respect to the apparatus in the above em-
bodiment, the specific manners for performing opera-
tions for individual modules therein have been described

in detail in the embodiments regarding the relevant meth-
od, which will not be elaborated herein.
[0069] It should be noted that, activating a virtual card
performed on by the apparatus for activating a virtual
card according to the above-described embodiment, is
only illustrated by example of divided functional modules
as the above-mentioned. While in practical application,
the above functions may be assigned to different mod-
ules as desired, that is, the internal structure of the ap-
paratus may be divided into different functional modules,
so as to attain all or part of the functions described above.
In addition, the method and the apparatus for activating
a virtual card according to the above-described embod-
iments belong to the same conception, therefore, the de-
tailed implementing processes of the apparatus may re-
fer to those of the embodiments of the method, and the
detailed description of which are not given herein any
more.
[0070] Fig. 5 is a block diagram illustrating an appara-
tus 500 for activating a virtual card according to an ex-
emplary embodiment. For example, the apparatus 500
may be a mobile phone, a computer, a digital broadcast
terminal, a messaging device, a gaming console, a tablet,
a medical device, exercise equipment, a personal digital
assistant, and the like.
[0071] Referring to Fig. 5, the apparatus 500 can in-
clude one or more of the following components: a
processing component 502, a memory 504, a power
component 506, a multimedia component 508, an audio
component 510, an input/output (I/O) interface 512, a
sensor component 514, and a communication compo-
nent 516.
[0072] The processing component 502 typically con-
trols overall operations of the apparatus 500, such as the
operations associated with display, telephone calls, data
communications, camera operations, and recording op-
erations. The processing component 502 can include one
or more processors 520 to execute instructions to per-
form all or part of the steps in the above described meth-
ods. Moreover, the processing component 502 can in-
clude one or more modules which facilitate the interaction
between the processing component 502 and other com-
ponents. For instance, the processing component 502
can include a multimedia module to facilitate the interac-
tion between the multimedia component 508 and the
processing component 502.
[0073] The memory 504 is configured to store various
types of data to support the operation of the apparatus
500. Examples of such data include instructions for any
applications or methods operated on the apparatus 500,
contact data, phonebook data, messages, pictures, vid-
eo, etc. The memory 504 can be implemented using any
type of volatile or non-volatile memory devices, or a com-
bination thereof, such as a static random access memory
(SRAM), an electrically erasable programmable read-on-
ly memory (EEPROM), an erasable programmable read-
only memory (EPROM), a programmable read-only
memory (PROM), a read-only memory (ROM), a mag-
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netic memory, a flash memory, a magnetic or optical disk.
[0074] The power component 506 provides power to
various components of the apparatus 500. The power
component 506 can include a power management sys-
tem, one or more power sources, and any other compo-
nents associated with the generation, management, and
distribution of power in the apparatus 500.
[0075] The multimedia component 508 includes a
screen providing an output interface between the appa-
ratus 500 and the user. In some embodiments, the screen
can include a liquid crystal display (LCD) and a touch
panel (TP). If the screen includes the touch panel, the
screen can be implemented as a touch screen to receive
input signals from the user. The touch panel includes one
or more touch sensors to sense touches, swipes, and
gestures on the touch panel. The touch sensors can not
only sense a boundary of a touch or swipe action, but
also sense a period of time and a pressure associated
with the touch or swipe action. In some embodiments,
the multimedia component 508 includes a front camera
and/or a rear camera. The front camera and the rear cam-
era can receive an external multimedia datum while the
apparatus 500 is in an operation mode, such as a pho-
tographing mode or a video mode. Each of the front cam-
era and the rear camera can be a fixed optical lens system
or have focus and optical zoom capability.
[0076] The audio component 510 is configured to out-
put and/or input audio signals. For example, the audio
component 510 includes a microphone ("MIC") config-
ured to receive an external audio signal when the appa-
ratus 500 is in an operation mode, such as a call mode,
a recording mode, and a voice recognition mode. The
received audio signal can be further stored in the memory
504 or transmitted via the communication component
516. In some embodiments, the audio component 510
further includes a speaker to output audio signals.
[0077] The I/O interface 512 provides an interface be-
tween the processing component 502 and peripheral in-
terface modules, such as a keyboard, a click wheel, but-
tons, and the like. The buttons can include, but are not
limited to, a home button, a volume button, a starting
button, and a locking button.
[0078] The sensor component 514 includes one or
more sensors to provide status assessments of various
aspects of the apparatus 500. For instance, the sensor
component 514 can detect an open/closed status of the
apparatus 500, relative positioning of components, e.g.,
the display and the keypad, of the apparatus 500, a
change in position of the apparatus 500 or a component
of the apparatus 500, a presence or absence of user
contact with the apparatus 500, an orientation or an ac-
celeration/deceleration of the apparatus 500, and a
change in temperature of the apparatus 500. The sensor
component 514 can include a proximity sensor config-
ured to detect the presence of nearby objects without
any physical contact. The sensor component 514 can
also include a light sensor, such as a CMOS or CCD
image sensor, for use in imaging applications. In some

embodiments, the sensor component 514 can also in-
clude an accelerometer sensor, a gyroscope sensor, a
magnetic sensor, a pressure sensor, or a temperature
sensor.
[0079] The communication component 516 is config-
ured to facilitate communication, wired or wirelessly, be-
tween the apparatus 500 and other devices. The appa-
ratus 500 can access a wireless network based on a com-
munication standard, such as WiFi, 2G, or 3G, or a com-
bination thereof. In one exemplary embodiment, the com-
munication component 516 receives a broadcast signal
or broadcast associated information from an external
broadcast management system via a broadcast channel.
In one exemplary embodiment, the communication com-
ponent 516 further includes a near field communication
(NFC) module to facilitate short-range communications.
For example, the NFC module can be implemented
based on a radio frequency identification (RFID) technol-
ogy, an infrared data association (IrDA) technology, an
ultra-wideband (UWB) technology, a Bluetooth (BT)
technology, and other technologies.
[0080] In exemplary embodiments, the apparatus 500
can be implemented with one or more application specific
integrated circuits (ASICs), digital signal processors
(DSPs), digital signal processing devices (DSPDs), pro-
grammable logic devices (PLDs), field programmable
gate arrays (FPGAs), controllers, micro-controllers, mi-
croprocessors, or other electronic components, for per-
forming the above described methods.
[0081] In exemplary embodiments, there is also pro-
vided a non-transitory computer-readable storage medi-
um including instructions, such as included in the mem-
ory 504, executable by the processor 520 in the appara-
tus 500, for performing the above-described methods.
For example, the non-transitory computer-readable stor-
age medium can be a ROM, a RAM, a CD-ROM, a mag-
netic tape, a floppy disc, an optical data storage device,
and the like.
[0082] A non-transitory computer readable storage
medium, when instructions in the storage medium are
executed by the processor of the mobile terminal, the
mobile terminal is activated to perform the method for
activating a virtual card according to the embodiments
as shown in Figs. 1 or 2.

Claims

1. A method for activating a virtual card, which is ap-
plied in a terminal, characterized in that the method
comprises the following steps:

displaying (101) an interface for selecting a vir-
tual card to be activated upon receiving an in-
struction for displaying the interface, the inter-
face for selecting a virtual card to be activated
being configured to display at least two types of
virtual cards;
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determining (102) a target virtual card, the target
virtual card being a virtual card selected in the
interface for selecting a virtual card to be acti-
vated;
when the target virtual card requires authentica-
tion, acquiring (103) information to be authenti-
cated, and when the authentication is passed,
activating the target virtual card; and
when the target virtual card does not require au-
thentication, directly activating (104) the target
virtual card.

2. The method of claim 1, wherein the method further
comprises:

upon detecting a designated device within a pre-
set distance to the terminal, triggering the in-
struction for displaying the interface; or
upon detecting a designated action with respect
to the terminal, triggering the instruction for dis-
playing the interface.

3. The method of claim 1 or 2, wherein after the step
of determining (102) the target virtual card, the meth-
od further comprises:

determining whether the target virtual card re-
quires authentication according to a card iden-
tification of the target virtual card; and
determining the target virtual card requires au-
thentication when the card identification of the
target virtual card belongs to a first type of iden-
tifications; and
determining the target virtual card does not re-
quire authentication when the card identification
of the target virtual card belongs to a second
type of identifications.

4. The method of any one of claims 1 to 3, wherein
when the target virtual card requires authentication,
the step of acquiring (103) information to be authen-
ticated comprises:

when the target virtual card requires authentica-
tion, acquiring fingerprint information of a user;
and
comparing the acquired fingerprint information
with previously stored fingerprint information,
wherein when the acquired fingerprint informa-
tion matches with the previously stored finger-
print information, the authentication is passed;
and when the acquired fingerprint information
does not match with the previously stored fin-
gerprint information, the authentication is not
passed.

5. The method of any one of claims 1 to 4, wherein
when the authentication is passed, the step of acti-

vating the target virtual card comprises:

when the authentication is passed, acquiring
corresponding data of the target virtual card from
a SE module of the terminal, and sending the
data to a designated device through a NFC mod-
ule of the terminal.

6. The method of any one of claims 1 to 5, wherein the
at least two types of virtual cards comprises a virtual
bank card and a virtual bus card, the virtual bank
card requires authentication, and the virtual bus card
does not require authentication.

7. An apparatus for activating a virtual card, which is
applied in a terminal, characterized in that the ap-
paratus comprises:

a displaying module (401) configured to display
an interface for selecting a virtual card to be ac-
tivated upon receiving an instruction for display-
ing the interface, the interface for selecting a vir-
tual card to be activated being configured to dis-
play at least two types of virtual cards;
a determining module (402) configured to deter-
mine a target virtual card, the target virtual card
being a virtual card selected in the interface for
selecting a virtual card to be activated; and
an activating module (403) configured to, when
the target virtual card requires authentication,
acquire information to be authenticated, and
when the authentication is passed, activate the
target virtual card; and when the target virtual
card does not require authentication, directly ac-
tivate the target virtual card.

8. The apparatus of claim 7, wherein the apparatus fur-
ther comprises:

a triggering module configured to, upon detect-
ing a designated device within a preset distance
to the terminal, trigger the instruction for display-
ing the interface; or
upon detecting a designated action with respect
to the terminal, trigger the instruction for display-
ing the interface.

9. The apparatus of claim 7 or 8, wherein the apparatus
further comprises:

a deciding module configured to determine
whether the target virtual card requires authen-
tication according to a card identification of the
target virtual card; determine the target virtual
card requires authentication when the card iden-
tification of the target virtual card belongs to a
first type of identifications; and determine the
target virtual card does not require authentica-

15 16 



EP 3 261 037 A1

10

5

10

15

20

25

30

35

40

45

50

55

tion when the card identification of the target vir-
tual card belongs to a second type of identifica-
tions.

10. The apparatus of any one of claims 7 to 9, wherein
the activating module (403) is configured to, when
the target virtual card requires authentication, ac-
quire fingerprint information of a user; and compare
the acquired fingerprint information with previously
stored fingerprint information, wherein when the ac-
quired fingerprint information matches with the pre-
viously stored fingerprint information, the authenti-
cation is passed; and when the acquired fingerprint
information does not match with the previously
stored fingerprint information, the authentication is
not passed.

11. The apparatus of any one of claims 7 to 10, wherein
the activating module (403) is configured to, when
the authentication is passed, acquire corresponding
data of the target virtual card from a SE module of
the terminal, and send the data to a designated de-
vice through a NFC module of the terminal.

12. The apparatus of any one of claims 7 to 11, wherein
the at least two types of virtual cards comprises a
virtual bank card and a virtual bus card, the virtual
bank card requires authentication, and the virtual bus
card does not require authentication.

13. An apparatus (500) for activating a virtual card, which
is applied in a terminal, characterized in that the
apparatus comprises:

a processor (520); and
a memory (504) for storing instructions execut-
able by the processor (520);
wherein the processor (520) is configured to per-
form:

displaying an interface for selecting a virtual
card to be activated upon receiving an in-
struction for displaying the interface, the in-
terface for selecting a virtual card to be ac-
tivated being configured to display at least
two types of virtual cards;
determining a target virtual card, the target
virtual card being a virtual card selected in
the interface for selecting a virtual card to
be activated;
when the target virtual card requires au-
thentication, acquiring information to be au-
thenticated, and when the authentication is
passed, activating the target virtual card;
and
when the target virtual card does not require
authentication, directly activating the target
virtual card.

14. A computer program which, when being executed
on a processor (520) of an apparatus (500) for acti-
vating a virtual card in a terminal, performs the meth-
od of any of claims 1-6.
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