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(54) A MEMORY

(57) According to one embodiment, a memory in-
cludes a first storage region capable of storing first key
(NKey) information, and secret identification information
(SecretID) unique to the authenticate, reading and writing

data from and to the first storage region from an outside
of the authenticatee being inhibited at least after the au-
thenticatee is shipped.
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Description

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is based upon and claims the
benefit of priority from prior Japanese Patent Application
No. 2011-265281, filed December 2, 2011, the entire
contents of which are incorporated herein by reference.

FIELD

[0002] Embodiments described herein relate generally
to a device to be authenticated and an authentication
method therefor.

BACKGROUND

[0003] In general, in fields of information security, a
method using mutually shared secret information and an
encryptor is adopted as means for certifying one’s own
authenticity.
[0004] For example, in an IC card (Smart Card), etc.,
which are used for electronic settlement, an ID and secret
information for individualizing the IC card are stored in
an IC in the card. Further, the IC card has a cipher
processing function for executing authentication based
on the ID and secret information.
[0005] In another example, an authentication method
called Content Protection for Recordable Media (CPRM)
is specified as means for certifying authenticity of an SD
(registered trademark) card in protection of copyrighted
contents.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006]

FIG. 1 is a block diagram showing a configuration
example of a memory system according to a first
embodiment;
FIG. 2 is a flow chart showing an authentication flow
of the memory system according to the first embod-
iment;
FIG. 3 is a diagram showing a configuration example
of an encrypted FKey bundle (FKB) according to the
first embodiment;
FIG. 4 is a block diagram showing a configuration
example of the memory system according to the first
embodiment;
FIG. 5 is a diagram illustrating a write process of
secret information by a NAND manufacturer accord-
ing to the first embodiment;
FIG. 6 is a flow chart showing a process in FIG. 5;
FIG. 7 is a diagram illustrating a write process of FKB
by a card manufacturer according to the first embod-
iment;
FIG. 8 is a flow chart showing a process in FIG. 7;
FIG. 9 is a diagram showing an authenticatee ac-

cording to a first modification;
FIG. 10 is a block diagram showing a system down-
loading FKB according to the first modification;
FIG. 11 is a flow chart showing a flow of downloading
FKB according to the first modification;
FIG. 12 and FIG. 13 are block diagrams showing a
configuration example of a memory system accord-
ing to second and third embodiments, respectively;
FIG. 14 is a flow chart showing the authentication
flow of the memory system according to the third
embodiment;
FIG. 15 is a block diagram showing a configuration
example of a memory system according to a fourth
embodiment;
FIG. 16 is a flow chart showing the authentication
flow of the memory system according to the fourth
embodiment;
FIG. 17 is a block diagram showing a configuration
example of function control according to the third or
fourth embodiment;
FIG. 18 is a block diagram showing an overall con-
figuration example of a NAND chip according to a
fifth embodiment;
FIG. 19 is an equivalent circuit diagram showing a
configuration example of one block of the NAND chip
in FIG. 18;
FIG. 20A, 20B, 20C, and 20D are block diagrams
showing configuration examples of a cell array ac-
cording to the fifth embodiment;
FIG. 21 is a diagram showing read-only data in a
ROM block according to the fifth embodiment;
FIGS. 22, 23, 24, and 25 are block diagrams showing
first, second, third, and fourth configuration exam-
ples of ECC;
FIG. 26 is a diagram showing confidential data in a
confidential block according to the fifth embodiment;
FIG. 27 is a diagram showing an example of an ac-
cess control pattern according to the fifth embodi-
ment;
FIG. 28 is a block diagram showing a usage example
of the access control pattern according to the fifth
embodiment;
FIG. 29 is a diagram showing a test flow according
to the fifth embodiment;
FIG. 30 is a diagram showing a data erasure flow
according to the fifth embodiment;
FIG. 31 is a block diagram showing a configuration
example of a NAND chip according to a sixth em-
bodiment;
FIG. 32 and FIG. 33 are diagrams showing first and
second operation flows of the NAND chip according
to the sixth embodiment;
FIG. 34 is a diagram showing a test flow according
to the sixth embodiment;
FIG. 35 is a diagram showing an inspection flow of
hidden information according to the sixth embodi-
ment;
FIGS. 36A and 36B are timing charts showing a com-
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mand mapping example according to a seventh em-
bodiment;
FIGS. 37A and 37B are timing charts showing a com-
mand mapping example (Set/Get feature com-
mands) according to the seventh embodiment;
FIG. 38 is a diagram showing a configuration exam-
ple of a memory card according to an eighth embod-
iment;
FIG. 39 is a diagram showing a first application ex-
ample to content protection according to the eighth
embodiment;
FIG. 40 and FIG. 41 are diagrams showing first and
second application examples to the HDD according
to the eighth embodiment;
FIG. 42, 43, and 44 are diagrams showing second,
third, and fourth application examples to the content
protection according to the eighth embodiment;
FIG. 45 is a block diagram showing a configuration
example of a sense amplifier according to a second
modification and a peripheral circuit thereof; and
FIG. 46 is an equivalent circuit diagram of the sense
amplifier and a data cache in FIG. 45.

DETAILED DESCRIPTION

[0007] In general, according to one embodiment,

1. A device to be authenticated comprising:

a first memory area being used to store a first
key (NKey) and secret identification information
(SecretID) unique to the device, the first memory
area being prohibited from being read and writ-
ten from outside of the device at least after ship-
ping;
a second memory area being used to store en-
crypted secret identification information (E-Se-
cretID) generated by encrypting the secret iden-
tification information (SecretID), the second
memory area being required to be read-only
from outside of the device;
a third memory area being required to be read-
able and writable from outside of the device;
a first data generator configured to generate a
second key (HKey) by encrypting a number
(host constant (HC), numeric value, information
of number) with the first key (NKey) in AES op-
eration;
a second data generator configured to generate
a session key (SKey) by encrypting a random
number (RN) with the second key (HKey) in AES
operation;
a one-way function processor configured to gen-
erate an authentication information (Oneway-
ID) by calculating (processing) the secret iden-
tification information (SecretID) with the session
key (SKey) in one-way function operation; and
a data output interface configured to output the

encrypted secret identification information(E-
SecretID) and the authentication information
(Oneway-ID) to outside of the device.

2. A device to be authenticated comprising:

a first memory area being used to store a first
key (NKey) and secret identification information
(SecretID) unique to the device, the first memory
area being prohibited from being read and writ-
ten from outside of the device at least after ship-
ping;
a second memory area being used to store en-
crypted secret identification information (E-Se-
cretID) generated by encrypting the secret iden-
tification information (SecretID), the second
memory area being required to be read-only
from outside of the device;
a third memory area being required to be read-
able and writable from outside of the device;
a first data generator configured to generate a
second key (HKey) by encrypting a number with
the first key (NKey);
a second data generator configured to generate
a session key (SKey) by encrypting a random
number (RN) with the second key (HKey);
a one-way function processor configured to gen-
erate an authentication information (Oneway-
ID) by calculating the secret identification infor-
mation (SecretID) with the session key (SKey)
in one-way function operation; and
a data output interface configured to output the
encrypted secret identification information(E-
SecretID) and the authentication information
(Oneway-ID) to outside of the device.

3. A device to be authenticated comprising:

a first memory area being used to store a first
key (NKey) and secret identification information
(SecretID) unique to the device;
a second memory area being used to store en-
crypted secret identification information (E-Se-
cretID) generated by encrypting the secret iden-
tification information (SecretID);
a first data generator configured to generate a
second key (HKey) by encrypting a number with
the first key (NKey) in AES operation;
a second data generator configured to generate
a session key (SKey) by encrypting a random
number (RN) with the second key (HKey) in AES
operation;
a one-way function processor configured to gen-
erate an authentication information (Oneway-
ID) by calculating the secret identification infor-
mation (SecretID) with the session key (SKey)
in one-way function operation; and
a data output interface configured to output the
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encrypted secret identification information(E-
SecretID) and the authentication information
(Oneway-ID) to outside of the device.

4. A device to be authenticated comprising:

a first memory area being used to store a first
key (NKey) and unique secret identification in-
formation (SecretID), the first memory area be-
ing restricted from being read and written from
outside;
a second memory area being used to store en-
crypted secret identification information (E-Se-
cretID) generated by encrypting the secret iden-
tification information (SecretID), the second
memory area being allowed to be read-only from
outside;
a third memory area being readable and writable
from outside;
a first data generator configured to generate a
second key (HKey) by using the first key (NKey);
a second data generator configured to generate
a session key (SKey) by using the second key
(HKey); and
a one-way function processor configured to gen-
erate an authentication information by calculat-
ing the secret identification information with the
session key in one-way function operation,
wherein the encrypted secret identification infor-
mation (E-SecretID) and the authentication in-
formation (Oneway-ID) are output to outside.

5. A device to be authenticated comprising:

a memory area being used to store a first key
(NKey), unique secret identification information
(SecretID), and encrypted secret identification
information (E-SecretID), the encrypted secret
identification information (E-SecretID) being
generated by encrypting the secret identification
information (SecretID), the first key (NKey) and
the secret identification information (SecretID)
being prohibited from being read from outside,
the encrypted secret identification information
(E-SecretID) being readable from outside;
a data generator configured to generate a ses-
sion key (SKey) by using a second key (HKey),
the second key (HKey) being generated based
on the first key (NKey); and
a one-way function processor configured to gen-
erate an authentication information by calculat-
ing the secret identification information (Secre-
tID) with the session key (SKey) in one-way
function operation.

6. An authentication method comprising:

generating a second key (HKey) based on ABS

(by processing AES operation) with the first key
(NKey), the first key being stored in a memory
and being prohibited from being read from out-
side;
generating a session key (SKey) based on ABS
with the second key (HKey);
generating first authentication information (One-
way-ID) by calculating secret identification infor-
mation (SecretID) with the session key (SKey)
in one-way function operation, the secret iden-
tification information (SecretID) being stored in
a memory and being prohibited from being read
from outside;
transmitting encrypted secret identification in-
formation (E-SecretID) to an external device and
receiving second authentication information
(Oneway-ID) from the external device, the en-
crypted secret identification information (E-Se-
cretID) being stored in a memory and readable,
the second authentication information (One-
way-ID) being generated based on the encrypt-
ed secret identification information (E-Secre-
tID); and
determining whether the first authentication in-
formation and the second authentication infor-
mation match.

7. A manufacturing method of a device to be authen-
ticated, wherein the device includes a first memory
area which is prohibited from data-reading and data-
writing after shipping from a memory vendor; a sec-
ond memory area which is allowed to data-read from
outside after shipping from the memory vendor; and
a third memory area which is allowed to data-read
and data-write from outside after sipping from the
memory vendor,
the method comprising:

storing, by the memory vendor, first key (NKey)
and secret identification information unique to
the device into the first memory area, and stor-
ing, by the memory vendor, encrypted secret
identification information (E-SecretID) generat-
ed by encrypting the secret identification infor-
mation (SecretID) into the second memory area;
and
storing, by a vendor different from the memory
vendor, a family key block (FKB) into the third
memory area, the family key block (FKB) gen-
erating information to allow to decrypt the en-
crypted secret identification information (E-Se-
cretID).

7.1 A manufacturing method of a device to be au-
thenticated, wherein the device includes a first mem-
ory area which is prohibited from data-reading and
data-writing after shipping from a first manufacturing
unit; a second memory area which is allowed to data-
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read from outside after shipping from the first man-
ufacturing unit; and a third memory area which is
allowed to data-read and data-write from outside af-
ter sipping from the first manufacturing unit,
the method comprising:

storing, by the memory vendor, first key (NKey)
and secret identification information unique to
the device into the first memory area, and stor-
ing, by the memory vendor, encrypted secret
identification information (E-SecretID) generat-
ed by encrypting the secret identification infor-
mation (SecretID) into the second memory area;
and
storing, by a second manufacturing unit, a family
key block (FKB) into the third memory area, the
family key block (FKB) generating information
to allow to decrypt the encrypted secret identifi-
cation information (E-SecretID).

8. A device comprising:

a memory being used to store a host identifica-
tion key (IDKey), a number, and a first key
(HKey), the first key (HKey) being generated
based on the number;
a first generator configured to decrypt a family
key block read from an external device with the
host identification key (IDKey) to generate a
family key (FKey);
a second generator configured to decrypt en-
crypted secret identification information (E-Se-
cretID) read from the external device with the
family key (FKey) to generate a secret identifi-
cation information (SecretID);
a third generator configured to generate a ran-
dom number (RN);
a fourth generator configured to generate a ses-
sion key (SKey) by using the first key (HKey)
and the random number (RN);
a fifth generator configured to generate a first
authentication information (Oneway-ID) by cal-
culating the secret identification information (Se-
cretID) with the session key (SKey) in one-way
function operation; and
a verification unit configured to determine
whether the first authentication information
(Oneway-ID) and a second authentication infor-
mation (Oneway-ID) match, the second authen-
tication information (Oneway-ID) being generat-
ed by the external device with the number trans-
mitted to the external device.

9. A method of authenticating a device by an authen-
ticator, wherein the device includes
a first memory area storing first secret identification
information (SecretID) unique to the device and a
first key (NKey), the first memory area being prohib-

ited from being read and written from outside of the
device at least after shipment of the device, and
a second memory area storing encrypted secret
identification information (E-SecretID), the second
memory area being required to be read-only from
outside of the device, and
the authenticator stores a number, a host identifica-
tion key (IDKey) hidden from outside of the authen-
ticator, and a second key (HKey) hidden from outside
of the authenticator,
the method comprising:

reading the encrypted secret identification infor-
mation (E-SecretID) from the device by the au-
thenticator;
generating second secret identification informa-
tion (SecretID) by decrypting the encrypted se-
cret identification information (E-SecretID) by
the authenticator;
generating a random number (RN) by the au-
thenticator;
reading the number and the random number
(RN) from the authenticator by the device;
generating a third key (HKey’) using the number
and the first key (NKey) by the device;
generating a first session key (SKey) using the
third key (HKey’) and the random number (RN)
by the device;
generating a second session key (SKey’) using
the second key (HKey) and the random number
(RN) by the authenticator;
generating first authentication information (One-
way-ID) by calculating the first secret informa-
tion (SecretID) with the first session key (SKey)
in one-way function operation by the device;
generating second authentication information
(Oneway-ID’) by calculating the second secret
information (SecretID) with the second session
key (SKey’) in one-way function operation by the
authenticator;
reading the first authentication information
(Oneway-ID) from the device by the authentica-
tor; and
determining whether the first authentication in-
formation (Oneway-ID) and the second authen-
tication information (Oneway-ID’) match by the
authenticator.

10. A method of authenticating a first device and a
second device each other, wherein
first secret identification information (SecretID), a
first key (NKey), and encrypted secret identification
information (E-SecretID) are stored in the first de-
vice, the first secret identification information (Secre-
tID) and a first key (NKey) are prohibited from being
read from outside, and the encrypted secret identi-
fication information (E-SecretID) is readable, and
a number, host identification key (IDKey), and a sec-
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ond key (HKey) are stored in the second device,
the method comprising:

generating second secret identification informa-
tion (SecretID) by decrypting the encrypted se-
cret identification information (E-SecretID) read
from the first device by the second device;
generating a random number (RN) by the sec-
ond device;
generating a third key (HKey’) by using the
number read from the first device and the first
key (NKey) by the first device;
generating a first session key (SKey) by using
the third key (HKey’) and the random number
(RN) by the first device;
generating first authentication information (One-
way-ID) by calculating the first secret informa-
tion (SecretID) with the first session key (SKey)
in one-way function operation by the first device;
generating a second session key (SKey’) by us-
ing the second key (HKey) and the random
number (RN) by the second device;
generating second authentication information
(Oneway-ID’) by calculating the second secret
information (SecretID) with the second session
key (SKey’) in one-way function operation by the
second device; and
determining whether the first authentication in-
formation (Oneway-ID) and the second authen-
tication information (Oneway-ID’) match by the
second device.

11. A semiconductor device comprising:

a cell array at least including a normal area ex-
ternally accessible, and a hidden area, external
access to which is limited and which stores hid-
den secret information used for authentication;
an authentication circuit configured to authenti-
cate an external device;
a command sequence control circuit configured
to control operations of the cell array and the
authentication circuit in accordance with an ex-
ternally input sequence,
wherein the command sequence control circuit
accepts a request for reading data from the cell
array when a sequence of a first command (Se-
curity Prefix), a second command (00h), an ad-
dress (ADD) and a third command (30h) is input.

12. The device according to 11, when an authenti-
cation request (# request authentication#) is exter-
nally issued, the command sequence control circuit
externally receives the authentication parameter and
accepts the authentication request upon receiving a
sequence of the first command (Security Prefix), a
fourth command (80h), the address (ADD), an au-
thentication parameter (Din) and a fifth command

(10h).
13. The device according to 11 or 12, further com-
prising a ready/busy terminal configured to external-
ly show an internal operation state of the device,
wherein the ready/busy terminal outputs a ready sig-
nal after authentication information is generated for
the authentication request; and
the command sequence control circuit accepts an
external request to read the authentication informa-
tion in a procedure of a sixth command (05h), an
address input, a seventh command (E0h) and au-
thentication information (Dout), upon receiving the
external request.
14. The device according to 13, further comprising
a first data cache circuit externally accessible, and
a second data cache circuit, external access to which
is limited,
wherein when the authentication request including
an authentication parameter is externally received,
a busy signal is output from the ready/busy terminal,
the authentication parameter is stored in the first data
cache circuit,
the hidden secret information is read from the hidden
area and stored in the second data cache circuit,
the authentication parameter is encrypted using the
hidden secret information, to acquire authentication
information,
the authentication information is stored in the first
data cache circuit,
the hidden secret information stored in the second
data cache circuit is canceled; and
the ready signal is externally output from the
ready/busy terminal after the authentication informa-
tion stored in the first data cache circuit is canceled.
15. A memory (an authenticatee device) comprising:

a first storage region capable of storing first key
(NKey) information, and secret identification in-
formation (SecretID) unique to the authenticate,
reading and writing data from and to the first
storage region from an outside of the authenti-
catee being inhibited at least after the authenti-
catee is shipped;
a second storage region capable of storing en-
crypted secret identification information (E-Se-
cretID) obtained by encrypting the secret iden-
tification information using identification key in-
formation (FKey), reading of data from the sec-
ond storage region from the outside of the au-
thenticatee being permitted;
a third storage region capable of storing key
management information (FKB) obtained by en-
crypting the identification key information (FKey)
using identification key information (IDKey),
reading and writing of data from and to the third
storage region from the outside of the authenti-
catee being permitted;
a first data generator configured to generate
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second key information (HKey) by performing
an AES encryption process using the first key
information (NKey) and secret information (HC);
a second data generator configured to generate
a session key (SKey) by performing an AES en-
cryption process using the second key informa-
tion (HKey) and a random number (RN);
a one-way converter configured to generate
one-way conversion data (Oneway-ID) by per-
forming a one-way conversion process on the
secret identification information (SecretID) us-
ing the session key (SKey); and
a data output unit configured to output, to the
outside of the authenticatee, the encrypted se-
cret identification information (E-SecretID), the
key management information (FKB) and the
one-way conversion data (Oneway-ID),
wherein when an external device of the authen-
ticatee has failed in authentication using the
one-way conversion data (Oneway-ID), the au-
thentication is aborted.

[0008] When a security system adopting a process of
authentication is constructed, it is necessary to assume
a case in which a device which executes the process of
the authentication is attacked, and hidden information is
extracted. Therefore, the method of revoking extracted
hidden information becomes important.
[0009] In the above-described CPRM or in Advanced
Access Content System (AACS) that is a copyright pro-
tection technique specified for protecting content record-
ed in a Blu-ray Disc, Media Key Block (MKB) is used for
revoking a device key that is hidden information. In an-
other method adopting a protocol based on public key
cryptosystem, a list (Revocation List) of a public key cer-
tificate, which is paired with leaked private key informa-
tion is used.
[0010] As an example, a system of playing back video
content, which is recorded in an SD card, by software
that is installed in a PC is taken. A CPRM process is
implemented in the SD by hardware, therefore, it is very
difficult to unlawfully extract hidden information. Com-
pared to this, in many cases, it is easier to extract hidden
information from the video playback software as a meth-
od of an attack. Actually, many software items for unlaw-
fully decrypting content recorded in protected DVD or
Blu-ray disk have been available. In such unlawful soft-
ware, hidden information, which is extracted from an au-
thentic software player, is utilized.
[0011] In addition, in some cases, it is necessary to
take countermeasures against card-falsifying software
or a false SD card. For example, an imitative SD card in
disguise is produced by using hidden information extract-
ed from authentic software, thereby to deceitfully use an
authentic software player. For instance, a false SD card
is produced such that an encryption key, which was used
in encryption of content, can be easily read out from the
false SD card. Thereby, it becomes possible to easily

decrypt the video content recorded in the false SD card,
by using an authentic video recorder.
[0012] An authenticator may be provided not only as
a dedicated hardware device such as a consumer device,
but also as a program (software) which is executable in
a PC (personal computer) or the like, and, in some cases,
the software functions as a substantial authenticator. On
the other hand, an authenticatee is, for instance, record-
ing media or the like. The authenticatee is a device to be
authenticated. For example, the authenticatee includes
a discrete device (for example, memory device), a mod-
ule (for example, a card in which the memory device is
embedded), an apparatus (for example, an apparatus
with built-in modules), and a combination of any of the
device, the module, and the apparatus. Even in the case
where a program called "firmware" mediates in the op-
eration of hardware which constitutes the recording me-
dia, an important process or information is stored in a
hidden state in hardware in the cell array. Thus, in the
case where software which is executed on the PC is the
authenticator, there is concern that the tamper-resist-
ance (the resistance to attacks) becomes lower, com-
pared to the authenticatee such as recording media.
[0013] Thus, there is concern that, by attacking an au-
thenticator with a low tamper-resistance, secret informa-
tion hidden in an authenticatee with a high tamper-resist-
ance is also exposed, leading to a disguise as a device
with a high tamper-resistance. To deal with such a situ-
ation, a method of efficiently preventing unlawful use of
secret information is demanded.
[0014] In addition, in recent years, such a demand
tends to be strong even in an environment in which re-
strictions are also imposed on circuit scales, for example,
in an environment in which hardware implementation of
a public key cryptosystem process or an MKB process,
which requires a relatively large circuit scale, is difficult
to achieve. Therefore, a method of efficiently preventing
unlawful use of secret information while controlling an
increase of the circuit scale to a minimum is demanded.
[0015] A plurality of embodiments will be described be-
low with reference to drawings. In the description below,
a memory system is taken as an example of an authen-
ticator, an authenticatee, and an authentication method,
but the embodiments are not limited to such an example.
In the description below, common parts are denoted by
like reference numerals throughout the drawings.

[First embodiment]

[0016] An authenticator, an authenticatee, and an au-
thentication method according to a first embodiment will
be described.

<1. Configuration example (memory system)>

[0017] A configuration example of a memory system
according to the first embodiment will be described by
using FIG. 1.
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[0018] As shown in FIG. 1, the memory system accord-
ing to the first embodiment includes a NAND flash mem-
ory 10 as an authenticatee, a host device 20 as an au-
thenticator, and a controller 19 mediating therebetween.
The host device 20 accesses the NAND flash memory
10 via the controller 19.
[0019] Here, a manufacturing process of a semicon-
ductor product such as the NAND flash memory 10 will
briefly be described. The manufacturing process of a
semiconductor product can mainly divided into a preproc-
ess to form a circuit on a substrate wafer and a postproc-
ess to cut the wafer to individual pieces and then to per-
form wiring and packaging a piece in a resin.
[0020] The controller 19 is configured in various ways
such being configured to be included in the NAND flash
memory 10 in the preprocess, configured to be included
in the same package in the postprocess, though not in-
cluded in the preprocess, and provided as a different chip
from the NAND flash memory 10. The description below
including FIG. 1 is provided by taking a case when the
controller 19 is provided as a different chip from the
NAND flash memory 10 as an example.
[0021] If not mentioned specifically below, the control-
ler 19 mediates between the host device 20 and the
NAND flash memory 10 in many cases to exchange data
and instructions therebetween. Even in such a case, the
controller 19 does not change intrinsic content of the
above data and instructions and thus, details may be
provided below as an abbreviated description. Details of
configuration examples of the NAND flash memory 10
and the controller 19 will be provided later.
[0022] If the host device 20 is configured as dedicated
hardware like a consumer device, not only a case where
the device is configured by combining dedicated hard-
ware with firmware to operate the dedicated hardware,
but also a case where all functions of the device are re-
alized by software operating in a PC can be assumed.
The present embodiment can basically be applied re-
gardless of which configuration the host device 20
adopts.
[0023] Each component and data processing shown
in FIG. 1 will be described below. The present embodi-
ment shows the method of reading secret identification
information SecretID recorded in an authenticatee in a
state hidden from third parties and also verifying that the
data has been read from an authentic authenticatee and
a configuration example when the method is applied to
a memory system using the NAND flash memory 10.

1-1. NAND flash memory

[0024] In the present embodiment, the NAND flash
memory 10 is an authenticatee.
[0025] As shown in FIG. 1, the NAND flash memory
10 according to the present embodiment includes a cell
array (Cell array) 11, a data cache (Data Cache) 12 dis-
posed in a peripheral area of the cell array 11, data gen-
erators (Generate) 13, 14, and a one-way converter

(Oneway) 15. The data generators (Generate) 13, 14 and
the one-way converter (Oneway) 15 constitute an au-
thentication circuit 17.
[0026] The cell array 11 includes a read/write area
(Read/Write area) 11-1 permitted to read and write into
from outside, a hidden area (Hidden area) 11-2 inhibited
from both reading and writing into from outside, and a
ROM area (ROM area) 11-3 inhibited from writing into
from outside.
[0027] The read/write area (ordinary area) 11-1 is an
area into which data can be written and from which data
can be read from outside the NAND flash memory 10. In
the read/write area 11-1, key management information
FKBv (Family Key Block) that is an encrypted FKey bun-
dle prepared to hide FKeyv is stored. In contrast to other
data recorded in the NAND flash memory 10, FKBv may
be record when the NAND flash memory 10 is fabricated,
or when the storage media for general user is fabricated
by connecting the controller to the NAND flash memory
10. Alternatively, FKBv may be downloaded from a server
in accordance with a user’s request after shipping. That
is, a third memory area 11-1 is used to store a family key
block FKB including data generated by encrypting the
family key FKey with a host identification key IDKey, the
third memory area 11-1 being required to be readable
and writable from outside of the authenticator. Details
thereof will be described below.
[0028] The key management information FKBv is in-
formation used to decrypt hidden information FKeyv
based on secret information IDKeyk held by the host de-
vice 20 and index information k of the secret information
IDKeyk, or information used to decrypt hidden informa-
tion FKeyv based on secret information IDKeyk held by
the host device 20 and identification information of the
host device 20.
[0029] The key management information FKBv is also
information not only prepared uniquely for each of the
NAND flash memories 10, but also can be commonly
attached to (can be associated with) a plurality of the
NAND flash memories 10 such as the production lot unit
or wafer unit of the NAND flash memories 10 in accord-
ance with the manufacturing process. Index information
v of the key management information FKBv may be iden-
tification information or version number information of the
key management information FKBv.
[0030] The hidden area 11-2 is an area inhibited from
both reading and writing into from outside the NAND flash
memory 10. In the hidden area 11-2, secret information
NKeyi used by the NAND flash memory 10 for an authen-
tication process and secret identification information Se-
cretID of the NAND flash memory 10 are recorded. That
is, a first memory area 11-2 is used to store a first key
NKey and secret identification information SecretID
unique to the authenticator, the first memory area 11-2
being prohibited from being read and written from outside
of the authenticator at least after shipping.
[0031] The ROM area 11-3 is an area inhibited from
writing into from outside the NAND flash memory 10, but
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is permitted to read data therefrom. In the ROM area
11-3, index information v (index of FKey) to indicate hid-
den information FKeyv hidden by the key management
information FKBv, secret identification information (Se-
cretID) encrypted by the hidden information Fkeyv (E-
SecretID), and index information i (index of NKey) to in-
dicate the secret information NKeyi are recorded. That
is, a second memory area 11-3 is used to store an en-
crypted secret identification information E-SecredID gen-
erated by encrypting the identification information Secre-
tID with a family key FKey, the second memory area 11-3
being required to be read-only from outside of the au-
thenticator.
[0032] In the present embodiment, data is generally
recorded after an error correction code being attached
so that, even if an error occurs in data when the index
information i or the index information v is recorded, cor-
rect identification information can be read. However, to
simplify the description, error correction encoding and
decoding processes are not specifically illustrated.
[0033] Incidentally, the ROM area 11-3 may be, for ex-
ample, an OTP (One Time Program) area into which data
is permitted to write only once or an ordinary area per-
mitted to read and write into in the manufacturing process
of the NAND flash memory 10 before being converted
into a read-only area by rewriting a management flag
after shipment. Alternatively, a method may be used in
which the specific write command for accessing to the
ROM area and different to the command for accessing
to the normal area is prepared, and this specific write
command is not provided to the recipient of the NAND
flash memory 10. In addition, the ROM area may be han-
dled as an ordinary area in the NAND flash memory 10,
but the controller 19 limits functions provided to the host
device 20 to reading only.
[0034] Because, as will be described below, informa-
tion recorded in the ROM area 11-3 is associated with
information recorded in the hidden area 11-2, if informa-
tion recorded in the ROM area 11-3 is tampered with, the
authentication function of the NAND flash memory 10
cannot be made to work effectively. Therefore, there is
no cause for security concern due to tampering and thus,
the ROM area 11-3 may be replaced with an ordinary
area in which the reading and writing data is permitted.
In such a case, the ROM area 11-3 in FIG. 1 may be
replaced with the read/write area (ordinary area) 11-1.
In this connection, a portion of data recorded in the ROM
area 11-3 may be recorded in the read/write area (ordi-
nary area) 11-1. For example, a configuration in which
index information v (index of FKey) is recorded in the
read/write area (ordinary area) and encrypted secret
identification information (E-SecretID) and index infor-
mation v (index of FKey) are recorded in the ROM area
11-3 is allowed. The above configuration examples of
the ROM area 11-3 are also applicable to the ROM area
11-3 described herein as other embodiments or modifi-
cations below.
[0035] E-SecretID is data obtained by encrypting Se-

cretID attached uniquely to each of the NAND flash mem-
ories 10 by FKeyv. Alternatively, the same encrypted se-
cret identification information may be recorded in a plu-
rality of NAND flash memories as usage. For example,
in pre-recording content distribution, the same content
data is recorded in NAND flash memories in advance to
sell the NAND flash memories, and the same E-SecretID
is recorded in the NAND flash memories storing the con-
tent.
[0036] The data cache 12 temporarily stores data read
from the cell array 11.
[0037] The data generators 13, 14 are circuits that gen-
erate output data from a plurality of pieces of input data
by a preset operation.
[0038] The data generator 13 generates secret infor-
mation HKeyi,j by converting a constant HCj received
from the host device 20 by using the above secret infor-
mation NKeyi. The data generator 14 generates a ses-
sion key SKeyi,j by converting a random number RNh
received from the host device 20 by using the secret in-
formation HKeyi,j. The data generators 13, 14 can be
implemented as hardware (circuit), software, or a com-
bination of hardware and software.
[0039] If the data generators 13, 14 are implemented
as circuits, the same circuit as the one-way converter 15
described below, a circuit diverting the one-way convert-
er, or an Advanced Encryption Standard (AES) encryptor
can be used to make the circuit size smaller as a whole.
Similarly, the same circuit can be used repeatedly for two
data generators illustrated as different structural ele-
ments to make the data processing procedure easier to
understand. In this example, a configuration of HKeyi,j =
AES_E (NKeyi, HCj), SKeyi,j = AES_E (HKeyi,j, RNh)
and the like can be adopted. That is, a first data generator
13 is configured to generate a second key HKey by en-
crypting a host constant HC with the first key NKey in
AES operation. A second data generator 14 is configured
to generate a session key SKey by encrypting a random
number RN with the second key HKey in AES operation.
[0040] The one-way converter 15 performs a one-way
conversion on input data and key data input separately
to output one-way converted input data. The one-way
converter 15 can be implemented as hardware (circuit),
software, or a combination of hardware and software.
[0041] The one-way converter 15 converts the Secre-
tID read from the hidden area 11-2 by a one-way function
using the SKeyi,j generated by the data generator 14 to
generate one-way conversion identification information
Oneway-ID (= Oneway(SKeyi,j, SecretID)). If implement-
ed as a circuit, the one-way converter 15 can also be
used by diverting the data generator 14 or the like to
make, as described above, the circuit size smaller as a
whole. In this example, a configuration like Oneway-ID
= AES_E(SKeyi,j, SecretID) (+) SecretID can be adopt-
ed. That is, one-way function processor 15 is configured
to generate an authentication information Oneway-ID by
processing the secret identification information SecretID
with the session key SKey in one-way function operation.
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[0042] Though not shown, an output unit to output data
to the host device 20 via the controller 19 and like are
actually arranged as structural elements.

1-2. Host device

[0043] In the present embodiment, the host device 20
is an authenticator.
[0044] As shown in FIG. 1, the host device 20 accord-
ing to the present embodiment includes a decrypter (De-
crypt) 21, an FKB processor (Process FKB) 22, a memory
(Memory) 23, a random number generator (RNG) 24, a
selector (Select 2) 25, a data generator (Generate) 26,
a one-way converter (Oneway) 27, and a data verification
unit (Verify) 28. In addition, for example, an error correc-
tion processing unit and the like may be included if nec-
essary.
[0045] The decrypter 21 decrypts input data by using
key data input separately to output decrypted input data.
In the present embodiment, the decrypter 21 reads E-
SecretID from the NAND flash memory 10 via the con-
troller 19. Then, the decrypter 21 decrypts the E-SecretID
by using hidden information FKey input from the FKB
processor 22 (data selector 22-1) described below to out-
put SecretID.
[0046] The FKB processor 22 decrypts key manage-
ment information FKBv read from the NAND flash mem-
ory 10 by using secret information IDKeyk and index in-
formation k of the IDKeyk hidden in the memory 23 to
output generated hidden information FKey to the de-
crypter 21. In the present embodiment, the FKB proces-
sor 22 includes a data selector (Select 1) 22-1 and a
decrypter (Decrypt) 22-2.
[0047] The data selector 22-1 in the first stage selects
data that can be decrypted by IDKeyk hidden in the mem-
ory 23 by using index information k recorded in the mem-
ory 23 from among an encrypted FKey bundle (key man-
agement information FKBv) read from the NAND flash
memory 10 and outputs the selected data to the decrypter
22-2.
[0048] The decrypter 22-2 decrypts data selected by
the data selector 22-1 by using the IDKeyk hidden in the
memory 23 to output generated hidden information FKey
to the decrypter 21.
[0049] The memory 23 records k, IDKeyk, set of
HKeyi,j (i = 1, ..., m; j is a fixed value for HKeyi,j), and
HCj and hides at least IDKeyk and set of HKeyi,j (i = 1, ...,
m) from outside the host device 20. The HCj is a constant
held in the host device 20 in advance to be sent to the
NAND flash memory 10 when authentication is requested
(Request authentication). Details thereof will be de-
scribed below.
[0050] The random number generator 24 generates
and outputs a random number RNh used for an authen-
tication process.
[0051] The data selector 25 in the second stage selects
HKeyi,j needed for the authentication process from the
set of HKeyi,j hidden by the host device 20 by using index

information i read from the ROM area 11-3 of the NAND
flash memory 10 via the data cache 12.
[0052] The data generator 26 is an operation unit that
generates output data by performing a predetermined
operation on a plurality of pieces of input data. In the
present embodiment, the data generator 26 generates a
session key SKeyi,j by converting RNh generated by the
host device 20 by using HKeyi,j hidden by the host device
20. As the data generator 26, for example, the above
AES encryptor may be used.
[0053] The one-way converter 27 converts SecretID
output from the decrypter 21 by a one-way function using
SKeyi,j output from the data generator 26 to generate
one-way conversion identification information Oneway-
ID.
[0054] The data verification unit 28 compares Oneway-
ID received from the NAND flash memory 10 and One-
way-ID obtained from the one-way converter 27 in the
host device 20 to see whether both Oneway-IDs match.
If both values of the one-way conversion identification
information Oneway-ID match (OK), the data verification
unit 28 judges that SecretID obtained by the decrypter
21 is an authentic ID and delivers the obtained SecretID
to subsequent processes. On the other hand, if both val-
ues thereof do not match (NG), the data verification unit
28 judges that the SecretID is an unlawful ID and outputs
a message to that effect.
[0055] In addition, as means for revoking an unlawful
host device when secret information held by the host de-
vice 20, for example, IDKeyk and HKeyi,j are leaked and
the unlawful host device having the leaked information
is produced by an illegal manufacturer, countermeasures
such as removing information from the key management
information (FKBv) with which FKey can be derived from
IDKeyk held by the unlawful host device. The counter-
measures will be described below in connection with the
description with reference to FIG. 3. When taking the
countermeasures, it is useful to provide association
among IDKeyk, k, HKeyi,j, and HCj. This is because if
there is such association, both of secret information ID-
Keyk and HKeyi,j held by the unlawful host device can
be identified by observing HCj notified by the unlawful
host device for authentication. Sharing information of all
or a portion of HCj with IDKeyk, configuring information
of all or a portion of HCj based on a result of an encryption
process of IDKeyk, and configuring information of all or
a portion of IDKeyk based on a result of an encryption
process of HCj can be adopted as methods of associa-
tion. Further, it is desirable to use HKeyi,j, in addition to
FKey and IDKeyk to generate key management informa-
tion FKBv. This will be described below in a paragraph
in which a configuration example of FKB is described.
[0056] The secret information IDKeyk and secret infor-
mation HKeyi,j are recorded, for example, after being en-
crypted by a method specific to the manufacturer in an
internal dedicated memory if the host device 20 is a ded-
icated hardware device like a consumer device, held in
a state that can be protected from an unlawful analysis
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by tamper resistant software (TRS) technology if the host
device 20 is a program executed in a PC or the like, or
recorded in a state after measures to hide the secret in-
formation being taken by using the function of a security
module if the security module is contained.
[0057] The controller (Controller) 19 performs data
transfer with the host device 20 by controlling the NAND
flash memory 10. For example, the controller 19 inter-
prets an instruction received from the host device 20 and
converts the instruction into an instruction conforming to
the interface specifications of the NAND flash memory
10 before sending out the instruction to the NAND flash
memory 10. The controller 19 can adopt various interface
standards such as the SD Memory standard, SDIO
standard, and eMMC standard if necessary.
[0058] The controller 19 secures a portion of the ordi-
nary area 11-1 to store control data needed for the op-
eration of the controller 19. The controller 19 may have
a function to convert a logical address received from the
host device 20 into a physical address of the NAND flash
memory. The controller 19 may also have a function to
perform the so-called wear leveling to make exhaustion
of the cell array 11 uniform. However, at least the hidden
area 11-2 is excluded from wear leveling.
[0059] The configuration example of the memory sys-
tem is not limited to the one described above. For exam-
ple, an error correction processing unit (not shown) and
other structural elements may be included if necessary.
Further, there may be a plurality of pieces of secret in-
formation NKeyi held by the NAND flash memory 10.
That is, if a combination of NKeyi and index information
i corresponding thereto is defined as a slot, a plurality of
slots is recorded in the NAND flash memory 10. A slot
number is attached to each of the slots and the host de-
vice 20 reads index information i of each slot number and
selects one of the slots to perform authentication. In this
case, the host device 20 notifies the NAND flash memory
10 of information corresponding to the selected slot
number and the NAND flash memory 10 executes an
authentication process by using information correspond-
ing to the notified slot number. Further, a plurality of in-
formation slots may be held by defining all information
held by the NAND flash memory 10 as one slot. That is,
NKeyi, i, FKBv, v, SecretID, and E-SecretID are defined
as one slot and a plurality of slots is recorded in the NAND
flash memory 10. A slot number is attached to each of
the slots and the host device 20 reads index information
i of each slot number and selects one of the slots to per-
form authentication. In this case, the host device 20 no-
tifies the NAND flash memory 10 of information corre-
sponding to the selected slot number and the NAND flash
memory 10 executes an authentication process by using
information corresponding to the notified slot number.
[0060] The method by which the NAND flash memory
10 has a plurality of slots is shown above, but the method
is not limited to the above one and any configuration shar-
ing a portion of information by a plurality of slots can be
adopted. For example, SecretID, E-SecretID, FKBv, and

index v may be shared by a plurality of slots while other
information being individually held by each slot.
[0061] The method by which the NAND flash memory
10 has a plurality of slots and slot numbers and which
slot to use for authentication is notified by the host device
20 is applicable to all other embodiments described here-
in below.

<2. Authentication flow>

[0062] Next, the authentication flow of a memory sys-
tem according to the first embodiment will be described
along FIG. 2.

(Step S11)

[0063] When the authentication is started (Start), the
host device 20 reads an encrypted FKey bundle (FKB:
Family Key Block), which is key management informa-
tion, and encrypted secret identification information Se-
cretID (E-SecretID) from the NAND flash memory 10.

(Step S12)

[0064] Subsequently, the host device 20 reads en-
crypted hidden information FKey that can be decrypted
by the host device 20 by executing a data selection proc-
ess by the data selector (Select 1) 22-1 from the read
key management information FKB and also obtains hid-
den information FKey by decrypting the encrypted hidden
information FKey by the decrypter 22-2 using hidden se-
cret information IDKeyk. Further, the host device 20 ob-
tains secret identification information SecretID by de-
crypting the E-SecretID read from the NAND flash mem-
ory 10 using the obtained FKey.

(Step S13)

[0065] Subsequently, the host device 20 requests to
read index information i to the NAND flash memory 10.

(Step S14)

[0066] Subsequently, in response to the request from
the host device 20, the NAND flash memory 10 loads the
index information i from the cell array 11 and outputs the
index information i to the host device 20.

(Step S15)

[0067] Subsequently, the host device 20 generates a
random number RNh needed for an authentication re-
quest. By using RNh for the authentication process, a
common key that is different each time can be used with
the NAND flash memory 10 for processes below.
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(Step S16)

[0068] Subsequently, the host device 20 sends out a
constant HCj held in advance and the RNh to the NAND
flash memory 10 along with the an authentication request
(Request authentication).

(Step S17)

[0069] Subsequently, the NAND flash memory 10
loads secret information NKeyi (i = 1, ..., m) and secret
identification information SecretID from the hidden area
11-2, which are stored in the data cache 12.

(Step S18)

[0070] Subsequently, the NAND flash memory 10 gen-
erates secret information HKeyi,j by a data generation
process of the data generator 13 using the hidden secret
information NKeyi and the constant HCj received from
the host device 20.

(Step S19)

[0071] Subsequently, the NAND flash memory 10 gen-
erates a session key SKeyi,j (= Generate(HKeyi,j, RNh))
by a data generation process of the data generator 14
using the received RNh.

(Step S20)

[0072] Subsequently, the NAND flash memory 10 gen-
erates one-way conversion identification information
Oneway-ID (= Oneway(SKeyi,j, SecretID)) by executing
a one-way conversion process of the one-way converter
15 on the SecretID using the SKeyi,j. The generated One-
way-ID is sent out to the host device 20. That is, data
output interface is configured to output the encrypted se-
cret identification information E-SecretID, the family key
block FKB and the authentication information Oneway-
ID to outside of the authenticator.

(StepS21)

[0073] In parallel with step S18, the host device 20 se-
lects HKeyi,j needed for an authentication process with
the NAND flash memory 10 from the set of HKeyi,j (i =
1, ..., m) hidden in advance using the received index i.

(Step S22)

[0074] Subsequently, the host device 20 generates the
SKeyi,j (= Generate(HKeyi,j, RNh)) by a data generation
process of the data generator 26 using the selected
HKeyi,j and the generated RNh.

(Step S23)

[0075] Subsequently, the host device 20 generates
Oneway-ID by executing a one-way conversion process
of the one-way converter 27 on the SecretID using the
generated SKeyi,j.

(Step S24)

[0076] Subsequently, the host device 20 determines
whether the Oneway-ID received from the NAND flash
memory 10 and the Oneway-ID generated by the host
device 20 match. If both values of the Oneway-ID match
(OK), the host device 20 judges that the SecretID ob-
tained by the decrypter 21 is an authentic ID and delivers
the SecretID to subsequent processes. On the other
hand, if both values thereof do not match (NG), the host
device 20 judges that the SecretID is an unlawful ID and
outputs a message to that effect.
[0077] With the above operation, the authentication
flow according to the first embodiment is completed
(End).
[0078] If the NAND flash memory 10 has a plurality of
slots as described in a configuration example of the mem-
ory system, the host device 20 needs to notify the NAND
flash memory 10 of the slot number used for authentica-
tion. In such a case, the slot number may be notified in
step S16 or in a step before step S16.

<3. FKB (Family Key Block)>

[0079] Next, key management information FKB (Fam-
ily Key Block) according to the first embodiment will be
described in more detail by using FIG. 3.
[0080] To generate key management information FKB
conforming to the NAND flash memory 10 in which secret
identification information SecretID is recorded, one piece
of FKeyv after another is encrypted (Encrypt) by using
one IDKeyi (i = 1, ..., n) (Set of IDKeyi’s) after another as
secret key information prepared in advance. That is, the
key management information FKB is a set of encrypted
FKeyv (E-FKeyv,i) = Encrypt (IDKeyi, FKeyv) and the set
of encrypted FKeyv is called an encrypted FKey bundle.
[0081] Incidentally, the configuration of the key man-
agement information FKB is not limited to the configura-
tion in the present embodiment. For example, in case
where the specific IDKeyi is leaked, encrypted FKeyv (E-
FKeyv) which can be decrypted from the leaked IDKeyi
is deleted from the FKB. As a result, when the host device
20 accesses the NAND flash memory with the newly con-
figured FKB, the host device 20 can not obtain (decrypt)
correct FKeyv and SecredID. In this manner, the function
to revoke the host device 20 holding the secret informa-
tion IDKeyi can be provided.
[0082] When, as described above, IDKeyk, k, HKeyi,j,
and HCj are associated, HKeyi,j may also be diverted, in
addition to FKey and IDKeyk, for the generation of FKBv.
For example, configurations such as E-FKeyv,i = Encrypt
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(Encrypt(IDKeyi, FKeyv), HKeyi,j), E-FKeyv,i = Encrypt
(Encrypt(HKeyi,j, FKeyv), IDKeyi), and E-FKeyv,i = En-
crypt(HKeyi,j, IDKeyi(+)FKeyv) may be adopted. This
has the effect of preventing, when keys are leaked from
a plurality of the host devices 20, the secret keys IDKeyi,
HKeyi,j of different devices being combined. That is, by
making decryption of FKey impossible unless IDKeyi and
HKeyi,j are correctly combined, observing HCj reveals
tied HKeyi, j and further IDKeyi can be identified so that
exposed IDKeyi can be revoked.
[0083] Further, the method of generating the key man-
agement information FKB is not limited to the method in
the present embodiment. For example, the function to
revoke the host device 20 can also be provided if the key
management information FKB is generated by using con-
ventional MKB (Media Key Block) technology used in
CPRM or another MKB technology.
[0084] The MKB technology efficiently shares common
secret information (Media Key) (among devices not to be
revoked) while realizing device revocation in a situation
in which each of a plurality of devices has a mutually
different piece of secret information and is also called
Broadcast Encryption.
[0085] If the MKB technology is applied, for example,
a configuration example of the memory system is shown
like in FIG. 4. The shown memory system is different from
the memory system in FIG. 1 in that the FKB processor
(Process FKB) 22 is shown as a superordinate concept.
Also in this case, the exposed key can be identified and
revoked by associating the data of FKB decrypted based
on the node number of the host device 20 that is infor-
mation corresponding to K or IDKeyi and a host key group
allocated to the node number with HKeyi,j and HCj.

<4. Writing secret information and FKB>

[0086] Next, writing secret information or key manage-
ment information FKB into the NAND flash memory 10
will be described.

4-1. When writing secret information or key management 
information FKB during manufacture of the NAND flash 
memory

[0087] First, a case where secret information or key
management information FKB is written, for example,
during manufacture of the NAND flash memory 10 will
be described by using FIGS. 5 and 6. The description
will be provided along the flow in FIG. 6.
[0088] A licensing administrator 40 generates data be-
low: key management information FKBv (v = 1, ..., n),
hidden information FKeyv(v = 1, ..., n), index information
v (v = 1, ..., n), secret information NKeyi, and index in-
formation i. FKBv is generated by, as described above,
encrypting FKeyv. In addition, v may be a plurality of val-
ues. If, for example, the licensing administrator 40 gen-
erates three values of 1, 2, and 3 as v, the licensing ad-
ministrator 40 generates (FKB1, FKeyl), (FKB2, FKey2),

and (FKB3, FKey3) in accordance with the generated v.
[0089] Of the generated data, the licensing adminis-
trator 40 delivers FKeyv(v = 1, ..., n), v(v = 1, ..., n), NKeyi,
i to a memory vendor 30. For the delivery the data, for
example, the licensing administrator 40 uses safe means
such as sending the data to the memory vendor 30 after
the data being encrypted by using a public key of the
memory vendor 30 obtained in advance.
[0090] In the memory vendor 30, there are selectors
32, 33, a generator 34, and an encryption unit 35, in ad-
dition to the NAND flash memory 10. The memory vendor
30 further holds data 31 such as FKBv (v = 1, ..., n) de-
livered by the licensing administrator 40

(Step S31)

[0091] With the above configuration, the memory ven-
dor 30 first generates SecretID by the generator (Secre-
tID Generator) 34.

(Step S32)

[0092] Subsequently, the memory vendor 30 that re-
ceives the data 31 selects one value from v by the selector
32. Further, the selector 32 selects FKeyv corresponding
to the selected v. The memory vendor 30 encrypts the
generated SecretID to generate E-SecretID by using the
selected FKeyv.

(Step S33)

[0093] Subsequently, the memory vendor 30 writes the
value of v into the ROM area 11-3 of the NAND flash
memory 10 as the index information v (index of FKey).
[0094] The memory vendor 30 also writes the value of
index information i (index of NKey) into the ROM area
11-3 of the NAND flash memory 10 and the value of NKeyi
into the hidden area 11-2.
[0095] Further, the memory vendor 30 writes the value
of SecretID into the hidden area 11-2 of the NAND flash
memory 10 and the value of E-SecretID into the ROM
area 11-3.
[0096] With the above operation, predetermined secret
information and key management information FKB can
be written during manufacture of the NAND flash memory
10 (End). Regarding the order of writing each of the above
values, E-SecretID is a value obtained after an encryption
process and can be written after the encryption process
by the encryption unit 35. Otherwise, there is no restric-
tion on the order of writing operation and the values may
be written in an order different from the order of the above
example.
[0097] Further, the memory vendor 30 delivers the
NAND flash memory 10 for which the write process is
completed to a card vendor.
[0098] Thus, in the present embodiment, the NAND
flash memory 10 can be assumed to be in a state in which
index information v (index of FKey) or the like is already
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written.

4-2. When FKB is written by the card vendor

[0099] Next, a case where a card vendor 50 writes FKB
will be described by using FIGS. 7 and 8. The description
will be provided along the flow in FIG. 8.
[0100] The card vendor 50 receives the NAND flash
memory 10 to which the predetermined information v and
the like have been written from the memory vendor 30.
[0101] Then, the card vendor 50 manufactures storage
media (here, Card) 55 for general users like, for example,
SD cards by connecting the controller 19 that controls
the NAND flash memory 10.
[0102] In the card vendor 50, there is a selector 52, in
addition to the storage media (Card) 55 and data (FKBv)
51 received from the licensing administrator 40.
[0103] The process to write key management informa-
tion FKBv by the card vendor 50 is as follows.

(Step S35)

[0104] First, the card vendor 50 receives the FKBv from
the licensing administrator 40 as the data 51. For the
delivery of the data 51, the above safe means is used.
[0105] Then, the card vendor 50 reads the value of the
index information v recorded in the ROM area 11-3 of
the NAND flash memory 10 into the data cache 12 or the
like (via the controller 19).

(Step S36)

[0106] Subsequently, the card vendor 50 selects the
FKBv corresponding to the value of the read index infor-
mation v through the selector 52.

(Step S37)

[0107] Subsequently, the card vendor 50 writes the se-
lected FKBv into the read/write area 11-1 of the NAND
flash memory 10 via the controller 19.

<Advantageous effects>

[0108] According to the authenticator, authenticatee
and authentication method according to the first embod-
iment, at least the following advantageous effects (1) to
(3) can be obtained.

(1) Even if secret information has leaked from the host 
device 20, it is possible to prevent unlawful use of secret 
information of the NAND flash memory 10 using the 
leaked information.

[0109] The host device 20 as an authenticator may be
provided, as described above, not only as a dedicated
hardware device such as a consumer device, but also,
for example, as a program executable in a PC or the like,

and, in some cases, the software functions as a substan-
tial host device. On the other hand, the NAND flash mem-
ory 10 as an authenticatee is recording media. Even in
the case where a program called "firmware" mediates,
an important process or information is stored in a hidden
state in hardware in the cell array 11.
[0110] Thus, there is concern that the tamper-resist-
ance (the resistance to attacks) of software executed in
a PC becomes lower, compared to the recording media.
Thus, there is concern that, by attacking the host device
(authenticator) 20 with a low tamper-resistance, secret
information hidden in the NAND flash memory (authen-
ticatee) 10 with a high tamper-resistance is also exposed,
leading to a disguise as a device with a high tamper-
resistance.
[0111] Thus, in the configuration according to the first
embodiment and the authentication method therefor, as
described above, the NAND flash memory 10 with a rel-
atively high tamper-resistance hides first key information
(NKeyi) that can generate second key information
(HKeyi,j) therefrom in the cell array 11. On the other hand,
the host device 20 hides only the second key information
(HKeyi,j) that cannot generate the first key information
(NKeyi) therefrom in the memory 23.
[0112] Thus, the NAND flash memory 10 generates
the second key information (HKeyi,j) hidden by the au-
thenticator 20 by using the constant HCj received from
the host device 20 and the first key information (NKeyi)
hidden by the NAND flash memory 10. The NAND flash
memory 10 further generates a session key SKeyi,j using
the second key information (HKeyi,j) and the random
number RNh.
[0113] The host device 20 generates a session key
SKeyi,j using the second key information (HKeyi,j) se-
lected by the index information i and the random number
RNh. As a result, the NAND flash memory 10 and the
host device 20 share the same session key SKeyi,j.
[0114] Thus, in the present embodiment, the secret
level of information hidden by the NAND flash memory
(authenticatee) 10 and the secret level of information hid-
den by the host device (authenticator) 20 can be made
asymmetric. In the present embodiment, for example,
the secret level of information hidden by the NAND flash
memory 10 with a relatively high tamper-resistance can
be set higher than the secret level of information hidden
by the host device 20 with a relatively low tamper-resist-
ance.
[0115] Thus, even if information hidden by the host de-
vice 20 has leaked, the NAND flash memory 10 cannot
be "disguised" by using the leaked information because
the secret level of information hidden by the NAND flash
memory 10 with a relatively high tamper-resistance is
higher. Therefore, unlawful use of secret information of
the NAND flash memory 10 using the leaked information
can advantageously be prevented. As a result, for exam-
ple, it becomes possible to reliably determine that ID in-
formation read from the host device 20 is information that
has been read from the intended authenticatee 10 and
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to revoke unlawful use thereof by remote parties.

(2) Advantages for implementation

[0116] In a configuration like the present embodiment,
as described above, restrictions are also imposed on cir-
cuit scales, for example, in an environment in which hard-
ware implementation of a public key cryptosystem proc-
ess or an MKB process, which requires a relatively large
circuit scale, is difficult to achieve. That is, a relatively
large scale circuit is required for a public key cryptosys-
tem process or an MKB process. On the other hand, a
circuit area has been limited and hardware implementa-
tion has been difficult.
[0117] However, according to the present embodi-
ment, though the key information is asymmetric, there is
no need to use the public key cryptosystem process re-
quiring a relatively large circuit scale. Further, by making
the secret levels of information hidden by the host device
(authenicator) 20 and the NAND flash memory (authen-
ticatee) 10 asymmetric as described above, authentica-
tion means is implemented by which with information
leaked from one device alone, the other device cannot
be disguised and the session key SKeyi,j is shared by
the authenticator 20 and the authentacee 10.
[0118] Thus, implementation can be said to be advan-
tageous even in a severe environment in which the above
restrictions are imposed. Further, as described above,
the circuit scale can be further reduced by sharing the
data generator and encryptor in a memory system as the
same process.

(3) The manufacturing process can advantageously be 
simplified and manufacturing costs can be reduced.

[0119] The NAND flash memory 10 according to the
present embodiment includes in the read/write area 11-1
key management information (FKBv) attached uniquely
to each of the NAND flash memories 10 in accordance
with uses thereof or commonly to a plurality of the NAND
flash memories 10 in units of the production lot or the
like. Further, the NAND flash memory 10 according to
the present embodiment includes in ROM area 11-3 en-
crypted secret identification information (E-SecretID) at-
tached uniquely to each of the NAND flash memories 10.
[0120] If the key management information (FKBv) is
made common in units of the production lot, unique in-
formation that needs to be recorded in each of the NAND
flash memories 10 can be reduced to small data in data
size such as the encrypted secret identification informa-
tion (E-SecretID). In other words, the data size of unique
encrypted secret identification information (E-SecretID)
to be written into the NAND flash memories 10 can be
reduced by dividing information to be written into com-
monly attached key management information (FKBv)
and unique encrypted secret identification information
(E-SecretID) and encrypting the information in two stag-
es.

[0121] For example, as shown in FIGS. 5 and 6 above,
the memory vendor 30 writes unique information (E-Se-
cretID) into each of the NAND flash memories 10 re-
ceived from the licensing administrator 40 during manu-
facture of the NAND flash memories.
[0122] The encrypted key management information
(FKBv) commonly attached to the NAND flash memories
10 can commonly be written into the NAND flash mem-
ories 10 by the card vendor 50. For example, as shown
in FIGS. 7 and 8 above, the card vendor 50 writes the
common key management information FKBv to each of
the NAND flash memories 10 received from the licensing
administrator 40. Thus, the size of unique data that must
be written into each of the NAND flash memories 10 by
the memory vendor 30 can be reduced.
[0123] If information unique to the NAND flash memory
10 and whose data size is large is written during manu-
facture of the NAND flash memories 10, the manufactur-
ing process will be more complex and the manufacturing
time will be longer, leading to increased costs of manu-
facturing. According to the configuration and method in
the present embodiment, however, such a complex man-
ufacturing process becomes unnecessary by dividing in-
formation to be written into commonly attached key man-
agement information FKBv and unique encrypted secret
identification information (E-SecretID) and encrypting the
information in two stages and therefore, the manufactur-
ing process can advantageously be simplified and man-
ufacturing costs can be reduced. Moreover, the manu-
facturing time can be shortened, offering advantages of
being able to reduce power consumption.
[0124] Also on the side of the host device 20, advan-
tages similar to those of the NAND flash memory 10 can
be gained by adopting a configuration of generating E-
SecretID by encrypting SecretID, which is a unique value
to the NAND flash memory, by using hidden information
FKey and further generating key management informa-
tion FKB by encrypting FKey using IDKeyk.

[First modification (when FKB is downloaded and written 
later)]

[0125] An authenticator, an authenticatee, and an au-
thentication method according to a first modification will
be described. In the description, overlapping points with
the first embodiment will be omitted.

<Writing FKB>

[0126] Writing an encrypted FKey bundle (FKB) will be
described.
[0127] The process in the first modification is a process
that is not particularly needed if the encrypted FKey bun-
dle (FKB) is written during manufacture of the NAND flash
memory 10. However, the process relates to a write proc-
ess of FKB needed when the NAND flash memory 10
and the controller 19 are connected and the NAND flash
memory 10 is acquired by a general user as, for example,

27 28 



EP 3 264 670 A1

16

5

10

15

20

25

30

35

40

45

50

55

an SD card and FKB is written later on the market when
the card is used.
[0128] FIG. 9 shows a state in which the key manage-
ment information FKB is, as described above, recorded
in the unrecorded storage media (Card) 55.
[0129] As shown in FIG. 9, the NAND flash memory
10 has NKeyi and SecretID recorded in the hidden area
11-2. Index information i needed to identify the NKeyi,
index information v needed to identify FKB, and SecretID
(E-SecretID) encrypted by FKeyv specified by the index
information v are recorded in the ROM area 11-3.
[0130] The first modification is different from the first
embodiment in that the FKB, which is an encrypted FKey
bundle, is not recorded in the read/write area 11-1.
[0131] Next, a case where the FKB is, as described
above, downloaded from a server and recorded in the
unrecorded storage media 55 will be described by using
FIG. 10.
[0132] In this case, as shown in FIG. 9, the data cache
12 is arranged in the NAND flash memory 10 if necessary.
[0133] A server 70 according to the present embodi-
ment includes an FKB data base (Set of FKBi’s (i = 1, ...,
x)) 71 and a selector 72 to select FKBv based on index
information v.
[0134] The server 70 and the memory system (the
NAND flash memory 10, the controller 19, and the host
device 20) are electrically connected for communication
via an Internet 60.
[0135] The host device 20 includes a function to deter-
mine whether it is necessary to newly write FKB and to
request FKB from the server if necessary.

<FKB write flow>

[0136] Next, the flow to download an encrypted FKeyID
bundle (FKB) from the server 70 and to write the FKB
into the NAND flash memory 10 will be described along
FIG. 11.

(Step S41)

[0137] First, as shown in FIG. 11, when the host device
20 determines that it is necessary to download FKB, FKB
writing is started and the host device 20 issues an FKB
request to the server 70.

(Step S42)

[0138] Subsequently, the server 70 requests index in-
formation v needed to identify FKeyv from the NAND flash
memory 10.

(Step S43)

[0139] Subsequently, the NAND flash memory 10
reads v from the ROM area 11-3 and sends out v to the
server.

(Step S44)

[0140] Subsequently, the server 70 selects FKBv cor-
responding to the received v from the FKB database 71.

(Step S45)

[0141] Subsequently, the server 70 sends out the se-
lected FKBv to the NAND flash memory 10.

(Step S46)

[0142] Subsequently, the NAND flash memory 10
writes the received FKBv into the read/write area 11-1
for recording.
[0143] With the above operation, the download flow of
the encrypted FKey bundle (FKB) according to the first
modification is completed. (End).
[0144] Other configurations and operations are sub-
stantially the same as those in the first embodiment.

<Advantageous effects>

[0145] According to the authenticator, authenticatee
and authentication method according to the first modifi-
cation, at least the advantageous effects (1) to (3) similar
to those in the first embodiment can be obtained.
[0146] Further, according to the first modification, the
present embodiment can be applied if necessary when
FKB is written later.

[Second embodiment]

[0147] Next, a second embodiment will be described.
In the description, overlapping points with the first em-
bodiment will be omitted.
[0148] In the first embodiment, after the authentication
of the NAND flash memory 10 by the host device 20 is
successfully completed, both share SecretID. As a proc-
ess after the authentication, for example, the host device
20 encrypts content and writes the encrypted content into
the NAND flash memory 10. For this process, using the
shared SecretID can be considered.
[0149] The present embodiment intends to protect Se-
cretID even in such a process. Thus, in the description,
overlapping points with the first embodiment will be omit-
ted.

<Memory system>

[0150] A memory system according to the second em-
bodiment is shown as in FIG. 12.
[0151] As shown in FIG. 12, the memory system ac-
cording to the present embodiment is different from that
in the first embodiment in that the system further includes
a one-way converter (Oneway) 27B, a switch unit 29, and
information (ASSV) commonly held by all host devices
20 handling target content.
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[0152] The switch unit 29 turns on a signal path to out-
put SecretID to the one-way converter 27B if a determi-
nation result when both values of Oneway-ID match in a
data verification unit (Verify) 28 (OK) is input as a control
signal.
[0153] The one-way converter (Oneway) 27B converts
SecretID input from the switch unit 29 by a one-way func-
tion using the information (ASSV) commonly held by all
host devices handling target content to generate one-
way conversion identification information EMID(EMID =
Oneway(SecretID, ASSV)).
[0154] Thus, in the second embodiment, after SecretID
being verified by the host device 20, the host device 20
converts SecretID using ASSV commonly held by all in-
tended host devices to calculate EMID. Thus, the host
device 20 can execute the process of content encryption
and the like by using EMID, instead of SecretID.
[0155] Other configurations and operations are sub-
stantially the same as those in the first embodiment and
thus, a detailed description thereof is omitted.

<Advantageous effects>

[0156] According to the authenticator, authenticatee
and authentication method according to the second em-
bodiment, at least the advantageous effects (1) to (3)
similar to those in the first embodiment can be obtained.
[0157] Further, the second embodiment is different
from the first embodiment in that the host device 20 fur-
ther includes the information (ASSV) commonly held by
the one-way converter (Oneway) 27B, the switch unit 29,
and all host devices handling target content.
[0158] According to the above configuration, after the
secret identification information SecretID being verified
by the host device 20, the host device 20 converts the
secret identification information SecretID using the infor-
mation (ASSV) commonly held by all intended host de-
vices to calculate one-way conversion identification in-
formation EMID. Thus, the host device 20 can execute
the process of content encryption and the like by using
the one-way conversion identification information EMID,
instead of the secret identification information SecretID.
[0159] As a result, though not shown, the one-way con-
version identification information EMID can be used for
content encryption in a postprocess and thus, the secret
identification information SecretID can be prevented from
being leaked in the postprocess, further advantageously
increasing confidentiality of the secret identification in-
formation SecretID. Details thereof will be described be-
low.

[Third embodiment]

[0160] Next, a third embodiment will be described. The
third embodiment relates to an example in which a NAND
flash memory 10 authenticates a host device 20. The
present embodiment shows a method of reading Secre-
tID in the NAND flash memory 10 in a state hidden from

third parties and also of reliably determining that the data
has been read from the NAND flash memory 10 and also
a method by which the NAND flash memory 10 inspects
the host device 20.
[0161] In the description, overlapping points with the
above embodiments will be omitted.

<Memory system>

[0162] A memory system according to the third em-
bodiment will be described by using FIG. 13.
[0163] As shown in FIG. 13, the present embodiment
is different from the first embodiment in that the NAND
flash memory 10 further includes a function controller 18,
a random number generator 24n, and a data verification
unit 28n, and the host device 20 further includes a func-
tion call unit 30.
[0164] The random number generator (RNG) 24n gen-
erates a random number RNn used for authentication.
[0165] The data verification unit (Verify) 28n compares
Oneway-ID received from the host device 20 and One-
way-ID obtained from a one-way converter 15 in the
NAND flash memory 10 to see whether both Oneway-
IDs match. If both values match, the data verification unit
28n determines that the host device 20 has obtained the
correct Oneway-ID (OK) and if both values do not match,
the data verification unit 28n determines that the host
device 20 has not obtained the correct Oneway-ID (NG).
[0166] Only if the host device 20 obtains the correct
Oneway-ID (OK), the function controller 18 enables a
predetermined function on a memory cell array 11 so that
the predetermined function of the NAND flash memory
10 is made available to the host device 20. Further, HCj
received from the host device 20 may be input to the
function controller 18 so that the predetermined function
is controlled in accordance with HCj. The predetermined
function will separately be described below.
[0167] The function call unit 30 executes the process
of calling a predetermined function of the NAND flash
memory 10 when the host device 20 receives access
permission information (labeled with "Access Permis-
sion" in FIG. 13) indicating that the NAND flash memory
10 has verified the authenticity of Oneway-ID generated
by the host device 20.

<Authentication flow>

[0168] Next, the authentication flow of a memory sys-
tem according to the third embodiment will be described
along FIG. 14.

(Steps S11 to S14)

[0169] As shown in FIG. 14, the same process as in
the first embodiment is executed from the authentication
start (Start) to steps S11 to S14.

31 32 



EP 3 264 670 A1

18

5

10

15

20

25

30

35

40

45

50

55

(Step S51)

[0170] Subsequently, when index information i is re-
ceived, the host device 20 sends out a random number
generation request (Request RNn) to the NAND flash
memory 10.

(Step S52)

[0171] Subsequently, the NAND flash memory 10 re-
ceives the request and generates RNn by the random
number generator 24n. The generated RNn is sent out
to the host device 20.

(Steps S21 to S23)

[0172] Subsequently, the host device 20 executes a
process similar to steps S21 to S23 in the first embodi-
ment.

(Step S53)

[0173] Subsequently, the host device 20 requests for
an authentication (Request authentication) to the NAND
flash memory 10 and sends out HCj and Oneway-ID.

(Steps S17 to S20)

[0174] Subsequent to a process similar to steps S17
to S19 described above, in step S20, the NAND flash
memory 10 executes a one-way conversion process by
the one-way converter 15 on SecretID by using the gen-
erated SKeyi,j to generate Oneway-ID (= One-
way(SKeyi,j, SecretID)).

(Step S54)

[0175] Subsequently, the NAND flash memory 10 ver-
ifies that the received Oneway-ID and generated One-
way-ID by the NAND flash memory 10 match. If both
Oneway-IDs match (OK), the NAND flash memory 10
determines that the SecretID is an authentic ID and if
both Oneway-IDs do not match (NG), the NAND flash
memory 10 determines that the SecretID is an unlawful
ID. Then, the NAND flash memory 10 returns the deter-
mination result to the host device 20 and also gives per-
mission (Permission) of call acceptance of a predeter-
mined function.

(Step S55)

[0176] Subsequently, if the determination result in step
S54 is a match (OK), the NAND flash memory 10 enables
a predetermined function in the function controller 18 so
that the predetermined function of the NAND flash mem-
ory 10 is made available to the host device 20.

(Step S56)

[0177] Subsequently, if the host device 20 receives ac-
cess permission information (Access Permission) indi-
cating that the NAND flash memory 10 has verified au-
thenticity of Oneway-ID generated by the host device 20,
the host device 20 returns an instruction to call the pre-
determined function through the function call unit 30.

(Step S57)

[0178] Subsequently, the NAND flash memory 10 re-
ceives a function call and executes the process in the
function controller 18 according to the function call in-
struction received from the host device 20 to return a
status (Status) of the process result.
[0179] In this case, HCj received from the host device
20 may be input to the function controller 18 so that the
predetermined function is controlled in accordance with
HCj. The predetermined function will separately be de-
scribed below.

<Advantageous effects>

[0180] According to the authenticator, authenticatee
and authentication method according to the third embod-
iment, at least the advantageous effects (1) to (3) similar
to those in the first embodiment can be obtained. Further,
at least the following advantageous effects (4) and (5)
can be obtained.

(4) The NAND flash memory 10 can authenticate the host 
device 20.

[0181] The present embodiment is different from the
first embodiment in that the NAND flash memory 10 fur-
ther includes the function controller 18, the random
number generator 24n, and the data verification unit 28n,
and the host device 20 further includes the function call
unit 30.
[0182] Thus, according to the above configuration, the
authentication function can be controlled in such a way
that, for example, when the host device 20 accesses the
NAND flash memory 10, the NAND flash memory 10 pro-
vides a predetermined function only if the host device 20
is reliable enough.
[0183] Thus, according to the present embodiment, re-
cording media such as NAND flash memories that are
normally authenticatees can advantageously authenti-
cate the host device 20 the other way round.
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(5) A mechanism that further controls whether to provide 
a predetermined function in accordance with unique in-
formation (constant HCj) of the authenticated host device 
20 can advantageously be provided. Details of the pre-
determined function will be described below.

[Fourth embodiment (mutual authentication)]

[0184] Next, a fourth embodiment will be described.
The fourth embodiment relates to an example in which
a NAND flash memory 10 and a host device 20 mutually
authenticate.
[0185] In the description, overlapping points with the
above embodiments will be omitted.

<Memory system>

[0186] A memory system according to the fourth em-
bodiment will be described by using FIG. 15.
[0187] As shown in FIG. 15, the present embodiment
includes a configuration substantially combining a mem-
ory system according to the first embodiment and a mem-
ory system according to the third embodiment.
[0188] More specifically, the NAND flash memory 10
and the host device 20 include random number genera-
tors 24n, 24h, generators 14-2, 26-2, one-way converters
15-2, 26-2, and data verification units 28n, 28h. Further,
the present embodiment is different from the third em-
bodiment in that the host device 20 further includes a
switch unit 29B.
[0189] The operation of each of the configurations is
the same as in the above embodiments.

<Authentication flow>

[0190] Next, the authentication flow of a memory sys-
tem according to the fourth embodiment will be described
along FIG. 16. In principle, the authentication flow ac-
cording to the present embodiment performs an authen-
tication operation (the host device authenticates the
NAND flash memory) according to the first embodiment
and then performs an authentication operation (the
NAND flash memory authenticates the host device) ac-
cording to the third embodiment.

(Steps S11 to S24)

[0191] As shown in FIG. 15, when the authentication
is started (Start), first the host device 20 authenticates
the NAND flash memory 10 by following steps S11 to
S24 similar to those in the first embodiment.
[0192] At this point, similar authentication is performed
by using a random number RNh generated by the random
number generator 24h.

(Steps S51 to S70)

[0193] Subsequently, if the determination result in step

S24 is a match (OK), the authentication of the NAND
flash memory 10 is determined to be completed.
[0194] Subsequently, the NAND flash memory 10 au-
thenticates the host device 20 by following steps S51 to
S70 similar to those in the third embodiment.
[0195] At this point, similar authentication is performed
by using a random number RNn generated by the random
number generator 24n.
[0196] With the above steps, the authentication oper-
ation according to the fourth embodiment is completed
(End).

<Configuration example of the function control>

[0197] Next, a configuration example of the function
control will be described by using FIG. 17.
[0198] The function control is a control method of a
predetermined function according to the third and fourth
embodiments by which, when the NAND flash memory
10 is an authenticator and the host device 20 is an au-
thenticatee, the NAND flash memory 10 authenticates
the host device 20 and provides the predetermined func-
tion to the host device 20 based on the authentication
result.
[0199] The configuration of the function control shown
in FIG. 17 is included in each of the NAND flash memories
10. The function control includes a function controller 18
included in an authentication circuit 17, a parameter reg-
ister 89, and a sequence control circuit 88.
[0200] The function controller 18 contained in the au-
thentication circuit 17 controls functions to provide the
predetermined function to the host device 20 based on
an authentication result or unique information (constant
HCj or the like) of the host device 20 if necessary. The
function controller 18 updates control parameters 890
contained in the parameter register 89 based on an au-
thentication result or unique information of the host de-
vice 20.
[0201] The control parameters 890 in the parameter
register 89 contain at least one piece of access permis-
sion information (#0, #1, ..., #3). For example, the access
permission information #0 contains block addresses,
page addresses, read attributes, write attributes, erase
attributes, and unique information, or the like. A block
address shows control of the memory cell array 11 as-
sociated with the block address. A page address shows
control of the memory cell array 11 associated with the
page address. A read attribute shows read permission
information associated with a block address, or a block
address and a page address. A write attribute shows write
permission information associated with a block address,
or a block address and a page address. An erase attribute
shows erase permission information associated with a
block address, or a block address and a page address.
Unique information indicates that the access permission
information is a control parameter of the host device 20
having the specific information.
[0202] Each piece of the access permission informa-
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tion (#0, #1, ..., #3) does not have to contain all the above
information and may contain information in accordance
with the needed control level. For example, specific in-
formation may not be contained if the control based on
the unique information (such as the constant HCj) of the
host device 20 is not needed. Further, the page address
may not be contained if the control in units of pages is
not needed. Further, the block address may not be con-
tained if the control in any block address is not needed
and, for example, the control is intended for a predeter-
mined block only or the whole NAND flash memory 10.
Similarly, regarding read attributes, write attributes, and
erase attributes, only those attributes of functions that
need the control may be contained.
[0203] The sequence control circuit 88 controls an op-
eration sequence in accordance with a command (CMD)
provided by the host device 20 according to the control
parameters 890. For a data read command, for example,
the sequence control circuit 88 controls, based on read
attributes of the access permission information in the
control parameters 890, the operation of reading (Read)
data or rejecting to read data in accordance with the pro-
vided read command. If reading is permitted in the read
attributes, data can be read from a cell array 11. In ad-
dition, the above operation example applies also to the
data write operation and data erase operation.

<Advantageous effects>

[0204] According to the authenticator, authenticatee
and authentication method according to the fourth em-
bodiment, at least the advantageous effects (1) to (5)
similar to those described above can be obtained.
[0205] According to the present embodiment, the
NAND flash memory 10 and the host device 20 can mu-
tually authenticate.
[0206] Further, the NAND flash memory 10 according
to the present embodiment realizes the function control
by the configuration shown in FIG. 17. The sequence
control circuit 88 can control an operation sequence in
accordance with the provided command according to the
control parameters 890. Thus, the host device 20 authen-
ticated by the NAND flash memory 10 can advantageous-
ly be permitted (Process function) to execute various
function processes of the updated control parameters
890 based on unique information (constant HCj or the
like) of the host device 20.
[0207] Further, the NAND flash memory 10 according
to the present example can include the function control
of the configuration shown in FIG. 17 along with the third
and fourth embodiments.

[Fifth embodiment (configuration example of the NAND 
flash memory)]

[0208] Next, a fifth embodiment will be described. The
fifth embodiment relates to a configuration example of a
NAND flash memory 10 to which an authentication func-

tion according to the first to fourth embodiments is ap-
plied.
[0209] In the description, overlapping points with the
above embodiments will be omitted.

<Overall configuration example of the NAND flash mem-
ory>

[0210] An overall configuration example of the NAND
flash memory 10 according to the fifth embodiment will
be described by using FIG. 18.
[0211] As shown in FIG. 18, the NAND flash memory
10 includes a memory cell array 11 and a peripheral cir-
cuit.
[0212] The memory cell array 11 includes a plurality of
blocks BLOCK1 to BLOCKn. The configuration of each
block, which will be described with reference to FIG. 19,
contains a plurality of memory cell transistors MC, word
lines WL, and bit lines BL. Data in the memory cell tran-
sistors MC in each block is erased by one operation. Data
cannot be erased in units of memory cell transistors or
pages. That is, individual blocks are the minimum erasure
units.
[0213] The peripheral circuit includes a sense amplifier
77, an input/output control circuit 84, and a logic control
circuit 85.
[0214] The sense amplifier 77 reads data of a memory
cell (memory cell transistor MC) in the memory cell array
11 via the bit line BL and detects the state of a memory
cell in the memory cell array 11 via the bit line BL.
[0215] A data cache 12 temporarily holds data read
from the sense amplifier 77 or data to be supplied to the
sense amplifier 77.
[0216] A column decoder 75 selects the specific bit line
BL, sense amplifier or the like based on an address signal
supplied via an IO terminal from outside the NAND flash
memory 10.
[0217] A column address buffer 74 temporarily holds
address signals to supply the address signals to the col-
umn decoder 75.
[0218] A row decoder 78 receives various voltages
needed for reading, writing, or erasing data from a voltage
generator 86 to apply such voltages to the specific word
lines WL based on an address signal.
[0219] A row address buffer decoder 79 temporarily
holds address signals to supply the address signals to
the row decoder 78.
[0220] The voltage generator 86 receives reference
power supply voltages VSS, VCC, voltages VSSQ, VC-
CQ and the like to generate a voltage needed for writing,
reading, or erasing data from these voltages.
[0221] The input/output control circuit 84 receives var-
ious commands that control the operation of the NAND
flash memory 10, address signals, and write data via the
IO terminal and also outputs read data. Address signals
output from the input/output control circuit 84 are latched
by an address register 82. Latched address signals are
supplied to the column address buffer 74 and the row
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address buffer decoder 79. Commands output from the
input/output control circuit 84 are latched by a command
register 83. A status register 81 holds various status val-
ues for the input/output control circuit 84.
[0222] The NAND flash memory 10 receives various
control signals for controlling a command, address, IO
terminal for data input/output, and operation from outside
as an external interface (NAND I/F). Control signals in-
clude, for example, a chip enable /CE, command latch
enable CLE, address latch enable ALE, read enable RE
and /RE, write enable WE and /WE, write protect WP,
and clocks DQS, /DQS.
[0223] These control signals are received at corre-
sponding terminals, and then transferred to the logic con-
trol circuit 85. The logic control circuit 85 controls the
input/output control circuit 84 based on control signals to
permit or inhibit a signal on the terminal IO from reaching
the address register 82, the command register 83, a page
buffer 12 or the like as a command, address, or data via
the input/output control circuit 84. The logic control circuit
85 also receives a latched command from the command
register 83.
[0224] Of control signals, a WE terminal supplies a da-
ta input clock, an RE terminal supplies a data output
clock, a DQS terminal transmits a data input/output clock,
a CLE terminal is intended for enabling that input data
input as a command, an ALE terminal is intended for
enabling that inputs data input as an address, and a CE
terminal is intended to enable overall functions of data
input/output.
[0225] An R/B terminal indicates an internal operating
state of the NAND flash memory 10, a WP terminal trans-
mits a write prevention signal to prevent erroneous writ-
ing, and Vcc/Vss/Vccq/Vssq terminals are used to supply
power. Also in the present embodiment, a /RE terminal,
/WE terminal, and /DQS terminal that transmit respective
complementary signals are present for the RE terminal,
WE terminal, and DQS terminal as terminals (Toggle)
used when data transmission is realized by a high-speed
interface.
[0226] The logic control circuit 85 includes a sequence
control circuit 88, a parameter register 89, and an au-
thentication circuit 17. The logic control circuit 85 also
manages output of a ready/busy signal (R/B). More spe-
cifically, the logic control circuit 85 outputs a busy signal
while the NAND flash memory 10 is busy.
[0227] The sequence control circuit 88 receives a com-
mand from the command register 83. The sequence con-
trol circuit 88 controls the sense amplifier 77, the voltage
generator 86 and the like so that the process (such as
reading, writing, or erasing data) instructed by the com-
mand can be performed based on the received com-
mand.
[0228] The parameter register 89 holds a variety of the
control parameters 890 specifying the operation of the
logic control circuit 85. The control parameters 890 are
referred to or updated by the sequence control circuit 88
and used for control of a sequence of the logic control

circuit 85 or the input/output control circuit 84.
[0229] The authentication circuit 17 executes the proc-
ess related to the authentication. For example, as de-
scribed above, the authentication circuit 17 also updates
data, for example, rewrites the control parameters 890
contained in the parameter register. The authentication
circuit 17 receives a command requesting the authenti-
cation and performs a specific operation for the authen-
tication by using specific data in the memory cell array
11 to output the result out of the memory 10. In the proc-
ess of executing a series of operations, the authentication
circuit 17 permits the sequence control circuit 88 to read
or write necessary data through updates of the control
parameters 890.
[0230] A ready/busy circuit (RY/BY) 87 makes a noti-
fication of an R/B signal out of the NAND flash memory
10 via a switch transistor under the control of the logic
control circuit 85.

<Configuration example of the block (BLOCK)>

[0231] Next, a configuration example of the block
(BLOCK) forming the memory cell array 11 will be de-
scribed by using FIG. 19. BLOCK1 in FIG. 18 is taken as
an example for the description. Data in memory cells in
the block BLOCK1 is erased, as described above, by one
operation and thus, the block is the unit of data erasure.
[0232] The block BLOCK1 includes a plurality of mem-
ory cell units MU arranged in a word line direction (WL
direction). The memory cell unit MU includes a NAND
string (memory cell string) formed of eight memory cells
MC0 to MC7 arranged in a bit line direction (BL direction)
intersecting the WL direction and whose current path is
connected in series, a select transistor S1 on the source
side connected to one end of the current path of the
NAND string, and a select transistor S2 on the drain side
connected to the other end of the current path of the
NAND string.
[0233] In the present embodiment, the memory cell unit
MU includes eight memory cells MC0 to MC7, but may
include two memory cells or more, for example, 56 or 32
memory cells and the number of memory cells is not lim-
ited to 8.
[0234] The other end of the current path of the select
transistor S1 on the source side is connected to a source
line SL. The other end of the current path of the select
transistor S2 on the drain side is connected to a bit line
BL provided above each memory cell unit MU corre-
sponding to the memory cell unit MU and extending in
the BL direction.
[0235] The word lines WL0 to WL7 extend in the WL
direction to be commonly connected to control gate elec-
trodes CG of a plurality of memory cells in the WL direc-
tion. A select gate line SGS extends in the WL direction
to be commonly connected to a plurality of select tran-
sistors S1 in the WL direction. A select gate line SGD
also extends in the WL direction to be commonly con-
nected to a plurality of select transistors S2 in the WL

39 40 



EP 3 264 670 A1

22

5

10

15

20

25

30

35

40

45

50

55

direction.
[0236] A page (labeled with "PAGE" in FIG. 19) exists
for each of the word lines WL0 to WL7. For example, as
shown by being surrounded with a broken line in FIG.
19, page 7 (PAGE7) exists in the word line WL7. Because
a data read operation or data write operation is performed
for each page (PAGE), the page (PAGE) is the data read
unit and the data write unit.

<Configuration example of the cell array>

[0237] Next, the structure of the memory cell array 11
will be shown by using FIGS. 20A, 20B, 20C, and 20D.
[0238] As shown in FIG. 20A, the memory cell array
11 includes a plurality of blocks (BLOCK) of a normal
block 11-1, a hidden block 11-2, a ROM block 11-3, a
ROM fuse block 11-4, a protected block 11-5 and the
like. Each block includes, as described above, a plurality
of pages. Normally, data is read or written in units of
pages and data is erased in units of blocks.
[0239] As described above, both data writing and data
reading are permitted to the normal block 11-1, which is
used for normal data holding. The normal block corre-
sponds to the above read/write area 11-1. The number
of blocks is not specifically limited.
[0240] As described above, the hidden block 11-2 and
the ROM block 11-3 are applied to the above authenti-
cation operation. The hidden block 11-2 corresponds to
the above hidden area 11-2. The ROM block 11-3 cor-
responds to the above ROM area 11-3. The number of
blocks is not specifically limited in both cases.
[0241] In the present embodiment, as shown in FIG.
20B, read-only data is further recorded in the memory
space of the ROM block 11-3.
[0242] In the present embodiment, as shown in FIG.
20C, hidden data is further recorded in the memory space
of the hidden block 11-2.
[0243] In the present embodiment, as shown in FIG.
20D, protected data used by the authentication function
described below is further recorded in the memory space
of the protected block 11-5.
[0244] The ROM fuse block 11-4 is used, for example,
for holding parameters for operation control of the NAND
flash memory 10.

<Read-only data in the ROM block>

[0245] Next, read-only data in the ROM block 11-3 will
be described by using FIG. 21.
[0246] As shown in FIG. 21, read-only data is recorded
in some page in the memory space of the ROM block
11-3. If read-only data is a sequence of read-only data
A to Z, FIG. 21 shows three examples of data patterns
intended for error correction of data.
[0247] As shown in first data pattern, the first data pat-
tern is an example of repeatedly recording the same data
(A, A, ,,, B, B, ,,,). In this case, error corrections can be
made by reading read-only data repeatedly by the host

device 20 and making a majority vote determination by
an error correction unit in the host device 20 or the like.
Alternatively, error corrections can be made by reading
read-only data repeatedly by the controller 19 and mak-
ing a majority vote determination by an error correction
unit in the controller 19 or the like. Alternatively, error
corrections can be made by making a majority vote de-
termination of read-only data read repeatedly by an error
correction unit in the NAND flash memory 10. For exam-
ple, the number of times of repetition is desirably 16 times
or more.
[0248] As shown in a second data pattern of FIG. 21,
the second data pattern is an example of repeatedly re-
cording a complementary data pair formed of data (A,
B, ,,,) and inverted data thereof (inversion of A, inversion
of B, ,,,). In this case, error corrections can be made by
reading read-only data repeatedly by the host device 20
and making a majority vote determination in considera-
tion of complementary data pairs by an error correction
unit in the host device 20 or the like. Alternatively, error
corrections can be made by reading read-only data re-
peatedly by the controller 19 and making a majority vote
determination in consideration of complementary data
pairs by an error correction unit in the controller 19 or the
like. Alternatively, error corrections can be made by mak-
ing a majority vote determination in consideration of com-
plementary data pairs of read-only data read repeatedly
by an error correction unit in the NAND flash memory 10.
[0249] The reason why complementary data pairs are
repeatedly recorded is due to an error mode of the NAND
flash memory 10. The NAND flash memory 10 writes
data by applying a predetermined voltage to the memory
cell MC to inject electrons into a floating gate FG. Data
is read by using a threshold voltage that varies depending
on whether electrons are present in the floating gate FG
of the memory cell MC. Data is erased by applying a
voltage in the opposite direction of the voltage when data
is written to extract electrons from the floating gate FG
into the substrate. Though the amount of voltage appli-
cation and a gate applied with the voltage in reading,
writing, and erasing data are different, the voltage is ap-
plied in the memory cell MC in all these cases. Typical
error modes of the NAND flash memory 10 caused by
this principle include read program disturb and data re-
tention problem. Read program disturb is an error mode
in which data changes due to a change of the amount of
electrons in the floating gate FG after repeatedly reading
the local or adjacent pages or writing data into adjacent
pages. Thus, a state of the memory cell changes to a
weak program state, increasing the threshold voltage in
most cases. Data retention problem is an error mode in
which data changes because electrons are drawn from
the floating gate after a page once written being left for
a long time. Thus, a state of the memory cell changes to
a weak erasure state, decreasing the threshold voltage
in most cases. That is, there is a general trend of increase
or decrease in these defective modes and thus, errors
of data are likely to occur in the same direction.
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[0250] Thus, by recording data as complementary data
as shown in second data pattern of FIG. 21, because if
data is 1 (unrecorded), inverted data thereof is 0 (record-
ed), both pieces of data shift in the 0 direction (increase
of threshold voltage) for read program disturb and con-
versely in the 1 direction (decrease of threshold voltage)
for data retention. Thus, whether at least an error has
occurred can be determined more easily by storing com-
plementary data. In this case, for example, the comple-
mentary data pair is desirably repeated at least eight
times in the data pattern.
[0251] As shown in third data pattern of FIG. 21, the
third data patters is an example in which an error cor-
recting code is further used in addition to read-only data
(A, B, ,,, Z). Because random errors occur in the NAND
flash memory 10 in units of bits, for example, the BCH
code, the LDPC code or the like capable of correcting
random bit errors is desirable as the error correcting
code.
[0252] In each example of the first to third data pat-
terns, each piece of data may be randomized. Rand-
omize is to make data to be recorded random by a method
of, for example, calculating an exclusive OR of a gener-
ated random sequence and data to be recorded to elim-
inate data biases. The M sequence or the like may be
used as the generation method of a random sequence.
[0253] In addition, in all examples of the first to third
data patterns, each piece of data is recorded in a binary
state. The binary state is a method of recording data by
determining whether the threshold voltage in one mem-
ory cell belongs to a high level or a low level by setting
one predetermined level as a reference and can hold
information of 1 bit per memory cell. Such a recording
method is generally called an SLC (Single Level Cell)
recording. On the other hand, if data is recorded by de-
termining to which level the threshold voltage in one
memory cell belongs by setting a plurality of predeter-
mined levels as a reference, information of a plurality of
bits can be held by each memory cell. If, for example,
four levels to which the threshold voltage belongs for re-
cording, information of 2 bits can be held by each memory
cell. Such a recording method is generally called an MLC
(Multi Level Cell) recording. While the MLC recording can
realize higher recording densities due to a larger record-
ing capacity per cell, changes of recorded data with re-
spect to shifts of the threshold voltage occur relatively
more easily. Thus, it is desirable to record read-only data
recorded in the ROM block 11-3 with a smaller number
of bits per cell than normal data. In MLC of 4-level re-
cording in which the number of bits per cell is 2, ROM
data is desirably SLC-recorded. In MLC of 8-level record-
ing in which the number of bits per cell is 4, ROM data
is desirably recorded as MLC of 4-level recording in which
the number of bits per cell is 2 or SLC-recorded.

<Configuration example of ECC>

[0254] Next, a configuration example for performing

the error correcting code (ECC) correction will be de-
scribed.
[0255] The first to third data structures shown in FIG.
21 described above are different in a strict sense, but are
considered to be correcting codes ECC in a broad sense
that redundancy is attached to the original data. Thus,
each data structure is considered to include data and a
correcting code attached to the data. It is necessary for
at least of the host device 20, the controller 19, and the
NAND flash memory 10 to have the corresponding cor-
recting function.
[0256] A first example shown in FIG. 22 is an example
in which the host device 20 has a correcting function
(ECC decode) 90. In this case, the controller 19 and the
NAND flash memory 10 do not execute a correcting proc-
ess and deliver signed data (Data) to the host device 20
and the host device 20 executes the correcting process
through the correcting function (ECC decode) 90 to gen-
erate predetermined data (Data).
[0257] A second example shown in FIG. 23 is an ex-
ample in which the controller 19 has the correcting func-
tion (ECC decode) 90. In this case, the NAND flash mem-
ory 10 does not execute the correcting process and the
controller 19 executes the correcting process and deliv-
ers corrected data (Data) to the host device 20.
[0258] A third example shown in FIG. 24 is an example
in which the NAND flash memory 10 has the correcting
function (ECC decode) 90. In this case, the NAND flash
memory 10 executes the correcting process and delivers
corrected data (Data) to the host device 20 via the con-
troller 19.
[0259] A fourth example shown in FIG. 25 is an exam-
ple in which both of the controller 19 and the host device
20 have correcting functions 90-1, 90-2. In this case, first
the attached correcting code has a double structure and
the controller 19 and the host device 20 each execute
the correcting process of an inner code (Inner code) or
outer code (Outer code).
[0260] However, the present embodiment is not limited
to the above cases and the NAND flash memory 10, the
controller 19, and the host device 20 can each correct
errors while in collaboration in accordance with the cor-
recting function of each.

<Hidden data in the hidden block 11-2>

[0261] Next, an example of the holding state of hidden
data in the hidden block 11-2 will be described by using
FIG. 26.
[0262] As shown in FIG. 26, hidden data is recorded
in pages in the memory space of the hidden block 11-2.
If hidden data is a sequence of A to Z, FIG. 26 shows
three examples.
[0263] In a first data pattern shown in FIG. 26, a plu-
rality of pieces of hidden data (A, A, ,,, B, B, ,,,) and an
access control pattern B1 are stored.
[0264] In a second data pattern shown in FIG. 26, a
plurality of pieces of hidden data (A, A, ,,, B, B, ,,,), in-
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verted data thereof, and an access control pattern B2 are
stored.
[0265] In a third data pattern shown in FIG. 26, a plu-
rality of pieces of hidden data (A, B, ,,, Z), an error cor-
recting code, and an access control pattern B3 are stored.
[0266] An objective of each example is similarly an er-
ror correction. Another objective is to control reading,
writing, and erasure of the hidden block 11-2 or pages in
the hidden block 11-2. Because the area records hidden
data and also holds information used only inside the
NAND flash memory 10 by the authentication circuit 17,
it is necessary to inhibit all operations of reading, writing,
and erasure from outside. On the other hand, in the initial
stage of manufacturing the NAND flash memory 10, the
area is unrecorded and hidden data needs to be written
in one of the manufacturing stages. Further, because da-
ta retention performance of the memory cell in the initial
state may be insufficient as characteristics of the NAND
flash memory 10, it is necessary to cause the memory
cell to perform operations of reading, writing, and erasure
to inspect whether the memory cell can hold data as spec-
ified.
[0267] Thus, reading, writing, and erasure can be per-
formed on the area 11-2 in the manufacturing stage, but
it is necessary to inhibit all of reading, writing, and erasure
from being performed on the area in shipment after man-
ufacturing is completed. As information to cause the state
change, the access control patterns B1, B2, B3 are re-
corded in the area 11-2.
[0268] The access control patterns B1, B2, B3 may be
recorded for each page or only in the first page of a block.
The recording position of the access control patterns B1,
B2, B3 in a page may be a general data area or a redun-
dant area. The redundant area is, for example, an area
used by the controller or the like to attach a correcting
code, an area used by the NAND flash memory 10 to
record information to indicate the internal status for each
page or the like.
[0269] It is also desirable to record, like ROM data,
hidden data and the access control patterns B1, B2, B3
in binary (SLC) mode.
[0270] Next, a configuration example of the access
control pattern will be shown by using FIG. 27.
[0271] First, the access control pattern is formed of a
plurality of bits to prevent losses caused by an error.
[0272] The access control pattern B1 as the first ex-
ample is provided with a plurality of control flag bits A to
Z, each of which is set as a predetermined pattern. If an
access request of reading, writing, erasure or the like to
the area is received from the host device 20, the NAND
flash memory 10 checks the access control pattern B1
of the area 11-2 against a predetermined pattern and
inhibits access if the rate of matching of both is equal to
a predetermined rate or more.
[0273] The access control pattern B2 as the second
example is in accordance with a method of repeatedly
recording control flags. This is effective in reducing the
probability of an error of a predetermined pattern.

[0274] The access control pattern B3 as the third ex-
ample is in accordance with a method of recording each
control flag and inverted data of each control flag. As
described above, this method is also effective in reducing
the probability of an error.

<Usage example of the access control pattern>

[0275] Next, the method of sensing the access control
pattern and how to use sensing results.
[0276] As shown in FIG. 28, the access pattern read
from the hidden area 11-2 in the memory cell array 11 is
input into a pattern sensing circuit 91 in the logic control
circuit 85.
[0277] The pattern sensing circuit 91 executes a pat-
tern recognition process on the input access control pat-
tern and determines whether the rate of matching is equal
to a predetermined rate or more to control accessing.
The rate of matching is calculated from an error proba-
bility in a memory cell array of the NAND flash memory
10 and the amount of data of access control patterns and
it is desirable to set the rate of matching so that, for ex-
ample, an error detection probability becomes at least
10-3 or less. The pattern sensing circuit 91 inputs an
enable signal to control data reading, data writing, and
data erasure based on a detection result into the se-
quence control circuit 88.
[0278] The sequence control circuit 88 controls data
reading, data writing, and data erasure according to the
enable signal of the sensing result.

<Test flow>

[0279] Next, the inspection flow of the manufacturing
process of the NAND flash memory 10 using the above
access control patterns (for example, B1 to B3) will be
described along FIG. 29.

(Steps S71, S72)

[0280] In the manufacturing process, first data that
does not correspond to the access control patterns is
recorded in the hidden area 11-2 and tested. In this stage,
access to the hidden area 11-2 is permitted.
[0281] However, any of the different security levels
may be set to the area 11-2 depending on whether all
access of data reading, data writing, and data erasure is
permitted, data writing and data erasure are permitted or
the like. If a high security level is needed for the area
11-2, even if all access is inhibited by the access control
patterns, erroneous access permission may be granted
due to degradation of data of the access control patterns.
In this case, hidden data may be read out and thus, even
in the test process in step S71, data reading may be
inhibited, that is, reading may not be permitted to the area
11-2 in the first place at the hard-wired level of the NAND
flash memory 10.
[0282] Alternatively, if resistance to data degradation
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of the access control patterns is sufficient, for example,
the access control patterns are repeatedly recorded
many times or a strong error correcting code is attached,
control including data reading may be performed by the
access control patterns to ensure convenience of the
test. In this case, the error detection probability shown
above is still lower and, for example, 10-5 or lower is
desirable.

(Step S73)

[0283] Subsequently, after the predetermined test in
step S72 is completed, hidden data and the access con-
trol patterns (B1 to B3 and the like) are written into the
hidden area 11-2.

(Step S74)

[0284] Subsequently, the NAND flash memory 10 is
shipped with the above data written.

<Flow of data erasure>

[0285] Next, the data erasure operation inside the
NAND flash memory 10 will be described along FIG. 30.

(Step S76)

[0286] First, if an operation instruction of an erasure
operation is issued by the host device 20, the NAND flash
memory 10 determines whether the selected block ad-
dress in the instruction is a specific block.

(Step S77)

[0287] Subsequently, if the selected block address is
not a specific block (No), the NAND flash memory 10
executes a normal erasure sequence.

(Step S78)

[0288] On the other hand, if the selected block address
is a specific block (Yes), the NAND flash memory 10
reads access control information (B1 to B3 or the like)
from the hidden area 11-2.

(Step S79)

[0289] Subsequently, the NAND flash memory 10
senses patterns of the access control information (B1 to
B3 or the like) to determine whether the rate of pattern
matching is equal to a predetermined value or more.

(Step S80)

[0290] Subsequently, if the rate of pattern matching is
equal to the predetermined value or less (Yes), the NAND
flash memory 10 executes a normal erasure sequence.

(Step S81)

[0291] Subsequently, if the rate of pattern matching is
equal to the predetermined value or more (No), the NAND
flash memory 10 exits the erasure sequence to terminate
the data erasure flow (End).
[0292] In the present embodiment, data erasure is tak-
en as an example, but the present embodiment can sim-
ilarly be applied to data reading and data writing.

<Advantageous effects>

[0293] According to the authenticator, authenticatee
and authentication method according to the fifth embod-
iment, at least the advantageous effects (1) to (5) similar
to those described above can be obtained.
[0294] Further, reliability can advantageously be im-
proved by applying the configuration and method in the
present embodiment.

[Sixth embodiment (example of using the data cache for 
the authentication process)]

[0295] A sixth embodiment relates to an example of
using the data cache for the authentication process. In
the description, overlapping points with the above em-
bodiments will be omitted.

<Configuration example of the data cache, sense ampli-
fier and the like>

[0296] A configuration example of a data cache, sense
amplifier and the like according to the sixth embodiment
will be described by using FIG. 31.
[0297] As shown in FIG. 31, a data cache 12 of an
authentication process according to the above embodi-
ment is shown as a component. A NAND flash memory
10 includes the volatile data cache 12 temporarily storing
page data read from a memory cell array 11 or tempo-
rarily storing write page data received as recording data
from outside. The data cache 12 in the present embod-
iment is also called a page buffer, data buffer or the like
and has an area of the normal page size or more. Further,
the data cache frequently has an area a plurality of times
the page size to make a reading or writing process of
page data faster and to realize random page access.
[0298] The data cache 12 includes a plurality of data
caches A, B, C. Each data cache is connected to the
sense amplifier (SA) and data line used for reading from
the memory cell array 11.
[0299] The sense amplifier SA is electrically connected
to the memory cell array 11 via a bit line (not shown).
[0300] The latch circuits DC_A of data caches are data
caches capable of directly exchanging data with data
lines. With IO being connected via the data line, data in
the data cache 12 can be output from the NAND flash
memory 10 through DC_A and data outside the NAND
flash memory 10 can be loaded into the data cache.
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[0301] Further, an operator connected to the data
caches 12 to perform an operation between the data
caches 12 is included. The operator corresponds to an
authentication circuit 17 used for the authentication proc-
ess in the above embodiments and including data gen-
erators 13, 14 and a one-way circuit 15.
[0302] Further, an internal register 92 to temporarily
store data is included.
[0303] In the NAND flash memory 10, in addition to the
read command from the memory cell array 11, a com-
mand called register read to read data read out from the
memory cell array 11 into the data cache 12 is available
for data reading. Specifically, the data read command
includes two kinds of commands; one of the commands
instructs the NAND flash memory to read data from the
memory cell array to the data cache 12; another of the
commands instruct the NAND flash memory to read data
from the data cache 12 to outside and is referred to as
"register read."
[0304] In the authentication method, the hidden block
11-2 in the NAND flash memory 10 may not allow hidden
information (NKey, SecretID and the like) recorded in the
hidden block 11-2 to be read by access from outside the
NAND chip 10. On the other hand, when the NAND flash
memory 10 executes an authentication process, the
NAND flash memory 10 may internally read hidden in-
formation (NKey, SecretID and the like) recorded in the
hidden block 11-2 to use the hidden information for the
authentication process. That is, while it is necessary to
allow hidden information (NKey, SecretID and the like)
to be read from the memory cell array 11 into the data
cache 12, it is necessary to inhibit data output from the
data cache 12 to the outside of the NAND flash memory
10. This corresponds to revoking the register reading.
[0305] Thus, the data reading operation when the hid-
den block 11-2 is accessed from outside the NAND flash
memory 10 is made different from the normal reading
operation. More specifically, when the hidden block 11-2
is accessed, data sensed from the memory cell array 11
is locked in the other data caches DC_B, DC_C than the
data cache DC_A to prevent the data from being output
to revoke the register read command so that the com-
mand does not work. On the other hand, if the accessed
block is not the hidden block 11-2, data is read as usual
by using the data cache DC_A.
[0306] Thus, according to the above configuration, the
plurality of data caches DC_A to DC_C is provided and
the authentication process is executed by using the data
caches DC_B, DC_C that cannot be accessed by a user
from outside. Thus, when hidden information (NKey, Se-
cretID and the like) is used for the authentication process,
hidden information such as key information (NKey) can
advantageously be prevented from being unlawfully read
from outside.

<First example of NAND internal operation flow in the 
authentication process>

[0307] Next, a flow that does not output information
held in the hidden block 11-2 to the host device 20 directly
or indirectly in the process of the authentication process
will be shown along FIG. 32.

(Step S82)

[0308] First, it is assumed in the authentication process
that data is input from outside the NAND flash memory
10 like the host device 20. The input data is, for example,
the random number RN or the host constant HCj and the
data is loaded into the data cache DC_A.

(Step S83)

[0309] Subsequently, an indirect read request to ac-
cess a special block like the hidden block 11-2 is made
from the host device 20. This corresponds to a calculation
request of authentication information in the authentica-
tion.
[0310] In response to the request, data of a confidential
page read from the memory cell array 11 is read out.

(Step S84)

[0311] Subsequently, the read data of the confidential
page is stored in the data cache DC_B.

(Step S85)

[0312] Subsequently, an operation of the authentica-
tion process described in the above embodiments is per-
formed between data stored in the data cache DC_A and
the data cache DC_B by using the operator (authentica-
tion circuit 17).

(Step S86)

[0313] Subsequently, the operation result is stored in
the data cache DC_C.

(Step S87)

[0314] If the confidential data remains in the data cache
when the chip becomes ready by completing the se-
quence, there is a possibility that the confidential data
may be read from outside. To prevent such a possibility,
it is necessary to reset information in all the data caches
DC_A to DC_C before the sequence is completed. On
the other hand, the host device 20 needs to obtain the
result of the operation after the data caches DC_A to
DC_C being reset.
[0315] Thus, the operation result held in the data cache
DC_C is first copied to the internal register 92.
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(Step S88)

[0316] Subsequently, data in all the data caches DC_A
to DC_C is reset (in that, data is deleted).

(Step S89)

[0317] Subsequently, data saved in the internal regis-
ter 92 is brought back to the data cache DC_A. If the
operation heretofore is completed, the NAND flash mem-
ory 10 completes the sequence to become ready. At this
point, the operation result is stored in the data cache
DC_A.

(Step S90)

[0318] Subsequently, the host device 20 can obtain
the data stored in the data cache DC_A by the register
read command.

<Second example of NAND internal operation flow in the 
authentication process>

[0319] Next, a NAND internal operation flow in an em-
bodiment including a random number generator 24n in-
side the NAND flash memory 10 will be described along
FIG. 33. FIG. 33 is different from FIG. 32 in that a random
number RNn generated by the random number generator
24n inside the NAND flash memory 10 is used.

(Step S91)

[0320] First, in the authentication process, when a ran-
dom number read request is issued to the NAND flash
memory 10 from the host device 20, the NAND flash
memory 10 causes the random number generator to gen-
erate a random number and the generated random
number is loaded into the data cache DC_A.

(Step S92)

[0321] Subsequently, the host device 20 reads the ran-
dom number in the data cache DC_A by the register read
command.

(Step S93)

[0322] Subsequently, in the authentication process,
data, for example, the host constant (HCj) is input from
the host device 20 into the NAND flash memory 10. The
data is loaded into the data cache DC_A.
[0323] Further, the authentication information which is
obtained by the arithmetic operation in the host device
20 is input into the NAND flash memory 10 from the host
device 20. The data is, for example, Oneway-ID and the
data is loaded into the data cache DC_A.

(Step S94)

[0324] Subsequently, an indirect read request is made
from the host device 20 by accessing the hidden block
11-2. This corresponds to a calculation request of au-
thentication information in the authentication.
[0325] Then, a confidential page is read from the mem-
ory cell array 11.

(Step S95)

[0326] Subsequently, the read result is stored in the
data cache DC_B.

(Step S96)

[0327] Subsequently, an operation of the authentica-
tion process described in the above embodiments is per-
formed between data stored in the data cache DC_A and
the data cache DC_B by using the operator (authentica-
tion circuit 17).

(Step S97)

[0328] Subsequently, the operation result is stored in
the data cache DC_B.

(Step S98)

[0329] Subsequently, the operation result of the host
held in the data cache DC_A is verified against the op-
eration result of NAND held in the data cache DC_B.

(Step S99)

[0330] Subsequently, if matching of the verification re-
sult is confirmed in the verification in step S98, control
parameters (890) are updated.

(Step S100)

[0331] Subsequently, the NAND flash memory 10 re-
sets information of all the data caches DC_A to DC_C.
If the operation heretofore is completed, the NAND flash
memory 10 exits the sequence to become ready.

(Step S101)

[0332] Subsequently, the host device 20 obtains the
verification result read out of the NAND chip 10 by using
a command to confirm the verification result.

<Inspection method of hidden information>

[0333] Next, the inspection method of hidden informa-
tion will be described.
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•Inspection flow

[0334] The process related to the authentication meth-
od in the process from completion of silicon chip in the
factory to shipment of the NAND flash memory 10 will be
shown along FIG. 34.
[0335] As shown in FIG. 34, the process proceeds in
the order of the manufacturing process, test, hidden data
writing, and shipment.

(Steps S71, S72)

[0336] First, when the manufacturing process of silicon
chip is completed, a predetermined inspection test is per-
formed to select the conforming chip 10 from the wafer.

(Step S73)

[0337] Subsequently, after the normal test process in
step S72 is completed, the process of writing hidden data
is executed and a test needs to be performed to check
whether the hidden data has been written correctly.
[0338] On the other hand, hidden data cannot be di-
rectly read from the hidden block 11-2. This is because
the read function could become a security hole.

(Step S74)

[0339] Subsequently, the NAND flash memory 10 with
hidden data written correctly is shipped.

•Indirect read inspection flow of hidden information

[0340] In step S73, hidden data cannot be directly read
from the hidden block 11-2 from the viewpoint of possibly
becoming a security hole.
[0341] Thus, a flow of checking recorded data without
providing the direct data reading function will be de-
scribed along FIG. 35.

(Step S111)

[0342] First, hidden information (NKey and the like) is
read from the hidden block 11-2 of the memory cell array
11.

(Step S112)

[0343] Subsequently, the reading result of the read hid-
den information (NKey and the like) is stored in the data
cache DC_B.

(Step S113)

[0344] Subsequently, the data cache DC_A is caused
to store the same hidden information (NKey and the like)
from outside the NAND flash memory 10.

(Step S114)

[0345] Subsequently, an exclusive OR of the data in
the data cache DC_A and the data in the data cache
DC_B is calculated by using the operator (authentication
circuit 17).

(Step S115)

[0346] Subsequently, the result of the exclusive OR is
stored in the data cache DC_C.

(Step S116)

[0347] Subsequently, data in the data cache DC_C is
sensed.

(Step S117)

[0348] At this point, if the data in the data cache DC_A
and the data in the data cache DC_B match (Yes), the
test is passed (OK). On the other hand, if both pieces of
data mismatch (No), the test fails.
[0349] More specifically, the data cache DC_C con-
tains the result of the exclusive OR and thus, if the data
(all of the bits) in the data cache DC_C is all "0" (Yes),
the test is passed (OK). On the other hand, if the data in
the data cache DC_C is "1" (No), the test fails.
[0350] First, whether the data in the data cache DC_C
is all "0" is sensed. If all bits are "0" (Yes), the test is
passed. Otherwise (No), the test proceeds to step S118.

(Step S118)

[0351] Subsequently, if all bits are not "0" (No), the
number of "1" is counted. If the number of "1" is equal to
a specified number or less (Yes), the test is passed be-
cause errors are determined to be correctable by a ma-
jority vote error correction or correcting code (OK). On
the other hand, if the number of "1" is equal to the spec-
ified number or more (No), the test fails (NG).
[0352] Also a method of controlling access to the hid-
den block 11-2 based on second hidden information is
possible by separately holding the hard-wired second
hidden information in the NAND flash memory 10 instead
of the hidden information recorded in the hidden block
11-2 by using the method using the authentication for
access control to a specific block described in the above
embodiment. In this case, not only data reading, but also
data writing and data erasure may be controlled by the
authentication based on the second hidden information.

<Advantageous effects>

[0353] According to the authenticator, authenticatee
and authentication method according to the sixth embod-
iment, at least the advantageous effects (1) to (5) similar
to those described above can be obtained.
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[0354] Further, in the present embodiment, when the
hidden block 11-2 is accessed, data sensed from the
memory cell array 11 is locked in the other data caches
DC_B, DC_C than the data cache DC_A to prevent the
data from being output to revoke the register read com-
mand so that the command does not work. On the other
hand, if the accessed block is not the hidden block 11-2,
data is read as usual by using the data cache DC_A.
[0355] Thus, according to the above configuration, the
plurality of data caches DC_A to DC_C is provided and
the authentication process is executed by using the data
caches DC_B, DC_C that cannot be accessed by a user
from outside. Thus, when hidden information (NKey, Se-
cretID and the like) is used for the authentication process,
hidden information such as key information (NKey) can
advantageously be prevented from being unlawfully read
from outside.
[0356] In addition, as shown in steps S88, S100 above,
hidden information such as key information in the data
caches DC_A to DC_C is all erased before returning from
the busy state to the ready state. Thus, safety can be
ensured.

[Seventh embodiment (example of command mapping)]

[0357] A seventh embodiment relates to an example
of command mapping. In the description, overlapping
points with the above embodiments will be omitted.

<Example of command mapping compatible with the 
read/write commands>

[0358] A NAND flash memory 10 specifies the block
to be read and the page address by, for example, a com-
mand sequence of "00h"-"Address"-"30h" as a command
for reading. The address portion shows frequently a block
address, page address, or byte position in the specific
page. Input data in the column address portion may be
ignored or may be used for setting a byte pointer after
page reading to read data positioned from the byte po-
sition corresponding to the byte pointer. After the com-
mand 30h is input, the NAND flash memory 10 is in a
busy state for reading and changes to a ready state after
reading is completed. After the transition to the ready
state, data output (Dout) is enabled and data can be read
by providing a signal RE or DQS. To change the byte
position in a read page, the column address correspond-
ing to the byte position to be read is set by using a com-
mand sequence of "05h"-"Address"-"E0h".
[0359] A command sequence of "80h"-"Address"-"In-
put Data" -"10h" is used for data writing (recording) to
specify the block and page to be written into. The address
portion shows frequently a block address, page address,
or byte position in the specific page. Input data for the
column address portion may be ignored or may be used
for setting a byte pointer for page write data input to input
write data positioned from the byte position correspond-
ing to the byte pointer. After the command 10h is input,

the NAND flash memory 10 is in a busy state for writing
and changes to a ready state after writing is completed.
[0360] The above is a command system widely used
by the NAND flash memory 10. When implementing the
authentication function according to the above embodi-
ments, providing commonality of command sequences
as much as possible is preferable from the viewpoint of
minimizing the packaging area of a circuit. However, the
authentication function is used in fields in which security
is required and thus, there is also a point of view that
limiting function users is more desirable.
[0361] Thus, FIGS. 36A and 36B show a command
mapping example compatible with the above read and
write commands of the NAND flash memory 10 in con-
sideration of the above points of view.
[0362] The command mapping example is different
from the above general command sequence in that the
input command of Security Prefix is attached prior to the
command. Security Prefix configured by a single byte
and by a plurality of bytes can be considered. The com-
mand Security Prefix is disclosed to only those users who
need the authentication function. From the viewpoint of
user management, it is desirable to configure the com-
mand Security Prefix by a plurality of bytes.
[0363] As shown in FIG. 36A, like a data read com-
mand sequence, the block address and the page address
to be read are specified by sequentially inputting "com-
mand Security Prefix"-"command 00h"-"address
ADD"-"command 30h" into the 10 terminal. The value set
to Address may further be made a special value for user
management or an internally ignored value.
[0364] Subsequently, after the command 30h is input,
the NAND flash memory 10 is in a busy state for reading
and changes to a ready state after reading is completed.
After the transition to the ready state, data output (Dout)
is enabled and data such as index information i, v, unique
encrypted secret identification information (E-SecretID),
and commonly attached key management information
(FKB) can be read by supplying a signal RE, DQS or the
like.
[0365] As shown in FIG. 36B, like a data write com-
mand sequence, target data is input by sequentially in-
putting "command Security Prefix"-"command 80h"-"ad-
dress ADD"-"data Din (32B)"-"command 10h" into the 10
terminal. The value set to Address may further be made
a special value for user management or an internally ig-
nored value. The present sequence has a lot in common
with a write sequence, but actually data writing into a cell
array is not needed and the present sequence is used
for input of data needed by the NAND flash memory 10
for calculation in the authentication process. Examples
of data needed for calculation in the authentication proc-
ess include unique information HCi of the host device 20
and a random number.
[0366] Subsequently, the NAND flash memory 10 is in
a busy state until the calculation of the authentication
process is completed and then changes to a ready state
after the calculation is completed and security data in the
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data caches DC_A to DC_C is all cleared.
[0367] As shown in FIG. 36B, after the transition to the
ready state, the host device 20 can acquire the result by
sequentially inputting "command 05h"-"address
ADD"-"command E0h" into the 10 terminal and specifying
the column address where the calculation result of the
authentication process is held. Oneway-ID can be cited
as an example of the calculation result of the authenti-
cation process.

<Example of command mapping compatible with the 
Set/Get feature commands>

[0368] Next, another example of the command config-
uration of the NAND flash memory 10 to which the
present authentication function is applied will be shown
by using FIGS. 37A and 37B.
[0369] The NAND flash memory 10 has a command
called "Set Feature" to enable the function of the memory
10 and a command called "Get Feature" to read an en-
abled/disabled state for the function of the memory 10.
These commands are used, for example, to enable input
of /RE, /WE, and /DQS, which are complementary signals
for high-speed data transfer.
[0370] The function of "Set Feature" is set by inputting
a command sequence of "EEh"-"Address"-"Data input".
The function number is set to "Address" and parameters
of the function indicated by the function number are input
into "Data input". Then, a busy period to enable the func-
tion comes and with the function being enabled, a tran-
sition to a ready state occurs.
[0371] "Get Feature" reads an enabled/disabled state
of the function by inputting a command sequence of
"EFh"-"Address"- "Data output". The function number is
set to "Address" and parameters of the function indicated
by the function number are output to "Data output". A
busy period exists between Address and Data output to
internally read set parameters.
[0372] The present embodiment is an example of the
command sequence diverting these Set Feature and Get
Feature.
[0373] As shown in FIG. 37A, the command sequence
is like the above case, but "Address" to be specified is
different. "Address" may be a single byte and a plurality
of bytes. "Address" is disclosed to only those users who
need the authentication function. From the viewpoint of
user management, it is desirable to configure "Address"
by a plurality of bytes. Examples of "Data output" and
"Data input" include, like those shown in FIGS. 37A and
37B above, index information i, v.
[0374] As shown in FIG. 37B, the command sequence
of "EEh"-"address ADD"-"data Din" for data input induces
execution of the authentication process at the same time
and the NAND flash memory 10 performs a calculation
of the authentication process in the busy period.
[0375] Subsequently, after the calculation is complet-
ed and security data is cleared from the data caches, the
NAND flash memory 10 changes to a ready state. After

the transition to the ready state, the host device 20 can
read Oneway-ID.

<Advantageous effects>

[0376] According to the authenticator, authenticatee
and authentication method according to the seventh em-
bodiment, at least the advantageous effects (1) to (5)
similar to those described above can be obtained.
[0377] Further in the present embodiment, as shown
in FIGS. 36A and 36B, commonality with the command
sequence of the NAND flash memory 10 can be provided
as much as possible. Thus, the packaging area of a circuit
can be minimized while taking security into consideration,
which is more effective in implementing the authentica-
tion function according to the above embodiments.
[0378] Also as shown in FIGS. 37A and 37B, the com-
mand called "Set Feature" to enable the function of the
memory 10 and the command called "Get Feature" to
read the enabled/disabled state of the function of the
memory 10 can also be made common and applied if
necessary.
[0379] Clearing all data of the data caches DC_A to
DC_C in the timing before returning from the busy state
to the ready state is the same as the above case.

[Eighth embodiment (application example to a memory 
card, content protection, and HDD)]

[0380] An eighth embodiment relates to an application
example to a memory card, content protection, and HDD.
In the description, overlapping points with the above em-
bodiments will be omitted.

Application example to a memory card

[0381] A configuration example of a memory card in-
cluding a NAND flash memory 10 to which the present
authentication function is applied will be shown by using
FIG. 38.
[0382] As shown in FIG. 38, a controller 19 is embed-
ded in a memory card 55. The controller 19 includes a
function to control the operation of the NAND flash mem-
ory 10, a function to control the interface with a host de-
vice 20, and the like.
[0383] At least one of a plurality of NAND flash memory
chips 10 (MCP1), (MCP2) stacked in a NAND package
is included in the memory card 55. At least one NAND
flash memory chip 10 in the NAND package needs to
have the authentication function and the function to be
authenticated according to at least one of the above em-
bodiments. In other words, all the NAND flash memory
chips 10 in the NAND package do not have to have the
authentication function and the function to be authenti-
cated according to the above embodiment. Further, all
NAND packages mounted on the memory card 55 do not
have to have the authentication function and the function
to be authenticated according to at least one of the above
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embodiments. For the clarification, the NAND flash mem-
ory 10 in the present embodiment may be referred to as
a NAND package or a NAND flash memory chip.
[0384] The controller 19 in the memory card 55 has a
function to control the authentication function and the
function to be authenticated according to at least one of
the above embodiments via a NAND interface in the
NAND package. The function of the controller 19 may be
a function to control the authentication function and the
function to be authenticated of one of a plurality of NAND
packages or a function to control the authentication func-
tion and the function to be authenticated of each of the
plurality of NAND packages. Further, the function of the
controller 19 may be a function to control the authentica-
tion function and the function to be authenticated of one
of the NAND flash memory chips 10 in the NAND package
or a function to control the authentication function and
the function to be authenticated of each of the NAND
flash memory chips 10 in the NAND package.

•First application example to content protection

[0385] A first application example to content protection
of the memory card 55 including the NAND flash memory
10 to which the authentication function is applied will be
shown by using FIG. 39. For the sake of simplicity, con-
tent described herein heretofore will not be described
below.
[0386] The controller 19 and NAND packages (MCP1),
(MCP2) are embedded in the memory card 55. The
NAND packages (MCP1), (MCP2) have the authentica-
tion function and the function to be authenticated accord-
ing to at least one of the above embodiments.
[0387] The host device 20 verifies the authenticity of
secret identification information SecretID of the NAND
packages (MCP1), (MCP2) of the NAND flash memory
10 by the authentication process shown in at least one
of the above embodiments.
[0388] After the authenticity is verified, the host device
20 executes the calculation process of EMID by using
the method described in the second embodiment based
on the secret identification information SecretID.
[0389] The NAND package (MCP2) generates binding
data (labeled with "Binding Data in FIG. 39) to associate
EMID and content (labeled with "Content" in FIG. 39)
when the content is written. Binding Data desirably con-
tains data on the key to encrypt/decrypt content. Binding
Data is recorded in one of the NAND packages (MCP1),
(MCP2) mounted on the card 55. The NAND package in
which Binding Data is recorded may be the NAND pack-
age (MCP1) having secret identification information Se-
cretID used for the authentication process or the other
NAND package (MCP2). FIG. 39 shows the latter exam-
ple, but the arrangement of Binding Data is not limited to
this example. The recording position of content may be
similarly in any NAND package.
[0390] The relationship between the content and EMID
is calculated and verified, and the content is reproduced

only if the relationship is verified. The EMID is obtained
by the authentication process of SecretID and the binding
data which associates EMID and content.
[0391] With the above configuration, content (Content)
is associated with SecretID. Thus, an effect of invalidat-
ing reproduction of content can advantageously be
achieved even if content or Binding Data is unlawfully
copied to another memory card that does not have the
same SecretID.

•First Application example to HDD

[0392] A First example of a configuration of a hard disk
drive (HDD) using the NAND flash memory 10 to which
the present authentication function is applied will be
shown by using FIG. 40.
[0393] As shown in FIG. 40, at least one NAND pack-
age (MCP1) is embedded in an HDD package 200, and
at least one NAND package has the authentication func-
tion and the function to be authenticated according to at
least one of the above embodiments.
[0394] At least one HDD 210 is embedded in the HDD
package 200.
[0395] Further, a bridge controller 190 to control the
NAND package (MCP1), control the HDD 210, and con-
trol the interface with the host device is embedded. The
bridge controller 190 may be configured by a single in-
tegrated circuit or a plurality of integrated circuits. The
function may also be realized by combining an integrated
circuit and firmware.
[0396] The authentication function and the function to
be authenticated in the NAND package (MCP1) are pro-
vided to the HDD 210 as a host device via the bridge
controller 190.

•Second application example to HDD

[0397] Another configuration example of the hard disk
drive (HDD) using the NAND flash memory 10 to which
the present authentication function is applied will be
shown by using FIG. 41.
[0398] As shown in FIG. 41, the HDD package 200
includes a memory card socket 550 to connect the mem-
ory card 55 described above by using FIG. 38.
[0399] At least one HDD 210 is embedded in the HDD
package 200. Further, the bridge controller 190 to control
the memory card 55, control the HDD 210, and control
the interface with the host device is embedded. The
bridge controller 190 may be configured by a single in-
tegrated circuit or a plurality of integrated circuits. The
function may also be realized by combining an integrated
circuit and firmware.
[0400] The authentication function and the function to
be authenticated in the memory card 55 are provided to
the HDD 210 as a host device via the bridge controller
190.
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•Second application example to content protection

[0401] FIG. 42 shows an application example of the
hard disk drive (HDD) using the NAND flash memory 10
to which the present authentication function is applied to
content protection. The present embodiment takes the
HDD configuration shown in FIG. 41 as an example, but
is also applicable to the HDD configuration shown in FIG.
40.
[0402] As shown in FIG. 42, bridge controllers 190A,
190B, memory card sockets 550A, 550B, and HDD 210A,
210B are embedded in HDD packages 200A, 200B, re-
spectively.
[0403] The memory card 55 includes the authentica-
tion function and the function to be authenticated accord-
ing to at least one of the above embodiments. The host
device 20 verifies the authenticity of SecretID of the
NAND flash memory 10 by the authentication process
shown in the above embodiments. After the authenticity
is verified, the host device 20 executes the calculation
process of EMID by using the method shown in the sec-
ond embodiment based on the secret identification infor-
mation SecretID.
[0404] Binding Data to associate EMID and content
(Content) is generated when the content is written. Bind-
ing Data desirably contains data on the key to encrypt/de-
crypt content. Binding Data is recorded in one of the
memory card 55 and the HDD 210A, 210B. An example
in which Binding Data is recorded in the HDD 210A, 210B
is shown, but the arrangement of Binding Data is not
limited to this example. The recording position of content
may be similarly in the memory card 55 or the HDD 210A,
210B.
[0405] The relationship between the content and EMID
is calculated and verified, and the content is reproduced
only if the relationship is verified. The EMID is obtained
by the authentication process of SecretID and the binding
data which associates EMID and content.
[0406] The present embodiment is an example of using
the authentication function and the function to be authen-
ticated included in the NAND flash memory 10 in the
memory card 55 via the card socket 550A, but is also
applicable to a configuration in which the NAND packag-
es are directly embedded in the HDD shown in FIG. 40
and the HDD directly control the NAND packages. In this
case, the memory card may be replaced by the NAND
package.
[0407] Further, as an application example applicable
to an HDD having the card sockets 550A, 550B, if a plu-
rality of similar HDD packages exists, content recorded
in any HDD can be reproduced only by moving the card
after content and Binding Data being copied to both HDD
packages. Binding Data may be recorded in the card,
instead of the HDD, or in both.
[0408] With the present configuration, content (Con-
tent) is associated with the memory card 55 or SecretID
in a NAND package and thus, an effect of invalidating
reproduction of content can be achieved even if content

or Binding Data is unlawfully copied to the memory card
55 that does not have the same SecretID.
[0409] Further, in the example in which an HDD pack-
age includes a memory socket shown in FIG. 41, the
content recorded in a plurality of HDD can be reproduced
only by moving a memory card. This is advantageous in
terms of portability because an HDD has a large cabinet
and may be installed for stationary use compared with a
memory card.

•Third application example to content protection

[0410] A third application example of the hard disk
drive (HDD) using the NAND flash memory 10 to which
the present authentication function is applied will be de-
scribed by using FIG. 43. The present embodiment is an
example in which the host device 20 includes the memory
card socket 550 and uses the external HDD 210.
[0411] As shown in FIG. 43, The bridge controller 190
and the HDD 210 are embedded in the HDD package
200.
[0412] The card control function and the authentication
function included in the memory card 55 inserted into the
memory card socket 550 are embedded in the host de-
vice 20. An NAND package having the authentication
function and the function to be authenticated according
to at least one of the above embodiments is embedded
in the memory card 55.
[0413] In the above configuration, the host device 20
verifies the authenticity of SecretID of the NAND flash
memory 10 by the authentication process shown in at
least one of the above embodiments.
[0414] After the authenticity is verified, the host device
20 executes the calculation process of EMID by using
the method according to the second embodiment based
on the secret identification information SecretID.
[0415] Binding Data to associate EMID and content
(Content) is generated when the content is written. Bind-
ing Data desirably contains data on the key to encrypt/de-
crypt content. Binding Data is recorded in one of the
memory card 55 and the HDD 210. The latter example
is shown here, but the arrangement of Binding Data is
not limited to this example. The recording position of con-
tent may be similarly in the memory card 55 or the HDD
210.
[0416] The relationship between the content and EMID
is calculated and verified, and the content is reproduced
only if the relationship is verified. The EMID is obtained
by the authentication process of SecretID and the binding
data which associates EMID and content.
[0417] The present embodiment is an example of using
the authentication function and the function to be authen-
ticated included in the NAND flash memory 10 in the
memory card 55 via the card socket 550, but is also ap-
plicable to a configuration in which the NAND packages
are directly embedded in the host device 20 and the host
device 20 directly controls the NAND packages. In this
case, the memory card 55 may be replaced by the NAND
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package.
[0418] Further, as an application example applicable
to the host device 20 having the card socket 550, if a
plurality of the similar host devices 20 exists, content can
be reproduced by any of the host devices 20 by connect-
ing the memory card 55 and the HDD package 200 to
the other host device 20. Content and Binding Data may
be recorded in the card 55, instead of the HDD 210, or
in both.
[0419] With the present configuration, content is asso-
ciated with the memory card 55 or SecretID in a NAND
package and thus, an effect of invalidating reproduction
of content can be achieved even if content or Binding
Data is unlawfully copied to the memory card that does
not have the same SecretID. Further, the content can be
reproduced by a plurality of host devices by moving the
memory card 55 and the HDD 210.

•Fourth application example to content protection

[0420] An fourth application example of the hard disk
drive (HDD) using the NAND flash memory 10 to which
the present authentication function is applied will be de-
scribed by using FIG. 44. The present embodiment is an
example in which the host device 20 includes the memory
card socket 550 and further uses the built-in HDD 210.
[0421] As shown in FIG. 44, the bridge controller 190
and the HDD 210 are embedded in the HDD package
200.
[0422] The card control function and the authentication
function included in the memory card 55 inserted into the
memory card socket 550 are embedded in the host de-
vice 20. An NAND package having the authentication
function and the function to be authenticated according
to at least one of the above embodiments is mounted on
the memory card 55.
[0423] In the above configuration, the host device 20
verifies the authenticity of SecretID of the NAND flash
memory 10 by the authentication process shown in at
least one of the above embodiments.
[0424] After the authenticity is verified, the host device
20 executes the calculation process of EMID by using
the method according to the second embodiment based
on the SecretID.
[0425] Binding Data to associate EMID and content
(Content) is generated when the content is written. Bind-
ing Data desirably contains data on the key to encrypt/de-
crypt content. Binding Data is recorded in one of the
memory card 55 and the HDD 210. The latter example
is shown here, but the arrangement of Binding Data is
not limited to this example. The recording position of con-
tent is similarly in the memory card 55 or the HDD 210.
[0426] The relationship between the content and EMID
is calculated and verified, and the content is reproduced
only if the relationship is verified. The EMID is obtained
by the authentication process of SecretID and the binding
data which associates EMID and content.
[0427] The present embodiment is an example of using

the authentication function and the function to be authen-
ticated included in the NAND flash memory 10 in the
memory card 55 via the card socket 550, but is also ap-
plicable to a configuration in which the NAND packages
are directly embedded in the host device 20, and the host
device 20 directly controls the NAND packages. In this
case, the memory card 55 may be replaced by the NAND
package.
[0428] Further, as an application example applicable
to the host device 20 having the card socket 550, if a
plurality of the similar host devices 20 exists, content can
be reproduced by any of the host devices 20 by connect-
ing the memory card 55 and the HDD package 200 to
the other host device 20. Content and Binding Data may
be recorded in the card 55, instead of the HDD 210, or
in both.
[0429] With the present configuration, content is asso-
ciated with the memory card 55 or SecretID in a NAND
package and thus, an effect of invalidating reproduction
of content can be achieved even if content or Binding
Data is unlawfully copied to the memory card that does
not have the same SecretID. Further, content can be re-
produced by a plurality of host devices by moving the
memory card 55 and the HDD 210.

[Second modification (another example of using the data 
caches)]

[0430] A second modification relates to another con-
figuration example of using the data caches described in
the sixth embodiment for the authentication process. In
the description, overlapping points with the above em-
bodiments will be omitted.

<Configuration example of the sense amplifier and the 
peripheral circuit thereof>

[0431] A configuration example of the sense amplifier
and the peripheral circuit thereof is shown as in FIG. 45.
In the second modification, as shown in FIG. 45, data
cache 12 includes data caches (latch circuits) DC_A,
DC_B, DC_C, and DC_S and only DC_A is connected
to a data line via a column control circuit and is used to
exchange data with units outside the chip. DC_S is a
latch used to control the operation of the sense amplifier
in accordance with data. DC_B, DC_C, and DC_S are
connected in parallel with a bus (LBUS) between DC_A
and the sense amplifier and used as data caches and it
is necessary to exchange data with the outside via DC_A.
The column control circuit connects DC_A associated
with the column address to a data line. When a NAND
flash memory is used for normal operation, the column
address supplied by an address control circuit is used,
but the address specified by an operator is used when
an authentication sequence of the present proposal is
performed. Whether to use a normal address or an ad-
dress of an operator can be switched by a mode switching
signal.

63 64 



EP 3 264 670 A1

34

5

10

15

20

25

30

35

40

45

50

55

<Equivalent circuit example of the sense amplifier and 
data caches>

[0432] FIG. 46 shows an equivalent circuit example of
a sense amplifier 77 and data caches 12 in FIG. 45.
[0433] While certain embodiments have been de-
scribed, these embodiments have been presented by
way of example only, and are not intended to limit the
scope of the inventions. Indeed, the novel embodiments
described herein may be embodied in a variety of other
forms; furthermore, various omissions, substitutions and
changes in the form of the embodiments described herein
may be made without departing from the spirit of the in-
ventions. The accompanying claims and their equiva-
lents are intended to cover such forms or modifications
as would fall within the scope and spirit of the inventions.
[0434] A embodiment of the present invention is de-
scribed as follows:

E1. A memory comprising:

a first storage region capable of storing first key
(NKey) information, and secret identification in-
formation (SecretID) unique to the authenticate,
reading and writing data from and to the first
storage region from an outside of the authenti-
catee being inhibited at least after the authenti-
catee is shipped;
a second storage region capable of storing en-
crypted secret identification information (E-Se-
cretID) obtained by encrypting the secret iden-
tification information using identification key in-
formation (FKey), reading of data from the sec-
ond storage region from the outside of the au-
thenticatee being permitted;
a third storage region capable of storing key
management information (FKB) obtained by en-
crypting the identification key information (FKey)
using identification key information (IDKey),
reading and writing of data from and to the third
storage region from the outside of the authenti-
catee being permitted;
a first data generator configured to generate
second key information (HKey) by performing
an AES encryption process using the first key
information (NKey) and secret information (HC);
a second data generator configured to generate
a session key (SKey) by performing an AES en-
cryption process using the second key informa-
tion (HKey) and a random number (RN); a one-
way converter configured to generate one-way
conversion data (Oneway-ID) by performing a
one-way conversion process on the secret iden-
tification information (SecretID) using the ses-
sion key (SKey); and
a data output unit configured to output, to the
outside of the authenticatee, the encrypted se-
cret identification information (E-SecretID), the

key management information (FKB) and the
one-way conversion data (Oneway-ID),
wherein when an external device of the authen-
ticatee has failed in authentication using the
one-way conversion data (Oneway-ID), the au-
thentication is aborted.

Claims

1. A host device (20) which can execute an authenti-
cation process with a memory device (10) which has
a first area (11-2) where read is restricted, and a
readable second area (11-3) and a readable third
area (11-1), wherein

a) the host device (20) has first key data (IDKey)
and second key data (HKeyU) set (Hkey), and
b) the host device (20) being adapted

b1) to read family key block data (FKBv)
from the third area (11-1), and to process
the family key block data (FKBv) using the
first key data (IDKey) to obtain decodable
data;
b2) to read key index data (index of NKey)
from the second area (11-3) to select, from
the second key data set (Hkey), the second
key data (HKeyij) corresponding to the key
index data (index of NKey);
b3) to generate number data (RNh), and to
generate session key data (SKeyij) using
the number data (RNh) and the second key
data (HKeyij) corresponding to the key index
data (index of NKey); and
b4) to decode encrypted secret data (Se-
cretID), read from the second area (11-3),
by family key data (FKey) generated using
the decodable data, to obtain secret data
(SecretID).

2. The host apparatus according to claim 1, wherein
data (Oneway-ID) used for the authentication proc-
ess with the memory device (10) is generated by a
one-way conversion process in which the session
key data (SKey) and the secret data (SecretID) are
used as input values.

3. The host apparatus according to claim 1, wherein

second number data (HCj) is assigned to the
host device (20) and is used in the memory de-
vice (10) to generate second key data; and
the number data (RNh) and the second number
data (HCj) are transmitted to the memory device
(10), along with a request for authentication.

4. The host apparatus according to claim 2, wherein
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second number data (HCj) is assigned to the
host device (20) and is used in the memory de-
vice (10) to generate second key data; and
the number data (RNh) and the second number
data (HCj) are transmitted to the memory device
(10), along with a request for authentication.

5. The host apparatus according to claim 1, further
comprising an acknowledgment unit which receives
and acknowledges data (Oneway-ID) generated by
the memory device (10) after the request for authen-
tication is transmitted to the memory device (10).

6. The host apparatus according to claim 3, further
comprising an acknowledgment unit which receives
and acknowledges data (Oneway-ID) generated by
the memory device (10) after the request for authen-
tication is transmitted to the memory device (10).

7. The host apparatus according to claim 4, further
comprising an acknowledgment unit which receives
and acknowledges data (Oneway-ID) generated by
the memory device (10) after the request for authen-
tication is transmitted to the memory device (10).

8. An apparatus (20) which can execute an authenti-
cation process with an external device (10) in which
secret information (SecretID) is stored in an unread-
able manner, and family key block information (FK-
Bv) and encrypted secret information (E-SecretID)
are stored in a readable manner, wherein

a) the apparatus (20) has first key information
(IDKey) and second key information (HKey),
and
b) the apparatus (20) being adapted

b1) to execute processing on the family key
block information (FKBv) read from the ex-
ternal device (10), using the first key infor-
mation (IDKey), to obtain decodable infor-
mation;
b2) to generate third key information (SKey)
using number information (RNh) and the
second key information (HKey) ;
b3) to decode the encrypted secret informa-
tion (E-SecretID) read from the external de-
vice (10), using decode information gener-
ated by decoding the decodable informa-
tion, to obtain new secret information (Se-
cretID); and
b4) to generate information (Oneway-ID)
used for an authentication process, based
on the third key information (SKey) and the
new secret information (SecretID).

9. The apparatus according to claim 8, wherein the
number information (RNh) is random number infor-

mation which includes different numbers used at ran-
dom each time the authentication process is per-
formed with the external device (10); and the random
number information is transmitted to the external de-
vice (10).

10. The apparatus according to claim 8, wherein the fam-
ily key block information (FKBv) is held in the external
device (10) as slot information; and
communication with the external device (10) is per-
formed with reference to number information (RNh)
included in the slot information.

11. A system comprising a memory device (10) and a
host apparatus (20) which can execute an authenti-
cation process with the memory device (10), wherein

a) the memory device (10) is configured

a1) to store first key information (Nkey) and
secret information (SecretID) in a first area
(11-2) to which the host apparatus (20) is
inaccessible;
a2) to store encrypted secret information (E-
SecretID) and family key block information
(FKB), the host apparatus (20) being acces-
sible to the encrypted secret information (E-
SecretID) and the family key block informa-
tion (FKB);
a3) to generate second key information
(HKey) by performing an encryption proc-
ess using the first key information read
(NKey) from the first area (11-2);
a4) to generate third key information (SKey)
using the second key information (HKey);
and
a5) to generate authentication information
(Oneway-ID) used for authentication with
the host apparatus (20), using the third key
information (SKey), and the secret informa-
tion (SecretID) read from the first area
(11-2), and

b) the host apparatus (20) has fourth key infor-
mation (IDKey) and fifth key information (Hkey)
and is configured

b1) to read, form the memory device (10),
the encrypted secret information (E-Secre-
tID) and the family key block information
(FKB);
b2) to perform processing on the family key
block information (FKB) read from the mem-
ory device (10), using the fourth key infor-
mation (IDKey), to obtain decodable infor-
mation;
b3) to generate session key information
(SKey) using a random number (RNh) gen-
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erated by the host apparatus (20), and the
fifth key information (HKey) ;
b4) to decode the encrypted secret informa-
tion (E-SecretID) read form the memory de-
vice (10), using decode information gener-
ated by decoding the decodable informa-
tion, to obtain new secret information(Se-
cretID);
b5) to generate verification information
(Oneway-ID) used to verify the authentica-
tion information (Oneway-ID) generated by
the memory device (10), based on the new
secret information (SecretID); and
b6) to generate identification information
(EMID) using the new secret information
(SecretID).

12. A system comprising a memory card (55) which has
a memory device (10) and a controller (19) for con-
trolling the memory device (10), and a host appara-
tus (20) which can execute an authentication proc-
ess with the memory card (55), wherein

a) the memory card (55) is configured

a1) to store first key information (NKey) and
secret information (SecretID) in a first area
(11-2) to which the controller (19) is inac-
cessible;
a2) to store encrypted secret information (E-
SecretID) and family key block information
(FKB) such that the controller (19) can ac-
cess the encrypted secret information (E-
SecretID) and the family key block informa-
tion (FKB);
a3) to generate second key information
(HKey) by performing encryption process-
ing using the first key information (NKey);
a4) to generate third key information (SKey)
using the second key information (HKey);
and
a5) to generate authentication information
(Oneway-ID) used for authentication with
the host apparatus (20), using the third key
information (SKey), and the secret informa-
tion (SecretID) read from the first area
(11-2),

b) the host apparatus (20) has fourth key infor-
mation (IDKey) and fifth key information (HKey)
and the host apparatus (20) is adapted

b1) to read, from the memory device (10),
the encrypted secret information (E-Secre-
tID) and the family key block information
(FKB);
b2) to perform processing on the family key
block information (FKB) read from the mem-

ory device (10), using the fourth key infor-
mation (IDKey), to obtain decodable infor-
mation;
b3) to generate session key information
(SKey) using a random number (RNh) gen-
erated by the host apparatus (20), and the
fifth key information (HKey);
b4) to decode the encrypted secret informa-
tion (E-SecretID) read form the memory de-
vice (10), using decode information gener-
ated by decoding the decodable informa-
tion, to obtain new secret information (Se-
cretID);
b5) to generate verification information
(Oneway-ID) used to verify the authentica-
tion information (Oneway-ID), based on the
new secret information (SecretID); and
b5) to generate identification information
(EMID) using the new secret information
(SecretID).
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