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(57) A communication system including a first ad-
dress notification apparatus provided in a first communi-
cation network, and a second address notification appa-
ratus provided in a second communication network,
wherein the first address notification apparatus includes
means that receives an address request from a terminal
that can communicate with the first address notification
apparatus and with the second address notification ap-

paratus, obtains a source address from the address re-
quest, and transmits a response including the source ad-
dress to the terminal, and the second address notification
apparatus includes means that receives an address re-
quest from the terminal, obtains a source address from
the address request, and transmits a response including
the source address to the terminal.
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Description

TECHNICAL FIELD

[0001] The present invention relates to a technique for
performing P2P communication between terminals.

BACKGROUND ART

[0002] In recent years, P2P communication in which
communication is performed by connecting terminals
with each other has become widespread. There are var-
ious techniques as techniques for realizing P2P commu-
nication. For example, there is WebRTC that realizes
P2P communication between browsers of terminals with-
out using any special applications.
[0003] P2P communication using WebRTC or the like
is generally performed via the Internet. When performing
P2P communication between a terminal A and a terminal
B via the Internet, a packet transmitted from the terminal
A is sent to a router for Internet connection of an ISP
(Internet Service Provider) via an access network, and
is sent from the router to the Internet. Then, the packet
arrives at the router of an ISP on the terminal B side and
is delivered to the terminal B via an access network.

RELATED ART DOCUMENT

[NON PATENT DOCUMENT]

[0004]

[NON PATENT DOCUMENT 1] RFC5389 (STUN)
[NON PATENT DOCUMENT 2] RFC5245 (ICE)

SUMMARY OF THE INVENTION

PROBLEM TO BE SOLVED BY THE INVENTION

[0005] In the P2P communication as described above,
for example, if the use ISP of the terminal A is different
from the use ISP of the terminal B, even when the terminal
A and the terminal B are located at geographically close
positions (example: within the same city), there is a pos-
sibility that the P2P communication between the terminal
A and the terminal B is performed via a point of connection
between ISPs at a remote place or via an IX.
[0006] As described above, in the conventional tech-
nique relating to P2P communication, there is a problem
that there is a possibility that an appropriate communi-
cation path is not selected. Note that such a problem
relating to P2P communication is not limited to commu-
nication using the access network and the Internet but
can also occur in communication using other networks.
[0007] The present invention has been made in view
of the above-problem, and an object of the present in-
vention is to provide a technique in which a communica-
tion route used for P2P communication between termi-

nals is properly selected.

MEANS FOR SOLVING THE PROBLEM

[0008] According to an embodiment of the present in-
vention, there is provided a communication system in-
cluding a first address notification apparatus provided in
a first communication network, and a second address
notification apparatus provided in a second communica-
tion network,
wherein the first address notification apparatus includes
means that receives an address request from a terminal
that can communicate with the first address notification
apparatus and with the second address notification ap-
paratus, obtains a source address from the address re-
quest, and transmits a response including the source ad-
dress to the terminal, and
the second address notification apparatus includes
means that receives an address request from the termi-
nal, obtains a source address from the address request,
and transmits a response including the source address
to the terminal.
[0009] According to an embodiment of the present in-
vention, there is provided an address notification appa-
ratus functioning as a first address notification apparatus
provided in a first communication network in a commu-
nication system including the first address notification ap-
paratus provided in the first communication network, and
a second address notification apparatus provided in a
second communication network, including:

obtaining means that receives an address request
from a terminal being able to communicate with the
first address notification apparatus and with the sec-
ond address notification apparatus, transmitting an
address request to the second address notification
apparatus and transmitting an address request to
the first address notification apparatus, and obtains
a source address from the address request; and
address notification means that transmits a re-
sponse including the source address to the terminal.

[0010] According to an embodiment of the present in-
vention, there is provided a communication control ap-
paratus for use in a communication system including the
communication control apparatus, a first address notifi-
cation apparatus provided in a first communication net-
work, and a second address notification apparatus pro-
vided in a second communication apparatus, including:

relay means that receives a set of addresses from a
terminal that can communicate with the first address
notification apparatus and the second address noti-
fication apparatus, and transmits the set of address-
es to a communication partner terminal that is a com-
munication partner of the terminal,
wherein the set of addresses includes an address
obtained from a response to an address request that
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is transmitted to the first address notification appa-
ratus from the terminal, and an address obtained
from a response to an address request that is trans-
mitted to the second address notification apparatus
from the terminal.

[0011] According to an embodiment of the present in-
vention, there is provided a terminal that performs control
communication with a communication system including
a communication control apparatus, a first address noti-
fication apparatus provided in a first communication net-
work, and a second address notification apparatus pro-
vided in a second communication network, including:

means that transmits an address request to the first
address notification apparatus, receives a response
including a source address of the address request
from the first address notification apparatus, and ob-
tains the source address from the response;
means that transmits an address request to the sec-
ond address notification apparatus, receives a re-
sponse including a source address of the address
request from the second address notification appa-
ratus, and obtains the source address from the re-
sponse; and
means that transmits, to the communication control
apparatus, a set of addresses including the address-
es obtained from each of the responses received
from the first address notification apparatus and the
second address notification apparatus,
wherein the communication control apparatus trans-
mits the set of addresses received from the terminal
to a communication partner terminal that is a com-
munication partner of the terminal.

[0012] According to an embodiment of the present in-
vention, there is provided a communication method ex-
ecuted in a communication system including a first ad-
dress notification apparatus provided in a first communi-
cation network, and a second address notification appa-
ratus provided in a second communication network,
wherein the first address notification apparatus receives
an address request from a terminal that can communi-
cate with the first address notification apparatus and with
the second address notification apparatus, obtains a
source address from the address request, and transmits
a response including the source address to the terminal,
and
the second address notification apparatus receives an
address request from the terminal, obtains a source ad-
dress from the address request, and transmits a re-
sponse including the source address to the terminal.
[0013] According to an embodiment of the present in-
vention, there is provided a communication system in-
cluding a first communication control apparatus and a
first address notification apparatus that are provided in
a first communication network, and a second communi-
cation control apparatus and a second address notifica-

tion apparatus that are provided in a second communi-
cation network,
each of the first communication control apparatus and
the second communication control apparatus including
relay means that receives a set of addresses from a ter-
minal that can communicate with the first address notifi-
cation apparatus and the second address notification ap-
paratus, and transmits the set of addresses to a commu-
nication partner terminal that is a communication partner
of the terminal,
wherein the set of addresses includes an address ob-
tained from a response to an address request that is
transmitted to the first address notification apparatus
from the terminal, and an address obtained from a re-
sponse to an address request that is transmitted to the
second address notification apparatus from the terminal.

EFFECT OF THE PRESENT INVENTION

[0014] According to an embodiment of the present in-
vention, a communication route used for P2P communi-
cation between terminals is properly selected.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015]

Fig. 1 is an overall block diagram of a communication
system in an embodiment of the present invention;
Fig. 2 is a sequence diagram for explaining a basic
procedure example of ICE;
Fig. 3 is a sequence diagram for explaining an op-
eration example in a first example;
Fig. 4 is a sequence diagram for explaining an op-
eration example in a second example;
Fig. 5 is a diagram showing an example (example
when connection is unavailable in a first communi-
cation network);
Fig. 6 is a diagram for explaining other use cases;
Fig. 7 is a diagram for explaining an example for
installing a STUN server in a specific communication
network;
Fig. 8 is a diagram showing a configuration in which
a signaling server is provided in each of a first com-
munication network and a second communication
network;
Fig. 9 is a block diagram of a terminal 40;
Fig. 10 is a block diagram of a signaling server 30;
Fig. 11 is a block diagram of a STUN server 11;
Fig. 12 is a diagram showing an example of a hard-
ware configuration.

EMBODIMENTS FOR CARRYING OUT THE INVEN-
TION

[0016] In the following, an embodiment of the present
invention is described with reference to figures. Note that
the embodiment described below is merely an example,
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and embodiments to which the present invention is ap-
plied are not limited to the following embodiment.
[0017] In P2P communication described in the present
embodiment, a pair of an IP address and a port number
is used for specifying a destination of communication and
the like. Hereinafter, for convenience, a pair of an IP ad-
dress and a port number is referred to as "address". This
may be referred to as "transport address". When referring
to "IP address", it is described as "IP address", "IPv4
address", "IPv6 address" and the like.

(System configuration)

[0018] Fig. 1 is an overall configuration diagram of a
communication system according to an embodiment of
the present invention. As shown in Fig. 1, the communi-
cation system according to the present embodiment in-
cludes a first communication network 10 and a second
communication network 20.
In the first communication network 10 and the second
communication network 20, IP addresses used for packet
routing are different. Here, as the cases in which "IP ad-
dresses are different", there are cases in which, for ex-
ample, when one uses "IPv4 address" and the other uses
"IPv6 address", one uses a specific address band of "IP
address", and the other uses another address band of
the same type of "IP address", or the like. Also, as the
cases in which "IP addresses are different", there are
cases in which, one is "IP address" used in a global net-
work such as the Internet and the other is "IP address"
used in a network which is physically or logically sepa-
rated from the global network, which is a closed network
such as VPN, for example.
[0019] Each of the first communication network 10 and
the second communication network 20 are not limited to
a specific type of network, but in the present embodiment,
for example, it is assumed that the first communication
network 10 is an access network (example: NGN (Next
Generation Network) network), and the second commu-
nication network 20 is the Internet. However, there are
other use cases, which are described later. In Fig. 1, the
first communication network 10 and the second commu-
nication network 20 are illustrated separately for the sake
of convenience. In addition, the number of communica-
tion networks is not limited to two, and three or more
communication networks may be provided.
[0020] As shown in Fig. 1, the communication system
is provided with a terminal 40A and a terminal 40B which
are terminals that perform P2P communication. In the
present embodiment, it is assumed that each terminal is
a terminal such as a general PC, a smartphone, a mobile
phone, or IoT/M2M device such as sensor/actuator or
the like, equipped with a browser or software having a
WebRTC communication function corresponding to a
browser, and video call and the like is performed by P2P
communication using WebRTC. However, this is merely
an example, and communication of data may be per-
formed by P2P communication. Also, voice call may be

performed by P2P communication. In the description of
the present specification, video, data and voice and the
like are collectively referred to as "media".
[0021] Further, a NAT apparatus 50A is placed at a
site where the terminal 40A is provided, and a NAT ap-
paratus 50B is placed at a site where the terminal 40B
is provided. Basically, the NAT apparatus 50A/50B is an
apparatus having a function for mutually converting an
address (to be referred to as internal address) locally
assigned in the terminal 40A/40B and an address (to be
referred to as external address) used in the side of the
first communication network 10/the second communica-
tion network 20. Note that it is not essential to provide
the NAT apparatus 50A/50B, and the NAT apparatus
50A/50B may not be provided. Even when the first com-
munication network 10/the second communication net-
work 20 is a closed network, the address used in the side
of the first communication network 10/the second com-
munication network 20 is referred to as an external ad-
dress.
[0022] As shown in Fig. 1, the communication system
is provided with a signaling server 30. The signaling serv-
er 30 is an apparatus for relaying a control signal between
the terminal 40A and the terminal 40B for the terminal
40A and the terminal 40B to establish a communication
route (channel). Although detailed description is provided
later, more specifically, when the terminal 40A and the
terminal 40B decide an address pair for P2P communi-
cation, the signaling server 30 performs exchange of ad-
dress candidates collected by each terminal between the
terminal 40A and the terminal 40B, and the like. Each of
the terminal 40A and the terminal 40B registers to the
signaling server 30 and communicates with the signaling
server 30.
[0023] The signaling server 30 may be placed any-
where as long as signaling between the terminal 40A and
the terminal 40B can be executed. For example, the sig-
naling server 30 may be placed in the first communication
network 10, may be placed in the second communication
network 20, or may be placed in other networks. The
signaling server 30 may be referred to as "communication
control apparatus".
[0024] Further, as shown in Fig. 1, the first communi-
cation network 10 is provided with a STUN server 11,
and the second communication network 20 is provided
with a STUN server 21. The STUN server 11 and the
STUNB server 21 have the same function as a STUN
server. However, an address of the first communication
network 10 is allocated to the STUN server 11 and an
address of the second communication network 20 is al-
located to the STUN server 21. Note that the STUN server
may be referred to as "address notification apparatus".
Also, each network may be provided with a plurality of
STUN servers. Also, the configuration including the
STUN server 11 and the STUN server 21 may be referred
to as "communication system".
[0025] Each STUN server is a server having a function
of STUN described in the non-patent document 1, for
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example. As a basic function, each STUN server includes
a function for receiving a binding request transmitted from
a terminal, obtaining a source address from the packet
of the request, including the source address in a binding
response (address response) and transmitting the bind-
ing response to the source address. In the present em-
bodiment, the source address is an external address after
NAT conversion, for example. Accordingly, the terminal
can know the external address of itself. By reporting the
address to a communication partner, the communication
partner can know the destination address to the terminal.
If the NAT apparatus does not exist, a host address as-
signed to the terminal itself may be included in the binding
response and the binding response may be returned.
[0026] The address included in the binding response
and returned to the terminal is referred to as "Reflexive
Transport Address".
[0027] STUN is one of techniques that can be used for
NAT traversal, and as another technique, there is TURN
(Traversal Using Relays around NAT), for example.
TURN is a technique for enabling communication be-
tween terminals via a TURN server by placing the TURN
server for relaying media packets in the communication
network.

(On ICE)

[0028] In order to perform P2P communication be-
tween the terminal 40A and the terminal 40B, both ter-
minals need to know each other’s address. Therefore,
each terminal in the present embodiment determines an
address to be used for P2P communication by using a
protocol called ICE (Interactive Connectivity Establish-
ment) described in Non-Patent Document 2.
[0029] In the ICE, each terminal collects usable ad-
dresses by STUN, TURN, or the like, exchanges the col-
lected addresses among terminals, performs connection
check (hole punching) to each other, and performs com-
munication by selecting an address of the highest priority
from among addresses by which communication can be
performed. As to the priority order of selection, for exam-
ple, the address of itself is the highest (that is, the case
in which local communication is performed without pass-
ing though the NAT apparatus), an external address no-
tified by the STUN server is the next, and an address for
performing communication via the TURN server is the
next. More specific examples will be described later. In
the present embodiment, for convenience, TURN is not
considered.
[0030] The type (Type) of the address of the terminal
itself is called "host", and the type (Type) of the address
of STUN is called "server reflexive". "Server reflexive"
may be described as "srflx" by omitting a part.

(Basic procedure example)

[0031] With reference to Fig. 2, a basic procedure ex-
ample of ICE executed between the terminal 40A and

the terminal 40B in the present embodiment is described.
Note that this procedure is merely an example. Instead
of the procedure shown in Fig. 2, for example, a proce-
dure may be used in which an obtained candidate is im-
mediately sent to the partner to perform connection check
immediately. The procedure shown in Fig. 2 is executed
via the signaling server 30, but the description of the sig-
naling server 30 is omitted.
[0032] In step S101, the terminal 40A performs ad-
dress collection. Specifically, the terminal 40A first ob-
tains an address assigned to itself. This address is de-
scribed as "address (host) A" in the sense of host address
of the terminal 40A side. Hereinafter, similar description
is used. In the following, the address on the side of the
first communication network 10 is referred to as "first ad-
dress" and the address on the side of the second com-
munication network 20 is referred to as "second address".
[0033] In the terminal 40A, an address of the STUN
server 11 and an address of the STUN server 21 are set
(stored) beforehand. The terminal 40A transmits a bind-
ing request to the STUN server 11 and receives a binding
response to obtain the first address (srflx) A, and trans-
mits a binding request to the STUN server 21 and re-
ceives a binding response to obtain the second address
(srflx) A.
[0034] The above example is an example of a method
of sending a binding request by directly designating the
address (IP address) of the STUN server. In addition to
such a method, for example, a method may be used in
which a STUN server of a destination is designated by
FQDN, and the IP address is resolved by a DNS server.
[0035] As described above, the terminal 40A obtains
an address (host) A, a first address (srflx) A, and a second
address (srflx) A. In Fig. 1, for example, an address of a
port indicate by C corresponds to the address (host) A,
an address of a port indicate by D corresponds to the
second address (srflx) A, and an address of a port indi-
cate by E corresponds to the first address (srflx) A. The
address (host) A that is an address of host may exist for
each of the first communication network 10 and the sec-
ond communication network 20. That is, the first address
(host) A and the second address (host) A may be ac-
quired as addresses of the host. In this example, a case
where one address (host) A is acquired as the address
of host is shown as an example.
[0036] Next, the terminal 40A calculates a score cor-
responding to priority of each collected address. As the
score calculation method, a method described in section
4.1.2 of the non-patent document 2 can be used. More
specifically, the score is calculated from a value of host
preference according to the type (host, srflx and the like)
(example: host:128, srflx:100) and a value of Local Pref-
erence according to an address family (IPv4, IPv6). How-
ever, the method of calculating the score is not limited to
the method described in Section 4.1.2 of Non-Patent
Document 2. Regarding the value of Local preference, it
is recommended to use higher value for IPv6 than a value
for IPv4 in non-patent document 2, and this recommen-

7 8 



EP 3 364 609 A1

6

5

10

15

20

25

30

35

40

45

50

55

dation is followed in this embodiment.
[0037] Next, in step S102, the terminal 40A transmits
addresses (referred to as address candidates) collected
in step S101 to the terminal 40B together with the calcu-
lated scores. Here, as an example, a message of SDP
(Session Description Protocol) offer is used.
[0038] More specifically, in step S102, the terminal 40A
transmits, to the terminal 40B, "the address (host) A and
the score, the first address (srflx) A and the score, the
second address (srflx) A and the score" as address can-
didates.
[0039] In step S103, the terminal 40B that receives the
SDP offer including the address candidates obtains an
address (host) B, a first address (srflx) B and a second
address (srflx) B and calculates each score in the same
way as address collection and score calculation in the
terminal 40A side.
[0040] In step S104, the terminal 40B transmits "the
address (host) B and the score, the first address (srflx)
B and the score, the second address (srflx) B and the
score" to the terminal 40A as SDP answers.
[0041] Accordingly, each of the terminal 40A and the
terminal 40B has its own address candidates and ad-
dress candidates of the other party. Then, each of the
terminal 40A and the terminal 40B generates a combi-
nation (set) of address pairs each being a pair of one
address of itself and one address of the other party, and
calculates scores of each address pair to arrange them
in an priority order (this is referred to as a check list). The
method described in section 5.7.2 of the non-patent doc-
ument 2 can be used for the scoring. In this method,
basically, as the score of each address forming the pair
is higher, higher score can be obtained. However, per-
forming scoring by the method described in 5.7.2 of Non-
Patent Document 2 is merely an example, and scoring
may be performed by another method.
[0042] In step S105, each of the terminal 40A and the
terminal 40B performs connection check for each ad-
dress pair. In the connection check, hole punching using
a binding request of STUN is executed. For example, the
terminal 40A transmits a binding request to a destination
address (referred to as address B) of the terminal 40B in
an address pair, and when the terminal 40A receives a
binding response, the terminal 40A obtains an address
(reflexive address) (this is referred to as address A) in-
cluded in the binding response. Then, if there is an ad-
dress pair, in the check list ,which matches the pair of
the address A and the address B, the connection check
of the address pair is successful. Note that connection
check may be performed only from the terminal 40A (con-
trolling agent).
[0043] Connection check is performed by the above-
mentioned method, and for example, the terminal 40A
(controlling agent) determines to use, for media commu-
nication, an address pair of the highest priority from
among address pairs by which connection check suc-
ceeds, and notifies the terminal 40B (controlled agent)
of the address pair. If the address pair can be used (ex-

ample: if the address pair is included in address pairs by
which connection check from the terminal 40B succeed-
ed), the terminal 40B may determine to use the address
pair. Also in the terminal 40B, processing similar to that
of the terminal 40A may be executed, and the terminal
40B may decide an address pair for transmission from
the terminal 40B. After that, P2P communication using
the determined address pair is executed (step S106). For
example, the terminal 40A transmits media to a destina-
tion address of the determined address pair, and the ter-
minal 40B transmits media to a destination address of
the determined address pair.
[0044] The address pair used for transmission from the
terminal 40A and the address pair used for transmission
from the terminal 40B may be the same or different.
[0045] The address determination method as de-
scribed above is merely an example and the address
may be determined by another method. Hereinafter, a
first example and a second example which are more spe-
cific operation examples are described.

(First example)

[0046] In the first example, operation executed be-
tween the terminal 40A and the terminal 40B is described
with reference to Fig. 3. Although the basic procedure is
as described in Fig. 2, in the first example, it is describe
that, when the first communication network 10 and the
second communication network 20 use a specific IP ad-
dress, the problem of the conventional technique is
solved by a configuration in which a STUN server is pro-
vided in each network. As in Fig. 2, the description of the
signaling server 30 is omitted in Fig. 3.
[0047] In the first example, it is assumed that the first
communication network 10 is a network (example: NGN
network) that performs routing of packets using IPv6 ad-
dresses and the second communication network 20 is a
network (example: the Internet) that performs routing of
packets using IPv4 addresses.
[0048] In step S201, the terminal 40A collects address-
es. Here, for example, the terminal 40A is assigned a
private (local) IPv4 address and a private IPv6 address
from the NAT apparatus 50A, and it is assumed that the
IPv4 address and the IPv6 address are obtained as host
addresses. These are described as "IPv4 (host) A" and
"IPv6 (host) A". Further, the terminal 40A transmits a
binding request to each of the STUN server 21 and the
STUN server 11, and receives a binding response from
each of them, thereby acquiring IPv4 (srflx) A and IPv6
(srflx) A.
[0049] The terminal 40A calculates the score of each
collected address. Here, the score is calculated in the
order of the size of the score indicated as "IPv6 (host)
A> IPv4 (host) A> IPv6 (srflx) A> IPv4 (srflx) A".
[0050] Next, in step S202, the terminal 40A transmits
the address candidates collected in step S201 to the ter-
minal 40B together with calculated scores. More specif-
ically, in step S202, the terminal 40A transmits to the
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terminal 40B a message including "the IPv6 (host) A and
the score, the IPv4 (host) A and the score, the IPv6 (srflx)
A and the score, the IPv4 (srflx) A and the score".
[0051] In step S203, address collection is performed
by the terminal 40B, and in step S204, the terminal 40B
transmits to the terminal 40A a message including "the
IPv6 (host) B and the score, the IPv4 (host) B and the
score, the IPv6 (srflx) B and the score, the IPv4 (srflx) B
and the score".
[0052] Accordingly, each of the terminal 40A and the
terminal 40B has its own address candidates and ad-
dress candidates of the partner. Then, each of the termi-
nal 40A and the terminal 40B generates a set of address
pairs each being a pair of one own address and one part-
ner address, calculates a score for each address pair,
arranges the pairs in priority order to make it a check list.
[0053] After that, connection check is performed in step
S205. Here, for example, it is assumed that connection
check succeeds in both of the pair of IPv6 (srflx) A and
IPv6 (srflx) B and the pair of IPv4 (srflx) A and IPv4 (srflx)
B in the terminal 40A. If it is the same type (srflx), IPv6
has higher priority score. Thus, in step S206, the terminal
40A determines the pair of IPv6 (srflx) A and IPv6 (srflx)
B as an address pair for media transmission. Also in the
terminal 40B, the address pair is determined in the same
procedure, and the P2P communication is started in step
S207. Or, the address pair determined by the terminal
40A is notified to the terminal 40B, and the terminal 40B
may use the address pair.
[0054] In general, IPv4 is used in the Internet, and it is
assumed that P2P connection check does not succeed
by the host addresses between terminals under NAT ap-
paratuses. Thus, it can be said that the above case of
the first example is a case that can occur with high pos-
sibility.
[0055] In the first example, by adopting the configura-
tion, that the conventional technique does not have, in
which the STUN server is provided in each of the first
communication network 10 and the second communica-
tion network 20, it is possible to execute P2P communi-
cation between the terminal 40A and the terminal 40B
by a route via the first communication network 10 (exam-
ple: NGN network).
[0056] Also, by adopting the configuration, that the
conventional technique does not have, in which the
STUN server is provided in each of the first communica-
tion network 10 and the second communication network
20, there is an effect in which, if P2P communication can-
not be performed in one communication network, P2P
communication can be performed by performing fallback
to another communication network.

(Second example)

[0057] Next, operation executed between the terminal
40A and the terminal 40B in the second example is de-
scribed with reference to Fig. 4. The basic procedure is
as described with reference to Fig. 2. However, in the

second example, an example is described in which the
signaling server 30 converts the score so that the problem
of the conventional technique is solved.
[0058] In the second example, it is assumed that the
first communication network 10 is a network (example:
NGN network) in which packet routing is performed using
an IPv6 address (this is referred to as first IPv6 address),
and the second communication network 20 is a network
(example: the Internet) in which packet routing is per-
formed using an IPv6 address (this is referred to as sec-
ond IPv6 address) of an address band different from that
of the first IPv6 address.
[0059] In step S301, the terminal 40A collects address-
es. Here, for example, it is assumed that a second IPv6
address used in the second communication network 20
is assigned to the terminal 40A and the second IPv6 ad-
dress is obtained as a host address. This is described
as "second IPv6 (host) A". Similar formats are used for
others. Further, the terminal 40A transmits a binding re-
quest to each of the STUN server 21 and the STUN server
11, and receives a binding response from each of them
to obtain a second IPv6 (srflx) A and a first IPv6 (srflx) A.
[0060] Here, in the present example, the NAT appara-
tus 50A performs conversion of a source address for a
packet to the first communication network 10 (conversion
from second IPv6 to first IPv6), however, does not per-
form conversion of a source address for a packet to the
second communication network 20. Therefore, the sec-
ond IPv6 (srflx) A is the same as the second IPv6 (host)
A, and as a result, the address obtained as the host ad-
dress is only the second IPv6 (host) A. In such a case,
the STUN server 21 may return, instead of the second
IPv6 (srflx) A, information indicating that the source ad-
dress is the host address.
[0061] The terminal 40A calculates a score of each col-
lected address. Here, scores are calculated in the order
of the size of the score indicated as "second IPv6 (host)
A> first IPv6 (srflx) A". In this example, as an example
for convenience, the score of the second IPv6 (host) A
is 200 and the score of the first IPv6 (srflx) A is 100.
[0062] Next, in step S302, the terminal 40A transmits
the address candidates collected in step S301 together
with the calculated scores. More specifically, in step
S302, the terminal 40A transmits a message including
"the second IPv6 (host) A and the score 200, and first
IPv6 (host) A and the score 100" as address candidates.
[0063] The signaling server 30 receives the message
and checks the address candidates. The signaling server
30 detects that there are the second IPv6 (host) A and
the first IPv6 (srflx) A, and that size relationship of the
scores is "second IPv6 (host) A > first IPv6 (srflx) A".
[0064] The signaling server 30 includes a function that
converts scores such that the score of the address of the
second communication network 20 becomes smaller
than the score of the address of the first communication
network 10 such that P2P communication between ter-
minals passes through the first communication network
10 (example: NGN network) as much as possible. By the
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function, for example, the signaling server 30 converts
the score of the second IPv6 (host) A from 200 to 100,
and converts the score of the first IPv6 (srflx) A from 100
to 200 (step S303). Then, the signaling server 30 trans-
fers, to the terminal 40B, the address candidates with the
converted scores "the second IPv6 (host) A and the score
100, the first IPv6 (srflx) A and the score 200" (step S304).
[0065] The signaling server 30 may also transmit the
address candidates with the converted scores "the sec-
ond IPv6 (host) A and the score 100, the first IPv6 (srflx)
A and the score 200" to the terminal 40A. Accordingly,
the terminal 40A can use scores after score conversion
for source addresses (own addresses) when performing
scoring of address pairs. However, the address candi-
dates with the converted scores may not be transmitted
to the terminal 40A. In this case, conversion of score is
performed such that score conversion functions effec-
tively even if the score after score conversion is not used
as to the source address. For example, in the after-men-
tioned step S307, by converting the score of the desti-
nation address (first IPv6 (srflx) B) to a sufficiently large
value, a pair including the first IPv6 (srflx) B as a desti-
nation address becomes the highest score definitely
when the terminal 40A calculates the score of the pair of
the destination address and the source address.
[0066] In step S305, the terminal 40B collects address-
es, and in step S306, the terminal 40B transmits a mes-
sage including "the second IPv6 (host) B and the score
200, the first IPv6 (srflx) B and the score 100" as address
candidates.
[0067] In step S307, the signaling server 30 performs
score conversion similarly to step S303, and transfers
address candidates "the second IPv6 (host) B and the
score 100, first IPv6 (srflx) B and the score 200" with
converted scores to the terminal 40A (step S308).
[0068] The signaling server 30 may also transmit the
address candidates "the second IPv6 (host) B and the
score 100, the first IPv6 (srflx) B and the score 200" with
the converted scores to the terminal 40B. Accordingly,
the terminal 40B can use scores after score conversion
for source addresses (own addresses) when performing
scoring of address pairs. However, the address candi-
dates with the converted scores may not be transmitted
to the terminal 40B. In this case, conversion of score is
performed such that score conversion functions effec-
tively even if the score after score conversion is not used
as to the source address. For example, in the before-
mentioned step S303, by converting the score of the des-
tination address (first IPv6 (srflx) A) to a sufficiently large
value, a pair including the first IPv6 (srflx) A as a desti-
nation address becomes the highest score definitely
when the terminal 40B calculates the score of the pair of
the destination address and the source address.
[0069] Accordingly, each of the terminal 40A and the
terminal 40B has its own address candidates and ad-
dress candidates of the partner. Then, each of the termi-
nal 40A and the terminal 40B generates a set of address
pairs each being a pair of one own address and one part-

ner address, calculates a score for each address pair,
arranges the pairs in priority order to make it a check list.
[0070] After that, connection check is performed in step
S309. Here, for example, it is assumed that connection
check succeeds in both of the pair of the first IPv6 (srflx)
A and the first IPv6 (srflx) B and the pair of second IPv6
(host) A and the second IPv6 (host) B in the terminal 40A.
As described before, since score conversion has been
performed in the signaling server 30, the score of the pair
of the first IPv6 (srflx) A and the first IPv6 (srflx) B is higher
than the score of the pair of second IPv6 (host) A and
the second IPv6 (host) B. Thus, in step S310, the terminal
40A determines the pair of the first IPv6 (srflx) A and the
first IPv6 (srflx) B as an address pair for media transmis-
sion. Also in the terminal 40B, the address pair is deter-
mined in the same procedure, and the P2P communica-
tion is started in step S311. Or, the address pair deter-
mined by the terminal 40A is notified to the terminal 40B,
and the terminal 40B may use the address pair.
[0071] Note that the above-mentioned method for con-
verting the score is merely an example. For example, a
conversion method may be adopted to convert a score
of an address corresponding to a network through which
P2P communication is desired to be passed to a high
score (example: to a score of the highest priority).
[0072] In the second example, the signaling server 30
performs score conversion so as to enable P2P commu-
nication between the terminal 40A and the terminal 40B
to be executed via a route passing through the first com-
munication network 10 (example: NGN network).
[0073] It is merely an example to execute P2P com-
munication using a route via the first communication net-
work 10 (example: NGN network). For example, it is pos-
sible to realize control to cause a part of or all of P2P
communications to be executed using the second com-
munication network 20 (the Internet). In order to cause
P2P communication to be performed via the second com-
munication network 20 (the Internet), the signaling server
30 may perform address conversion such that the score
of the address of the second communication network 20
side becomes higher. Also, for example, depending on
the traffic situation of the Internet, if it is desired to change
the route via which P2P communication is executed from
the second communication network 20 (the Internet) to
the first communication network 10 (NGN), setting in the
signaling server 30 may be changed so as to perform
address conversion such that the score of the address
of the first communication network 10 side becomes high-
er. More specifically, score conversion reference infor-
mation stores in a data storage unit 33 in the signaling
server 30, which is described later, may be set as infor-
mation indicating that address conversion is performed
such that the score of the first communication network
10 side becomes higher.
[0074] Note that, also in the first example, the signaling
server 30 having functions of the second example may
be used. In this case, in the situation of the first example,
the signaling server 30 confirms that the score of the
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address of the first communication network 10 is higher,
determines that score conversion is unnecessary, and
transfers the address candidates without score conver-
sion.
[0075] The configuration shown in Fig. 1 described so
far corresponds to a case, as an example, in which the
first communication network 10 is an access network,
and the second communication network 20 is the Inter-
net. In this case, both of the terminal 40A and the terminal
40B belong to the same access network (the first com-
munication network 10) .
[0076] The technique according to the present embod-
iment can be applied not only to the case where the ter-
minal 40 A and the terminal 40 B belong to the same
access network. For example, the technique can be also
applied to a case in which both the terminals belong to
different access networks, and connect to the Internet
via these access networks respectively.
[0077] In this case, pieces of address information that
the both terminals obtain from STUN servers in the ac-
cess networks respectively are exchanged using the sig-
naling server 30, and P2P connection check is per-
formed. Then, for example, if access networks are inter-
connected, or the like, P2P communication via the ac-
cess networks is executed. On the other hand, if inter-
connection or the like is not performed, P2P connection
check of another address (for example, internet address)
is performed, and if communication is available, connec-
tion via the network of the address is established. That
is, communication via a connectable network (example:
the Internet) can be automatically established as a fall-
back destination, and service availability is improved.

(Example of P2P connection check (example in which 
connection cannot be established by the first communi-
cation network 10))

[0078] For example, like the case of the first example,
even when the score of the address of the first commu-
nication network 10 becomes higher than the score of
the address of the second communication network 20,
P2P communication on the first communication network
10 cannot be performed unless connection check on the
first communication network 10 succeeds. For example,
as shown in Fig. 5, there is a case in which connection
via the first communication network 10 is rejected. As an
example of such a case, for example, there is a case in
which P2P communication via the first communication
network 10 is not permitted as a policy of the first com-
munication network 10.
[0079] As shown in Fig. 5, by using the technique of
the present embodiment, even in such a case, connec-
tion is established if P2P connection is possible by an-
other address. That is, by the present embodiment, com-
munication via the second communication network 20
(example : the Internet) as a fallback destination can be
automatically established, and service availability im-
proves.

(Other use cases)

[0080] In the examples described so far, it is assumed
that the first communication network 10 is an access net-
work such as the NGN network and the like, and that the
second communication network 20 is the Internet. How-
ever, such a use case is merely an example. As another
use case, for example, as shown in Fig. 6, the first com-
munication network 10 may be a closed network such as
VPN and the second communication network 20 may be
the Internet. An example of VPN is IP-VPN using MPLS
technology. Regarding the address to be used, both the
first communication network 10 and the second commu-
nication network 20 may be IPv4 or IPv6, or one may be
IPv4 and the other may be IPv6.
[0081] In the case of this use case, as described in the
first example, it is possible to perform operation in which
the score conversion is not executed, and it is possible
to perform operation in which the score conversion is
executed. However, by adopting the operation to perform
score conversion, traffic route control as described below
can be performed.
[0082] That is, in the use case shown in Fig. 6, it is
possible to realize a control that causes a part or all of
the P2P communications to be performed via the second
communication network 20 (the Internet), for example,
by performing the score conversion. As described in the
second example, in order to cause the P2P communica-
tion to be performed via the second communication net-
work 20 (the Internet), the signaling server 30 may per-
form address conversion such that the score of the ad-
dress on the side of the second communication network
20 becomes high (the score conversion in S303, S307
in Fig. 4). Also, for example, according to the traffic sit-
uation of the Internet, if it is desired to change the network
via which P2P communication is performed from the sec-
ond communication network 20 (the Internet) to the first
communication network 10 (closed network), the setting
in the signaling server 30 may be changed so as to per-
form address conversion such that the score of the ad-
dress in the first communication network 10 side be-
comes high. More specifically, score conversion refer-
ence information stored in the after-mentioned data stor-
age unit 33 of the signaling server 30 may be set as in-
formation indicating that address conversion is per-
formed such that the score of the address in the first
communication network 10 side becomes high.
[0083] As described above, by using the technique of
the present embodiment, it is possible to control the traffic
route in the same manner as the hybrid WAN or the like
which is a use case realized by the SD-WAN (Software
Defined WAN) technology simply by controlling the sig-
naling server 30. Such traffic routing control can be re-
alized by SDN (Software-Defined Network) after deploy-
ing SD-WAN controller and SD-WAN edges. However,
With the technology according to the present embodi-
ment, it is possible to realize this by minimizing the impact
on network equipment and applications.
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(Modified example 1)

[0084] In the communication system according to the
present embodiment, as shown in Fig. 7, the STUN serv-
er 11 may be placed only in the first communication net-
work 10 (example: access network).
[0085] In the case of the configuration shown in Fig. 7,
P2P connection check between the terminals is per-
formed by the address of the host and the address that
can be collected from the STUN server 11 in the first
communication network 10. As normally assumed, when
the terminal is under the control of the NAT apparatus,
P2P communication using the address of host cannot be
performed. Therefore, in this case, as long as the P2P
communication via the first communication network 10
is not restricted, P2P communication by an address col-
lectable from the STUN server 11, that is, P2P commu-
nication via the first communication network 10 is per-
formed.
[0086] Even when P2P communication via the first
communication network 10 is restricted, if an IPv6 global
Internet address is given as an address of host to each
terminal, it is possible to perform P2P communication via
the second communication network 20 (example: the In-
ternet) by the before-mentioned fallback.

(Modified example 2)

[0087] In the example described so far, one signaling
server 30 is provided without restricting the installment
place. However, as shown in Fig. 8, the signaling server
30 may be provided in each network. That is, in the ex-
ample shown in Fig. 8, a signaling server 30-1 is provided
in the first communication network 10, and a signaling
server 30-2 is provided in the second communication net-
work 20. In the modified example 2, the first communi-
cation network 10 may be an access network such as
the NGN network and the like, or a closed network as
described with reference to Fig. 6, or another network.
In addition, although the second communication network
20 is assumed to be the Internet, it may be a network
other than the Internet. Regarding the address to be
used, both the first communication network 10 and the
second communication network 20 may be IPv4 or IPv6,
or one may be IPv4 and the other may be IPv6 .
[0088] Each of the signaling server 30-1 and the sign-
aling server 30-2 has the same functions as those of the
signaling server 30 described above. That is, if only the
signaling server 30-1 among the signaling server 30-1
and the signaling server 30-2 is installed, the signaling
server 30-1 can execute operation the same as that of
the signaling server 30 described in the first example and
the second example. Also, if only the signaling server
30-2 among the signaling server 30-1 and the signaling
server 30-2 is installed, the signaling server 30-2 can
execute operation the same as that of the signaling server
30 described in the first example and the second exam-
ple.

[0089] In the modified example 2, any of the operation
that does not perform the score conversion as described
in the first example and the operation that performs the
score conversion as described in the second example
can be applied.
[0090] In the modified example 2, each of the terminal
40A and the terminal 40B registers to each of the sign-
aling server 30-1 and the signaling server 30-2, respec-
tively, and communicates with each of the signaling serv-
er 30-1 and the signaling server 30-2. For example, in
the case in which the operation not to perform score con-
version described in the first example is applied, the ter-
minal 40A and the terminal 40B executes the operation
of the sequence described with reference to Fig. 3 using
the signaling server 30-1 and executes the operation of
the sequence described with reference to Fig. 3 using
the signaling server 30-2. The address collection (S201,
S203) of the side of the terminal itself may be performed
for each of the signaling server 30-1 and the signaling
server 30-2, or may be performed once for the signaling
server 30-1 and the signaling server 30-2.
[0091] If both of the sequence using the signaling serv-
er 30-1 and the sequence using the signaling server 30-2
are executed normally, there occurs two P2P communi-
cation connections (sessions), which are P2P communi-
cation connection established between the terminal 40A
and the terminal 40B by the sequence using the signaling
server 30-1 and P2P communication connection estab-
lished between the terminal 40A and the terminal 40B by
the sequence using the signaling server 30-2.
[0092] If the signaling servers 30-1 and 30-2 perform
the same operation without performing score conversion,
two different P2P communication connections via the
same communication network are established. In this
case, the terminal 40A (or the terminal 40B) disconnects
one of the two different P2P communication connections.
For example, the terminal 40A (or the terminal 40B) dis-
connects one at random since the score of the address
pair is expected to be the same between the two different
P2P communication connections.
[0093] Instead of the operation as described above,
the terminal 40A (and the terminal 40B) may perform one
P2P communication connection using an address pair of
higher score from among the address pair determined
by the sequence using the signaling server 30-1 and the
address pair determined by the sequence using the sig-
naling server 30-2.
[0094] Also, in the case in which the operation to per-
form score conversion as described in the second exam-
ple is applied, the terminal 40A and the terminal 40B ex-
ecutes the operation of the sequence described with ref-
erence to Fig. 4 using the signaling server 30-1, and also
executes the operation of the sequence described with
reference to Fig. 4 using the signaling server 30-2. The
address collection (S301, S305) of the side of the terminal
itself may be performed for each of the signaling server
30-1 and the signaling server 30-2, or may be performed
once for the signaling server 30-1 and the signaling serv-
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er 30-2.
[0095] If both of the sequence using the signaling serv-
er 30-1 and the sequence using the signaling server 30-2
are executed normally, there occurs two P2P communi-
cation connections, which are P2P communication con-
nection established between the terminal 40A and the
terminal 40B by the sequence using the signaling server
30-1 and P2P communication connection established
between the terminal 40A and the terminal 40B by the
sequence using the signaling server 30-2.
[0096] For example, if the signaling servers 30-1 and
30-2 perform the same score conversion, two different
P2P communication connections via the same commu-
nication network are established. In this case, the termi-
nal 40A (or the terminal 40B) disconnects one of the two
different P2P communication connections. For example,
the terminal 40A (or the terminal 40B) disconnects one
at random since the score of the address pair is expected
to be the same between the two different P2P commu-
nication connections.
[0097] In the case in which the signaling server 30-1
and the signaling server 30-2 perform score conversion
by different rules, if two different P2P communication
connections are established, the terminal 40A (or the ter-
minal 40B) disconnects, for example, a P2P communi-
cation connection of lower score of address pair between
the two different P2P communication connections. In the
case in which two different P2P communication connec-
tions passing through different communication networks
are established, one P2P communication connection
may be disconnected based on the score, or a commu-
nication network to disconnect may be predetermined so
that a P2P communication connection via the communi-
cation network may be disconnected.
[0098] Instead of the operation as described above,
the terminal 40A (and the terminal 40B) may perform one
P2P communication connection using an address pair of
higher score from among the address pair determined
by the sequence using the signaling server 30-1 and the
address pair determined by the sequence using the sig-
naling server 30-2.
[0099] In each of the case in which the operation of the
first example is applied and the case in which the oper-
ation of the second example is applied, when connection
from the terminal 40A (terminal 40B) to the second com-
munication network 20 is not possible, a P2P communi-
cation connection based on the address pair determined
by the sequence using the signaling server 30-1 is es-
tablished. In such a case, if the signaling server 30 is
provided only in the second communication network 20,
since execution of signaling is not possible, P2P com-
munication connection cannot be performed for any of
the first communication network 10 and the second com-
munication network 20. On the other hand, like the mod-
ified example 2, by providing the signaling server 30 in
each network, even if connection to one network is una-
vailable, P2P communication using another network can
be performed.

(Apparatus configuration example)

[0100] Hereinafter, configuration examples of the ap-
paratuses used in the present embodiment are de-
scribed. The configuration of each apparatus described
below with reference to figures shows only the main con-
figuration related to the present embodiment, and each
apparatus is provided with existing functions, not shown
in the figures, necessary for the apparatus to actually
operate.

<Terminal>

[0101] Fig. 9 shows a configuration example of the ter-
minal 40 (A, B) that executes processing described in
the present embodiment. Since the terminal 40A and the
terminal 40B have the same configuration, it is described
as "terminal 40 (A, B)". In the following description, it is
described as "terminal 40".
[0102] As shown in Fig. 9, the terminal 40 includes a
control communication unit 41, a media communication
unit 42, and a data storage unit 43. As described so far,
the control communication unit 41 determines an address
to be used for P2P communication of media (video, voice,
data and the like) by performing transmission and recep-
tion of a control signal with the STUN servers 11 and 21,
and the signaling servers 30, 30-1, and 30-2. The media
communication unit 42 performs P2P communication by
using the address determined by the control communi-
cation unit 41.
[0103] The data storage unit 43 stores the address of
the STUN server 11, 21, the address of the signaling
server 30, 30-1, 30-2, the address of the DNS server and
the like that the control communication unit 41 should
access. The control communication unit 41 communi-
cates with the STUN server 11, 21 and the signaling serv-
er 30, 30-1, 30-2 by using the address of the STUN server
11, 21 and the address of the signaling server 30, 30-1,
30-2.
[0104] When designating the STUN server 11, 21 us-
ing a FQDN, for example, a user enters the FQDN in the
control communication unit 41. Or, the FQDN is stored
in the data storage unit 43 and the control communication
unit 41 obtains the FQDN from the data storage unit 43.
Then, the control communication unit 41 accesses the
DNS server using the address of the DNS server stored
in the data storage unit 43 to perform address resolution
and accesses the STUN server 11, 21.
[0105] The terminal 40 in the present embodiment can
be realized, for example, by causing a computer to exe-
cute a program which describes the process content de-
scribed in the present embodiment. More specifically, the
functions of the terminal 40 can be realized by executing
a program corresponding to processes performed by the
terminal 40 by using hardware resources such as a CPU,
a memory, and a hard disk and the like in the computer.
The program can be saved and distributed by recording
the program in a computer readable recording medium
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(such as portable memory). Also, the program can be
provided via a network such as the Internet, an electronic
mail and the like.
[0106] For example, when WebRTC is used as a P2P
communication technology, the terminal 40 can be real-
ized by a terminal including a browser or software having
a WebRTC communication function equivalent to a
browser. The terminal is, for example, a PC or a smart-
phone, a mobile phone, or an IoT/M2M device such as
a sensor/actuator, or the like. When using the WebRTC,
first, the terminal 40 obtains a program (Web application)
from a server and the like provided in the first communi-
cation network 10, the second communication network
20 or other networks, and the program is executed in the
terminal 40 so that the control communication and the
like is executed.

<Signaling server>

[0107] Fig. 10 shows a configuration example of the
signaling server 30 that executes processing described
in the present embodiment. Note that he signaling server
30-1, 30-2 has the same configuration as that of the sig-
naling server 30. As shown in Fig 10, the signaling server
30 has a message relay unit 31, a score conversion unit
32, and a data storage unit 33.
[0108] The message relay unit 31 performs relay of the
message including address candidates and the like ex-
changed between terminals. The score conversion unit
32 performs score conversion described in the second
example. That is, the score conversion unit 32 performs
conversion of a score such that P2P communication be-
tween terminals passes through a predetermined com-
munication network (example: the first communication
network 10). Note that to convert a score such that the
P2P communication passes through the first communi-
cation network 10 is merely an example, and how the
score is to be converted can be changed by setting.
[0109] As an example, in the case in which there are
three networks of a network 1, a network 2 and a network
3 as a network P2P communication may pass through,
if the P2P communication is desired to be passed through
the network 2 preferentially, information of the address
of the network 2 (example: address band of the network
2) and a command is set to perform score conversion
such that the score of the address of the network 2 be-
comes higher than that of addresses of other networks.
Accordingly, the score conversion unit 32 checks the ad-
dress in the address candidates received from the termi-
nal and converts the score of the address when detecting
the address corresponding to the address band of the
network 2. If the score is one for the P2P communication
to pass through the network 2 without conversion, the
conversion is not performed.
[0110] The data storage unit 33 stores, for example,
the information (address information, score conversion
rule, etc.) related to the above setting. Since this infor-
mation is the reference information for score conversion,

it is referred to as score conversion reference informa-
tion. The score conversion unit 32 can appropriately con-
vert the score by referring to the score conversion refer-
ence information stored in the data storage unit 33. The
functional unit corresponding to the data storage unit 33
may be provided as a separate server (external server)
outside the signaling server 30. In the case, the signaling
server 30 accesses the external server via the commu-
nication network, acquires the score conversion refer-
ence information from the external server, and performs
score conversion based on the score conversion refer-
ence information.
[0111] The signaling server 30 in the present embod-
iment can be realized, for example, by causing one or
more computers to execute a program which describes
the process content described in the present embodi-
ment. More specifically, the functions of the signaling
server 30 can be realized by executing a program corre-
sponding to processes performed by the signaling server
30 by using hardware resources such as a CPU, a mem-
ory, and a hard disk and the like in the computer. The
program can be saved and distributed by recording the
program in a computer readable recording medium (such
as portable memory). Also, the program can be provided
via a network such as the Internet, an electronic mail and
the like.

<STUN server>

[0112] Fig. 11 shows a block diagram of the STUN
server 11. Since the STUN server 21 has the same con-
figuration, the STUN server 11 is shown in Fig. 11 as a
representative. As shown in Fig. 11, the STUN server 11
includes an address obtaining unit 15 and an address
notification unit 16.
[0113] The address obtaining unit 15 receives a bind-
ing request transmitted from the terminal, and acquires
the source address (example: the address outside the
NAT in the case of via NAT) of the binding request. The
address notification unit 16 generates a binding response
including the source address obtained by the address
obtaining unit 15, and transmits the binding response to
the source address (that is, to a terminal of the source).
[0114] The STUN server 11 in the present embodiment
can be realized, for example, by causing one or more
computers to execute a program which describes the
process content described in the present embodiment.
More specifically, the functions of the STUN server 11
can be realized by executing a program corresponding
to processes performed by the STUN server 11 by using
hardware resources such as a CPU, a memory, and a
hard disk and the like in the computer. The program can
be saved and distributed by recording the program in a
computer readable recording medium (such as portable
memory). Also, the program can be provided via a net-
work such as the Internet, an electronic mail and the like.
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<Hardware configuration example>

[0115] In the case when the each apparatus (the ter-
minal 40, the signaling server 30, the STUN server 11)
is realized by a computer, Fig. 12 is a diagram illustrating
an example of a hardware configuration of the apparatus.
The apparatus (the terminal 40, the signaling server 30,
or the STUN server 11) shown in in Fig. 12 includes a
drive device 150, an auxiliary storage device 152, a mem-
ory device 153, a CPU 154, an interface device 155, a
display device 156 and an input device 157 and the like,
which are mutually connected by a bus B.
[0116] A program that implements processing on the
apparatus is provided by a recording medium 151 such
as a CD-ROM or a memory card or the like. When the
recording medium 151 storing the program is set in the
drive device 150, the program is installed into the auxiliary
storage device 152 from the recording medium 151 via
the drive device 150. However, installation of the program
is not necessarily executed from the recording medium
151, and may also be downloaded from another compu-
ter via the network. The auxiliary storage device 152
stores the installed program, and stores required files,
data, and the like as well.
[0117] Upon receiving a command to activate the pro-
gram, the memory device 153 reads the program from
the auxiliary storage device 152, to load the program.
The CPU 154 realizes a function which relates to the
apparatus according to the program stored in the memory
device 153. The interface device 155 is used as an in-
terface for connecting with the network. The display de-
vice 156 displays a GUI (Graphical User Interface) and
the like by the program. The input device 157 is formed
by a keyboard and a mouse, a button or a touch panel
and the like, and is used by inputting various operation
instructions.

(Summary of embodiment)

[0118] As described above, in the present embodi-
ment, there is provided a communication system includ-
ing a first address notification apparatus provided in a
first communication network, and a second address no-
tification apparatus provided in a second communication
network,
wherein the first address notification apparatus includes
means that receives an address request from a terminal
that can communicate with the first address notification
apparatus and with the second address notification ap-
paratus, obtains a source address from the address re-
quest, and transmits a response including the source ad-
dress to the terminal, and
the second address notification apparatus includes
means that receives an address request from the termi-
nal, obtains a source address from the address request,
and transmits a response including the source address
to the terminal.
[0119] The communication system may include a com-

munication control apparatus, and the communication
control apparatus is configured to receive, from the ter-
minal, a set of addresses including addresses notified to
the terminal from the first address notification apparatus
and the second address notification apparatus, and
transmit the set of addresses to a communication partner
terminal that is a communication partner of the terminal.
[0120] The communication control apparatus may be
configured to convert a score of at least one address
among scores indicating priority added to each address
of the set of addresses such that communication between
the terminal and the communication partner terminal
passes through a predetermined communication net-
work. At this time, the communication control apparatus
may be configured to obtain score conversion reference
information from an external server, and convert the
score based on the score conversion reference informa-
tion.
[0121] Alco, according to the present embodiment,
there is provided an address notification apparatus func-
tioning as a first address notification apparatus provided
in a first communication network in a communication sys-
tem including the first address notification apparatus pro-
vided in the first communication network, and a second
address notification apparatus provided in a second com-
munication network, including:

obtaining means that receives an address request
from a terminal being able to communicate with the
first address notification apparatus and with the sec-
ond address notification apparatus, transmitting an
address request to the second address notification
apparatus and transmitting an address request to
the first address notification apparatus, and obtains
a source address from the address request; and
address notification means that transmits a re-
sponse including the source address to the terminal.

[0122] Alco, according to the present embodiment,
there is provided a communication control apparatus for
use in a communication system including the communi-
cation control apparatus, a first address notification ap-
paratus provided in a first communication network, and
a second address notification apparatus provided in a
second communication apparatus, including:

relay means that receives a set of addresses from a
terminal that can communicate with the first address
notification apparatus and the second address noti-
fication apparatus, and transmits the set of address-
es to a communication partner terminal that is a com-
munication partner of the terminal,
wherein the set of addresses includes an address
obtained from a response to an address request that
is transmitted to the first address notification appa-
ratus from the terminal, and an address obtained
from a response to an address request that is trans-
mitted to the second address notification apparatus
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from the terminal.

[0123] The communication control apparatus may fur-
ther includes conversion means that converts a score of
at least one address among scores indicating priority
added to each address of the set of addresses such that
communication between the terminal and the communi-
cation partner terminal passes through a predetermined
communication network.
[0124] Alco, according to the present embodiment,
there is provided a terminal that performs control com-
munication with a communication system including a
communication control apparatus, a first address notifi-
cation apparatus provided in a first communication net-
work, and a second address notification apparatus pro-
vided in a second communication network, including:

means that transmits an address request to the first
address notification apparatus, receives a response
including a source address of the address request
from the first address notification apparatus, and ob-
tains the source address from the response;
means that transmits an address request to the sec-
ond address notification apparatus, receives a re-
sponse including a source address of the address
request from the second address notification appa-
ratus, and obtains the source address from the re-
sponse; and
means that transmits, to the communication control
apparatus, a set of addresses including the address-
es obtained from each of the responses received
from the first address notification apparatus and the
second address notification apparatus,
wherein the communication control apparatus trans-
mits the set of addresses received from the terminal
to a communication partner terminal that is a com-
munication partner of the terminal.

[0125] The terminal may further includes means that
receives a set of addresses obtained by the communi-
cation partner terminal from the communication control
apparatus, and determines a pair of addresses to be used
for communication with the communication partner ter-
minal based on the set of addresses and the set of ad-
dresses obtained by the terminal.
[0126] Alco, according to the present embodiment,
there is provided a communication system including a
first communication control apparatus and a first address
notification apparatus that are provided in a first commu-
nication network, and a second communication control
apparatus and a second address notification apparatus
that are provided in a second communication network,
each of the first communication control apparatus and
the second communication control apparatus including
relay means that receives a set of addresses from a ter-
minal that can communicate with the first address notifi-
cation apparatus and the second address notification ap-
paratus, and transmits the set of addresses to a commu-

nication partner terminal that is a communication partner
of the terminal,
wherein the set of addresses includes an address ob-
tained from a response to an address request that is
transmitted to the first address notification apparatus
from the terminal, and an address obtained from a re-
sponse to an address request that is transmitted to the
second address notification apparatus from the terminal.
[0127] Each of the first communication control appa-
ratus and the second communication control apparatus
may include conversion means that converts a score of
at least one address among scores indicating priority
added to each address of the set of addresses such that
communication between the terminal and the communi-
cation partner terminal passes through a predetermined
communication network.

(Effect of embodiment)

[0128] According to the described techniques in the
present embodiment, a communication route to be used
for P2P communication between terminals is properly
selected. As a result, for example, quality of P2P com-
munication can be enhanced. Also, even when a com-
munication route selected with the highest priority cannot
be connected, P2P communication can be performed by
performing fallback to another communication route, so
that the service availability can be enhanced.
[0129] By adopting a configuration in which a signaling
server is provided in each communication network, it is
possible to avoid that P2P communication connection
cannot be performed at all when, for example, connection
to the Internet cannot be performed.
[0130] The present invention is not limited to the spe-
cifically disclosed embodiment, and variations and mod-
ifications may be made without departing from the scope
of the claims.
[0131] The present patent application claims priority
based on Japanese patent application No. 2015-203061,
filed in the JPO on October 14, 2015, and Japanese pat-
ent application No. 2016-201841, filed in the JPO on Oc-
tober 13, 2016, and the entire contents of the Japanese
patent application No. 2015-203061 and the Japanese
patent application No. 2016-201841 are incorporated
herein by reference.

DESCRIPTION OF REFERENCE SIGNS

[0132]

10 first communication network
11 STUN server
15 address obtaining unit
16 address notification unit
20 second communication network
21 STUN server
30, 30-1, 30-2 signaling server
31 message relay unit
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32 score conversion unit
33 data storage unit
40A, 40B terminal
41 control communication unit
42 media communication unit
43 data storage unit
50A, 50B NAT apparatus

Claims

1. A communication system including a first address
notification apparatus provided in a first communi-
cation network, and a second address notification
apparatus provided in a second communication net-
work,
wherein the first address notification apparatus in-
cludes means that receives an address request from
a terminal that can communicate with the first ad-
dress notification apparatus and with the second ad-
dress notification apparatus, obtains a source ad-
dress from the address request, and transmits a re-
sponse including the source address to the terminal,
and
the second address notification apparatus includes
means that receives an address request from the
terminal, obtains a source address from the address
request, and transmits a response including the
source address to the terminal.

2. The communication system as claimed in claim 1,
wherein the communication system includes a com-
munication control apparatus, and the communica-
tion control apparatus is configured to
receive, from the terminal, a set of addresses includ-
ing addresses notified to the terminal from the first
address notification apparatus and the second ad-
dress notification apparatus, and transmit the set of
addresses to a communication partner terminal that
is a communication partner of the terminal.

3. The communication system as claimed in claim 2,
wherein the communication control apparatus is
configured to convert a score of at least one address
among scores indicating priority added to each ad-
dress of the set of addresses such that communica-
tion between the terminal and the communication
partner terminal passes through a predetermined
communication network.

4. The communication system as claimed in claim 3,
wherein the communication control apparatus is
configured to obtain score conversion reference in-
formation from an external server, and convert the
score based on the score conversion reference in-
formation.

5. An address notification apparatus functioning as a

first address notification apparatus provided in a first
communication network in a communication system
including the first address notification apparatus pro-
vided in the first communication network, and a sec-
ond address notification apparatus provided in a sec-
ond communication network, comprising:

obtaining means that receives an address re-
quest from a terminal being able to communicate
with the first address notification apparatus and
with the second address notification apparatus,
transmitting an address request to the second
address notification apparatus and transmitting
an address request to the first address notifica-
tion apparatus, and obtains a source address
from the address request; and
address notification means that transmits a re-
sponse including the source address to the ter-
minal.

6. A program for causing a computer to function as each
means in the address notification apparatus as
claimed in claim 5.

7. A communication control apparatus for use in a com-
munication system including the communication
control apparatus, a first address notification appa-
ratus provided in a first communication network, and
a second address notification apparatus provided in
a second communication apparatus, comprising:

relay means that receives a set of addresses
from a terminal that can communicate with the
first address notification apparatus and the sec-
ond address notification apparatus, and trans-
mits the set of addresses to a communication
partner terminal that is a communication partner
of the terminal,
wherein the set of addresses includes an ad-
dress obtained from a response to an address
request that is transmitted to the first address
notification apparatus from the terminal, and an
address obtained from a response to an address
request that is transmitted to the second address
notification apparatus from the terminal.

8. The communication control apparatus as claimed in
claim 7, further comprising conversion means that
converts a score of at least one address among
scores indicating priority added to each address of
the set of addresses such that communication be-
tween the terminal and the communication partner
terminal passes through a predetermined communi-
cation network.

9. A program for causing a computer to function as each
means in the communication control apparatus as
claimed in claim 7 or 8.
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10. A terminal that performs control communication with
a communication system including a communication
control apparatus, a first address notification appa-
ratus provided in a first communication network, and
a second address notification apparatus provided in
a second communication network, comprising:

means that transmits an address request to the
first address notification apparatus, receives a
response including a source address of the ad-
dress request from the first address notification
apparatus, and obtains the source address from
the response;
means that transmits an address request to the
second address notification apparatus, receives
a response including a source address of the
address request from the second address noti-
fication apparatus, and obtains the source ad-
dress from the response; and
means that transmits, to the communication
control apparatus, a set of addresses including
the addresses obtained from each of the re-
sponses received from the first address notifi-
cation apparatus and the second address noti-
fication apparatus,
wherein the communication control apparatus
transmits the set of addresses received from the
terminal to a communication partner terminal
that is a communication partner of the terminal.

11. The terminal as claimed in claim 10, further compris-
ing means that receives a set of addresses obtained
by the communication partner terminal from the com-
munication control apparatus, and determines a pair
of addresses to be used for communication with the
communication partner terminal based on the set of
addresses and the set of addresses obtained by the
terminal.

12. A program for causing a computer to function as each
means in the terminal as claimed in claim 10 or 11.

13. A communication method executed in a communi-
cation system including a first address notification
apparatus provided in a first communication net-
work, and a second address notification apparatus
provided in a second communication network,
wherein the first address notification apparatus re-
ceives an address request from a terminal that can
communicate with the first address notification ap-
paratus and with the second address notification ap-
paratus, obtains a source address from the address
request, and transmits a response including the
source address to the terminal, and
the second address notification apparatus receives
an address request from the terminal, obtains a
source address from the address request, and trans-
mits a response including the source address to the

terminal.

14. A communication system including a first communi-
cation control apparatus and a first address notifica-
tion apparatus that are provided in a first communi-
cation network, and a second communication control
apparatus and a second address notification appa-
ratus that are provided in a second communication
network,
each of the first communication control apparatus
and the second communication control apparatus
comprising relay means that receives a set of ad-
dresses from a terminal that can communicate with
the first address notification apparatus and the sec-
ond address notification apparatus, and transmits
the set of addresses to a communication partner ter-
minal that is a communication partner of the terminal,
wherein the set of addresses includes an address
obtained from a response to an address request that
is transmitted to the first address notification appa-
ratus from the terminal, and an address obtained
from a response to an address request that is trans-
mitted to the second address notification apparatus
from the terminal.

15. The communication system as claimed in claim 14,
each of the first communication control apparatus
and the second communication control apparatus
comprising conversion means that converts a score
of at least one address among scores indicating pri-
ority added to each address of the set of addresses
such that communication between the terminal and
the communication partner terminal passes through
a predetermined communication network.
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