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(57) The present technology relates to an information
processing apparatus, an information processing meth-
od, and a program that enable provision of information
to a user while protecting privacy.

An extraction unit that extracts information from an
utterance of a user, an inquiry unit that makes an inquiry
to another apparatus when a request from the user is
given, and a supplementation unit that supplements the
information extracted by the extraction unit to inquiry con-
tent when the inquiry unit makes an inquiry are provided.

A determination unit that determines whether or not the
information supplemented by the supplementation unit
is information regarding privacy is further provided. The
information extracted by the extraction unit is registered
to a database in association with a flag indicating whether
or not the information is the information regarding priva-
cy. The present technology can be applied to an infor-
mation processing apparatus that presents information
to a user.
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Description

TECHNICAL FIELD

[0001] The present technology relates to an informa-
tion processing apparatus, an information processing
method, and a program, and relates to, for example, an
information processing apparatus, an information
processing method, and a program for providing infor-
mation to a user in a state in which privacy of the user is
protected.

BACKGROUND ART

[0002] Patent Document 1 proposes a system that
records a conversation between users on a steady basis
and can confirm the conversation at a point of time after
the recording.
[0003] Patent Document 2 proposes monitoring a con-
versation between users, recording a specific keyword,
and notifying another user of the keyword, thereby main-
taining a favorable state of community.

CITATION LIST

PATENT DOCUMENT

[0004]

Patent Document 1: Japanese Patent Application
Laid-Open No. 2005-237017
Patent Document 2: Japanese Patent Application
Laid-Open No. 2014-81782

SUMMARY OF THE INVENTION

PROBLEMS TO BE SOLVED BY THE INVENTION

[0005] Patent Documents 1 and 2 propose recording
of a conversation between users. However, if all of con-
versations are recorded, the privacy of the users may not
be protected.
[0006] The present technology has been made in view
of the foregoing situation, and enables provision of infor-
mation to a user while protecting privacy.

SOLUTIONS TO PROBLEMS

[0007] An information processing apparatus according
to one aspect of the present technology includes an ex-
traction unit configured to extract information from an ut-
terance of a user, an inquiry unit configured to make an
inquiry to another apparatus when a request from the
user is given, and a supplementation unit configured to
supplement the information extracted by the extraction
unit to inquiry content when the inquiry unit makes an
inquiry.
[0008] An information processing method according to

one aspect of the present technology includes the steps
of extracting information from an utterance of a user,
making an inquiry to another apparatus when a request
from the user is given, and supplementing the extracted
information to inquiry content when making the inquiry.
[0009] A program according to one aspect of the
present technology causes a computer to execute
processing including the steps of extracting information
from an utterance of a user, making an inquiry to another
apparatus when a request from the user is given, and
supplementing the extracted information to inquiry con-
tent when making the inquiry.
[0010] In the information processing apparatus, the in-
formation processing method, and the program accord-
ing to the aspects of the present technology, the infor-
mation is extracted from the utterance of the user, and
the inquiry is made to the another apparatus when the
request from the user is given, and the extracted infor-
mation is supplemented to the inquiry content when the
inquiry is made.
[0011] Note that the information processing apparatus
may be an independent apparatus or may be internal
blocks configuring one apparatus.
[0012] Furthermore, the program can be provided by
being transmitted via a transmission medium or by being
recorded on a recording medium.

EFFECTS OF THE INVENTION

[0013] According to one aspect of the present technol-
ogy, information can be provided to a user while protect-
ing privacy.
[0014] Note that the effects described here are not nec-
essarily limited, and any of effects described in the
present disclosure may be exhibited.

BRIEF DESCRIPTION OF DRAWINGS

[0015]

Fig. 1 is a diagram illustrating a configuration of an
embodiment of an information processing system to
which the present technology is applied.
Fig. 2 is a diagram illustrating a configuration of an-
other information processing system.
Fig. 3 is a diagram for describing an operation of the
information processing system.
Fig. 4 is a diagram for describing an operation of the
information processing system.
Fig. 5 is a diagram for describing a configuration of
an information acquisition unit.
Fig. 6 is a diagram for describing a configuration of
the information processing unit.
Fig. 7 is a diagram for describing an operation of the
information processing system.
Fig. 8 is a diagram for describing a secret database.
Fig. 9 is a diagram for describing an operation of the
information processing system.

1 2 



EP 3 506 129 A1

3

5

10

15

20

25

30

35

40

45

50

55

Fig. 10 is a diagram for describing the secret data-
base.
Fig. 11 is a diagram for describing an operation of
the information processing system.
Fig. 12 is a diagram for describing an operation of
the information processing system.
Fig. 13 is a diagram for describing an operation of
the information processing system.
Fig. 14 is a diagram for describing an operation of
the information processing system.
Fig. 15 is a diagram for describing an operation of
the information processing system.
Fig. 16 is a diagram for describing an operation of
the information processing system.
Fig. 17 is a diagram for describing an operation of
the information processing system.
Fig. 18 is a diagram for describing the secret data-
base.
Fig. 19 is a diagram for describing an operation of
the information processing system.
Fig. 20 is a diagram for describing the secret data-
base.
Fig. 21 is a diagram for describing an operation of
the information processing system.
Fig. 22 is a flowchart for describing an operation of
the information processing system.
Fig. 23 is a diagram for describing a recording me-
dium.

MODE FOR CARRYING OUT THE INVENTION

[0016] Hereinafter, modes for implementing the
present technology (hereinafter referred to as embodi-
ments) will be described.

<Configuration Example of System>

[0017] Fig. 1 is a diagram illustrating a configuration of
an embodiment of an information processing system to
which the present technology is applied. In the informa-
tion processing system, an information acquisition unit
11, an information processing unit 12, and an external
service providing unit 21 are connected via an out-of-
home network 31.
[0018] In the information processing system illustrated
in Fig. 1, the information acquisition unit 11 and the in-
formation processing unit 12 are illustrated as devices
installed in home. However, as in the information
processing system illustrated in Fig. 2, the information
processing unit 12 may be installed outside the home
and configured to give and receive data to and from the
information acquisition unit 11 via the out-of-home net-
work 31.
[0019] In the information processing system illustrated
in Fig. 1, the information acquisition unit 11 and the in-
formation processing unit 12 are installed in home and
connected via a network constructed in home, for exam-
ple, a local area network (LAN) configured in a wireless

or wired manner, and are configured to give and receive
data to and from each other via the network.
[0020] Further, the information processing unit 12 is
connected to the external service providing unit 21 via
the out-of-home network 31, and is configured to give
and receive data to and from the external service provid-
ing unit 21.
[0021] In the information processing system illustrated
in Fig. 1 or 2 (hereinafter, description continues taking
the information processing system illustrated in Fig. 1 as
an example), information is acquired by the information
acquisition unit 11. The acquired information is, for ex-
ample, an utterance of a user, a conversation between
users, information for identifying a user, or the like.
[0022] The information acquired by the information ac-
quisition unit 11 is supplied to and processed by the in-
formation processing unit 12. For example, the informa-
tion processing unit 12 records a conversation of users,
extracts a keyword, identifies a user who is talking, and
identifies in which room in home the user is talking. Fur-
thermore, the information processing unit 12 makes an
inquiry about predetermined information to the external
service providing unit 21, and provides an inquiry result
to the user.
[0023] When an inquiry is made to the external service
providing unit 21, various conditions are taken into con-
sideration, and processing of not leaking privacy of the
user to the outside (for example, outside the home) is
performed, as described below. Therefore, information
to be provided to the user can be acquired and presented
in a state where the privacy of the user is protected.
[0024] The external service providing unit 21 may be
a server so-called search server, or a server that man-
ages a shopping site that offers shopping and the like.

<Processing Example in System>

[0025] Processing in the information processing sys-
tem illustrated in Fig. 1 will be described with reference
to Figs. 3 and 4. In the information processing system,
information required by a user can be provided in the
state where the privacy of the user is protected.
[0026] Processing by the information processing sys-
tem in a case where information of the user is not kept
secret (protection of the privacy is not necessary) will be
described with reference to Fig. 3.
[0027] At a time t1, a user A utters "Tell me the weather
in Okutama weekend" to the information processing sys-
tem. Such an utterance is acquired by the information
acquisition unit 11 and is supplied to the information
processing unit 12. The information processing unit 12
determines whether or not uttered content includes in-
formation regarding privacy of the user. The "weekend",
"Okutama", "weather", and the like are determined not
to be the information regarding privacy of the user.
[0028] In a case where the information processing unit
12 determines that there is no information regarding pri-
vacy, the information processing unit 12 makes an inquiry
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to the external service providing unit 21. In this case, the
information processing unit 12 makes an inquiry about
"the weather in Okutama weekend" to the external serv-
ice providing unit 21 that provides information regarding
the "weather".
[0029] As a result, at a time t2, the information process-
ing system (information processing unit 12) acquires in-
formation regarding "the weather in Okutama weekend"
and provides the acquired information to the user A. For
example, as illustrated in Fig. 3, information such as "The
weather in Okutama will be sunny next week and the rain
probability is 10%" is provided.
[0030] In a case where there is no information regard-
ing privacy of the user, such processing is performed.
On the other hand, a case where there is information
regarding privacy of the user will be described with ref-
erence to Fig. 4.
[0031] At the time t1, the user A utters "Tell the prog-
nosis of the stage 3 of the cancer" to the information
processing system. Keywords such as the "cancer", the
"stage 3", and the "prognosis" are considered to have a
high possibility of being related to the privacy of the user,
such as the user A having had the cancer, or having had
the cancer of the stage 3.
[0032] In a case where such keywords are detected,
the information processing unit 12 determines that the
uttered content is the information regarding privacy (in-
formation to be kept secret). Such determination is made
by reference to a database (hereinafter described as a
secret database) that accumulates information for deter-
mining whether or not the uttered content is the informa-
tion (keywords) to be kept secret, as described below.
[0033] In the secret database, flags are set for the key-
words to be kept secret, and in this case, the flags are
set for the keywords such as the "cancer" and the "stage
3". The information processing unit 12 refers to such a
secret database, determines whether or not the request
from the user such as "Tell the prognosis of the stage 3
of the cancer" includes the keywords for which the flags
are set, and as a result, concludes that the request in-
cludes the keywords. Note that, in selecting words to be
flagged, a group of words that are generally kept secret
for privacy may be discriminated by mechanical learning
or the like, or categories or the like are presented to users
and the individual users may specify the words.
[0034] In a case where such information required to be
kept secret is included, notification of the possibility that
the inquiry includes the information regarding privacy is
provided to the user and confirmation as to whether or
not such information may be output to the outside are
performed to the user before starting the inquiry to the
external service providing unit 21 (before outputting the
private information to the outside). In other words, in the
example illustrated in Fig. 4, at the time t2, the information
processing unit 12 asks the user A about a question "This
is a search for disease. Do you want to search for the
prognosis of the stage 3 of the cancer?".
[0035] In this case, the search is for the "search for

disease", and the information processing unit 12 notifies
the user A of a possibility that the search is associated
with the privacy of the user A, and confirms whether or
not the user A really desires the search, with the message
"Do you want to search for the prognosis of the stage 3
of the cancer".
[0036] In a case where the user A, who has listened
to such a message, says "Do search under anonymity"
at a time t3, the information processing system sends a
reply "I’m doing search without a user ID" at a time t4.
That is, in this case, the user A gives a desire that he/she
wants to do search under anonymity, and the information
processing system sends the reply of doing search with-
out a user ID. Thereafter, the information processing sys-
tem makes an inquiry to the external service providing
unit 21 without outputting information that identifies the
user, acquires information, and provides the information
to the user A.
[0037] Alternatively, in a case where the user A gives
an instruction on cancellation of the inquiry to the external
service providing unit 21, such as "Cancel the search",
the inquiry to the external service providing unit 21 is
canceled. Alternatively, in such a case, an inquiry exclud-
ing the information regarding privacy (keywords) may be
executed.
[0038] As described above, in a case where there is a
possibility of providing the information regarding privacy
of the user to the external service providing unit 21, no-
tification of the possibility of outputting the information
regarding privacy to the outside is provided to the user,
and whether or not the information may be output to the
outside is asked to the user. By such processing, the
information regarding privacy of the user can be prevent-
ed from being output to the outside without an intention
of the user, and the search and provision of information
can be performed in the state where the privacy of the
user is protected.

<Configuration of Information Acquisition Unit>

[0039] Configurations of the information acquisition
unit 11 and the information processing unit 12 that per-
form the above-described processing will be described.
First, the configuration of the information acquisition unit
11 will be described with reference to Fig. 5.
[0040] The information acquisition unit 11 includes a
voice acquisition unit 51 and a user state acquisition unit
52. The voice acquisition unit 51 includes, for example,
a microphone, and a plurality of the voice acquisition units
is installed in home. For example, there are rooms in
home, such as a living room, a dining room, a kitchen, a
bedroom, a children’s room, and an entrance. The mi-
crophones are installed in these rooms, collect a conver-
sation of the user, and record the conversation as nec-
essary.
[0041] The user state acquisition unit 52 acquires, for
example, information for specifying the user who is talk-
ing, information such as a direction the user faces. The
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user state acquisition unit 52 includes, for example, an
imaging unit and various sensors, and a plurality of the
user state acquisition units 52 is installed in home. The
user state acquisition unit 52 is installed in each room
such as a living room, a dining room, a kitchen, a bed-
room, a children’s room, or an entrance, like the voice
acquisition unit 51, and collects information for specifying
the user in the room, and information such as a gaze
direction of the user in the room.

<Configuration of Information Processing Unit>

[0042] The information acquired by the information ac-
quisition unit 11 is supplied to and processed by the in-
formation processing unit 12. The configuration of the
information processing unit 12 will be described with ref-
erence to Fig. 6.
[0043] The information processing unit 12 includes a
user state analysis unit 71, a user database 72, a user
recognition unit 73, a voice processing unit 74, a secret
database creation unit 75, a secret database 76, a secret
information determination unit 77, and an inquiry gener-
ation unit 78.
[0044] Note that, as illustrated in Fig. 2, in the case
where the information acquisition unit 11 and the infor-
mation processing unit 12 are configured to give and re-
ceive data to and from each other via the out-of-home
network 31, a part of the information processing unit 12
illustrated in Fig. 6 may be installed in home.
[0045] In other words, a part or the whole (in the case
of Fig. 1) of the information processing unit 12 can be
installed in home. For example, the database for man-
aging data such as the user database 72 and the secret
database 76 may be installed in the home, and the other
part may be installed outside the home.
[0046] Alternatively, the database for managing data
such as the user database 72 and the secret database
76 may be a cloud, and the other part may be installed
in the home.
[0047] Whether each part of the information process-
ing unit 12 is installed in the home or outside the home
can be appropriately changed.
[0048] The user state analysis unit 71 analyzes the
state of the user, for example, talking or facing a direction
of another user, using the information acquired by the
user state acquisition unit 52. A analysis result is supplied
to the secret information determination unit 77. Further-
more, although not illustrated, the analysis result is also
supplied to the secret database creation unit 75 as nec-
essary.
[0049] The user database 72 is a database for identi-
fying the user. For example, information such as a user
name (for example, a family name), an age, face data
and voice data of the user for specifying the user, and
the like are also stored as necessary. Furthermore, a
schedule of the user, a friend list, and the like may be
stored.
[0050] The user recognition unit 73 recognizes the user

in a predetermined room, using the information acquired
from the voice acquisition unit 51 or the user state acqui-
sition unit 52 (Fig. 5) or by reference to the user database
72. A recognition result is supplied to the secret informa-
tion determination unit 77. Furthermore, although not il-
lustrated, the recognition result is also supplied to the
secret database creation unit 75 as necessary.
[0051] The voice processing unit 74 semantically an-
alyzes the voice acquired by the voice acquisition unit 51
(Fig. 5) and extracts keywords. A processing result (key-
words) is supplied to the secret information determination
unit 77. Furthermore, the processing result is also sup-
plied to the secret database creation unit 75.
[0052] The secret database creation unit 75 creates
the secret database 76. As described above, the secret
database 76 is a database that accumulates information
for determining whether or not the uttered content is the
information (keyword) to be kept secret, and in which a
flag is set for the keyword to be kept secret.
[0053] The secret database creation unit 75 registers
the keyword extracted by the voice processing unit 74 to
the secret database 76, determines whether or not the
keyword to be registered is a keyword to be kept secret,
and adds the flag.
[0054] As details will be described below, even in a
case of the same keyword, the keyword may be kept
secret and may not be kept secret depending on the user
who has uttered the keyword. Therefore, the user recog-
nized by the user recognition unit 73 is also used as in-
formation for making determination for setting the flag.
[0055] Furthermore, even in a case of the same key-
word, the keyword may be kept secret and may not be
kept secret depending on the gaze direction of the user
who has uttered the keyword. Therefore, the state of the
user analyzed by the user state analysis unit 71 is also
used as information for making determination for setting
the flag.
[0056] The secret information determination unit 77
determines whether or not a sentence (a question or the
like) uttered by the user includes the secret information
from the information from the user state analysis unit 71,
the user recognition unit 73, and the voice processing
unit 74, or by reference to the secret database 76, and
supplies a determination result to the inquiry generation
unit 78.
[0057] The inquiry generation unit 78 generates an in-
quiry on the basis of the determination result. In a case
where the determination result indicates that the uttered
sentence does not include the secret information, the in-
quiry generation unit 78 executes an inquiry to the exter-
nal service providing unit 21. Further, in a case where
the determination result indicates that the uttered sen-
tence includes the secret information, the inquiry gener-
ation unit 78 executes an inquiry asking the user whether
or not executing an inquiry to the external service pro-
viding unit 21.
[0058] For example, as described with reference to Fig.
3, when the user A issues a request "Tell me the weather

7 8 



EP 3 506 129 A1

6

5

10

15

20

25

30

35

40

45

50

55

in Okutama weekend", the voice processing unit 74 ex-
tracts the keywords such as the "weekend", the "Okuta-
ma", and the "weather", for example, and supplies the
keywords to the secret information determination unit 77.
[0059] The secret information determination unit 77
confirms the flags of the keywords such as the "week-
end", the "Okutama", and the "weather" by reference to
the secret database 76, and outputs a determination re-
sult indicating that no flags are set (the keywords are not
the secret information) to the inquiry generation unit 78.
As a result, the inquiry generation unit 78 makes an in-
quiry about "the weather in Okutama weekend" to the
external service providing unit 21.
[0060] Further, for example, as described with refer-
ence to Fig. 4, when the user A issues a request "Tell
me the prognosis of the stage 3 of the cancer", the voice
processing unit 74 extracts the keywords such as the
"cancer", the "stage 3", and the "prognosis", for example,
and supplies the keywords to the secret information de-
termination unit 77.
[0061] The secret information determination unit 77
confirms the flags of the keywords such as the "cancer",
the "stage 3", and the "prognosis" by reference to the
secret database 76, and issues a determination result
indicating that the flag is set for any of the keywords (there
is the secret information) to the inquiry generation unit
78. As a result, the inquiry generation unit 78 executes
an inquiry asking the user A whether an inquiry may be
executed to the external service providing unit 21.

<Processing Example By Reference To Secret Data-
base>

[0062] In the information processing system described
with reference to Figs. 3 and 4, the case of determining
whether or not the secret information is included in re-
sponse to the request (question) from one user, getting
confirmation from the user on the basis of the determi-
nation, and making the inquiry to the external service
providing unit 21, thereby protecting the privacy of the
user has been described.
[0063] Moreover, description will be added to the
processing of determining whether or not the secret in-
formation is included.
[0064] Fig. 7 is a diagram illustrating an example of a
case of determining whether the secret information is in-
cluded by reference to the secret database and perform-
ing processing based on a determination result.
[0065] At the time t1, the user A speaks to a user B
"About complete medical checkup...". In response to the
speech, at the time t2, the user B says "Uh, the uric acid
level exceeds 10, doesn’t it?. At the time t3, the user A
says to the user B "What kind of risk does it have?". In
response to the question, the user B issues a
request "Tell me the uric acid level" to the information
processing system at the time t4.
[0066] The information of "the uric acid level exceeds
10" is considered to be the information regarding privacy

of the user A. There is a possibility of leakage of the
information regarding privacy by making an inquiry with
the information regarding privacy to the external service
providing unit 21. Therefore, confirmation as to whether
or not an inquiry may be made to the external service
providing unit 21 in the state including the information
regarding privacy is performed to the user.
[0067] In other words, in the example illustrated in Fig.
7, at a time t5, the information processing system makes
an inquiry about "Is it OK to search for the state where
the uric acid level exceeds 10?" to the user. In response
to such an inquiry, at a time t6, in a case where the user
A or the user B gives permission "Do search", the infor-
mation processing system executes the inquiry to the
external service providing unit 21. As a result, at a time
t7, the information processing system provides a search
result "The state where the uric acid level is 10 or more..."
to the user.
[0068] As described above, in a case where the infor-
mation regarding privacy of the user is included, an in-
quiry about whether or not to make an inquiry to the out-
side is sent to the user, and the inquiry is made to the
external service providing unit 21 when the inquiry is per-
mitted.
[0069] On the other hand, although not illustrated, in a
case where the user A (or the user B) does not give per-
mission, saying "Don’t search" at the time t6, the infor-
mation processing system outputs a message indicating
that the inquiry to the external service providing unit 21
is canceled to the user, for example, "I’m canceling the
search for the uric acid level".
[0070] By the way, the determination as to whether or
not such information regarding privacy is included is
made with reference to the secret database 76. As de-
scribed above, since the secret database 76 is a data-
base that manages the keywords together with the flags
indicating that the keywords are the information required
to be kept secret, without making an inquiry to the exter-
nal service providing unit 21, because the keywords are
regarding the information regarding privacy of the user.
[0071] Fig. 8 illustrates an example of the secret data-
base 76. The secret database 76 is provided with items
such as "user", "topic", "keyword", "secret flag", and "up-
date date and time", and manages the items in associa-
tion with one another.
[0072] In the item of "user" of the secret database 76,
information regarding the user who has uttered is written.
In the item of "topic", a topic to which the keyword to be
written in the item "keyword" belongs is written. In the
item of "keyword", the keyword extracted from the mon-
itored conversation is written.
[0073] In the item of "secret flag", information indicating
whether or not the keyword written in the item "keyword"
is the information required to be kept secret (information
regarding privacy) is written. In the item of "update date
and time", the date and time when the keyword written
in the item "keyword" has uttered (the date and time when
the keyword has been extracted from the monitored con-
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versation) is written.
[0074] For example, referring to the first line of the se-
cret database 76 illustrated in Fig. 8, information of "user
A" is written in the item of "user", information of "health"
is written in the item of "topic", information of "uric acid
level" is written in the item of "keyword", information of
"1" is written in the item of "secret flag", and information
of "20160404 19:35" is written in the item of "update date
and time".
[0075] In this case, the user A having uttered the key-
word of the uric acid level at 19:35 on April 4, 2016, the
uric acid level corresponding to the topic of health and
being the information required to be kept secret, and thus
the secret flag being set to "1" can be read. Here, de-
scription will continue on the assumption that the secret
flag indicates the information required to be kept secret
in a case where the secret flag is "1", and the secret flag
indicates information not required to be kept secret in a
case where the secret flag is "0".
[0076] Note that the secret flag may indicate the infor-
mation required to be kept secret in a case where the
secret flag is "0", and the secret flag may indicate infor-
mation not required to be kept secret in a case where the
secret flag is "1". Further, the information to be kept secret
is ranked, for example, information to be absolutely kept
secret, information better to be kept secret, information
to be kept secret by the user or the like, information not
required to be kept secret, and the like are ranked, and
information according to the ranks may be written in the
item of the secret flag.
[0077] Such a secret database 76 is created by the
secret database creation unit 75. When the conversation
is monitored and a keyword is extracted, the secret da-
tabase creation unit 75 writes the extracted keyword and
information related to the keyword in the secret database
76. When the keyword is written, the topic information is
acquired by reference to an external dictionary or an in-
ternal dictionary.
[0078] The secret flag is set according to the topic. For
example, in a case where the topics are health, financial
assets, security, and the like, keywords (information) in-
cluded in these topics are considered to have a high pos-
sibility of the information regarding privacy. In this man-
ner, the keyword belonging to the topic having a high
possibility of the information regarding privacy is set to
the information to be kept secret, and the secret flag is
set to "1".
[0079] Furthermore, for example, in a case where the
topics are place name, weather, food, and the like, the
information included in these topics are considered to
have a low possibility of the information regarding priva-
cy. In this manner, the keyword belonging to the topic
having a low possibility of the information regarding pri-
vacy is set to the information not to be kept secret, and
the secret flag is set to "0".
[0080] Further, the secret flag may be set according to
the user. For example, in a case where the user A is an
adult (parent) and the user B is a child, different secret

flags may be set to the keywords corresponding to the
same topic.
[0081] For example, in the secret database 76 illustrat-
ed in Fig. 8, a keyword of "Ryokan" uttered by the user
A corresponds to a topic of "travel" and the secret flag of
"0" is set, whereas a keyword of "camp" uttered by the
user B corresponds to the topic of "travel" but the secret
flag of "1" is set.
[0082] In this manner, the different secret flags may be
set by the user even within the same topic, in other words,
the secret flags may be set depending on the user.
[0083] Furthermore, although not written as an item in
Fig. 8, an item of "room" may be provided, and the secret
flag may be set depending on a place where a keyword
is uttered. As details will be described below, for example,
content talked in the living room or the like may be set to
the information not to be kept secret (the secret flag = 0),
and content talked in the bedroom and the like may be
set to the information to be kept secret (the secret flag =
1).
[0084] Of course, the secret flag may be set according
to any of conditions such as the topic, user, and place,
or may be set from a comprehensive point of view about
the plurality of conditions.
[0085] Since the secret database 76 is created by mon-
itoring a conversation, semantically analyzing the moni-
tored conversation, and extracting the keywords, the cre-
ation (addition, update, and the like of new keywords) is
performed when monitoring the conversation. Further-
more, whether or not the keywords are the secret infor-
mation is determined by confirming a past history. As will
be described below with reference to Fig. 9, the secret
flag of the secret database 76 is updated when a prede-
termined condition is satisfied.
[0086] Fig. 7 is referred to again. At the time t4, the
user B has issued the request "Tell me the uric acid level"
to the information processing system. At this time, the
information processing system determines whether or
not the keyword of "uric acid level" is the secret informa-
tion by reference to the secret database 76 (for example,
see Fig. 8).
[0087] In a case of referring to the secret database 76
illustrated in Fig. 8, the secret flag for the keyword of "uric
acid level" being "1", in other words, being set to the se-
cret information is read. In this case, the "uric acid level"
is associated with the user A but the users having the
conversation are the user A and the user B. Therefore,
the database regarding the user A and the user B is re-
ferred to.
[0088] In this manner, the secret database 76 is cre-
ated and referred to so as to determine whether or not
keywords are the secret information.
[0089] Note that, here, description will continue as-
suming that the keywords (information) extracted from
the monitored conversation are written in the secret da-
tabase 76. Moreover, the concept may be expanded with
words similar to the keyword to be written, thesaurus,
and the like, and related words (keywords) may be written
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in the secret database 76.
[0090] Processing when the secret level is changed
(the secret flag is changed) will be described with refer-
ence to Fig. 9. As a premise, a conversation as described
with reference to Fig. 7 has been held between users
prior to a conversation as will be described with reference
to Fig. 9, and keywords extracted from the conversation
at that time are accumulated in the secret database 76.
[0091] At the time t1, the user A speaks to the user B
"About complete medical checkup...". At the time t2, the
user B asks the user A "How was it this year?" At the
time t3, the user A says "I will be rechecked for uric acid
level again". At the time t4, the user B issues a request
"Look for advisors for adult diseases" to the information
processing system.
[0092] The information processing system monitors
the conversation from the time t1 to the time t3, and ex-
tracts keywords such as "complete medical checkup",
"uric acid level", "re-check", for example. At the time t5,
the information processing system notifies the user A of
a message "I’m looking for advisors with knowledge of
uric acid level abnormality" in response to the request of
"Look for advisors for adult diseases" from the user B.
[0093] The information processing system comple-
ments the information "uric acid level" to issue such a
message. Referring to Fig. 8, in the secret database 76,
the "uric acid level" is set to 1 as the secret flag and is
the secret information.
[0094] Referring again to Fig. 7, at the time t5 and the
time t6, the user A has replied "Do search" in response
to the question "Is it OK to search for the state where the
uric acid level exceeds 10?" from the information
processing system. That is, in this case, the user A per-
mits provision of the information "uric acid level" set to
the secret information to the external service providing
unit 21, in the secret database 76.
[0095] In this way, the secret flag is changed for the
keyword that is permitted to be provided to the external
service providing unit 21 (permitted to be output to the
outside). That is, in this case, the secret flag is changed
from "1" to "0". With such change, the secret database
76 illustrated in Fig. 10 is obtained. In other words, in the
secret database 76 illustrated in Fig. 10, the secret flag
of the keyword of the "uric acid level" is reset to "0", and
the update date and time is updated to "20160725 20:24".
[0096] Returning to the description with reference to
Fig. 9. At the time t5, since the information processing
system performs processing by reference to the secret
database 76 illustrated in Fig. 10, the information
processing system determines that the keyword of the
"uric acid level" is not the secret information, supplies the
information of the "uric acid level", generates the mes-
sage "I’m looking for advisors with knowledge of uric acid
level abnormality", and notifies the user of the message.
[0097] The information processing system makes an
inquiry about "advisors with knowledge of uric acid level
abnormality" to the external service providing unit 21
while notifying the user of such a message. This inquiry

is made without obtaining permission from the user.
Then, at the time t6, the information processing system
notifies the user of a search result "There are three ad-
visors in the neighborhood".
[0098] As described with reference to Figs. 7 to 10, the
secret database 76 is created and referred to, and man-
agement of the secret information, such as the secret
information being not output, or output after permission
is obtained from the user, at the time of an inquiry to the
external service providing unit 21, for example, is per-
formed.
[0099] Further, in the secret database 76, the informa-
tion, for which permission to be output to the outside has
been obtained from the user, is appropriately updated to
be excluded from the secret information afterward, and
therefore the secret database 76 can be optimized to be
suitable for the user.
[0100] Note that, for example, at the time t4 in Fig. 9,
the request of "Look for advisors for adult diseases" has
issued from the user B to the information processing sys-
tem. However, even if such a request is not issued, the
information processing system may execute an inquiry
to the external service providing unit 21 and provide in-
formation related to the "uric acid level" to the user, for
example.
[0101] In other words, in a case where there is a history
of inquiries to the outside in the past, an inquiry to the
external service providing unit 21 may be executed even
if there is no request from the user.

<Case 1 of Acquiring Information From Conversation>

[0102] In the information processing system described
with reference to Figs. 3 and 10, the case of determining
whether or not the secret information is included in re-
sponse to the request (question) from one user, getting
confirmation from the user on the basis of the determi-
nation, and making the inquiry to the external service
providing unit 21, thereby protecting the privacy of the
user has been described.
[0103] Next, a case of protecting the privacy of the user
and further adding information to provide more useful
information to the user will be described.
[0104] A case of collecting information from a conver-
sation and supplementing information will be described
with reference to Fig. 11. At the time t1, the user A speaks
to the user B "This weekend...". At the time t2, the user
B replies to the user A that "Uh, you mean the camp at
Okutama, don’t you?" in response to the speech. As con-
tinuation of the conversation, at the time t3, the user A
replies to the user B that "I’m worried about the weather".
[0105] Then, at the time t4, the user B issues a request
"Tell me the weather" to the information processing sys-
tem. The conversation from the time t1 to the time t3 is
a conversation held between the user A and the user B
but the conversation at the time t4 is a conversation held
between the user B and the information processing sys-
tem. In this way, the information processing system starts
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collection of supplemental information at the time when
a request is issued to the information processing system.
[0106] The information processing system monitors
the conversation between the user A and the user B from
the time t1 to the time t3, and cuts out keywords. For
example, the voice acquisition unit 51 of the information
acquisition unit 11 always acquires the voice and outputs
the voice to the information processing unit 12. The voice
processing unit 74 of the information processing unit 12
analyzes voice data supplied from the voice acquisition
unit 51 and extracts keywords. The extracted keywords
are stored in the secret database 76.
[0107] Note that acquisition of the voice by the voice
acquisition unit 51 may be started with detection of en-
trance of the user into the room as a trigger from the
information acquired by the user state acquisition unit 52.
[0108] In this way, the conversation held in a period
from a point of time when the conversation is started to
when the user issues a request to the information
processing system is monitored, extracted for keywords,
and recorded, but processing using the keywords (infor-
mation) is in an unexecuted state.
[0109] Then, at the point of time when the user issues
the request to the information processing system, infor-
mation necessary for satisfying the request from the user
is collected back to the conversation before the request.
In the case of the example illustrated in Fig. 11, the user
B has issued the request "Tell me the weather", but in-
formation of which date and which place of the weather
are missing in this request.
[0110] At the time t1, the information processing sys-
tem acquires information regarding date and time of "this
weekend" from a keyword of "this weekend" uttered by
the user A. Further, at the time t2, the information
processing system acquires information regarding a
place of "Okutama" from the keyword of "Okutama" ut-
tered by the user B.
[0111] In this manner, the information necessary for
satisfying the request issued from the user is collected
from the information before the request from the user is
issued. Then, in the example illustrated in Fig. 11, at the
time t5, the information processing system generates a
message "I’m checking the weather in Okutama this
weekend" and notifies the users A and B of the message.
With the notification of such a message, whether there
is no mistake in the captured insufficiency part (in this
case, the date and time and place) can be confirmed.
[0112] Furthermore, with the notification of such a mes-
sage, notification of an inquiry being to be made to the
external service providing unit 21 from now can be pro-
vided to the users A and B, and in a case where the
privacy information is included in the message of "I’m
checking the weather in Okutama this weekend", the us-
ers can recognize that the privacy information is included
and there is a possibility that the privacy information is
output to the outside.
[0113] In a case where the user A or the user B listens
to the message and determines that there is a mistake

or determines that the privacy information is included,
the user A or the user B can issue, to the information
processing system, an instruction to cancel the inquiry
to the external service providing unit 21.
[0114] For example, in a case where the user issues
a request "Cancel the inquiry", the inquiry to the external
service providing unit 21 is canceled. Further, in a case
where the user issues a new request "Tell me the weather
in Tokyo today", the previous request "Check the weather
in Okutama this weekend" is canceled, and an inquiry
about the new request is made.
[0115] In the example illustrated in Fig. 11, the instruc-
tion to cancel the inquiry to the external service providing
unit 21 by the user is not issued, and thus the inquiry of
"I’m checking the weather in Okutama this weekend" is
made to the external service providing unit 21. As a result
of the inquiry, at the time t6, information of "The weather
in Okutama this weekend will be sunny and the rain prob-
ability is 10%" is provided to the users A and B.
[0116] In the example illustrated in Fig. 11, the case in
which the information to be kept secret is not included
has been exemplarily described, as in the example illus-
trated in Fig. 3. Even in the example illustrated in Fig. 11,
the inquiry to the external service providing unit 21 is
confirmed to the user (the message is issued at the time
t5), as described above. Therefore, the privacy informa-
tion can be prevented from being output when the user
does not intend.
[0117] In a case where the information to be kept secret
is included, as in the example illustrated in Fig. 4, whether
or not an inquiry may be made to the external service
providing unit 21 is confirmed to the user. That is, for
example, in the example illustrated in Fig. 11, in a case
where it is determined that the information required to be
kept secret is included in the inquiry when the inquiry of
"the weather in Okutama this weekend" is made, the mes-
sage from the information processing system to the user
at the time t5 is a message seeking permission of the
user, such as "Is it OK to check the weather in Okutama
this weekend", for example.
[0118] In a case where the user replies to such a mes-
sage, the inquiry to the external service providing unit 21
is made in response to the reply.
[0119] In this way, the conversation (utterance) of the
users is always recorded, and information necessary for
the inquiry is supplemented using the recorded informa-
tion as necessary, whereby the reply to the request of
the user can be made more accurate.
[0120] For example, in the example illustrated in Fig.
11, there is a possibility of replying a response not desired
by the user, such as "The weather today is sunny" to the
user, for example, if supplementation is not performed.
According to the present technology, such a response is
prevented, and a response desired by the user can be
replied, as described above.
[0121] Also in this case, the information regarding pri-
vacy of the user can be prevented from being leaked to
the outside, as described above.
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[0122] Note that Fig. 11 illustrates the example in which
information is supplemented. However, a configuration
not to supplement information by setting of the user or
not to supplement information when the user does not
intend may be adopted. Such a case will be described
with reference to Fig. 12.
[0123] The conversation held among the user A, the
user B, and the information processing system from the
time t1 to the time t4 is similar to the conversation held
among the user A, the user B, and the information
processing system from time t1 to the time t4 illustrated
in Fig. 11.
[0124] When the user B issues a request "Tell me the
weather" to the information processing system at the time
t4, the information processing system replies "Which
date and place of weather do you want to check?" at the
time t5. In this case, information is not supplemented,
and thus information regarding the place and date and
time are insufficient, and the message asking the user
about the insufficient information is issued from the in-
formation processing system.
[0125] Even in a case where there is insufficient infor-
mation, as described above, a configuration to directly
ask the user without supplementing information can be
adopted.
[0126] Furthermore, in this case, not supplementing
information can be set although the conversation itself is
always monitored and recorded. That is, as described
with reference to Fig. 11, the conversation between the
user A and the user B at the time t1 to the time t3 is
monitored and keywords are extracted, for example.
However, the information can be configured not to be
used for supplementation or the like in a state where per-
mission is not given from the user.
[0127] Whether or not to use information for supple-
mentation, whether or not to record the conversation, and
the like can be set by the user, whereby a system reflect-
ing the intention of the user can be constructed.
[0128] Furthermore, the conversation may be moni-
tored only when it can be determined that the user ex-
plicitly instructs the information processing system to
record the conversation. Referring to Fig. 12, it is as-
sumed that when the user A and the user B are having
a conversation from the time t1 to the time t3, the user A
and the user B are having the conversation, not facing
the information processing system (the voice acquisition
unit 51).
[0129] In this way, when the user’s gaze and body do
not face the information processing system, the user
wishes not to be monitored for the conversation, and the
information processing system does not monitor the con-
versation. In other words, when it can be determined that
the user instructs the information processing system to
monitor the conversation, such as the user facing the
information processing system, the conversation of the
user may be monitored.
[0130] When the user’s gaze and body do not face the
information processing system and the conversation is

not monitored, supplementation of information is not per-
formed.
[0131] In this way, whether or not to monitor the con-
versation and whether or not to supplement information
as necessary in the case of monitoring the conversation
can be set by the user, so that the information processing
system reflecting the intention of the user can be con-
structed.

<Case 2 of Acquiring Information From Conversation>

[0132] Next, a case of acquiring information from a
conversation will be described with reference to Fig. 13.
The example as will be described with reference to Fig.
13 is, basically, monitoring a conversation, extracting in-
formation (keywords), recording the information, and
reading and supplementing the recorded information as
necessary, as in the example described with reference
to Fig. 11. Fig. 11 illustrates the example in which the
information to be supplemented is information extracted
from a previous conversation. Fig. 13 is different in that
the information to be supplemented is not limited to the
previous conversation and is information extracted in the
past (information different from the information extracted
from the previous conversation).
[0133] Referring to Fig. 13, at the time t1, the user A
asks the user B "What will we do in the summer vaca-
tion?". At the time t2, the user B replies "What about
Hakone?" to the question. At the time t3, the user A asks
"Is there anywhere to stay?". In response to the question,
at the time t4, the user B issues a question (request) of
"Is there accommodation still available?" to the informa-
tion processing system.
[0134] The information processing system extracts the
information of the place and date and time from the con-
versation between the user A and the user B from the
time t1 to the time t3 and supplements the information,
as in the case described with reference to Fig. 11. That
is, the information processing system acquires informa-
tion of "Hakone" as the place and acquires information
of "summer vacation" as the date and time.
[0135] With the acquisition of such information, the in-
formation processing system can create a message of
"I’m searching for accommodations in Hakone in the
summer vacation". Further, in a case where the informa-
tion processing system can guess the user A and the
user B (the family including the user A and the user B)
prefer to reserve Onsen Ryokans from the past informa-
tion, the information processing system includes such
information to the inquiry message.
[0136] As a result, as illustrated in Fig. 13, at the time
t5, the information processing system creates the mes-
sage of "I’m searching for Onsen Ryokans in Hakone in
the summer vacation" and notifies the user B of the mes-
sage. The keyword of "Onsen Ryokan" in the message
is information acquired (guessed) from the past informa-
tion.
[0137] This past information is information accumulat-
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ed by recording and analyzing the conversation (conver-
sation content) exchanged between users on a daily ba-
sis. Furthermore, not only the conversations but also us-
er’s schedules (including a schedule for the future but
also a schedule in the past), action histories, and the like
are also accumulated and analyzed, and accumulated
as information, whereby such information can be used
as the past information, for example.
[0138] In this manner, information regarding the user,
for example, preference information, behavior patterns
of daily life, and the like, is acquired from various types
of information (voices, images, schedules, and the like),
analyzed, and accumulated, and the accumulated infor-
mation can be read as necessary and used as the infor-
mation to be supplemented.
[0139] In a case where such supplementation is not
performed in the example illustrated in Fig. 13, the mes-
sage of "I’m searching for accommodations in Hakone
in the summer vacation" is provided to the user and an
inquiry is made to the external service providing unit 21.
However, with the search condition of the "accommoda-
tions in Hakone", a large number of accommodations are
obtained, and the information amount to be provided to
the user may become large.
[0140] However, according to the present technology,
the information of the "Onsen Ryokan" is accumulated
in the user database as the preference information of the
user and the information is used. Therefore, as described
above, the message of "I’m searching for Onsen Ryokans
in Hakone in the summer vacation" is provided to the
user, and an inquiry can be made to the external service
providing unit 21. Therefore, not only the search condition
of "accommodations in Hakone" but also the condition
of "Onsen Ryokans" is added. Therefore, the number of
accommodations can be narrowed down, and the infor-
mation amount to be provided to the user can be nar-
rowed down to an appropriate amount.
[0141] Further, since such information (preference in-
formation or the like) differs in each user (each family),
in a case where the conversation as illustrated in Fig. 13
is held in another family, the message generated by the
information processing system may be a message of "I’m
searching for resort hotels in Hakone in the summer va-
cation" or "I’m searching for cheap accommodations in
Hakone in the summer vacation", for example. Therefore,
according to the present technology, information for
search suitable for the user (family) can be appropriately
supplemented.
[0142] Further, not only one but also a plurality of piec-
es of information to be supplemented may be adopted.
For example, in the above example, the example of sup-
plementing one piece of information of "Onsen Ryokan"
has been described. However, for example, a plurality of
pieces of information such as "Onsen Ryokan", "seafood
dish", and "cheap" is supplemented, and a message of
"I’m searching for cheap Onsen Ryokans famous for sea-
food dish in Hakone in the summer vacation" is created,
and the search may be conducted.

[0143] Note that the information such as the preference
information of the user is accumulated in the secret da-
tabase 76 with flags, whereby, if the keyword of the "On-
sen Ryokan" is set as the secret information, such secret
information can be prevented from being leaked to the
outside, similarly to the above-described case.
[0144] For example, in a case where the user often
goes to "a recreation facility of a company A", and thus
information of "the recreation facility of the company A"
is stored in the secret database 76, there is a possibility
that the "company A" corresponds to the privacy infor-
mation of the user and is managed with a flag for treating
the information as the secret information.
[0145] In such a case, the conversation as illustrated
in Fig. 13 is held, and at the time t5, the information
processing system supplements the information and cre-
ates a message of "Is it OK to search for vacancy infor-
mation of the facility of the company A in the summer
vacation" as the message to be presented to the user,
for example.
[0146] As described with reference to Fig. 4, in a case
where the secret information is included, whether or not
an inquiry may be made to the external service providing
unit 21 is asked to the user, and the inquiry is made when
permission is obtained. Therefore, even in a case where
the past information as described with reference to Fig.
13, for example, the preference information of the user
is used as supplementary information, the inquiry to the
external service providing unit 21 in which the privacy of
the user is protected can be made.
[0147] Fig. 14 illustrates a case of acquiring informa-
tion from a conversation, as in the case with reference
to Fig. 13, and another example of generating a message
using another information and making an inquiry to the
external service providing unit 21 will be described.
[0148] Description will continue assuming that a
schedule of the user and a friend list of the user are re-
corded in the secret database 76 or the user database
72 as another information, and the recorded information
is used. Here, description will continue assuming that the
schedule and the friend list are stored together with in-
formation for identifying the user in the user database 72
in association with one another.
[0149] In the user database 72, as the schedule of the
user B, it is assumed that information of
a party with Mr. and Ms. X and Mr. and Ms. Y on August 8
is recorded.
[0150] Further, in the user database 72, as the friend
list of the user B, it is assumed that information of
Mr. and Ms. X (the couple, a junior high school girl, and
an elementary school boy)
Mr. and Ms. Y (the couple and an elementary school boy)
is recorded.
[0151] Referring to Fig. 14, at the time t1, the user B
asks the user A "What shall I make for the next party?".
In response to this question, at the time t2, the user A
replies "What about Japanese style?". At the time t3, the
user B issues a question (request) of "What is recom-

19 20 



EP 3 506 129 A1

12

5

10

15

20

25

30

35

40

45

50

55

mended for Japanese food?" to the information process-
ing system.
[0152] The conversation so far is monitored by the in-
formation processing system, and keywords such as
"party", "what shall I make", and "Japanese style" are
extracted. The information processing system obtains in-
formation that the purpose of use is the "party" from these
keywords and the question of "What is recommended for
Japanese food?" from the user B, and the search is not
a search for places to go and eat such as restaurants but
a search for recipes for cooking from the keyword of
"What shall I make".
[0153] As a result, the information processing system
supplements information such as the "party" and the "rec-
ipe", and guesses "to search recommended recipes of
Japanese food at the party". Furthermore, referring to
the schedule managed in the user database 72, the in-
formation processing system recognizes that the party
is the party to be held on August 8, which Mr. and Ms. X
and Mr. and Ms. Y attend. Moreover, referring to the
friend list managed in the user database 72, the informa-
tion processing system recognizes that Mr. and Ms. X
have two children and Mr. and Ms. Y have one child.
[0154] As a result of such recognition, the information
processing system recognizes that many children will at-
tend the party. As a result of supplementation of such
information, at the time t4, the information processing
system notifies the user of a message of "I’m searching
for popular recipes for children in Japanese party men-
us". Thereafter, if the user does not cancel the message,
the inquiry of the "popular recipes for children in Japa-
nese party menus" is made to the external service pro-
viding unit 21.
[0155] If supplementation of information is not per-
formed in the information processing system, the inquiry
of "What is recommended for Japanese food?" is made
to the external service providing unit 21. Therefore, var-
ious "Japanese food" related information such as Japa-
nese restaurants, Japanese recipes, and Japanese sou-
venirs are searched for and presented to the user, for
example.
[0156] However, according to the present technology,
in the above-described example, the information for the
purpose of use and the target is supplemented from the
conversation between the users, the information of the
number of attendees, ages of attendees, and the like is
acquired from the schedule and the friend list, guess is
made from the acquired information, and a guessed re-
sult is further supplemented as information. Therefore,
information desired by the user can be more accurately
detected and provided.
[0157] Furthermore, the information such as the
number and ages of attendees is acquired from the
schedule and the friend list, and the guess is performed
from the acquired information, but the privacy information
such as the schedule and the friend list is not used as it
is. Therefore, the privacy information is not provided to
the external service providing unit 21, and search with

protected privacy can be performed.

<Secrecy By People>

[0158] In the present technology, as described above,
the conversation is monitored, the keywords and the like
are extracted, and the extracted keywords are used as
the supplementary information at the time of an inquiry
to the external service providing unit 21. In a case of
monitoring a conversation, there may be a case of mon-
itoring a conversation and a case of not monitoring a
conversation depending on a user.
[0159] For example, as described with reference to Fig.
15, in a case of a conversation between children, it is
possible that the conversation is not monitored and sup-
plementation of information or the like is not performed.
Furthermore, for example, as will be described with ref-
erence to Fig. 16, it is possible that a conversation be-
tween a family member and a person other than the family
members (hereinafter, a guest) is not monitored and sup-
plementation of information or the like is not performed.
[0160] An example of not monitoring a conversation in
a case of a conversation between children will be de-
scribed with reference to Fig. 15. Note that, here, children
will be described as an example. However, this embod-
iment is applicable to users with low judgment capability,
who require judgment by an adult, such as children and
elderlies.
[0161] At the time t1, a child A asks a child B about a
question "Where are we going in the summer vacation?".
At the time t2, the child B replies "to camp". At the time
t3, the child A asks a question "How are we going?". In
response to this question, the child B issues a request
"Tell me how to get there" to the information processing
system.
[0162] The user recognition unit 73 (Fig. 6) of the in-
formation processing unit 12 refers to the user database
72 and specifies the users in conversation from the in-
formation acquired by the user state acquisition unit 52
(Fig. 5), for example, from image data. In the user data-
base 72, for example, image data of the child A is stored.
The image data and acquired image data are matched,
whereby the child A is specified. Furthermore, specifica-
tion is similarly performed for the child B.
[0163] From the frequency of a voice acquired by the
voice acquisition unit 51 or the like, whether the user is
a child or an adult may be specified.
[0164] Further, if the child A is a guest and in a case
where the child A is not registered as the user in the user
database 72, the child A is not specified as the user as
a result of matching. Therefore, such an unspecified user
may be processed as a guest. Then, as described below,
in this case, the guest is treated as a child and it can be
set not to monitor conversation and the like.
[0165] In a case where the case described with refer-
ence to Fig. 13 or 14 is applied to the case in the situation
as illustrated in Fig. 15, keywords such as "summer" and
"camp" are extracted from the conversation held between
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the child A and the child B from the time t1 to the time t4,
for example, and the extracted keywords are used as the
supplementary information as necessary. Furthermore,
the user database 72 is referred to, and a destination, a
day for departure, and the like are read from the schedule
of the child B, and are used as the supplementary infor-
mation as necessary.
[0166] However, in a case of a conversation between
children, in a case of setting of not monitoring a conver-
sation is set, such supplementation of information is not
performed. Therefore, the information processing sys-
tem replies "I will check how to get there" at the time t5,
for example. Alternatively, the information processing
system replies "Check how to get there with your mother"
at a time t5’.
[0167] In this way, in the case of a conversation be-
tween children, no inquiry is made to the external service
providing unit 21. Children have a low concept of privacy
and may speak information regarding privacy. Further-
more, when making an inquiry to the external service
providing unit 21, it is not favorable to cause a child to
determine whether or not to make the inquiry even if the
privacy information is included.
[0168] Therefore, as described above, an inquiry is not
made to the external service providing unit 21 and a mes-
sage prompting contact (consult) the parent is generated
and given in notification to the child.
[0169] Since the system is based on the assumption
of not making an inquiry to the external service providing
unit 21, it is possible that the conversations between chil-
dren is not monitored. Furthermore, setting can be made
such that the conversation between children itself is mon-
itored, and extraction of keywords, registration to the se-
cret database 76, and the like are performed, but an in-
quiry to the external service providing unit 21 is not per-
formed and supplementation of information or the like is
not performed.
[0170] In a case where the keywords extracted from
the conversation between children are registered to the
secret database 76, the keywords are registered as the
information to be kept secret.
[0171] Such not monitoring a conversation, or moni-
toring a conversation but treating the conversation as the
secret information can be applied not only to the case of
a conversation between child but also to a case of a con-
versation including a child, for example, a conversation
between a parent and a child. Furthermore, in the case
of a conversation between a parent and a child, utterance
of the child may not be monitored or may be treated as
the secret information, and utterance of the parent may
be monitored and treated as the secret information de-
pending on the content.
[0172] The case of the example illustrated in Fig. 15
has a possibility that the child A and the child B are
friends, and one of the children A and B is a family mem-
ber living in a house where the information processing
system is installed, and the other of the children A and
B is a person (guest) other than the family. Even in such

a case where the guest is included, it is possible that the
conversation is not monitored or is treated as the secret
information.
[0173] Monitoring of a conversation and supplementa-
tion of information in a case where a guest is included
will be described with reference to Fig. 16. In Fig. 16, the
user A is a family member of a house where the informa-
tion processing system is installed, and a guest A is a
person not a family member. Furthermore, a case where
the user A and the guest A are both adults will be de-
scribed as an example.
[0174] Setting of not monitoring a conversation, or
monitoring a conversation but not supplementing infor-
mation is set to a conversation with a guest in consider-
ation of the privacy of the guest, for example.
[0175] At the time t1, the guest A says, to the user A,
"I will go traveling weekend". In response to the speech,
at the time t2, the user A says "Uh, the camp at Okutama".
In response to the speech, at the time t3, the guest A
says "I’m worried about the weather". The conversation
so far is held between the guest A and the user A.
[0176] The conversation at this time is not monitored
because the guest is included. Alternatively, the conver-
sation is monitored and processing such as extracting
keywords is performed, but supplementation of informa-
tion and the like are not performed.
[0177] At the time t4, the user A asks the information
processing system, "Tell me the weather". In the above-
described example, for example, in the example de-
scribed with reference to Fig. 11, the conversation is mon-
itored and information is supplemented as necessary.
Therefore, at the time t6, the information processing sys-
tem replies "The weather in Okutama this weekend will
be sunny and the rain probability is 10%".
[0178] In the example described with reference to Fig.
16, the guest is included, and thus the conversation is
not monitored, or the conversation is monitored but sup-
plementation of information is not performed. Therefore,
at the time t5, the information processing system issues
a message of "Tell me the place and date" to the user A.
[0179] Although information regarding the place and
date such as the "Okutama" and the "this weekend" has
been uttered in the conversation between the user A and
the guest A from the time t1 to the time t3. However, since
the conversation includes the guest, supplementation of
information is not performed. As a result, the information
regarding the place and date is insufficient. Therefore,
the information processing system issues the message
of "Tell me the place and date" to the user A and the
guest A at the time t5 in order to obtain sufficient infor-
mation.
[0180] As a result, the user A replies "It’s Okutama this
weekend" at the time t6. The information processing sys-
tem can obtain the information regarding the place and
date by obtaining the reply, the information processing
system makes an inquiry to the external service providing
unit 21 at a time t7, and issues a message of "The weather
in Okutama weekend will be sunny and the rain proba-
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bility is 10%" to the user A as an inquiry result.
[0181] In the case of a conversation including a guest
in this way, it is also possible not to monitor the conver-
sation itself. Alternatively, it is also possible that the con-
versation is monitored, and keywords are extracted and
registered to the secret database 76, but supplementa-
tion with the registered information is not performed at
the time of an inquiry to the external service providing
unit 21.
[0182] Note that, in a case of making an inquiry to the
external service providing unit 21 while a guest is present,
processing for obtaining permission from the guest or the
user (family member) may be included. That is, a mech-
anism for executing an inquiry to the external service
providing unit 21 only when the guest or the user permits
the inquiry in a case where the users in conversation
includes the guest may be provided.
[0183] Here, the setting and the like of whether or not
to monitor the conversation and whether or not to make
an inquiry to the external service providing unit 21 in the
case where the partner of the conversation is a person
other than the family members will be described again.
Here, for example, it is assumed that the setting such as
monitoring or not monitoring a conversation is set ac-
cording to a secret level.
[0184] The secret level is set according to the partner
of the conversation. Note that, as will be described below,
it is also possible to set the secret level according to the
place where the conversation has been held or the like.
[0185] In a case of a family, the secret level is set to:

ON for monitoring a conversation (voice acquisition
unit 51);
ON for registration to the user database 72 or the
secret database 76; and
ON for supplementation of information at an inquiry
to the outside (OFF for children as an exception).
(This is setting 1)

[0186] In a case of a guest (a situation including a
guest), the secret level is set to:

OFF for monitoring a conversation (voice acquisition
unit 51);
OFF for registration to the user database 72 or the
secret database 76; and
OFF for supplementation of information at an inquiry
to the outside. (This is setting 2)

[0187] Alternatively, in the case of a guest (a situation
including a guest), the secret level is set to:

ON for monitoring a conversation (voice acquisition
unit 51);
ON for registration to the user database 72 or the
secret database 76; and
OFF for supplementation of information at an inquiry
to the outside. (This is setting 3)

[0188] The secret level may be set for each user in
conversation or may be set according to the user in the
case where a guest or a child is present in the users in
conversation.
[0189] For example, in the case where the secret level
is set for each user in conversation, and the conversation
is held among the family members, the setting 1 is set
for each user. Further, in the case where the secret level
is set for each user, and the conversation is held between
a family member and the guest, the setting 1 is set for
the user corresponding to the family member and the
setting 2 or the setting 3 is set for the user corresponding
to the guest.
[0190] Furthermore, in a case where the secret level
is not set for each user, and the secret level is set for
each group, where the users in conversation are treated
as one group, the setting 1 is set for a case where the
group includes only family members, for example. Fur-
thermore, for example, the setting 2 or the setting 3 is
set for a case where the group includes a guest.
[0191] Which of the setting 2 and the setting 3 is set
may be set by the user who manages the information
processing system or may be set in advance.
[0192] Furthermore, the setting 1 may be set for a per-
son who does not live with the family of the user who
manages the information processing system but corre-
sponds to a family member such as a relative, for exam-
ple, or a person who frequently visits the family and is
treated like a family member, even if the person is a guest.
[0193] For example, a person who visits the family five
times or more is treated as a family member, and the
secret level of the setting 1 is set. Note that a mechanism
for making an inquiry as to if the secret level may be
changed to an administrator who manages the informa-
tion processing system when the secret level is changed
may be provided. Then, the secret level may be changed
only when an affirmative reply for the change is obtained
from the administrator.
[0194] Furthermore, the secret level may be set by the
administrator. For example, the setting 1 is set for family
members but the setting 2 and the setting 3 can be set
by the administrator even for the family members, or the
setting 1 can be set even for a guest.
[0195] In this manner, the secret level is set by the user.
[0196] Furthermore, as the secret level, a secret level
such as not recording a telephone conversation may be
set. Since the conversation on the phone is a conversa-
tion with another person (guest), the secret level (the
setting 2 or the setting 3) for the above-described guest
may be set.
[0197] As an exception, the secret level (the setting 1)
for family members may be set for a telephone conver-
sation between family members.

<Secrecy by Place>

[0198] The secret level may be set according to a
place. For example, in a case where the bedroom can
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be considered to be a place where the parents often have
a conversation and the frequency of conversation regard-
ing privacy is high, information obtained from the conver-
sation in the bedroom is treated as the secret information.
[0199] Furthermore, for example, in a case where the
living room can be considered to be a place where the
family members often gather and have a conversation,
and the frequency of conversation regarding privacy is
low, information obtained from the conversation in the
living room is basically not treated as the secret informa-
tion. Basically not treating the conversation as the secret
information means excluding some cases where the in-
formation is the secret information, such as the conver-
sation including a child or a guest, and a topic treated as
the secret information, in the above-described examples,
for example.
[0200] Furthermore, in a case where the entrance is
considered to be a place where the frequency of a con-
versation with a guest is high, information obtained from
the conversation at the entrance is treated as the secret
information. Furthermore, in the children’s room, a pos-
sibility of having a conversation including children is high.
Therefore, information obtained from the conversation in
the children’s room is treated as the secret information.
Note that, here, the description will continue, taking the
room such as the living room or the bedroom as an ex-
ample. However, the present embodiment can be applied
to a specific place (area) other than the concept of room.
For example, an area of a room can be treated as an
area treated as the secret information.
[0201] Such setting of the secret level for each room
is set by default, and the setting can be changed by the
user.
[0202] Fig. 17 illustrates a case in which the user A
and the user B are having a conversation in a bedroom
201. At the time t1, the user A speaks to the user B "About
renovation...". At the time t2, the user B says "How far
will the renovation go? I want to tighten the security".
[0203] At the time t3, the user A says "how much does
it cost?". At the time t4, the user B issues a request "Tell
me about the cost of renovation" to the information
processing system. In response to the request, the infor-
mation processing system issues a message "I’m check-
ing the cost of the renovation".
[0204] The information processing system makes an
inquiry about the cost of the renovation to the external
service providing unit 21. At the time t6, the information
processing system notifies the user of a search result "A
case of renovation is ....".
[0205] Information from the conversation held in the
bedroom 201 is set to the secret information. The infor-
mation processing system monitors the conversation be-
tween the user A and the user B held from the time t1 to
the time t3. As a result, the secret database 76 as illus-
trated in Fig. 18 is created, for example (the information
is added to the secret database 76).
[0206] In the secret database 76 illustrated in Fig. 18,
keywords such as "renovation" and "security" extracted

from the conversation between the user A and the user
B held from the time t1 to the time t3 are added.
[0207] The keyword of "renovation" is a keyword ex-
tracted from the conversation "About renovation..." ut-
tered by the user A at the time t1. Furthermore, as the
topic, the topic of "renovation" is associated, and
"20160405 19:35" is associated as the update date and
time.
[0208] Even if the topic of the "renovation" is not a topic
corresponding to the secret information, the conversation
is held in the bedroom. Therefore, the topic of the "ren-
ovation" is treated as the secret information. Therefore,
as illustrated in Fig. 18, the keyword of the "renovation"
is set as the secret information, and "1" is set as the secret
flag.
[0209] Similarly, the keyword of the "security" is a key-
word extracted from the conversation of "I want to tighten
the security" uttered by the user B at the time t2. Further-
more, as the topic, a topic of "safety" is associated, and
"20160405 19:35" is associated as the update date and
time.
[0210] Even if the topic of the "safety" is not a topic
corresponding to the secret information, the conversation
is held in the bedroom. Therefore, the topic of the "ren-
ovation" is treated as the secret information. Therefore,
as illustrated in Fig. 18, the keyword of the "security" is
set as the secret information, and "1" is set as the secret
flag.
[0211] In a case where a conversation as described
with reference to Fig. 19 is held in the living room 202
after such a secret database 76 is created, the informa-
tion in the secret database 76 is updated. In the living
room 202, the user A speaks to the user B "About reno-
vation..." at the time t1.
[0212] At the time t2, the user B says "Now I know the
cost but how far will the renovation go?". At the time t3,
the user A says "I want to have the bath renovated". In
response, the user B issues a request "Look for a reno-
vation company" to the information processing system.
[0213] The information processing system monitors
the conversation from the time t1 to the time t3 and ex-
tracts the keywords such as "renovation" and "bath".
When extracting the keyword of the "renovation" from the
conversation held in the living room 202, the information
processing system refers to the secret database 76 illus-
trated in Fig. 18, and confirms that the keyword of the
"renovation" has already been written and the secret flag
is "1" (the secret information).
[0214] The keyword of the "renovation" is associated
with the topic of the "renovation", and the topic of the
"renovation" is a topic that is originally not the secret in-
formation, but because the keyword is extracted from the
conversation in the bedroom 201, the keyword is set as
the secret information. In such a state, the keyword of
the "renovation" has been extracted from the conversa-
tion in the living room 202.
[0215] The conversation in the living room 202 is not
set as the secret information if not corresponds to the
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secret information. Therefore, the keyword of the "reno-
vation" extracted from the conversation in the living room
202 is not set as the secret information. In this case, the
keyword of the "renovation" in which the secret flag is set
to "1" is updated to the secret flag of "0", that is, not the
secret information. As a result of the update, as illustrated
in Fig. 20, the secret flag of the keyword of the "renova-
tion" is updated to "0".
[0216] Note that, here, the case where the keyword
corresponding to the topic of the "renovation" is only the
"renovation" has been described as an example. There-
fore, only the secret flag associated with the keyword of
the "renovation" is updated from "1" to "0".
[0217] For example, in a case where there is a plurality
of keywords corresponding to the topic of the "renova-
tion", the secret flag of the plurality of keywords may be
changed at once. That is, although the content talked in
a predetermined room is set as the secret information,
but if the content is talked in another room, the information
may be changed to information that is not the secret in-
formation at once. In other words, the secret flags may
be managed for each topic and may be changed on a
topic-by-topic basis.
[0218] In the secret database 76, the keyword of the
"bath" is additionally registered. Since the keyword of the
"bath" is a keyword extracted from the conversation in
the living room 202, the keyword is determined not to
correspond to the secret information. Furthermore, since
the topic is the "renovation", the topic is determined not
to correspond to the secret information. Therefore, the
secret flag is set to "0".
[0219] In this way, in a case where the keyword set to
the secret information due to the place where the con-
versation has been held is extracted from a conversation
in a place not set to the secret information, the secret
level is changed and the information is reset to informa-
tion that is not the secret information.
[0220] By performing the update in this way, the key-
word of the "renovation" becomes not the secret infor-
mation. Therefore, at the time t5 (Fig. 19), the information
processing system issues a reply of "I’m looking for sup-
pliers with knowledge of bath renovation". Information of
the "bath" is supplemented in this message. In other
words, since the topic of the "renovation" does not cor-
respond to the secret information and the conversation
has been held in the living room 202, supplementation
of information is performed.
[0221] The information processing system executes
an inquiry about "looking for suppliers with knowledge of
bath renovation" to the external service providing unit 21.
At the time t6, the information processing system notifies
the user of a search result "There are three suppliers in
the neighborhood".
[0222] In this way, the information in the secret data-
base 76 is updated.

<Secrecy by Voice>

[0223] The secret level may be set according to the
magnitude (volume) of a voice. For example, in a case
where the voice is small, a possibility of having a conver-
sation with high secrecy is high, the keyword extracted
from the conversation with small voice is treated as the
secret information.
[0224] Fig. 21 illustrates a case in which the user A
and the user B are having a conversation in the living
room 202. At the time t1, the user A speaks to the user
B "About renovation...". At the time t2, the user B says
"How far will the renovation go? I want to tighten the se-
curity". At the time t3, the user A says "how much does
it cost?".
[0225] Since the conversation between the user A and
the user B from the time t1 to the time t3 has been held
with small voice (the volume is smaller than a predeter-
mined value), processing of monitoring the conversation,
extracting the keywords, and the like is performed. How-
ever, in the secret database 76, the conversation is reg-
istered as the secret information (registered with the se-
cret flag of 1).
[0226] At the time t4, the user B issues a request "Tell
me about the cost of renovation" to the information
processing system. In response to the request, the infor-
mation processing system issues a message "I’m check-
ing the cost of the renovation". At this time, the informa-
tion processing system does not supplement information
because the conversation is held with small voice.
[0227] The information processing system makes an
inquiry about the cost of the renovation to the external
service providing unit 21. At the time t6, the information
processing system notifies the user of a search result "A
case of renovation is ....".
[0228] In this manner, information from the conversa-
tion held with small voice is set as the secret information.
The information processing system monitors the conver-
sation between the user A and the user B held from the
time t1 to the time t3. As a result, the secret database 76
as illustrated in Fig. 18 is created, for example (the infor-
mation is added to the secret database 76). The secret
database 76 illustrated in Fig. 18 has been described,
and the description thereof is omitted here.
[0229] In a case where a conversation as described
with reference to Fig. 19 is held in the living room 202
after such a secret database 76 is created, the informa-
tion in the secret database 76 is updated. Since the de-
scription with reference to Fig. 19 has been described,
detailed description thereof is omitted.
[0230] The information processing system monitors
the conversation from the time t1 to the time t3 in the
living room 202 and extracts the keywords "renovation"
and "bath". It is assumed that this conversation is not a
conversation held with small voice.
[0231] When extracting the keyword of the "renova-
tion" from the conversation held in the living room 202,
the information processing system refers to the secret
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database 76 illustrated in Fig. 18, and confirms that the
keyword of the "renovation" has already been written and
the secret flag is "1" (the secret information).
[0232] The keyword of the "renovation" extracted from
the conversation in the living room 202 is not set as the
secret information. In this case, the keyword of the "ren-
ovation" in which the secret flag is set to "1" is updated
to the secret flag of "0", that is, not the secret information.
As a result of the update, as illustrated in Fig. 20, the
secret flag of the keyword of the "renovation" is "0".
[0233] In a case where there is a plurality of pieces of
information (keywords) set to the secret information due
to the conversation with small voice, the secret flags for
the plurality of keywords may be changed at once. That
is, although the content talked with a predetermined vol-
ume or less is set as the secret information, but if the
content is talked with the predetermined volume or more,
the information may be changed to information that is not
the secret information at once.
[0234] In this way, in a case where the keyword set to
the secret information due to the volume of the voice with
which the conversation has been held is extracted from
a conversation with the volume of voice not set to the
secret information, the secret level is changed and the
information is reset to information that is not the secret
information.
[0235] By performing the update in this way, the key-
word of the "renovation" becomes not the secret infor-
mation. Therefore, at the time t5 (Fig. 19), the information
processing system issues a reply of "I’m looking for sup-
pliers with knowledge of bath renovation". Information of
the "bath" is supplemented in this message.
[0236] In this way, the information in the secret data-
base 76 is updated.
[0237] Note that, as described with reference to Fig.
21, when an explicit instruction is output by a request
from the user even when the conversation is held with
small voice, supplementation of information is performed
and the secret information is used as necessary, and an
inquiry to the external service providing unit 21 may be
made.

<Processing Flow>

[0238] The above processing will be described again
with reference to the flowchart in Fig. 22. The processing
of the flowchart illustrated in Fig. 22 is mainly performed
by the information processing unit 12 (Fig. 6).
[0239] In step S11, the user recognition unit 73 detects
the user in the room. In step S12, the user recognition
unit 73 identifies the detected user by reference to the
user database 72. For example, identification of a moth-
er, a father, a child, and a guest is performed.
[0240] In step S13, the voice processing unit 74 starts
monitoring the conversation and detects the conversa-
tion. In a case where the conversation is detected, in step
S14, the conversation is analyzed (semantic analysis).
With the analysis of the conversation, the keywords are

extracted, and the topics when the keywords are added
to the secret database 76 are set.
[0241] While the conversation is analyzed, the user
state analysis unit 71 analyzes the situation in step S15.
For example, the place (the bedroom, the living room,
the entrance, or the like) where the conversation is taking
place, the size (volume) of the voice being conversed,
the user’s gaze (whether or not the gaze is directed to
the information processing system, for example) are an-
alyzed.
[0242] Note that, in this analysis, only necessary anal-
ysis is performed. For example, as described with refer-
ence to Figs. 17 and 19, in a case where one condition
of determination as to whether or not to make the content
be the secret information depends on the room where
the conversation is taking place, the room where the con-
versation is taking place is analyzed.
[0243] Further, for example, as described with refer-
ence to Fig. 21, in a case where one condition of deter-
mination as to whether or not to make the content be the
secret information depends on the volume, the volume
with which the conversation is taking place is analyzed.
Further, for example, as described with reference to Fig.
12, in a case where one condition of determination as to
whether or not to make the content be the secret infor-
mation depends on the user’s gaze, the gaze of the user
who is having the conversion is analyzed.
[0244] Of course, in a case where the determination
as to whether or not to make the content be the secret
information in consideration of the plurality of conditions,
information (situations) for making the determination
concerning the respective conditions are acquired and
analyzed.
[0245] In step S16, the secret information determina-
tion unit 77 refers to the secret database 76. Referencing
the secret database 76 is performed when some sort of
request such as "Check blah-blah-blah" is issued from
the user, for example.
[0246] In step S17, the inquiry generation unit 78 de-
termines whether or not to supplement the information.
In a case where supplementation of the information is
determined in step S17, the processing proceeds to step
S18. In step S18, the inquiry generation unit 78 supple-
ments the information, and determines whether or not
confirmation to the user is necessary in a case of making
an inquiry to the external service providing unit 21.
[0247] For example, as described with reference to Fig.
4, in a case of supplementing information falling into the
secret information, confirmation as to whether or not an
inquiry including the secret information may be made is
performed to the user. Therefore, in step S18, whether
or not confirmation to the user is necessary is determined.
[0248] In step S18, in a case where the confirmation
to the user is determined to be necessary, the processing
proceeds to step S20. In step S20, the confirmation to
the user is performed. For example, in the description
with reference to Fig. 4, at the time t2, the confirmation
to the user has been made by issuing the questionnaire
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"Do you want to search for the prognosis of the stage 3
of the cancer?"
[0249] As a result of the confirmation to the user,
whether or not permission to the inquiry to the external
service providing unit 21 has been obtained is deter-
mined in step S21. In a case where the permission from
the user, for example, a voice for permitting the inquiry
to the external service providing unit 21, such as "Do
search", has been acquired, the inquiry having been per-
mitted is determined in step S21, and the processing pro-
ceeds to step S22.
[0250] In step S22, the inquiry to the external service
providing unit 21 is made. In this case, the supplemen-
tation of the information is determined in step S17, the
necessity of the confirmation to the user is determined
in step S18, and the obtainment of the permission to the
inquiry is determined in step S21. Therefore, the inquiry
to which the information is supplemented is made.
[0251] Meanwhile, in a case where it is determined in
step S21 that the permission from the user has not been
obtained, the processing of step S22 is skipped and the
processing proceeds to step S23. That is, the processing
is moved onto the next processing without making the
inquiry to the external service providing unit 21.
[0252] Note that it is also good to make an inquiry ex-
cluding the secret information. Whether to cancel the in-
quiry itself or whether to make the inquiry excluding the
secret information may be determined depending on the
inquiry content. For example, in the inquiry excluding the
secret information, the inquiry itself is canceled in a case
where the information amount is too large.
[0253] Further, when it is determined that the secret
information can be replaced with another information that
is not secret, an inquiry in which the secret information
is replaced with the another information that is not secret
may be made.
[0254] Meanwhile, in a case where it is determined in
step S18 that the confirmation to the user is not neces-
sary, the processing proceeds to step S22 and the inquiry
to the external service providing unit 21 is executed.
[0255] For example, as described with reference to Fig.
9, in a case where the supplemental information is not
the secret information, the confirmation to the user is not
required, so the inquiry is made to the external service
providing unit 21 without getting the confirmation from
the user.
[0256] Meanwhile, in a case where it is determined in
step S17 that the information is not supplemented, the
processing proceeds to step S19. In step S19, whether
or not the confirmation to the user is necessary is deter-
mined. For example, in a case where the information is
not supplemented but the inquiry content itself contains
the secret information, the processing in step S19 is ex-
ecuted.
[0257] Furthermore, in a case where the users having
the conversation include a child or a guest, the confirma-
tion to the users is performed, as described with refer-
ence to Figs. 15 and 16. Note that this confirmation in-

cludes not only the confirmation as to whether or not the
inquiry can be made to the external service providing unit
21 but also confirmation to the user for obtaining sufficient
information such as date and time or a place.
[0258] In step S19, in a case where the confirmation
to the user is determined to be necessary, the processing
proceeds to step S20. Since the processing in and after
step S20 can be similarly performed to the above-de-
scribed case, the description thereof will be omitted.
[0259] Meanwhile, in a case where it is determined in
step S19 that the confirmation to the user is not neces-
sary, the processing proceeds to step S22 and the inquiry
to the external service providing unit 21 is executed. For
example, as described with reference to Fig. 3, when
making the inquiry not including the secret information,
and when there is no insufficient information and there
is no need to make the inquiry about provision of sufficient
information to the user, the inquiry to the external service
providing unit 21 is executed without getting the confir-
mation from the user.
[0260] In a case where the inquiry to the external serv-
ice providing unit 21 has been made, an inquiry result is
provided to the user.
[0261] In step S23, whether or not change of the secret
flag is necessary is determined. For example, as de-
scribed with reference to Fig. 19, in a case where the
information set to the secret information due to the con-
versation having been held in a predetermined room or
the conversation having been held with small voices is
determined not to be the secret information, the secret
flag is changed.
[0262] In a case where the change of the secret flag
is determined to be necessary in step S23, the processing
proceeds to step S24, and a corresponding secret flag
in the secret database 76 is changed.
[0263] Meanwhile, in a case where the change of the
secret flag is determined not to be necessary in step S23,
the processing in step S24 is skipped, and the processing
of the flowchart illustrated in Fig. 22 is terminated.
[0264] The information processing unit 12 performs
such processing. Note that the flow of the processing
here is an example, and pieces of processing may be
performed in parallel or the order may be switched.
[0265] According to the present technology, the infor-
mation regarding privacy can be prevented from being
leaked to the outside when the user does not intend. Fur-
thermore, external services can be used as needed even
if the user does not perform any setting in advance, in
other words, without bothering the user.
[0266] Furthermore, supplementation of information or
the like when making an inquiry to the outside can be
performed without bothering the user. Furthermore,
since information to be supplemented can be acquired
from a conversation (utterance) of the user, the informa-
tion can be collected without causing the user to be con-
scious of the acquisition.
[0267] In the above-described embodiment, when in-
formation is added to or updated in the secret database
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76, notification of the addition or update of the information
may be provided to the user.
[0268] In the above-described embodiment, the exam-
ples in which the information processing system notifies
the user of the inquiry content with voices or notifies the
user of the inquiry result when executing an inquiry to
the external service providing unit 21 have been de-
scribed. However, the notification may be made using
not only the voices but also texts, images, and the like.
For example, information may be presented to a terminal
at the user’s hand.
[0269] In the above-described embodiment, when an
inquiry is made to the external service providing unit 21,
the inquiry content may be kept as a history in the user
database 72 or the secret database 76. A history of con-
versation (such as keywords) and an inquiry history may
be associated and stored.
[0270] Furthermore, such a history may be configured
to be browsed and edited by the user. For example, the
user may be able to delete accumulated information,
specifying the information in conversation units or time
units. Furthermore, the information stored in the secret
database 76 may be deleted in chronological order after
a certain period of time has elapsed. Furthermore, when
a schedule is over, information related to the schedule
may be deleted.
[0271] In the above-described embodiment, as timing
to start monitoring a conversation, for example, when the
volume of a voice greatly changes, when the gaze is di-
rected to the information processing system (or a preset
direction), when the monitoring is explicitly instructed by
the user, or the like.
[0272] In the above-described embodiment, acquisi-
tion, presentation, and the like of information using a
cloud service may be performed. For example, informa-
tion already existing on the cloud side may also be used
to determine whether or not a keyword is a keyword set
as the above-described secret information and to set the
secret level or the like.
[0273] For example, when the user is talking with a
guest, processing of determining familiarity with the
guest, using information of a social networking service
(SNS), and setting keywords as the secret information
when the user and the guest are familiar with each other,
and setting the keywords as the secret information when
the user and the guest are not familiar with each other,
may be executed. In other words, a secret stage is divided
from the information obtained from the SNS and the like,
and processing based on the division may be performed.
[0274] Further, for example, processing of getting con-
firmation from the user or the like may be executed for
information placed in the cloud or the like but shared by
only specific members, when an inquiry is made to the
external service providing unit 21.
[0275] Note that, a use status of a cloud service in
which information is shared by others or the like may be
used in addition to the SNS.
[0276] The above-described embodiment can also be

applied to, for example, a conversation with a network
connection destination. For example, the above-de-
scribed embodiment can be applied to a conversation
between an elderly who lives in a remote place and family
members of the elderly. Content uttered by the elderly in
a specific place of a house on the elderly side, for exam-
ple, near a specific wall in a living room, may be trans-
mitted from a specific place of a house on the family side
to the family members, like a conversation across the
wall.
[0277] Further, in such a case, sounds from other than
the specific place may be processed and transmitted.
For example, the family members can know the state of
the elderly by a sound only, and the family members can
know the safety of the elderly by transmitting such a
sound to the family side.
[0278] However, actions (including conversations and
the like) of the elderly in places than the specific place
may be desired to keep secret, and sounds in places
other than the specific place can be processed and trans-
mitted or can be completely prevented from being trans-
mitted in consideration of the privacy of the elderly.
[0279] Even in such a case, in a case where there is
a possibility that information regarding privacy of the eld-
erly is transmitted to the family side, the processing in
the above-described embodiment is executed, whereby
the information is prevented from being transmitted to
the family side. Therefore, even in such an embodiment,
the privacy can be protected.

<Recording Medium>

[0280] The series of processing described above can
be executed by hardware or software. In the case of ex-
ecuting the series of processing by software, a program
that configures the software is installed in a computer.
Here, the computer includes a computer incorporated in
dedicated hardware, and a general-purpose personal
computer and the like capable of executing various func-
tions by installing various programs, for example.
[0281] Fig. 23 is a block diagram illustrating a config-
uration example of hardware of a computer that executes
the above-described series of processing by a program.
For example, the information processing unit 12 (Fig. 6)
can be configured by a computer.
[0282] In a computer, a central processing unit (CPU)
501, a read only memory (ROM) 502, and a random ac-
cess memory (RAM) 503 are mutually connected by a
bus 504. Moreover, an input/output interface 505 is con-
nected to the bus 504. An input unit 506, an output unit
507, a storage unit 508, a communication unit 509, and
a drive 510 are connected to the input/output interface
505.
[0283] The input unit 506 includes a keyboard, a
mouse, a microphone, and the like. The output unit 507
includes a display, a speaker, and the like. The storage
unit 508 includes a hard disk, a nonvolatile memory, and
the like. The communication unit 509 includes a network
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interface and the like. The drive 510 drives a removable
medium 511 such as a magnetic disk, an optical disk, a
magneto-optical disk, or a semiconductor memory.
[0284] In the computer configured as described above,
the CPU 501, for example, loads a program stored in the
storage unit 508 into the RAM 503 and executes the pro-
gram via the input/output interface 505 and the bus 504,
whereby the above-described series of processing is per-
formed.
[0285] The program to be executed by the computer
(CPU 501) can be recorded on the removable medium
511 as a package medium or the like, for example, and
provided. Furthermore, the program can be provided via
a wired or wireless transmission medium such as a local
area network, the Internet, or digital broadcast.
[0286] In the computer, the removable medium 511 is
attached to the drive 510, whereby the program can be
installed in the storage unit 508 via the input/output in-
terface 505. Furthermore, the program can be received
by the communication unit 509 via a wired or wireless
transmission medium and installed in the storage unit
508. Other than the above method, the program can be
installed in the ROM 502 or the storage unit 508 in ad-
vance.
[0287] Note that the program executed by the compu-
ter may be a program processed in chronological order
according to the order described in the present specifi-
cation or may be a program executed in parallel or at
necessary timing such as when a call is made.
[0288] Furthermore, in the present specification, the
system refers to an entire apparatus configured by a plu-
rality of devices.
[0289] Note that the effects described in the present
specification are merely examples and are not limited,
and other effects may be exhibited.
[0290] Note that embodiments of the present technol-
ogy are not limited to the above-described embodiments,
and various modifications can be made without departing
from the gist of the present technology.
[0291] Note that the present technology can also have
the following configurations.

(1) An information processing apparatus including:

an extraction unit configured to extract informa-
tion from an utterance of a user;
an inquiry unit configured to make an inquiry to
another apparatus when a request from the user
is given; and
a supplementation unit configured to supple-
ment the information extracted by the extraction
unit to inquiry content when the inquiry unit
makes an inquiry.

(2) The information processing apparatus according
to (1), further including:
a determination unit configured to determine wheth-
er or not the information supplemented by the sup-

plementation unit is information regarding privacy.
(3) The information processing apparatus according
to (2), in which
the information extracted by the extraction unit is reg-
istered to a database in association with a flag indi-
cating whether or not the information is the informa-
tion regarding privacy.
(4) The information processing apparatus according
to (2), in which,
in a case where the information supplemented by
the supplementation unit is determined to be the in-
formation regarding privacy by the determination
unit, the inquiry unit inquires of the user whether or
not an inquiry including the information regarding pri-
vacy is made to the another apparatus.
(5) The information processing apparatus according
to (4), in which,
in a case where an instruction not to make an inquiry
to the another apparatus is given by the user, the
inquiry to the another apparatus is canceled or an
inquiry excluding the information regarding privacy
is made.
(6) The information processing apparatus according
to (4), in which
the determination unit performs the determination by
reference to the database in which the information
and the flag indicating whether or not the information
is the information regarding privacy are associated
with each other, and
in a case where permission for making the inquiry is
obtained from the user, the flag in the database in-
dicating that the information is the information re-
garding privacy is updated with a flag indicating that
the information is not the information regarding pri-
vacy.
(7) The information processing apparatus according
to any one of (1) to (6), in which,
in a case where the user who has made the utterance
is a user with low judgment capability, the supple-
mentation unit does not supplement the information.
(8) The information processing apparatus according
to (3), in which,
in a case where the user who has made the utterance
is a user with low judgment capability, the flag to be
associated with information from the utterance of the
user with low judgment capability is set to a flag in-
dicating that the information is the information re-
garding privacy.
(9) The information processing apparatus according
to any one of (1) to (8), in which,
in a case where the user who has made the utterance
is a guest, the supplementation unit does not sup-
plement the information.
(10) The information processing apparatus accord-
ing to (3), in which,
in a case where the user who has made the utterance
is a guest, the flag to be associated with information
from the utterance of the guest is set to a flag indi-
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cating that the information is the information regard-
ing privacy.
(11) The information processing apparatus accord-
ing to (3), in which,
in a case where the utterance is an utterance in a
predetermined area, the flag to be associated with
information from the utterance in the predetermined
area is set to a flag indicating that the information is
the information regarding privacy.
(12) The information processing apparatus accord-
ing to (11), in which,
in a case where the information from the utterance
in the predetermined area is obtained from an utter-
ance in an area different from the predetermined ar-
ea, the flag is updated with a flag indicating that the
information is not the information regarding privacy.
(13) The information processing apparatus accord-
ing to any one of (1) to (12), in which
the extraction unit does not extract the information
from the utterance when there is no instruction from
the user.
(14) The information processing apparatus accord-
ing to any one of (1) to (13), in which,
in a case where a volume of the utterance of the user
is a fixed value or less, the extraction unit does not
extract the information from the utterance.
(15) The information processing apparatus accord-
ing to any one of (1) to (14), in which
the supplementation unit supplements preference
information of the user.
(16) The information processing apparatus accord-
ing to any one of (1) to (15), in which
the supplementation unit supplements information
obtained by reference to a schedule and a friend list
of the user.
(17) An information processing method including the
steps of:

extracting information from an utterance of a us-
er;
making an inquiry to another apparatus when a
request from the user is given; and
supplementing the extracted information to in-
quiry content when making the inquiry.

(18) A program for causing a computer to execute
processing including the steps of:

extracting information from an utterance of a us-
er;
making an inquiry to another apparatus when a
request from the user is given; and
supplementing the extracted information to in-
quiry content when making the inquiry.

REFERENCE SIGNS LIST

[0292]

11 Information acquisition unit
12 Information processing unit
21 External service providing unit
31 Out-of-home network
51 Voice acquisition unit
52 User state acquisition unit
71 User state analysis unit
72 User database
73 User recognition unit
74 Voice processing unit
75 Secret database creation unit
76 Secret database
77 Secret information determination unit
78 Inquiry generation unit

Claims

1. An information processing apparatus comprising:

an extraction unit configured to extract informa-
tion from an utterance of a user;
an inquiry unit configured to make an inquiry to
another apparatus when a request from the user
is given; and
a supplementation unit configured to supple-
ment the information extracted by the extraction
unit to inquiry content when the inquiry unit
makes an inquiry.

2. The information processing apparatus according to
claim 1, further comprising:
a determination unit configured to determine wheth-
er or not the information supplemented by the sup-
plementation unit is information regarding privacy.

3. The information processing apparatus according to
claim 2, wherein
the information extracted by the extraction unit is reg-
istered to a database in association with a flag indi-
cating whether or not the information is the informa-
tion regarding privacy.

4. The information processing apparatus according to
claim 2, wherein,
in a case where the information supplemented by
the supplementation unit is determined to be the in-
formation regarding privacy by the determination
unit, the inquiry unit inquires of the user whether or
not an inquiry including the information regarding pri-
vacy is made to the another apparatus.

5. The information processing apparatus according to
claim 4, wherein,
in a case where an instruction not to make an inquiry
to the another apparatus is given by the user, the
inquiry to the another apparatus is canceled or an
inquiry excluding the information regarding privacy

39 40 



EP 3 506 129 A1

22

5

10

15

20

25

30

35

40

45

50

55

is made.

6. The information processing apparatus according to
claim 4, wherein
the determination unit performs the determination by
reference to the database in which the information
and the flag indicating whether or not the information
is the information regarding privacy are associated
with each other, and
in a case where permission for making the inquiry is
obtained from the user, the flag in the database in-
dicating that the information is the information re-
garding privacy is updated with a flag indicating that
the information is not the information regarding pri-
vacy.

7. The information processing apparatus according to
claim 1, wherein,
in a case where the user who has made the utterance
is a user with low judgment capability, the supple-
mentation unit does not supplement the information.

8. The information processing apparatus according to
claim 3, wherein,
in a case where the user who has made the utterance
is a user with low judgment capability, the flag to be
associated with information from the utterance of the
user with low judgment capability is set to a flag in-
dicating that the information is the information re-
garding privacy.

9. The information processing apparatus according to
claim 1, wherein,
in a case where the user who has made the utterance
is a guest, the supplementation unit does not sup-
plement the information.

10. The information processing apparatus according to
claim 3, wherein,
in a case where the user who has made the utterance
is a guest, the flag to be associated with information
from the utterance of the guest is set to a flag indi-
cating that the information is the information regard-
ing privacy.

11. The information processing apparatus according to
claim 3, wherein,
in a case where the utterance is an utterance in a
predetermined area, the flag to be associated with
information from the utterance in the predetermined
area is set to a flag indicating that the information is
the information regarding privacy.

12. The information processing apparatus according to
claim 11, wherein,
in a case where the information from the utterance
in the predetermined area is obtained from an utter-
ance in an area different from the predetermined ar-

ea, the flag is updated with a flag indicating that the
information is not the information regarding privacy.

13. The information processing apparatus according to
claim 1, wherein
the extraction unit does not extract the information
from the utterance when there is no instruction from
the user.

14. The information processing apparatus according to
claim 1, wherein,
in a case where a volume of the utterance of the user
is a fixed value or less, the extraction unit does not
extract the information from the utterance.

15. The information processing apparatus according to
claim 1, wherein
the supplementation unit supplements preference
information of the user.

16. The information processing apparatus according to
claim 1, wherein
the supplementation unit supplements information
obtained by reference to a schedule and a friend list
of the user.

17. An information processing method comprising the
steps of:

extracting information from an utterance of a us-
er;
making an inquiry to another apparatus when a
request from the user is given; and
supplementing the extracted information to in-
quiry content when making the inquiry.

18. A program for causing a computer to execute
processing comprising the steps of:

extracting information from an utterance of a us-
er;
making an inquiry to another apparatus when a
request from the user is given; and
supplementing the extracted information to in-
quiry content when making the inquiry.
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