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(54) SYSTEMS AND METHODS FOR INTRUSION DETECTION USING SELECTIVE MASKING

(57) Systems and methods for intrusion detection us-
ing selective masking are provided. Some methods can
include receiving a first signal from an intrusion detection
system indicative of a first number of individuals within a
zone of a secured area, receiving a second signal from
an access control system indicative of a second number

of authorized persons within the secured area, receiving
a third signal from an internal positioning system indica-
tive of a respective location of each of the authorized
persons within the secured area, and correlating the first
signal, the second signal, and the third signal to deter-
mine whether an unauthorized person is within the zone.
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Description

FIELD

[0001] The present invention relates to intrusion de-
tection. More particularly, the present invention relates
to systems and methods for intrusion detection using se-
lective masking.

BACKGROUND

[0002] Known intrusion detection systems include a
plurality of sensors in a plurality of zones to protect a
secured area. When an authorized person enters the se-
cured area, each of the plurality of zones in the secured
area is disarmed. However, an unauthorized person may
intrude the secured area by tailgating the authorized per-
son into the secured area without the knowledge of the
authorized person. Unfortunately, known intrusion detec-
tion systems will not detect a presence of the unauthor-
ized person and identify an alarm state responsive there-
to because the secured area is disarmed responsive to
the entrance of the authorized person. Accordingly,
known intrusion detection systems will not notify the au-
thorized person about the potential threat of the unau-
thorized person. Furthermore, the authorized person
may ignore the unauthorized person in the secured area
because the authorized person may incorrectly assume
that the unauthorized person is authorized to be in the
secured area.
[0003] In view of the above, there is a continuing, on-
going need for improved systems and methods.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004]

FIG. 1 is a block diagram of a system in accordance
with disclosed embodiments;
FIG. 2A is an illustration of an authorized person and
an unauthorized person in a zone of a secured area;
and
FIG. 2B is a top view of an authorized person and
an unauthorized person in a zone of a secured area.

DETAILED DESCRIPTION

[0005] While this invention is susceptible of an embod-
iment in many different forms, there are shown in the
drawings and will be described herein in detail specific
embodiments thereof with the understanding that the
present disclosure is to be considered as an exemplifi-
cation of the principles of the invention. It is not intended
to limit the invention to the specific illustrated embodi-
ments.
[0006] Embodiments disclosed herein can include sys-
tems and methods for intrusion detection using selective
masking. For example, systems and methods disclosed

herein can integrate some or all of an intruder detector
engine, an intrusion detection system, an access control
system, a video management system, an internal posi-
tioning system, and a building information model of a
secured area to identify an unauthorized person within
the secured area. In some embodiments, the intrusion
detection system can always be in an armed state, and
in some embodiments, a specific region inside of a zone
of a secured area, such as an office, a stage area, a
hospital, or the like, can be selectively masked when an
authorized person enters the zone to assist in identifying
the unauthorized person within the zone.
[0007] In accordance with disclosed embodiments,
when a zone device sensor in the zone, such as a PIR
device or a camera, is activated, the intrusion detection
system or the video management system can process a
first signal from the zone device sensor to determine a
number of persons identified within the zone and within
range of the zone device sensor and can transmit a sec-
ond signal identifying the number of persons identified
to the intruder detection engine. In some embodiments,
the intruder detection engine can also access the building
information model of the secured area to identify a loca-
tion of each of the persons identified within the zone. In
this manner, systems and methods disclosed herein can
increase detection resolution of the persons identified
within the zone.
[0008] Substantially simultaneously or responsive to
the second signal, the intruder detection engine can re-
ceive a third signal from the access control system iden-
tifying the number of authorized persons within the zone
or within the secured area and can receive a fourth signal
from the internal positioning system identifying the loca-
tion of each of the authorized persons within the zone or
within the secured area. Then, the intruder detection en-
gine can correlate the second signal from the intrusion
detection system or the video management system iden-
tifying the number of persons identified within the zone,
the third signal from the access control system identifying
the number of authorized persons within the zone or with-
in the secured area, and the fourth signal from the internal
positioning system identifying the location of each of the
authorized persons within the zone or within the secured
area to determine whether the unauthorized person is
within the zone.
[0009] In some embodiments, when the intruder de-
tection engine determines that the unauthorized person
is within the zone, the intruder detection engine can trans-
mit a notification signal to a remote user or to the author-
ized person in the zone to provide a warning of the risk
of the unauthorized person.
[0010] In some embodiments, systems and methods
disclosed herein can identify and save data identifying
when and where the unauthorized person is detected
within the zone or within the secured area and use such
saved data for future forensic analysis, such as identify-
ing a path that the unauthorized person traversed within
the secured area.
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[0011] In some embodiments, the zone device sensor
can include the PIR device. In these embodiments, the
intrusion detection system can use signal strength of the
first signal received from the PIR device to determine the
number of persons within the zone and within the range
of the PIR device. For example, an infrared signal re-
ceived by the PIR device can be different for different
numbers of persons within the range of the PIR device.
Therefore, the infrared signal can be used to estimate
the number of persons within the range of the PIR device.
[0012] In some embodiments, the zone device sensor
can include the camera. In these embodiments, the video
management system can use video analytics to deter-
mine the number of persons within the zone and within
the range of the camera. For example, the video man-
agement system can count heads or occupancy of the
persons identified in an image captured by the camera
to determine the number of person within the range of
the camera. In some embodiments, the video manage-
ment system can also use the video analytics to deter-
mine the location of each of the persons identified within
the range of the camera.
[0013] In some embodiments, the zone device sensor
can include both the PIR device and the camera. In these
embodiments, the intrusion detection system can proc-
ess one first signal from the PIR device to estimate the
number of persons identified within the zone and within
the range of the PIR device, the video management sys-
tem can process another first signal from the camera to
estimate the number of persons identified within the zone
and within range of the camera, and the intruder detection
engine can receive and combine second signals from
both the intrusion detection system and the video man-
agement system to more accurately identify the number
of persons within the zone.
[0014] In some embodiments, the authorized person
can wear or carry a smart device. The internal positioning
system can receive a beacon signal from the smart de-
vice and access the building information model of the
secured area to identify the location of the authorized
person within the zone of the secured area, for example,
using Wi-Fi triangulation or the like. In this manner, sys-
tems and methods disclosed herein can increase the de-
tection resolution of the authorized person within the
zone. Then, systems and methods disclosed herein can
selectively mask a specific region immediately surround-
ing the location of the authorized person to determine
whether the unauthorized person is within the zone. That
is, systems and methods disclosed herein can selectively
ignore the authorized person and the specific region im-
mediately proximate thereto to determine whether any
other person is within the zone and, if so, determine that
the unauthorized person is within the zone.
[0015] FIG. 1 is a block diagram of a system 100 in
accordance with disclosed embodiments. Furthermore,
FIG. 2A is an illustration of the authorized person 105
and the unauthorized person 110 in the zone 1000 of the
secured area, and FIG. 2B is a top view of the authorized

person 105 and the unauthorized 110 person in the zone
1000 of the secured area.
[0016] As seen in the figures, when the unauthorized
person 110 enters the zone 1000 by tailgating the au-
thorized person 105 into the zone 1000, the PIR device
115 or the camera 120 can be activated responsive to
detecting the authorized person 105 and the unauthor-
ized person 106, and the intrusion detection system 125
or the video management system 130 can process the
first signal from the PIR device 115 or the camera 120
to determine the number of persons identified within the
zone 1000 and transmit the second signal 135 to the
intruder detection engine 140 to identify that two persons
are in the zone 1000. Substantially simultaneously or re-
sponsive to the second signal 135, the intruder detection
engine 140 can receive the third signal from the access
control system 145 to identify one authorized person be-
ing in the zone 1000 and can receive the fourth signal
160 from the internal positioning system 150, which can
access the building information model 155 to identify the
location of the authorized person 105 in the zone 1000.
Then, the intruder detection engine 140 can correlate the
second signal 135 from the intrusion detection system
125 or the video management system 130 identifying two
persons being the zone 1000, the third signal from the
access control system 145 identifying one authorized
person being in the zone 1000, and the fourth signal 160
from the internal positioning system 160 identifying the
location of the authorized person 150 in the zone 1000
to selectively ignore a specific region immediately sur-
rounding the authorized person 105 by masking the au-
thorized person 105, to determine that the unauthorized
person 110 is within the zone 100, to enter an alarm state,
and responsive thereto, to transmit the notification signal
165. For example, in some embodiments, the intruder
detection engine 140 can transmit the notification signal
to the authorized person 105 or to other authorized per-
sons to alert all of the authorized persons within the se-
cured area of the potential threat of the unauthorized per-
son 110 and to instruct all of the authorized persons to
move towards safety.
[0017] It is to be understood that each of the intruder
detector engine, the intrusion detection system, the ac-
cess control system, the video management system, and
the internal positioning system can include a respective
transceiver device, a respective memory device storing
the building information model, and a respective user in-
terface device each of which can be in communication
with respective control circuitry, a respective program-
mable processor, and respective executable control soft-
ware as would be understood by one of ordinary skill in
the art. The respective executable control software can
be stored on a transitory or non-transitory computer read-
able medium, including, but not limited to local computer
memory, RAM, optical storage media, magnetic storage
media, flash memory, and the like. In some embodi-
ments, the respective control circuitry, the respective pro-
grammable processor, and the respective executable

3 4 



EP 3 506 217 A2

4

5

10

15

20

25

30

35

40

45

50

55

control software can execute and control some or all of
the methods disclosed herein.
[0018] Although a few embodiments have been de-
scribed in detail above, other modifications are possible.
For example, the logic flows described above do not re-
quire the particular order described or sequential order
to achieve desirable results. Other steps may be provid-
ed, steps may be eliminated from the described flows,
and other components may be added to or removed from
the described systems. Other embodiments may be with-
in the scope of the invention.
[0019] From the foregoing, it will be observed that nu-
merous variations and modifications may be effected
without departing from the spirit and scope of the inven-
tion. It is to be understood that no limitation with respect
to the specific system or method described herein is in-
tended or should be inferred. It is, of course, intended to
cover all such modifications as fall within the spirit and
scope of the invention.
[0020] The numbered paragraphs below form part of
the disclosure:

1. A method comprising:

receiving a first signal from an intrusion detec-
tion system indicative of a first number of indi-
viduals within a zone of a secured area;
receiving a second signal from an access control
system indicative of a second number of author-
ized persons within the secured area;
receiving a third signal from an internal position-
ing system indicative of a respective location of
each of the authorized persons within the se-
cured area; and
correlating the first signal, the second signal,
and the third signal to determine whether an un-
authorized person is within the zone.

2. The method of 1 wherein the second signal is
based on the second number of the authorized per-
sons the access control system counts entering the
zone.

3. The method of 1 or 2 further comprising determin-
ing that the unauthorized person is within the zone
when the first number of the individuals within the
zone is greater than the second number of the au-
thorized persons within the zone.

4. The method of any of 1 to 3 wherein the third signal
identifies the respective location of each of the au-
thorized persons within the zone.

5. The method of any of 1 to 4 further comprising
using the first signal, the second signal, and the third
signal to selectively mask and ignore a respective
region immediately surrounding each of the author-
ized persons within the zone.

6. The method of 5 further comprising determining
that the unauthorized person is within the zone when
at least one of the first number of individuals is iden-
tified after the respective region immediately sur-
rounding each of the authorized persons within the
zone is masked and ignored.

7. The method of any of 1 to 6 further comprising
transmitting a notification signal to each of the au-
thorized persons or to a remote user to provide an
alert of the unauthorized person.

8. The method of any of 1 to 7 wherein the first signal
is indicative of signal strength of an infrared signal
received by a PIR device.

9. The method of any of 1 to 8 wherein the first signal
is based on the first number of individuals counted
in an image of the zone captured by a camera.

10. The method of any of 1 to 9 wherein the third
signal is based on a respective beacon signal re-
ceived from a respective smart device carried by
each of the authorized persons.

11. A system comprising:

a transceiver device;
a programmable processor; and
executable control software stored on a non-
transitory computer readable medium,
wherein the transceiver device receives a first
signal from an intrusion detection system indic-
ative of a first number of individuals within a zone
of a secured area,
wherein the transceiver device receives a sec-
ond signal from an access control system indic-
ative of a second number of authorized persons
within the secured area,
wherein the transceiver device receives a third
signal from an internal positioning system indic-
ative of a respective location of each of the au-
thorized persons within the secured area, and
wherein the programmable processor and the
executable control software correlate the first
signal, the second signal, and the third signal to
determine whether an unauthorized person is
within the zone.

12. The system of 11 wherein the second signal is
based on the second number of the authorized per-
sons the access control system counts entering the
zone.

13. The system of 11 or 12 wherein the programma-
ble processor and the executable control software
determine that the unauthorized person is within the
zone when the first number of the individuals within
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the zone is greater than the second number of the
authorized persons within the zone.

14. The system of any of 11 to 13 wherein the third
signal identifies the respective location of each of
the authorized persons within the zone.

15. The system of any of 11 to 14 wherein the pro-
grammable processor and the executable control
software use the first signal, the second signal, and
the third signal to selectively mask and ignore a re-
spective region immediately surrounding each of the
authorized persons within the zone.

16. The system of 15 wherein the programmable
processor and the executable control software de-
termine that the unauthorized person is within the
zone when at least one of the first number of individ-
uals is identified after the respective region immedi-
ately surrounding each of the authorized persons
within the zone is masked and ignored.

17. The system of any of 11 to 16 wherein the trans-
ceiver transmits a notification signal to each of the
authorized persons or to a remote user to provide
an alert of the unauthorized person.

18. The system of any of 11 to 17 wherein the first
signal is indicative of signal strength of an infrared
signal received by a PIR device.

19. The system of any of 11 to 17 wherein the first
signal is based on the first number of individuals
counted in an image of the zone captured by a cam-
era.

20. The system of any of 11 to 19 wherein the third
signal is based on a respective beacon signal re-
ceived from a respective smart device carried by
each of the authorized persons.

Claims

1. A method comprising:

receiving a first signal from an intrusion detec-
tion system indicative of a first number of indi-
viduals within a zone of a secured area;
receiving a second signal from an access control
system indicative of a second number of author-
ized persons within the secured area;
receiving a third signal from an internal position-
ing system indicative of a respective location of
each of the authorized persons within the se-
cured area; and
correlating the first signal, the second signal,
and the third signal to determine whether an un-

authorized person is within the zone.

2. The method of claim 1 wherein the second signal is
based on the second number of the authorized per-
sons the access control system counts entering the
zone.

3. The method of claim 1 or claim 2 further comprising
determining that the unauthorized person is within
the zone when the first number of the individuals
within the zone is greater than the second number
of the authorized persons within the zone.

4. The method of any of claims 1 to 3 wherein the third
signal identifies the respective location of each of
the authorized persons within the zone.

5. The method of any of claims 1 to 4 further comprising
using the first signal, the second signal, and the third
signal to selectively mask and ignore a respective
region immediately surrounding each of the author-
ized persons within the zone.

6. The method of claim 5 further comprising determin-
ing that the unauthorized person is within the zone
when at least one of the first number of individuals
is identified after the respective region immediately
surrounding each of the authorized persons within
the zone is masked and ignored.

7. The method of any of claims 1 to 6 further comprising
transmitting a notification signal to each of the au-
thorized persons or to a remote user to provide an
alert of the unauthorized person.

8. The method of any of claims 1 to 7 wherein the first
signal is indicative of signal strength of an infrared
signal received by a PIR device.

9. The method of any claims of 1 to 8 wherein the first
signal is based on the first number of individuals
counted in an image of the zone captured by a cam-
era.

10. The method of any of claims of 1 to 9 wherein the
third signal is based on a respective beacon signal
received from a respective smart device carried by
each of the authorized persons.

11. A system comprising:

a transceiver device;
a programmable processor; and
executable control software stored on a non-
transitory computer readable medium,
wherein the transceiver device receives a first
signal from an intrusion detection system indic-
ative of a first number of individuals within a zone
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of a secured area,
wherein the transceiver device receives a sec-
ond signal from an access control system indic-
ative of a second number of authorized persons
within the secured area,
wherein the transceiver device receives a third
signal from an internal positioning system indic-
ative of a respective location of each of the au-
thorized persons within the secured area, and
wherein the programmable processor and the
executable control software correlate the first
signal, the second signal, and the third signal to
determine whether an unauthorized person is
within the zone.

12. The system of claim 11 wherein the second signal
is based on the second number of the authorized
persons the access control system counts entering
the zone.

13. The system of claim 11 or claim 12 wherein the pro-
grammable processor and the executable control
software determine that the unauthorized person is
within the zone when the first number of the individ-
uals within the zone is greater than the second
number of the authorized persons within the zone.

14. The system of any of claims 11 to 13 wherein the
third signal identifies the respective location of each
of the authorized persons within the zone.

15. The system of any of claims 11 to 14 wherein the
programmable processor and the executable control
software use the first signal, the second signal, and
the third signal to selectively mask and ignore a re-
spective region immediately surrounding each of the
authorized persons within the zone.
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