
Printed by Jouve, 75001 PARIS (FR)

(19)
E

P
3 

50
6 

71
6

A
1

TEPZZ¥5Z67_6A_T
(11) EP 3 506 716 A1

(12) EUROPEAN PATENT APPLICATION
published in accordance with Art. 153(4) EPC

(43) Date of publication: 
03.07.2019 Bulletin 2019/27

(21) Application number: 17854546.3

(22) Date of filing: 21.07.2017

(51) Int Cl.:
H04W 76/10 (2018.01)

(86) International application number: 
PCT/CN2017/093898

(87) International publication number: 
WO 2018/059092 (05.04.2018 Gazette 2018/14)

(84) Designated Contracting States: 
AL AT BE BG CH CY CZ DE DK EE ES FI FR GB 
GR HR HU IE IS IT LI LT LU LV MC MK MT NL NO 
PL PT RO RS SE SI SK SM TR
Designated Extension States: 
BA ME
Designated Validation States: 
MA MD

(30) Priority: 28.09.2016 CN 201610864813

(71) Applicant: Huawei Technologies Co., Ltd.
Longgang District
Shenzhen, Guangdong 518129 (CN)

(72) Inventors:  
• ZHOU, Wentao

Shenzhen
Guangdong 518129 (CN)

• CHEN, Dianfu
Shenzhen
Guangdong 518129 (CN)

• LIU, Qingfen
Shenzhen
Guangdong 518129 (CN)

• SHEN, Zhimin
Shenzhen
Guangdong 518129 (CN)

(74) Representative: Gill Jennings & Every LLP
MTH 
The Broadgate Tower 
20 Primrose Street
London EC2A 2ES (GB)

(54) METHOD FOR PACKET EXCHANGE AND RELATED DEVICE

(57) The present invention discloses a packet ex-
change method and a related device, to implement direct
packet exchange between UE and a core network in a
5G network. The method includes: obtaining, by a first
device, a packet by using a Network Convergence Pro-
tocol NCP layer of the first device; and sending, by the
first device, the packet to an NCP layer of a second device
by using the NCP layer of the first device, where the NCP

layer is located at a data link layer of a user plane, and
the NCP layer of the first device and the NCP layer of
the second device form a direct data exchange channel
between the first device and the second device; and the
first device is a terminal and the second device is a core
network device, or the first device is a core network de-
vice and the second device is a terminal.
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Description

[0001] This application claims priority to Chinese Pat-
ent Application No. 201610864813.4, filed with the Chi-
nese Patent Office on September 28, 2016 and entitled
"PACKET EXCHANGE METHOD AND RELATED DE-
VICE", which is incorporated herein by reference in its
entirety.

TECHNICAL FIELD

[0002] The present invention relates to the field of com-
munications technologies, and in particular, to a packet
exchange method and a related device.

BACKGROUND

[0003] In a fifth generation mobile communications
network (5G network for short), scenarios such as fixed
mobile convergence (Fixed Mobile Convergence, FMC)
multi-connection, private network (Private Network)
awareness, and private network control require direct
packet exchange between a terminal (User Equipment,
UE) and a core network (Core Network, CN). FMC means
that a plurality of connections are established between
the UE and the core network by using both a fixed access
network and a mobile access network, and a working
mode of the plurality of connections may be a steering
(steering) mode, a splitting (Splitting) mode, an ac-
tive/standby mode, or the like. A private network is a net-
work formed after a direct device (Direct Device) is con-
nected to different devices by using Wi-Fi or Bluetooth
(Bluetooth). The direct device is a terminal that is directly
connected to the fixed access network or the mobile ac-
cess network and that is connected to the 5G core net-
work, for example, a terminal connected to the mobile
access network or a home gateway connected to the
fixed access network. In the private network, a device
that is connected to a direct device by using Wi-Fi or
Bluetooth is referred to as an indirect device.
[0004] As defined in FMC networking of a 5G network
shown in FIG. 1, a type (Type) 1 is a case in which there
is only a mobile access network connection, a type 2 is
a case in which there is only a fixed network connection,
and a type 3 is a case in which there are both a mobile
access network connection and a fixed network connec-
tion. Customer premise equipment (Customer Premise
Equipment, CPE) of the type 3 needs to support multi-
connection established by using both 5G and a digital
subscriber line (Digital Subscriber Line, DSL), and UE of
the type 3 needs to support multi-connection established
by using both 5G and Wi-Fi indirect access.
[0005] In an FMC multi-connection scenario, a working
mode of a plurality of connections needs to be negotiated
between UE and the core network. If the working mode
of FMC multi-connection is splitting, a packet sending
sequence needs to be directly marked at a transmit end
and a receive end between the UE and the core network.

If the working mode of FMC multi-connection is steering,
a packet needs to be exchanged between the UE and
the core network to perform channel mapping for a flow.
[0006] FIG. 2 is a schematic diagram of scenarios in
which UE and a core network need to interact directly in
a 5G network. Four scenarios are mainly described: FMC
multi-connection channel aggregation, FMC multi-con-
nection channel management, private network aware-
ness, and private network control. In these scenarios,
the UE and the core network need to directly exchange
information. The access scenarios shown in FIG. 3 are
used as examples. Private network awareness means
that CPE and UE each need to report a network status
of a private network and a service type of a private net-
work terminal to the 5G core network. Private network
control means that the 5G core network needs to send
a quality of service (Quality of Service, QoS) policy, a
virtual local area network (Virtual Local Area Network,
VLAN) plan, and the like of a private network terminal to
the CPE or the UE.
[0007] Scheme 1: A 3GPP non-access stratum (Non
Access Stratum, NAS) is used to carry a packet used for
implementing four functions: FMC multi-connection
channel aggregation, FMC multi-connection channel
management, private network awareness, and private
network control.
[0008] FIG. 4 is a schematic diagram of a control plane
protocol stack of E-UTRAN access in 3GPP TS 23.401,
where the NAS is a direct interaction channel between
the UE and the core network. When a terminal has a
3GPP connection, the terminal uses an extended NAS
to carry the packet used for implementing four functions:
FMC multi-connection channel aggregation, FMC multi-
connection channel management, private network
awareness, and private network control.
[0009] A disadvantage of the scheme 1 lies in that the
3GPP NAS, as a direct interaction channel between the
UE and the core network, has the following limitations:
A multi-path aggregation function is not supported. Be-
cause the NAS is a signaling plane function, the NAS
cannot meet a requirement of a user plane multi-connec-
tion aggregation function for carrying a packet sequence
number. When a 3GPP channel is unavailable and there
is only a non-3GPP channel, for example, Wi-Fi or DSL
that does not support the WLAN Control Protocol (WLAN
Control Protocol, WLCP; WLAN, Wireless Local Area
Network, wireless local area network), functions such as
multi-connection channel management, private network
awareness, and private network control cannot be sup-
ported. Signaling plane performance is affected. When
the NAS performs transfer on a signaling plane channel,
frequent packet transfer for multi-connection manage-
ment, private network awareness, and private network
control may directly increase 3GPP signaling load, and
even increase a 3GPP signaling delay in a worse case.
For example, problems that affect user experience in ba-
sic services may occur, such as switching interruption,
an increased call initiation delay, and an increased pag-

1 2 



EP 3 506 716 A1

3

5

10

15

20

25

30

35

40

45

50

55

ing delay.
[0010] Scheme 2: The Multipath Transmission Control
Protocol (Multi-path Transmission Control Protocol,
MPTCP) is used.
[0011] FIG. 5 shows a description of a protocol stack
of the MPTCP in RFC6824. In this protocol stack, an
application (Application) layer TCP flow is split into two
TCP subflows at an MPTCP layer of a transmit end for
separate transmission, and the two subflows are merged
at a receive end and sent to an application layer.
[0012] FIG. 6 is a schematic diagram of a usage sce-
nario of the MPTCP in RFC6824, and a host (Host) A
and a host B each have two addresses. An aggregation
point of subflows is located on a host, and an aggregation
function of the subflows is not in the 5G core network.
[0013] A disadvantage of Scheme 2 lies in that the
MPTCP, when used for FMC multi-connection aggrega-
tion between the UE and the core network, has the fol-
lowing limitations: The aggregation point of the MPTCP
is on the host, not in the 5G core network. Therefore, in
terms of function, the 5G core network cannot perform
FMC multi-connection aggregation and management
based on the MPTCP. The aggregation point of the
MPTCP is at a layer above a TCP layer, and the layer is
beyond a definition scope of the 3GPP, and the 3GPP
cannot make innovations above the MPTCP layer.
[0014] Therefore, how to implement direct packet ex-
change between the UE and the core network in the 5G
network is a problem to be resolved.

SUMMARY

[0015] Embodiments of the present invention provide
a packet exchange method and a related device, to im-
plement direct packet exchange between UE and a core
network in a 5G network.
[0016] According to a first aspect, an embodiment of
the present invention provides a packet exchange meth-
od, including: obtaining, by a first device, a packet by
using a Network Convergence Protocol NCP layer; send-
ing the packet to an NCP layer of a second device by
using the NCP layer of the first device, where the NCP
layer is located at a data link layer of a user plane, and
the NCP layer of the first device and the NCP layer of
the second device form a direct data exchange channel
between the first device and the second device; and the
first device may be a terminal and the second device may
be a core network device, or the first device may be a
core network device and the second device may be a
terminal.
[0017] In the foregoing method, the NCP layer is con-
figured at each of a data link layer of a user plane of the
terminal and a data link layer of a user plane of the core
network device, the NCP layer of the terminal and the
NCP layer of the core network device form a direct data
exchange channel, and the terminal and the core network
device directly exchange a packet by using the direct
data exchange channel, thereby implementing direct

packet exchange between the terminal and the core net-
work device.
[0018] In a possible implementation, the packet is a
packet in a fixed mobile convergence FMC scenario. This
further implements direct packet exchange in an FMC
scenario.
[0019] In a possible implementation, the packet is a
packet used for FMC multi-connection aggregation, a
packet used for FMC multi-connection management, a
packet used for private network awareness, or a packet
used for private network control. This further implements
direct packet exchange in different scenarios.
[0020] In a possible implementation, the NCP layer is
located at the top of the data link layer, and located below
an Internet Protocol IP layer. This does not affect an IP
layer protocol and ensures compatibility of an application
program.
[0021] In a possible implementation, if a Long Term
Evolution LTE protocol is used for an access network AN
between the first device and the second device, the NCP
layer is located above a Packet Data Convergence Pro-
tocol PDCP layer; if a digital subscriber line DSL protocol
is used for an access network AN between the first device
and the second device, the NCP layer is located above
a Point-to-Point Protocol PPP layer; if a trusted Wireless
Fidelity Wi-Fi protocol is used for an access network be-
tween the first device and the second device, the NCP
layer is located above a Medium Access Control MAC
layer; or if an untrusted Wireless Fidelity Wi-Fi protocol
is used for an access network between the first device
and the second device, the NCP layer is located above
an Internet Protocol Security IPSec layer. This further
resolves a direct exchange problem in scenarios of dif-
ferent access network types.
[0022] In a possible implementation, a protocol header
of the NCP layer is carried by using an Internet Protocol
IP option of a specified option type; or a protocol header
of the NCP layer includes an NCP type and NCP data.
This further clarifies specific NCP implementation.
[0023] According to a second aspect, an embodiment
of the present invention provides a packet exchange
method, including: receiving, by a first device by using a
Network Convergence Protocol NCP layer, a packet
transmitted by an NCP layer of a second device; and
processing, by the first device, the packet, where the NCP
layer is located at a data link layer of a user plane, and
the NCP layer of the first device and the NCP layer of
the second device form a direct data exchange channel
between the first device and the second device; and the
first device may be a terminal and the second device may
be a core network device, or the first device may be a
core network device and the second device may be a
terminal.
[0024] In the foregoing method, the NCP layer is con-
figured at each of a data link layer of a user plane of the
terminal and a data link layer of a user plane of the core
network device, the NCP layer of the terminal and the
NCP layer of the core network device form a direct data
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exchange channel, and the terminal and the core network
device directly exchange a packet by using the direct
data exchange channel, thereby implementing direct
packet exchange between the terminal and the core net-
work device.
[0025] In a possible implementation, the packet is a
packet in a fixed mobile convergence FMC scenario. This
further implements direct packet exchange in an FMC
scenario.
[0026] In a possible implementation, the packet is a
packet used for FMC multi-connection aggregation, a
packet used for FMC multi-connection management, a
packet used for private network awareness, or a packet
used for private network control. This further implements
direct packet exchange in different scenarios.
[0027] In a possible implementation, the NCP layer is
located at the top of the data link layer, and located below
an Internet Protocol IP layer. This does not affect an IP
layer protocol and ensures compatibility of an application
program.
[0028] In a possible implementation, if a Long Term
Evolution LTE protocol is used for an access network AN
between the first device and the second device, the NCP
layer is located above a Packet Data Convergence Pro-
tocol PDCP layer; if a digital subscriber line DSL protocol
is used for an access network AN between the first device
and the second device, the NCP layer is located above
a Point-to-Point Protocol PPP layer; if a trusted Wireless
Fidelity Wi-Fi protocol is used for an access network AN
between the first device and the second device, the NCP
layer is located above a Medium Access Control MAC
layer; or if an untrusted Wireless Fidelity Wi-Fi protocol
is used for an access network AN between the first device
and the second device, the NCP layer is located above
an Internet Protocol Security IPSec layer. This further
resolves a direct exchange problem in scenarios of dif-
ferent access network types.
[0029] In a possible implementation, a protocol header
of the NCP layer is carried by using an Internet Protocol
IP option of a specified option type; or a protocol header
of the NCP layer includes an NCP type and NCP data.
This further clarifies specific NCP implementation.
[0030] According to a third aspect, an embodiment of
the present invention provides a device. The device has
a function of implementing actions of the first device in
the method implementation of the first aspect or the sec-
ond aspect. The function may be implemented by hard-
ware, or may be implemented by corresponding software
executed by hardware. The hardware or software in-
cludes one or more modules corresponding to the fore-
going functions.
[0031] According to a fourth aspect, an embodiment
of the present invention provides a device, including a
processor, a memory, and a transceiver. The transceiver
is configured to receive and send data under control of
the processor. The memory stores a preset program. The
processor reads the program in the memory, and per-
forms the method in the first aspect or the second aspect

according to the program.
[0032] Based on the foregoing technical solutions, in
the embodiments of the present invention, the NCP layer
is configured at each of a data link layer of a user plane
of the terminal and a data link layer of a user plane of the
core network device, the NCP layer of the terminal and
the NCP layer of the core network device form a direct
data exchange channel, and the terminal and the core
network device directly exchange a packet by using the
direct data exchange channel, thereby implementing di-
rect packet exchange between the terminal and the core
network device.

BRIEF DESCRIPTION OF DRAWINGS

[0033]

FIG. 1 is a schematic structural diagram of FMC net-
working of a 5G network;
FIG. 2 is a schematic diagram of scenarios in which
UE and a core network need to interact directly in a
5G network;
FIG. 3 is a schematic diagram of an access scenario;
FIG. 4 is a schematic diagram of a control plane pro-
tocol stack of E-UTRAN access;
FIG. 5 is a schematic diagram of an MPTCP protocol
stack;
FIG. 6 is a schematic diagram of a usage scenario
of the MPTCP;
FIG. 7 is a schematic architectural diagram of a pack-
et exchange system according to an embodiment of
the present invention;
FIG. 8 is a schematic flowchart of a packet exchange
method between a terminal and a CN according to
an embodiment of the present invention;
FIG. 9 is a schematic flowchart of another packet
exchange method between a terminal and a CN ac-
cording to an embodiment of the present invention;
FIG. 10 is a schematic diagram of a position of an
NCP layer in protocol layers of different communi-
cation access standards according to an embodi-
ment of the present invention;
FIG. 11 is a schematic diagram of a position of an
NCP layer in protocol layers of LTE according to an
embodiment of the present invention;
FIG. 12 is a schematic diagram of a position of an
NCP layer in protocol layers of DSL according to an
embodiment of the present invention;
FIG. 13 is a schematic diagram of a position of an
NCP layer in protocol layers of trusted Wi-Fi accord-
ing to an embodiment of the present invention;
FIG. 14 is a schematic diagram of a position of an
NCP layer in protocol layers of untrusted Wi-Fi ac-
cording to an embodiment of the present invention;
FIG. 15 is a schematic diagram of a process in which
a direct device and a CN perform a handshake at an
NCP layer to establish a link according to an embod-
iment of the present invention;
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FIG. 16 is a schematic diagram of a process in which
a direct device and a CN transfer data at an NCP
layer according to an embodiment of the present in-
vention;
FIG. 17 is a schematic diagram of a process in which
an indirect device and a CN perform a handshake
at an NCP layer to establish a link according to an
embodiment of the present invention;
FIG. 18 is a schematic diagram of a process in which
an indirect UE and a CN transfer data at an NCP
layer according to an embodiment of the present in-
vention;
FIG. 19 is a schematic diagram of a process in which
a parameter is transferred by using an NCP API in-
terface according to an embodiment of the present
invention;
FIG. 20 is a schematic diagram of an NCP data trans-
fer process in a multi-connection mode negotiation
process according to an embodiment of the present
invention;
FIG. 21 is a schematic diagram of an NCP data trans-
fer process in a link switching process corresponding
to a multi-connection active/standby mode accord-
ing to an embodiment of the present invention;
FIG. 22 is a schematic diagram of an NCP data trans-
fer process in a link switching process corresponding
to a multi-connection steering mode according to an
embodiment of the present invention;
FIG. 23 is a schematic diagram of a splitting process
according to an embodiment of the present inven-
tion;
FIG. 24 is a schematic diagram of a steering process
according to an embodiment of the present inven-
tion;
FIG. 25 is a schematic diagram of a packet transfer
process in an active/standby mode according to an
embodiment of the present invention;
FIG. 26 is a schematic diagram of IP packet transfer
in an NCP single connection mode according to an
embodiment of the present invention;
FIG. 27 is a schematic diagram of NCP data transfer
used for private network status report according to
an embodiment of the present invention;
FIG. 28 is a schematic diagram of NCP data transfer
used for private network service registration accord-
ing to an embodiment of the present invention;
FIG. 29 is a schematic diagram of NCP data transfer
used for private network control according to an em-
bodiment of the present invention;
FIG. 30 is a schematic diagram of a definition of an
IP option corresponding to an NCP protocol header
according to an embodiment of the present inven-
tion;
FIG. 31 is a schematic structural diagram of an NCP
protocol header according to an embodiment of the
present invention;
FIG. 32 is a schematic structural diagram of a device
according to an embodiment of the present inven-

tion;
FIG. 33 is a schematic structural diagram of another
device according to an embodiment of the present
invention;
FIG. 34 is a schematic structural diagram of another
device according to an embodiment of the present
invention;
FIG. 35 is a schematic structural diagram of another
device according to an embodiment of the present
invention;
FIG. 36 is a schematic structural diagram of another
device according to an embodiment of the present
invention; and
FIG. 37 is a schematic structural diagram of another
device according to an embodiment of the present
invention.

DESCRIPTION OF EMBODIMENTS

[0034] To make the objectives, technical solutions, and
advantages of the present invention clearer, the following
further describes the present invention in detail with ref-
erence to the accompanying drawings. Apparently, the
described embodiments are merely some rather than all
of the embodiments of the present invention. All other
embodiments obtained by a person of ordinary skill in
the art based on the embodiments of the present inven-
tion without creative efforts shall fall within the protection
scope of the present invention.
[0035] A core idea of the present invention is: A Net-
work Convergence Protocol (Network Convergence Pro-
tocol, NCP) layer is configured as an access standard-
independent direct data exchange channel at a user-
plane data link layer between UE and a CN. The config-
ured NCP layer is used to implement direct packet ex-
change between the UE and the core network in a 5G
network.
[0036] It should be noted that the configured NCP layer
may be used in an FMC scenario or a non-FMC scenario.
The following uses the FMC scenario as an example for
description.
[0037] In this embodiment of the present invention,
FIG. 7 is a schematic architectural diagram of a packet
exchange system. The packet exchange system mainly
includes a CN 701, a radio access network (Radio Access
Network, RAN) 702, a fixed access network (Fixed Ac-
cess Network, FAN) 703, CPE 704, and UE 705.
[0038] The CN 701 is a 5G core network, and is mainly
used for device mobility management, session manage-
ment, security management, multi-connection manage-
ment, private network awareness, and private network
control.
[0039] The RAN 702 is mainly used for a radio access
service of a 3GPP standard such as LTE or 5G.
[0040] The FAN 703 is mainly used for a fixed access
service of DSL or the like.
[0041] The CPE 704 is mainly used to implement con-
vergence access of home devices by using a private net-
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work such as Wi-Fi or Bluetooth.
[0042] The UE 705 is mainly used to implement con-
vergence access of various Wi-Fi or Bluetooth devices
by using a private network such as Wi-Fi or Bluetooth.
[0043] In a possible implementation, the system further
includes other terminal devices 706. The other terminal
devices mainly include a personal computer (PC), a
smart television, a Bluetooth photo frame, a Bluetooth
loudspeaker box, a Bluetooth bulb, and the like.
[0044] The following separately describes scenarios
of FMC multi-connection, private network awareness,
and private network control based on the packet ex-
change system.

(1) FMC multi-connection scenario

[0045] The FMC multi-connection scenario includes
two sub-scenarios: CPE multi-connection and UE multi-
connection.
[0046] A. In the CPE multi-connection scenario, an
NCP 1 protocol entity in the CPE 704 aggregates two
connections: a RAN 702 connection and a FAN 703 con-
nection, and an equivalent NCP 1 protocol entity in the
CN 701 performs FMC multi-connection aggregation and
FMC multi-connection management.
[0047] B. In the UE multi-connection scenario, an NCP
2 protocol entity in the UE 705 aggregates two connec-
tions: a RAN 702 connection and a Wi-Fi connection, and
an equivalent NCP 2 protocol entity in the CN 701 per-
forms FMC multi-connection aggregation and FMC multi-
connection management.

(2) Private network awareness and private network con-
trol scenarios

[0048] The private network awareness and private net-
work control scenarios include four sub-scenarios: CPE
private network awareness, CPE private network control,
UE private network awareness, and UE private network
control.

A. In the CPE private network awareness scenario,
the CPE 704 scans a network congestion status of
the private network, scans for a device service of the
private network, for example, a smart TV service,
and reports, by using the NCP1, the network con-
gestion status and the device service of the private
network to the NCP 1 at a core network side; and
the NCP 1 of the CN sends the network congestion
status and the device service of the private network
to a corresponding function entity in the CN for
processing.
B. In the CPE private network control scenario, the
NCP 1 of the CN sends a QoS policy or a VLAN plan
of a device in the private network to the NCP 1 in the
CPE, and the NCP 1 in the CPE sends the QoS policy
or the VLAN plan to a corresponding function entity
in the CPE for processing.

C. In the UE private network awareness scenario,
the UE scans a network congestion status of the pri-
vate network, scans for a device service of the private
network, for example, a Bluetooth loudspeaker box
service, and reports, by using the NCP 2, the network
congestion status and the device service of the pri-
vate network to the NCP 2 of the CN; and the NCP
2 of the CN sends the network congestion status and
the device service of the private network to a corre-
sponding function entity in the CN for processing.
D. In the UE private network control scenario, the
NCP 2 of the CN sends a QoS policy or a VLAN plan
of a device in the private network to the NCP 2 in the
CPE, and the NCP 2 in the CPE sends the QoS policy
or the VLAN plan to a corresponding function entity
in the UE for processing.

[0049] It should be noted that in the following embod-
iments, data transferred between a terminal and the CN
by using the NCP may not be limited to 3GPP signaling,
and non-3GPP signaling, S1 interface data, and the like
may also be directly transferred between the terminal
and the CN.
[0050] Based on a same invention concept, in a first
embodiment of the present invention, FIG. 8 shows a
detailed method procedure of packet exchange between
a terminal and a CN, where a first device is a terminal
and a second device is a core network device, or the first
device is a core network device and the second device
is a terminal. A specific description is as follows.
[0051] Step 801: The first device obtains a packet by
using an NCP layer of the first device.
[0052] In a specific implementation, the packet is a
packet in an FMC scenario.
[0053] In this embodiment, the packet in the FMC sce-
nario may be a packet used for FMC multi-connection
aggregation, a packet used for FMC multi-connection
management, a packet used for private network aware-
ness, or a packet used for private network control. It
should be noted that the listed scenarios are only exam-
ples, the packet may alternatively be a packet in another
FMC scenario, and the protection scope of the present
invention is not limited to the listed scenarios.
[0054] Step 802: The first device sends the packet to
an NCP layer of the second device by using the NCP
layer of the first device, where the NCP layer is located
at a data link layer of a user plane, and the NCP layer of
the first device and the NCP layer of the second device
form a direct data exchange channel between the first
device and the second device.
[0055] In a specific implementation, the NCP layer is
located at the top of the data link layer, and located below
an Internet Protocol (Internet Protocol, IP) layer.
[0056] Specifically, based on different access network
(Access Network, AN) protocols between the terminal
and the core network, a position of the NCP layer is de-
scribed as follows:
[0057] If a Long Term Evolution (Long Term Evolution,
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LTE) protocol is used for an access network between the
first device and the second device, the NCP layer is lo-
cated above a Packet Data Convergence Protocol (Pack-
et Data Convergence Protocol, PDCP) layer.
[0058] If a digital subscriber line DSL protocol is used
for an access network between the first device and the
second device, the NCP layer is located above a Point-
to-Point Protocol (Point-to-Point Protocol, PPP) layer.
[0059] If a trusted Wi-Fi protocol is used for an access
network between the first device and the second device,
the NCP layer is located above a Medium Access Control
(Medium Access Control, MAC) layer.
[0060] If an untrusted Wi-Fi protocol is used for an ac-
cess network between the first device and the second
device, the NCP layer is located above an Internet Pro-
tocol Security (Internet Protocol Security, IPSec) layer.
[0061] It should be noted that the NCP is independent
of an access standard, and therefore the NCP may be
applied to various access network standards. The follow-
ing is merely an example. For example, an access net-
work standard corresponding to the NCP may be stand-
ards such as LTE, 4.5G, 5G, Wi-Fi, DSL, WiMAX, CDMA,
WCDMA, GSM, Zigbee, Bluetooth, and infrared.
[0062] In this embodiment of the present invention, a
protocol header of the NCP layer may be defined in at
least one of the following two manners. Details are as
follows:
[0063] In a first manner, the protocol header of the NCP
layer is carried by using an IP option of a specified option
type.
[0064] In a second manner, the protocol header of the
NCP layer includes an NCP type and NCP data. For a
definition of the NCP type, refer to a definition of a subtype
in the IP option.
[0065] In this embodiment, the terminal may be UE or
CPE.
[0066] Based on a same inventive concept, in a second
embodiment of the present invention, FIG. 9 shows an-
other detailed method procedure of packet exchange be-
tween a terminal and a CN, where a first device is a ter-
minal and a second device is a core network device, or
the first device is a core network device and the second
device is a terminal. A specific description is as follows.
[0067] Step 901: The first device receives, by using an
NCP layer of the first device, a packet transmitted by an
NCP layer of the second device.
[0068] In a specific embodiment, the packet is a packet
in an FMC scenario.
[0069] In this embodiment, the packet in the FMC sce-
nario is a packet used for FMC multi-connection aggre-
gation, a packet used for FMC multi-connection manage-
ment, a packet used for private network awareness, or
a packet used for private network control.
[0070] Step 902: The first device processes the packet,
where the NCP layer is located at a data link layer of a
user plane, and the NCP layer of the first device and the
NCP layer of the second device form a direct data ex-
change channel between the first device and the second

device.
[0071] In a specific implementation, the NCP layer is
located at the top of the data link layer, and located below
an Internet Protocol IP layer.
[0072] Specifically, based on different access network
protocols between the terminal and the core network, a
position of the NCP layer is described as follows:
[0073] If an LTE protocol is used for an access network
between the first device and the second device, the NCP
layer is located above a PDCP layer.
[0074] If a DSL protocol is used for an access network
between the first device and the second device, the NCP
layer is located above a PPP layer.
[0075] If the trusted Wi-Fi protocol is used for an access
network between the first device and the second device,
the NCP layer is located above a MAC layer.
[0076] If the untrusted Wi-Fi protocol is used for an
access network between the first device and the second
device, the NCP layer is located above an IPSec layer.
[0077] In this embodiment of the present invention, a
protocol header of the NCP layer may be defined in at
least one of the following two manners. Details are as
follows:
[0078] In a first manner, the protocol header of the NCP
layer is carried by using an Internet Protocol IP option of
a specified option type.
[0079] In a second manner, the protocol header of the
NCP layer includes an NCP type and NCP data.
[0080] In this embodiment, the terminal may be UE or
CPE.
[0081] The following uses specific embodiments as ex-
amples to describe a process of direct packet exchange
between the UE and the core network in the 5G network
in a case of FMC multi-connection.

(1) A position of the NCP layer at protocol layers of dif-
ferent communication access standards

[0082] FIG. 10 is a schematic diagram of a position of
an NCP layer at protocol layers of different communica-
tion access standards. In each communication access
standard, the NCP layer is located at the data link layer,
and located below an Internet Protocol (Internet Protocol,
IP) layer.
[0083] Main functions of the NCP layer are: carrying a
conventional IP packet, where transfer performance of
the IP packet is ensured mainly by using a transparent
transmission mode; carrying a packet sequence number
header in multi-connection aggregation to support func-
tions of multi-connection aggregation and splitting; car-
rying multi-connection management information, to im-
plement functions of steering and switching (Switching)
between a plurality of FMC connections; carrying private
network awareness information, so that a 5G core net-
work can sense a status and a service of a private net-
work; carrying private network control information, so that
the 5G core network can control QoS and a VLAN plan
of a private network device; and supporting NCP nesting.
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[0084] The following uses positions of the NCP layer
in LTE, DSL, trusted Wi-Fi, and untrusted Wi-Fi protocols
as examples for description.
[0085] A. A position of the NCP layer in LTE protocol
layers is shown in FIG. 11. The NCP layer is added above
the Packet Data Convergence Protocol (Packet Data
Convergence Protocol, PDCP) layer in the existing LTE
protocol. The GTP-U supports transparent transmission
at the NCP layer. In addition to carrying the IP packet,
the NCP layer also carries another packet required by
5G. To improve transmission efficiency, the NCP layer
is optional.
[0086] B. A position of the NCP layer in DSL protocol
layers is shown in FIG. 12. The NCP layer is added above
the PPP layer in the existing DSL protocol. In addition to
carrying the IP packet, the NCP layer also carries another
packet required by 5G. To improve transmission efficien-
cy, the NCP layer is optional.
[0087] C. A position of the NCP layer in trusted Wi-Fi
protocol layers is shown in FIG. 13. The NCP layer is
added above the MAC layer in the existing trusted Wi-Fi
protocol. In addition to carrying the IP packet, the NCP
layer also carries another packet required by 5G.
[0088] D. A position of the NCP layer in untrusted Wi-
Fi protocol layers is shown in FIG. 14. The NCP layer is
added above the IPSec layer in the existing untrusted
Wi-Fi protocol. In addition to carrying the IP packet, the
NCP layer also carries another packet required by 5G.

(2) A general message processing procedure at the NCP 
layer

A. Handshake-based link establishment between a direct 
device and a CN at the NCP layer

[0089] As shown in FIG. 15, an NCP layer of a CN
proactively sends a handshake request message (Hand-
shake-Request) to an NCP layer of UE, where the hand-
shake request message may be carried in a service pack-
et or a constructed dedicated packet. Optionally, the
handshake request message carries a destination ad-
dress, and the destination address is an IP address of
the UE. The NCP layer of the UE returns a handshake
response message (Handshake-Response) to the NCP
layer of the CN. The NCP layer of the CN sends a hand-
shake acknowledgement message (Handshake-ACK) to
the NCP layer of the UE, to complete a process in which
the direct device and the CN perform a handshake at the
NCP layer to establish a link.

B. Data transfer between a direct device and a CN at the 
NCP layer

[0090] As shown in FIG. 16, an NCP layer of UE proac-
tively sends NCP data to an NCP layer of a CN, where
the NCP data may be carried in a service packet or a
constructed dedicated packet; and the NCP layer of the
CN determines, based on a service requirement, whether

to return a response to the NCP layer of the UE. Alter-
natively, an NCP layer of a CN proactively sends NCP
data to an NCP layer of UE, where the NCP data may
be carried in a service packet or a constructed dedicated
packet; and the NCP layer of the UE determines, based
on a service requirement, whether to return a response
to the NCP layer of the CN.

C. Handshake-based link establishment between an in-
direct device and a CN at the NCP layer

[0091] As shown in FIG. 17, an NCP 2 layer of a CN
proactively sends a handshake request message to an
NCP 2 layer of indirect UE, where the handshake request
message may be carried in a service packet or a con-
structed dedicated packet. Specifically, the NCP 2 of the
CN sends, to an NCP 1 of the CN, a handshake request
message whose destination address is an IP address of
the indirect UE. The NCP 1 of the CN transparently trans-
mits the handshake request message to an NCP 1 layer
of direct UE. When finding that the destination address
of the handshake request message is not an IP address
of the direct UE, the direct UE transparently transmits
the handshake request message to the NCP 2 layer of
the indirect UE.
[0092] After receiving the handshake request mes-
sage, the NCP 2 layer of the indirect UE transparently
transmits a handshake response message to the NCP 2
layer of the CN by using the NCP 1 of the direct UE and
the NCP 1 layer of the CN.
[0093] The NCP 2 layer of the CN transparently trans-
mits a handshake acknowledgement message to the
NCP 2 layer of the indirect UE by using the NCP 1 layer
of the CN and the NCP 1 layer of the direct UE. After the
NCP 2 layer of the indirect UE receives the handshake
acknowledgement message, a handshake-based link
establishment process is completed.

D. Data transfer between an indirect UE and a CN at the 
NCP layer

[0094] As shown in FIG. 18, an NCP 2 layer of indirect
UE transparently transmits NCP data to an NCP 2 layer
of a CN by using an NCP 1 layer of direct UE and an
NCP 1 layer of the CN, where a packet that carries the
NCP data carries an IP address of the NCP 2 layer of
the CN. After the NCP 1 layer of the direct UE and the
NCP 1 layer of the CN find that the IP address carried in
the NCP data is not an IP address of the NCP 1 layer of
the direct UE or an IP address of the NCP 1 layer of the
CN, the NCP data is transparently transmitted. The NCP
2 layer of the CN determines whether to return a response
based on service logic.
[0095] Alternatively, an NCP 2 layer of a CN transpar-
ently transmits NCP data to an NCP 2 layer of indirect
UE by using an NCP 1 layer of the CN and an NCP 1
layer of direct UE, where a packet that carries the NCP
data carries an IP address of the NCP 2 layer of the in-
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direct UE. After the NCP 1 layer of the CN and the NCP
1 layer of the direct UE find that an IP address carried in
the NCP data is not an IP address of the NCP 1 layer of
the CN or an IP address of the NCP 1 layer of the direct
UE, the NCP data is transparently transmitted. The NCP
2 layer of the indirect UE determines whether to return a
response based on service logic.

E. NCP application programming interface (Application 
Programming Interface, API)

[0096] As shown in FIG. 19, an application installed in
UE invokes an NCP function by using a FunctionInvoke
function of an API interface. After encapsulating a pa-
rameter into NCP data, an NCP of the UE sends the NCP
data to an NCP of a CN. The NCP of the CN invokes a
corresponding function entity in the CN based on the en-
capsulated parameter in the NCP data. The function en-
tity in the CN returns a response to the NCP of the CN,
the NCP of the CN transmits the response to the NCP of
the UE, and the NCP of the UE returns the response to
the application in the UE.
[0097] If the application in the UE requests to subscribe
to a specific event, after the event is triggered, the CN
proactively notifies the NCP of the UE of the event by
using the NCP of the CN, and then the NCP of the UE
notifies the application of the UE of the event.

(3) An NCP data transfer process in different scenarios

A. NCP data transfer in a multi-connection mode nego-
tiation process

[0098] As shown in FIG. 20, an NCP layer of a CN
proactively sends a multi-connection policy management
message to an NCP layer of UE, where the multi-con-
nection policy management message carries a session
identifier and information indicating a specified multi-con-
nection mode. The NCP of the UE returns a multi-con-
nection policy management acknowledgement message
to the NCP of the CN, where the multi-connection policy
management acknowledgement message carries the
session identifier and information indicating an acknowl-
edged multi-connection mode.
[0099] The multi-connection mode includes but is not
limited to any one or any combination of an active/stand-
by mode, a steering mode, and a splitting mode.
[0100] In the active/standby mode, only one link of two
or more links is in an active state and is used for data
transfer, and other links are not used for data transfer.
[0101] In the steering mode, two or more links are in
an active state simultaneously, but a same data flow can
be sent only on a same link.
[0102] In the splitting mode, two or more links are in
an active state simultaneously, but a same data flow can
be sent on different links.
[0103] A multi-connection mode negotiation process
proactively initiated by the NCP of the UE is similar to

the foregoing process, and details are not described
herein.

B. NCP data transfer in a link switching process in an 
active/standby multi-connection mode

[0104] As shown in FIG. 21, an NCP of UE sends a
multi-connection link switch request to an NCP of a CN,
where the multi-connection link switch request carries a
session identifier and information indicating a requested
active link. The NCP of the CN sends a multi-connection
link switch indication to the NCP of the UE, where the
multi-connection link switch indication carries the session
identifier and the information indicating the requested ac-
tive link. The NCP of the UE returns a multi-connection
link switch acknowledgement to the NCP of the CN,
where the multi-connection link switch acknowledgement
carries the session identifier and information indicating
the switched-to active link.
[0105] An active/standby link switching process proac-
tively initiated by the NCP of the CN is similar to the fore-
going process, and details are not described herein.

C. NCP data transfer in a link switching process in a multi-
connection steering mode

[0106] As shown in FIG. 22, an NCP of UE sends a
multi-connection flow link switch request to an NCP of a
CN, where the multi-connection flow link switch request
carries a flow rule and a session identifier. The NCP of
the CN sends a multi-connection flow link switch indica-
tion to the NCP of the UE, where the multi-connection
flow link switch indication carries the flow rule and the
session identifier. The NCP of the UE sends a multi-con-
nection flow link switch acknowledgement to the NCP of
the CN, where the multi-connection flow link switch ac-
knowledgement carries an effective flow rule and the ses-
sion identifier. The flow rule mainly includes flow infor-
mation and a corresponding link identifier. The multi-con-
nection flow link switch request, the multi-connection flow
link switch indication, and the multi-connection flow link
switch acknowledgement may carry one or more flow
rules.

D. NCP multi-connection IP packet transfer in a splitting 
mode, namely, a multi-connection aggregation mode

[0107] As shown in FIG. 23, an IP packet of UE is sent
to an NCP layer of the UE, and the NCP layer of the UE
sends, in a splitting mode, the IP packet on different chan-
nels, and inserts an NCP header into each IP packet,
where the NCP header includes a sequence number of
the IP packet. After receiving the IP packets from different
channels, an NCP layer of a CN sorts the IP packets
based on the sequence number of the IP packet in the
NCP header of each IP packet, and submits the IP pack-
ets to an IP layer of the CN.
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E. NCP multi-connection IP packet transfer in a steering 
mode

[0108] As shown in FIG. 24, an IP packet of UE is sent
to an NCP layer of the UE, the NCP layer of the UE sends,
in a steering mode, the IP packet on different channels,
where no NCP header is inserted into the IP packet. After
receiving the IP packets from a synchronization channel,
an NCP layer of a CN directly submits the IP packets to
an IP layer of the CN.

F. NCP multi-connection IP packet transfer in an ac-
tive/standby mode

[0109] As shown in FIG. 25, an IP packet of UE is sent
to an NCP layer of the UE, the NCP layer of the UE sends
the IP packet only on an active channel, where no NCP
header is inserted into the IP packet. After receiving the
IP packet from the active channel, an NCP of a CN directly
submits the IP packet to an IP layer of the CN.

G. IP packet transfer in an NCP single connection mode

[0110] As shown in FIG. 26, an IP packet of UE is sent
to an NCP layer of the UE, and the NCP layer of the UE
transparently transmits the IP packet, where no NCP
header is inserted into the IP packet. After receiving the
IP packet, an NCP layer of a CN directly submits the IP
packet to an IP layer of the CN.

H. NCP data transfer for private network status reporting

[0111] As shown in FIG. 27, a private network status
entity of UE invokes an API interface of an NCP layer of
the UE to send a private network status value to a CN.
After receiving the private network status value, the NCP
layer of the UE encapsulates the private network status
value as NCP data and sends the NCP data to an NCP
layer of the CN. After receiving a status report, the NCP
layer of the CN forwards the status report to a private
network status management entity of the CN.

I. NCP data transfer for private network service registra-
tion

[0112] As shown in FIG. 28, a private network service
scanning entity of UE invokes an API interface of an NCP
layer of the UE to send service management information
to a CN. After receiving the service management infor-
mation, the NCP layer of the UE encapsulates the service
management information as NCP data and sends the
NCP data to an NCP layer of the CN. The NCP layer of
the CN forwards the service management information in
the received NCP data to a service management entity
of the CN.

J. NCP data transfer for private network control

[0113] As shown in FIG. 29, a private network control
entity of a CN sends a private network control message
to an NCP layer of the CN, where the private network
control message carries a control policy. After receiving
the private network control message, the NCP layer of
the CN forwards the private network control message an
NCP layer of UE. After receiving the private network con-
trol message, the NCP layer of the UE sends the control
policy to a private network control entity of the UE by
using a private network control entity registration callback
function.
[0114] The control policy may include a QoS policy, for
example, a QoS policy of a user in a private network or
a QoS policy of a service in a private network.

(4) Definition of an NCP protocol header

[0115] In a first definition manner, an NCP layer be-
longs to a data link layer, and is located below an IP layer.
To ensure that the NCP protocol header is compatible
with an existing protocol system, the NCP header is im-
plemented by using IP option (Option). Correspondingly,
an option type (Option Type), for example, 28, may be
applied separately for the NCP in the IETF.
[0116] A definition of the IP option corresponding to
the NCP is shown in FIG. 30. Specifically, when Option
Type=28, if Subtype=0, the IP option indicates that a
packet is Handshake-Request; if Subtype=1, the IP op-
tion indicates that a packet is Handshake-Response; if
Subtype=2, the IP option indicates that a packet is Hand-
shake-ACK; if Subtype=64, the IP option indicates that
a packet is DataTransfer-Multipath Policy management;
if Subtype=65, the IP option indicates that a packet is
DataTransfer-Multipath Policy management Ack; if Sub-
type=66, the IP option indicates that a packet is DataT-
ransfer-Multipath Link Switch Request; if Subtype=67,
the IP option indicates that a packet is DataTransfer-Mul-
tipath Link Switch Indication; if Subtype=68, the IP option
indicates that a packet is DataTransfer-Multipath Link
Switch Ack; if Subtype=70, the IP option indicates that a
packet is DataTransfer-Multipath Flow Link Switch Re-
quest; if Subtype=71, the IP option indicates that a packet
is DataTransfer-Multipath Flow Link Switch Indication; if
Subtype=72, the IP option indicates that a packet is Da-
taTransfer-Multipath Flow Link Switch Ack; if Sub-
type=74, the IP option indicates that a packet is DataT-
ransfer-Multipath Splitting; if Subtype=76, the IP option
indicates that a packet is DataTransfer-Private Device
Service Management; if Subtype=78, the IP option indi-
cates that a packet is DataTransfer-Private Network Sta-
tus Report; if Subtype=80, the IP option indicates that a
packet is DataTransfer-Private Device Policy Control; if
Subtype=82, the IP option indicates that a packet is Da-
taTransfer-Private Device VLAN Control; if Subtype=84,
the IP option indicates that a packet is DataTransfer-
Nested NCP; if Subtype=86, the IP option indicates that
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a packet is DataTransfer-Non 3GPP NAS Signal; if Sub-
type=128, the IP option indicates that a packet is Func-
tionInvoke-Private Network Congestion Status; if Sub-
type=130, the IP option indicates that a packet is Func-
tionInvoke-Available Service Query in Private Network;
and if Subtype=132, the IP option indicates that a packet
is FunctionEvent-Private.
[0117] In a second definition manner, an NCP layer is
located at the top of a data link layer, and based on dif-
ferent used access network protocols, the NCP layer
needs to be carried above a PDCP layer, a PPP layer, a
Wi-Fi MAC layer, or an IPSec layer.
[0118] For the 3GPP PDCP layer, a new SDU Type
(for example, a value is 6) may be defined to indicate that
a packet carried by the PDCP is an NCP packet.
[0119] For non-3GPP PPP, PDCP, Wi-Fi MAC, and
IPSec layers above which the NCP layer is carried, a
corresponding payload (Payload) type needs to be set
to a type identical with that of an IP packet, that is, 0x0800.
In this case, an IP packet header compression function
is not enabled for the PPP, PDCP, Wi-Fi MAC, and IPSec
layers. The compression function may be implemented
by the NCP layer. An NCP compression process is not
defined in this specification. In other words, a packet type
of the NCP layer uses a same definition as an IP packet
type.
[0120] FIG. 31 is a schematic structural diagram of a
newly-defined NCP protocol header. The NCP protocol
header includes an NCP type and NCP data. For a def-
inition manner of the NCP type, refer to the subtype def-
inition manner in the first definition manner.
[0121] Based on a same invention idea, a third embod-
iment of the present invention provides a device. For spe-
cific implementation of the device, refer to the related
descriptions about the first device in the first embodiment.
Repeated content is not described herein again. As
shown in FIG. 32, the device mainly includes:

a processing module 3201, configured to obtain a
packet by using an NCP layer of the device; and
a communications module 3202, configured to send
the packet to an NCP layer of a second device by
using the NCP layer of the device, where the NCP
layer is located at a data link layer of a user plane,
and the NCP layer of the device and the NCP layer
of the second device form a direct data exchange
channel between the device and the second device.

[0122] The device is a terminal and the second device
is a core network device, or the device is a core network
device and the second device is a terminal.
[0123] Based on a same invention idea, a fourth em-
bodiment of the present invention provides another de-
vice. For specific implementation of the device, refer to
the related descriptions about the first device in the sec-
ond embodiment. Repeated content is not described
herein again. As shown in FIG. 33, the device mainly
includes:

a communications module 3301, configured to re-
ceive, by using an NCP layer of the device, a packet
transmitted by an NCP layer of a second device; and
a processing module 3302, configured to process
the packet.

[0124] The NCP layer is located at a data link layer of
a user plane, and the NCP layer of the device and the
NCP layer of the second device form a direct data ex-
change channel between the device and the second de-
vice.
[0125] The device is a terminal and the second device
is a core network device, or the device is a core network
device and the second device is a terminal.
[0126] Based on a same invention idea, a fifth embod-
iment of the present invention further provides a device.
For specific implementation of the device, refer to the
descriptions about the first device in the first embodiment.
Repeated content is not described herein again. As
shown in FIG. 34, the device mainly includes a processor
3401, a memory 3402, and a transceiver 3403. The trans-
ceiver 3403 is configured to receive and send data under
control of the processor 3401. The memory 3402 stores
a preset program. The processor 3401 reads the program
in the memory 3402, and performs the following process
according to the program:

obtaining a packet by using an NCP layer of the de-
vice; and
instructing the transceiver to send the packet to an
NCP layer of a second device by using the NCP layer
of the device, where the NCP layer is located at a
data link layer of a user plane, and the NCP layer of
the device and the NCP layer of the second device
form a direct data exchange channel between the
device and the second device.

[0127] The device is a terminal and the second device
is a core network device, or the device is a core network
device and the second device is a terminal.
[0128] Specifically, the processor is configured to per-
form a function of the processing module in the third em-
bodiment, and the transceiver is configured to perform a
function of the communications module in the third em-
bodiment under control of the processor.
[0129] Specifically, if the device is a terminal, the ter-
minal is UE.
[0130] Based on a same invention idea, a sixth em-
bodiment of the present invention further provides a de-
vice. For specific implementation of the device, refer to
the descriptions about the first device in the second em-
bodiment. Repeated content is not described herein
again. As shown in FIG. 35, the device mainly includes
a processor 3501, a memory 3502, and a transceiver
3503. The transceiver 3503 is configured to receive and
send data under control of the processor 3501. The mem-
ory 3502 stores a preset program. The processor 3501
reads the program in the memory 3502, and performs
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the following process according to the program:

instructing the transceiver to receive, by using an
NCP layer of the device, a packet transmitted by an
NCP layer of a second device; and
processing the packet.

[0131] The NCP layer is located at a data link layer of
a user plane, and the NCP layer of the device and the
NCP layer of the second device form a direct data ex-
change channel between the device and the second de-
vice.
[0132] The device is a terminal and the second device
is a core network device, or the device is a core network
device and the second device is a terminal.
[0133] Specifically, the processor is configured to per-
form a function of the processing module in the fourth
embodiment, and the transceiver is configured to perform
a function of the communications module in the fourth
embodiment under control of the processor.
[0134] Specifically, if the device is a terminal, the ter-
minal is UE.
[0135] In FIG. 34 and FIG. 35, the processor, the mem-
ory, and the transceiver are connected by using a bus.
A bus architecture may include any quantity of intercon-
nected buses and bridges, and specifically connects to-
gether a circuit of one or more processors represented
by the processor and a circuit of a memory represented
by the memory. The bus architecture may further con-
nect, for example, a peripheral device or a voltage sta-
bilizer to various other circuits such as a power manage-
ment circuit. These are well known in the art, and there-
fore are not further described in this specification. A bus
interface provides an interface. The transceiver may be
a plurality of components, that is, including a transmitter
and a transceiver, and provides units configured to com-
municate with various other apparatuses on a transmis-
sion medium. The processor is responsible for manage-
ment of the bus architecture and general processing, and
the memory may store data that is used by the processor
to perform an operation.
[0136] Based on a same invention idea, a seventh em-
bodiment of the present invention further provides a de-
vice. For specific implementation of the device, refer to
the descriptions about the first device in the first embod-
iment. Repeated content is not described herein again.
As shown in FIG. 36, the device mainly includes a proc-
essor 3601, a memory 3602, and a communications in-
terface 3603. The communications interface 3603 is con-
figured to receive and send data under control of the proc-
essor 3601. The memory 3602 stores a preset program.
The processor 3601 reads the program in the memory
3602, and performs the following process according to
the program:

obtaining a packet by using an NCP layer of the de-
vice; and
instructing the communications interface to send the

packet to an NCP layer of a second device by using
the NCP layer of the device, where the NCP layer is
located at a data link layer of a user plane, and the
NCP layer of the device and the NCP layer of the
second device form a direct data exchange channel
between the device and the second device.

[0137] The device is a terminal and the second device
is a core network device, or the device is a core network
device and the second device is a terminal.
[0138] Specifically, the processor is configured to per-
form a function of the processing module in the third em-
bodiment, and the communications interface is config-
ured to perform a function of the communications module
in the third embodiment under control of the processor.
[0139] Specifically, if the device is a terminal, the ter-
minal is CPE.
[0140] Based on a same invention idea, an eighth em-
bodiment of the present invention further provides a de-
vice. For specific implementation of the device, refer to
the descriptions about the first device in the second em-
bodiment. Repeated content is not described herein
again. As shown in FIG. 37, the device mainly includes
a processor 3701, a memory 3702, and a communica-
tions interface 3703. The communications interface 3703
is configured to receive and send data under control of
the processor 3701. The memory 3702 stores a preset
program. The processor 3701 reads the program in the
memory 3702, and performs the following process ac-
cording to the program:

instructing the communications interface to receive,
by using an NCP layer of the device, a packet trans-
mitted by an NCP layer of a second device; and
processing the packet.

[0141] The NCP layer is located at a data link layer of
a user plane, and the NCP layer of the device and the
NCP layer of the second device form a direct data ex-
change channel between the device and the second de-
vice.
[0142] The device is a terminal and the second device
is a core network device, or the device is a core network
device and the second device is a terminal.
[0143] Specifically, the processor is configured to per-
form a function of the processing module in the fourth
embodiment, and the communications interface is con-
figured to perform a function of the communications mod-
ule in the fourth embodiment under control of the proc-
essor.
[0144] In FIG. 36 and FIG. 37, the processor, the mem-
ory, and the communications interface are connected by
using a bus. A bus architecture may include any quantity
of interconnected buses and bridges, and specifically
connects together a circuit of one or more processors
represented by the processor and a circuit of a memory
represented by the memory. The bus architecture may
further connect, for example, a peripheral device or a
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voltage stabilizer to various other circuits such as a power
management circuit. These are well known in the art, and
therefore are not further described in this specification.
A bus interface provides an interface. The processor is
responsible for management of the bus architecture and
general processing, and the memory may store data that
is used by the processor to perform an operation.
[0145] In the embodiments of the present invention, a
packet is directly transferred between the terminal and
the core network by using the NCP layer, functionally
implementing direct transfer of the packet between the
terminal and the core network. In addition, different from
Scheme 1 in the background of the specification, the NCP
transmits a packet on the user plane, avoiding affecting
performance of a signaling plane and allowing carrying
a packet sequence number required for multi-connection
aggregation of the user plane. The NCP transmits the
packet at a data link layer, so that an FMC multi-connec-
tion aggregation point is implemented in the 5G core net-
work and the 5G core network can effectively implement
FMC multi-connection management.
[0146] In addition, in the embodiments of the present
invention, the NCP uses an IP option as a protocol bearer,
so that the NCP protocol header is compatible with an
existing IP system and the function can be used in dif-
ferent access network standards. In the embodiments,
the NCP uses a standard-independent protocol header
unrelated to a standard, so that the NCP can be used in
various standards, instead of being limited to a 3GPP
channel.
[0147] A person skilled in the art should understand
that the embodiments of the present invention may be
provided as a method, a system, or a computer program
product. Therefore, the present invention may use a form
of hardware only embodiments, software only embodi-
ments, or embodiments with a combination of software
and hardware. Moreover, the present invention may use
a form of a computer program product that is implement-
ed on one or more computer-usable storage mediums
(including but not limited to a disk memory, an optical
memory, and the like) that include computer-usable pro-
gram code.
[0148] The present invention is described with refer-
ence to the flowcharts and/or block diagrams of the meth-
od, the device (system), and the computer program prod-
uct according to the embodiments of the present inven-
tion. It should be understood that computer program in-
structions may be used to implement each process
and/or each block in the flowcharts and/or the block di-
agrams and a combination of a process and/or a block
in the flowcharts and/or the block diagrams. These com-
puter program instructions may be provided for a general-
purpose computer, a dedicated computer, an embedded
processor, or a processor of any other programmable
data processing device to generate a machine, so that
the instructions executed by a computer or a processor
of any other programmable data processing device gen-
erate an apparatus for implementing a specific function

in one or more processes in the flowcharts and/or in one
or more blocks in the block diagrams.
[0149] These computer program instructions may be
stored in a computer readable memory that can instruct
the computer or any other programmable data process-
ing device to work in a specific manner, so that the in-
structions stored in the computer readable memory gen-
erate an artifact that includes an instruction apparatus.
The instruction apparatus implements a specific function
in one or more processes in the flowcharts and/or in one
or more blocks in the block diagrams.
[0150] These computer program instructions may be
loaded onto a computer or another programmable data
processing device, so that a series of operations and
steps are performed on the computer or the another pro-
grammable device, thereby generating computer-imple-
mented processing. Therefore, the instructions executed
on the computer or the another programmable device
provide steps for implementing a specific function in one
or more processes in the flowcharts and/or in one or more
blocks in the block diagrams.
[0151] Obviously, a person skilled in the art can make
various modifications and variations to the present inven-
tion without departing from the spirit and scope of the
present invention. The present invention is intended to
cover these modifications and variations provided that
they fall within the scope of protection defined by the
following claims and their equivalent technologies.

Claims

1. A packet exchange method, comprising:

obtaining, by a first device, a packet by using a
Network Convergence Protocol NCP layer of the
first device; and
sending, by the first device, the packet to an NCP
layer of a second device by using the NCP layer
of the first device, wherein
the NCP layer is located at a data link layer of a
user plane, and the NCP layer of the first device
and the NCP layer of the second device form a
direct data exchange channel between the first
device and the second device; and
the first device is a terminal and the second de-
vice is a core network device, or the first device
is a core network device and the second device
is a terminal.

2. The method according to claim 1, wherein the packet
is a packet in a fixed mobile convergence FMC sce-
nario.

3. The method according to claim 1, wherein the packet
is a packet used for FMC multi-connection aggrega-
tion, a packet used for FMC multi-connection man-
agement, a packet used for private network aware-
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ness, or a packet used for private network control.

4. The method according to claim 1, wherein the NCP
layer is located at the top of the data link layer, and
located below an Internet Protocol IP layer.

5. The method according to claim 4, wherein if a Long
Term Evolution LTE protocol is used for an access
network AN between the first device and the second
device, the NCP layer is located above a Packet Data
Convergence Protocol PDCP layer;
if a digital subscriber line DSL protocol is used for
an access network AN between the first device and
the second device, the NCP layer is located above
a Point-to-Point Protocol PPP layer;
if a trusted Wireless Fidelity Wi-Fi protocol is used
for an access network between the first device and
the second device, the NCP layer is located above
a Medium Access Control MAC layer; or
if an untrusted Wireless Fidelity Wi-Fi protocol is
used for an access network between the first device
and the second device, the NCP layer is located
above an Internet Protocol Security IPSec layer.

6. The method according to any one of claims 1 to 5,
wherein a protocol header of the NCP layer is carried
by using an Internet Protocol IP option of a specified
option type; or
a protocol header of the NCP layer comprises an
NCP type and NCP data.

7. A packet exchange method, comprising:

receiving, by a first device by using a Network
Convergence Protocol NCP layer of the first de-
vice, a packet transmitted by an NCP layer of a
second device; and
processing, by the first device, the packet,
wherein
the NCP layer is located at a data link layer of a
user plane, and the NCP layer of the first device
and the NCP layer of the second device form a
direct data exchange channel between the first
device and the second device; and
the first device is a terminal and the second de-
vice is a core network device, or the first device
is a core network device and the second device
is a terminal.

8. The method according to claim 7, wherein the packet
is a packet in a fixed mobile convergence FMC sce-
nario.

9. The method according to claim 7, wherein the packet
is a packet used for FMC multi-connection aggrega-
tion, a packet used for FMC multi-connection man-
agement, a packet used for private network aware-
ness, or a packet used for private network control.

10. The method according to claim 7, wherein the NCP
layer is located at the top of the data link layer, and
located below an Internet Protocol IP layer.

11. The method according to claim 10, wherein if a Long
Term Evolution LTE protocol is used for an access
network AN between the first device and the second
device, the NCP layer is located above a Packet Data
Convergence Protocol PDCP layer;
if a digital subscriber line DSL protocol is used for
an access network AN between the first device and
the second device, the NCP layer is located above
a Point-to-Point Protocol PPP layer;
if a trusted Wireless Fidelity Wi-Fi protocol is used
for an access network AN between the first device
and the second device, the NCP layer is located
above a Medium Access Control MAC layer; or
if an untrusted Wireless Fidelity Wi-Fi protocol is
used for an access network AN between the first
device and the second device, the NCP layer is lo-
cated above an Internet Protocol Security IPSec lay-
er.

12. The method according to any one of claims 7 to 11,
wherein a protocol header of the NCP layer is carried
by using an Internet Protocol IP option of a specified
option type; or
a protocol header of the NCP layer comprises an
NCP type and NCP data.

13. A device, comprising:

a processing module, configured to obtain a
packet by using a Network Convergence Proto-
col NCP layer of the device; and
a communications module, configured to send
the packet to an NCP layer of a second device
by using the NCP layer of the device, wherein
the NCP layer is located at a data link layer of a
user plane, and the NCP layer of the device and
the NCP layer of the second device form a direct
data exchange channel between the device and
the second device; and
the device is a terminal and the second device
is a core network device, or the device is a core
network device and the second device is a ter-
minal.

14. The device according to claim 13, wherein the packet
is a packet in a fixed mobile convergence FMC sce-
nario.

15. The device according to claim 13, wherein the packet
is a packet used for FMC multi-connection aggrega-
tion, a packet used for FMC multi-connection man-
agement, a packet used for private network aware-
ness, or a packet used for private network control.
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16. The device according to claim 13, wherein the NCP
layer is located at the top of the data link layer, and
located below an Internet Protocol IP layer.

17. The device according to claim 16, wherein if a Long
Term Evolution LTE protocol is used for an access
network AN between the device and the second de-
vice, the NCP layer is located above a Packet Data
Convergence Protocol PDCP layer;
if a digital subscriber line DSL protocol is used for
an access network AN between the device and the
second device, the NCP layer is located above a
Point-to-Point Protocol PPP layer;
if a trusted Wireless Fidelity Wi-Fi protocol is used
for an access network between the device and the
second device, the NCP layer is located above a
Medium Access Control MAC layer; or
if an untrusted Wireless Fidelity Wi-Fi protocol is
used for an access network between the device and
the second device, the NCP layer is located above
an Internet Protocol Security IPSec layer.

18. The device according to any one of claims 13 to 17,
wherein a protocol header of the NCP layer is carried
by using an Internet Protocol IP option of a specified
option type; or
a protocol header of the NCP layer comprises an
NCP type and NCP data.

19. A device, comprising:

a communications module, configured to re-
ceive, by using a Network Convergence Proto-
col NCP layer of the device, a packet transmitted
by an NCP layer of a second device; and
a processing module, configured to process the
packet, wherein
the NCP layer is located at a data link layer of a
user plane, and the NCP layer of the device and
the NCP layer of the second device form a direct
data exchange channel between the device and
the second device; and
the device is a terminal and the second device
is a core network device, or the device is a core
network device and the second device is a ter-
minal.

20. The device according to claim 19, wherein the packet
is a packet in a fixed mobile convergence FMC sce-
nario.

21. The device according to claim 19, wherein the packet
is a packet used for FMC multi-connection aggrega-
tion, a packet used for FMC multi-connection man-
agement, a packet used for private network aware-
ness, or a packet used for private network control.

22. The device according to claim 19, wherein the NCP

layer is located at the top of the data link layer, and
located below an Internet Protocol IP layer.

23. The device according to claim 19, wherein if a Long
Term Evolution LTE protocol is used for an access
network AN between the device and the second de-
vice, the NCP layer is located above a Packet Data
Convergence Protocol PDCP layer;
if a digital subscriber line DSL protocol is used for
an access network AN between the device and the
second device, the NCP layer is located above a
Point-to-Point Protocol PPP layer;
if a trusted Wireless Fidelity Wi-Fi protocol is used
for an access network AN between the device and
the second device, the NCP layer is located above
a Medium Access Control MAC layer; or
if an untrusted Wireless Fidelity Wi-Fi protocol is
used for an access network AN between the device
and the second device, the NCP layer is located
above an Internet Protocol Security IPSec layer.

24. The device according to any one of claims 19 to 23,
wherein a protocol header of the NCP layer is carried
by using an Internet Protocol IP option of a specified
option type; or
a protocol header of the NCP layer comprises an
NCP type and NCP data.
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