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Description

RELATED APPLICATIONS

[0001] This application claims priority to U.S. Provi-
sional Application No. 61/663,266, filed June 22, 2012
and U.S. Non-provisional Application No. 13/923,756,
filed June 21, 2013, both entitled "Systems, Methods and
Apparatuses for Securing Root Certificates," the con-
tents of both applications are incorporated herein by ref-
erence in their entireties.

FIELD OF THE DISCLOSURE

[0002] The systems, methods and apparatuses de-
scribed herein relate to data security. More particularly,
they relate to securely replacing root certificates within
electronic devices such as computers, laptops, smart
phones, game consoles, televisions, tablets, etc.

BACKGROUND

[0003] Digital certificates and the public key infrastruc-
ture (PKI) are well-known mechanisms for electronically
authenticating individuals. In the PKI, each entity has a
unique, asymmetric key pair, comprising a public key and
a private key. A certificate authority (CA) issues a digital
certificate, listing the entity’s identity credentials (e.g.,
name and organization) and the entity’s public key, bind-
ing the entity’s identity to his public key. The entity may
then encrypt all (or a hash) of its outgoing message with
its private key, and may distribute its digital certificate
along with the encrypted message. The message recip-
ient can decrypt the encrypted message using the send-
er’s public key, allowing the recipient to confirm that (i)
the sender has access to the corresponding private key,
and therefore (ii) the sender is the individual identified in
the digital certificate.
[0004] However, it is also known that digital certificates
can be forged. Thus, usually, when a CA issues a new
digital certificate, the CA will digitally sign the certificate
using one of its own private keys. The CA will then pub-
licize its own digital certificate, identifying itself and the
corresponding public key. This will allow a message re-
cipient to confirm that the sender’s digital certificate was
issued by the CA. The digital certificate has become more
difficult to forge (because it required use of the CA’s pri-
vate key) and becomes more trustworthy.
[0005] It may be, however, that the purported CA is not
trustworthy. (For example, a malicious user may have
created his or her own "CA" for the purpose of signing
digital certificates.) As a result, it may be desirable for
the CA’s digital certificate to be signed by yet another
CA. This chain may continue all the way back to a "root
certificate" at the top of the hierarchy, which, preferably,
has been issued by a well-known and trusted CA. Com-
mon root certificate-holding CAs are VeriSign, Entrust,
Comodo and GlobalSign.

[0006] In the field of information security, systems that
rely on root private keys and root certificates are very
common. Ultimately, the trustworthiness of the chain is
dependent on the trustworthiness of this root certificate.
Two well-known issues related to such systems are (1)
the secure storage of root private keys, and (2) the pop-
ulation of root certificates within the systems that require
them for authentication.
[0007] Usually, the root certificate is made trustworthy
by some mechanism other than a digital certificate, such
as by secure physical distribution. For example, some of
the most well-known root certificates are embedded in
hardware or software at the time the hardware is manu-
factured or software is installed (for example, root web
certificates are normally embedded into Internet brows-
ers).
European Patent Application EP 1 143 658 A1 discloses
a method of authenticating data transmitted in a digital
transmission system, in which the method comprises the
steps of, prior to transmission, of determining at least two
encrypted values for at least some of the data, each en-
crypted value being determined using a key of a respec-
tive encryption algorithm, and outputting said at least two
encrypted values with said data.
[0008] This method for distributing root certificates re-
lies on security which is external to the system and the
previously stored root certificates themselves, which has
its drawbacks. In particular, if such a root certificate (or
the private key corresponding to the root certificate) is
compromised, there is no secure way of updating it within
the device; rather, it must be performed by some mech-
anism that is external to the system. For example, a sys-
tem administrator might be required to download a new
browser from a supposedly secure source. Moreover,
once compromised, this root certificate cannot be used
to verify the integrity and authenticity of a message con-
taining a new root certificate to be used. As a result, the
device essentially becomes unable to verify the identity
of any senders from which it receives a message. De-
pending on the context, this may render the device itself
useless.
[0009] What is needed are systems, methods and de-
vices for securely making new root certificates available
to electronic devices after a root certificate currently in
effect becomes compromised.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010]

Figure 1 is a block diagram of an exemplary system
according to the present disclosure.
Figure 2 shows an exemplary certificate replace-
ment message and the contents of an exemplary
certificate management unit.
Figures 3A-3C show exemplary processes by which
an active certificate may be replaced within an elec-
tronic device.
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Figure 4 shows an exemplary process by which mul-
tiple certificates may be replaced within an electronic
device.
Figure 5 shows two exemplary certificate replace-
ment messages and the contents of an exemplary
certificate management unit.
Figure 6 shows an exemplary process by which mul-
tiple certificates may be replaced within an electronic
device.
Figure 7 shows an exemplary self-revocation note,
a dormant certificate revocation message and the
contents of an exemplary certificate management
unit.
Figure 8 shows an exemplary process by which a
dormant certificate may be revoked within an elec-
tronic device.
Figure 9 shows an exemplary new certificate mes-
sage and the contents of an exemplary certificate
management unit.
Figure 10 shows an exemplary process by which a
new certificate may be added to an electronic device.

DETAILED DESCRIPTION

[0011] Certain illustrative aspects of the systems, ap-
paratuses, and methods according to the present inven-
tion are described herein in connection with the following
description and the accompanying figures. These as-
pects are indicative, however, of but a few of the various
ways in which the principles of the invention may be em-
ployed and the present invention is intended to include
all such aspects and their equivalents. Other advantages
and novel features of the invention may become apparent
from the following detailed description when considered
in conjunction with the figures.
[0012] In the following detailed description, numerous
specific details are set forth in order to provide a thorough
understanding of the invention. In other instances, well
known structures, interfaces, and processes have not
been shown in detail in order not to unnecessarily ob-
scure the invention. However, it will be apparent to one
of ordinary skill in the art that those specific details dis-
closed herein need not be used to practice the invention
and do not represent a limitation on the scope of the
invention, except as recited in the claims. It is intended
that no part of this specification be construed to effect a
disavowal of any part of the full scope of the invention.
Although certain embodiments of the present disclosure
are described, these embodiments likewise are not in-
tended to limit the full scope of the invention.
[0013] The invention disclosed herein provides sys-
tems, methods and apparatuses for the secure replace-
ment of root certificates within electronic devices such
as computers, laptops, smart phones, game consoles,
televisions, tablets, etc. Figure 1 shows an exemplary
electronic device 120 according to the present disclo-
sure.
[0014] As shown on Figure 1, the electronic device 120

may communicate with one or more remote electronic
devices or servers 180 via a communications channel
105 coupled to the device 120. For example, a smart
phone may be capable of transmitting and receiving e-
mail via Internet mail servers. This communications
channel may be any suitable mechanism for transferring
data, whether online (e.g., Internet) or offline (e.g., using
a USB connection or a flash drive).
[0015] Also as shown on Figure 1, the electronic device
120 may be connected via the communications channel
105 to one or more certificate authorities (CAs) 100. As
will be described in greater detail below, the CA 100 may
be configured to transmit information regarding its root
certificates to electronic devices 120 via the communi-
cations channel 105. It will be understood that there may
be one or more intermediate servers 110 between the
CA 100 and an electronic device 120.
[0016] To implement the functionality described here-
in, the electronic device 120 may execute certain appli-
cations or functions requiring the authentication of a dig-
ital certificate (by use of a stored root certificate) in the
performance of certain activities. In the foregoing exam-
ple, the smart phone may authenticate and as necessary
decrypt any e-mails, which include a digital certificate,
received via the communications channel 105. It will be
understood that e-mail is merely one exemplary use for
root certificates; many other uses for root certificates ex-
ist, both related to activities which directly serve the
needs of a user (such as authenticating e-mails or web
pages), as well as activities which serve purposes inter-
nal to the electronic device 120 (such as, for example,
secure time keeping).
[0017] As shown on Figure 1, the electronic device 120
may contain one or more dedicated certificate manage-
ment units 166. The certificate management unit 166 may
comprise both root certificate storage 141 and associated
certificate attribute storage 142. (These certificate at-
tributes are discussed in greater detail below.) In certain
embodiments, the certificate storage 141 may be imple-
mented as read-only, non-volatile memory, while the at-
tribute storage 142 may be implemented as read/write,
non-volatile memory. In embodiments wherein the elec-
tronic device 120 is configured to communicate with mul-
tiple CAs, it may be preferable to configure the certificate
management unit 166 such that the root certificates of
each of CA 100 are saved and managed separately.
[0018] An electronic device 120 according to the
present disclosure may further comprise a supervisor
160. The supervisor may be used to enforce certain op-
erational rules of the electronic device 120 so as to pro-
vide certain security guarantees to the end-user. It may
be configured to: (1) identify which root certificate, of the
root certificates pre-stored within the certificate manage-
ment unit 166, is currently in use; (2) validate one or more
digital certificates, e.g., as may be attached to a received
message, using the currently operational root certifi-
cate(s); and (3) update one or more root certificate at-
tributes. Each of these functions are described in greater
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detail herein. In some embodiments, as described in
more detail below, certificate storage 141 may be imple-
mented as a read-write, non-volatile memory, and the
supervisor 160 may be additionally configured to update
one or more root certificates.
[0019] The supervisor 160 may be implemented in
hardware and/or software within the electronic device
120, provided that in any implementation, the integrity of
the supervisor 160 is maintained by the selected imple-
mentation. For example, tamper-resistant and/or tamper-
detection techniques may be used for this purpose. Also,
if the electronic device 120 implements the option to load
and execute third-party code, measures should be taken
to ensure that any such third-party code is not capable
of affecting or learning the state of the supervisor 160.
[0020] The supervisor 160 and/or electronic device
120 may also (alternatively, or in addition to being
tamper-resistant) incorporate one or more tamper-detec-
tion techniques. For example, several tamper-resistant
methods for protecting cryptographic processors are al-
ready known and have been described in the art. In some
of these embodiments, the electronic device 120 may be
configured to execute one or more possible responses
if it detects that the chip’s integrity has been compro-
mised, and/or if it detects penetration of the device’s en-
closure. These responses may vary from erasing sensi-
tive data to the physical destruction of all or part of the
electronic device 120.
[0021] In certain embodiments, the electronic device
120 may further comprise one or more cryptographic en-
gines 121, which may be used by the supervisor 160,
among other things, in support of digital certificate veri-
fication. These cryptographic engines 121 may be con-
figured to implement one or more cryptographic algo-
rithms, such as AES or RSA. The cryptographic engine
121 may receive data from the supervisor 160 for en-
cryption or decryption, and may provide the resulting ci-
phertext (or plaintext, as appropriate) back to the super-
visor 160. For example, this cryptographic capability may
be used in the verification of digital signatures. In other
embodiments, the supervisor 160 may be configured to
perform some or all of the functionality of the cryptograph-
ic engine 121, and a separate cryptographic engine 121
may not be required.
[0022] As shown on Figure 1, the electronic device 120
may be connected via the communications link 105 to
one or more CAs 100. According to the present disclo-
sure, each certificate authority 100 may have a set 101
of at least two root private keys 102. For each root private
key 102, the CA may have a corresponding root digital
certificate (containing the appropriate corresponding
public key).
[0023] Each root private key also may have an asso-
ciated status attribute named, for example, "active," "dor-
mant," or "revoked." In such an embodiment, a root pri-
vate key 102 having an "active" status may be used by
the CA 100 for signing data, such as digital certificates.
Root private keys 102 having "dormant" status may be

considered not currently available for use by the CA 100,
but eligible for use in the future. Dormant keys may be
securely stored by the CA 100 to prevent their loss or
disclosure to unauthorized third parties. In addition, for
security reasons, once a root private key 102 has been
selected to be active, it may be preferable to ensure that
it cannot be misidentified as dormant. Finally, root private
keys 102 having a "revoked" status may be entirely un-
available for use by the CA 100. For example, revoked
status may be used to identify any keys which have been
compromised.
[0024] In one embodiment according to the present
disclosure, each CA 100 may have a set 101 of at least
five (5) root private keys 102. It will be understood that
while having fewer root private keys 102 is within the
scope of the present disclosure, it may reduce the sys-
tem’s resistance to certain kind of attacks.
[0025] When an electronic device 120 is manufac-
tured, at least two root digital certificates (corresponding
to all or a subset of the set 101 of root private keys 102)
may be stored within certificate storage 141 for each CA
100. In addition, one or more attributes associated with
each root certificate may be stored within attribute stor-
age 142. For example, the root certificate corresponding
to the root private key 102 that is currently in use by the
CA 100 may be designated as active, and all other root
certificates may be identified as dormant. After manufac-
turing, the supervisor 160 of the electronic device 120
may be configured to use only active certificates for in-
coming message signature verification.
[0026] It will be understood that once root certificates
have been stored in the certificate storage 141 (e.g., dur-
ing device 120 manufacturing), these certificates are like-
ly to remain in certificate storage 141 during the lifetime
of the device -- which may be years. For example, many
electronic devices 120 such as television sets or com-
puters are only replaced once every few years, and some
may be used for a decade or even more. During this
lengthy time period, a malicious user of an electronic de-
vice 120 may be able to access one or more of the root
certificate public keys stored within the device 120, and
attempt to use the root certificate to derive the corre-
sponding private key, which may lead to the complete
compromise of the whole system. Therefore, it may be
preferable in certain embodiments to select the method
of encryption for the entire certificate system such that
during a correspondent time period it would be statisti-
cally impossible for a malicious user to find (for example,
using a brute force attack) the private key that corre-
sponds to the public key of any root certificate stored in
the device. For example, it is currently believed that a
certain key length (for example, 2048 bits or greater) of
the Rivest-Shamir-Adleman (RSA) encryption method
may satisfy this property.
[0027] Encryption method and key length notwith-
standing, from time to time, a CA 100 may determine that
a private key may need to be invalidated. For example,
this may happen if the key has been compromised, or as
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a result of a key expiration policy. In such cases, the CA
100 may need to replace a private root key with another
existing private root key or to revoke a private key. In
cases wherein the CA 100 has replaced or revoked a
private key, it may further wish to add one or more new
private keys to the system. Systems, methods and ap-
paratuses for each such operation are provided in the
following description.
[0028] Figures 2-6 illustrate exemplary processes and
corresponding data structures by which a private root
key, and the corresponding root public key and/or root
certificate, may be replaced by another private root key
and its corresponding root public key and/or certificate.
[0029] In a first embodiment, the CA 100 may revoke
a currently active private key and may replace it with a
dormant private key (within its key set 101), which may
become the new active key. This new active private key
may be used to sign digital certificates and perform other
root key-based activities, and the corresponding root cer-
tificate may be used to verify these digital signatures. In
such a case, the CA 100 may send a certificate replace-
ment message to one or more electronic devices 120,
which may contain information regarding the root certif-
icate to be replaced, and may further contain information
regarding a replacement root certificate to be activated.
[0030] Figure 2 shows an exemplary certificate re-
placement message 200 and the contents of an exem-
plary certificate management unit 166. Figures 3A-3C
show exemplary processes by which a currently active
certificate may be replaced in an electronic device 120
upon replacement of the corresponding private root key
101 by a CA 100. For the purposes of explanation, the
processes described with respect to Figures 3A-3C will
reference the values of the certificate replacement mes-
sage 200 and certificate management unit 166 shown on
Figure 2. It will be understood, however, that these values
are merely exemplary and the methods described are
intended to work with any appropriate values.
[0031] Figure 2 shows a certificate management unit
166 having three root certificates stored within certificate
storage 141: root certificates A, B and C. The attribute
storage 142 has the status of root certificate A listed as
active, and the status of root certificates B and C as dor-
mant.
[0032] At step 310 (Figure 3A), the supervisor 160 may
receive a message 200 (Figure 2) from the CA 100 or
via one or more intermediate servers, e.g., server 110,
and may determine, based on the message type 201,
that the message is a certificate replacement message
200 and should be handled accordingly. This message
type 201 may be any data suitable for indicating that this
is a replacement message 200. For example, as shown
on Figure 2, the message type 201 may be the string
"Certificate Replacement." In other embodiments, the
message type 201 may be an integer which uniquely
identifies the message 200 as a replacement message.
[0033] As shown on Figure 2, in addition to its message
type 201 field, the replacement message 200 may further

comprise information describing the certificate to be re-
voked, and the replacement certificate. Revoked certifi-
cate identifier 210 may be used to identify the root cer-
tificate in certificate storage 141 whose corresponding
root private key has been invalidated by the CA 100. In
the example shown on Figure 2, the revoked certificate
identifier 210 identifies root certificate A as the root cer-
tificate to be revoked. Replacement certificate identifier
215 may be used to identify the root certificate in certifi-
cate storage 141 whose corresponding root key has been
activated by the CA 100. On Figure 2, the replacement
certificate identifier 215 identifies root certificate B as the
root certificate which should be activated.
[0034] Steps 320-340 (Figure 3A), each of which will
be described in greater detail below, may be used to ver-
ify the authenticity of the replacement message 200. For
example, in certain embodiments, before the replace-
ment message 200 is sent to the electronic device 120,
the CA 100 may digitally sign the replacement message
200 using two or more ("N") different private "signing"
keys (which are a subset of the set 101 of private root
keys 102). As will be discussed in greater detail below,
this use of digital signatures may prevent the unauthor-
ized invalidation and/or replacement of the currently ac-
tive root certificate. Depending on the embodiment, the
actual number N of signing keys may vary (e.g., one em-
bodiment might have the message 200 signed by five
keys, while in another embodiment the message 200 may
have been signed only by two keys), although within any
given embodiment this number N should remain constant
(and may not exceed the overall size of the set 101 of
root private keys 102).
[0035] For example, in one exemplary embodiment,
each device 120 may be able to store up to five keys, but
N may be only two. In another exemplary embodiment,
each device 120 may be able to store seven keys, and
N may be only two. In yet another exemplary embodi-
ment, each device 120 may be able to store seven keys,
and N may be equal three.
[0036] In certain embodiments, the N signing keys are
selected from only the subset of keys within the set 101
of root private keys 102 which are dormant; in other
words, the invalidated (active) private key may not be
used to sign the replacement message 200. In other em-
bodiments, one of these N signing keys may be the (ac-
tive) root private key 102 being invalidated.
[0037] Additionally, the N signing keys may be required
to include the replacement root private key; in other
words, the N signing keys may be required to include the
private key which corresponds to the digital certificate
(already stored within certificate storage 141) that should
be used by the supervisor 160 of the electronic device
120 as the new active certificate. (It will be understood
that, in embodiments wherein the N signing keys include
the private key being revoked, the replacement root pri-
vate key should not be the private key being revoked,
such that the new, active certificate is different from the
old, revoked certificate.)
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[0038] In the exemplary embodiment shown on Figure
2, the body of the replacement message 200 (i.e., the
revoked certificate identifier 210 and the replacement
certificate identifier 215) may be signed by two signing
keys, such that the replacement message 200 includes
two digital signatures, "Signature 1" 230 and "Signature
2" 231. As shown on Figure 2, Signature 1 230 was cre-
ated using the root private key associated with certificate
B and Signature 2 231 was created using the root private
key associated with certificate C. In certain embodi-
ments, it may be desirable to have one signature cover
the other signature, e.g., Signature 2 231 may cover all
of the revoked certificate identifier 210, the replacement
certificate identifier 215 and Signature 1 230 as signed
fields; in other embodiments, Signature 1 230 and Sig-
nature 2 231 may be independent. It is to be recognized,
however, that additional components of the replacement
message 200 may optionally also be similarly signed.
[0039] In certain embodiments the replacement mes-
sage 200 may further comprise one or more fields iden-
tifying certificates which might be used to validate the N
signatures. For example, the replacement message 200
may include fields identifying a subset of the certificates
associated with the set of root private keys 101 and pre-
viously stored within the certificate storage 141. These
certificate identifiers may be used to provide the super-
visor 160 some idea of which certificates it should try, as
described in further detail below, for the purpose of val-
idating the N signatures. As shown on Figure 2, for ex-
ample, certificate identifier fields 220 and 221 identify
certificates B and C as certificates which should be tried
for the purpose of verifying Signature 1 230 and Signature
2 231, respectively. This can improve the efficiency of
the system, because rather than the supervisor 160 trying
to validate each signature (e.g., Signature 1 230) using
each certificate in certificate storage 141, it only needs
to try using the specific certificates identified (using the
certificate identifiers, e.g., 220) in the replacement mes-
sage 200.
[0040] At step 320 (Figure 3A), the supervisor 160 may
verify that the received replacement message 200 has
all N signatures. For example, as shown on Figure 2, the
replacement message has two signatures, as expected.
[0041] At step 323 (Figure 3A), the supervisor 160 may
verify that those N signatures can be verified using the
corresponding digital certificates previously stored (e.g.,
at the time of manufacturing) within the certificate storage
141. For example, as shown on Figure 2, the two signa-
tures 230, 231 can be verified using stored root certifi-
cates B and C. Thus, it will be understood that, because
each replacement message 200 is signed using N private
keys from the set 101 of root private keys 102, in order
to invalidate any root certificate stored within the elec-
tronic device 120, an attacker must have at least N private
keys. In embodiments wherein the replacement mes-
sage 200 includes certificate identifier fields, e.g., 220
and 221 as shown on Figure 2, the supervisor 160 may
use those identifiers to reduce the number of certificates

tried to validate the two signatures 230, 231.
[0042] At step 326 (Figure 3A), the supervisor 160 may
verify that the corresponding digital certificates located
in certificate storage 141 have not been marked as re-
voked within the corresponding attribute storage 142. In
the foregoing example, neither of root certificates B or C,
as shown on Figure 2, have been marked as revoked
within attribute storage 141.
[0043] In some embodiments, it may be preferable to
further ensure that the N signatures 230, 231 may be
verified only by digital certificates (located within storage
141) specifically identified as dormant. In the foregoing
example, both root certificates B and C are shown as
dormant within attribute storage 141.
[0044] At step 330 (Figure 3A), the supervisor 160 may
confirm that the replacement certificate identifier 215 ref-
erences a certificate already stored within the certificate
storage 141, and at step 335 may further verify that any
such certificate’s status attribute (as stored within at-
tribute storage 142) is dormant. In the example shown
on Figure 2, the replacement certificate identifier 215 ref-
erences root certificate B, which is shown as present in
certificate storage 141, and which is shown as having a
status of dormant within attribute storage 142.
[0045] At step 340 (Figure 3A), the supervisor 160 may
verify that the replacement certificate identified by the
replacement certificate identifier 215, i.e., the new active
root certificate, corresponds to one of the N signatures
(e.g., 230 or 231 on Figure 2) of the message 200. In the
example shown on Figure 2, the replacement certificate
identified by the replacement certificate identifier 215 is
root certificate B. It corresponds to Signature 1, shown
as 230 on Figure 2.
[0046] If any of the verifications performed at any of
steps 320-340 fails, the supervisor 160 may not perform
any additional replacement operations but, may, in some
embodiments, at step 350, attempt to notify (directly or
indirectly via one or more additional servers) the CA 100
of a policy violation. Such a notification may include, for
example, the replacement message 200 received by the
electronic device 120 and any other appropriate informa-
tion, such as the specific reason why the method failed.
Otherwise, if all verifications performed at steps 320-340
pass successfully, the supervisor 160 may proceed to
processing the certificate replacement.
[0047] Figures 3B and 3C show different methods for
invalidating the certificate associated with the revoked
root private key and replacing it with the new, active cer-
tificate. In the embodiment shown with respect to Figure
3B, at step 360, the supervisor 160 may determine wheth-
er the currently active certificate should be revoked. This
may be determined, for example, by comparing the re-
voked certificate identifier 210 to the certificate identifier
of the current active certificate. For example, on Figure
2, the revoked certificate identifier 210 lists root certificate
A as the certificate to be revoked. Attribute storage 142
shows the status of root certificate A as active.
[0048] If the two identifiers match, the method may pro-
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ceed to step 365 (Figure 3B) and the supervisor 160 may
update the status of the current certificate as revoked
(e.g., within attribute storage 142). Thus, in the example
shown on Figure 2, the status of root certificate A should
be updated within attribute storage 142 to revoked. If the
two identifiers do not match -- i.e., the certificate being
revoked by the CA 100 is not the same as the active
certificate within the electronic device 120 -- then at step
367 the supervisor 160 may update the status of the cur-
rently active certificate as dormant.
[0049] At step 370 (Figure 3B), the supervisor 160 may
update the status of the certificate referenced by replace-
ment certificate identifier 215 (e.g., within attribute stor-
age 142) as active, and at step 375, the supervisor 160
may begin using the new active root certificate for any
certificate verification. In the example shown on Figure
2, root certificate B is identified by the replacement cer-
tificate identifier 215; as a result, its status within attribute
storage 142 should be updated to active.
[0050] In another embodiment, the certificate associ-
ated with the revoked root private key may be invalidated
and replaced as shown on Figure 3C. Many of the steps
described with respect to Figure 3C are analogous to
steps described with respect to 3B.
[0051] In the method described in Figure 3C, after step
340 of Figure 3A, at step 380, the supervisor 160 may
determine whether the currently active certificate should
be revoked. This may be determined, for example, by
comparing the revoked certificate identifier 210 to the
certificate identifier of the current active certificate. For
example, on Figure 2, the revoked certificate identifier
210 lists root certificate A as the certificate to be revoked.
Attribute storage 142 shows the status of root certificate
A as active.
[0052] If the two identifiers match, the method may pro-
ceed to step 382 and the supervisor 160 may update the
status of the current certificate as revoked (e.g., within
attribute storage 142). Thus, in the example shown on
Figure 2, the status of root certificate A should be updated
within attribute storage 142 to revoked.
[0053] At step 384 (Figure 3C), the supervisor 160 may
update the status of the certificate referenced by replace-
ment certificate identifier 215 (e.g., within attribute stor-
age 142) as active, and at step 386, the supervisor 160
may begin using the new active root certificate for any
certificate verification. In the example shown on Figure
2, root certificate B is identified by the replacement cer-
tificate identifier 215; as a result, its status within attribute
storage 142 should be updated to active.
[0054] If, however, at step 380, the revoked certificate
identifier 210 and the certificate identifier of the current
active certificate do not match -- i.e., the certificate being
revoked by the CA 100 is not the same as the active
certificate within the electronic device 120 -- then the su-
pervisor 160 may not perform any replacement opera-
tions but, in some embodiments, may, at step 390, at-
tempt to notify (directly or indirectly via one or more ad-
ditional servers) the CA 100 of the inconsistency of the

replacement message 200 with the present status of cer-
tificates within the electronic device 120. This notification
may include the present replacement message 200 as
well as the immediately preceding replacement message
200 based on which the last active certificate received
its status (to the extent that such an immediately preced-
ing replacement message may exists).
[0055] The exemplary method described with respect
to Figures 3A-3C showed how a single private root key
102 may be replaced according to the present disclosure.
Thus, if only one private root key 102 has been compro-
mised -- assuming that the CA 100 knows with specificity
which private root key 102 has been compromised -- the
CA 100 may execute the replacement procedure de-
scribed with respect to Figures 3A-3C. However, as will
be described below, this method may be modified to re-
place multiple root certificates.
[0056] Figure 4 shows an exemplary private root key
replacement procedure for two root certificates, wherein
one of the keys to be replaced is the active certificate. It
will be understood, however, that the method described
herein may be used for any number of certificates. As in
the methods described with respect to Figures 3A-3C,
the method described with respect to Figure 4 assumes
that the CA 100 knows with specificity which two private
root keys must be replaced. Figure 5 (analogous to Figure
2) shows the contents of an exemplary certificate man-
agement unit 166 and the values of two certificate re-
placement messages. For the purposes of explanation,
the processes described with respect to Figure 4 will ref-
erence the values of the certificate replacement messag-
es and certificate management unit 166 shown on Figure
5. It will be understood, however, that these values are
merely exemplary and the methods described are intend-
ed to work with any appropriate values.
[0057] As shown on Figure 5, an exemplary certificate
management unit 166 has five root certificates stored
within certificate storage 141: root certificates A, B, C, D
and E. The attribute storage 142 has the status of root
certificate A listed as active, and the status of root certif-
icates B, C, D and E as dormant. Root private keys cor-
responding to root certificates A and B are known by the
CA 100 to be compromised.
[0058] At step 405, the CA 100 may create a first re-
placement message 500 invalidating the presently active
certificate (i.e., the certificate corresponding to one of the
two private root keys to be replaced) and replacing it with
the certificate corresponding to the second compromised
root key. This first replacement message 500 may be
signed by the second compromised key and a third, non-
compromised key. Thus, in the example shown on Figure
5, root certificate A is the presently active certificate within
the certificate management unit 166 and should be re-
placed by root certificate B. The first replacement mes-
sage 500 has been signed by the root private keys cor-
responding to certificate B (compromised) and certificate
C (non-compromised).
[0059] At step 410, the CA 100 may create a second
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replacement message 510 invalidating the presently ac-
tive certificate (which, as described below, will be the
replacement certificate identified in the first replacement
message 500) and replacing it with a certificate corre-
sponding to a non-compromised key. This second re-
placement message 510 may be signed by two non-com-
promised keys. Thus, in the example shown on Figure
5, root certificate B is considered the presently active
certificate and should be replaced by root certificate C.
The second replacement message 510 has been signed
by the private root keys corresponding to certificates C
and D (both non-compromised).
[0060] It is noted that, in embodiments wherein one of
the signatures of a replacement message may be created
using the currently active private key, then the first cer-
tificate may be replaced using both of the compromised
keys and the second certificate may be replaced using
one of the compromised keys and a second, non-com-
promised key.
[0061] As shown on Figure 5, each replacement mes-
sage 500, 510 may possess some of the same fields as
the replacement message 200 described with respect to
Figure 2, with the addition of three additional fields: a
previous-message-required flag 540, 560, a next-mes-
sage-required flag 541, 561, and a hash of the next mes-
sage 551, 571. These fields may be used to enforce the
integrity of replacement messages used to replace sev-
eral certificates in a single process.
[0062] In one exemplary embodiment, the first replace-
ment message 500 may set the next-message-required
flag 541 to require a second, subsequent message, e.g.,
the second replacement message 510. (It will be under-
stood that the value of this flag 541 may be anything
suitable, including boolean values such as yes/no, 1/0,
etc.) Accordingly, the first replacement message 500
may also include in field 551 a hash of the second re-
placement message 510. This hash may be a hash of
the entire second replacement message 510, with or
without its signature. As this is the first replacement mes-
sage in the chain, the previous-message-required flag
540 may be set to indicate that no previous messages
are required.
[0063] Similarly, the second replacement message
510 may be created such that the previous-message-
required flag 560 is set to require a previous message,
e.g., the first replacement message 500. The next-mes-
sage-required flag 561 may be set to indicate that no
subsequent messages are required, and the correspond-
ing value of field 571 may be set to any value.
[0064] It will be understood that, in such an exemplary
embodiment, it may be necessary to calculate any req-
uisite hashes and signatures in a particular order. For
example, it may be necessary to calculate the hash and
signature for the last message in the message chain first,
then for the penultimate message in the message chain,
and so on.
[0065] It will further be understood that the foregoing
description shown with respect to Figure 5 is merely ex-

emplary, and that the same effect may be achieved, for
example, by using a hash of the previous message in-
stead of a hash of the next message. In such embodi-
ments, it may be preferable to calculate hashes and sig-
natures starting with the first message and concluding
with the last message in the message chain.
[0066] At step 415 (Figure 4), the CA 100 may send
the first replacement message 500 to the electronic de-
vice 120, and at step 420, the CA 100 may send the
second replacement message 510 to the electronic de-
vice 120. Based on the message types of each message
500, 510, the supervisor 160 will be able to determine
that these are certificate replacement messages, and
proceed accordingly.
[0067] At step 425, the supervisor 160 may determine
whether the conditions set by the flags in each of the two
replacement messages (e.g., 540, 541, 560 and 561)
have been met. For example, the supervisor 160, noting
that the first replacement message 500 has the next-
message-required flag 541 set to require to a subsequent
message, may confirm that (i) it did receive a second
replacement message 510, and (ii) the hash of the sec-
ond replacement message 510 has the same value as
the value received in data field 551 of the first replace-
ment message 500.
[0068] Similarly, noting that the second replacement
message 510 has the previous-message-required flag
540 set to require a previous message, the supervisor
160 may confirm that it received a first replacement mes-
sage 500.
[0069] If all the conditions set by the flags have been
met at step 425, at step 430, the supervisor 160 may
process the first replacement message 500 (e.g., as de-
scribed with respect to Figures 3A-3C, above), and at
step 435, the supervisor 160 may process the second
replacement message 510. In the example shown on Fig-
ure 5, upon completion of step 435, both certificates A
and B have been replaced, and certificate C is the pres-
ently active certificate.
[0070] In embodiments using this structure, the se-
quence of messages effectively forms a "message chain"
(not to be confused with a traditional "certificate chain").
In certain embodiments, it may be desirable to process
these messages atomically, wherein messages are
linked together to ensure that they cannot be processed
separately. Rather, either an entire chain of messages
may be processed together, or, if, for some reason, one
message in the chain is invalid, none of the messages
are processed. In this sense, each message chain can
be considered atomic, or indivisible, for processing, and
the electronic device 120 cannot be left in an intermediate
state. Either (i) the state of the root public keys should
be changed so as to give effect to all messages in the
chain, or (ii) the state of the root public keys should not
change at all.
[0071] In other embodiments, it may be desirable to
use a second type of atomic message processing, such
that if one of the messages in the message chain is invalid
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(i.e., the validity conditions described above are not sat-
isfied), the invalid message in message chain is skipped.
Those messages which are valid are used to form a sec-
ond (temporary) message chain, comprising the valid
messages in the original chain, and in the same order,
but without the invalid messages. Then this second tem-
porary message chain is processed atomically, as de-
scribed above. This logic may be useful in some scenar-
ios, such as, for example, if different existing devices 120
have different states (which may happen, for example,
as a result of certain attacks on a system which has mul-
tiple devices 120). This second type of atomic processing
may be used to apply the same chain to bring devices
120 -- which are in different, invalid states -- to a single
valid state.
[0072] Such an exemplary scenario may be as follows:
An attacker may have control of two dormant keys D1
and D2, and may issue two sets of messages using these
dormant keys: (a) to some devices 120, the attacker may
issue messages replacing the active key A with dormant
key D1, and (b) to other devices 120, the attacker may
issue messages replacing the active key A with dormant
key D2. Accordingly, some devices 120 will have key D1
as active, and others will have key D2 as active. To rem-
edy this situation, if keys C1 and C2 are still not compro-
mised, the following message chain may be issued by
the CA to all devices: (a) "replace D1 with C1" (signed
with C1 and C2), and (b) "replace D2 with C1" (signed
with C1 and C2). If processed as described above, using
this second type of atomic processing, in devices where
D1 was the active key, part (b) of the message chain will
be skipped; in devices where D2 was the active key, part
(a) of the message chain will be skipped. As a result, all
devices will be brought to the same valid state (with C1
being the active key) regardless of whether a specific
device has D1 or D2 as an active key.
[0073] The method described with respect to Figure 4
assumed that one of the two compromised private root
keys corresponded to the then-active certificate within
the electronic device 120. Figure 6 shows an exemplary
method by which certificates may be replaced when the
two compromised private keys 102 correspond to dor-
mant certificates within the electronic device 120. As in
Figure 4, Figure 6 shows an exemplary private root key
replacement procedure for two root certificates; however,
it will be understood that the method described therein
may be used for any number of certificates.
[0074] At step 605, the CA 100 may create a first re-
placement message invalidating the presently active cer-
tificate (which does not correspond to one of the two pri-
vate root keys to be replaced) and replacing it with the
certificate corresponding to the first compromised root
key. This first replacement message may be signed by
the first and second compromised keys.
[0075] At step 610, the CA 100 may create a second
replacement message invalidating the presently active
certificate (which is the replacement certificate corre-
sponding to the first compromised key and identified in

the first replacement message) and replacing it with a
certificate corresponding to the second compromised
key. This second replacement message may be signed
by the second compromised key and one non-compro-
mised key.
[0076] At step 615, the CA 100 may create a third re-
placement message invalidating the presently active cer-
tificate (which is the replacement certificate correspond-
ing to the second compromised key and identified in the
second replacement message) and replacing it with a
certificate corresponding to a non-compromised key.
This third replacement message may be signed by two
non-compromised keys.
[0077] As in Figure 4, these three replacement mes-
sages should make a sequence; as a result, each re-
placement message should have its previous-message-
required and next-message-required flags (and next-
message hash, where applicable) set accordingly.
[0078] At step 620, the CA 100 may send the first re-
placement message to the electronic device 120, at step
625, the CA 100 may send the second replacement mes-
sage to the electronic device 120, and at step 630, the
CA 100 may send the third replacement message to the
electronic device.
[0079] At step 635, upon determining that each of
these messages are replacement messages, the super-
visor 160 may determine whether the conditions set by
the flags in each of the three replacement messages have
been met. For example, the supervisor 160, noting that
the first replacement message has the next-message-
required flag set to require to a subsequent message,
may confirm that (i) it did receive a second replacement
message, and (ii) the hash of the second replacement
message has the same value as the value received in
the hash data field of the first replacement message. This
same procedure may be performed for the second and
third replacement messages.
[0080] If all the conditions set by the flags have been
met at step 635, at step 640, the supervisor 160 may
process the first replacement message (e.g., as de-
scribed with respect to Figures 3A-3C, above), at step
645, the supervisor 160 may process the second replace-
ment message, and at step 650, the supervisor 160 may
process the third replacement message. At the end of
step 650, three keys will have been replaced (the active
key and the two compromised, dormant keys), and a non-
compromised key will have been activated.
[0081] The methods and data structures described
with respect to Figures 2-6 showed how one or more
certificates may be replaced. In the exemplary method
shown with respect to Figure 6, in which two dormant
certificates are replaced, however, in the course of inval-
idating the two dormant keys, the then-current active key
was also revoked. Accordingly, in certain embodiments,
it may be preferable to perform one or more procedures
which simply revoke (without replacement of) a single
private root key.
[0082] It will be understood that it may be desirable to

15 16 



EP 2 864 924 B1

10

5

10

15

20

25

30

35

40

45

50

55

restrict the use of the revocation procedures described
herein to only dormant root keys; i.e., it may not be de-
sirable to use a revocation procedure with respect to an
active root key. If a revocation procedure were to be used
with respect to an active root key -- without a subsequent
replacement of the revoked key -- systems using these
certificates would have no active key to use for certificate
verifications.
[0083] In one embodiment, the system may be config-
ured to process a dormant certificate revocation based
on one or more "self-revocation notes," which may be
any type of self-authenticating message suitable for iden-
tifying a private root key 102 which should be revoked.
A self-revocation note can be prepared by a CA 100 in
advance of performing any revocation operations. For
example, in certain embodiments, a self-revocation note
may be prepared immediately following the production
of a root private key. Although self-revocation notes 700
may be prepared by the CA 100 in advance, it may be
desirable to store these notes 700 separately from the
keys 101 themselves so as to reduce the possibility of a
simultaneous loss of both a key 102 and the correspond-
ing self-revocation note 700. In certain embodiments,
each self-revocation note may be stored as securely as
its corresponding private root key is stored.
[0084] Figure 7 shows an exemplary self-revocation
note 700, a corresponding dormant certificate revocation
message 710, and the contents of an exemplary certifi-
cate management unit 166. Figure 8 shows an exemplary
process by which a dormant certificate may be replaced
in an electronic device 120 upon revocation of the cor-
responding private root key 101 by a CA 100. For the
purposes of explanation, the process described with re-
spect to Figure 8 will reference the values of the self-
revocation note 700, dormant certificate revocation mes-
sage 710 and certificate management unit 166 shown on
Figure 7. It will be understood, however, that these values
are merely exemplary and the methods described are
intended to work with any appropriate values.
[0085] As shown on Figure 7, a self-revocation note
700 may have three fields: (1) a note type 702, which
may be any suitable data used to indicate that this is a
self-revocation note 700 (such as the string "Self-Revo-
cation", as shown on Figure 7); (2) a revoked certificate
identifier 704, which may identify the certificate corre-
sponding to the dormant root private key 102 to be re-
voked; and (3) a self-revocation note digital signature
706, which may be a digital signature encompassing both
the note type 702 and the revoked certificate identifier
704, created using the private root key 102 correspond-
ing to the revoked certificate identifier 704. For example,
in the exemplary embodiment shown on Figure 7, certif-
icate B is to be revoked, and the self-revocation note 700
includes a digital signature created using the root private
key corresponding to certificate B.
[0086] Figure 7 also shows an exemplary dormant key
revocation message 710 which may be used in conjunc-
tion with a self-revocation note 700. As shown on Figure

7, this dormant key revocation message may comprise:
(1) message type 701, which may be any suitable data
used to indicate that this is a revocation message 710;
(2) a self-revocation note 700, identifying the certificate
corresponding to the dormant key to be revoked; and (3)
two digital signatures, "Signature 1" 730 and "Signature
2" 731, signing the dormant key revocation message 710.
Although the foregoing example describes the use of two
digital signatures, it will be understood that the invention
is not limited to two signatures, and that in some embod-
iments the number of signatures can be different, such
as one, or three or more.
[0087] In one embodiment, it may be desirable to sign
the dormant key revocation message 710 using two dor-
mant keys. In another embodiment, one of the signing
keys may be a currently active key. For example, in the
exemplary embodiment shown on Figure 7, certificate B
is to be revoked, and the dormant key revocation mes-
sage 710 has been signed by the currently active key
(i.e., the root private key 102 corresponding to certificate
A) and a dormant key (i.e., the root private key 102 cor-
responding to certificate C).
[0088] In some embodiments, instead of using the self-
revocation note 700 to identify the certificate to be re-
voked, the dormant key revocation message 710 may
comprise a revoked dormant certificate identifier (not
shown). In such embodiments, the dormant key revoca-
tion message 710 should be accompanied by the self-
revocation note 700 that corresponds to the certificate
being revoked.
[0089] It will be understood that, for the purpose of the
presently described exemplary embodiment, there is no
"replacement certificate identifier" (as described with re-
spect to Figure 2), because there is no need to replace
the currently active certificate; only a dormant, i.e., un-
used, certificate is being revoked.
[0090] Figure 8 shows an exemplary process by which
a currently dormant certificate may be revoked in an elec-
tronic device 120 upon revocation of the corresponding
private root key 101 by a CA 100. Again, it will be under-
stood that, for the purpose of the presently described
exemplary method, there is no need to replace the cur-
rently active certificate, as only a dormant certificate is
being revoked.
[0091] At step 810, the supervisor 160 may receive a
dormant certificate revocation message 710 and an as-
sociated self-revocation note 700 (Figure 7). This mes-
sage may be sent to the supervisor 160 directly by the
CA 100 or via one or more intermediate servers, e.g.,
server 110, and may be identified as a dormant certificate
revocation message 710 based on the message type
701.
[0092] Steps 820-835, each of which will be described
in greater detail below, may be used to verify the authen-
ticity of the dormant certificate revocation message 710
and the associated self-revocation note 700.
[0093] At step 820, the supervisor 160 may verify the
digital signatures received within the dormant certificate
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revocation message, e.g., Signature 1 730 and Signature
2 731. This may include a number of sub-steps, including
verifying that the dormant certificate revocation message
710 includes the correct number of signatures and that
the signing keys were not previously revoked, as de-
scribed, for example, with respect to steps 320-326
shown on Figure 3.
[0094] In embodiments requiring all digital signatures
in the dormant certificate revocation message to be
signed by dormant keys, at step 825, the supervisor 160
may verify that all digital signatures in the dormant cer-
tificate revocation message were actually signed by dor-
mant keys.
[0095] At step 830, the supervisor 160 may verify that
it has received a legitimate self-revocation note 700. This
may include verifying that the note type 702 describes
the received data as a self revocation note 700, and may
further include verifying that the digital signature 706
(within the self-revocation note 700) and the stored cer-
tificate corresponding to the private root key identified by
revoked dormant certificate identifier 704 match, i.e., that
the self-revocation note 700 was actually digitally signed
by the key to be revoked.
[0096] At step 835, the supervisor 160 may confirm
that the certificate corresponding to the identified key is
dormant.
[0097] If any of the verifications performed at any of
steps 820-835 fail, the supervisor 160 may not perform
any additional revocation operations but, may, at step
850, attempt to notify (directly or indirectly via one or more
additional servers) the CA 100 of a policy violation. Such
a notification may include, for example, the dormant cer-
tificate revocation message 710 and the self-revocation
note 700 received by the electronic device 120 and any
other appropriate information, such as the specific rea-
son why the method failed. Otherwise, if all verifications
performed at steps 820-835 pass successfully, at step
840, the supervisor 160 may change the status of the
identified certificate to revoked.
[0098] It will be understood that, even if a private root
key 102 is stolen (e.g., such that the key 102 is in the
possession of an attacker, but not in the possession of
the CA) or destroyed, so long as its self-revocation note
700 remains in the possession of the respective CA 100,
this self-revocation note 700 can be used to revoke the
corresponding digital certificate. Additionally, even if an
attacker has two keys, the attacker cannot revoke any
other dormant keys without a self-revocation note for that
other key.
[0099] The foregoing description with respect to Fig-
ures 7 and 8 described a process by which a single dor-
mant key can be directly revoked using a self-revocation
note 700. However, it may be desirable, in certain cir-
cumstances, to use self-revocation notes 700 to revoke
multiple dormant keys. In certain embodiments, the
method shown with respect to Figure 8 might simply be
repeated for each dormant key to be revoked. In other
embodiments, it may be preferable to use a variant on

the method described with respect to Figure 6, wherein
each dormant key revocation message 710 may further
comprise next-message-required, previous-message-
required , and next-message-hash fields, e.g., as de-
scribed with respect to Figure 5.
[0100] Since the revocation of keys will reduce the
number of remaining valid keys, in some embodiments
it may be desirable to provide a mechanism by which a
new root private key can be added into the system, and
a corresponding certificate can be uploaded into the elec-
tronic device 120. It will be understood that, in such em-
bodiments, the certificate storage 141 may need to be
writeable (i.e., not read-only).
[0101] Figure 9 shows an exemplary new certificate
message 900 and the contents of an exemplary certifi-
cate management unit 166. Figure 10 shows an exem-
plary process by which a new certificate may be added
to an electronic device 120 upon creation of a new private
root key 101 by a CA 100. For the purposes of explana-
tion, the process described with respect to Figure 10 will
reference the values of the new certificate message 900
and certificate management unit 166 shown on Figure 9.
It will be understood, however, that these values are
merely exemplary and the methods described are intend-
ed to work with any appropriate values.
[0102] As shown on Figure 9, a new certificate mes-
sage 900 may have four or more fields: (1) message type
901, which may be any suitable data used to indicate that
this is a revocation message 900; (2) a new certificate
identifier 902, which may identify the new certificate cor-
responding to the new root private key 102; (3) the new
certificate (or root public key) 904; and (4) one or more
digital signatures, wherein one or more existing private
root keys 102 may be used to digitally sign the new cer-
tificate identifier 902 and new certificate 904. For exam-
ple, to enhance the overall security of the system, in one
exemplary embodiment it may be preferable to digitally
sign the new certificate identifier 902 and the new certif-
icate 904 with all of the remaining, unrevoked keys
(whether active or dormant).
In the exemplary embodiment shown on Figure 9, certif-
icate A has been revoked, and the new certificate mes-
sage 900, identifying the new certificate as certificate D,
has been signed by the two remaining root private keys
corresponding to certificates B and C (shown as Signa-
ture 1 930 and Signature 2 931, respectively).
[0103] Since the capacity of the certificate manage-
ment unit 166 may be limited, in certain embodiments,
at least one key in the certificate management unit 166
should have a "revoked" status, so that when a new cer-
tificate message 900 is received, the new certificate 904
will be stored in place of a previously revoked key. To
ensure this property, in some such embodiments, the
new certificate message 900 may be sent immediately
following a certificate replacement or revocation mes-
sage.
[0104] Figure 10 shows an exemplary process by
which a new certificate may be added to an electronic
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device 120 following generation of a new private root key
101 by a CA 100.
[0105] At step 1010, the supervisor 160 may receive
a new certificate message 900 (Figure 9). This message
may be sent directly to the supervisor 160 by the CA 100
or via one or more intermediate servers, e.g., server 110,
and may be identified as a new certificate message 900
by the message type 901.
[0106] Steps 1020-1040, each of which will be de-
scribed in greater detail below, may be used to verify the
authenticity of the new certificate message 900.
[0107] At step 1020, the supervisor 160 may verify the
digital signatures received within the new certificate mes-
sage, e.g., Signature 1 930 and Signature 2 931. This
may include a number of sub-steps, including verifying
that the new certificate message 900 included the correct
number of signatures (e.g., all -- not just a subset of --
non-revoked keys) and that the signing keys were not
previously revoked, as described, for example, with re-
spect to steps 320-326 shown on Figure 3. For example,
in the embodiment shown on Figure 9, the supervisor
160 may confirm that (i) the new certificate message 900
was digitally signed using root private keys 102 corre-
sponding to both certificate B and certificate C, and that
(ii) it was not signed using the root private key 102 cor-
responding to certificate A (which had previously been
revoked, as shown in field 142).
[0108] At step 1030, the supervisor 160 may verify that
the newly received digital certificate 904 has not previ-
ously been stored within the certificate management unit
166.
[0109] At step 1040, the supervisor 160 may confirm
that a new certificate can be added to the certificate man-
agement unit 166. For example, in certain embodiments,
the certificate management unit 166 may confirm that it
has at least one "revoked" certificate that can be replaced
by a new one.
[0110] If any of the verifications performed at any of
steps 1020-1040 fail, the supervisor 160 may not perform
any additional updates but, may, in some embodiments,
at step 1060, attempt to notify (directly or indirectly via
one or more additional servers) the CA 100 of a policy
violation. Such a notification may include, for example,
the new certificate message 900 and any other appro-
priate information, such as the specific reason why the
method failed. Otherwise, if all verifications performed at
steps 1020-1040 pass successfully, at step 1050, the
supervisor 160 may add the new certificate to the certif-
icate management unit 166 with a status of "dormant".
[0111] From time to time it may be the case that a root
private key 102 is accidentally (or otherwise) destroyed.
If the destroyed key is a dormant key, the CA 100 may
just never make that key active. If, however, it is an active
key which has been destroyed (or stolen), the device 120
can still be restored to a manageable state because the
methods described herein do not require the use of the
active key for its revocation. For example, using the meth-
od described with respect to Figures 3A-3C, the CA 100

may select a new private root key 102 to activate, and
may send a message to all electronic devices 120 to re-
voke and replace the active certificate wherein the mes-
sage has been digitally signed by, for example, the new
key and one or more dormant keys. In other words, the
active key that is lost and is being replaced is not neces-
sary to revoke the corresponding certificate.
[0112] It should be understood that while the foregoing
discussion assumed a single active key, the present dis-
closure also contemplates the use of multiple active keys.
In these embodiments, several signatures may be need-
ed to make a certificate issued by root keys valid. Active
keys in these embodiments may be handled as described
above.
[0113] While specific embodiments and applications
of the present invention have been illustrated and de-
scribed, it is to be understood that the invention is not
limited to the precise configuration and components dis-
closed herein. The terms, descriptions and figures used
herein are set forth by way of illustration only and are not
meant as limitations. Various modifications, changes,
and variations which will be apparent to those skilled in
the art may be made in the arrangement, operation, and
details of the apparatuses, methods and systems of the
present invention disclosed herein without departing
from the spirit and scope of the invention. By way of non-
limiting example, it will be understood that the block di-
agrams included herein are intended to show a selected
subset of the components of each apparatus and system,
and each pictured apparatus and system may include
other components which are not shown on the drawings.
Additionally, those with ordinary skill in the art will recog-
nize that certain steps and functionalities described here-
in may be omitted or re-ordered without detracting from
the scope or performance of the embodiments described
herein.
[0114] The various illustrative logical blocks, modules,
circuits, and algorithm steps described in connection with
the embodiments disclosed herein may be implemented
as electronic hardware, computer software, or combina-
tions of both. To illustrate this interchangeability of hard-
ware and software, various illustrative components,
blocks, modules, circuits, and steps have been described
above generally in terms of their functionality. Whether
such functionality is implemented as hardware or soft-
ware depends upon the particular application and design
constraints imposed on the overall system. The de-
scribed functionality can be implemented in varying ways
for each particular applicationsuch as by using any com-
bination of microprocessors, microcontrollers, field pro-
grammable gate arrays (FPGAs), application specific in-
tegrated circuits (ASICs), and/or System on a Chip
(SoC)--but such implementation decisions should not be
interpreted as causing a departure from the scope of the
present invention.
[0115] The steps of a method or algorithm described
in connection with the embodiments disclosed herein
may be embodied directly in hardware, in a software mod-
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ule executed by a processor, or in a combination of the
two. A software module may reside in RAM memory, flash
memory, ROM memory, EPROM memory, EEPROM
memory, registers, hard disk, a removable disk, a CD-
ROM, or any other form of storage medium known in the
art.
[0116] The methods disclosed herein comprise one or
more steps or actions for achieving the described meth-
od. The method steps and/or actions may be inter-
changed with one another without departing from the
scope of the present invention. In other words, unless a
specific order of steps or actions is required for proper
operation of the embodiment, the order of specific steps
and/or actions may be modified without departing from
the scope of the present invention, within the scope of
protection conferred by the accompanying claims.

Claims

1. An apparatus, comprising:

- a non-volatile storage storing a plurality of root
certificates, wherein at least one root certificate
of the plurality of root certificates having an at-
tribute of being active and at least another root
certificate of the plurality of root certificates hav-
ing an attribute of being dormant;
- a supervisor configured to:

- receive a message identifying one of the
plurality of root certificates stored in the non-
volatile storage to be revoked;
- verify the message being signed by at least
two private keys corresponding to two root
certificates stored in the non-volatile stor-
age and that at least one of the at least two
private keys used to sign the message cor-
responds to root certificates stored in the
non-volatile storage having an attribute of
being dormant; and
- revoke the root certificate identified in the
message.

2. The apparatus of claim 1, wherein the message is a
replacement message that identifies a first root cer-
tificate to be revoked and a second root certificate
to be activated.

3. The apparatus of claim 2, wherein the two root cer-
tificates used to verify the two private key signatures
are the second root certificate and a third root cer-
tificate not having been revoked, or
wherein the two root certificates used to verify the
two private key signatures are the first and second
root certificates, or
wherein at least one root certificate of the plurality
of root certificates having an attribute of being active

and another root certificate of the plurality of root
certificates having an attribute of being dormant.

4. The apparatus of claim 2, wherein the replacement
message is one replacement message in a chain of
replacement messages that each identifies a root
certificate to be revoked and another root certificate
to be activated, and each replacement message in
the chain includes a first field identifying whether a
previous message is required, and a second field
identifying whether a next message is required.

5. The apparatus of claim 1, wherein the message is a
dormant certificate revocation message that in-
cludes a self revocation note, the self revocation note
contains an identifier of a root certificate to be re-
voked and a signature signed by a private key cor-
responding to the identified root certificate to be re-
voked.

6. The apparatus of claim 1, wherein the non-volatile
storage has a read-only space to store the plurality
of root certificates and a writable space to store as-
sociated attributes, or
wherein the non-volatile storage has a writable
space to store the plurality of root certificates.

7. A computer-implemented method, comprising:

- storing, in a non-volatile storage of an appara-
tus, a plurality of root certificates, wherein at
least one root certificate of the plurality of root
certificates having an attribute of being active
and at least another root certificate of the plu-
rality of root certificates having an attribute of
being dormant;
- receiving a message identifying one of the plu-
rality of root certificates stored in the non-volatile
storage to be revoked;
- verifying the message being signed by at least
two private keys corresponding to two root cer-
tificates stored in the non-volatile storage and
that at least one of the at least two private keys
used to sign the message corresponds to root
certificates stored in the non-volatile storage
having an attribute of being dormant; and
- revoking the root certificate identified in the
message.

8. The computer-implemented method of claim 7,
wherein the message is a replacement message that
identifies a first root certificate to be revoked and a
second root certificate to be activated.

9. The computer-implemented method of claim 8,
wherein the two root certificates used to verify the
two private key signatures are the second root cer-
tificate and a third root certificate not having been

23 24 



EP 2 864 924 B1

14

5

10

15

20

25

30

35

40

45

50

55

revoked, or wherein the two root certificates used to
verify the two private key signatures are the first and
second root certificates, or
wherein at least one root certificate of the plurality
of root certificates having an attribute of being active
and another root certificate of the plurality of root
certificates having an attribute of being dormant.

10. The computer-implemented method of claim 8,
wherein the replacement message is one replace-
ment message in a chain of replacement messages
that each identifies a root certificate to be revoked
and another root certificate to be activated, and each
replacement message in the chain includes a first
field identifying whether a previous message is re-
quired, a second field identifying whether a next mes-
sage is required.

11. The computer-implemented method of claim 7,
wherein the message is a dormant certificate revo-
cation message that includes a self revocation note,
the self revocation note contains an identifier of a
root certificate to be revoked and a signature signed
by a private key corresponding to the identified root
certificate to be revoked.

12. The computer-implemented method of claim 7, fur-
ther comprising:

- receiving a new certificate message that in-
cludes a new certificate identifier, a new certifi-
cate and one or more digital signatures;
- verifying the one or more digital signatures
signing the new certificate message being gen-
erated by private keys corresponding to root cer-
tificates stored in the non-volatile storage; and
- adding the new certificate to the non-volatile
storage.

13. A computer-implemented method, comprising:

- determining, at a certificate authority, a first
private key needs to be revoked;
- generating a message that identifies a first root
certificate to be revoked at a client device, the
first root certificate corresponding to the first pri-
vate key;
- signing the message by at least two private
keys corresponding to two root certificates
stored at the client device and that at least one
of the at least two private keys used to sign the
message corresponds to root certificates stored
in the non-volatile storage having an attribute of
being dormant; and
- sending the signed message to the client de-
vice.

14. The computer-implemented method of claim 13,

wherein the message is a replacement message that
identifies a second root certificate to be activated,
the second root certificate corresponds to a second
private key at the certificate authority.

15. The computer-implemented method of claim 14,
wherein the replacement message is one replace-
ment message in a chain of replacement messages
that each identifies a root certificate to be revoked
and another root certificate to be activated, and each
replacement message in the chain includes a first
field identifying whether a previous message is re-
quired, a second field identifying whether a next mes-
sage is required.

Patentansprüche

1. Vorrichtung, mit:

- einem nicht-flüchtigen Speicher, in dem eine
Mehrzahl von Stamm-Zertifikaten gespeichert
ist, wobei mindestens ein Stamm-Zertifikat der
Mehrzahl von Stamm-Zertifikaten ein Attribut als
aktiv hat und wobei mindestens ein anderes
Stamm-Zertifikat der Mehrzahl von Stamm-Zer-
tifikaten ein Attribut als inaktiv hat;
- einem Überwachungsmittel, das konfiguriert
ist, um:

- eine Nachricht zu empfangen, die eines
der Mehrzahl von Stamm-Zertifikaten iden-
tifiziert, die in dem nicht-flüchtigen Speicher
gespeichert sind, um widerrufen zu werden;
- um die Nachricht zu verifizieren, die durch
mindestens zwei private Schlüssel signiert
ist, die zwei Stamm-Zertifikaten entspre-
chen, die in dem nicht-flüchtigen Speicher
gespeichert sind, und dass mindestens ei-
ner der mindestens zwei privaten Schlüs-
sel, die verwendet werden, um die Nach-
richt zu signieren, Stamm-Zertifikaten, die
in dem nicht-flüchtigen Speicher gespei-
chert sind, entspricht, die ein Attribut als in-
aktiv haben; und
- das Stamm-Zertifikat zu widerrufen, das
in der Nachricht identifiziert ist.

2. Vorrichtung nach Anspruch 1, wobei die Nachricht
eine Ersatz-Nachricht ist, die ein erstes Stamm-Zer-
tifikat, das widerrufen werden soll, und ein zweites
Stamm-Zertifikat identifiziert, das aktiviert werden
soll.

3. Vorrichtung nach Anspruch 2, wobei die beiden
Stamm-Zertifikate, die verwendet werden, um die
beiden privaten Schlüsselsignaturen zu verifizieren,
das zweite Stamm-Zertifikat und ein drittes Stamm-
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Zertifikat sind, das nicht widerrufen wurde, oder
wobei die beiden Stamm-Zertifikate, die verwendet
werden, um die beiden privaten Schlüsselsignaturen
zu verifizieren, das erste und zweite Stamm-Zertifi-
kat sind, oder
wobei mindestens ein Stamm-Zertifikat der Mehr-
zahl von Stamm-Zertifikaten ein Attribut als aktiv hat
und ein anderes Stamm-Zertifikat der Mehrzahl von
Stamm-Zertifikaten ein Attribut als inaktiv hat.

4. Vorrichtung nach Anspruch 2, wobei die Ersatz-
Nachricht eine Ersatz-Nachricht in einer Reihe von
Ersatz-Nachrichten ist, die jede ein Stamm-Zertifi-
kat, das widerrufen werden soll, und ein anderes
Stamm-Zertifikat identifiziert, das aktiviert werden
soll, und jede Ersatz-Nachricht in der Reihe ein ers-
tes Feld, das identifiziert, ob eine vorherige Nach-
richt erforderlich ist, und ein zweites Feld enthält,
das identifiziert, ob ist eine nachfolgende Nachricht
erforderlich ist.

5. Vorrichtung nach Anspruch 1, wobei die Nachricht
eine inaktive Zertifikat-Widerrufs-Nachricht ist, die
einen Selbst-Widerrufs-Hinweis enthält, wobei der
Selbst-Widerrufs-Hinweis einen Identifizierer eines
Stamm-Zertifikats, das widerrufen werden soll, und
eine Signatur enthält, die durch einen privaten
Schlüssel signiert ist, der dem identifizierten Stamm-
Zertifikat entspricht, das widerrufen werden soll.

6. Vorrichtung nach Anspruch 1, wobei der nicht-flüch-
tige Speicher einen Nur-Lese-Bereich, um die Mehr-
zahl von Stamm-Zertifikaten zu speichern, und einen
beschreibbaren Bereich enthält, um zugeordnete At-
tribute zu speichern, oder
wobei der nicht-flüchtige Speicher einen beschreib-
baren Bereich enthält, um die Mehrzahl von Stamm-
Zertifikaten zu speichern.

7. Computer-implementiertes Verfahren, mit:

- Speichern, in einem nicht-flüchtigen Speicher
einer Vorrichtung, einer Mehrzahl von Stamm-
Zertifikaten, wobei mindestens ein Stamm-Zer-
tifikat der Mehrzahl von Stamm-Zertifikaten ein
Attribut als aktiv hat und mindestens ein anderes
Stamm-Zertifikat der Mehrzahl von Stamm-Zer-
tifikaten ein Attribut als inaktiv hat;
- Empfangen einer Nachricht, die eines der
Mehrzahl von Stamm-Zertifikaten identifiziert,
die in dem nicht-flüchtigen Speicher gespeichert
sind, um widerrufen zu werden;
- Verifizieren der Nachricht, die durch mindes-
tens zwei private Schlüssel signiert ist, die zwei
Stamm-Zertifikaten entsprechen, die in dem
nicht-flüchtigen Speicher gespeichert sind, und
dass mindestens einer der mindestens zwei pri-
vaten Schlüssel, die verwendet werden, um die

Nachricht zu signieren, Stamm-Zertifikaten, die
in dem nicht-flüchtigen Speicher gespeichert
sind, entspricht, die ein Attribut als inaktiv ha-
ben; und
- Widerrufen des Stamm-Zertifikats, das in der
Nachricht identifiziert ist.

8. Computer-implementiertes Verfahren nach An-
spruch 7, wobei die Nachricht eine Ersatz-Nachricht
ist, die ein erstes Stamm-Zertifikat, das widerrufen
werden soll, und ein zweites Stamm-Zertifikat iden-
tifiziert, das aktiviert werden soll.

9. Computer-implementiertes Verfahren nach An-
spruch 8, wobei die beiden Stamm-Zertifikate, die
verwendet werden, um die beide privaten Schlüssel-
signaturen zu verifizieren, das zweite Stamm-Zerti-
fikat und ein drittes Stamm-Zertifikat sind, das nicht
widerrufen wurde, oder
wobei die beiden Stamm-Zertifikate, die verwendet
werden, um die beiden privaten Schlüsselsignaturen
zu verifizieren, das erste und zweite Stamm-Zertifi-
kat sind, oder
wobei mindestens ein Stamm-Zertifikat der Mehr-
zahl von Stamm-Zertifikaten ein Attribut als aktiv hat
und ein anderes Stamm-Zertifikat der Mehrzahl von
Stamm-Zertifikaten ein Attribut als inaktiv hat.

10. Computer-implementiertes Verfahren nach An-
spruch 8, wobei die Ersatz-Nachricht eine Ersatz-
Nachricht in einer Reihe von Ersatz-Nachrichten ist,
das jede ein Stamm-Zertifikat, das widerrufen wer-
den soll, und eine anderes Stamm-Zertifikat identi-
fiziert, das aktiviert werden soll, und jede Ersatz-
Nachricht in der Reihe ein erstes Feld, das identifi-
ziert, ob eine vorherige Nachricht erforderlich ist, und
ein zweites Feld enthält, das identifiziert, ob eine
nachfolgende Nachricht erforderlich ist.

11. Computer-implementiertes Verfahren nach An-
spruch 7, wobei die Nachricht eine inaktive Zertifikat-
Widerrufs-Nachricht ist, die einen Selbst-Widerrufs-
Hinweis enthält, wobei der Selbst-Widerrufs-Hin-
weis einen Identifizierer eines Stamm-Zertifikats,
das widerrufen werden soll, und eine Signatur ent-
hält, die durch einen privaten Schlüssel signiert ist,
der dem identifizierten Stamm-Zertifikat entspricht,
das widerrufen werden soll.

12. Computer-implementiertes Verfahren nach An-
spruch 7, außerdem mit:

- Empfangen einer neuen Zertifikat-Nachricht,
die einen neuen Zertifikat-Identifizierer, ein neu-
es Zertifikat sowie eine oder mehrere digitale
Signaturen enthält;
- Verifizieren der einen oder mehreren digitalen
Signaturen, die die neue Zertifikat-Nachricht si-
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gnieren, durch private Schlüsseln erzeugt sind,
die Stamm-Zertifikaten entsprechen, die in dem
nicht-flüchtigen Speicher gespeichert sind; und
- Hinzufügen des neuen Zertifikats in den nicht-
flüchtigen Speicher.

13. Computer-implementiertes Verfahren, mit:

- Bestimmen, bei einer Zertifikat-Instanz, eines
ersten privaten Schlüssels, der widerrufen wer-
den soll;
- Erzeugen einer Nachricht, die ein erstes
Stamm-Zertifikat identifiziert, das widerrufen
werden soll, bei einem Kunden-Gerät, wobei
das erste Stamm-Zertifikat dem ersten privaten
Schlüssel entspricht;
- Signieren der Nachricht durch mindestens
zwei private Schlüssel, die zwei Stamm-Zertifi-
katen entsprechen, die in dem Kunden-Gerät
gespeichert sind, und dass mindestens einer
der mindestens zwei privaten Schlüssel, die ver-
wendet werden, um die Nachricht zu signieren,
Stamm-Zertifikaten, die in dem nicht-flüchtigen
Speicher gespeichert sind, entspricht, die ein At-
tribut als inaktiv haben; und
- Senden der signierten Nachricht an das Kun-
den-Gerät.

14. Computer-implementiertes Verfahren nach An-
spruch 13, wobei die Nachricht eine Ersatz-Nach-
richt ist, die ein zweites Stamm-Zertifikat identifiziert,
das aktiviert werden soll, wobei das zweite Stamm-
Zertifikat einem zweiten privaten Schlüssel an der
Zertifikat-Instanz entspricht.

15. Computer-implementiertes Verfahren nach An-
spruch 14, wobei die Ersatz-Nachricht eine Ersatz-
Nachricht in einer Reihe von Ersatz-Nachrichten ist,
die jede ein Stamm-Zertifikat, das widerrufen wer-
den soll, und ein anderes Stamm-Zertifikat identifi-
ziert, das aktiviert werden soll, und jede Ersatz-
Nachricht in der Reihe ein erstes Feld, das identifi-
ziert, ob eine vorherige Nachricht erforderlich ist, ein
zweites Feld enthält, das identifiziert, ob eine nach-
folgende Nachricht erforderlich ist.

Revendications

1. Appareil, comprenant :

- une mémoire non volatile stockant une pluralité
de certificats racines, au moins un certificat ra-
cine de la pluralité de certificats racines ayant
comme attribut d’être actif et au moins un autre
certificat racine de la pluralité de certificats ra-
cines ayant comme attribut d’être dormant ;
- un superviseur configuré pour :

- recevoir un message identifiant un certifi-
cat racine, parmi la pluralité de certificats
racines stockés dans la mémoire non vola-
tile, devant être révoqué ;
- vérifier que le message est signé par au
moins deux clés privées correspondant à
deux certificats racines stockés dans la mé-
moire non volatile et qu’au moins une des
au moins deux clés privées utilisées pour
signer le message correspond à des certi-
ficats racines stockés dans la mémoire non
volatile ayant comme attribut d’être
dormants ; et
- révoquer le certificat racine identifié dans
le message.

2. Appareil selon la revendication 1, dans lequel le
message est un message de remplacement qui iden-
tifie un premier certificat racine devant être révoqué
et un deuxième certificat racine devant être activé.

3. Appareil selon la revendication 2,
dans lequel les deux certificats racines utilisés pour
vérifier les deux signatures par clé privée sont le
deuxième certificat racine et un troisième certificat
racine qui n’a pas été révoqué, ou
dans lequel les deux certificats racines utilisés pour
vérifier les deux signatures par clé privée sont les
premier et deuxième certificats racines, ou
dans lequel au moins un certificat racine de la plu-
ralité de certificats racines a comme attribut d’être
actif et un autre certificat racine de la pluralité de
certificats racines a comme attribut d’être dormant.

4. Appareil selon la revendication 2, dans lequel le
message de remplacement est un certain message
de remplacement dans une chaîne de messages de
remplacement qui identifient chacun un certificat ra-
cine devant être révoqué et un autre certificat racine
devant être activé, et chaque message de rempla-
cement dans la chaîne comprend un premier champ
identifiant si un message précédent est requis, et un
deuxième champ identifiant si un message suivant
est requis.

5. Appareil selon la revendication 1, dans lequel le
message est un message de révocation de certificat
dormant qui comprend une note d’auto-révocation,
la note d’auto-révocation contenant un identifiant
d’un certificat racine devant être révoqué et une si-
gnature signée par une clé privée correspondant au
certificat racine identifié devant être révoqué.

6. Appareil selon la revendication 1, dans lequel :

la mémoire non volatile comporte un espace en
lecture seule pour stocker la pluralité de certifi-
cats racines et un espace inscriptible pour stoc-

29 30 



EP 2 864 924 B1

17

5

10

15

20

25

30

35

40

45

50

55

ker des attributs associés, ou
dans lequel la mémoire non volatile comporte
un espace inscriptible pour stocker la pluralité
de certificats racines.

7. Procédé mis en oeuvre par ordinateur, consistant à :

- stocker, dans une mémoire non volatile d’un
appareil, une pluralité de certificats racines, au
moins un certificat racine de la pluralité de cer-
tificats racines ayant comme attribut d’être actif
et au moins un autre certificat racine de la plu-
ralité de certificats racines ayant comme attribut
d’être dormant ;
- recevoir un message identifiant un certificat
racine, parmi la pluralité de certificats racines
stockés dans la mémoire non volatile, devant
être révoqué ;
- vérifier que le message est signé par au moins
deux clés privées correspondant à deux certifi-
cats racines stockés dans la mémoire non vo-
latile et qu’au moins une des au moins deux clés
privées utilisées pour signer le message corres-
pond à des certificats racines stockés dans la
mémoire non volatile ayant comme attribut
d’être dormants ; et
- révoquer le certificat racine identifié dans le
message.

8. Procédé mis en oeuvre par ordinateur selon la re-
vendication 7, dans lequel le message est un mes-
sage de remplacement qui identifie un premier cer-
tificat racine devant être révoqué et un deuxième
certificat racine devant être activé.

9. Procédé mis en oeuvre par ordinateur selon la re-
vendication 8,
dans lequel les deux certificats racines utilisés pour
vérifier les deux signatures par clé privée sont le
deuxième certificat racine et un troisième certificat
racine qui n’a pas été révoqué, ou
dans lequel les deux certificats racines utilisés pour
vérifier les deux signatures par clé privée sont les
premier et deuxième certificats racines, ou
dans lequel au moins un certificat racine de la plu-
ralité de certificats racines a comme attribut d’être
actif et un autre certificat racine de la pluralité de
certificats racines a comme attribut d’être dormant.

10. Procédé mis en oeuvre par ordinateur selon la re-
vendication 8, dans lequel le message de remplace-
ment est un certain message de remplacement dans
une chaîne de messages de remplacement qui iden-
tifient chacun un certificat racine devant être révoqué
et un autre certificat racine devant être activé, et cha-
que message de remplacement dans la chaîne com-
prend un premier champ identifiant si un message
précédent est requis, et un deuxième champ identi-

fiant si un message suivant est requis.

11. Procédé mis en oeuvre par ordinateur selon la re-
vendication 7, dans lequel le message est un mes-
sage de révocation de certificat dormant qui com-
prend une note d’auto-révocation, la note d’auto-ré-
vocation contenant un identifiant d’un certificat raci-
ne devant être révoqué et une signature signée par
une clé privée correspondant au certificat racine
identifié devant être révoqué.

12. Procédé mis en oeuvre par ordinateur selon la re-
vendication 7, consistant en outre à :

- recevoir un message de nouveau certificat qui
comprend un identifiant de nouveau certificat,
un nouveau certificat et une ou plusieurs signa-
tures numériques ;
- vérifier que la ou les signatures numériques
signant le message de nouveau certificat sont
générées par des clés privées correspondant à
des certificats racines stockés dans la mémoire
non volatile ; et
- ajouter le nouveau certificat à la mémoire non
volatile.

13. Procédé mis en oeuvre par ordinateur, consistant à :

- déterminer, au niveau d’une autorité de certi-
fication, qu’une première clé privée doit être
révoquée ;
- générer un message qui identifie un premier
certificat racine devant être révoqué au niveau
d’un dispositif client, le premier certificat racine
correspondant à la première clé privée ;
- signer le message par au moins deux clés pri-
vées correspondant aux deux certificats racines
stockés au niveau du dispositif client, au moins
une des au moins deux clés privées utilisées
pour signer le message correspondant à des
certificats racines stockés dans la mémoire non
volatile ayant comme attribut d’être dormants ;
et
- envoyer le message signé au dispositif client.

14. Procédé mis en oeuvre par ordinateur selon la re-
vendication 13, dans lequel le message est un mes-
sage de remplacement qui identifie un deuxième cer-
tificat racine devant être activé, le deuxième certificat
racine correspondant à une deuxième clé privée au
niveau de l’autorité de certification.

15. Procédé mis en oeuvre par ordinateur selon la re-
vendication 14, dans lequel le message de rempla-
cement est un certain message de remplacement
dans une chaîne de messages de remplacement qui
identifient chacun un certificat racine devant être ré-
voqué et un autre certificat racine devant être activé,
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et chaque message de remplacement dans la chaîne
comprend un premier champ identifiant si un mes-
sage précédent est requis, et un deuxième champ
identifiant si un message suivant est requis.
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