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Description

[Technical Field]

[0001] The present technology relates to a data processing device, a data processing method, a data processing
program, a terminal device, and a data processing system.

[Background Art]

[0002] Recently, with the development of the Internet and the spreading of devices able to access the Internet, various
types of data in a device have been collected by companies that provide Internet services, companies that develop
devices, and the like and used for service improvement, product development, and the like. One of types of useful data
among such data is data with respect to individual users who use devices. As data with respect to an individual user,
there are various types of data such as that regarding a method of using a device and a usage status when a service
is used on the Internet through a device.
[0003] Since such data of individual users has a high utility value, whereas there is a problem that the privacy of users
may be invaded due to data leakage, a data handling method, and the like. Accordingly, a technology called differential
privacy is used in order to prevent invasion of privacy.
[0004] Differential privacy is a technology for applying noise to collected data to enable use of the data itself while
preventing a user or the like that is a subject of the data from being identified. It is not possible to trust the hypothesis
"certain data belongs to a specific user" beyond a certain statistical degree. Differential privacy has characteristics that
the influence on privacy can be quantitatively evaluated because mathematical stability is provided for attacks according
to any background knowledge. It is possible to prevent invasion of privacy of a user even when data has been collected
without obtaining the approval of the user by using differential privacy. Differential privacy includes output type differential
privacy and local type differential privacy.
[0005] In output type differential privacy, raw data is collected from devices and managed in a database constructed
on a cloud. By opening data to which noise has been added, the privacy of a user is protected when a data user accesses
the database and uses data. Since a cloud service provider manages raw data, there is concern of there being a
psychological barrier for a user regarding collection of raw data, business risk for the provider when the data leaked,
and the like.
[0006] Local type differential privacy is a method of adding noise through a user device and collecting anonymized
data in a cloud. It is possible to acquire statistics from which noise has been removed from the cloud when the data is
used. Since data is collected in a state in which the data has been anonymized, a psychological barrier for a user is low
and business risk for a service provider when the data is leaked is also low.

[Summary]

[Technical Problem]

[0007] Such differential privacy is generally based on the premise that a large quantity of data to be collected is present
because the accuracy becomes higher when a larger quantity of data to be collected is present. However, a large quantity
of data may not be collected depending on the data type, and there is a problem that such data may be not able to be
used appropriately for differential privacy.
[0008] The present technology has been made in view of such problems, and an object thereof is to provide a data
processing device, a data processing method, a data processing program, a terminal device, and a data processing
system capable of improving accuracy by decreasing an amount of error in statistical results of data to which noise has
been added in utilization of differential privacy that adds noise to data.

[Solution to Problem]

[0009] To solve the aforementioned problems, a first technology is a data processing device including a noise removal
unit that removes noise from data to which noise has been added, the data having been received from a terminal device,
a measurement unit that measures the data for each data type which constitutes a data set and indicates a classification
of the data, and a data set updating unit that updates the data set on the basis of measurement results of the measurement
unit.
[0010] In addition, a second technology is a data processing method that removes noise from data to which noise has
been added, the data having been received from a terminal device, measures the data for each data type which constitutes
a data set and indicates a classification of the data, and updates the data set on the basis of a measurement result.
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[0011] In addition, a third technology is a data processing program causing a computer to execute a data processing
method that removes noise from data to which noise has been added, the data having been received from a terminal
device, measures the data for each data type which constitutes a data set and indicates a classification of the data, and
updates the data set on the basis of a measurement result.
[0012] In addition, a fourth technology is a terminal device that associates data with data types, adds noise to the
data, and transmits the data to which noise has been added to a data processing device on the basis of information
indicating a data set composed of the data types to which the data belongs, the data set having been transmitted from
the data processing device.
[0013] Furthermore, a fifth technology is a data processing system including a terminal device that associates data
with data types, adds noise to the data, and transmits the data to which noise has been added to a data processing
device on the basis of information indicating a data set composed of the data types to which data belongs, the data set
having been transmitted from the data processing device, and a data processing device including a noise removal unit
that removes noise from data to which noise has been added, the data having been received from the terminal device,
a measurement unit that measures the data for each data type which constitutes a data set and indicates a classification
of the data, and a data set updating unit that updates the data set on the basis of a measurement result of the measurement
unit.

[Brief Description of Drawings]

[0014]

[Fig. 1] Fig. 1 is a diagram for describing an outline of differential privacy.
[Fig. 2] Fig. 2 is a graph group illustrating a relationship between a sample size, a dictionary size, and an error.
[Fig. 3] Fig. 3A to Fig. 3E are a graph group illustrating a relationship between a data distribution and an error, and
Fig. 3F is a graph showing a relative error in a data distribution.
[Fig. 4] Fig. 4 is a graph illustrating a relationship between a data distribution and a privacy index.
[Fig. 5] Fig. 5 is a graph illustrating a relationship between a variation coefficient and a relative error.
[Fig. 6] Fig. 6 is an explanatory diagram of dictionary update according to combining of data types.
[Fig. 7] Fig. 7 is a block diagram illustrating a configuration of a data processing system.
[Fig. 8] Fig. 8 is a diagram illustrating a state in which the whole area of Japan has been covered using a first-order
mesh.
[Fig. 9] Fig. 9 is a graph illustrating a population distribution of Japan based on the first-order mesh.
[Fig. 10] Fig. 10 is a block diagram illustrating a configuration of a terminal device 100.
[Fig. 11] Fig. 11 is a block diagram illustrating a configuration of a data processing unit 200.
[Fig. 12] Fig. 12 is a block diagram illustrating a configuration of a server device 300.
[Fig. 13] Fig. 13 is a block diagram illustrating a configuration of a data processing unit 400.
[Fig. 14] Fig. 14 is a flowchart illustrating processing in the terminal device 100.
[Fig. 15] Fig. 15 is a flowchart illustrating processing in the server device 300.
[Fig. 16] Fig. 16 is a flowchart illustrating dictionary updating processing.
[Fig. 17] Fig. 17 is an explanatory diagram of combining of a regional mesh.
[Fig. 18] Fig. 18 is an explanatory diagram of division of a regional mesh.

[Description of Embodiments]

[0015] Hereinafter, embodiments of the present technology will be described with reference to the drawings. The
description will be given in the following order.
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<1. Description of differential privacy>

<2. Embodiment>

[2-1. Configuration of data processing system 10]

[2-2. Description of regional mesh]

[2-3. Configuration of terminal device 100]

[2-4. Configuration of server device 300]

[2-5. Processing in terminal device 100]

[2-6. Processing in server device 300]

[2-7. Dictionary updating processing]

<3. Modified examples>

<1. Description of differential privacy>

[0016] First, differential privacy used in the present technology will be described prior to description of embodiments
of the present technology. Differential privacy is a technology for applying noise to collected data to enable use of the
data itself while preventing a user or the like that is a subject of the data from being identified. In the present technology,
local type differential privacy that adds noise in a device (corresponding to the terminal device 100 of an embodiment)
in hand of a user and collects anonymized data in a cloud (corresponding to the server device 300 of the embodiment)
is used.
[0017] As illustrated in a schematic diagram of Fig. 1, local type differential privacy is composed of a encoding technique
for encoding data in a device to generate a bit string v1, a noise adding technique for adding noise to the bit string v1
according to a certain random variable to generate data v1’, an integration technique for collecting data to which noise
has been added, a noise removal technique for removing noise from integrated data (the integration technique and the
noise removal technique are simultaneously executed in many cases, and the two techniques may be combined and
called a decoding technique), and a data analysis technique for performing visualization processing according to use
case of analysis.
[0018] In the present technology, "sample size", "dictionary size", and "privacy index" are used as major parameters
at the time of using differential privacy.
[0019] The sample size indicates a total number of pieces of data collected in a cloud. The sample size can be defined
as "number of users having devices 3 number of pieces of data transmitted from devices to the cloud".
[0020] The dictionary size indicates a total number of data types included in a dictionary. A dictionary is a set of data
in which data is combined for each data type indicating a data classification and corresponds to a data set in the claims.
[0021] The dictionary size is determined by the number of data types. For example, categories of sex defined in
ISO5218 are four types of male, female, unidentified, and inapplicable, and thus the number of data types is 4 and, in
this case, dictionary size = 4. In addition, the number of pictorial symbols used for character input in a smartphone, for
example, is currently about 2,600 and the number of data types is about 2,600, and in this case, dictionary size = about
2,600. Further, in a case where position information of a global positioning system (GPS) is mapped to a regional mesh
of 1 km2, the number of meshes reaches about 380,000, and thus the number of data types is about 380,000 and
dictionary size = about 380,000.
[0022] The privacy index indicates a degree of privacy protection in differential privacy. As a privacy index value
decreases, a degree of privacy protection increases and the amount of noise added to data increases. In contrast, as
the privacy index value increases, the degree of privacy protection decreases and the amount of noise added to data
decreases.
[0023] The privacy index value is determined as a predetermined value depending on a sensitivity of handled data.
For example, the privacy index may be set to 4 in a case where pictorial symbols used for character input in a smartphone
need to be anonymized by adding noise thereto and set to 2 in the case of health care information such as a pulse.
Meanwhile, these specific values of the privacy index are merely examples and the present technology is not limited to
these values.
[0024] Fig. 2 is a graph group illustrating a relationship among a sample size, a dictionary size, and an error when the
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privacy index is a predetermined value. The error is a difference between a measured value (hereinafter referred to as
correct answer value) of data to which noise has not been added and a measured value (referred to as a measurement
value to which noise has been added) of the data to which noise has been added according to differential privacy. In
the graphs of Fig. 2, in each bar graph in which bars are arranged in pairs, the right side represents a measured value
(correct answer value) of data to which noise is not added, and the left side represents a measured value (measurement
value to which noise has been added) of the data to which noise has been added according to differential privacy.
[0025] In Fig. 2, it is assumed that the dictionary size is 10 in graphs A to E in the upper part, 100 in graphs F to J in
the middle part, and 1000 in graphs K to P in the lower part.
[0026] The sample size is 10,000 in vertically arranged graphs A, F, and K. In addition, the sample size is 100,000 in
vertically arranged graphs B, G, and L. In addition, the sample size is 1,000,000 in vertically arranged graphs C, H, and
M. In addition, the sample size is 10,000,000 in vertically arranged graphs D, I, and N. Further, the sample size is
100,000,000 in vertically arranged graphs E, J, and P. Meanwhile, it is assumed that the privacy index is identical in all
graphs.
[0027] A value indicated at the upper right of each graph is an error between a correct answer value and a measurement
value to which noise has been added in the corresponding graph.
[0028] As ascertained from the graph group of Fig. 2, the error decreases as the dictionary size decreases when
graphs having the same sample size are compared to each other. In addition, when graphs having the same dictionary
size are compared to each other, it can be ascertained that the error decreases as the sample size increases. In differential
privacy, when an error between a correct answer value and a measurement value to which noise has been added
decreases, data with high reliability can be acquired while the privacy of the data is protected, which is desirable.
[0029] Fig. 3A to Fig. 3E are a graph group illustrating a relationship between a data distribution and an error between
a correct answer value and a measurement value to which noise has been added, and Fig. 3F is a graph illustrating a
relative error in each distribution. It is assumed that the sample size is identical, the dictionary size is identical, and the
privacy index is identical in the graphs of Fig. 3A to Fig. 3E. As ascertained from Fig. 3F, relative errors are different
according to data distributions in spite of the same sample size, the same dictionary size, the same privacy index.
[0030] Fig. 4 is a graph illustrating a relationship between types of the data distributions illustrated in Fig. 3A to Fig.
3E and a privacy index value. As ascertained from Fig. 4, when the privacy index value decreases, the amount of noise
added to data increases and an error also increases even though distributions are different. In contrast, when the privacy
index value increases, the amount of noise added to data decreases and an error also decreases.
[0031] It can be ascertained from such relationship among the sample size, the dictionary size, and the privacy index
that the sample size, the dictionary size, and the privacy index have the following trade-off relationship.
[0032] When the dictionary size is constant and the privacy index is constant, an error increases as the sample size
decreases.
[0033] In addition, when the dictionary size is small, an error is assumed to be small even if the sample size is small.
In contrast, when the dictionary size is large, an error is large even if the sample size is large.
[0034] Further, when the sample size is constant and the dictionary size is constant, an error increases when the
privacy index decreases and the error decreases when the privacy index increases. Accordingly, it is necessary to
increase the sample size in order to increase privacy strength to improve reliability.
[0035] In local type differential privacy, an error that is a difference between statistical results of a correct answer value
and a measurement value to which noise has been added is used as an evaluation index. Accordingly, local type
differential privacy has the advantage that an error does not change even when a noise amount is increased to improve
sensitivity in the case of the same sample size and the same dictionary size. In addition, local type differential privacy
has the advantage that an error does not change even when the sample size decreases in the case of the same dictionary
size and the same privacy index. This is because lots of measured values (data) need to be acquired to increase the
sample size in general, which is costly.
[0036] Meanwhile, when a system using differential privacy is actually operated, a correct answer value to which noise
is not added cannot be acquired and thus an error cannot be calculated. Accordingly, in the present technology, reliability
is defined as an index of effectiveness of differential privacy instead of an error.
[0037] Variation in a plurality of combined results of data is evaluated for each data type constituting a dictionary. A
variation coefficient for comparing different data types is used as reliability. The variation coefficient is an index that
relatively evaluates a relationship between a measured value (data) and variation with respect to an average value and
can be obtained from the following formula 1.
[0038]
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[0039] Fig. 5 is a graph illustrating a relationship between the variation coefficient and a relative error when the vertical
axis represents the variation coefficient and a relative error of a relative error and the horizontal axis represents a data
type (serial numbers starting from 1). As illustrated in Fig. 5, the variation coefficient calculated from a measurement
value to which noise has been added has a correlation with a relative error. Accordingly, the variation coefficient can be
used as an index of effectiveness of differential privacy. Therefore, the variation coefficient is used as the index of
effectiveness of differential privacy as reliability. When the variation coefficient is low, an error is also small and thus
reliability is high. In contrast, when the variation coefficient is high, an error is also large and thus reliability is low.
[0040] To decreases an error between a result to which differential privacy has been applied and a result to which
differential privacy has not been applied with a small sample size, it is necessary to decrease the dictionary size. In
addition, an error between a result to which differential privacy has been applied and a result to which differential privacy
has not been applied changes according to data distribution even under the same conditions (same sample size, same
dictionary size, and same privacy index). Accordingly, in order to decrease an error by optimizing the dictionary size, it
is necessary to match the dictionary size to a data distribution. However, an actual sample size and data distribution
cannot be ascertained unless data is collected.
[0041] Therefore, in the present technology, the dictionary size is optimized by updating the dictionary size in accord-
ance with a data distribution while collecting data. Specifically, reliability of each data type constituting a dictionary that
is a data set is calculated and data types are combined or divided in response to reliabilities to update the dictionary
size. Local type differential privacy is executed using the dictionary having the updated dictionary size, reliability is re-
evaluated, and the dictionary size is updated. In this manner, combining/division of data types are repeated in response
to reliabilities. Data types with high reliabilities are divided and data types with low reliabilities are combined.
[0042] In an example of Fig. 6, data types v1 and v2, v3 and v4, and v5 and v6 illustrated in Fig. 6A are respectively
combined into data types d1, d2, and d3 as illustrated in Fig. 6B to reduce a dictionary size. Further, data types v15 to
v30 are combined into a data type d14 as illustrated in Fig. 6B to reduce the dictionary size. While data of the data types
v1 and v2 is measured as data of separate data types before dictionary update, the data measured as data of v1 and
v2 is measured as data of the data type d1 with respect to the new data types d1 obtained by combining v1 and v2. The
same applies to d2 obtained by combining v3 and v4, d3 obtained by combining v4 and v5, and d14 obtained by combining
v15 to v30. In this manner, it is possible to reduce an error between a result to which differential privacy has been applied
and a result to which differential privacy has not been applied and acquire statistical results with high accuracy even
with a small sample size by combining data types to reduce the dictionary size.
[0043] When the number of data types increases and thus a dictionary size increases, the number of pieces of data
included in each data type decreases, and thus an error between a correct answer value and a measurement value to
which noise has been added increases. In contrast, when the number of data types is reduced and thus the dictionary
size decreases, the number of pieces of data included in each data type increases, and thus an error between a correct
answer value and a measurement value to which noise has been added decreases to improve accuracy. It can be said
that the accuracy of statistical results is improved when a dictionary is updated, data is collected on the basis of the
dictionary, and a measured value to which noise has been added approaches a correct answer value. In addition, as
described in the above description of the trade-off relationship between the sample size and the dictionary size, when
the dictionary size is small, it is desirable to combine data types to reduce the dictionary size because an error decreases
to improve the accuracy of differential privacy even though the sample size is small.

<2. Embodiment>

[2-1. Configuration of data processing system 10]

[0044] Next, a configuration of a data processing system 10 using the above-described differential privacy will be
described. In this embodiment, the present technology is described through an example in which differential privacy is
used in collection of data using a regional mesh. In this embodiment, position information from a specific type of smart-
phone manufactured by a specific manufacturer as a terminal device 100 is acquired to ascertain a distribution of users
using the terminal device 100 in the whole area of Japan.
[0045] As illustrated in Fig. 7, the data processing system 10 includes a server device 300 and a plurality of terminal
devices 100. The server device 300 and the plurality of terminal devices 100 are connected through a network 1000
such as the Internet. Meanwhile, although seven terminal devices 100 are illustrated for convenience of description and
drawing, more than seven terminal devices 100 connected to the server device 300 are present.
[0046] For example, the server device 300 is a device for collecting data from the terminal devices 100 using differential
privacy according to the present technology which is operated by the manufacturer or the like that manufactures the
terminal devices 100 to acquire statistical results. The server device 300 corresponds to the cloud in the above-description
of differential privacy.
[0047] The terminal device 100 is a specific type of smartphone manufactured by a specific manufacturer. The terminal
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device 100 transmits a log including position information thereof to the server device 300 regularly or at a predetermined
timing.

[2-2. Description of regional mesh]

[0048] Here, a regional mesh used to ascertain a distribution of users using the specific terminal device 100 will be
described. The regional mesh are obtained by dividing a region into grid squares (mesh) having almost the same size
on the basis of latitude/longitude to be used for statistics. Codes for identifying each mesh are regional mesh codes.
[0049] The regional mesh are classified into first-order mesh, second-order mesh, and third-order mesh depending
on mesh sizes. The first-order mesh uses a section of one map sheet of a geographic map on the scale of 1:200,000
as one unit section and has a latitude difference of 40 minutes, a longitude difference of 1 degree, and the length of a
side of about 80 km.
The second-order mesh is areas obtained by dividing the second-order mesh into eight equal parts in the latitudinal
direction and the longitudinal direction and corresponds to a section of one map sheet of a topographic map on the scale
of 1:25,000. It has a latitude difference of 5 minutes, a longitude difference of 7 minutes 30 seconds, and the length of
a side of about 10 km. The third-order mesh is areas obtained by dividing the second-order mesh into ten equal parts
in the latitudinal direction and the longitudinal direction. It has a latitude difference of 30 seconds, a longitude difference
of 45 seconds, and the length of a side of about 1 km.
[0050] It is possible to ascertain a distribution of users of the terminal devices 100 in the whole area of Japan by
collecting position information of the plurality of terminal devices 100. The number of regional meshes is set to data
types constituting a dictionary, and the number of data types is set to a dictionary size.
[0051] Since the whole area of Japan can be covered using 176 meshes in the first-order mesh, the number of data
types constituting a dictionary becomes 176 and the dictionary size becomes 176 when only the first-order mesh is used.
When the whole area of Japan is covered with the first-order mesh, remote islands, underpopulated areas, mountain
areas, and the like are included in the mesh, which is wasteful.
[0052] Since the whole area of Japan can be covered using 4,862 meshes in the second-order mesh, the number of
data types constituting a dictionary becomes 4,862 and the dictionary size becomes 4,862 when only the second-order
mesh is used. Like the first-order mesh, remote islands, underpopulated areas, mountain areas, and the like are also
included in the second-order mesh, which is wasteful.
[0053] Since the whole area of Japan can be covered using 387,286 meshes in the third-order mesh, the number of
data types constituting a dictionary becomes 387,286 and the dictionary size becomes 387,286 when only the third-
order mesh is used.
[0054] Fig. 8 is a diagram illustrating a state in which the whole area of Japan is covered using the first-order mesh.
Respective rectangles superposed on the map of Japan are first-order mesh. When the whole area of Japan is covered
with the first-order mesh in this manner, a population distribution of Japan becomes as illustrated in Fig. 9. In Fig. 9, the
horizontal axis represents first-order mesh code and the vertical axis represents a population in each first-order mesh.
It is ascertained that top 25 first-order meshes occupy most of the population in the population distribution illustrated in
Fig. 9. It is possible to divide/combine meshes according to the population distribution and optimize the dictionary size.
For example, a mesh corresponding to an area in which there are few people, such as mountain areas having population
densities equal to or less than a predetermined value, can be combined because they have little influence on statistical
results even if they are combined.
[0055] In the present embodiment, a dictionary is updated and optimized in accordance with a distribution of position
information while the position information is collected from the terminal devices 100 as data. Reliabilities of respective
data types constituting the dictionary are calculated, and data types constituting the dictionary are combined and divided
depending on reliabilities to update the dictionary size. Then, local type differential privacy is executed using the updated
dictionary and the reliabilities are re-evaluated. Further, data types of the dictionary are combined and divided depending
on the reliabilities to update the dictionary. It is possible to acquire an accurate user distribution of the terminal devices
100 while protecting personal information using differential privacy by repeating this procedure until the reliabilities
become a constant state. It is possible to reduce an error to improve reliabilities by combining data types of the dictionary
to decrease the dictionary size.
[0056] In addition, since specific values of the first-order mesh, the second-order mesh, and the third-order mesh vary
according to information with respect to meshes on the Internet which is referred to, the present technology is not limited
to the aforementioned specific numbers of meshes.

[2-3. Configuration of terminal device 100]

[0057] Next, a configuration of the terminal device 100 will be described. As illustrated in Fig. 10, the terminal device
100 includes a control unit 101, communication unit 102, a storage unit 103, a position information acquisition unit 104,
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a display unit 105, an input unit 106, and a data processing unit 200. Meanwhile, although a number of terminal devices
100 are connected to the server device 300, only one terminal device 100 is illustrated in detail for convenience of
description and drawing. Further, data is position information indicating a current position of the terminal device 100 in
the following description.
[0058] The control unit 101 includes a central processing unit (CPU), a random access memory (RAM), a read only
memory (ROM), and the like. The ROM stores programs read and operated by the CPU. The RAM is used as a work
memory of the CPU. The CPU performs various types of processing according to programs stored in the ROM to issue
commands, thereby performing control of the entire terminal device 100.
[0059] The communication unit 102 is a communication module that communicates with other devices and the Internet
according to a predetermined communication standard. As a communication method, there is a wireless local area
network (LAN) such as Wi-Fi (Wireless Fidelity), 4G (fourth-generation mobile communication system), broadband,
Bluetooth (registered trademark), or the like.
[0060] The storage unit 103 is a storage medium configured as, for example, a hard disk drive (HDD), a semiconductor
memory, a solid state drive (SSD), or the like and stores data such as applications and programs in addition to content
data such as image data, moving image data, audio data, and text data.
[0061] The position information acquisition unit 104 is a global positioning system (GPS) module for acquiring position
information of the terminal device 100.
[0062] The display unit 105 is a display device for displaying content such as images and videos, a user interface,
and the like. As a display device, for example, there is a liquid crystal display (LCD), a plasma display panel (PDP), an
organic electroluminescence (EL) panel, or the like.
[0063] The input unit 106 is various input devices by which a user inputs instructions to the terminal device 100. As
the input unit 106, there is a button, a touch screen integrated with the display unit 105, or the like. When an input is
applied to the input unit 106, a control signal according to the input is generated and output to the control unit 101 or
the data processing unit 200.
[0064] The data processing unit 200 is a processing unit configured by the terminal device 100 executing a program.
The program may be installed in the terminal device 100 in advance, downloaded, or distributed by a storage medium
or the like so that the user can install the program by himself or herself. Further, the data processing unit 200 may be
realized not only by the program but also as a combination of a dedicated device, a circuit, and the like using hardware
having functions of the data processing unit 200. The data processing unit 200 corresponds to a data processing device
in the claims.
[0065] As illustrated in Fig. 11, the data processing unit 200 includes a dictionary storage unit 201, a data conversion
unit 202, an encoding unit 203, and a log generation unit 204.
[0066] The dictionary storage unit 201 is a storage unit that stores a dictionary transmitted from the server device 300.
An initial dictionary generated by a dictionary creation unit 401 of the server device 300 is stored first, and then a dictionary
updated by a dictionary updating unit 408 of the server device 300 is stored.
[0067] The data conversion unit 202 acquires a code (regional mesh code) indicating a regional mesh including a
position indicated by position information of the terminal device 100 acquired by the position information acquisition unit
104 on the basis of the position information. The regional mesh code can be acquired by referring to a dictionary having
regional mesh codes as data types, transmitted from the server device 300. Since the dictionary is repeatedly updated
by a data processing unit 400 of the server device 300 and supplied to the terminal device 100, a code of the regional
mesh including the position indicated by the position information may also be different according to an update result.
[0068] The encoding unit 203 adds noise to position information and a regional mesh code that are data to be transmitted
to the server device 300. The amount of noise to be added is determined in advance by a privacy index.
[0069] The log generation unit 204 generates a log to be transmitted to the server device 300. The log includes position
information and a regional mesh code to which noise has been added, a privacy index that is parameter information of
differential privacy, identification information (ID) of the terminal device 100, a time stamp, and the like. The generated
log is transmitted to the server device 300 via the network 1000 through communication according to the communication
unit 102. Meanwhile, invariable information such as the privacy index and the identification information need not be
included in the log if the terminal device 100 and the server device 300 share the same in advance.
[0070] The terminal device 100 is configured as described above.

[2-4. Configuration of server device 300]

[0071] Next, a configuration of the server device 300 will be described. As illustrated in Fig. 12, the server device 300
includes a control unit 301, a communication unit 302, a storage unit 303, and the data processing unit 400.
[0072] The control unit 301 includes a CPU, a RAM, a ROM, and the like. The CPU performs various types of processing
according to programs stored in the ROM to issue commands, thereby performing control of the entire server device 300.
[0073] The communication unit 302 is a communication module that communicates with the terminal device 100 and
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the Internet according to a predetermined communication standard. As a communication method, there is a wireless
LAN such as Wi-Fi, 4G, broadband, Bluetooth (registered trademark), or the like.
[0074] The storage unit 303 is a storage medium configured as, for example, an HDD, a semiconductor memory, an
SSD, or the like and stores applications, programs, logs and data transmitted from the terminal device 100, and the like.
[0075] The data processing unit 400 is a processing unit configured by the server device 300 executing a program.
The program may be installed in the server device 300 in advance, downloaded, or distributed by a storage medium or
the like so that the user can install the program by himself or herself. Further, the data processing unit 400 may be
realized not only by the program but also as a combination of a dedicated device, a circuit, and the like using hardware
having functions of the data processing unit 400. The data processing unit 400 corresponds to a data processing device
in the claims.
[0076] As illustrated in Fig. 13, the data processing unit 400 includes the dictionary creation unit 401, a dictionary
storage unit 402, a data integration unit 403, a decoding unit 404, a data measurement unit 405, a reliability calculation
unit 406, a statistical analysis unit 407, and the dictionary updating unit 408.
[0077] The dictionary creation unit 401 generates a dictionary as a data set using existing information and the like.
The dictionary generated by the dictionary creation unit 401 is updated through processing of the data processing unit
400. The dictionary creation unit 401 corresponds to a data set generation unit in the claims. Data of the dictionary
generated by the dictionary creation unit 401 is stored in the dictionary storage unit 402, and transmitted to the terminal
device 100 and stored in the dictionary storage unit 201 of the data processing unit 200 of the terminal device 100.
[0078] Meanwhile, statistical information of a population distribution of a second-order mesh is opened by the Ministry
of Internal Affairs and Communications and can be acquired through the Internet. The dictionary creation unit 401 can
generate an initial dictionary using this statistical information of the population distribution. Then, the dictionary creation
unit 401 repeatedly updates the initial dictionary by executing local type differential privacy to generate an optimized
dictionary with reliability in a constant state.
[0079] Processing in the data processing unit 400 is performed for any of a first-order mesh, a second-order mesh,
and a third-order mesh. It is possible to obtain more specific statistical results by performing the processing for the
second-order mesh rather than the first-order mesh, and the third-order mesh rather than the second-order mesh. Meshes
that will be a target of the processing may be set, for example, by an operator of the server device 300 in advance in
the data processing unit 400. The dictionary creation unit 401 generates a dictionary in accordance with this setting. For
example, when the processing is performed for the second-order mesh, a dictionary having the secondary mesh as data
types is generated from statistical information of a population distribution in each second-order mesh. Further, the
processing may be performed in parallel for all of the first-order mesh, the second-order mesh, and the third-order mesh,
or the processing may be performed in parallel for any two types of meshes.
[0080] Since there is a correlation between users of the terminal devices 100 and a population (it is conceived that
there are many users of the terminal devices 100 in an area with a large population and there are few users of the
terminal devices 100 in an area with a small population), it is possible to perform optimization of a dictionary, for example,
by combining regional meshes in which populations are 0 or not more than a predetermined number in a dictionary
creation step.
[0081] The dictionary storage unit 402 is a storage unit that stores dictionaries. An initial dictionary generated by the
dictionary creation unit 401 is stored first, and then a dictionary updated by the dictionary updating unit 408 is stored.
[0082] The data integration unit 403 integrates position information of the terminal devices 100 which is data to which
noise has been added from logs received from the terminal devices 100 through communication according to the com-
munication unit 302. The integrated data is supplied to the decoding unit 404.
[0083] The decoding unit 404 performs processing of removing noise from the data to which the noise has been added,
supplied from the data integration unit 403. The decoding unit 404 corresponds to a noise removal unit in the claims.
The data from which the noise has been removed is supplied to the data measurement unit 405.
[0084] The data measurement unit 405 measures the position information of the terminal devices 100 which is the
data from which the noise has been removed for each data type (each regional mesh code in this example). In the
present embodiment, the number of pieces of position information (the number of terminal devices 100) for each regional
mesh code is measured. The data measurement unit 405 corresponds to a measurement unit in the claims.
[0085] The reliability calculation unit 406 calculates a reliability for each data type. The calculated reliability is supplied
to the statistical analysis unit 407 and the dictionary updating unit 408.
[0086] The statistical analysis unit 407 creates a heat map in order to visualize measurement results, reliabilities, and
the like. Meanwhile, the statistical analysis unit 407 is not an essential component in the present technology.
[0087] The dictionary updating unit 408 performs dictionary update processing on the basis of reliabilities. A dictionary
is stored in the dictionary storage unit 402, and transmitted to the terminal device 100 and stored in the dictionary storage
unit 201 whenever it is updated. When the dictionary is updated, local type differential privacy is re-executed on the
basis of the updated dictionary and update of the dictionary is repeated until reliabilities become a constant state. The
dictionary updating unit 408 corresponds to a data set updating unit in the claims, and update of a dictionary corresponds
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to update of a data set.
[0088] The server device 300 is configured as described above.

[2-5. Processing in terminal device 100]

[0089] Next, processing in the terminal device 100 will be described. Meanwhile, the following processing is performed
for any of first-order mesh, second-order mesh, and third-order mesh. This is based on which mesh is a target of data
types in a dictionary, as described above.
[0090] As illustrated in the flowchart of Fig. 14, the data conversion unit 202 of the terminal device 100 acquires a
regional mesh code corresponding to position information acquired by the position information acquisition unit 104 on
the basis of the position information in step S11.
[0091] Next, the encoding unit 203 adds noise to the position information and the regional mesh code in step S12.
This noise is for protecting privacy information of data according to differential privacy, and it is assumed that a privacy
index that determines a noise amount to be added is predetermined.
[0092] Next, the log generation unit 204 generates a log to be transmitted to the server device 300 in step S13. The
log includes position information and a regional mesh code to which noise has been added, a privacy index that is
parameter information of differential privacy, identification information (ID) of the terminal device 100, a time stamp, and
the like.
[0093] Then, the communication unit 102 transmits the log to the server device 300 in step S14. Further, when the
log is transmitted to the server device 300, header information specific to the terminal device 100 which is necessary
for transmission is added to the log.
[0094] The terminal device 100 repeatedly performs this processing regularly or at a predetermined timing.

[2-6. Processing in server device 300]

[0095] Next, processing in the server device 300 will be described. As illustrated in the flowchart of Fig. 15, first, logs
transmitted from all terminal devices 100 connected through the network 1000 are received in step S21. Further, since
a number of terminal devices 100 are present, the server device 300 receives logs from the respective terminal devices
100.
[0096] Next, the data integration unit 403 extracts data to which noise has been added from the received plurality of
logs in step S22. The extracted data is position information and regional mesh codes.
[0097] Next, the decoding unit 404 removes noise from the data to which noise has been added in step S23.
[0098] Next, the data measurement unit 405 measures the number of pieces of data for each data type (the number
of pieces of position information of the terminal devices 100 for each regional mesh code as a data type) in step S24.
This data measurement result is used in calculation of reliabilities and thus is supplied to the reliability calculation unit 406.
[0099] Next, the reliability calculation unit 406 calculates reliabilities by combining the data measurement result in step
S24 and past data measurement results stored therein in step S25. Further, in the case of the first processing, reliabilities
are calculated from only one measurement result or calculation of reliabilities is not performed because past data
measurement results are not present. In the second and following processing, reliabilities are calculated from the latest
data measurement results and past data measurement results. In addition, the reliability calculation unit 406 calculates
an average noise addition amount.
[0100] Here, calculation of the average noise addition amount is described. The average noise addition amount is an
average of standard deviations of measurement results for each data type after a plurality of times of data measurement
in all data types.
[0101] For example, it is assumed that a measured value (measured value in a state in which noise has not been
added) of a data type V13 is 10,000 and measured values from a total of six times of data measurement in a state in
which noise has been added are 10,000, 10,200, 9,800, 10,000, 10,200, and 9,800. A standard deviation of these
measured values from the six times of data measurement is about 163. Accordingly, noise corresponding to 163 has
been added to the data type V13.
[0102] When noise is added on the side of the terminal device 100, noise is uniformly added to data types because
a measured value of each data type cannot ascertained.
[0103] Accordingly, for example, it is assumed that a measured value (measured value in a state in which noise has
not been added) of a data type V4 is 1,000 and measured values from a total of six times of data measurement in a
state in which noise has been added are 1,000, 1,200, 800, 1,000, 1,200, and 800. A standard deviation of these
measured values from the six times of data measurement is about 163. Accordingly, noise corresponding to 163 has
been added to the data type V4.
[0104] Although V4 has the measured value corresponding to a tenth of the measured value of V13 in the state in
which noise has not been added, differential privacy adds the same noise corresponding to 163 without knowing the
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measured value in the state in which noise has not been added, which increases an error.
[0105] Description returns to explanation of the flowchart. Next, it is determined whether variation in reliabilities falls
within a predetermined range by comparing the calculated reliabilities with reliabilities calculated in previous processing
in step S26. When the variation in the reliabilities is within the predetermined range, processing ends on the assumption
that the dictionary size is appropriate (Yes in step S26).
[0106] In contrast, when the variation in the reliabilities is not within the predetermined range, processing proceeds
to step S27 on the assumption that the dictionary size is not appropriate (No in step S26). Next, the dictionary updating
unit 408 performs dictionary update processing in step S27. Details of the dictionary update processing will be described
later.
[0107] Then, the updated dictionary is transmitted to all terminal devices 100 constituting the data processing system
10 through communication according to the communication unit 302 in step S28. The dictionary is transmitted to all the
terminal devices 100 whenever it is updated.

[2-7. Dictionary update processing]

[0108] Next, details of the dictionary update processing of step S27 in the flowchart of Fig. 15 will be described with
reference to Fig. 16. This processing is performed for each data type constituting the dictionary.
[0109] First, it is determined whether measured values of data in one of all data types transmitted and acquired from
all terminal devices 100 connected to the server device 300 through the network 1000 are greater than an average noise
addition amount in step S31. In the present embodiment, it is determined whether the number of pieces of position
information included in a regional mesh that is a data type indicated by a regional mesh code is greater than the average
noise addition amount. When the measured values of the data are greater than the average noise addition amount,
processing proceeds to step S32 (Yes in step S31).
[0110] Noise is uniformly added to all data types irrespective of measured values of data of each data type. Accordingly,
the average noise addition amount can be used as a threshold value for determining the sizes of measured values of
data of each data type.
[0111] Next, it is determined whether the reliabilities calculated in step S25 are higher than a predetermined threshold
value in step S32. When the reliabilities are higher than the threshold value, processing proceeds to step S33 (Yes in
step S32) in which the regional mesh that is the data type corresponding to a processing target is divided. The number
of divisions is 2, for example.
[0112] In contrast, when the reliabilities are lower than the threshold value in step S32, processing proceeds to step
S34 (No in step S32). Further, when the values of the data of the data type are less than the average noise addition
amount in step S31, processing also proceeds to step S34 (No in step S31). Then, the data type (regional mesh) that
is the processing target is combined with a data type with a low reliability among neighboring data types in step S34. In
this case, "data type neighboring the data type that is the processing target" is a neighboring data type in a state in which
data types are arranged on a graph according to a predetermined rule.
[0113] Both the processes of steps S33 and S34 proceed to step S35, and it is determined whether processing with
respect to all data types (regional mesh) constituting the dictionary has been performed in step S35. When processing
with respect to all data types has been performed, processing ends (Yes in step S35).
[0114] In contrast, when processing with respect to all data types (regional mesh) has not be performed, processing
proceeds to step S31 (No in step S35). Then, step S31 to step S35 are repeated until processing is performed on all
pieces of data received in step S21 of the flowchart of Fig. 15.
[0115] Accordingly, it is possible to reduce the dictionary size as a result of a plurality of operations of combining data
types (regional mesh), for example. The dictionary is updated by repeating combination/division of data types constituting
the dictionary depending on a distribution and reliabilities of data types while collecting data types. Then, the updated
dictionary is transmitted to the terminal devices 100, local type differential privacy is executed using the updated dictionary,
and measurement of data is performed for each data type to evaluate reliabilities (step S25 in the flowchart of Fig. 16).
Accordingly, the dictionary is continuously updated until reliabilities do not change.
[0116] The dictionary updated in this manner is stored in the dictionary storage unit 402 of the server device 300, and
transmitted to the terminal device 100 and stored in the dictionary storage unit 201 of the terminal device 100. Accordingly,
the terminal device 100 and the server device 300 have the common updated dictionary all the time. The terminal device
100 and the server device 300 need to have the same dictionary because collection of data, addition of noise in differential
privacy, and evaluation of reliabilities are performed for each data type constituting the dictionary.
[0117] For example, as a result of update of a dictionary through processing performed on second-order mesh, a
mesh M (data type) and a mesh N (data type) that were independent meshes before the processing, as illustrated in
Fig. 17A, are combined to become one "mesh M+N" as illustrated in Fig. 18B. Although position information in the mesh
M and the mesh N has been individually measured as data of data types before combination, position information in the
combined "mesh M+N" is measured as data of one data type after combination.
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[0118] It is possible to reduce an error between a correct answer value and a measurement value to which noise has
been added even though noise is added to data in differential privacy to obtain statistical results with high accuracy by
repeatedly updating a dictionary as described above to decrease the number of data types and the dictionary size.
[0119] Further, information indicating a current state of a dictionary (the number of updates and a version) may be
included in a log transmitted from the terminal device 100 to the server device 300, and the server device 300 may check
the current state of the dictionary of the terminal device 100 and perform dictionary update processing when the dictionary
is the same as a dictionary stored in the dictionary storage unit 402 of the server device 300. In addition, a dictionary
used in the terminal device 100 and the server device 300 may be updated at the same timing to new one with reference
to a time stamp included in the log. However, processing may continue even if dictionary update timings in the terminal
device 100 and the server device 300 do not coincide and the terminal device 100 and the server device 300 use different
dictionaries.
[0120] Further, the data type is the regional mesh and a mesh is associated with an actual region. Accordingly, if data
types are simply combined, for example, a situation in which a regional mesh in Hokkaido and a regional mesh in Okinawa
are combined may occur. Accordingly, conditions that "combination of data types is subject to geographically adjacent
regional meshes" or "combination of data types gives priority to geographically adjacent regional meshes" may be set.
However, combination of geographically separated regional meshes is not excluded. In an area with a small population,
geographically separated regional meshes may be combined because the combination does not have a great influence
on statistical results.
[0121] Processing is performed as described above according to the present technology. According to the present
technology, it is possible to reduce the size of a dictionary that is a data set having regional meshes as data types by
combining regional meshes having small populations (having a small number of users of terminal device 100). By
reducing the dictionary size, it is possible to obtain statistical results with a smaller error when local type differential
privacy is used even though the number of pieces of collected data is small.
[0122] When differential privacy is used, as the number of pieces of collected data and a sample size increase, an
error between a correct answer value and a measurement value to which noise has been added decreases to improve
accuracy, in general. However, according to the present technology, it is possible to execute differential privacy with
high accuracy even when the number of pieces of collected data and a sample size are small by combining data types
included in the dictionary to reduce the number of data types and increasing the number of pieces of data included in
each data type.
[0123] Further, when processing is performed using a second-order mesh as data types, for example, data types may
be combined with respect to only second-order meshes included in the same first-order mesh. Accordingly, geographically
separated second-order meshes (e.g., second-order meshes in Hokkaido and second-order meshes in Okinawa) are
not combined.
[0124] In addition, there is also a case in which a region with a large population and a region with a small population
are present in one regional mesh. In such a case, a mesh having a specific size may be set in the regional mesh. For
example, as illustrated in Fig. 18,a second-order mesh is clustered into a plurality of grid squares (three squares of L,
M, and N in Fig. 18) on the basis of a population density and a first-order mesh is divided on the basis of the clustering
(three divisions in Fig. 18). Then, the three divided regions of the first-order mesh are set as individual meshes. Accord-
ingly, it is possible to obtain more detailed statistical results.

<3. Modified examples>

[0125] Although the embodiment of the present technology has been specifically described above, the present tech-
nology is not limited to the above-described embodiment, and various modifications based on the technical spirit of the
present technology are possible.
[0126] Although a case in which the number of users of the terminal devices 100 is ascertained using a regional mesh
is exemplified in the embodiment, the present technology is not limited thereto. For example, any data that can be
handled as statistical data, such as the frequency of use of a pictorial symbol used by users in character input to terminal
devices, the frequency of use of an application operating in the terminal devices, and measured values of temperatures
of regions, can be applied.
[0127] Although the terminal device is described as a smartphone in the embodiment, the terminal device may be any
device that can transmit information to the outside, such as a personal computer, a tablet terminal, a camera, a wearable
device, a smart speaker, a game machine, a server device, an Internet accessible pet animal type/humanoid robot,
various sensor devices, and various IoT (Internet of Things) devices, in addition to the smartphone.
[0128] The present technology can also be configured as follows.

(1) A data processing device including:
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a noise removal unit that removes noise from data to which noise has been added, the data having been received
from a terminal device;
a measurement unit that measures the data for each data type constituting a data set and indicating a classi-
fication of the data; and
a data set updating unit that updates the data set on the basis of a measurement result of the measurement unit.

(2) The data processing device according to (1), wherein the data set updating unit updates the data set by combining
data types constituting the data set with other data types.
(3) The data processing device according to (1) or (2), wherein the data set updating unit updates the data set by
dividing data types constituting the data set.
(4) The data processing device according to any one of (1) to (3), including a reliability calculation unit that calculates
a reliability for each data type on the basis of the measurement result, wherein
the data set updating unit updates the data set whenever the data is received from the terminal device until a variation
in the reliability and reliabilities calculated prior to the reliabilities falls within a predetermined range.
(5) The data processing device according to any one of (1) to (4), wherein the reliabilities are variation coefficients
of the measurement result and a plurality of measurement results prior to the measurement result.
(6) The data processing device according to (3), wherein the data type is divided when the data belonging to the
data type is greater than an amount of the noise added to the data and the reliability is higher than a predetermined
threshold value.
(7) The data processing device according to (3), wherein the data type is combined when the data belonging to the
data type is less than the amount of the noise added to the data or the reliability is lower than a predetermined
threshold value.
(8) The data processing device according to (7), wherein the data set updating unit combines the data type with
other data types approximating the measurement result of the data and having lower reliabilities than the data type.
(9) The data processing device according to any one of (1) to (8), wherein, when the data set is updated by the data
set updating unit, the measurement unit measures the data for each data type constituting the updated data set.
(10) The data processing device according to any one of (1) to (9), including a data set generation unit that generates
the data set.
(11) The data processing device according to any one of (1) to (10), wherein the data set is transmitted to the terminal
device whenever updated.
(12) A data processing method including: removing noise from data to which noise has been added, the data having
been received from a terminal device;

measuring the data for each data type constituting a data set and indicating a classification of the data; and
updating the data set on the basis of a measurement result.

(13) A data processing program causing a computer to execute a data processing method including:

removing noise from data to which noise has been added, the data having been received from a terminal device;
measuring the data for each data type constituting a data set and indicating a classification of the data; and
updating the data set on the basis of a measurement result.

(14) A terminal device that associates data with data types on the basis of information indicating a data set composed
of the data types to which the data belongs, the data set having been transmitted from a data processing device,
then adds noise to the data, and transmits the data to which noise has been added to the data processing device.
(15) A data processing system including:

a terminal device that associates data with data types on the basis of information indicating a data set composed
of the data types to which the data belongs, the data set having been transmitted from a data processing device,
then adds noise to the data, and
transmits the data to which noise has been added to the data processing device; and
a data processing device including:

a noise removal unit that removes noise from data to which noise has been added, the data having been
received from the terminal device;
a measurement unit that measures the data for each data type constituting a data set and indicating a
classification of the data; and
a data set updating unit that updates the data set on the basis of a measurement result of the measurement
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unit.

[Reference Signs List]

[0129]

10 Data processing system
100 Terminal device
400 Data processing unit
404 Decoding unit
405 Data measurement unit
406 Reliability calculation unit
408 Dictionary updating unit

Claims

1. A data processing device comprising:

a noise removal unit that removes noise from data to which noise has been added, the data having been received
from a terminal device;
a measurement unit that measures the data for each data type constituting a data set and
indicating a classification of the data; and
a data set updating unit that updates the data set on the basis of a measurement result of the measurement unit.

2. The data processing device according to claim 1, wherein
the data set updating unit updates the data set by combining data types constituting the data set with other data types.

3. The data processing device according to claim 1, wherein
the data set updating unit updates the data set by dividing data types constituting the data set.

4. The data processing device according to claim 1, comprising

a reliability calculation unit that calculates a reliability for each data type on the basis of the measurement result,
wherein
the data set updating unit updates the data set whenever the data is received from the terminal device until a
variation in the reliability and reliabilities calculated prior to the reliabilities falls within a predetermined range.

5. The data processing device according to claim 1, wherein
the reliabilities are variation coefficients of the measurement result and a plurality of measurement results prior to
the measurement result.

6. The data processing device according to claim 3, wherein
the data type is divided when the data belonging to the data type is greater than an amount of the noise added to
the data and the reliability is higher than a predetermined threshold value.

7. The data processing device according to claim 3, wherein
the data type is combined when the data belonging to the data type is less than an amount of the noise added to
the data or the reliability is lower than a predetermined threshold value.

8. The data processing device according to claim 7, wherein
the data set updating unit combines the data type with other data types approximating the measurement result of
the data and having lower reliabilities than the data type.

9. The data processing device according to claim 1, wherein,
when the data set is updated by the data set updating unit, the measurement unit measures the data for each data
type constituting the updated data set.
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10. The data processing device according to claim 1, comprising
a data set generation unit that generates the data set.

11. The data processing device according to claim 1, wherein
the data set is transmitted to the terminal device whenever updated.

12. A data processing method comprising:

removing noise from data to which noise has been added, the data having been received from a terminal device;
measuring the data for each data type constituting a data set and indicating a classification of the data; and
updating the data set on the basis of a measurement result.

13. A data processing program causing a computer to execute a data processing method comprising:

removing noise from data to which noise has been added, the data having been received from a terminal device;
measuring the data for each data type constituting a data set and indicating a classification of the data; and
updating the data set on the basis of a measurement result.

14. A terminal device
that associates data with data types on the basis of information indicating a data set composed of the data types to
which the data belongs, the data set having been transmitted from a data processing device, then adds noise to the
data, and transmits the data to which noise has been added to the data processing device.

15. A data processing system comprising:

a terminal device that associates data with data types on the basis of information indicating a data set composed
of the data types to which the data belongs, the data set having been transmitted from a data processing device,
then adds noise to the data, and
transmits the data to which noise has been added to the data processing device; and
a data processing device including:

a noise removal unit that removes noise from data to which noise has been added, the data having been
received from the terminal device;
a measurement unit that measures the data for each data type constituting a data set and
indicating a classification of the data; and
a data set updating unit that updates the data set on the basis of a measurement result of the measurement
unit.
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