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(54) SYSTEMS AND METHODS FOR PREFETCHING DYNAMIC URLS

(57) The present disclosure relates to prefetching dy-
namic URLs. For example, one disclosed method in-
cludes the steps of receiving breadcrumb information
from a first client device, the breadcrumb information
comprising a dynamic URL, a dynamically-generated
value, and an indication of a method of generating the
dynamically-generated value; determining a template for
the dynamic URL based on the dynamically-generated
value and the method of generating the dynamically-gen-
erated value; receiving a request for a hint for the URL;
and in response to receiving the request for the hint from
a second client device, transmitting the template for the
dynamic URL to the second client device.
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Description

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The present application claims priority to U.S.
Provisional Patent Application No. 62/211,246, filed Au-
gust 28, 2015, entitled "Systems and Methods for
Prefetching Dynamic URLs," the entirety of which is here-
by incorporated by reference.

BACKGROUND

[0002] A web page provided by a content server may
create one or more dynamic uniform resource locators
("URLs") that may be uniquely generated every time the
web page is rendered on a computing device. In such a
case, a conventional prefetching system that prefetches
objects using URLs that were created during prior ren-
derings of the page will be unable to successfully fetch
and use dynamic URLs: each time the dynamic URL is
created, it will not match the dynamic URL previously
fetched, and thus the prefetching system may not be able
to match a request from a browser to a prefetched web
resource.

SUMMARY

[0003] Various examples are described for systems
and methods for prefetching dynamic URLs.
[0004] For example, one disclosed method includes
the steps of receiving, as a part of a web page transaction,
a web page document having one or more instructions
to generate a dynamic URL; generating the dynamic URL
based on the one or more instructions, the generating
comprising generating a dynamically-generated value in
accordance with a method of generating the dynamically-
generated value specified in the instructions; and trans-
mitting to a hinting server breadcrumbs from the web
page transaction, the bread crumbs comprising the dy-
namically-generated value and an indication of the meth-
od of generating the dynamically-generated value.
[0005] Another example method includes the steps of
storing breadcrumb information comprising: identifica-
tions of generating methods for generating dynamic val-
ues, and for each of the generating methods, at least one
dynamic value generated by the generating method; re-
ceiving a dynamic URL from a first client device, the dy-
namic URL comprising a first dynamically-generated val-
ue: determining a template for generating the dynamic
URL based on the first dynamically-generated value and
the breadcrumb information; and transmitting the tem-
plate to a second client device in response to a request
for hinting information corresponding to the dynamic
URL.
[0006] A still further example method includes the
steps of transmitting a hint request to a hinting server,
wherein the hint request is for hinting information asso-
ciated with a request for a URL from a browser that is

part of a web page transaction with a content server;
receiving from the hinting server a response to the hint
request, the response comprising a template for a dy-
namic URL; generating the dynamic URL based on the
template; and prefetching a web resource using the dy-
namic URL as part of the web page transaction.
[0007] These illustrative examples are mentioned not
to limit or define the scope of this disclosure, but rather
to provide examples to aid understanding thereof. Illus-
trative examples are discussed in the Detailed Descrip-
tion, which provides further description. Advantages of-
fered by various examples may be further understood by
examining this specification.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The accompanying drawings, which are incor-
porated into and constitute a part of this specification,
illustrate one or more certain examples and, together with
the description of the example, serve to explain the prin-
ciples and implementations of the certain examples.

Figure 1 shows an example system for prefetching
dynamic URLs;
Figure 2 shows an example computing device for
prefetching dynamic URLs;
Figure 3 shows example hint information for
prefetching dynamic URLs;
Figure 4 shows example breadcrumbs for prefetch-
ing dynamic URLs;
Figure 5 shows an example of generating hints for
dynamic URLs from breadcrumb information for
prefetching dynamic URLs; and
Figures 8-10 show example methods for prefetching
dynamic URLs.

DETAILED DESCRIPTION

[0009] Examples are described herein in the context
of systems and methods for prefetching dynamic URLs.
Terms such as "resource," "web resource," "content,"
"web page," etc., when used herein in conjunction with
the term "URL," refer generally synonymously to the ob-
ject referenced by the URL, which can include additional
sub-resources that are referenced in the object. Thus,
for example, a "web page" can include a base HTML
document and all content directly or indirectly referenced
by the HTML document. References herein to "request-
ing," "fetching," and "prefetching" a URL (whether static
or dynamic) mean requesting, fetching, or prefetching
the object referenced by the URL. Those of ordinary skill
in the art will realize that the following description is illus-
trative only and is not intended to be in any way limiting.
Reference will now be made in detail to implementations
of examples as illustrated in the accompanying drawings.
The same reference indicators will be used throughout
the drawings and the following description to refer to the
same or like items.
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[0010] In the interest of clarity, not all of the routine
features of the examples described herein are shown
and described. It will, of course, be appreciated that in
the development of any such actual implementation, nu-
merous implementation-specific decisions must be made
in order to achieve the developer’s specific goals, such
as compliance with application- and business-related
constraints, and that these specific goals will vary from
one implementation to another and from one developer
to another.

Illustrative Example of a Method for Prefetching Dy-
namic URLs

[0011] In this illustrative example, a user opens a web
browser on her tablet computer and enters a URL for a
web page she wants to visit. In this example, the user
enters www.webpage.com. The web browser then is-
sues a request to a web server for the web page located
at www.webpage.com. In response, the web browser re-
ceives a hypertext markup language ("HTML") document
from the web server corresponding to the requested web
page. As the web browser parses the HTML document
for display, it encounters URLs embedded within the doc-
ument. The web browser extracts these URLs and issues
requests for web resources from those URLs. Some of
these URLs, however, are dynamically generated. For
example, rather than only including static URLs, e.g.,
www.webpage.com/image.jpg, the HTML document in-
cludes instructions or an identification of a file containing
instructions regarding how to generate a dynamic URL.
In this example, the HTML document includes instruc-
tions to generate a dynamic URL to retrieve an image.
The instructions include a static portion of a URL, e.g.,
"www.webpage.com/empty.gif?rand=" and a command
to the web browser to execute a random number gener-
ator function to append a random number to the static
portion of the URL. Thus, to generate the dynamic URL,
the web browser executes an available random number
generation function, e.g., Math.random(), which creates
the random number 5489875869. The web browser then
appends this random number to the static portion of the
URL to create the dynamic URL: www.web-
page.com/empty.gif?rand=5489875869. The web
browser then issues this as a request for a web resource
from the dynamic URL.
[0012] However, rather than issuing these various re-
quests directly to the corresponding web server, the web
browser sends them to a prefetcher, which maintains a
cache of various web resources that have been previ-
ously retrieved. Upon receiving various URL requests,
the prefetcher checks the cache to determine whether
the requested web resources are available in the cache
by matching the URL in the request with URLs for web
resources within the cache. If a match is found, and the
cached resource is not stale, the prefetcher responds to
the request with the cached web resource. If a match is
not found, the prefetcher issues a request for the web

resource at the specified URL.
[0013] As a part of checking the cache, the prefetcher
also examines the request to determine whether it can
proactively request, i.e., prefetch, other URLs that may
be later requested as a part of obtaining a requested web
page. For example, when the prefetcher receives a re-
quest for www.webpage.com, its records indicate that
the web resource located at www.webpage.com/back-
ground.jpg is usually subsequently requested, and so
rather than waiting for a later request for www.web-
page.com/background.jpg, the prefetcher proactively is-
sues a request for www.webpage.com/background.jpg.
However, for a dynamic URL generated using a random
number generator, it is highly unlikely that the prefetcher
will see the same dynamic URL requested twice, and
thus it is both unlikely to attempt to prefetch a web re-
source at the dynamic URL, and it is also unlikely that it
will find a match in its cache. Thus, the prefetcher cannot
effectively prefetch the resource.
[0014] However, in many cases, dynamically-generat-
ed URLs reference web resources that are prefetchable,
if the prefetcher were to know the formula for generating
the dynamic URL. In other words, the value of the random
number, in this example, does not affect the web resource
that is requested, however, the number cannot be omit-
ted from the URL or the content server will not correctly
respond to the request, or may not respond at all. Instead,
the random number may be used (e.g., by the web page
developer) in an attempt to force a web browser to re-
quest a new copy of the web resource on every page visit.
[0015] To enable the prefetcher to prefetch dynamical-
ly-generated URLs, the web browser keeps track of dy-
namically-generated information during a web page
transaction, as well as the method that was used to gen-
erate the dynamically-generated information. This
tracked information, which may include any dynamic
URLs generated (e.g., www.webpage.com/emp-
ty.gif?rand=5489875869), any dynamically-generated
information (e.g. 5489875869), and the method used to
generate the dynamically-generated information (e.g.,
Math.random()), is referred to as "breadcrumbs" in this
description. In this case, the web browser will save the
breadcrumb information that is generated during the
course of retrieving information for the initial request for
www.webpage.com. Once all of the web resources to
display the web page have been retrieved, the web
browser will transmit the breadcrumb information to an-
other server, called a hinting server.
[0016] The hinting server, after receiving the bread-
crumb information, will attempt to derive the techniques
used to generate each dynamically-generated URL. For
example, the hinting server will determine a match be-
tween the number 5489875869 and the dynamically-
generated URL www.webpage.com/emp-
ty.gif?rand=5489875869. It can then use the information
that Math.random() was used to generate the number to
create a hint template for the dynamically-generated
URL, e.g., www.webpage.com/empty.gif?rand=[RAN-
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DOM]. It then associates the hint template with the orig-
inally-requested web page, www.webpage.com in this
example.
[0017] At a later time, when another user (or the same
user) attempts to retrieve the web page located at
www.webpage.com, the other user’s prefetcher may re-
ceive the request for www.webpage.com and issue a re-
quest for hint information to the hint server. The hint serv-
er then responds with the hint template, which the other
user’s prefetcher uses to dynamically-generate a URL to
prefetch, and then cache the prefetched web resource.
[0018] Later in the same web transaction, when the
web browser parses the HTML document received from
www.webpage.com, it encounters the instructions to
generate the dynamic URL. It generates the dynamic
URL and transmits it to the prefetcher. However, because
the dynamic URL generated by the web browser most
likely includes a random number that is different than the
random number generated by the prefetcher, the
prefetcher does not immediately locate a match in its
cache. However, as before, the web browser is collecting
breadcrumbs for this new web page transaction. The
prefetcher accesses the breadcrumb information for the
current transaction and searches for a corresponding en-
try in the breadcrumbs for the dynamically-generated
URL. Upon locating it, it is able to determine the static
portion of the dynamically-generated URL and search its
cache for a corresponding entry based on the received
hint template. It then locates the web resource it
prefetched based on the hint information and serves the
web resource to the web browser, rather than issuing a
request for the web resource at the dynamically-gener-
ated URL.
[0019] By extracting the breadcrumb information and
generating templates for dynamically-generated URLs,
a web browser, a prefetcher, and a hinting server may
be able to speed the load time for requested web pages
by effectively prefetching web resources, even those re-
quested via dynamically-generated URLs.
[0020] This illustrative example is given to introduce
the reader to the general subject matter discussed herein
and the disclosure is not limited to this example. The
following sections describe various additional non-limit-
ing examples and examples of systems and methods for
prefetching dynamic URLs.
[0021] Referring now to Figure 1, Figure 1 shows an
example system for prefetching dynamic URLs. The sys-
tem shown in Figure 1 includes content server 160, hint-
ing service 150, and computing device 110. The system
also includes a network 140 (e.g. a public network such
as the Internet, a private network, a combination of a
public and private network, or the like) that allows for
communication between the various components of the
system 100. Although only one content server 160, one
computing device 110, and one hinting service 150 are
illustrated in Figure 1 to avoid over complication of the
drawing, the system 100 can include many more content
servers 160, computing devices 110, or hinting services

150.
[0022] In this example, the computing device 110 ex-
ecutes a web browser 120, which includes a prefetcher
122 and a renderer 124, and maintains a cache 130 of
web resources previously obtained by the web browser
110 or the prefetcher 122. The prefetcher 122 can receive
or intercept requests for one or more web resources and
determine whether the requested web resource is avail-
able in the cache 130. If so, the prefetcher 130 can re-
spond to the request with the prefetched web resource
from the cache 130. In addition, the prefetcher 130 can
obtain hint information from the hinting service 150 to
enable the prefetcher 130 to prefetch one or more web
resources based on a request for a web page.
[0023] During operation, a user of the computing de-
vice 110 interacts with the web browser 120 to request
web pages and other content from the content server 160
or other content servers. The web browser 120 issues
various requests to the content server 160 for the content,
which responds to the requests by sending the requested
content to the web browser 120. The web browser pro-
vides the received content to the renderer 124, which
renders the received information to display it on the com-
puting device’s display (not shown).
[0024] The web browser 120 also includes, or commu-
nicates with, a prefetcher 122 to prefetch objects asso-
ciated with one or more URLS, including dynamic URLs,
that are expected to be used during the rendering of the
web page using the techniques described herein. The
prefetched objects can be stored in cache 130 and then
used to fulfill the requests for static and dynamic URLs
issued by the web browser 120 during the rendering proc-
ess. As described in more detail below, the prefetcher
122 obtains a dynamic hint template from the hinting serv-
ice 150 corresponding to a dynamic URL that is expected
to be requested during rendering of the web page. The
prefetcher 122 then uses the dynamic hint template to
prefetch an object prior to rendering that can be used to
fulfill the request for the dynamic URL created during the
rendering.
[0025] The hinting service 150 includes one or more
computing devices and includes memory for storage of
data and software applications, a processor for access-
ing data and executing applications, and components
that facilitate communication over the network 140. In
some examples, some or all of the functionality of the
hinting service 150 can be implemented within the brows-
er 120 or other applications executing on the computing
device 110. In such a case, the dynamic hint templates
may be generated, used, and stored locally on the com-
puting device 110.
[0026] Figure 2 shows an example computing device
200 suitable for prefetching dynamic URLs. The comput-
ing device 200 may be suitable for use as the computing
device 110 of Figure 1, but may also be suitable for use
as a hinting service 150 or content server 160. The com-
puting device 200 includes a processor 210, a memory
220, a network interface 230, a display 240, and one or
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more user input device 250. Each of these components
is in communication with other components via one or
more communications buses 260. Examples of suitable
processors and memories are discussed later in this
specification.
[0027] In this example, the computing device 200 is
configured to execute a web browser 120 as described
above with respect to Figure 1. As discussed above, the
web browser 120 includes both a prefetcher 122 and a
renderer 124. When a user selects or enters a URL into
the web browser 120 for desired content, the web brows-
er 120 generates a request to transmit to content server
160 for the requested content. When the initial request
for the URL is transmitted, it initiates a "transaction" that,
assuming everything operates correctly, will ultimately
result in the requested content being retrieved and pre-
sented to the user in the web browser. During the course
of the transaction, the web browser may issue multiple
requests for content and may receive, in response, mul-
tiple web resources in response to those requests.
[0028] For example, a request for the URL
www.cnn.com results in an initial request being sent to
a content server to request the web page at
www.cnn.com. The response from the content server
likely will be a file, e.g., an HTML file, that includes content
as well as instructions to the web browser regarding how
to display the content. In addition, the file will likely also
include additional URLs embedded within it. These ad-
ditional URLs identify additional content that needs to be
retrieved and displayed as part of the www.cnn.com web
page. For example, the additional content may be imag-
es, movies, audio, advertisements, etc. Some of the ad-
ditional content may be hosted at the same content server
as the www.cnn.com web page, while other of the addi-
tional content may be hosted elsewhere. However, the
web browser will extract each of the URLs from the re-
ceived HTML file and issue separate requests for each
URL. Because these URLs are issued as a part of the
process of retrieving the content of the www.cnn.com
web page, they are referred to as occurring as a part of
the same transaction. The initial request that creates a
transaction is referred to as a "root" request, and requests
the "root" object, e.g., the web page at www.cnn.com.
Additional requests that result from the response to the
root request are referred to as "child" requests, and are
requests for "child" objects. Child objects are web re-
sources that are a part of a root object, such as an image
in a web page. Once all of the requests have been re-
sponded to (or have timed out, failed, etc.), the transac-
tion is complete and the web page is displayed on the
computing device’s display 240. It should be understood,
however, that the web page may also be partially dis-
played during the transaction as content is being re-
trieved.
[0029] Because a transaction may include multiple
child requests, some or all of which may issue further
child requests, a transaction may involve a large number
of requests for web resources, and subsequent respons-

es to those requests. Because the requests are typically
transmitted from a client device, e.g., the computing de-
vice 110 of Figure 1, to another server, e.g., content serv-
er 160, via an intervening network, e.g., the Internet or
network 140, the total time to obtain the web resources
for all of the requests and responses may be significant,
which can negatively impact the user experience. Thus,
prefetching may be employed to proactively request web
resources that are needed for a particular web page be-
fore a web browser actually issues requests for those
web resources. In many cases, the resources to be
prefetched can be predetermined as they are represent-
ed by static URLs. The prefetched data is then cached
on the client device, and when the web browser later
issues a request for a particular URL that has been
prefetched, the web browser is provided with the cached
copy of the prefetched web resource, which can signifi-
cantly improve web page load speed.
[0030] However, effectively prefetching some resourc-
es can be difficult. For example, some web pages include
child objects referenced by dynamically-generated
URLs. Thus, in some examples, the root object, or a child
object, includes embedded instructions regarding how to
generate one or more URLs that will be used to request
various child objects.
[0031] Dynamically-generated URLs (or just "dynamic
URLs") typically include a static portion, e.g.,
www.cnn.com/image, and one or more dynamic portions,
typically a dynamically-generated numeric value or al-
phanumeric string. It should be appreciated, however,
that a dynamically-generated URL may not include a stat-
ic portion in some examples. The embedded instructions
may include an identification of a function the client de-
vice must execute to generate the dynamic portion of the
dynamic URL. Examples of suitable functions to generate
one or more dynamic portions of a dynamic URL include
a random number generator function, or a date or time
function. In some examples, dynamically generated val-
ues may be transformed, such as by using a truncated
portion of a random number, e.g., the last 5 digits of a
random number. Some other examples include execut-
ing embedded scripts, e.g., JavaScript, that may gener-
ate an entire dynamic URL, or just a portion of a dynamic
URL.
[0032] A dynamic URL may be difficult to prefetch be-
cause the prefetcher 122 may not know how to generate
a dynamic URL. Or, after prefetching a web resources
from a dynamic URL, a later request from the web brows-
er 120 for the same web resource may have a different
dynamic URL. For example, if a dynamic URL is gener-
ated, in part, by generating a random number, the
prefetcher 122 will likely generate a dynamic URL using
a different random number than the web browser 120.
Thus, when the web browser 120 later issues its request
for a dynamic URL, it will not be found in the cache 130
as the dynamic URL from the web browser 120 will not
match anything in the cache 130.
[0033] To allow prefetching of dynamic URLs, the
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prefetcher 122 may instead request "hints" from the hint-
ing service 150 for a particular root object. The hinting
service 150 may then provide hint information that iden-
tifies URLs that are typically requested during a transac-
tion resulting from a request for the root object. In some
examples, the hint information includes a listing of URLs
that are frequently requested as a part of a transaction
for a particular root object. For example, a transaction
resulting from a root request for www.cnn.com may fre-
quently result in child requests for a variety of graphic
images, e.g., logos, videos, or advertisements. Hint in-
formation for www.cnn.com may thus include URLs for
each of these web resources. When the prefetcher 122
detects a root request for www.cnn.com, it may issue a
hint request to the hint service 150 and receive, in re-
sponse, the hint information. It may then prefetch web
resources using the hint information, e.g., by issuing child
requests for each of the URLs within the hint information
before the web browser 120 itself issues the child re-
quests.
[0034] In examples of hint information that include tem-
plates for dynamic URLs, the prefetcher may generate
child requests using the templates. For example, Figure
3 shows example hint information 300 that includes both
static URLs 310a-c for child objects as well as templates
320a-b for generating dynamic URLs for child objects.
After receiving the hint information, the prefetcher 122
checks the cache 130 to determine whether any of the
child objects identified in the hint information are already
cached. If any child objects are not resident in the cache
130, or are cached but stale, the prefetcher 122 gener-
ates and transmits requests for those child objects using
the URLs within the hint information. For the static URLs
310a-c, the prefetcher 122 may simply issue the request
for the web resource using the respective static URL. For
the templates 320a-b, the prefetcher 122 generates a
dynamic URL using a corresponding template 320a-b.
For example, for template 320a, the prefetcher generates
a dynamic URL by calling a random number generation
function and concatenating the resulting random (or
pseudo-random) number to the static portion of the URL,
i.e., "http://www.advertisement.com/advert=" in this ex-
ample. If the random number was 1234567, the resulting
dynamic URL would be "http://www.advertise-
ment.com/advert=1234567" and the prefetcher 122
would issue a request for the corresponding child object.
[0035] However, to generate hints for dynamic URLs,
the hinting service 150 may need information about how
one or more dynamic URLs is generated. In the example
system 100 shown in Figure 1, the renderer 124 gener-
ates information that can be sent to the hinting service
150 to analyze and use to generate hint information for
dynamic URLs.
[0036] In this example, the renderer 124, for each child
object it requests, stores information associated with the
request. For example, the information may be only a URL
for the child object if the URL is a static URL, or it may
include other information, such as a timestamp corre-

sponding to a time the request for the child object was
requested. Other information may include whether the
response to the request for the child object was served
from the cache 130 or from a content server 160.
[0037] In addition to information about the URLs, the
renderer 124 also tracks certain functions it calls and the
results of those function calls. For example, the renderer
124 may store a record for each time it calls a random
number generation function and the resulting random (or
pseudo-random) number during the course of a transac-
tion. Similarly, the renderer 124 may store a record for
each time it calls a date or time function and the resulting
date or time, respectively, during the course of the trans-
action. These records may be stored along with other
information about the transaction, such as the root object,
the child objects requested, whether one or more child
objects were successfully prefetched, timing information
(e.g., timestamps) associated with each requested root
or child object, etc. This collected information about the
transaction may be referred to as the transaction’s bread-
crumbs, or just as "breadcrumbs."
[0038] Breadcrumbs, in different examples, may in-
clude different types of information. For example, bread-
crumbs for a dynamic URL may include a root or child
URL, one or more dynamically-generated URLs, an in-
dication of a method of generating dynamic information
(e.g., random number generation, time or date informa-
tion, etc.), or information (e.g., randomly-generated num-
bers, time information, date information, etc.) dynamical-
ly generated by the method. Other examples of bread-
crumbs that indicate the method of generating the dy-
namic information include a pointer to a stack trace of
the instructions (or a copy of the instructions themselves)
executed by the renderer 124 to generate the dynamic
information or one or more scripts (e.g., a JavaScript)
executed by the renderer 124 to generate the dynamic
information. In some examples, additional information
may be included as well, such as prefetch hit information
(e.g., cache hits, cache misses, etc.).
[0039] Referring to Figure 4, Figure 4 shows an exam-
ple of breadcrumbs for different transactions. Each trans-
action is represented by a row in the table 400, and in-
cludes a root URL 400a-e, random numbers 420a-e gen-
erated during each transaction, date values 430a-e gen-
erated during each transaction, and URLs for child ob-
jects 440a-e from each transaction. In this example, the
breadcrumbs from multiple transactions are illustrated in
a single table for ease of reference, however, it should
be appreciated that breadcrumbs may be stored or com-
municated in any suitable format, such as in JavaScript
Object Notation (JSON). For example, Figure 6 illustrates
an example breadcrumb record 610 provided by a com-
puting device 110 to a hinting service 150. The bread-
crumb record 610 in this example shows a breadcrumb
record having a "crumbType," which may have a value
of "Random" or "Time," while the "crumbValue" record
may have the dynamically-generated value, e.g., a ran-
dom number or time. The "timeStamp" record may have
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a timestamp of the time the renderer 124 (or other portion
of the web browser 120) called the function to generate
the value. In short, a breadcrumb record can include any
of the following to identify a method by which dynamic
values for a dynamic URL were generated: an identifica-
tion of one or more functions called to generate all or part
of the dynamic value; a pointer to a stack trace of the
instructions (or a copy of the instructions themselves)
executed to generate all or part of the dynamic value;
one or more scripts (e.g., one or more JavaScripts) ex-
ecuted by the prefetcher 122 to generate all or part of
the dynamic value. It should be appreciated that in some
examples, multiple such breadcrumb records may be in-
cluded in a set of breadcrumb information for a web page
transaction.
[0040] Breadcrumbs, in different examples, may be
communicated on a per-transaction basis. For example,
after each page load, the renderer 124 may immediately
transmit the breadcrumbs from the transaction to the hint-
ing service 150. In other examples, the renderer 124 may
transmit breadcrumbs during the course of the transac-
tion, or in batches periodically. In some examples, the
renderer 124 may transmit breadcrumb information when
a user closes a browser window or browser tab.
[0041] The hinting service 150 receives breadcrumb
information for one or more transactions from the ren-
derer 124 and parses the breadcrumbs to identify dy-
namic URLs and to generate templates for generating
the dynamic URLs. Breadcrumb information may be re-
ceived for each transaction initiated by a computing de-
vice 110. Further, as noted above, while the system 100
shown in Figure 1 includes only one computing device
110, there may be many more computing devices each
in communication with the hinting service 150 via the
network 140. Thus, in some examples, the hinting service
150 may receive large amounts of breadcrumb informa-
tion from a large number of different computing devices
110.
[0042] To generate templates, the hinting service 150
may first identify dynamically-generated URLs that may
have been used to retrieve child objects. To do so, the
hinting service 150 searches received breadcrumb infor-
mation for URLs for child objects that the hinting service
has not encountered previously, or has only encountered
infrequently. These URLs may thus be referred to as "sin-
gletons" as they do not appear in multiple different trans-
actions for the same root object. In contrast, static URLs
may be seen each time a particular root object is request-
ed. Singletons, in some examples, are candidate dynam-
ic URLs because dynamic URLs generated using ran-
dom numbers or time stamps are likely not to have been
encountered before. And while pseudo-random numbers
may occasionally repeat, such an occurrence is likely
rare enough, particularly a repeated pseudo-random
number in two different transactions for the same root
object, as to not be of significant concern. However, sin-
gletons are not the only means of identifying candidate
dynamic URLs. Other techniques include identifying

characters or character strings typically associated with
dynamically-generated information, e.g., "?," "rand=,"
"random=," "advert=," etc., and searching URLs for the
occurrence of such characters or strings. If such a char-
acter or string is found within a URL, it may be flagged
for further analysis as a potential dynamically-generated
URL.
[0043] After identifying candidate dynamic URLs, the
hinting service 150 may search the breadcrumb informa-
tion for breadcrumbs that match portions of the candidate
dynamic URLs. For example, random number bread-
crumbs may be compared against the candidate dynamic
URLs to determine whether the random numbers appear
in any of the candidate dynamic URLs. If so, the hinting
service 150 may generate a template for the candidate
dynamic URL based on the URL and the random number.
Referring to Figure 4 again, a child URL 440a for the first
root URL 410a includes a string of numbers following
"cbuster=" that matches one of the date breadcrumbs.
Thus, the hinting service 150 may infer that a template
to dynamically-generate the URL for the URL 440a in-
cludes a static portion, e.g., "https://www.ama-
zon.com/empty.gif?cbuster=" and a dynamic portion
generated by calling a date or time function by a web
browser’s renderer. A resulting template for the URL
440a may be "https://www.amazon.com/emp-
ty.gif?cbuster=<DATE>." This inference may be rein-
forced by analysis of subsequent transactions that result
in the same inferred template. For example, the transac-
tions represented in the second and third rows of the
table 400 in Figure 4 also include URLs 440b-c that have
a dynamic portion that matches a Date() breadcrumb.
Thus each conforms to this same template and so the
hinting services confidence that the template is accurate
increases, e.g., by increasing a confidence score asso-
ciated with the template.
[0044] Figure 5 illustrates the process of using bread-
crumb information to generate templates, which may
then be sent as hints. The breadcrumb information 400
is used by the hinting service 150 to generate templates
500 for dynamically generated URLs. When the hinting
service 150 later receives hint requests for a root object,
it may generate hint information 510-520 based on the
determined templates and provide the hint information
to a requesting web browser.
[0045] Figure 7 shows an example diagram showing
a prefetcher 122 generating a dynamic URL based on a
template 710 received in a hint from a hinting service
150. The prefetcher receives the template 710, calls the
specified function, e.g., Time(), to obtain a dynamically-
generated value, which is then inserted into the template
to generate the dynamic URL 730 to prefetch.
[0046] To validate the hint information or the templates,
a prefetcher, after requesting and receiving hint informa-
tion, may then monitor cache hits and report cache hit
information to the hinting service 150. Cache hits for dy-
namically-generated URLs for child objects for which hint
information was sent may validate that a hint template
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generated by the hinting service 150 was correct, while
cache misses may indicate that a template was inaccu-
rate. Thus, over time, the hinting service 150 may aug-
ment or refine its hint information for dynamically-gener-
ated URLs.
[0047] Referring now to Figure 8, Figure 8 illustrates
an example method 800 by which a client computing de-
vice (e.g., a browser) gathers and transmits to a hinting
service breadcrumbs associated with a web page trans-
action. The method 800 can be part of a larger method
for prefetching dynamic URLs. The example method of
Figure 8 will be discussed with respect to the system 100
shown in Figure 1, however, it is not limited to such a
system 100. Instead, the example method may be per-
formed by any suitable system or computing device ac-
cording to this disclosure.
[0048] At block 810, the web browser 120 transmits a
URL to a content server as a part of a web page trans-
action. In this example, the URL is a URL for a web page
and is the root request for a new transaction. However,
in some examples, the requested URL may be any re-
quested URL within a transaction, such as a request for
a child object that itself results in subsequent additional
child URLs.
[0049] At block 820, the web browser 120 receives, as
a part of the web page transaction, a web page document
having one or more instructions to generate a dynamic
URL for a child object. In this example, the web page
document comprises instructions (e.g., JavaScript in-
structions) for generating a dynamic URL for a child ob-
ject. The instructions include a static portion of the dy-
namic URL and an indication of the method of generating
the dynamic portion of the dynamic URL, such as a func-
tion name or a function call. In other examples, the dy-
namic URL is described using other instructions, such
as by scripts or calls to multiple functions.
[0050] While, in this example, the web page document
only includes instructions to generate one dynamic URL,
other web page documents may include instructions to
generate more than one dynamic URL. Further, child ob-
jects obtained during the web page transaction may also
include instructions to generate one or more dynamic
URLs for further child objects.
[0051] At block 830, the web browser 120 generates
a request for the dynamic URL based on the one or more
instructions, the generating comprising generating a dy-
namic portion of the dynamic URL. In this example, the
renderer 124 portion of the web browser 120 generates
the request for the dynamic URL; however, in other ex-
amples, other aspects of the web browser 120 may gen-
erate the request for the dynamic URL. To generate the
dynamic URL in this example, the renderer 124 executes
the JavaScript in the received web page document, which
calls a random number generation function, such as the
Java function Math.Random() or a random number func-
tion provided by an operating system, such as rand().
The random number generation function returns a value,
which the JavaScript appends to a static portion of the

dynamic URL. The JavaScript then provides the dynamic
URL to the renderer 124, which issues a hypertext trans-
fer protocol ("HTTP") request for the dynamic URL. And
while random numbers are used in this example, dynamic
URLs may be generated using any type of dynamically-
generated information, including using date or time func-
tions, or performing transformations on dynamically-gen-
erated values, such as by truncating such values. In some
embodiments, the instructions for generating the dynam-
ic URL can include a series of instructions that both gen-
erate an initial value (e.g., a random number, the current
date or time, etc.) and then transform the initial value.
Examples of such transforms include truncating, multi-
plying, adding to, and subtracting from the initial value.
[0052] It should be understood that issuing a request
for a URL may involve additional steps, such as resolving
a network address for the domain associated with the
URL, establishing a network connection, e.g., a trans-
mission control protocol (TCP) connection, with the com-
puter associated with the resolved network address, and
forming an appropriate HTTP-compliant request. Any or
all of these, or other steps, may occur prior to, or as a
part of, block 830 in different examples.
[0053] At block 840, the web browser 120 stores bread-
crumb information regarding how the dynamic portion of
the dynamic URL was generated (as part of block 830).
The breadcrumb information stored at block 840 can in-
clude the value of the dynamic portion of the dynamic
URL generated as part of block 830 and an indication of
the method by which the dynamic portion was generated.
In the example discussed above with respect to block
830, the renderer 124 generated the dynamic portion of
the URL by calling a random number generation function
and appending the returned random number to the static
portion of the URL. Continuing with that example, at block
840, the renderer 124 stores in a breadcrumbs record an
identifier (e.g., a character string or a predetermined val-
ue) identifying the random number generation function
and the random number returned by the random number
generation function. Thus, for example, the renderer 124
may store a record having two values: (1) the value re-
turned by the random number generation function, and
(2) the number 0x10, which indicates the value was gen-
erated using a random number generation function. The
renderer 124 may use other values, e.g., 0x01, to indicate
a date function was used, or 0x00 to indicate that a time
function was used. Other values may be stored as well,
in some examples. As also discussed above, the dynam-
ic portion of the URL can be generated at block 830 by
executing a series of instructions, which can include, for
example, calling a particular function to generate an initial
value and then applying a transform to the initial value.
For example, as discussed above, a dynamic portion of
a dynamic URL may be a truncated value, such as a
truncated random number or a truncated time value. In
one such example, the renderer 124 may store a record
that indicates (1) the value returned by the function to
generate the dynamic portion of the URL, (2) an indication
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of the function used to generate the dynamic portion of
the URL, and (3) an identification of a function used to
modify the value returned by the function to generate the
dynamic portion of the URL. As yet another example and
as also discussed above, the dynamic portion of the URL
can be generated at block 830 by executing a series of
instructions. In such an embodiment, at block 840, the
renderer 124 stores in a breadcrumbs record a pointer
to the instructions in a stack trace that were executed to
generate the dynamic value. Alternatively, the renderer
124 stores a copy of the instructions themselves in the
breadcrumbs record. In either of the foregoing, the point-
er or the copy of the instructions comprises an identifi-
cation of the method by which the dynamic portion of the
URL was generated. As a further example and as also
discussed above, the dynamic portion of the URL can be
generated at block 830 by executing one or more scripts
(e.g., JavaScripts). In such an embodiment, at block 840,
the renderer 124 stores in a breadcrumbs record an iden-
tification or copy of the script(s). In this embodiment, the
identification or copy of the script(s) comprises an iden-
tification of the method by which the dynamic portion of
the URL was generated. Still further variations are within
the scope of this disclosure.
[0054] Methods performed by the renderer 124 to gen-
erate a dynamic URL can include examining the values
passed to URL setting functions in Javascript (e.g., Set-
Src, XmlHttpRequest, or SetInnerHtml) to obtain the dy-
namically generated URL in the Javascript stack context
within which that URL is constructed. This context can
be captured by crawling the entire stack (including file,
function and line number of each frame) that resulted in
the call to the URL setting function. This stack context
can be sent along with the setting function and the dy-
namic URL to the hinting service 150. This information
can then be combined with the rand/Date breadcrumb
values, which also contain stack context information,
generated at the approximately the same time to better
determine the relationship between the breadcrumb val-
ues and the dynamic portion of the dynamic URL.
[0055] In some examples, more than one dynamic URL
may be generated during the course of a web page trans-
action. In some such examples, if multiple dynamic URLs
are generated during the course of the web page trans-
action, the renderer 124 may store the dynamic portion
of the dynamic URL and an indication of a method of
generating the dynamic portion of the dynamic URL for
each dynamically-generated URL. Though in some ex-
amples, the renderer 124 may only store such informa-
tion for the root object, or immediate child objects of the
root object. However, further variations are encom-
passed within the scope of this disclosure.
[0056] Further, other information about a transaction
may be stored. For example, such information may in-
clude information to help the hinting service 150 validate
one or more templates for dynamic URLs. For example,
the prefetcher 122 may store information indicating
whether or not prefetched web resources retrieved from

a dynamic URL during a transaction resulted in a cache
hit during that transaction. Such information may be pro-
vided to a hinting service 150 to help the hinting service
150 validate or modify one or more templates for gener-
ating dynamic URLs.
[0057] At block 850, the web browser 120 transmits
the breadcrumb information to the hinting server 150. As
noted, the breadcrumb information includes both the val-
ue and the method used to generate the value of the
dynamic portion of the URL. As also noted, the bread-
crumb information can include additional information
such as the parent (e.g., root) URL, the dynamic URL
itself, and information regarding cache hits and misses.
In some embodiments, the dynamic URLs are instead
provided to the hinting service 150 with other URLs (e.g.,
static URLs) that were part of the web transaction. In this
example, the renderer 124, at the conclusion of the web
page transaction, creates breadcrumb information that
includes the URL for the root object that initiated the web
page transaction, the dynamic URLs generated during
the web page transaction, the dynamically-generated
values, and the indications of the methods used to gen-
erate the dynamically generated values.
[0058] Referring again to Figure 4, the renderer 124
may generate breadcrumb information for, e.g., a web
page transaction initiated by a root object at ht-
tp://www.amazon.com (corresponding to the first row of
the table shown in Fig. 4). During the course of the web
page transaction, the renderer 124 stores the Math.Ran-
dom() values 420a, the Date() values 430a, and indica-
tions of the methods used to generate the respective val-
ues. The renderer 124 may then transmit the URL for the
root object 410a, the Math.Random() and Date() values
420a, 430a, and the dynamic URLs 440a generated dur-
ing the web transaction to the hinting service 150 within
a JSON object.
[0059] The example method 800 shown in Figure 8 is
described above with respect to a simple web page trans-
action having a root object that includes only a single
request for a dynamic URL. However it should be appre-
ciated, as discussed above, that multiple dynamic URLs
may be generated for a single root object, or for one or
more child objects. Thus, the method 800 of Figure 8, or
portions of the method 800, may execute multiple times
during the course of a single web transaction. And still
further variations of the method 800 are contemplated
and within the scope of this disclosure.
[0060] Referring now to Figure 9, Figure 9 illustrates
an example method 900 by which a template for gener-
ating a dynamic URL is created from breadcrumbs. The
method 900 can be part of a larger method for prefetching
dynamic URLs. The example method of Figure 9 will be
discussed with respect to the system 100 shown in Figure
1, however, it is not limited to such a system 100. Instead,
the example method may be performed by any suitable
system or computing device according to this disclosure.
Further, while the method is described as being per-
formed at the hinting service 150 in the following descrip-
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tion, it may instead be performed at any suitable com-
puting device. For example, the computing device 110
itself may perform the method 900 of Figure 9.
[0061] At block 910, the hinting service 150 receives
breadcrumb information from a client device, the bread-
crumb information comprising a URL, a dynamic URL, a
dynamically-generated value, and an indication of a
method of generating the dynamically-generated value.
In this example, the hinting service 150 receives the
breadcrumb information from the client device 110 as
sent via the network 140 at block 850 of Figure 8. How-
ever, it should be appreciated that the hinting service 150
may receive similar breadcrumb information from any
number of client devices via the network 140 or any other
network in communication with the hinting service. Re-
gardless of the source, the breadcrumb information can
include any of the types of breadcrumb information dis-
cussed above. For example, the breadcrumb information
can include any of the types of breadcrumb information
discussed above with respect to block 840 of Figure 8.
As also noted above, dynamic URLs generated at block
830 of Figure 8 can be included in the breadcrumb infor-
mation or can be provided to the hinting service in a list
of child URLs encountered during the web transaction,
which can include static and dynamic URLs. The dynamic
URL for which a template is created in Figure 9 can thus
be received with the breadcrumb information at block
910, in a list of other URLs, or otherwise.
[0062] At block 920, the hinting service 150 determines
a template for the dynamic URL based on breadcrumb
information received at block 910 and/or from other client
computing devices. In this example, the hinting service
150, for a dynamic URL identified in received breadcrumb
information, searches the breadcrumb information for dy-
namically-generated values that match a portion of the
dynamic URL.
[0063] For example, referring again to Figure 4, the
hinting service 150 searches the Math.Random() values
420a and Date() values 430a in the breadcrumb infor-
mation for matches to a portion of the dynamically-gen-
erated URL 440a. In this example, the hinting service
searches the dynamic URL for a string of digits and ex-
tracts the digits and stores the corresponding value into
a buffer. It then, for each Math.Random() value and
Date() value, until a match is found or no values remain,
compares the respective value against the value stored
in the buffer. If a match is found, the hinting service 150
determines that the dynamic URL was generated using
a random number. In addition, the hinting service 150
determines that the portions of the dynamic URL that do
not correspond to the string of digits are the static portions
of the dynamic URL, while the portion(s) of the dynamic
URL corresponding to the string of digits should be des-
ignated a dynamic field. The hinting service 150 may then
identify the type of dynamic field, e.g., "RANDOM," and
generate a template using the static portion, the dynamic
field, and the type of dynamic field.
[0064] The foregoing examples of the hinting service

150 produce a template for a dynamic URL by directly
matching the dynamic value portion of the dynamic URL
with a value produced by a function call. In other exam-
ples, the hinting service 150 may be configured to indi-
rectly match the dynamic value portion of the dynamic
URL with a value produced by a function call. In such
examples, the value returned by the function call may
have been transformed in accordance with one or more
transforms before being appended to the dynamic URL.
The following describes such an example in which it is
assumed that the dynamic value of a dynamic URL gen-
erated by the renderer 124 at block 830 of Figure 8 was
generated by calling a function a random number function
(e.g., Math.Random()) to produce 1563391635703477
and then applying a truncating transform (e.g., leaving
only the first eight digits) to produce 15633916 and then
multiplying the foregoing truncated result by two to pro-
duce 31267832. In this example, the resulting dynamic
URL produced by the renderer 124 at block 830 of Figure
8 was www.amazon.com/img.png?cb=31267832, and
the breadcrumbs stored at block 840 and transmitted to
the hinting service 150 at block 850 include that a call to
the Math.Random() function returned
1563391635703477. To produce a template for the fore-
going dynamic URL, the hinting service 150 at block 920
of Figure 9 can do the following. After identifying
www.amazon.com/img.png?cb=31267832 as a candi-
date dynamic URL, the hinting service 150 can identify
the static portion of the URL (i.e., www.ama-
zon.com/img.png?cb=) by any technique discussed
herein for identifying the static portion of a dynamic URL.
The hinting service 150 can then repeatedly apply com-
binations of known transforms to breadcrumb values re-
ceived at block 910 and identify which matches the dy-
namic value 31267832. (This example assumes that the
hinting service 150 has a list of all known transforms a
renderer 124 in a client computing device 110 might have
applied to a value returned by a function call before ap-
pending the returned and now transformed value to the
static portion of the dynamic URL.) In this example, as
the hinting service 150 repeatedly applies combinations
of known transforms to the dynamic value
1563391635703477 among the breadcrumbs, it will
eventually apply a combination of an eight first-digit trun-
cating transform followed by a times-two multiplication
transform to the breadcrumb value 1563391635703477
associated with the Math.Random() function and match
the result to the dynamic value portion 31267832 of the
dynamic URL. In this example, the hinting service 150
then generates a template at block 920 by replacing the
dynamic value (31267832) with an indication of the meth-
od by which the dynamic value was generated, which in
this example is Math.Random() followed by a truncation
transform to the first eight digits followed by a multiplica-
tion transform by two. The resulting template is thus
www.amazon.com/img.png?cb=<MATH.RAN-
DOM()><TRUNC_F8><MULT_2>.
[0065] Referring again to Figure 5, other example tem-
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plates 505a-e are illustrated that include static portions
and dynamic fields, which are indicated by angle brack-
ets, e.g., ’<’ and ’>’. In these examples, two different types
of dynamic fields are used, <RAND> and
<CURRENT_TIME>, which correspond to random (or
pseudo-random) numbers and a current time as returned
by a date() or time() function. Still other types of fields
may be specified. For example, as discussed above,
some dynamically-generated values may be truncated.
An example field type may thus be <RAND_TRUNC_F3>
or <RAND_TRUNC_L5>, which indicate a random
number that has been truncated to only include the first
three digits or the last five digits, respectively.
[0066] In some examples, other techniques for deter-
mining a template may be employed. For example, rather
than analyzing breadcrumb information from a single
transaction, breadcrumb information from multiple trans-
actions for the same root object, e.g., www.amazon.com,
may be aggregated. After receiving breadcrumb informa-
tion for a minimum number of transactions, the hinting
service may then search the breadcrumb information for
URLs that are substantially similar to each other, except
for one or a small number of fields, or for URLs that are
singletons. For example, breadcrumb information for
www.amazon.com web page transactions may include
URLs that all have the same initial portion, e.g., ht-
tps://www.amazon.com/empty.gif?cbuster=, but differ
by a numeric field. In some examples, these different
URLs may be singletons, though if the dynamic portion
is relatively short, the odds that one or more of the URLs
has been encountered in the past increases.
[0067] To identify dynamic URLs, the hinting service
may search the child object URLs for any that are not
already known to the hinting service 150. These unknown
child object URLs may then be further searched to de-
termine whether the child object URLs have identical
matches within the breadcrumb information, e.g., the
child object URLs appear in the same form in multiple
different transactions for the same root object. If so, these
child object URLs, while new to the hinting service 150,
are likely not dynamically generated. Any remaining child
object URLs are then most likely dynamic URLs.
[0068] After identifying dynamic URLs, the hinting
service 150 can compare the dynamic URLs to other dy-
namic URLs, e.g., the hinting service 150 can compare
singletons to each other, to determine a level of similarity.
For example, dynamic URLs can be compared as char-
acter strings for any portion of the singleton preceding
one or more predetermined characters that are likely to
precede a dynamic field, such as ’?’ or ’=’. If a portion of
one dynamic URL matches to the same portion of another
dynamic URL, the hinting service 150 may determine that
the compared portions represent a static portion of a tem-
plate for a dynamic URL. The hinting service 150 may
then extract the portions of these singletons that follow
the predetermined characters and search for dynamical-
ly-generated values in the breadcrumb information that
match these extracted portions. If matches are found for

each, and are of the same type of dynamically-generated
value (e.g., they are both random values), the hinting
service 150 may determine a template based on the de-
termined static portion and the identified type of dynam-
ically-generated value.
[0069] Some examples may further apply confidence
scores to one or more generated templates. For example,
after generating the template, the hinting service 150 may
generate a confidence score based on the number of
singletons that apparently conformed to the same tem-
plate. For example, if two singletons apparently matched
and were generated according to the same template, the
hinting service 150 may generate a confidence score of
50% for the template. However, if twenty singletons all
apparently matched the same template, the hinting serv-
ice may generate a confidence score of 90% for the tem-
plate. The hinting service 150 then associates the tem-
plate with the root object of the web page transaction.
[0070] Still further techniques for identifying candidate
dynamically-generated URLs and determining a tem-
plate for such a dynamically-generated URL are within
the scope of this disclosure.
[0071] At block 930, the hinting service 150 receives
a request for a hint for the URL, such as from a computing
device 110. As noted, there can be many computing de-
vices 110 connected to the network 140, and the com-
puting device 110 from which the request is received at
block 930 can be the same or a different computing de-
vice 110 than the one from which the breadcrumbs were
received at block 910. Regardless, a user of the comput-
ing device 110 may select a URL in the web browser 120,
which then issues a request for the corresponding web
resource. The prefetcher 122 may receive or intercept
the request and transmit a request for hints to the hinting
service 150. In some examples, the hint request may be
for either a root object or a child object. Further, in some
examples, the hinting service 150 may receive multiple
hint requests for a single transaction.
[0072] At block 940, the hinting service 150, in re-
sponse to receiving the request for the hint, transmits the
template for the dynamic URL to the requesting device.
In this example, the hinting service 150 identifies one or
more templates associated with the URL identified in the
hint request and transmits hint information to the request-
ing device including the one or more templates.
[0073] However, in some examples, such as described
above, the hinting service 150 may only provide tem-
plates in response to a hint request if the template has a
confidence score above a predetermined threshold. For
example, the hint request may specify a minimum confi-
dence level, or the hinting service 150 may establish its
own minimum confidence level. In some examples, the
hinting service may provide each template associated
with the identified URL, and may also provide confidence
level information to the requesting device, which may be
used by the requesting device to determine whether to
use one or more of the templates or to determine the type
of breadcrumb information to provide to the hinting serv-
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ice 150. For example, a requesting device may track
cache hit information for dynamic URLs generated from
templates below a threshold confidence value and pro-
vide such information in subsequent breadcrumb infor-
mation.
[0074] It should be understood that the method 900 of
Figure 9, or portions of the method 900, may be per-
formed repeatedly. For example, the hinting service 150,
or another computing device, may determine multiple
templates at block 920, or perform block 920 multiple
times based on breadcrumb information for different web
transactions. Further, the hinting service 150 may receive
multiple requests for hint information and respond to one
or more with hinting information, including one or more
templates. And still further variations of the method 900
are contemplated and within the scope of this disclosure.
[0075] Referring now to Figure 10, Figure 10 shows an
example method 1000 by which a computing device uti-
lizes a template received from a hinting service for
prefetching dynamic URLs. The example method 1000
of Figure 10 will be discussed with respect to the system
100 shown in Figure 1, however, it is not limited to such
a system 100. Instead, the example method may be per-
formed by any suitable system or computing device ac-
cording to this disclosure.
[0076] At block 1010, the prefetcher 122 detects a re-
quest comprising a URL (e.g., a URL such as a root URL
that results in additional child URLs) from a web browser
as a part of a web page transaction with a content server.
(Hereinafter, the URL received at block 1010 is some-
times referred to as a root URL for ease of discussion,
but it is understood that the URL can instead be any par-
ent URL that results in child URLs.) In one example, the
prefetcher 122 observes requests generated or transmit-
ted by the web browser 120 or a component of the web
browser 120, such as the renderer 124, and identifies a
URL within the request. However, in some examples, the
web browser 120 or the renderer 124 may transmit the
request to the prefetcher 122, or may instruct the
prefetcher 122 to issue the request.
[0077] At block 1020, the prefetcher 122 transmits a
hint request to a hinting service 150 for the URL detected
at block 1010. In this example, the prefetcher 122 first
determines whether the URL is a root request for a new
web page transaction and, if so, transmits a hint request
to the hinting service for the root URL. In some embod-
iments, if the URL is not a root request, the prefetcher
122 does not transmit the hint request. However, in other
embodiments, the prefetcher 122 may issue hint re-
quests as long as the URL is a parent URL that results
in child URLs.
[0078] At block 1030, the prefetcher 122 receives, from
the hinting server, a response to the hint request, the
response comprising at least one template for a dynamic
URL expected to be encountered while processing the
object (e.g., a web page) referenced by the root URL
(which as noted, can be a root URL). In this example, the
response comprises the template as well as other hint

information for processing (e.g., rendering) the object ref-
erenced by the root URL. However, in some examples,
a response from the hinting service 150 may only include
a template for the expected dynamic URL. Regardless,
the template can be a template generated by the hinting
service as described above with respect to block 920 of
Figure 9. The template can thus comprise any of the in-
formation discussed above with respect to block 920.
[0079] At block 1040, the prefetcher 122 generates the
expected dynamic URL based on the template and
prefetches a web resource using the dynamic URL as a
part of the web page transaction. (Hereinafter the gen-
erated dynamic URL is referred to as a "first dynamic
URL.") In this example, after receiving the response to
the hint request, the prefetcher 122 generates the first
dynamic URL based on the template. For example, the
template may include a static portion of the first dynamic
URL as well as an indication of a method for generating
a dynamic portion of the first dynamic URL, such as a
random number generation function or a time or date
function. The prefetcher 122 performs the indicated
method, such as by calling a function associated with the
indicated method (e.g., rand(), time(), or date()) to obtain
a dynamic portion of the first dynamic URL. In some ex-
amples, as discussed above, the dynamic portion of the
first dynamic URL may be modified in some way, such
as by truncating the value returned by the indicated meth-
od. The prefetcher may then combine, e.g., by concate-
nating, the static portion and the dynamic portion to gen-
erate the first dynamic URL. The prefetcher 122 may then
issue a request for a web resource using the first dynamic
URL. In response to the request, the prefetcher 122 may
receive the requested web resource and store the
prefetched object referenced by the first dynamic URL
as well as the first dynamic URL itself in the cache 130.
[0080] At block 1050, the prefetcher 122 detects a sec-
ond request for a dynamic URL (hereinafter referred to
as a "second dynamic URL"). The second dynamic URL
can be a dynamic URL generated by the renderer 124
from instructions or a reference to instructions within an
object returned (e.g., by a web server) in response to the
root URL (e.g., the URL that was detected at block 1010)
for generating the second dynamic URL.
[0081] At block 1060, the prefetcher 122 determines
whether the prefetched object (prefetched and cached
at block 1050 using the first dynamic URL) fulfills the
request for the second URL. In this example, the prefetch-
er 122 determines whether the second dynamic URL suf-
ficiently matches the first dynamic URL (or the template
received from the hint service 150 from which the first
dynamic URL was generated). For example, the
prefetcher 122 may compare the second dynamic URL
against the static portion of the first dynamic URL (or the
template from which the first dynamic URL was generat-
ed) to determine whether there is a match. If there is a
match, the prefetcher 122 may conclude that the first
dynamic URL sufficiently matches the second dynamic
URL and fulfill the request for the object referenced by

21 22 



EP 3 968 181 A1

13

5

10

15

20

25

30

35

40

45

50

55

the second dynamic URL with the cached object
prefetched at block 1040 using the first dynamic URL.
Alternatively, the prefetcher can take further steps to ver-
ify that the second dynamic URL matches the first dy-
namic URL. For example, the prefetcher 122 can deter-
mine whether a remaining portion of the second dynamic
URL matches any breadcrumb information generated
during the course of the current transaction. For example,
the prefetcher 122 may access breadcrumb information
generated by the renderer 124 for the then-current trans-
action including breadcrumb information from generating
the second dynamic URL and search for dynamically-
generated values that match the remaining portion of the
second dynamic URL. If a matching dynamically-gener-
ated value is identified, the prefetcher 122 may then take
further steps to verify that the second dynamic URL
matches the first dynamic URL by, for example, deter-
mining whether a corresponding method used to gener-
ate the dynamically-generated value of the second dy-
namic URL matches the method for generating the dy-
namically-generated value of the first dynamic URL as
identified, for example, within the template. In this exam-
ple, only if one, more than one, or all of these further
checks indicate a match does the prefetcher 122 con-
clude that the second dynamic URL sufficiently matches
the first dynamic URL or the template from which the first
dynamic URL was generated. Regardless, the prefetcher
122 may then locate in the cache the web resource
prefetched at block 1040. In some examples, the
prefetched web resource may not have been received,
or may be indicated as stale, though in some examples,
the prefetched web resource may exist within the cache
and be identified by the prefetcher 122 as fulfilling the
request for the second dynamic URL.
[0082] At block 1070, in response to determining that
the prefetched web resource fulfills the request for the
second dynamic URL, the prefetcher 122 provides the
object prefetched at block 1040 utilizing the first dynamic
URL to the web browser 120. The prefetcher 122 can
does so rather than send the second dynamic URL to a
content server as a request for the web resource refer-
enced by the second dynamic URL. The prefetcher 122
can thus discard the second dynamic URL.
[0083] The example method 1000 shown in Figure 10
is described above with respect to a simple web page
transaction having a root object that includes only a single
request for a dynamic URL. However it should be appre-
ciated, as discussed above, that multiple dynamic URLs
may be generated for a single root object, or for one or
more child objects. Thus, the method 1000 of Figure 10,
or portions of the method 1000, may execute multiple
times during the course of a single web transaction. For
example, the prefetcher 122 may prefetch multiple web
resources using dynamically-generated URLs and store
the received web resources in the cache, and then, in
response to subsequent requests for web resources, de-
termine whether the cached web resources fulfill one or
more of the requests, and, if so, provide the responsive

cached resources. And still further variations of the meth-
od 800 are contemplated and within the scope of this
disclosure.
[0084] While the methods and systems herein are de-
scribed in terms of software executing on various ma-
chines, the methods and systems may also be imple-
mented as specifically-configured hardware, such as
field-programmable gate array (FPGA) specifically to ex-
ecute the various methods. For example, examples can
be implemented in digital electronic circuitry, or in com-
puter hardware, firmware, software, or in a combination
thereof. In one example, a device may include a proces-
sor or processors. The processor comprises a computer-
readable medium, such as a random access memory
(RAM) coupled to the processor. The processor executes
computer-executable program instructions stored in
memory, such as executing one or more computer pro-
grams for editing an image. Such processors may com-
prise a microprocessor, a digital signal processor (DSP),
an application-specific integrated circuit (ASIC), field pro-
grammable gate arrays (FPGAs), and state machines.
Such processors may further comprise programmable
electronic devices such as PLCs, programmable inter-
rupt controllers (PICs), programmable logic devices
(PLDs), programmable read-only memories (PROMs),
electronically programmable read-only memories
(EPROMs or EEPROMs), or other similar devices.
[0085] Such processors may comprise, or may be in
communication with, media, for example computer-read-
able storage media, that may store instructions that,
when executed by the processor, can cause the proces-
sor to perform the steps described herein as carried out,
or assisted, by a processor. Examples of computer-read-
able media may include, but are not limited to, an elec-
tronic, optical, magnetic, or other storage device capable
of providing a processor, such as the processor in a web
server, with computer-readable instructions. Other ex-
amples of media comprise, but are not limited to, a floppy
disk, CD-ROM, magnetic disk, memory chip, ROM, RAM,
ASIC, configured processor, all optical media, all mag-
netic tape or other magnetic media, or any other medium
from which a computer processor can read. The proces-
sor, and the processing, described may be in one or more
structures, and may be dispersed through one or more
structures. The processor may comprise code for carry-
ing out one or more of the methods (or parts of methods)
described herein.
[0086] The foregoing description of some examples
has been presented only for the purpose of illustration
and description and is not intended to be exhaustive or
to limit the disclosure to the precise forms disclosed. Nu-
merous modifications and adaptations thereof will be ap-
parent to those skilled in the art without departing from
the spirit and scope of the disclosure.
[0087] Reference herein to an example or implemen-
tation means that a particular feature, structure, opera-
tion, or other characteristic described in connection with
the example may be included in at least one implemen-
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tation of the disclosure. The disclosure is not restricted
to the particular examples or implementations described
as such. The appearance of the phrases "in one exam-
ple," "in an example," "in one implementation," or "in an
implementation," or variations of the same in various
places in the specification does not necessarily refer to
the same example or implementation. Any particular fea-
ture, structure, operation, or other characteristic de-
scribed in this specification in relation to one example or
implementation may be combined with other features,
structures, operations, or other characteristics described
in respect of any other example or implementation.
[0088] This illustrative example is given to introduce
the reader to the general subject matter discussed herein
and the disclosure is not limited to this example. The
following sections describe various additional non-limit-
ing examples and examples of systems and methods for
prefetching dynamic URLs.
[0089] The disclosure comprises the following items:

1. A method comprising:

receiving, as a part of a web page transaction,
a web page document having one or more in-
structions to generate a dynamic URL;
generating the dynamic URL based on the one
or more instructions, the generating comprising
generating a dynamically-generated value in ac-
cordance with a method of generating the dy-
namically-generated value specified in the in-
structions; and
transmitting to a hinting server breadcrumbs
from the web page transaction, the bread
crumbs comprising the dynamically-generated
value and an indication of the method of gener-
ating the dynamically-generated value.

2. The method of item 1, wherein the dynamic URL
comprises a static portion and the dynamically-gen-
erated value.

3. The method of items 1 or 2, wherein the method
of generating the dynamically-generated value com-
prises a date function, a time function, or a random
number generator function.

4. The method of item 3, wherein the method of gen-
erating the dynamically-generated value comprises
truncating an output of the date function, the time
function, or the random number generator function.

5. The method of any of items 1-4, wherein the dy-
namic URL comprises more than one dynamically-
generated value.

6. The method of any of items 1, 2, or 5, wherein the
method of generating the dynamically-generated
value comprises calling a function that returns a val-

ue.

7. The method of item 6, wherein the dynamically-
generated value comprises the value returned by the
function or a transform of the value.

8. The method of items 6 or 7, wherein the indication
of the method of generating the dynamically-gener-
ated value comprises an identification of the function.

9. The method of any of items 6-8, wherein the meth-
od of generating the dynamic value further compris-
es applying a transform to the value returned by the
function, wherein the dynamic value comprises the
value returned by the function as transformed by the
transform.

10. The method of item 9, wherein the indication of
the method of generating the dynamically-generated
value further comprises an identification of the trans-
form.

11. The method of any of items 1-10, wherein the
indication of the method of generating the dynami-
cally-generated value comprises a pointer to a stack
trace of instructions executed to generate the dy-
namically-generated value.

12. The method of any of items 1-10, wherein the
indication of the method of generating the dynami-
cally-generated value comprises an identification of
one or more scripts executed to generate the dynam-
ically-generated value.

13. The method of any of items 1-12, wherein the
indication of the method of generating the dynami-
cally-generated value comprises an identification of
values passed to URL setting scripts.

14. A device comprising:

a memory; and
a processor configured to execute processor-
executable program code stored in memory, the
processor-executable program code configured
to cause the processor to:

receive, as a part of a web page transaction,
a web page document having one or more
instructions to generate a dynamic URL;
generate a dynamic URL based on the one
or more instructions, the generating com-
prising generating a dynamically-generated
value in accordance with a method of gen-
erating the dynamically-generated value
specified in the instructions; and
transmit breadcrumb information to a hint-
ing server, the breadcrumb information
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comprising a dynamically-generated value
and an indication of the method of generat-
ing the dynamically-generated value.

15. The device of item 14, wherein the dynamic URL
comprises a static portion and the dynamically-gen-
erated value.

16. The device of items 14 or 15, wherein the method
of generating the dynamically-generated value com-
prises a date function, a time function, or a random
number generator function.

17. The device of item 16, wherein the method of
generating the dynamically-generated value com-
prises truncating an output of the date function, the
time function, or the random number generator func-
tion.

18. The device of any of items 14-17, wherein the
dynamic URL comprises more than one dynamical-
ly-generated value.

19. The device of any of items 14, 15, or18, wherein
the method of generating the dynamically-generated
value comprises calling a function that returns a val-
ue.

20. The device item 19, wherein the dynamically-
generated value comprises the value returned by the
function or a transform of the value.

21. The device of items 19 or 20, wherein the indi-
cation of the method of generating the dynamically-
generated value comprises an identification of the
function.

22. The device of any of items 19-21, wherein the
method of generating the dynamic value further com-
prises applying a transform to the value returned by
the function, wherein the dynamic value comprises
the value returned by the function as transformed by
the transform.

23. The device of item 22, wherein the indication of
the method of generating the dynamically-generated
value further comprises an identification of the trans-
form.

24. The device of any of items 14-23, wherein the
indication of the method of generating the dynami-
cally-generated value comprises a pointer to a stack
trace of instructions executed to generate the dy-
namically-generated value.

25. The device of any of items 14-23, wherein the
indication of the method of generating the dynami-
cally-generated value comprises an identification of

one or more scripts executed to generate the dynam-
ically-generated value.

26. The device of any of items 14-25, wherein the
indication of the method of generating the dynami-
cally-generated value comprises an identification of
values passed to URL setting scripts.

27. A non-transitory computer-readable medium
comprising processor-executable program code to
cause a processor to:

receive, as a part of a web page transaction, a
web page document having one or more instruc-
tions to generate a dynamic URL;
generate a dynamic URL based on the one or
more instructions, the generating comprising
generating a dynamically-generated value in ac-
cordance with a method of generating the dy-
namically-generated value specified in the in-
structions; and
transmit breadcrumb information to a hinting
server, the breadcrumb information comprising
a dynamically-generated value and an indica-
tion of the method of generating the dynamically-
generated value.

28. The computer-readable medium of item 27,
wherein the dynamic URL comprises a static portion
and the dynamically-generated value.

29. The computer-readable medium of items 27 or
28, wherein the method of generating the dynami-
cally-generated value comprises a date function, a
time function, or a random number generator func-
tion.

30. The computer-readable medium of item 29,
wherein the method of generating the dynamically-
generated value comprises truncating an output of
the date function, the time function, or the random
number generator function.

31. The computer-readable medium of any of items
27-30, wherein the dynamic URL comprises more
than one dynamically-generated value.

32. The computer-readable medium of any of items
27, 28, or 31, wherein the method of generating the
dynamically-generated value comprises calling a
function that returns a value.

33. The computer-readable medium of item 32,
wherein the dynamically-generated value comprises
the value returned by the function or a transform of
the value.

34. The computer-readable medium of items 32 or
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33, wherein the indication of the method of generat-
ing the dynamically-generated value comprises an
identification of the function.

35. The computer-readable medium of any of items
32-34, wherein the method of generating the dynam-
ic value further comprises applying a transform to
the value returned by the function, wherein the dy-
namic value comprises the value returned by the
function as transformed by the transform.

36. The computer-readable medium of item 35,
wherein the indication of the method of generating
the dynamically-generated value further comprises
an identification of the transform.

37. The computer-readable medium of any of items
27-36, wherein the indication of the method of gen-
erating the dynamically-generated value comprises
a pointer to a stack trace of instructions executed to
generate the dynamically-generated value.

38. The computer-readable medium of any of items
27-36, wherein the indication of the method of gen-
erating the dynamically-generated value comprises
an identification of one or more scripts executed to
generate the dynamically-generated value.

39. The computer-readable medium of any of items
27-38, wherein the indication of the method of gen-
erating the dynamically-generated value comprises
an identification of values passed to URL setting
scripts.

40. A method comprising:

storing breadcrumb information comprising:

identifications of generating methods for
generating dynamic values, and
for each of the generating methods, at least
one dynamic value generated by the gen-
erating method;

receiving a dynamic URL from a first client de-
vice, the dynamic URL comprising a first dynam-
ically-generated value:
determining a template for generating the dy-
namic URL based on the first dynamically-gen-
erated value and the breadcrumb information;
and
transmitting the template to a second client de-
vice in response to a request for hinting infor-
mation corresponding to the dynamic URL.

41. The method of item 40, wherein the determining
a template comprises:

finding in the dynamic URL a static portion, and
identifying one of the generating methods in the
breadcrumb information that corresponds to a
method that generated the first dynamically-
generated value of the dynamic URL,
the template comprising the static portion and
an identification of the one of the generating
methods.

42. The method of items 40 or 41, wherein the bread-
crumb information further comprises cache hit infor-
mation associated with one or more templates, the
method further comprising validating at least one
template based on the cache hit information.

43. The method of any of items 40-42, wherein the
first client device and the second client device are
different client devices.

44. The method of any of items 40, 42, or 43, wherein
the determining a template comprises:

matching the dynamically-generated value of
the dynamic URL with one of the dynamic values
in the breadcrumbs, and
identifying one of the generating methods in the
breadcrumbs that generated the matching dy-
namic value.

45. The method of item 44, wherein the template
comprises a static portion of the dynamic URL and
the identified generating method.

46. The method of any of items 40-45, wherein:

the generating methods in the breadcrumb in-
formation each correspond to a different func-
tion, and
each of the dynamic values in the breadcrumb
information is a value returned by a call to one
of the functions.

47. The method of item 46, wherein the determining
a template comprises:

identifying a static portion of the dynamic URL,
and
matching the dynamically-generated value of
the dynamic URL with a value in the breadcrumb
information returned by one of the functions,
wherein the template comprises the identified
static portion and the one of the functions.

48. The method of item 46, wherein the determining
a template comprises:

identifying a static portion of the dynamic URL,
identifying a transform that, when applied to one
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of the values in the breadcrumb information, re-
sults in a transformed value that matches the
dynamically-generated value of the dynamic
URL,
wherein the template comprises the identified
static portion, a function that corresponds to the
one of the values in the breadcrumb information,
and the identified transform.

49. The method of item 46, wherein the determining
a template comprises:

identifying a static portion of the dynamic URL,
identifying a sequence of transforms that, when
applied to one of values in the breadcrumb in-
formation, results in a transformed value that
matches the dynamically-generated value of the
dynamic URL,
wherein the template comprises the identified
static portion, a function that corresponds to the
one of the values in the breadcrumb information,
and the identified sequence of transforms.

50. A device comprising:

a storage device in which is stored breadcrumb
information comprising:

identifications of generating methods for
generating dynamic values, and
for each of the generating methods, at least
one dynamic value generated by the gen-
erating method; and

a processor configured to execute processor-
executable program code stored in a memory,
the processor-executable program code config-
ured to cause the processor to:

receive a dynamic URL from a first client
device, the dynamic URL comprising a first
dynamically-generated value;
determine a template for generating the dy-
namic URL based on the first dynamically-
generated value and the breadcrumb infor-
mation; and
transmit the template to a second client de-
vice in response to a request for hinting in-
formation corresponding to the dynamic
URL.

51. The device of item 50, wherein determining the
template comprises:

finding in the dynamic URL a static portion, and
identifying one of the generating methods in the
breadcrumb information that corresponds to a
method that generated the first dynamically-

generated value of the dynamic URL,
the template comprising the static portion and
an identification of the one of the generating
methods.

52. The device of items 50 or 51, wherein the bread-
crumb information further comprises cache hit infor-
mation associated with one or more templates, the
method further comprising validating at least one
template based on the cache hit information.

53. The device of any of items 50-52, wherein the
first client device and the second client device are
different client devices.

54. The device of any of items 50, 52, or 53, wherein
the determining a template comprises:

matching the dynamically-generated value of
the dynamic URL with one of the dynamic values
in the breadcrumbs, and
identifying one of the generating methods in the
breadcrumbs that generated the matching dy-
namic value.

55. The device of item 54, wherein the template com-
prises a static portion of the dynamic URL and the
identified generating method.

56. The device of any of items 50-55, wherein:

the generating methods in the breadcrumb in-
formation each correspond to a different func-
tion, and
each of the dynamic values in the breadcrumb
information is a value returned by a call to one
of the functions.

57. The device of item 56, wherein the determining
a template comprises:

identifying a static portion of the dynamic URL,
and
matching the dynamically-generated value of
the dynamic URL with a value in the breadcrumb
information returned by one of the functions,
wherein the template comprises the identified
static portion and the one of the functions.

58. The device of item 56, wherein the determining
a template comprises:

identifying a static portion of the dynamic URL,
identifying a transform that, when applied to one
of the values in the breadcrumb information, re-
sults in a transformed value that matches the
dynamically-generated value of the dynamic
URL,
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wherein the template comprises the identified
static portion, a function that corresponds to the
one of the values in the breadcrumb information,
and the identified transform.

59. The device of item 56, wherein the determining
a template comprises:

identifying a static portion of the dynamic URL,
identifying a sequence of transforms that, when
applied to one of values in the breadcrumb in-
formation, results in a transformed value that
matches the dynamically-generated value of the
dynamic URL,
wherein the template comprises the identified
static portion, a function that corresponds to the
one of the values in the breadcrumb information,
and the identified sequence of transforms.

60. A non-transitory computer-readable medium
comprising processor-executable program code to
cause a processor to:

receive a dynamic URL from a first client device,
the dynamic URL comprising a first dynamically-
generated value;
determine a template for generating the dynam-
ic URL based on the first dynamically-generated
value and breadcrumb information comprising
identifications of generating methods for gener-
ating dynamic values, and for each of the gen-
erating methods, at least one dynamic value
generated by the generating method; and
transmit the template to a second client device
in response to a request for hinting information
corresponding to the dynamic URL.

61. The computer-readable medium of item 60,
wherein determining the template comprises:

finding in the dynamic URL a static portion, and
identifying one of the generating methods in the
breadcrumb information that corresponds to a
method that generated the first dynamically-
generated value of the dynamic URL,
the template comprising the static portion and
an identification of the one of the generating
methods.

62. The computer-readable medium of items 60 or
61, wherein the breadcrumb information further com-
prises cache hit information associated with one or
more templates, the method further comprising val-
idating at least one template based on the cache hit
information.

63. The computer-readable medium of any of items
60-62, wherein the first client device and the second

client device are different client devices.

64. The computer-readable medium of any of items
60, 62, or 63, wherein the determining a template
comprises:

matching the dynamically-generated value of
the dynamic URL with one of the dynamic values
in the breadcrumbs, and
identifying one of the generating methods in the
breadcrumbs that generated the matching dy-
namic value.

65. The computer-readable medium of item 64,
wherein the template comprises a static portion of
the dynamic URL and the identified generating meth-
od.

66. The computer-readable medium of any of items
60-65, wherein:

the generating methods in the breadcrumb in-
formation each correspond to a different func-
tion, and
each of the dynamic values in the breadcrumb
information is a value returned by a call to one
of the functions.

67. The computer-readable medium of item 66,
wherein the determining a template comprises:

identifying a static portion of the dynamic URL,
and
matching the dynamically-generated value of
the dynamic URL with a value in the breadcrumb
information returned by one of the functions,
wherein the template comprises the identified
static portion and the one of the functions.

68. The computer-readable medium of item 66,
wherein the determining a template comprises:

identifying a static portion of the dynamic URL,
identifying a transform that, when applied to one
of the values in the breadcrumb information, re-
sults in a transformed value that matches the
dynamically-generated value of the dynamic
URL,
wherein the template comprises the identified
static portion, a function that corresponds to the
one of the values in the breadcrumb information,
and the identified transform.

69. The computer-readable medium of item 66,
wherein the determining a template comprises:

identifying a static portion of the dynamic URL,
identifying a sequence of transforms that, when
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applied to one of values in the breadcrumb in-
formation, results in a transformed value that
matches the dynamically-generated value of the
dynamic URL,
wherein the template comprises the identified
static portion, a function that corresponds to the
one of the values in the breadcrumb information,
and the identified sequence of transforms.

70. A method comprising:

transmitting a hint request to a hinting server,
wherein the hint request is for hinting information
associated with a request for a URL from a
browser that is part of a web page transaction
with a content server;
receiving from the hinting server a response to
the hint request, the response comprising a tem-
plate for a dynamic URL;
generating the dynamic URL based on the tem-
plate; and
prefetching a web resource using the dynamic
URL as part of the web page transaction.

71. The method of item 70, further comprising:

determining whether the prefetched web re-
source fulfills a request for a second URL from
the web browser; and
in response to determining that the prefetched
web resource fulfills the request for the second
URL, providing the prefetched web resource to
the web browser.

72. The method of item 71, wherein determining
whether the prefetched web resource fulfills a re-
quest for the second URL comprises determining
whether the second URL conforms to the template
for the dynamic URL.

73. The method of item 71, wherein the template
comprises a static portion of the dynamic URL and
an indication of a method of generating a dynamic
portion of the dynamic URL.

74. The method item 73, wherein determining wheth-
er the prefetched web resource fulfills a request for
a second URL comprises:

determining a static portion and a dynamic por-
tion of the second URL;
matching the static portion of the second URL
with the static portion of the template;
determining a method used to generate the dy-
namic portion of the second URL;
matching the method used to generate the dy-
namic portion of the second URL with the indi-
cation of a method of generating a dynamic por-

tion of the dynamic URL in the template; and
responsive to (1) matching the static portion of
the second URL with the static portion of the
template and (2) matching the method used to
generate the dynamic portion of the second URL
with the indication of a method of generating a
dynamic portion of the dynamic URL in the tem-
plate, determining that the prefetched web re-
source fulfills the request for the second URL.

75. The method item 74, wherein determining a
method used to generate the dynamic portion of the
second URL comprises:

matching the dynamic portion of the second URL
with one of a plurality of values in breadcrumb
information from the web page transaction,
wherein each of the values is associated in the
breadcrumb information with a method of gen-
erating dynamic portions of URLs; and
determining that the method associated in the
breadcrumbs with the value that matches the
dynamic portion of the second URL is the meth-
od used to generate the dynamic portion of the
second URL.

76. A device comprising:

a memory; and
a processor configured to execute processor-
executable program code stored in memory, the
processor-executable program code configured
to cause the processor to:

transmit a hint request to a hinting server,
wherein the hint request is for hinting infor-
mation associated with a request for a URL
from a browser that is part of a web page
transaction with a content server;
receive from the hinting server a response
to the hint request, the response comprising
a template for a dynamic URL;
generate the dynamic URL based on the
template; and
prefetch a web resource using the dynamic
URL as a part of the web page transaction.

77. The device of item 76, wherein the program code
is further configured to cause the processor to:

determine whether the prefetched web resource
fulfills a request for a second URL from the
browser; and
in response to a determination that the
prefetched web resource fulfills the request for
the second URL, provide the prefetched web re-
sources to the web browser.
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78. The device of item 77, wherein determining
whether the prefetched web resource fulfills a re-
quest for the second URL comprises determining
whether the second URL conforms to the template
for the dynamic URL.

79. The device of item 77, wherein the template com-
prises a static portion of the dynamic URL and an
indication of a method of generating a dynamic por-
tion of the dynamic URL.

80. The device of item 79, wherein determining
whether the prefetched web resource fulfills a re-
quest for a second URL comprises:

determining a static portion and a dynamic por-
tion of the second URL;
matching the static portion of the second URL
with the static portion of the template;
determining a method used to generate the dy-
namic portion of the second URL;
matching the method used to generate the dy-
namic portion of the second URL with the indi-
cation of a method of generating a dynamic por-
tion of the dynamic URL in the template; and
responsive to (1) matching the static portion of
the second URL with the static portion of the
template and (2) matching the method used to
generate the dynamic portion of the second URL
with the indication of a method of generating a
dynamic portion of the dynamic URL in the tem-
plate, determining that the prefetched web re-
source fulfills the request for the second URL.

81. The device of item 80, wherein determining a
method used to generate the dynamic portion of the
second URL comprises:

matching the dynamic portion of the second URL
with one of a plurality of values in breadcrumb
information from the web page transaction,
wherein each of the values is associated in the
breadcrumb information with a method of gen-
erating dynamic portions of URLs; and
determining that the method associated in the
breadcrumbs with the value that matches the
dynamic portion of the second URL is the meth-
od used to generate the dynamic portion of the
second URL.

82. A non-transitory computer-readable medium
comprising processor-executable program code to
cause a processor to:

transmit a hint request to a hinting server, where-
in the hint request is for hinting information as-
sociated with a request for a URL from a browser
that is part of a web page transaction with a con-

tent server;
receive from the hinting server a response to the
hint request, the response comprising a tem-
plate for a dynamic URL;
generate the dynamic URL based on the tem-
plate; and
prefetch a web resource using the dynamic URL
as a part of the web page transaction.

83. The computer-readable medium of item 82,
wherein the program code is further configured to
cause the processor to:

determine whether the prefetched web resource
fulfills a request for a second URL from the
browser; and
in response to a determination that the
prefetched web resource fulfills the request for
the second URL, provide the prefetched web re-
sources to the web browser.

84. The computer-readable medium of item 83,
wherein determining whether the prefetched web re-
source fulfills a request for the second URL compris-
es determining whether the second URL conforms
to the template for the dynamic URL.

85. The computer-readable medium of item 83,
wherein the template comprises a static portion of
the dynamic URL and an indication of a method of
generating a dynamic portion of the dynamic URL.

86. The computer-readable medium of item 85,
wherein determining whether the prefetched web re-
source fulfills a request for a second URL comprises:

determining a static portion and a dynamic por-
tion of the second URL;
matching the static portion of the second URL
with the static portion of the template;
determining a method used to generate the dy-
namic portion of the second URL; matching the
method used to generate the dynamic portion
of the second URL with the indication of a meth-
od of generating a dynamic portion of the dy-
namic URL in the template; and
responsive to (1) matching the static portion of
the second URL with the static portion of the
template and (2) matching the method used to
generate the dynamic portion of the second URL
with the indication of a method of generating a
dynamic portion of the dynamic URL in the tem-
plate, determining that the prefetched web re-
source fulfills the request for the second URL.

87. The computer-readable medium of item 86,
wherein determining a method used to generate the
dynamic portion of the second URL comprises:
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matching the dynamic portion of the second URL
with one of a plurality of values in breadcrumb
information from the web page transaction,
wherein each of the values is associated in the
breadcrumb information with a method of gen-
erating dynamic portions of URLs; and
determining that the method associated in the
breadcrumbs with the value that matches the
dynamic portion of the second URL is the meth-
od used to generate the dynamic portion of the
second URL.

Claims

1. A method comprising:

storing breadcrumb information received from
one or more client devices, the breadcrumb in-
formation comprising:

identifications of generating methods for
generating dynamic values, and
for each of the generating methods, at least
one dynamic value generated by the gen-
erating method;

receiving a dynamic URL from a first client de-
vice, the dynamic URL comprising a first dynam-
ically-generated value;
determining a template for generating the dy-
namic URL based on the first dynamically-gen-
erated value and the breadcrumb information;
and
transmitting the template to a second client de-
vice, in response to a request for hinting infor-
mation corresponding to the dynamic URL, for
use by a prefetcher of the second client device
to generate an expected dynamic URL to
prefetch a web resource,
wherein:

the generating methods in the breadcrumb
information each correspond to a different
function, and
each of the dynamic values in the bread-
crumb information is a value returned by a
call to one of the functions, and

wherein the determining a template comprises:
identifying a static portion of the dynamic URL;
and:

matching the dynamically-generated value
of the dynamic URL with a value in the
breadcrumb information returned by one of
the functions, wherein the template com-
prises the identified static portion and the

one of the functions; or
identifying a transform that, when applied
to the one of the values in the breadcrumb
information returned by the one of the func-
tions, results in a transformed value that
matches the dynamically-generated value
of the dynamic URL, wherein the template
comprises the identified static portion, the
one of the functions, and the identified trans-
form, the transform being identified from a
list of known transforms.

2. The method of claim 1, wherein the determining a
template comprises:

finding in the dynamic URL the static portion,
and
identifying one of the generating methods in the
breadcrumb information that corresponds to a
method that generated the first dynamically-
generated value of the dynamic URL,
the template comprising the static portion and
an identification of the one of the generating
methods.

3. The method of claims 1 or 2, wherein the breadcrumb
information further comprises cache hit information
associated with one or more templates, the method
further comprising validating at least one template
based on the cache hit information, the cache hit
information comprising information regarding cache
hits and misses, wherein cache hits validate that a
template was correct, and cache misses indicate that
a template was inaccurate.

4. The method of any of claims 1-3, wherein the first
client device and the second client device are differ-
ent client devices.

5. The method of any of claims 1, 3, or 4, wherein the
determining a template comprises:
identifying one of the generating methods in the
breadcrumbs that generated the matching dynamic
value.

6. The method of claim 5, wherein the template com-
prises the static portion of the dynamic URL and the
identified generating method.

7. The method of claim 1, wherein the determining a
template comprises:

identifying a sequence of transforms that, when
applied to one of values in the breadcrumb in-
formation, results in the transformed value that
matches the dynamically-generated value of the
dynamic URL,
wherein the template comprises the identified
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static portion, the function that corresponds to
the one of the values in the breadcrumb infor-
mation, and the identified sequence of trans-
forms.

8. A device comprising:

a storage device in which is stored breadcrumb
information received from one or more client de-
vices, the breadcrumb information comprising:

identifications of generating methods for
generating dynamic values, and
for each of the generating methods, at least
one dynamic value generated by the gen-
erating method; and

a processor configured to execute processor-
executable program code stored in a memory,
the processor-executable program code config-
ured to cause the processor to:

receive a dynamic URL from a first client
device, the dynamic URL comprising a first
dynamically-generated value;
determine a template for generating the dy-
namic URL based on the first dynamically-
generated value and the breadcrumb infor-
mation; and
transmit the template to a second client de-
vice, in response to a request for hinting in-
formation corresponding to the dynamic
URL, for use by a prefetcher of the second
client device to generate an expected dy-
namic URL to prefetch a web resource,
wherein:

the generating methods in the bread-
crumb information each correspond to
a different function, and
each of the dynamic values in the
breadcrumb information is a value re-
turned by a call to one of the functions,
and

wherein the determining a template com-
prises:
identifying a static portion of the dynamic
URL; and:

matching the dynamically-generated
value of the dynamic URL with a value
in the breadcrumb information returned
by one of the functions, wherein the
template comprises the identified static
portion and the one of the functions; or
identifying a transform that, when ap-
plied to the one of the values in the

breadcrumb information returned by
the one of the functions, results in a
transformed value that matches the dy-
namically-generated value of the dy-
namic URL, wherein the template com-
prises the identified static portion, the
one of the functions, and the identified
transform, the transform being identi-
fied from a list of known transforms.

9. The device of claim 8, wherein determining the tem-
plate comprises:

finding in the dynamic URL the static portion,
and
identifying one of the generating methods in the
breadcrumb information that corresponds to a
method that generated the first dynamically-
generated value of the dynamic URL,
the template comprising the static portion and
an identification of the one of the generating
methods.

10. The device of claims 8 or 9, wherein the breadcrumb
information further comprises cache hit information
associated with one or more templates, the method
further comprising validating at least one template
based on the cache hit information, the cache hit
information comprising information regarding cache
hits and misses, wherein cache hits validate that a
template was correct, and cache misses indicate that
a template was inaccurate.

11. The device of any of claims 8-10, wherein the first
client device and the second client device are differ-
ent client devices.

12. The device of any of claims 8, 10, or 11, wherein the
determining a template comprises:
identifying one of the generating methods in the
breadcrumbs that generated the matching dynamic
value.

13. The device of claim 12, wherein the template com-
prises the static portion of the dynamic URL and the
identified generating method.

14. The device of claim 8, wherein the determining a
template comprises:

identifying a sequence of transforms that, when
applied to one of values in the breadcrumb in-
formation, results in the transformed value that
matches the dynamically-generated value of the
dynamic URL,
wherein the template comprises the identified
static portion, the function that corresponds to
the one of the values in the breadcrumb infor-
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mation, and the identified sequence of trans-
forms.

15. A non-transitory computer-readable medium com-
prising processor-executable program code to
cause a processor to perform the method of any of
claims 1-7.
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