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(54) SEMICONDUCTOR DEVICE, AND UNIQUE ID GENERATION METHOD

(57) A semiconductor device according to one em-
bodiment includes a unique ID generation circuit config-
ured to generate a unique ID using a memory array in-
cluding a plurality of complementary cells, each of the
complementary cells includes first and second memory
cells MC1 and MC2. The unique ID generation circuit
uses, when data in the complementary cell read out in a

first state in which an initial threshold voltage of the first
memory cell MC1 has been virtually offset and data in
the complementary cell read out in a second state in
which an initial threshold voltage of the second memory
cell MC2 has been virtually offset coincide with each oth-
er, the data in the complementary cell as the unique ID.
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Description

[0001] The present disclosure relates to a semicon-
ductor device and a unique ID generation method, and
relates to, for example, a semiconductor device and a
unique ID generation method capable of generating an
ID unique to a device using a PUF technology.
[0002] In recent years, security technologies for pro-
tecting semiconductor devices such as microcomputers
from unauthorized access have become important. One
of these security technologies is a Physically Unclonable
Function (PUF) technology. The PUF technology in-
cludes a technology of generating identifiers (IDs: iden-
tification) unique to semiconductor devices using manu-
facturing variations when the semiconductor devices are
manufactured.
[0003] Japanese Unexamined Patent Application Pub-
lication No. 2011-243263 discloses a technique related
to a non-volatile semiconductor memory including a plu-
rality of complementary cells, each of which includes a
memory cell MC1 and a memory cell MC2, in which the
non-volatile semiconductor memory is capable of holding
data in each of the complementary cells using the differ-
ence between a threshold voltage of the memory cell
MC1 and a threshold voltage of the memory cell MC2.
[0004] Japanese Unexamined Patent Application Pub-
lication No. 2016-105278 discloses a PUF technology
for generating a unique ID using a resistance variable
non-volatile memory cell.
[0005] When a unique ID is generated by applying the
PUF technology to a non-volatile semiconductor memory
disclosed in Japanese Unexamined Patent Application
Publication No. 2011-243263, for example, the unique
ID can be generated using a difference between an initial
threshold voltage of the memory cell MC1 and an initial
threshold voltage of the memory cell MC2.
[0006] However, since there is a variation between the
initial threshold voltages of the memory cells MC1 and
MC2, the difference between the initial threshold voltage
of the memory cell MC1 and the initial threshold voltage
of the memory cell MC2 may become small depending
on the combination of the two memory cells MC1 and
MC2. In this case, data read out from the complementary
cell becomes unstable, which causes a problem that the
reliability of the unique ID that has been generated is
reduced.
[0007] The other problems of the prior art and the novel
characteristics of the present disclosure will be made ap-
parent from the descriptions of the specification and the
accompanying drawings.
[0008] A semiconductor device according to one em-
bodiment includes a unique ID generation circuit config-
ured to generate a unique ID using a memory array in-
cluding a plurality of complementary cells, each of the
complementary cells includes first and second memory
cells. The unique ID generation circuit uses, when data
in the complementary cell read out in a first state in which
an initial threshold voltage of the first memory cell has

been virtually offset and data in the complementary cell
read out in a second state in which an initial threshold
voltage of the second memory cell has been virtually off-
set coincide with each other, the data in the complemen-
tary cell as the unique ID.
[0009] According to the embodiment, it is possible to
provide a semiconductor device and a unique ID gener-
ation method capable of improving the reliability of a
unique ID that has been generated.

In the drawings:

[0010] The above and other aspects, advantages and
features will be more apparent from the following descrip-
tion of certain embodiments taken in conjunction with the
accompanying drawings, in which:

Fig. 1 is a block diagram showing a configuration
example of a semiconductor device according to a
first embodiment;
Fig. 2 is a diagram showing a configuration example
of a memory cell used in the semiconductor device
according to the first embodiment;
Figs. 3A to 3C are diagrams showing a distribution
of threshold voltages Vt1 and Vt2 of memory cells
MC1 and MC2 forming a complementary cell;
Fig. 4 is a diagram showing a relation between initial
threshold voltages Vt of the memory cells MC1 and
MC2 and a cumulative probability;
Fig. 5 is a diagram showing initial threshold voltages
Vt1 and Vt2 of the memory cells MC1 and MC2;
Fig. 6 is a diagram showing a relation between a
difference (ΔVt) between the initial threshold voltag-
es and the cumulative probability;
Fig. 7 is a diagram showing a relation between the
initial threshold voltages Vt1 and Vt2 of the memory
cells MC1 and MC2 included in each of complemen-
tary cells #1-#5 and data that has been read out;
Fig. 8 is a diagram for describing an operation of the
semiconductor device according to the first embod-
iment;
Fig. 9 is a flowchart for describing the operation of
the semiconductor device according to the first em-
bodiment;
Fig. 10 is a diagram showing a relation between an
error probability and a cumulative probability when
data in the complementary cell is read out;
Fig. 11 is a diagram for describing one example of
an address space of a memory array included in the
semiconductor device according to the first embod-
iment;
Fig. 12 is a diagram for describing one example of
the address space of the memory array included in
the semiconductor device according to the first em-
bodiment;
Fig. 13 is a block diagram showing another config-
uration example of the semiconductor device ac-
cording to the first embodiment;
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Fig. 14 is a diagram for describing an operation of
the semiconductor device according to the first em-
bodiment;
Fig. 15 is a flowchart for describing an operation of
a semiconductor device according to a second em-
bodiment;
Fig. 16A is a diagram showing changes in the po-
tential of a bit line with time;
Fig. 16B is a diagram showing changes in the po-
tential of the bit line with time;
Fig. 17 is a flowchart for describing one example of
an operation of a semiconductor device according
to a third embodiment;
Fig. 18A is a diagram showing changes in the po-
tential of a bit line with time;
Fig. 18B is a diagram showing changes in the po-
tential of the bit line with time;
Fig. 19 is a flowchart for describing another example
of the operation of the semiconductor device accord-
ing to the third embodiment;
Fig. 20A is a diagram showing changes in the po-
tential of the bit line with time; and
Fig. 20B is a diagram showing changes in the po-
tential of the bit line with time.

<First Embodiment>

[0011] Hereinafter, with reference to the drawings, a
first embodiment will be explained.
[0012] Fig. 1 is a block diagram showing a semicon-
ductor device according to the first embodiment. As
shown in Fig. 1, a semiconductor device 1 according to
this embodiment includes a memory array 10, a unique
ID generation circuit 20, an offset circuit 30, and a mem-
ory control circuit 40.
[0013] The memory array 10 includes a plurality of
complementary cells 11, each of the complementary cells
11 including a memory cell MC1 and a memory cell MC2.
Each of the complementary cells 11 is configured to be
able to hold data using the difference between a threshold
voltage Vt1 of the memory cell MC1 and a threshold volt-
age Vt2 of the memory cell MC2.
[0014] Fig. 2 is a diagram showing a configuration ex-
ample of the memory cells MC1 and MC2 used in the
semiconductor device according to this embodiment. As
shown in Fig. 2, each of the memory cells MC1 and MC2
includes a source region S, a drain region D, a channel
forming region 15 provided between the source region S
and the drain region D, and a control gate CG and a
memory gate MG arranged on the channel forming region
15 with a gate insulating film 16 interposed therebetween.
A charge trapping region 17 such as silicon nitride is ar-
ranged between the memory gate MG and the gate in-
sulating film 16. As shown in Fig. 2, the memory cells
MC1 and MC2 are split gate flash memory cells (e.g.,
SG-MONOS).
[0015] As shown in Figs. 1 and 2, the drain regions D
of the respective memory cells MC1 and MC2 are con-

nected to bit lines BL1 and BL2, the source regions S
thereof are connected to a source line SL, the control
gates CG are connected to a word line WL, and the mem-
ory gates MG are connected to a memory gate selection
line MGL.
[0016] In the configuration example of the memory
cells MC1 and MC2 shown in Fig. 2, the threshold volt-
ages Vt1 and Vt2 of the memory cells MC1 and MC2 vary
depending on the number of electrons trapped by the
charge trapping region 17 of the memory cells MC1 and
MC2. Specifically, when the number of the electrons
trapped by the charge trapping region 17 of the memory
cells MC1 and MC2 is large, the threshold voltages Vt1
and Vt2 increase. On the other hand, when the number
of the electrons trapped by the charge trapping region
17 of the memory cells MC1 and MC2 is small, the thresh-
old voltages Vt1 and Vt2 decrease.
[0017] In order to increase the threshold voltages Vt1
and Vt2 of the memory cells MC1 and MC2, for example,
voltage values of the memory cells MC1 and MC2 are
set to VD=0 V, VCG=1.5 V, VMG=10 V, and VSL=6 V. By
setting the voltage values as stated above, a write current
flows from the source region S to the drain region D, hot
electrons that are generated in the boundary part be-
tween the control gate CG and the memory gate MG are
injected into the charge trapping region 17, and the
threshold voltages Vt1 and Vt2 of the memory cells MC1
and MC2 increase.
[0018] On the other hand, in order to reduce the thresh-
old voltages Vt1 and Vt2 of the memory cells MC1 and
MC2, for example, the voltage values of the memory cells
MC1 and MC2 are set to VD=0 V, VCG=0 V, VMG=-10 V,
and VSL=6 V. By setting the voltage values as stated
above, a high electric field is applied between the SL
junction and the memory gate MG, and a hot hole is gen-
erated due to BtoB (Band-to-Band tunneling). This hot
hole is injected into the charge trapping region 17, and
the threshold voltages Vt1 and Vt2 of the memory cells
MC1 and MC2 are reduced.
[0019] Further, in order to read out data from the mem-
ory cells MC1 and MC2, for example, the voltage values
of the memory cells MC1 and MC2 are set to VD=1.5 V,
VCG=1.5 V, VMG=0 V, and VSL=0 V. In this case, when
the threshold voltages Vt1 and Vt2 of the memory cells
MC1 and MC2 are low, the memory cells MC1 and MC2
are in the ON state. On the other hand, when the thresh-
old voltages Vt1 and Vt2 of the memory cells MC1 and
MC2 are high, the memory cells MC1 and MC2 are in
the OFF state.
[0020] The voltage values VD, VCG, VMG, and VSL of
the memory cells MC1 and MC2 described above are
merely examples, and values other than those stated
above may be used in the semiconductor device accord-
ing to this embodiment. Further, the configuration of the
memory cells MC1 and MC2 shown in Fig. 2 is merely
one example, and a memory cell having a configuration
other than that shown in Fig. 2 may be used in the sem-
iconductor device according to this embodiment.
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[0021] Figs. 3A to 3C are a diagram showing a distri-
bution of the threshold voltages Vt1 and Vt2 of the mem-
ory cells MC1 and MC2 that form the complementary cell
11. The complementary cell 11 is configured to be able
to hold data using the difference between the threshold
voltage Vt1 of the memory cell MC1 and the threshold
voltage Vt2 of the memory cell MC2. In other words, the
complementary cell 11 is configured to be able to hold
data using the two-bit memory cells MC1 and MC2.
[0022] For example, as shown in Fig. 3A, when the
threshold voltage Vt2 of the memory cell MC2 is higher
than the threshold voltage Vt1 of the memory cell MC1,
data "1" is written in the complementary cell 11. In other
words, when the threshold voltage Vt1 of the memory
cell MC1 is in the low level and the threshold voltage Vt2
of the memory cell MC2 is in the high level, data "1" is
written to the complementary cell 11.
[0023] On the other hand, as shown in Fig. 3B, when
the threshold voltage Vt1 of the memory cell MC1 is high-
er than the threshold voltage Vt2 of the memory cell MC2,
data "0" is written in the complementary cell 11. In other
words, when the threshold voltage Vt1 of the memory
cell MC1 is in the high level and the threshold voltage
Vt2 of the memory cell MC2 is in the low level, data "0"
is written in the complementary cell 11.
[0024] The memory cell MC1 may be herein referred
to as a "positive memory" and the memory cell MC2 may
be herein referred to as a "negative memory". Further,
in this embodiment, the relation between the threshold
voltages Vt1 and Vt2 of the memory cells MC1 and MC2
and the data in the complementary cell 11 (states of "1"
and "0") may be defined in such a way that this relation
becomes opposite to that in the case shown in Figs. 3A
and 3B. That is, when the threshold voltage Vt1 of the
memory cell MC1 is higher than the threshold voltage
Vt2 of the memory cell MC2, data "1" may be written in
the complementary cell 11. Further, when the threshold
voltage Vt2 of the memory cell MC2 is higher than the
threshold voltage Vt1 of the memory cell MC1, data "0"
may be written in the complementary cell 11.
[0025] The aforementioned state of the threshold volt-
ages Vt1 and Vt2 of the memory cells MC1 and MC2 can
be read out using a sense amplifier SA provided in the
memory array 10. Further, the data writing to the memory
cells MC1 and MC2 and the data reading from the mem-
ory cells MC1 and MC2 described above can be executed
using the memory control circuit 40. Specifically, by con-
trolling the bit lines BL1 and BL2, the word line WL, the
memory gate selection line MGL, the source line SL and
the like of the memory cell array 10 using the memory
control circuit 40, the data writing to the memory cells
MC1 and MC2 and the data reading from the memory
cells MC1 and MC2 can be executed.
[0026] Fig. 3C shows a distribution of the threshold
voltages Vt1 and Vt2 of the memory cells MC1 and MC2
in the initial state after the memory array 10 is manufac-
tured. As shown in Fig. 3C, in the initial state, the distri-
butions of the threshold voltages Vt1 and Vt2 of the mem-

ory cells MC1 and MC2 overlap each other, and the
threshold voltages Vt1 and Vt2 uniformly vary. In the fol-
lowing description, the threshold voltages Vt1 and Vt2 of
the memory cells MC1 and MC2 may be collectively re-
ferred to as a threshold voltage Vt.
[0027] Fig. 4 is a diagram showing a relation between
the initial threshold voltages Vt of the memory cells MC1
and MC2 and a cumulative probability. As shown in Fig.
4, the initial threshold voltages Vt of the memory cells
MC1 and MC2 uniformly varies. Therefore, when the
memory cells MC1 and MC2 are randomly retrieved to
examine the threshold voltages Vt1 and Vt2, there may
be a difference between the threshold voltage Vt1 and
the threshold voltage Vt2.
[0028] Fig. 5 is a diagram showing the initial threshold
voltages Vt1 and Vt2 of the memory cells MC1 and MC2.
Specifically, Fig. 5 shows changes in the threshold volt-
ages Vt1 and Vt2 of the memory cells MC1 and MC2 with
respect to a change in the voltage VMG of the memory
gate MG. As shown in Fig. 5, when VMG=0 V, there is a
potential difference ΔVt between the initial threshold volt-
age Vt1 of the memory cell MC1 and the initial threshold
voltage Vt2 of the memory cell MC2. VMG=0 V corre-
sponds to a set voltage VMG of the memory gate MG
when data is read out from the memory cells MC1 and
MC2.
[0029] As described above, when there is a potential
difference ΔV between the initial threshold voltage Vt1
of the memory cell MC1 and the initial threshold voltage
Vt2 of the memory cell MC2, it is possible to read out
predetermined data ("1" or "0") by carrying out processing
of reading out data by connecting the memory cell MC1
and the memory cell MC2 to the sense amplifier SA. In
the example shown in Fig. 5, the initial threshold voltage
Vt2 of the memory cell MC2 is higher than the initial
threshold voltage Vt1 of the memory cell MC1. In this
case, data "1" is read out.
[0030] As described above, in this embodiment, by ap-
plying the PUF technology to each of the memory cells
MC1 and MC2 (non-volatile memories) of the memory
array 10 and reading out data due to the variations of the
initial threshold voltages Vt1 and Vt2 after the memory
cells MC1 and MC2 have been manufactured, the ID spe-
cific to the memory array 10 can be generated.
[0031] As one example, if the potential difference ΔVt
between the initial threshold voltages Vt1 and Vt2 of the
memory cells MC1 and MC2 needs to be equal to or
larger than 0.5 V in Fig. 5, about 0.763 σ (22.3 %) of the
memory cells cannot be used to generate the unique ID
since the difference between the initial threshold voltages
Vt1 and Vt2 of the memory cells MC1 and MC2 is small
and the data that has been read out becomes indefinite.
In other words, when the potential difference ΔVt be-
tween the threshold voltages to be required is set to be
equal to or larger than 0.5 V, about 75 % of all the memory
cells can be used to generate the unique ID.
[0032] Fig. 6 is a diagram showing a relation between
the potential difference ΔVt between the initial threshold
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voltages Vt1 and Vt2 and the cumulative probability. As
shown in Fig. 6, when a predetermined value |ΔVt| (e.g.,
0.5 V) is set as a detection minimum value in the sense
amplifier SA, in memory cells of tens of percent or less,
the value of |ΔVt| becomes smaller than the predeter-
mined value of |ΔVt|. When the data in these memory
cells are read out, the data becomes unstable (indefinite)
and the error rate increases when the unique ID is gen-
erated.
[0033] In this embodiment, using the unique ID gener-
ation circuit 20 shown in Fig. 1, these unstable memory
cells (bits) are specified, and these memory cells are
masked so that these cells are not used when the unique
ID is generated. In other words, the unique ID is gener-
ated by extracting only the memory cells having ΔVt equal
to or larger than a minimum sensitivity of the sense am-
plifier SA. It is therefore possible to improve the reliability
of the unique ID that has been generated. In the following
description, the unique ID generation circuit 20 will be
explained.
[0034] The unique ID generation circuit 20 shown in
Fig. 1 generates the ID specific to the memory array 10
using the initial threshold voltage Vt1 of the memory cell
MC1 and the initial threshold voltage Vt2 of the memory
cell MC2. In this case, the unique ID generation circuit
20 reads data (first data) in the complementary cell 11 in
a first state in which the initial threshold voltage Vt1 of
the memory cell MC1 has been virtually offset and reads
data (second data) in the complementary cell 11 in a
second state in which the initial threshold voltage Vt2 of
the memory cell MC2 has been virtually offset. When the
data (the first data) in the complementary cell 11 read
out in the first state coincides with the data (the second
data) in the complementary cell 11 read out in the second
state, the data in the complementary cell 11 is used as
the unique ID.
[0035] As shown in Fig. 1, the unique ID generation
circuit 20 includes a holding circuit 21, a determination
circuit 22, a determination result storage circuit 23, and
an offset control circuit 24.
[0036] The holding circuit 21 temporarily holds the data
read out from the memory array 10 when the unique ID
is generated, that is, the data output from the sense am-
plifier SA. Specifically, the holding circuit 21 temporarily
holds the data (the first data) in the complementary cell
11 read out in the first state in which the initial threshold
voltage Vt1 of the memory cell MC1 has been virtually
offset and the data (the second data) in the complemen-
tary cell 11 read out in the second state in which the initial
threshold voltage Vt2 of the memory cell MC2 has been
virtually offset.
[0037] The determination circuit 22 receives the data
(the first data) in the complementary cell 11 that has been
read out in the first state and has been held in the holding
circuit 21 and the data (the second data) in the comple-
mentary cell 11 that has been read out in the second
state and has been held in the holding circuit 21, and
determines whether these data coincide with each other.

[0038] The determination result storage circuit 23
stores the results of the determination in the determina-
tion circuit 22.
[0039] For example, the determination result storage
circuit 23 may store address information on the comple-
mentary cell 11 in which the data in the complementary
cell 11 read out in the first state and the data in the com-
plementary cell 11 read out in the second state have not
coincided with each other. In this case, the unique ID
generation circuit 20 is able to generate the unique ID
without using the complementary cell 11 that corre-
sponds to the address information stored in the determi-
nation result storage circuit 23 (i.e., the unstable com-
plementary cell with a low reliability) when the next unique
ID is generated.
[0040] Further, for example, the determination result
storage circuit 23 may store the address information on
the complementary cell 11 in which the data in the com-
plementary cell 11 read out in the first state and the data
in the complementary cell 11 read out in the second state
have coincided with each other. In this case, the unique
ID generation circuit 20 is able to generate the unique ID
using the complementary cell 11 that corresponds to the
address information stored in the determination result
storage circuit 23 (i.e., the stable complementary cell with
a high reliability) when the next unique ID is generated.
[0041] The offset control circuit 24 controls the offset
circuit 30 to virtually reduce the initial threshold voltage
Vt1 of the memory cell MC1. In a similar way, the offset
control circuit 24 controls the offset circuit 30 to virtually
reduce the initial threshold voltage Vt2 of the memory
cell MC2.
[0042] In the configuration example shown in Fig. 1,
the offset circuit 30 is composed of transistors Tr1 and
Tr2. The transistor Tr1 is connected between the bit line
BL1 of the memory array 10 and the ground potential,
and includes a gate to which an offset control signal Ctr1
is supplied from the offset control circuit 24. The transistor
Tr1 is switched to the ON state when it is supplied with
a high-level offset control signal Ctr1 from the offset con-
trol circuit 24. In this case, the bit line BL1 is electrically
connected to the ground potential via the transistor Tr1.
Therefore, the current is drawn out from the bit line BL1,
and the initial threshold voltage Vt1 of the memory cell
MC1 is virtually reduced.
[0043] In a similar way, the transistor Tr2 is connected
between the bit line BL2 of the memory array 10 and the
ground potential, and includes a gate to which an offset
control signal Ctr2 is supplied from the offset control cir-
cuit 24. The transistor Tr2 is switched to the ON state
when it is supplied with a high-level offset control signal
Ctr2 from the offset control circuit 24. In this case, the bit
line BL2 is electrically connected to the ground potential
via the transistor Tr2. Therefore, the current is drawn out
from the bit line BL2, and the initial threshold voltage Vt2
of the memory cell MC2 is virtually reduced.
[0044] As described above, in the configuration exam-
ple shown in Fig. 1, the transistors Tr1 and Tr2 serve as
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current drawing circuits.
[0045] When the unique ID is generated in the semi-
conductor device according to this embodiment, the
unique ID generation circuit 20 first switches on the tran-
sistor Tr1 and switches off the transistor Tr2. When the
transistor Tr1 is turned on, the current is drawn out from
the bit line BL1 and the initial threshold voltage Vt1 of the
memory cell MC1 is virtually reduced. In this state (the
first state), the data (the first data) in the complementary
cell 11 is read out. Next, the transistor Tr1 is switched to
the OFF state and the transistor Tr2 is switched to the
ON state. When the transistor Tr2 is turned on, the current
is drawn out from the bit line BL2, and the initial threshold
voltage Vt2 of the memory cell MC2 is virtually reduced.
In this state (the second state), the data (the second data)
in the complementary cell 11 is read out. When the first
data in the complementary cell 11 read out in the first
state coincides with the second data in the complemen-
tary cell 11 read out in the second state, the data in the
complementary cell 11 is used as the unique ID.
[0046] Fig. 7 is a diagram showing a relation between
the initial threshold voltages Vt1 and Vt2 of the memory
cells MC1 and MC2 included in each of complementary
cells #1-#5 and the data that has been read out. The
white circle and the black circle in each of the comple-
mentary cells #1-#5 in Fig. 7 respectively indicate the
values of the threshold voltages Vt1 and Vt2 of the mem-
ory cells MC1 and MC2 that form the complementary
cells #1-#5. Specifically, the white circle (p) indicates the
value of the threshold voltage Vt1 of the memory cell
MC1 (positive memory) and the black circle (n) indicates
the value of the threshold voltage Vt2 of the memory cell
MC2 (negative memory). Further, Fig. 7 shows that the
values of the threshold voltages Vt1 and Vt2 become
larger as the white circle and the black circle go upward.
[0047] As shown in Fig. 3C, in the initial state after the
memory array 10 has been manufactured, the distribu-
tions of the threshold voltages Vt1 and Vt2 of the memory
cells MC1 and MC2 overlap each other. Since there is a
variation in the threshold voltages Vt1 and Vt2 of the
memory cells MC1 and MC2, as shown in Fig. 3C, there
is also a variation in the threshold voltages Vt1 and Vt2
of the memory cells MC1 and MC2 that composes each
of the complementary cells 11. Therefore, as shown in
Fig. 7, in the initial state after the memory array 10 has
been manufactured, there is a variation in the threshold
voltages Vt1 and Vt2 of the memory cells MC1 and MC2
that compose the complementary cell 11. Specifically, in
the complementary cell #1, a case in which the threshold
voltages Vt1 and Vt2 of the memory cells MC1 and MC2
have substantially the same value is shown. In the com-
plementary cells #2 and #3, a case in which, while there
is a difference between the values of the threshold volt-
ages Vt1 and Vt2 of the memory cells MC1 and MC2,
the potential difference ΔVt between them is small is
shown. In the complementary cells #4 and #5, a case in
which the potential difference ΔVt between the threshold
voltages Vt1 and Vt2 of the memory cells MC1 and MC2

is large is shown.
[0048] When the normal reading operation (first time)
is executed in the complementary cells #1-#5, as shown
in Fig. 7, the data in the complementary cell #1 becomes
"1", the data in the complementary cell #2 becomes "1",
the data in the complementary cell #3 becomes "0", the
data in the complementary cell #4 becomes "1", and the
data in the complementary cell #5 becomes "0".
[0049] After that, when the normal reading operation
(second time) is executed in the complementary cells #1-
#5, as shown in Fig. 7, the data in the complementary
cell #1 becomes "0", the data in the complementary cell
#2 becomes "1", the data in the complementary cell #3
becomes "0", the data in the complementary cell #4 be-
comes "1", and the data in the complementary cell #5
becomes "0".
[0050] That is, in the complementary cell #1, the
threshold voltages Vt1 and Vt2 of the memory cells MC1
and MC2 are substantially the same value. Therefore,
the data that has been read out in the first reading and
the data that has been read out in the second reading
are inverted from each other. From the discussion above,
when the unique ID is generated using the complemen-
tary cell in which the potential difference ΔVt between
the threshold voltages Vt1 and Vt2 is small, the resulting
data becomes unstable (indefinite), and the error rate
increases when the unique ID is generated.
[0051] In this embodiment, using the unique ID gener-
ation circuit 20, the memory cells (bits) that tend to be
unstable (indefinite) are specified and these memory
cells are masked so that these masks are not used to
generate the unique ID. In the following description, an
operation of the semiconductor device according to this
embodiment (the unique ID generation method) will be
explained in detail with reference to Figs. 8 and 9.
[0052] Fig. 8 is a diagram for describing an operation
of the semiconductor device according to this embodi-
ment. Fig. 9 is a flowchart for describing the operation of
the semiconductor device according to this embodiment.
Note that the initial threshold voltages Vt1 and Vt2 of the
memory cells MC1 and MC2 in each of the complemen-
tary cells #1-#5 shown in Fig. 8 are similar to the initial
threshold voltages Vt1 and Vt2 of the memory cells MC1
and MC2 in each of the complementary cells #1-#5
shown in Fig. 7.
[0053] When the unique ID is generated using the sem-
iconductor device according to this embodiment, first, the
initial threshold voltage Vt1 of the memory cell MC1 of
each of the complementary cells #1-#5 is offset (Step S1
in Fig. 9). Specifically, the offset control circuit 24 shown
in Fig. 1 supplies the high-level offset control signal Ctr1
to the gate of the transistor Tr1 and the low-level offset
control signal Ctr2 to the gate of the transistor Tr2. Ac-
cordingly, the transistor Tr1 is switched to the ON state
and the transistor Tr2 is switched to the OFF state. When
the transistor Tr1 is turned on, the bit line BL1 is electri-
cally connected to the ground potential via the transistor
Tr1, the current is drawn out from the bit line BL1, and
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the initial threshold voltage Vt1 of the memory cell MC1
is virtually reduced.
[0054] That is, when the current is drawn out from the
bit line BL1 to which the memory cell MC1 is connected,
as shown in a symbol 81 in Fig. 8, the initial threshold
voltage Vt1 of the memory cell MC1 of each of the com-
plementary cells #1-#5 is virtually reduced.
[0055] When the data (the first data) in each of the
complementary cells #1-#5 is read out in this state (Step
S2 in Fig. 9), as shown in (a) in Fig. 8, the data in the
complementary cell #1 becomes "0", the data in the com-
plementary cell #2 becomes "0", the data in the comple-
mentary cell #3 becomes "0", the data in the complemen-
tary cell #4 becomes "1", and the data in the complemen-
tary cell #5 becomes "0".
[0056] For example, the unique ID generation circuit
20 shown in Fig. 1 sends an instruction to the memory
control circuit 40 to cause the memory control circuit 40
to execute a reading operation to the memory cell array
10. When the memory control circuit 40 receives the in-
struction from the unique ID generation circuit 20, it ex-
ecutes the reading operation to the memory cell array 10.
[0057] When the reading operation is executed, the
data (the first data) in each of the complementary cells
#1-#5 is output from the sense amplifier SA. This output
data (the first data) is temporarily held in the holding cir-
cuit 21 (Step S3 in Fig. 9) .
[0058] Next, the initial threshold voltage Vt2 of the
memory cell MC2 of each of the complementary cells #1-
#5 is offset (Step S4 in Fig. 9). Specifically, the offset
control circuit 24 shown in Fig. 1 supplies the low-level
offset control signal Ctr1 to the gate of the transistor Tr1
and the high-level offset control signal Ctr2 to the gate
of the transistor Tr2. Accordingly, the transistor Tr1 is
switched to the OFF state and the transistor Tr2 is
switched to the ON state. When the transistor Tr2 is
turned on, the bit line BL2 is electrically connected to the
ground potential via the transistor Tr2, the current is
drawn out from the bit line BL2, and the initial threshold
voltage Vt2 of the memory cell MC2 is virtually reduced.
[0059] That is, when the current is drawn out from the
bit line BL2 to which the memory cell MC2 is connected
as shown in a symbol 82 in Fig. 8, the initial threshold
voltage Vt2 of the memory cell MC2(n) of each of the
complementary cells #1-#5 is virtually reduced.
[0060] When the data (the second data) in the com-
plementary cells #1-#5 is read out in this state (Step S5
in Fig. 9), as shown in (b) in Fig. 8, the data in the com-
plementary cell #1 becomes "1", the data in the comple-
mentary cell #2 becomes "1", the data in the complemen-
tary cell #3 becomes "1", the data in the complementary
cell #4 becomes "1", and the data in the complementary
cell #5 becomes "0".
[0061] When the reading operation is executed, the
data (the second data) in each of the complementary
cells #1-#5 is output from the sense amplifier SA. This
output data (the second data) is temporarily held in the
holding circuit 21 (Step S6 in Fig. 9).

[0062] After that, the determination circuit 22 shown in
Fig. 1 receives the first and second data held in the hold-
ing circuit 21 and compares whether these data coincide
with each other for each bit (Step S7 in Fig. 9). When the
first and second data coincide with each other, the de-
termination circuit 22 determines that the complementary
cell in which the first and second data coincide with each
other is the stable complementary cell (the stable bit)
(Step S8). The data read out from the complementary
cell determined to be the stable complementary cell in
Step S8 is used as the unique ID (Step S9) .
[0063] On the other hand, when the first and second
data do not coincide with each other, the determination
circuit 22 determines that this complementary cell is the
unstable complementary cell (the unstable bit) (Step
S10). In this case, the determination result storage circuit
23 shown in Fig. 1 stores the address information on the
complementary cell that has been determined to be the
unstable complementary cell in Step S10 (Step S11). The
unique ID generation circuit 20 is able to generate the
unique ID without using the complementary cell 11 that
corresponds to the address information stored in the de-
termination result storage circuit 23 (i.e., the unstable
complementary cell with a low reliability) when the next
unique ID is generated.
[0064] That is, as shown in Fig. 8, in the complemen-
tary cells #1-#3, the data (the first data) read out in the
state in which the threshold voltage Vt1 of the memory
cell MC1 is virtually offset and the data (the second data)
read out in the state in which the threshold voltage Vt2
of the memory cell MC2 is virtually offset are inverted
from each other (i.e., indefinite: X). Accordingly, in the
complementary cells #1-#3, since the potential difference
ΔVt between the threshold voltage Vt1 of the memory
cell MC1 and the threshold voltage Vt2 of the memory
cell MC2 is small, it can be said that this cell is too unstable
to be used as the unique ID.
[0065] On the other hand, in the complementary cells
#4 and #5, the data (the first data) read out in the state
in which the threshold voltage Vt1 of the memory cell
MC1 is virtually offset and the data (the second data)
read out in the state in which the threshold voltage Vt2
of the memory cell MC2 is virtually offset coincide with
each other. Accordingly, in the complementary cells #4
and #5, since the potential difference ΔVt between the
threshold voltage Vt1 of the memory cell MC1 and the
threshold voltage Vt2 of the memory cell MC2 is large,
this cell can be used as the highly reliable unique ID.
[0066] In this embodiment, it is possible to improve the
reliability of the unique ID that has been generated by
masking the unstable complementary cells #1-#3 and
generating the unique ID using the stable complementary
cells #4 and #5.
[0067] In Step S11 in the flowchart shown in Fig. 9, the
determination result storage circuit 23 shown in Fig. 1
may store the address information on the complementary
cell determined to be the stable complementary cell in-
stead of storing the address information on the comple-
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mentary cell determined to be the unstable complemen-
tary cell. In this case, the unique ID generation circuit 20
is able to generate the unique ID using the complemen-
tary cell 11 that corresponds to the address information
stored in the determination result storage circuit 23 (i.e.,
the stable complementary cell with a high reliability) when
the next unique ID is generated.
[0068] Fig. 10 is a diagram showing a relation between
an error probability and the cumulative probability when
the data in the complementary cell is read out. As shown
in Fig. 10, when the data in the complementary cell com-
posed of the memory cells MC1 and MC2 (the initial
threshold voltages Vt1 and Vt2) is read out in the normal
method, a reading error occurs with a certain probability.
Therefore, when the unique ID generation method ac-
cording to this embodiment is not used, the reliability of
the unique ID that has been generated is reduced.
[0069] The symbols (a)-(c) in Fig. 10 correspond to
(a)-(c) shown in Fig. 8. That is, (a) in Fig. 10 indicates
the error probability when the data in the complementary
cell has been read out in the state in which the initial
threshold voltage Vt1 of the memory cell MC1 is offset.
Further, (b) in Fig. 10 indicates the error probability when
the data in the complementary cell has been read out in
the state in which the initial threshold voltage Vt2 of the
memory cell MC2 is offset. Further, (c) in Fig. 10 indicates
the error probability after the unstable complementary
cell (indefinite bit) is masked. The symbol (d) in Fig. 10
corresponds to the value obtained by adding the error
probability shown in (a) in Fig. 10 and the error probability
shown in (b) in Fig. 10.
[0070] As shown in (a), (b), and (d) in Fig. 10, when
the data in the complementary cell is read out in the state
in which the initial threshold voltages Vt1 and Vt2 of the
memory cells MC1 and MC2 are offset, the error proba-
bility is high. This indicates that the complementary cell
that may potentially cause an error can be extracted by
offsetting the threshold voltages Vt1 and Vt2.
[0071] Further, as shown in (c) in Fig. 10, the error
probability after the unstable complementary cell (indef-
inite bit) is masked is lower than the error probability in
the case in which the normal reading is performed. Ac-
cordingly, by masking the unstable complementary cell
using the unique ID generation method according to this
embodiment, it is possible to improve the reliability of the
unique ID that has been generated.
[0072] Fig. 11 is a diagram for describing an address
space 50 of the memory array 10 included in the semi-
conductor device 1 according to this embodiment. As
shown in Fig. 11, a user region 51 and an extra region
52 are provided in the address space 50 of the memory
array 10. In this embodiment, by using a part of the extra
region 52 as a region to obtain the initial threshold voltage
Vt, a security function can be added without changing
the general memory array 10 (flash memory).
[0073] In other words, a complementary cell arranged
in the address space of the user region 51 may be used
as a complementary cell for data holding and a comple-

mentary cell arranged in the address space of the extra
region 52 may be used as a complementary cell for
unique ID generation.
[0074] Further, when the unique ID is generated in the
unique ID generation circuit 20, the memory control cir-
cuit 40 shown in Fig. 1 may switch, when the first and
second data read out from the complementary cell have
not coincided with each other (i.e., when this comple-
mentary cell has been determined to be the unstable
complementary cell), the complementary cell in which
the first and second data have not coincided with each
other from the complementary cell for unique ID gener-
ation to the complementary cell for data holding. That is,
as shown in Fig. 12, when the complementary cell ar-
ranged in the address space of the extra region 52 is
determined to be the unstable complementary cell when
it is used as the complementary cell for unique ID gen-
eration, this unstable complementary cell may be
switched to the complementary cell for data holding (the
address space of the complementary cell is indicated by
a symbol 53). According to this configuration, the unsta-
ble complementary cell can be efficiently used.
[0075] In the aforementioned description, as the con-
figuration for virtually offsetting the initial threshold volt-
ages Vt1 and Vt2 of the memory cells MC1 and MC2,
the configuration in which the current is drawn out from
the bit lines BL1 and BL2 and the initial threshold voltages
Vt1 and Vt2 of the memory cells MC1 and MC2 are vir-
tually reduced has been described. However, in this em-
bodiment, a configuration in which the current is supplied
to the bit lines BL1 and BL2 and the initial threshold volt-
ages Vt1 and Vt2 of the memory cells MC1 and MC2 are
virtually increased may be employed. Hereinafter, the
latter configuration will be explained.
[0076] Fig. 13 is a block diagram showing another con-
figuration example of the semiconductor device accord-
ing to this embodiment. The configuration of an offset
circuit 60 in the semiconductor device 2 shown in Fig. 13
is different from that in the semiconductor device 1 shown
in Fig. 1. Since the configurations other than those stated
above are similar to those of the semiconductor device
1 shown in Fig. 1, the same components are denoted by
the same reference symbols and overlapping descrip-
tions will be omitted.
[0077] In the semiconductor device 2 shown in Fig. 13,
the offset control circuit 24 controls the offset circuit 60
to virtually increase the initial threshold voltage Vt1 of the
memory cell MC1. In a similar way, the offset control cir-
cuit 24 controls the offset circuit 60 to virtually increase
the initial threshold voltage Vt2 of the memory cell MC2.
[0078] In the configuration example shown in Fig. 13,
the offset circuit 60 is composed of transistors Tr11 and
Tr12 and a constant current source 61. The transistor
Tr11 is connected between the bit line BL1 of the memory
array 10 and the constant current source 61, and includes
a gate to which the offset control signal Ctr1 is supplied
from the offset control circuit 24. The transistor Tr11 is
turned on when the high-level offset control signal Ctr1
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is supplied from the offset control circuit 24. In this case,
the bit line BL1 is electrically connected to the constant
current source 61 via the transistor Tr11. Therefore, the
current is supplied to the bit line BL1 and the initial thresh-
old voltage Vt1 of the memory cell MC1 is virtually in-
creased.
[0079] In a similar way, the transistor Tr12 is connected
between the bit line BL2 of the memory array 10 and the
constant current source 61, and includes a gate to which
the offset control signal Ctr2 is supplied from the offset
control circuit 24. The transistor Tr12 is turned on when
it is supplied with the high-level offset control signal Ctr2
from the offset control circuit 24. In this case, the bit line
BL2 is electrically connected to the constant current
source 61 via the transistor Tr12. Therefore, the current
is supplied to the bit line BL2 and the initial threshold
voltage Vt2 of the memory cell MC2 is virtually increased.
[0080] As described above, in the configuration exam-
ple shown in Fig. 13, the transistors Tr11 and Tr12 serve
as current supply circuits.
[0081] In the semiconductor device 2 shown in Fig. 13
as well, the unique ID generation circuit 20 first turns on
the transistor Tr11 and turns off the transistor Tr12. When
the transistor Tr11 is turned on, the current is supplied
to the bit line BL1 and the initial threshold voltage Vt1 of
the memory cell MC1 is virtually increased. In this state
(the first state), the data (the first data) in the comple-
mentary cell 11 is read out. Next, the transistor Tr11 is
switched to the OFF state and the transistor Tr12 is
switched to the ON state. When the transistor Tr12 is
turned on, the current is supplied to the bit line BL2 and
the initial threshold voltage Vt2 of the memory cell MC2
is virtually increased. In this state (the second state), the
data (the second data) in the complementary cell 11 is
read out. When the first data in the complementary cell
11 read out in the first state coincides with the second
data in the complementary cell 11 read out in the second
state, the data in the complementary cell 11 is used as
the unique ID.
[0082] In the semiconductor device 2 shown in Fig. 13
as well, by using the unique ID generation circuit 20, the
memory cells (bits) that tend to be unstable (indefinite)
are specified and these memory cells are masked so that
these masks are not used to generate the unique ID.
[0083] Fig. 14 is a diagram for describing an operation
of the semiconductor device according to this embodi-
ment, and corresponds to the diagram shown in Fig. 8.
[0084] When the unique ID is generated using the sem-
iconductor device 2 shown in Fig. 13, first, the initial
threshold voltage Vt1 of the memory cell MC1 of each of
the complementary cells #1-#5 is offset. Specifically, the
offset control circuit 24 shown in Fig. 13 supplies the high-
level offset control signal Ctr1 to the gate of the transistor
Tr11 and the low-level offset control signal Ctr2 to the
gate of the transistor Tr12. Accordingly, the transistor
Tr11 is switched to the ON state and the transistor Tr12
is switched to the OFF state. When the transistor Tr11
is turned on, the bit line BL1 is connected to the constant

current source 61 via the transistor Tr1, the current is
supplied to the bit line BL1, and the initial threshold volt-
age Vt1 of the memory cell MC1 is virtually increased.
[0085] That is, when the current is supplied to the bit
line BL1 to which the memory cell MC1 is connected, as
shown in a symbol 91 in Fig. 14, the initial threshold volt-
age Vt1 of the memory cell MC1 of each of the comple-
mentary cells #1-#5 is virtually increased.
[0086] When the data (the first data) in each of the
complementary cells #1-#5 is read out in this state, as
shown in (a) in Fig. 14, the data in the complementary
cell #1 becomes "1", the data in the complementary cell
#2 becomes "1", the data in the complementary cell #3
becomes "1", the data in the complementary cell #4 be-
comes "1", and the data in the complementary cell #5
becomes "0".
[0087] When the reading operation is executed, the
data (the first data) in each of the complementary cells
#1-#5 is output from the sense amplifier SA. This output
data (the first data) is temporarily held in the holding cir-
cuit 21.
[0088] Next, the initial threshold voltage Vt2 of the
memory cell MC2 of each of the complementary cells #1-
#5 is offset. Specifically, the offset control circuit 24
shown in Fig. 13 supplies the low-level offset control sig-
nal Ctr1 to the gate of the transistor Tr11 and supplies
the high-level offset control signal Ctr2 to the gate of the
transistor Tr12. Accordingly, the transistor Tr11 is
switched off and the transistor Tr12 is switched on. When
the transistor Tr12 is switched on, the bit line BL2 is elec-
trically connected to the constant current source 61 via
the transistor Tr12, the current is supplied to the bit line
BL2, and the initial threshold voltage Vt2 of the memory
cell MC2 is virtually increased.
[0089] That is, as shown in a symbol 92 shown in Fig.
14, when the current is supplied to the bit line BL2 to
which the memory cell MC2 is connected, the initial
threshold voltage Vt2 of the memory cell MC2(n) of each
of the complementary cells #1-#5 is virtually increased.
[0090] When the data (the second data) in the com-
plementary cells #1-#5 is read out in this state, as shown
in (b) in Fig. 14, the data in the complementary cell #1
becomes "0", the data in the complementary cell #2 be-
comes "0", the data in the complementary cell #3 be-
comes "0", the data in the complementary cell #4 be-
comes "1", and the data in the complementary cell #5
becomes "0".
[0091] When the reading operation is executed, the
data (the second data) in each of the complementary
cells #1-#5 is output from the sense amplifier SA. This
output data (the second data) is temporarily held in the
holding circuit 21.
[0092] After that, the determination circuit 22 shown in
Fig. 13 receives the first and second data held in the
holding circuit 21, and compares whether these data co-
incide with each other for each bit. When the first data
and the second data coincide with each other, the deter-
mination circuit 22 determines that the complementary
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cell in which the first and second data coincide with each
other is the stable complementary cell (the stable bit).
The data read out from the complementary cell that has
been determined to be the stable complementary cell is
used as the unique ID.
[0093] On the other hand, when the first data and the
second data do not coincide with each other, the deter-
mination circuit 22 determines that this complementary
cell is the unstable complementary cell (the unstable bit).
In this case, the determination result storage circuit 23
shown in Fig. 13 stores the address information on the
complementary cell that has been determined to be the
unstable complementary cell. The unique ID generation
circuit 20 is able to generate the unique ID without using
the complementary cell 11 that corresponds to the ad-
dress information stored in the determination result stor-
age circuit 23 (i.e., the unstable complementary cell with
a low reliability) when the next unique ID is generated.
[0094] That is, as shown in Fig. 14, in the complemen-
tary cells #1-#3, the data (the first data) read out in the
state in which the threshold voltage Vt1 of the memory
cell MC1 is virtually offset and the data (the second data)
read out in the state in which the threshold voltage Vt2
of the memory cell MC2 is virtually offset are inverted
from each other (i.e., indefinite: X). Accordingly, in the
complementary cells #1-#3, since the potential difference
ΔVt between the threshold voltage Vt1 of the memory
cell MC1 and the threshold voltage Vt2 of the memory
cell MC2 is small, it can be said that these cells are too
unstable to be used as the unique ID.
[0095] On the other hand, in the complementary cells
#4 and #5, the data (the first data) read out in the state
in which the threshold voltage Vt1 of the memory cell
MC1 is virtually offset and the data (the second data)
read out in the state in which the threshold voltage Vt2
of the memory cell MC2 is virtually offset coincide with
each other. Accordingly, in the complementary cells #4
and #5, since the potential difference ΔVt between the
threshold voltage Vt1 of the memory cell MC1 and the
threshold voltage Vt2 of the memory cell MC2 is large,
these cells can be used as highly reliable unique IDs.
[0096] In this embodiment, it is possible to improve the
reliability of the unique ID that has been generated by
masking the unstable complementary cells #1-#3 and
generating the unique ID using the stable complementary
cells #4 and #5.
[0097] According to this embodiment described above,
it is possible to provide the semiconductor device and
the unique ID generation method capable of improving
the reliability of the unique ID that has been generated.

<Second Embodiment>

[0098] Next, a second embodiment will be explained.
[0099] A semiconductor device according to the sec-
ond embodiment is different from the semiconductor de-
vice described in the first embodiment in that the propor-
tion of the complementary cells that are determined to

be the unstable complementary cells (memory cells) in
the unique ID generation circuit 20 is made smaller than
a predetermined proportion. Since the other configura-
tions are similar to those of the semiconductor device
described in the first embodiment, overlapping descrip-
tions thereof will be omitted as appropriate.
[0100] Fig. 15 is a flowchart for describing an operation
of the semiconductor device according to this embodi-
ment. In the flowchart shown in Fig. 15, the operations
in Steps S21-S27 are similar to those of Steps S1-S7 in
the flowchart shown in Fig. 9. Therefore, overlapping de-
scriptions will be omitted.
[0101] In Step S27 shown in Fig. 15, the determination
circuit 22 included in the unique ID generation circuit 20
compares whether the first and second data held in the
holding circuit 21 coincide with each other for each bit.
When the first and second data coincide with each other,
the determination circuit 22 determines that the comple-
mentary cell in which the first and second data coincide
with each other is the stable complementary cell (the sta-
ble bit) (Step S28). On the other hand, when the first and
second data do not coincide with each other, the deter-
mination circuit 22 determines that this complementary
cell is the unstable complementary cell (the unstable bit)
(Step S29).
[0102] After that, the determination circuit 22 deter-
mines whether the proportion of the complementary cells
in which the first and second data do not coincide with
each other (the unstable bit rate) with respect to the com-
plementary cells in which the first and second data coin-
cide with each other falls within a predetermined target
range (Step S30). The "predetermined target range" is a
target value of the proportion of the complementary cells
masked by the unique ID generation circuit 20, and is a
range having a predetermined width. This target range
is a range in which the unique ID can be retrieved from
the semiconductor device in a stable manner, and is de-
termined in consideration of the temperature under which
the semiconductor device is used, the voltage fluctuation,
reading after a long retention time, etc. That is, while it
is assumed that the unique ID can be retrieved in a stable
manner, the target value of the unstable bit is determined
in advance and the target range is determined.
[0103] When the proportion of the complementary cells
in which the first and second data do not coincide with
each other (the unstable bit rate) falls within a predeter-
mined target range (Step S30: Yes), the data read out
from the complementary cell determined to be the stable
complementary cell in Step S28 is used as the unique ID
(Step S31). Further, the determination result storage cir-
cuit 23 shown in Fig. 1 stores the address information on
the complementary cell that has been determined to be
the unstable complementary cell in Step S29 (Step S32).
The unique ID generation circuit 20 is able to generate
the unique ID without using the complementary cell 11
that corresponds to the address information stored in the
determination result storage circuit 23 (i.e., the unstable
complementary cell with a low reliability) when the next
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unique ID is generated.
[0104] On the other hand, when the proportion of the
complementary cells in which the first and second data
do not coincide with each other (the unstable bit rate)
does not fall within the predetermined target range (Step
S30: No), the unique ID generation circuit 20 adjusts the
absolute value of the offset amount when the initial
threshold voltages of the memory cells MC1 and MC2
have been virtually offset (Step S33) .
[0105] Specifically, when the proportion of the comple-
mentary cells in which the first and second data do not
coincide with each other is larger than the predetermined
target range (i.e., when the number of unstable bits that
have been masked is large), the unique ID generation
circuit 20 reduces the absolute value of the offset amount
when the initial threshold voltages Vt1 and Vt2 of the
memory cells MC1 and MC2 are virtually offset. Accord-
ingly, the conditions when the complementary cell is
masked are relieved and the number of unstable com-
plementary cells (the unstable bits) masked by the unique
ID generation circuit 20 can be reduced. Accordingly, it
is possible to prevent the unique ID generation circuit 20
from masking the complementary cells more than nec-
essary.
[0106] In the configuration examples shown in Figs. 1
and 8, for example, the voltage supplied to the gate of
each of the transistors Tr1 and Tr2 is reduced. It is there-
fore possible to reduce the amount of the current drawn
out from the bit lines BL1 and BL2 and to reduce the
offset amount of the initial threshold voltages Vt1 and Vt2
of the memory cells MC1 and MC2.
[0107] Further, in the configuration examples shown
in Figs. 13 and 14, for example, the voltage supplied to
the gate of each of the transistors Tr11 and Tr12 is re-
duced. Accordingly, it is possible to reduce the amount
of the current supplied to the bit lines BL1 and BL2 from
the constant current source 61, thereby reducing the off-
set amount of the initial threshold voltages Vt1 and Vt2
of the memory cells MC1 and MC2.
[0108] Further, when the proportion of the complemen-
tary cells in which the first and second data do not coin-
cide with each other is smaller than the predetermined
target range (i.e., when the number of unstable bits that
have been masked is small), the unique ID generation
circuit 20 increases the absolute value of the offset
amount when the initial threshold voltages Vt1 and Vt2
of the memory cells MC1 and MC2 are virtually offset.
Accordingly, the conditions when the complementary
cells are masked become severe, and the number of un-
stable complementary cells (the unstable bits) masked
by the unique ID generation circuit 20 can be increased.
Accordingly, the reliability of the unique ID generated in
the unique ID generation circuit 20 can be improved.
[0109] For example, in the configuration examples
shown in Figs. 1 and 8, the voltage supplied to the gate
of each of the transistors Tr1 and Tr2 is increased. It is
therefore possible to increase the amount of the current
drawn out from the bit lines BL1 and BL2, whereby it is

possible to increase the offset amount of the initial thresh-
old voltages Vt1 and Vt2 of the memory cells MC1 and
MC2.
[0110] Further, in the configuration examples shown
in Figs. 13 and 14, for example, the voltage supplied to
the gate of each of the transistors Tr11 and Tr12 is in-
creased. Accordingly, it is possible to increase the
amount of the current supplied to the bit lines BL1 and
BL2 from the constant current source 61, whereby it is
possible to increase the offset amount of the initial thresh-
old voltages Vt1 and Vt2 of the memory cells MC1 and
MC2.
[0111] As described above, in the semiconductor de-
vice according to this embodiment, the proportion of the
complementary cells to be masked can be set within a
predetermined target range. Accordingly, it is possible to
optimize the proportion of the complementary cells to be
masked. Accordingly, it is possible to prevent the com-
plementary cells from being masked more than neces-
sary while improving the reliability of the unique ID to be
generated. It is therefore possible to efficiently generate
the unique ID.

<Third Embodiment>

[0112] Next, a third embodiment will be explained.
[0113] Figs. 16A and 16B are diagrams showing
changes in the potential of the bit line with time. As shown
in Fig. 16A, when the initial threshold voltage Vt of the
memory cell is too high, the amount of the current that
flows between the source and the drain of the memory
cell is small. In this case, after the bit line is precharged,
the potential of the bit line is gradually reduced. There-
fore, when, for example, the potential difference between
the bit lines BL1 and BL2 is detected at the sense timing
shown in Fig. 16A, the data in the complementary cell
may be indefinite since the potential difference between
the bit lines is small.
[0114] On the other hand, as shown in Fig. 16B, when
the initial threshold voltage Vt of the memory cell is too
low, the amount of the current that flows between the
source and the drain of the memory cell is large. In this
case, after the bit line is precharged, the potential of the
bit line is suddenly reduced. Therefore, when the poten-
tial difference between the bit lines BL1 and BL2 is de-
tected at the sense timing shown in Fig. 16B, for example,
since the potential of the bit line is completely lowered,
the data in the complementary cell may become indefinite
without being able to detect the potential difference of
the bit line.
[0115] In this embodiment, the semiconductor device
capable of masking the unstable complementary cell (the
unstable bit) even when the initial threshold voltage Vt is
outside the appropriate range will be explained. In the
following description, two methods: (1) a method of ad-
justing the voltage level of the memory gate MG and (2)
a method of adjusting the sense timing, will be explained.
Since the other configurations are similar to those of the
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semiconductor devices described in the first and second
embodiments, overlapping descriptions will be omitted
as appropriate.

(1) Method of adjusting voltage level of memory gate MG

[0116] In the memory cells MC1 and MC2 shown in
Fig. 2, by adjusting the voltage VMG applied to the mem-
ory gate MG, the threshold voltage Vt of the memory cell
can be adjusted. Specifically, the property of the thresh-
old voltage Vt that it is reduced as the voltage VMG applied
to the memory gate MG becomes higher and it is in-
creased as the voltage VMG applied to the memory gate
MG becomes lower is used.
[0117] When, for example, the unique ID generation
circuit 20 shown in Fig. 1 adjusts the voltage VMG applied
to the memory gate MG, the unique ID generation circuit
20 sends an instruction to the memory control circuit 40
to cause the memory control circuit 40 to adjust the volt-
age VMG of the memory gate MG. When the memory
control circuit 40 receives the instruction to adjust the
voltage VMG of the memory gate MG from the unique ID
generation circuit 20, the memory control circuit 40 ap-
plies a predetermined voltage VMG to the memory gate
MG of the memory cell array 10.
[0118] Fig. 17 is a flowchart for describing one example
of operations of the semiconductor device according to
this embodiment. In the memory cell that has been man-
ufactured, the value of the initial threshold voltage Vt is
unknown. Therefore, in this embodiment, as shown in
Fig. 17, the unstable bit detection processing described
in the first embodiment (specifically, the processing of
Steps S1-S7 shown in Fig. 9) is executed on the memory
cell that has been manufactured (Step S41).
[0119] It is then determined whether the proportion of
the unstable complementary cells (the unstable bit rate)
falls within the predetermined target range (Step S42).
When the proportion of the unstable complementary cells
(the unstable bit rate) falls within the predetermined tar-
get range (Step S42: Yes), the processing shown in Fig.
17 is ended.
[0120] On the other hand, when the proportion of the
unstable complementary cells (the unstable bit rate) does
not fall within the predetermined target range (Step S42:
No), the unique ID generation circuit 20 increases the
voltage VMG of the memory gate MG (Step S43).
[0121] After that, in the state in which the voltage VMG
of the memory gate MG is increased, the unstable bit
detection processing described in the first embodiment
(specifically, the processing of Steps S1-S7 shown in Fig.
9) is executed again (Step S44).
[0122] It is then determined whether the proportion of
the unstable complementary cells (the unstable bit rate)
falls within the predetermined target range (Step S45).
When the proportion of the unstable complementary cells
(the unstable bit rate) falls within the predetermined tar-
get range (Step S45: Yes), the processing shown in Fig.
17 is ended. The unique ID generation circuit 20 stores

the voltage VMG of the memory gate MG at this time. In
the following process, when the unique ID is generated,
this voltage VMG that has been stored is applied to the
memory gate MG to generate the unique ID.
[0123] On the other hand, when the proportion of the
unstable complementary cells (the unstable bit rate) does
not fall within the predetermined target range (Step S45:
No), the unique ID generation circuit 20 reduces the volt-
age VMG of the memory gate MG (Step S46). After that,
the unstable bit detection processing described in the
first embodiment (specifically, processing of Steps S1-
S7 shown in Fig. 9) is executed again (Step S41).
[0124] It is then determined whether the proportion of
the unstable complementary cells (the unstable bit rate)
falls within the predetermined target range (Step S42).
When the proportion of the unstable complementary cells
(the unstable bit rate) falls within the predetermined tar-
get range (Step S42: Yes), the processing shown in Fig.
17 is ended. The unique ID generation circuit 20 stores
the voltage VMG of the memory gate MG at this time. In
the following process, when the unique ID is generated,
this voltage VMG that has been stored is applied to the
memory gate MG to generate the unique ID.
[0125] On the other hand, when the proportion of the
unstable complementary cells (the unstable bit rate) does
not fall within the predetermined target range (Step S42:
No), the unique ID generation circuit 20 again increases
the voltage VMG of the memory gate MG (Step S43). After
that, the processing of Steps S41-S46 in Fig. 17 (i.e., the
increase/decrease in the voltage VMG of the memory gate
MG) is repeated until that the proportion of the unstable
complementary cells (the unstable bit rate) falls within
the predetermined target range.
[0126] In the memory cell that has been manufactured,
it is not clear whether the memory cell has become in-
definite since the initial threshold voltage Vt is too high
or the memory cell has become indefinite since the initial
threshold voltage Vt is too low. Therefore, in the process-
ing described above, after the voltage VMG of the memory
gate MG is increased first in Step S43, the voltage VMG
of the memory gate MG is reduced in Step S46 to check
the change in the unstable bit rate.
[0127] In the processing shown in Fig. 17, the case in
which the voltage VMG of the memory gate MG is first
increased and the voltage VMG of the memory gate MG
is then reduced has been described. However, in this
embodiment, the voltage VMG of the memory gate MG
may be reduced first and the voltage VMG of the memory
gate MG may then be increased.
[0128] In the semiconductor device according to this
embodiment described above, the initial threshold volt-
age Vt of the memory cell is adjusted by adjusting the
voltage VMG applied to the memory gate MG. Specifically,
as shown in Fig. 18A, when the initial threshold voltage
Vt of the memory cell is too high, the amount of the current
that flows between the source and the drain of the mem-
ory cell is small. In this case, after the bit line is pre-
charged, the potential of the bit line is gradually reduced
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(see dashed lines shown in Fig. 18A). Therefore, when
the potential difference between the bit lines BL1 and
BL2 is detected at one sense timing, the data in the com-
plementary cell may become indefinite since the potential
difference between the bit lines is small. On the other
hand, in this embodiment, the initial threshold voltage Vt
of the memory cell is adjusted to be low by increasing
the voltage VMG applied to the memory gate MG (see
solid lines in Fig. 18A). Accordingly, the initial threshold
voltage Vt of the memory cell can be adjusted to an ap-
propriate range, whereby it is possible to suitably mask
the unstable complementary cell (the unstable bit).
[0129] Further, as shown in Fig. 18B, when the initial
threshold voltage Vt of the memory cell is too low, the
amount of the current that flows between the source and
the drain of the memory cell is large. In this case, after
the bit line is precharged, the potential of the bit line is
suddenly reduced (see dashed lines shown in Fig. 18B).
Therefore, when the potential difference between the bit
lines BL1 and BL2 is detected at the sense timing shown
in Fig. 18B, since the potential of the bit line is completely
lowered, the data in the complementary cell may become
indefinite without being able to detect the potential differ-
ence of the bit line. On the other hand, in this embodiment,
the initial threshold voltage Vt of the memory cell is ad-
justed to become high by decreasing the voltage VMG
applied to the memory gate MG (see solid lines in Fig.
18B). Accordingly, the initial threshold voltage Vt of the
memory cell can be adjusted to an appropriate range,
whereby it is possible to suitably mask the unstable com-
plementary cell (the unstable bit).
[0130] In this embodiment, the aforementioned
processing is executed in advance before the unique ID
generation processing is executed. Accordingly, even
when the initial threshold voltage Vt of the memory cell
is outside the appropriate range, it is possible to suitably
mask the unstable complementary cell (the unstable bit).

(2) Method of adjusting sense timing

[0131] Next, a method of adjusting the sense timing
will be explained.
[0132] Fig. 19 is a flowchart for describing another ex-
ample of the operation of the semiconductor device ac-
cording to this embodiment. In the memory cell that has
been manufactured, the value of the initial threshold volt-
age Vt is unknown. Therefore, in this embodiment, as
shown in Fig. 19, the unstable bit detection processing
described in the first embodiment (specifically, the
processing of Steps S1-S7 shown in Fig. 9) is executed
first for the memory cell that has been manufactured
(Step S51).
[0133] It is then determined whether the proportion of
the unstable complementary cells (the unstable bit rate)
is within the predetermined target range (Step S52).
When the proportion of the unstable complementary cells
(the unstable bit rate) falls within the predetermined tar-
get range (Step S52: Yes), the processing shown in Fig.

19 is ended.
[0134] On the other hand, when the proportion of the
unstable complementary cells (the unstable bit rate) does
not fall within the predetermined target range (Step S52:
No), the unique ID generation circuit 20 delays the timing
of reading the data in the complementary cell using the
sense amplifier SA (Step S53).
[0135] After that, the unstable bit detection processing
described in the first embodiment (specifically, the
processing of Steps S1-S7 shown in Fig. 9) is executed
again (Step S54). In this case, the data in the comple-
mentary cell is read out at the timing set in Step S53, that
is, by delaying the timing of reading out the data.
[0136] It is then determined whether the proportion of
the unstable complementary cells (the unstable bit rate)
falls within the predetermined target range (Step S55).
When the proportion of the unstable complementary cells
(the unstable bit rate) falls within the predetermined tar-
get range (Step S55: Yes), the processing shown in Fig.
19 is ended. The unique ID generation circuit 20 stores
the timing of reading the sense amplifier SA at this time,
and generates the unique ID using the timing of reading
the sense amplifier SA that has been stored when the
next unique ID is generated.
[0137] On the other hand, when the proportion of the
unstable complementary cells (the unstable bit rate) does
not fall within the predetermined target range (Step S55:
No), the unique ID generation circuit 20 advances the
timing of reading out the data in the complementary cell
using the sense amplifier SA (Step S56). After that, the
unstable bit detection processing described in the first
embodiment (specifically, the processing of Steps S1-S7
shown in Fig. 9) is executed again (Step S51). In this
case, the data in the complementary cell is read out at
the timing set in Step S56, that is, by advancing the timing
of reading out the data.
[0138] It is then determined whether the proportion of
the unstable complementary cells (the unstable bit rate)
falls within the predetermined target range (Step S52).
When the proportion of the unstable complementary cells
(the unstable bit rate) falls within the predetermined tar-
get range (Step S52: Yes), the processing shown in Fig.
19 is ended. The unique ID generation circuit 20 stores
the timing of reading the sense amplifier SA at this time,
and generates the unique ID using the timing of reading
the sense amplifier SA that has been stored when the
next unique ID is generated.
[0139] On the other hand, when the proportion of the
unstable complementary cells (the unstable bit rate) does
not fall within the predetermined target range (Step S52:
No), the unique ID generation circuit 20 again delays the
timing of reading out the data in the complementary cell
using the sense amplifier SA (Step S53). After that, the
processing of Steps S51-S56 in Fig. 19 (i.e., the process-
ing of delaying the timing of reading the sense amplifier
SA and the processing of advancing the same) is repeat-
ed until that the proportion of the unstable complemen-
tary cells (the unstable bit rate) falls within the predeter-
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mined target range.
[0140] In the memory cell that has been manufactured,
it is not clear whether the memory cell has become in-
definite since the initial threshold voltage Vt is too high
or it has become indefinite since the initial threshold volt-
age Vt is too low. Therefore, in the processing described
above, after the processing of delaying the timing of read-
ing the sense amplifier SA is first executed in Step S53,
the processing of advancing the timing of reading the
sense amplifier SA is executed in Step S56 to check the
change in the unstable bit rate.
[0141] In the processing shown in Fig. 19, the case in
which the timing of reading the sense amplifier SA is first
delayed and the timing of reading the sense amplifier SA
is then advanced has been described. However, in this
embodiment, the timing of reading the sense amplifier
SA may be advanced first, and then the timing of reading
the sense amplifier SA may be delayed.
[0142] As shown in Fig. 20A, when the initial threshold
voltage Vt of the memory cell is too high, the amount of
the current that flows between the source and the drain
of the memory cell is small. In this case, after the bit line
is precharged, the potential of the bit line is gradually
reduced. Therefore, when the potential difference be-
tween the bit lines BL1 and BL2 is detected at the sense
timing shown by dashed lines in Fig. 20A, the data in the
complementary cell may become indefinite since the po-
tential difference between the bit lines is small. On the
other hand, in this embodiment, as shown in solid lines
of Fig. 20A, the timing of reading the sense amplifier SA
is delayed. Accordingly, the potential difference between
the bit lines detected by the sense amplifier SA becomes
the potential difference with which the data can be read
out, whereby it is possible to appropriately read out the
data in the complementary cell.
[0143] Further, as shown in Fig. 20B, when the initial
threshold voltage Vt of the memory cell is too low, the
amount of the current that flows between the source and
the drain of the memory cell is large. In this case, after
the bit line is precharged, the potential of the bit line is
suddenly reduced. Therefore, when the potential differ-
ence between the bit lines BL1 and BL2 is detected at
the sense timing shown by dashed lines in Fig. 20B, since
the potential of the bit line is completely lowered, the data
in the complementary cell may become indefinite without
being able to detect the potential difference of the bit line.
On the other hand, in this embodiment, as shown in solid
lines in Fig. 20B, the timing of reading the sense amplifier
SA is advanced. Therefore, the potential difference be-
tween the bit lines detected by the sense amplifier SA
becomes the potential difference with which the data can
be read out, whereby it is possible to appropriately read
out the data in the complementary cell.
[0144] In this embodiment, the aforementioned
processing is executed in advance before the unique ID
generation processing is executed. Accordingly, even
when the initial threshold voltage Vt of the memory cell
is outside the appropriate range, it is possible to suitably

mask the unstable complementary cell (the unstable bit).
[0145] The first to third embodiments can be combined
as desirable by one of ordinary skill in the art.
[0146] While the disclosure has been described in
terms of several embodiments, those skilled in the art
will recognize that the disclosure can be practiced with
various modifications within the spirit and scope of the
appended claims and the disclosure is not limited to the
examples described above.
[0147] Further, the scope of the claims is not limited
by the embodiments described above.
[0148] Furthermore, it is noted that, Applicant’s intent
is to encompass equivalents of all claim elements, even
if amended later during prosecution.

Claims

1. A semiconductor device comprising:

a memory array comprising a plurality of com-
plementary cells, each of which comprises a first
memory cell and a second memory cell, the
memory array being capable of holding data in
the complementary cells using a difference be-
tween a threshold voltage of the first memory
cell and a threshold voltage of the second mem-
ory cell; and
a unique ID generation circuit configured to gen-
erate an ID specific to the memory array using
an initial threshold voltage of the first memory
cell and an initial threshold voltage of the second
memory cell, wherein
the unique ID generation circuit performs the fol-
lowing processing of:

reading out data in the complementary cell
as first data in a first state in which the initial
threshold voltage of the first memory cell
has been virtually offset;
reading out data in the complementary cell
as second data in a second state in which
the initial threshold voltage of the second
memory cell has been virtually offset; and
using the data in the complementary cell as
the unique ID when the first data in the com-
plementary cell read out in the first state and
the second data in the complementary cell
read out in the second state coincide with
each other.

2. The semiconductor device according to Claim 1,
wherein the unique ID generation circuit comprises
a determination result storage circuit configured to
store a result of a determination regarding whether
the first data in the complementary cell read out in
the first state and the second data in the comple-
mentary cell read out in the second state have coin-
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cided with each other.

3. The semiconductor device according to Claim 2,
wherein
the determination result storage circuit stores ad-
dress information on a complementary cell in which
the first data in the complementary cell read out in
the first state and the second data in the comple-
mentary cell read out in the second state have coin-
cided with each other, and
the unique ID generation circuit generates, when the
next unique ID is generated, the unique ID using a
complementary cell that corresponds to the address
information stored in the determination result stor-
age circuit.

4. The semiconductor device according to Claim 2,
wherein
the determination result storage circuit stores ad-
dress information on a complementary cell in which
the first data in the complementary cell read out in
the first state and the second data in the comple-
mentary cell read out in the second state have not
coincided with each other, and
the unique ID generation circuit generates, when the
next unique ID is generated, the unique ID without
using a complementary cell that corresponds to the
address information stored in the determination re-
sult storage circuit.

5. The semiconductor device according to Claim 1,
wherein
the unique ID generation circuit reads out the data
in the complementary cell as the first data in the first
state in which the initial threshold voltage of the first
memory cell has been virtually reduced, and
the unique ID generation circuit reads out the data
in the complementary cell as the second data in the
second state in which the initial threshold voltage of
the second memory cell has been virtually reduced.

6. The semiconductor device according to Claim 5,
wherein
the memory array further comprises:

a first bit line connected to the first memory cell;
a second bit line connected to the second mem-
ory cell; and
a sense amplifier connected to the first bit line
and the second bit line,

the unique ID generation circuit virtually reduces the
initial threshold voltage of the first memory cell using
a first current drawing circuit that draws out current
from the first bit line, and
the unique ID generation circuit virtually reduces the
initial threshold voltage of the second memory cell
using a second current drawing circuit that draws out

current from the second bit line.

7. The semiconductor device according to Claim 1,
wherein
the unique ID generation circuit reads out the data
in the complementary cell as the first data in the first
state in which the initial threshold voltage of the first
memory cell has been virtually increased, and
the unique ID generation circuit reads out the data
in the complementary cell as the second data in the
second state in which the initial threshold voltage of
the second memory cell has been virtually increased.

8. The semiconductor device according to Claim 7,
wherein
the memory array further comprises:

a first bit line connected to the first memory cell;
a second bit line connected to the second mem-
ory cell; and
a sense amplifier connected to the first bit line
and the second bit line,

the unique ID generation circuit virtually increases
the initial threshold voltage of the first memory cell
using a first current supply circuit that supplies cur-
rent to the first bit line, and
the unique ID generation circuit virtually increases
the initial threshold voltage of the second memory
cell using a second current supply circuit that sup-
plies current to the second bit line.

9. The semiconductor device according to Claim 1,
wherein
the memory array comprises a complementary cell
for data holding and a complementary cell for unique
ID generation as the plurality of complementary cells,
and
the unique ID generation circuit generates the unique
ID using the complementary cell for unique ID gen-
eration.

10. The semiconductor device according to Claim 9, fur-
ther comprising a memory control circuit configured
to control data writing to and data reading from the
plurality of complementary cells,
wherein the memory control circuit switches, when
the first and second data in the complementary cell
have not coincided with each other at the time of
generating the unique ID in the unique ID generation
circuit, the complementary cell in which the first and
second data have not coincided with each other from
the complementary cell for unique ID generation to
the complementary cell for data holding.

11. The semiconductor device according to Claim 1,
wherein the unique ID generation circuit determines
whether the proportion of the complementary cells
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in which the first and second data do not coincide
with each other with respect to the complementary
cells in which the first and second data coincide with
each other falls within a predetermined target range.

12. The semiconductor device according to Claim 11,
wherein the unique ID generation circuit reduces,
when the proportion of the complementary cells in
which the first and second data do not coincide with
each other is larger than the predetermined target
range, an absolute value of an offset amount when
initial threshold voltages of the first and second mem-
ory cells have been virtually offset.

13. The semiconductor device according to Claim 11,
wherein the unique ID generation circuit increases,
when the proportion of the complementary cells in
which the first and second data do not coincide with
each other is smaller than the predetermined target
range, an absolute value of an offset amount when
initial threshold voltages of the first and second mem-
ory cells have been virtually offset.

14. The semiconductor device according to Claim 1,
wherein
the first and second memory cells are split gate flash
memory cells, and
the unique ID generation circuit applies a predeter-
mined voltage to memory gates of the first and sec-
ond memory cells to adjust the initial threshold volt-
ages of the first and second memory cells.

15. The semiconductor device according to Claim 1,
wherein
the memory array further comprises:

a first bit line connected to the first memory cell;
a second bit line connected to the second mem-
ory cell; and
a sense amplifier connected to the first bit line
and the second bit line, and

the unique ID generation circuit adjusts a timing of
reading out the first and second data in the comple-
mentary cell in the first and second states using the
sense amplifier.

16. A unique ID generation method that generates a
unique ID using a memory array comprising a plu-
rality of complementary cells, each of the comple-
mentary cells includes a first memory cell and a sec-
ond memory cell, the method comprising:

reading out data in the complementary cell as
first data in a first state in which an initial thresh-
old voltage of the first memory cell has been
virtually offset;
reading out data in the complementary cell as

second data in a second state in which an initial
threshold voltage of the second memory cell has
been virtually offset; and
using the data in the complementary cell as the
unique ID when the first data in the complemen-
tary cell read out in the first state and the second
data in the complementary cell read out in the
second state coincide with each other.
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