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©  Remote  control  system  for  controlling  a  function  of  a  base  station. 
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©  An  electronic  key  (14)  communicates  with  at 
least  one  vehicle-mounted  or  other  base  station  (12) 
by  a  radio  link  to  allow  vehicle  access  or  to  perform 
another  function,  such  as  open  a  garage  door  (22). 
In  a  passive  mode,  the  key  (14)  responds  to  a 
polling  signal  from  the  base  station  (12)  to  authorize 
the  entry  or  other  function  if  the  key  (14)  is  in  the 
range  of  the  base  station  (12)  and  the  proper  pass- 
word  is  transmitted.  In  the  active  mode,  a  pushbut- 
ton  on  the  key  is  actuated  to  transmit  a  signal 
instructing  a  base  station  (12)  to  perform  a  given 
function.  The  key  (14)  also  stores  auxiliary  data 
relative  to  the  vehicle  (10)  or  the  key  user  which 
may  be  loaded  from  and  retrieved  by  the  same  base 
station  (12)  or  loaded  by  one  station  (12)  and  re- 
trieved  by  another  (23). 
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This  invention  relates  to  a  system  for  control- 
ling  a  function  of  a  base  station  by  remote  control 
and  to  an  electronic  key  therefor. 

It  is  known  to  open  or  unlock  the  door  of  a 
vehicle  or  perform  another  function  by  operation  of 
a  miniature  remote  unit  or  electronic  key  which  is 
generally  carried  by  the  vehicle  operator.  By  press- 
ing  a  button  on  the  remote  unit  a  coded  radio 
signal  is  transmitted  to  a  base  unit  on  the  vehicle 
and,  if  it  recognizes  the  code  as  an  authorized 
code,  the  base  unit  unlocks  the  door  or  performs 
another  predetermined  function.  It  is  recognized 
that  such  systems  are  not  limited  to  controlling 
vehicle  functions  but  can  also  be  used  to  control 
garage  doors,  security  gates,  or  home  entry,  for 
example. 

It  is  desirable  to  avoid  handling  the  electronic 
key  and  pushing  the  button  to  activate  the  unit 
since  it  is  sometimes  inconvenient  to  do  so.  To 
carry  out  a  passive  control  which  does  not  require 
a  button  or  the  like  to  be  actuated,  it  has  been 
proposed  to  provide  a  system  in  which  the  mere 
presence  of  the  electronic  key  in  the  immediate 
vicinity  of  the  base  station  is  sufficient  to  activate 
the  base  station  function.  In  conjunction  with  the 
presence  of  the  electronic  key,  it  is  generally  pre- 
ferred  to  require  a  positive  act,  such  as  pulling  on 
the  door  handle,  to  actuate  the  system.  To  avoid 
key  operation  when  it  is  beyond  the  desired 
bounds  of  operation,  it  is  further  preferred  that  the 
system  be  non-responsive  when  the  key  is  outside 
a  prescribed  range. 

While  the  passive  electronic  key  has  obvious 
advantages,  it  also  has  the  disadvantage  of  requir- 
ing  close  proximity  to  or  even  touching  the  vehicle 
or  other  base  station.  An  active  key  typically  re- 
quires  manipulation  by  the  operator  which  may  not 
be  convenient. 

The  present  invention  seeks  to  provide  an  im- 
proved  system  for  controlling  a  function  of  a  base 
station  by  remote  control  and  an  electronic  key 
therefor. 

According  to  an  aspect  of  the  present  inven- 
tion,  there  is  provided  a  system  for  controlling  a 
function  of  a  base  station  by  remote  control  as 
specified  in  claim  1  . 

According  to  another  aspect  of  the  present 
invention,  there  is  provided  an  electronic  key  as 
specified  in  claim  8. 

The  invention  can  provide  an  electronic  key 
which  has  both  passive  and  active  characteristics 
to  give  the  operator  the  choice  of  either  mode  of 
operation.  Thus,  the  operator  could  open  the  ve- 
hicle  door  without  touching  the  key  or  he  could 
unlock  the  door  from  a  remote  location.  The  active 
mode  is  particularly  useful  for  other  functions  such 
as  opening  a  garage  door  or  turning  on  the  lights 
either  in  the  home  or  in  the  vehicle. 

Furthermore,  it  is  possible  with  this  electronic 
key  to  incorporate  other  data,  in  the  memory  there- 
of,  relating  to  the  base  station  or  to  the  user  and 
which  may  be  loaded  by  one  base  station  and 

5  retrieved  by  the  same  or  another  base  station  for 
display  or  other  use. 

In  an  embodiment  there  is  provided  a  system 
for  actively  and  passively  controlling  a  function  at  a 
base  station  by  remote  control  comprising  a  base 

io  station  having  a  receiver,  a  transmitter  and  means 
for  requesting  access  authorization  by  a  transmit- 
ted  coded  signal;  an  electronic  key  having  a  re- 
ceiver  and  a  transmitter  linked  to  the  base  station, 
an  intelligence  circuit  including  a  memory  for  gen- 

75  erating  access  authorization  signals  for  transmis- 
sion  to  the  base  station  in  response  to  certain 
coded  signals,  whereby  base  station  access  is 
granted  by  passive  operation  of  the  key;  and  the 
electronic  key  further  including  actuation  means 

20  coupled  to  the  intelligence  circuit  for  initiating  the 
generation  of  access  signals  for  transmission  to  the 
base  station,  whereby  base  station  access  is  grant- 
ed  by  active  operation  of  the  key. 

An  embodiment  of  the  present  invention  is 
25  described  below,  by  way  of  illustration  only,  with 

reference  to  the  accompanying  drawings,  in  which: 
Figure  1  is  a  diagram  of  an  embodiment  of 
system  of  base  units  and  a  remote  unit; 
Figure  2  is  a  block  diagram  of  a  base  unit  of  the 

30  system  of  Figure  1  ; 
Figure  3  is  a  block  diagram  of  a  remote  unit  of 
the  system  of  Figure  1  ;  and 
Figure  4  is  a  chart  of  an  embodiment  of  func- 
tions  and  signal  exchanges  for  the  base  and 

35  remote  units  for  vehicle  access. 
The  ensuing  description  is  directed  to  an  em- 

bodiment  of  system  specifically  designed  for  both 
active  and  passive  secure  remote  access  to  a 
plurality  of  vehicles  via  a  radio  frequency  link  and 

40  for  active  control  of  a  non-vehicular  station  such  as 
a  garage  door.  In  particular,  the  embodiment  is 
described  as  a  vehicle  access  system  which  is 
passively  activated  to  unlock  a  door  when  the  door 
handle  is  pulled  or  otherwise  actuated  and  which  is 

45  further  activated  by  actuating  a  push-button  on  the 
electronic  key  to  unlock  a  vehicle  door  or  to  open  a 
garage  door.  The  system  also  provides  access  to 
vehicle  or  user  data  by  a  vehicular  or  non-vehicular 
station. 

50  Figure  1  shows  a  base  station  or  vehicle  10 
equipped  with  a  remote  access  system  including  a 
base  unit  12  in  the  vehicle  and  a  portable  remote 
unit  14  typically  carried  in  the  vehicle  operator's 
pocket  or  purse.  The  units  are  coupled  by  radio 

55  communication  effective  over  a  short  distance.  As 
indicated  by  dotted  lines  16  adjacent  each  vehicle 
door  handle  18  and  lines  20  adjacent  the  vehicle 
boot,  minimum  distances  of  only  a  metre  or  two 
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are  required  although  a  larger  radius  of  commu- 
nication  up  to  line  21  may  be  provided.  Suitable 
radii  may  be  1.5  metres  (five  feet)  from  the  door 
handles  for  lines  16,  4.5  metres  (fifteen  feet)  for 
line  21,  60  centimetres  (two  feet)  from  the  boot 
lock  for  line  20,  and  about  1  .2  metres  (four  feet)  for 
line  21  in  the  boot  region.  For  security  reasons, 
granting  access  by  passive  remote  units  14  be- 
yond  the  boundary  21  is  prohibited;  otherwise  any- 
one  might  gain  access  if  a  distant  electronic  key 
could  be  activated  by  a  base  unit.  It  is  intended 
that  when  the  operator  carries  the  remote  unit 
within  radio  range  of  the  base  unit,  the  system  will 
automatically  act  to  unlock  the  door  without  activa- 
tion  by  the  operator,  provided  that  the  identification 
of  the  remote  unit  can  be  verified.  In  some  applica- 
tions  the  units  are  activated  only  when  the  operator 
touches  or  tries  to  operate  the  door  handle  18. 
Since  more  than  one  operator  may  use  one  or 
more  of  the  same  vehicles,  there  are  other  remote 
units,  not  shown,  which  may  be  programmed  for 
vehicle  access. 

The  remote  unit  shown  as  unit  14'  outside  the 
boundary  21  is  operative  in  the  active  mode  since 
the  security  depends  on  the  possession  and  man- 
ual  actuation  of  the  unit.  Thus  a  greater  operating 
range  is  afforded  in  the  active  mode.  This  is  par- 
ticularly  useful  for  actuating  a  garage  door  opener 
22  which  is  suitably  actuated  from  a  distance  while 
the  vehicle  is  still  approaching  the  garage. 

In  addition  to  the  garage  door  opener  22,  other 
non-vehicular  base  units  23  are  provided.  This  al- 
lows  a  variety  of  functions  to  take  place  such  as 
the  loading  or  retrieving  of  auxiliary  data  to  or  from 
remote  units  as  further  described  below.  Data  car- 
ried  by  the  electronic  key  can  be  down-loaded  to  a 
base  station  where  it  is  displayed  or  processed. 

The  base  unit  12,  shown  in  Figure  2,  has  a 
microprocessor  based  controller  24,  at  least  one 
"unlock"  or  other  function  output  circuit  26,  a  low 
frequency  radio  transmitter  28  and  antenna  30  op- 
erating  at  200  kHz  to  generate  a  short  range  mag- 
netic  field,  and  a  very  high  frequency  receiver  32 
and  antenna  34  operating  at  300  MHz.  The  control- 
ler  24  stores  several  codes  including  a  base  num- 
ber  which  is  unique  to  the  vehicle,  and  codes  X,  Y, 
and  Z  which  relate  to  respective  remote  units  14 
and  others,  not  shown.  Code  X  contains  two  com- 
ponents,  a  wakeup  code,  and  an  identification  code 
(ID)  which  are  specific  to  the  remote  unit  14.  The 
controller  also  stores  a  set  of  function  codes  which 
are  common  to  all  the  remote  units.  Each  function 
code,  when  transmitted,  determines  the  operation 
to  be  performed  in  the  remote  unit,  e.g.,  read  out 
the  ID  or  update  the  ID. 

The  remote  unit,  shown  in  Figure  3,  includes  a 
200  kHz  receiver  36  and  antenna  38  coupled  there- 
to  for  receiving  signals  from  the  base  unit  12.  The 

antenna  38  is  preferably  a  ferrite  antenna  which  is 
capable  of  producing  at  least  3  mV  signals  when  in 
the  range  of  the  base  unit  12,  and  the  receiver  36 
includes  a  comparator  having  its  input  terminals 

5  coupled  across  the  antenna  and  which  produces  a 
3  V  output  pulse  when  each  3  mV  signal  pulse  is 
received.  The  LF  signal  is  modulated  by  bursts  of 
various  length  and  the  number  of  cycles  in  each 
burst  is  counted  by  a  pulse  counter  40  connected 

io  to  the  output  of  the  receiver  36  and  translates  the 
various  bursts  into  digital  symbols  A,  B,  C,  etc. 
Symbols  A  and  B  comprise  digital  bits  0  and  1, 
respectively,  while  the  other  symbols  are  codes  of 
several  digits.  The  counter  output  is  coupled  to  a 

is  wakeup  register  42  and  to  a  state  machine  44 
which  comprises  a  logic  circuit  or  intelligence  cir- 
cuit.  The  wakeup  register  42  is  also  connected  to 
the  state  machine  44  and  may  even  be  a  part  of 
the  state  machine.  Both  the  wakeup  register  42  and 

20  the  state  machine  44  have  outputs  connected  to  a 
VHF  transmitter  46  operating  at  300  MHz  and 
which  is  coupled  to  an  antenna  48  for  transmitting 
to  the  base  unit  12.  The  state  machine  44  incor- 
porates  a  power  conservation  function  45  which 

25  powers  down  the  state  machine  to  a  low  current 
level  to  deactivate  most  of  the  state  machine  and 
the  transmitter  46  while  the  unit  is  "asleep",  leav- 
ing  just  enough  circuitry  active  to  receive  and  pro- 
cess  a  wakeup  signal.  When  a  wakeup  signal  bear- 

30  ing  the  correct  wakeup  code  is  received,  the  rest  of 
the  system  is  powered  up  for  full  operation. 

The  state  machine  44  is  also  connected  to  a 
memory  50  which  is  partitioned  into  several  mem- 
ory  blocks,  here  shown  as  four  blocks  including 

35  three  secure  memory  blocks,  one  corresponding  to 
each  base  unit,  and  a  scratch  pad  or  temporary 
memory  block.  When  the  system  is  initially  pro- 
grammed,  the  state  machine  44  determines  which 
memory  block  is  assigned  to  each  vehicle  or  other 

40  base  station  and  pointers  are  stored  in  the  state 
machine  to  identify  the  correct  memory  address  for 
each  base  number.  Secure  memory  1  is  assigned 
to  vehicle  10,  secure  memory  2  is  assigned  to 
another  vehicle,  etc.  Thus  the  transmitted  base 

45  number  ultimately  determines  which  memory  block 
is  accessed.  Each  secure  memory  block  contains 
the  ID  and  auxiliary  data  which  is  stored  in  the 
corresponding  base  unit. 

Each  secure  memory  block  stores  auxiliary 
50  data  which  might  be  used  for  any  of  several  pur- 

poses.  For  example,  in  a  vehicle  which  has  power 
seats  or  steering  wheel  power  adjustments  with 
position  memories  for  each  vehicle  user,  the  auxil- 
iary  data  for  a  given  electronic  key  may  be  codes 

55  for  the  positions  preferred  by  the  user  of  that  key 
for  each  vehicle  used  by  the  user.  Thus  the  data 
can  be  both  personal  and  vehicle  (or  station)  spe- 
cific.  When  the  ID  is  retrieved  from  the  key  by  the 
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base  unit,  the  position  data  can  be  retrieved  at  the 
same  time  and  the  data  would  be  used  to  position 
automatically  the  seat  and/or  the  steering  wheel.  As 
a  second  example  of  auxiliary  data,  for  a  vehicle 
equipped  with  a  keyboard  and  a  display  screen, 
user  appointment  calendar  data  can  be  entered 
into  the  secure  memory  by  transmission  from  the 
base  unit  and  subsequently  displayed  in  the  same 
or  another  similarly  equipped  vehicle  or  non-ve- 
hicular  base  unit.  Figure  2  shows  a  keyboard  49 
and  a  display  51  as  optional  peripheral  equipment 
at  the  base  units  12  or  23,  for  this  implementation 
of  the  auxiliary  data  scheme.  A  third  example  of 
auxiliary  data  applies  to  rental  car  systems.  When 
a  vehicle  is  parked  at  the  rental  return  lot  and 
turned  off,  the  vehicle  mileage  and  fuel  data  are 
loaded  into  the  secure  memory.  When  the  elec- 
tronic  key  is  turned  in  at  the  rental  office,  a  base 
unit  23  there  can  read  the  vehicle  data  and  process 
the  data  for  bill  preparation.  In  general  the  auxiliary 
data  is  paired  with  the  ID  for  a  given  remote  unit 
and  is  installed  in  or  retrieved  from  the  remote  unit 
in  the  same  manner  as  the  ID. 

A  keypad  52  having  actuators  or  push-button 
switches  54  is  mounted  on  the  housing  of  the 
remote  unit  for  manual  actuation  by  the  operator. 
The  actuators  54  are  connected  to  the  state  ma- 
chine  44  and  are  each  associated  with  a  particular 
vehicle  or  other  base  station.  Each  button,  when 
actuated,  is  effective  to  activate  the  remote  unit 
and  directly  cause  the  ID  from  a  particular  memory 
block  to  be  transmitted  at  the  VHF  frequency.  This 
is  the  active  mode.  Since  the  short  range  LF  signal 
is  not  used  for  activation,  the  remote  unit  is  not 
limited  to  that  range  but  instead  has  the  full  range 
of  the  VHF  frequency  which  is  greater  than  the  LF 
range.  As  a  matter  of  transmitter  and  receiver  de- 
sign  and  the  need  to  conserve  battery  energy,  a 
modest  VHF  range  is  selected,  for  example  10 
metres  (30  feet). 

The  communication  between  the  base  unit  and 
the  remote  unit  is  shown  in  Figure  4.  In  the  passive 
mode,  when  the  operator  pulls  on  the  vehicle  door 
handle,  the  base  unit  sends  a  wakeup  command 
and  then  a  request  ID  command  to  the  unit  via  the 
LF  radio  frequency  link.  The  wakeup  command 
comprises  the  wakeup  code,  the  base  number  and 
a  function  code.  If  the  remote  unit  is  within  the 
range  of  the  LF  signal,  it  verifies  the  wakeup  code 
by  comparing  it  with  the  code  stored  in  the  wakeup 
register  42.  If  the  wakeup  codes  match,  the  power 
function  of  the  state  machine  44  fully  activates  the 
remote  unit  to  power  up  the  VHF  transmitter  46. 
The  remote  unit  selects  the  secure  memory  block 
that  corresponds  to  the  base  number  and  transmits 
the  ID  and  the  auxiliary  data  in  the  memory  block 
to  the  base.  The  base  unit  compares  the  received 
ID  with  the  ID  in  its  own  memory  and,  if  they 

match,  the  door  is  unlocked  to  allow  vehicle  entry. 
Thus  the  ID  is  used  as  an  authorization  code  and  a 
transmission  of  that  code  comprises  an  authoriza- 
tion  signal.  In  the  active  mode,  operation  of  the 

5  push-button  corresponding  to  a  given  memory 
block  effects  activation  of  the  remote  unit  and 
transmission  of  the  ID  and  auxiliary  data  in  the 
block.  If  the  transmitted  ID  matches  a  stored  ID  in 
the  base  unit  the  door  is  unlocked.  In  either  mode, 

io  the  transmitted  auxiliary  data  may  be  processed  in 
any  suitable  manner. 

Any  secure  memory  block  may  be  updated  by 
furnishing  new  ID  codes  and/or  auxiliary  data.  This 
is  desirable  for  security  purposes  and  may  occur, 

is  for  example,  each  time  the  vehicle  ignition  key  is 
removed.  At  that  time,  the  wakeup  procedure  takes 
place  and  then  a  new  ID  and/or  data  is  generated 
by  the  base  unit  and  transmitted  to  the  remote  unit 
which  stores  it/them  in  the  scratchpad  memory. 

20  The  new  ID  code  is  retransmitted  back  to  the  base 
unit  to  verify  that  it  is  correct.  If  so,  the  base  unit 
commands  that  it  be  entered  as  the  ID  for  that 
base  by  sending  the  "old"  ID  to  the  remote  unit.  If 
the  remote  unit  verifies  that  the  ID  is  correct  for 

25  that  base  number,  the  scratchpad  address  is  adopt- 
ed  as  the  secure  memory  block  for  that  base 
number,  and  the  old  memory  block  is  then  used  as 
a  scratchpad. 

30  Claims 

1.  A  system  for  controlling  a  function  of  a  base 
station  by  remote  control  comprising  a  first 
base  station  (10)  adapted  to  be  enabled  by 

35  receipt  of  a  predetermined  authorisation  code, 
and  an  electronic  key  (14);  the  first  base  sta- 
tion  including  a  first  receiver  (32),  a  first  trans- 
mitter  (28)  and  authorisation  means  (24)  adapt- 
ed  to  request  the  electronic  key  to  transmit  an 

40  authorisation  code;  the  electronic  key  including 
a  second  receiver  (38,36),  a  second  transmitter 
(48),  a  memory  (50)  and  processing  means 
(44)  adapted  to  generate,  on  a  request  by  the 
first  base  station,  an  authorisation  code  for 

45  transmission  to  the  first  base  station,  so  as  to 
enable  the  first  base  station  by  passive  ac- 
tuation  of  the  electronic  key;  the  electronic  key 
including  a  manually  operable  actuator  (54) 
coupled  to  the  processing  means  and  adapted 

50  to  generate  an  authorisation  code  for  transmis- 
sion  to  the  first  base  station,  so  as  to  enable 
the  base  station  by  active  actuation  of  the 
electronic  key. 

55  2.  A  system  according  to  claim  1,  wherein  the 
first  transmitter  (28)  is  adapted  to  transmit  the 
request  for  an  authorisation  code  by  means  of 
a  relatively  short  range  signal,  the  second 
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transmitter  (48)  being  adapted  to  transmit  an 
authorisation  code  by  means  of  a  relatively 
long  range  signal,  whereby  the  electronic  key 
can  enable  the  first  base  station  at  a  greater 
distance  therefrom  when  actively  actuated  than  5 
when  passively  actuated. 

mand  signal  to  the  processing  means  and  a 
manually  operable  actuator  (52,54)  adapted  to 
produce  a  command  signal  in  the  active  mode; 
and  a  transmitter  coupled  to  the  processing 
means  for  sending  the  obtained  authorisation 
code  to  a  base  station. 

3.  A  system  according  to  claim  2,  first  transmitter 
(28)  is  adapted  to  transmit  the  request  for  an 
authorisation  code  by  means  of  a  low  fre- 
quency  band  signal  and  the  second  transmitter 
(48)  is  adapted  to  transmit  an  authorisation 
code  by  means  of  a  signal  in  the  VHF  radio 
frequency  band. 

4.  A  system  according  to  any  preceding  claim, 
comprising  a  second  base  station  (22,23)  in- 
cluding  a  function  controllable  by  the  electronic 
key,  the  second  base  station  including  a  third 
receiver  adapted  to  receive  a  coded  signal  for 
controlling  the  function  of  the  second  base 
station,  the  electronic  key  including  second 
actuation  means  (52)  coupled  to  the  process- 
ing  means  (44)  and  adapted  to  generate  a 
coded  signal  for  transmission  to  the  second 
base  station. 

9.  An  electronic  key  according  to  claim  8, 
wherein  the  receiver  is  adapted  to  receive 

io  magnetic  field  signals  and  the  transmitter  is 
adapted  to  transmit  the  obtained  authorisation 
code  at  a  frequency  having  a  longer  range 
than  the  magnetic  field  signals  adapted  to  be 
received  by  the  receiver. 

15 
10.  An  electronic  key  according  to  claim  8  or  9, 

wherein  the  memory  (50)  contains  auxiliary 
data  adapted  to  be  transmitted  to  the  base 
station  with  the  authorization  code. 

20 
11.  An  electronic  key  according  to  claim  8,  9  or 

10,  wherein  the  electronic  key  is  adapted  to 
receive  and  to  store  auxiliary  data. 

5.  A  system  according  to  claim  4,  wherein  the 
first  base  station  is  a  vehicle  (10)  and  the 
second  base  station  is  the  operating  means  30 
(22)  for  operating  a  garage  door. 

6.  A  system  according  to  any  preceding  claim, 
wherein  the  memory  (50)  of  the  electronic  key 
includes  auxiliary  data  adapted  to  be  transmit-  35 
ted  to  the  or  each  base  station,  the  or  each 
base  station  being  adapted  to  process  the  aux- 
iliary  data. 

7.  A  system  according  to  any  preceding  claim,  40 
wherein  the  or  each  base  station  is  adapted  to 
produce  auxiliary  data  for  transmission  to  the 
memory  (50)  of  the  electronic  key  for  storage 
thereby. 

45 
8.  An  electronic  key  for  controlling  a  function  at  a 

base  station  by  remote  control  comprising  a 
memory  (50)  containing  authorization  codes  ef- 
fective  to  control  a  function  at  a  base  station; 
processing  means  (44)  adapted  to  obtain  an  50 
authorisation  code  from  the  memory;  com- 
mand  means  (38,36,52,54)  operable  in  an  ac- 
tive  mode  and/or  a  passive  mode  and  adapted 
to  supply  a  command  signal  to  the  processing 
means  for  causing  the  processing  means  to  55 
obtain  an  authorisation  code  from  the  memory, 
the  command  means  including  a  receiver  (38) 
adapted  in  the  passive  mode  to  supply  a  com- 

5 
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