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(57) A computer program and the like are provided
that are capable of causing an information processing
device connected to a private network, to automatically
execute operation processing of a browser.

The computer program is a computer program for
causing the information processing device connected to
the private network, to automatically execute the opera-
tion of the browser that accesses a web server on the
private network, based on an instruction from a server
connected to a global network, and causes the informa-
tion processing device to execute the processing of: re-
questing the server to establish a connection; obtaining
an operation instruction related to the operation process-
ing which is push-transmitted from the server, by using
the connection; executing the operation processing of
the browser based on the obtained operation instruction;
obtaining an execution result of the operation processing;
and outputting the obtained execution result to the server.
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Description

[Technical Field]

[0001] The present technology relates to a computer
program, an information processing method, an informa-
tion processing device and an information processing
system.

[Background Art]

[0002] As a cloud service intended to increase the ef-
ficiency of work in offices, factories or the like, a method
for automating a work process of performing an operation
on a server on an intra-company network is disclosed in
Patent Literature 1.

[Prior Art Literature]

[Patent Literature]

[0003] [Patent Literature 1] Japanese Patent No.
6532626

[Summary of the Invention]

[Problem to be Solved by the Invention]

[0004] In a cloud service provided through communi-
cation between an information processing device con-
nected to a private network and a server connected to a
global network, it is expected that availability is further
improved while security is secured.
[0005] An object of the present disclosure is to provide
a computer program and the like capable of causing an
information processing device connected to a private net-
work, to automatically execute an operation of a browser.

[Means for Solving the Problem]

[0006] A computer program according to an aspect of
the present disclosure causes an information processing
device connected to a private network, to automatically
execute operation processing of a browser that accesses
a web server on the private network, based on an instruc-
tion from a server connected to a global network. The
computer program causes the information processing
device to execute the processing of: requesting the serv-
er to establish a connection; obtaining an operation in-
struction related to the operation processing which is
push-transmitted from the server, by using the connec-
tion; executing the operation processing of the browser
based on the obtained operation instruction; obtaining
an execution result of the operation processing; and out-
putting the obtained execution result to the server. That
is, the computer program causes an information process-
ing device to be connected to a private network, to auto-
matically execute operation processing of a browser that

accesses a web server on the private network, based on
an instruction from a server to be connected to a global
network.
[0007] An information processing method according to
an aspect of the present disclosure causes an informa-
tion processing device connected to a private network,
to automatically execute operation processing of a
browser that accesses a web server on the private net-
work, based on an instruction from a server connected
to a global network. The information processing method
comprises: requesting the server to establish a connec-
tion; obtaining an operation instruction related to the op-
eration processing which is push-transmitted from the
server, by using the connection; executing the operation
processing of the browser based on the obtained oper-
ation instruction; obtaining an execution result of the op-
eration processing; and outputting the obtained execu-
tion result to the server.
[0008] An information processing device according to
an aspect of the present disclosure is connected to a
private network, and for being caused to automatically
execute operation processing of a browser that accesses
a web server on the private network, based on an instruc-
tion from a server connected to a global network. The
information processing device comprises: a request por-
tion that requests the server to establish a connection;
an operation instruction obtaining portion that obtains an
operation instruction related to the operation processing
which is push-transmitted from the server, by using the
connection; an execution portion that executes the op-
eration processing of the browser based on the obtained
operation instruction; an execution result obtaining por-
tion that obtains an execution result of the operation
processing; and an output portion that outputs the ob-
tained execution result to the server.
[0009] An information processing system according to
an aspect of the present disclosure, comprises: an infor-
mation processing device connected to a private
network ,and to be accessible to a web server; and a
server connected to a global network, and outputting an
operation instruction related to operation processing of
a browser that accesses the web server, to the informa-
tion processing device by using a connection established
by responding to a request from the information process-
ing device. The information processing device compris-
es: a request portion that requests the server to establish
the connection; an operation instruction obtaining portion
that obtains the operation instruction push-transmitted
from the server, by using the connection; an execution
portion that executes the operation processing of the
browser based on the obtained operation instruction; an
execution result obtaining portion that obtains an execu-
tion result of the operation processing; and an output
portion that outputs the obtained execution result to the
server.
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[Effects of the Invention]

[0010] According to the present disclosure, a computer
program and the like can be provided that are capable
of causing an information processing device connected
to a private network, to automatically execute an opera-
tion of a browser.

[Brief Description of the Drawings]

[0011]

FIG. 1 is a view showing a general outline of an in-
formation processing system in a first embodiment.
FIG. 2 is a block diagram showing the internal struc-
ture of a browser control device.
FIG. 3 is a sequence diagram showing an example
of the procedure of an operation executed in the in-
formation processing system.
FIG. 4 is a sequence diagram showing the example
of the procedure of the operation executed in the
information processing system.
FIG. 5 is a sequence diagram showing the example
of the procedure of the operation executed in the
information processing system.
FIG. 6 is a flowchart showing an example of the pro-
cedure of the processing executed in the information
processing system.
FIG. 7 is a view showing a general outline of an in-
formation processing system in a second embodi-
ment.
FIG. 8 is a sequence diagram showing an example
of the procedure of an operation executed in the in-
formation processing system.
FIG. 9 is a sequence diagram showing the example
of the procedure of the operation executed in the
information processing system.
FIG. 10 is a sequence diagram showing the example
of the procedure of the operation executed in the
information processing system.
FIG. 11 is a flowchart showing an example of the
procedure of the processing executed in the infor-
mation processing system.
FIG. 12 is a view showing a general outline of an
information processing system in a third embodi-
ment.

[Mode for Carrying out the Invention]

[0012] The present invention will be concretely de-
scribed with reference to the drawings showing embod-
iments thereof.

(First embodiment)

[0013] Fig. 1 is a view showing a general outline of an
information processing system 100 in a first embodiment.
The information processing system 100 includes a server

1, a browser control device 2, a user terminal device 3
and a web server 4. The browser control device 2, the
user terminal device 3 and the web server 4 are connect-
ed to a private network N1. The server 1 is connected to
a global network N2 such as the Internet, and is commu-
nicably connected with the browser control device 2 and
the user terminal device 3 on the private network N1
through a relay device 5 to transmit and receive informa-
tion.
[0014] In the information processing system 100, an
automatic execution service is realized in which in re-
sponse to a request from the user terminal device 3, the
browser control device 2 automatically executes various
operation processing on the web server 4 through the
server 1 and the execution result is provided to the user
terminal device 3.
[0015] The server 1 is, for example, a server computer.
While the server 1 will be described as one server com-
puter in the following in the first embodiment, the function
or the processing may be distributed to a plurality of serv-
er computers or the server 1 may be one of a plurality of
server computers (instances) virtually generated in one
large-sized computer. The server 1 is provided with a
scenario database (not shown) storing scenarios for the
operation processing executed by the automatic execu-
tion service. The scenarios are, for example, JSON
(Javascript [registered trademark] Object Notation) for-
mat data, and each include data related to the procedure
of the operation processing of the browser.
[0016] The operation processing automatically execut-
ed based on the scenarios is, for example, access to the
web server 4, input of data on the web server 4, selection
of an element, resizing of the browser, scrolling of the
browser and tab switching. With reference to the scenario
database, the server 1 transmits an operation instruction
to perform these operation processing to the browser
control device 2.
[0017] The browser control device 2 is a device that
performs automatic execution of the operation process-
ing by the automatic execution service, and is, for exam-
ple, a personal computer or a server computer. The
browser control device 2 is provided with a browser 2a.
The browser 2a performs communication with the web
server 4, analyzes the information obtained from the web
server 4, and displays the analysis result on the browser
screen.
[0018] The user terminal device 3 is, for example, a
personal computer, a smartphone or a tablet. The user
terminal device 3 is used by the user of the automatic
execution service, and obtains the execution result ob-
tained in response to the operation processing automat-
ically executed by the browser control device 2.
[0019] The web server 4 is a web server connected to
the private network N1, and is, for example, a sales man-
agement system, a sales amount management system,
a work management system or the like of the user com-
pany. The web server 4 provides a web service to each
device connected to the private network N1 by using the
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HTTP protocol. From the web server 4 to the browser
control device 2, data of, for example, the HTML (Hyper
Text Markup Language) format or the XML (Extensible
Markup Language) format is transmitted.
[0020] The relay device 5 is a relay device that relays
communication between the private network N1 and the
global network N2, and is, for example, a router or a gate-
way. The relay device 5 may include the function of a
proxy server, a fire wall or the like. The relay device 5
has the NAT (Network Address Translation) or NAPT
(Network Address Port Translation) function of intercon-
verting the private IP (Internet Protocol) address that is
available only on the private network N1 and the global
IP address that is used on the global network N2. The
relay device 5 relays communication between the private
network N1 and the global network N2. The relay device
5 protects the private network N1 from unauthorized ac-
cesses from the global network N2.
[0021] Fig. 2 is a block diagram showing the internal
structure of the browser control device 2. The browser
control device 2 is provided with a control portion 20, a
storage portion 21 and a communication portion 22.
[0022] The communication portion 22 is a wired or
wireless communication module for implementing infor-
mation transmission and reception to and from the server
1 through the global network N2. The communication por-
tion 22 is a wired or wireless communication module for
implementing information transmission and reception to
and from the web server 4 through the private network
N1. The communication portion 22 receives the operation
instruction of the scenario from the server 1 and accesses
the web server 4 according to an instruction from the
control portion 20. The communication portion 22 trans-
mits the browser image data to the server 1 according to
an instruction from the control portion 20.
[0023] The storage portion 21 is a nonvolatile memory.
In the storage portion 21, a browser control program 210
is stored. The browser control program 210 is an appli-
cation program for automatically executing the scenario
operation.
[0024] The browser control program 210 may be pro-
vided to the browser control device 2 by using a non-
temporary storage medium A1 readably storing the
browser control program 210. The storage medium A1
is, for example, a portable memory. Examples of the port-
able memory include a CD-ROM, a USB (Universal Serial
Bus) memory, an SD card, a micro SD card and a com-
pact flash (registered trademark). When the storage me-
dium A1 is a portable memory, the processing element
of the control portion 20 may read the browser control
program 210 from the storage medium A1 by using a
non-illustrated reader and store it in the storage portion
21.
[0025] The browser control program 210 may be pro-
vided to the browser control device 2 by communication
through the communication portion 22. In this case, the
processing element of the control portion 20 may obtain
the browser control program 210 through the communi-

cation portion 22 and store it in the storage portion 21.
[0026] The control portion 20 has a processing element
(computer) such as a CPU (Central Processing Unit), an
MPU (Micro-Processing Unit) or a GPU (Graphics
Processing Unit). The processing element of the control
portion 20 executes the browser control program 210.
The number of processing elements that the control por-
tion 20 has may be two or more. In this case, a plurality
of processing elements execute various kinds of process-
ing in cooperation.
[0027] In the information processing system 100 struc-
tured as described above, the automatic execution of the
operation processing based on the scenario is per-
formed. Figs. 3 to 5 are sequence diagrams showing an
example of the procedure of an operation executed in
the information processing system 100.
[0028] When the browser control device 2 is activated,
the browser control device 2 transmits a request for the
establishment of a connection 61, to the server 1 through
the global network N2 (step S111). The establishment
request is made according to the HTTP protocol, and a
protocol upgrade to Websocket, that the request is from
the browser control device 2, and the like are indicated.
The server 1 transmits a response to the received con-
nection establishment request (step S112). Thereby, the
connection 61 according to the Websocket protocol is
established between the server 1 and the browser control
device 2, which enables bidirectional communication,
that is, push-type intercommunication. The subsequent
communication between the server 1 and the browser
control device 2 is performed by using a telegraphic mes-
sage conforming to the Websocket protocol by using the
connection 61. Since information transmission and re-
ception to and from the server 1 is always allowed when
the browser control device 2 is activated, the connection
61 is established with the activation of the browser control
device 2 as the trigger, and the connection is continued
until the system of the browser control device 2 is ended.
[0029] Normally, when a device on a global network
communicateswith a device within a private network, it
is necessary to perform so-called NAT (Network Address
Translation) traversal. In the present embodiment, NAT
traversal is also necessary when communication is per-
formed from the server 1 to the browser control device
2. In the present embodiment, NAT traversal is imple-
mented by establishing the connection 61 in the applica-
tion layer of the OSI reference model according to Web-
socket. When the Websocket protocol is used, a secure
communication protocol such as wss (Websocket se-
cure) to perform communication with encryption using
SSL (Secure Sockets Layer)/TLS (transport Layer Secu-
rity) is desirable.
[0030] After the establishment of the connection 61,
the user terminal device 3 requests automatic execution
of the scenario. The user terminal device 3 first transmits
a browser activation request to the server 1 (step S113).
From the user terminal device 3, for example, identifica-
tion information of the user terminal device 3 is transmit-
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ted together with the activation request. The server 1
receives the browser activation request. The server 1
prestores a table associating with each other the user
terminal device 3 that requests automatic execution of
the scenario, and the browser control device 2 to be
caused to execute the operation processing in response
to the request from the user terminal device 3. The server
1 reads from the table the browser control device 2 to
which an activation instruction is to be transmitted, and
push-transmits a browser activation instruction to the
read browser control device 2 through the connection 61
(step S114). The activation instruction is transmitted in
a telegraphic message format definded in the Websocket
protocol. Since the connection 61 is established between
the server 1 and the browser control device 2, push trans-
mission of information from the server 1 having traversed
NAT to the browser control device 2 is possible.
[0031] The browser control device 2 receives the acti-
vation instruction and activates the browser 2a (step
S115). Since a series of scenario operation processing
is automatically executed in the browser control device
2, the browser 2a to be activated may be a headless
browser. For the control of the browser 2a, a web driver
or the like may be used.
[0032] Then, the user terminal device 3 transmits a
scenario execution request to the server 1 (step S116).
The server 1 receives the scenario execution request.
The server 1 push-transmits a scenario execution in-
struction to the browser control device 2 through the al-
ready established connection 61 (step S117). The exe-
cution instruction is transmitted in a telegraphic message
format definded in the Websocket protocol.
[0033] The browser control device 2 receives the ex-
ecution instruction. Based on the received execution in-
struction, the browser control device 2 executes the op-
eration processing of the browser 2a. Specifically, the
browser control device 2 executes the operation process-
ing of the browser 2a based on the execution instruction
(step S118). The browser 2a transmits an HTTP request
to the web server 4 (step S119), and obtains an HTTP
response (step S120). The response obtained from the
web server 4 is, for example, data of the HTML format.
The browser control device 2 obtains a response of the
browser 2a to the operation processing (step S121), and
transmits the obtained response to the server 1 (step
S122). The response to the execution instruction in-
cludes, for example, error information when an abnormal
end occurs for the operation processing as well as the
result when the operation ended normally. The browser
control device 2 requests image data of the browser
screen including the web page according to the operation
processing on the web server 4 (step S123). The browser
control device 2 obtains the image data of the browser
screen (step S124). The image data is image data by a
snapshot of the browser screen. Thereby, the execution
result of the operation processing is obtained as the im-
age data.
[0034] The operation processing included in the sce-

nario may be one using a unique selector to which spec-
ifications of a general selector are extended. In the web
service provided by the web server 4 which is the target
of the automatically executed operation processing,
when the main browser screen by the web service is one
including an iframe tag, it is necessary to also automate
the operation processing on an element such as an input
item within the browser screen of the inline defined by
the iframe tag. In this case, by obtaining selectors on
both the main browser screen and the browser screen
of the inline and using a unique selector which is a com-
bination of the obtained selectors, the operation process-
ing can be performed while an element within the browser
screen of the inline defined by the iframe tag, that is, the
inline frame is directly specified.
[0035] Further, the browser control device 2 periodi-
cally obtains the browser screen and detects changes of
the browser screen. The browser control device 2 re-
quests image data of the browser screen including the
web page at a predetermined timing, for example, every
three seconds (step S125), and obtains the image data
(step S126). The browser control device 2 detects the
change of the screen based on the difference from the
previous screen (step S127). The browser control device
2 obtains the screen transition that changes by the
processing from the web server 4 such as timeout infor-
mation by the operation not being performed for a pre-
determined period of time. Thereby, the execution result
on the detection of the automatic change is obtained as
image data.
[0036] The browser control device 2 transmits the ob-
tained image data of the execution result, the HTML
source and the like to the server 1 (step S128). When it
is desired to obtain the execution result, the user terminal
device 3 transmits a request for the execution result to
the server 1 (step S129). The server 1 transmits the re-
ceived image data of the execution result to the user ter-
minal device 3 as the response to the transmission re-
quest (step S131). The image data of the execution result
transmitted to the user terminal device 3 is transmitted
as part of the HTML format data. The user terminal device
3 can obtain the screen of the execution result according
to the selected scenario as image data without perform-
ing a browser operation on its own terminal device. When
no request for the execution result is made from the user
terminal device 3, a structure may be adopted in which
the server 1 does not transmit the image data of the ex-
ecution result screen. A structure may be adopted in
which the server 1 stores the execution result in a data-
base, reads the execution result from the database and
transmits it at a timing when a user request is obtained.
[0037] When the loop processing from step S117 to
step S131 is performed so that the series of scenario
operation processing is ended, the devices of the infor-
mation processing system 100 end the series of process-
ing.
[0038] In the above-described processing, the browser
control device 2 may activate the browser 2a without re-

7 8 



EP 4 030 303 A1

6

5

10

15

20

25

30

35

40

45

50

55

ceiving an activation instruction of the browser 2a. For
example, the browser 2a may be automatically activated
when the browser control device 2 is activated. The
browser 2a may be automatically activated simultane-
ously with the activation of the browser control program
210 by the browser control program 210 and the browser
2a being integrated with each other.
[0039] Moreover, the operation instruction for the au-
tomatic execution of the scenario is not limited to the one
performed at a request from the user terminal device 3.
The server 1 may automatically transmit an activation
instruction or an operation instruction to the browser con-
trol device 2 at a preset timing without receiving a request
from the user terminal device 3.
[0040] Fig. 6 is a flowchart showing an example of the
procedure of the processing executed in the information
processing system 100. The processing of Fig. 6 is ex-
ecuted by the control portion 20 of the browser control
device 2. The browser control device 2 automatically ex-
ecutes the browser operation processing by executing
the browser control program 210. The execution timing
of the processing is, for example, the timing when the
browser control device 2 is activated.
[0041] The control portion 20 transmits a request for
the establishment of the connection 61, to the server 1
through the communication portion 22 (step S11). The
control portion 20 transmits a request for the establish-
ment of the connection 61 including information indicat-
ing that it is a request from the browser control device 2.
The control portion 20 receives a response to the estab-
lishment request from the server 1 (step S13). Thereby,
the connection 61 is established between the server 1
and the browser control device 2.
[0042] The control portion 20 obtains an activation in-
struction from the server 1 through the communication
portion 22 (step S15). The activation instruction is push-
transmitted from the server 1 at a given timing through
the connection 61 by using a telegraphic message format
determined in the Websocket protocol. The control por-
tion 20 activates the browser 2a based on the obtained
activation instruction (step S17). The browser 2a may be
a headless browser activated in the background. The
control portion 20 may be structured so as to activate the
browser 2a without obtaining an activation instruction.
For example, the control portion 20 may activate the
browser 2a with the activation of the browser control pro-
gram 210 or the like as the trigger.
[0043] The control portion 20 obtains an execution in-
struction from the server 1 through the communication
portion 22 (step S19). The execution instruction is push-
transmitted from the server 1 at a given timing through
the connection 61 by using a telegraphic message format
determined in the Websocket protocol. Based on the ex-
ecution instruction, the control portion 20 accesses the
web server 4 through the communication portion 22 to
execute the operation processing of the scenario (step
S21). The control portion 20 obtains a response of the
browser 2a to the operation processing (step S23). The

response includes normal completion, abnormal comple-
tion or the like of the operation processing.
[0044] The control portion 20 causes a subprocess,
and performs the processing of step S25 in parallel with
the processing of step S19. The control portion 20 obtains
the browser screen data of the web page displayed on
the browser 2a at a predetermined timing, for example,
through a web driver, and compares the obtained current
screen data with the previous screen data. The control
portion 20 derives the difference between the current
screen data and the previous screen data, and deter-
mines whether the browser screen is changed or not
based on the derived difference (step S25). When a dif-
ference indicating that the browser screen is changed is
not obtained and it is not determined that the browser
screen is changed, the control portion 20 returns the proc-
ess to step S25 to continue the obtaining of the browser
screen data. When a difference indicating that the brows-
er screen is changed is obtained and it is determined that
the browser screen is changed, the control portion 20
moves the process to step S27.
[0045] The control portion 20 obtains the execution re-
sult of the operation processing on the web server 4 (step
S27). Specifically, the control portion 20 obtains the im-
age data of the browser screen. The image data includes
at least one of the image data of the browser screen
responsive to the execution instruction and the image
data of the browser screen responsive to the detection
of an automatic change of the screen. The control portion
20 outputs to the server 1 the image data of the execution
result obtained through the communication portion 22
(step S29).
[0046] The control portion 20 determines whether the
series of scenario operation processing is ended or not
(step S31). When not all of the obtained operation
processing is executed and it is not determined that the
operation processing is ended (S31: NO), the control por-
tion 20 returns the process to step S19 to perform the
loop processing, and continues the obtaining of an exe-
cution instruction related to the series of scenario oper-
ation processing. On the other hand, when all of the ob-
tained operation processing is executed and it is deter-
mined that the operation processing is ended (S31: YES),
the control portion 20 ends the series of operations.
[0047] While an example in which the execution result
is outputted as image data is described in the present
embodiment, the execution result is not limited only to
image data. As the execution result, a path may be out-
putted in addition to image data or HTML-format data
may be outputted. The control portion 20 may obtain an
operation log and output the obtained operation log to
the server 1. Moreover, the obtaining of the execution
instruction and the outputting of the image data are not
necessarily performed every operation processing but a
predetermined number of operation processing may be
transmitted or received at a time. In a case where a plu-
rality of pieces of image data are transmitted at a time,
the control portion 20 may output, together with the image
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data, meta data such as the image ID to identify the image
data and information on the operation instruction asso-
ciated with the image ID.
[0048] When error information on the operation
processing of the scenario is obtained, the control portion
20 may output information related to the error information
together with the image data at step S29. The control
portion 20, for example, obtains the error part or the error
contents from the browser 2a and outputs them to the
server 1 together with the image data. The control portion
20, for example, obtains the cause of occurrence of the
error from the browser 2a. The control portion 20 outputs,
to the server 1, information to identify by which of the
web server 4, the scenario, the present browser control
program 210, the browser control device 2 and the like
the error is caused, together with the image data. Further,
the control portion 20 may output notification information
representative of the occurrence of the error to the server
1 or the user terminal device 3.
[0049] In the present embodiment, the browser control
device 2, the user terminal device 3 and the web server
4 may each be provided more than one in number. In this
case, the browser control devices 2 and the user terminal
devices 3 may be connected to different private networks.
[0050] When more than one browser control device 2
is provided, the server 1 specifies the browser control
device 2 to which an operation instruction is outputted,
and outputs an operation instruction to the specified
browser control device 2. When a specific browser con-
trol device 2 is specified as the target of the operation
processing, the server 1 outputs an operation instruction
to the specified browser control device 2. When no target
of the operation processing is specified, the server 1
specifies the browser control device 2 to be caused to
execute the scenario, based on the load status of each
browser control device 2. The server 1 selects the brows-
er control device 2 to be caused to execute a new oper-
ation processing, based on the information to identify
each browser control device 2 obtained at the time of
establishment of the connection and the status of the
scenario execution instruction to each browser control
device 2, and outputs an operation instruction. In a case
where the operation instruction is not normally received
because of an error or the like when the operation in-
struction is outputted to a predetermined browser control
device 2, the server 1 selects an alternative browser con-
trol device 2 and outputs an operation instruction. The
server 1 functions as a load balancer that allocates the
scenario operation processing and distributes the load
of the browser control devices 2.
[0051] According to the present embodiment, bidirec-
tional communication is enabled by the connection 61
being established between the server 1 on the global
network N2 and the browser control device 2 in the private
network N1. Consequently, various pieces of information
related to the operation processing of the scenario can
be push-transmitted from the server 1 to the browser con-
trol device 2 at an arbitrary timing.

[0052] The connection 61 is established in the appli-
cation layer. Since the connection is established in a high-
er layer of the OSI reference model, security at the time
of communication can be improved. As the operation in-
struction related to the operation processing from the
server 1 using the connection 61, only a telegraphic mes-
sage conforming to the Websocket protocol can be trans-
mitted. Therefore, the range of the transmitted informa-
tion is limited with respect to the access from the global
network N2, so that the risk of occurrence of vulnerability
can be reduced. Moreover, depending on the security
setting condition of the network environment on the side
of the user receiving the service, in accesses from de-
vices on the global network N2 to the private network N1,
there are cases where protocols other than the HTTP
protocol are blocked as unauthorized accesses. In the
present embodiment, since the Webstock protocol de-
fined as an extended standard of the HTTP protocol is
used, the establishment of the connection 61 is easily
realized.
[0053] According to the present embodiment, the sce-
nario operation processing on the web server 4 is exe-
cuted by using the browser 2a on the browser control
device 2, and to the server 1 and the user terminal device
3, the image data of the execution result is transmitted.
Since the browser control device 2 and the web server
4 are connected by the private network N1, transmission
and reception of information with security being ensured
are possible. Moreover, the load on the server 1 can be
reduced by using the browser function by resources of
the browser control device 2.
[0054] While an example in which a series of operation
processing is executed by using the browser function on
the browser control device 2 is described in the above,
the present embodiment is not limited thereto. For exam-
ple, the following may be performed: Transmission and
reception of information are performed between the
browser control device 2 and another information
processing device communicably connected by the pri-
vate network N1, and access to the web server 4 is ex-
ecuted from a browser of the information processing de-
vice. The present embodiment is applicable not only to
a case where the scenario is automatically executed but
also to a case where scenario data is recorded.

(Second embodiment)

[0055] A second embodiment is different from the first
embodiment in that the processing performed by the
server 1 of the first embodiment is shared by a first server
and a second server. Fig. 7 is a view showing a general
outline of an information processing system 200 in the
second embodiment. Since the structure of the informa-
tion processing system 200 in the second embodiment
is similar to that in the first embodiment except that the
first server 11 and the second server 12 are included
instead of the server 1 and that details of the processing
executed by the information processing system 200 are
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different, common components are denoted by the same
reference designations and detailed descriptions thereof
are omitted.
[0056] The first server 11 and the second server 12
are each connected to the global network N2 such as the
Internet, are communicably connected with the private
network N1 through the relay device 5, and can transmit
and receive information. Moreover, the first server 11 and
the second server 12 are communicably connected
through the global network N2 and are capable of trans-
mitting and receiving information. The first server 11 and
the second server 12 are, for example, server computers,
respectively.
[0057] In the second embodiment, an activation in-
struction of the browser 2a is outputted from the first serv-
er 11, and an execution instruction of the operation
processing is outputted from the second server 12. Figs.
8 to 10 are sequence diagrams showing an example of
the procedure of an operation executed in the information
processing system 200.
[0058] When the browser control device 2 is activated,
the browser control device 2 transmits a request for the
establishment of the connection 61, to the first server 11
through the global network N2 (step S211). The estab-
lishment request is made according to the HTTP protocol,
and a protocol upgrade to Websocket, that the request
is from the browser control device 2, and the like are
indicated. The first server 11 transmits a response to the
connection establishment request (step S212). Thereby,
a first connection 62 according to the Websocket protocol
is established between the first server 11 and the browser
control device 2, which enables bidirectional communi-
cation. The first connection 62 is established with the
activation of the browser control device 2 as the trigger.
[0059] The user terminal device 3 requests for auto-
matic execution of the scenario. The user terminal device
3 first transmits a request for the activation of the browser
2a to the second server 12 (step S213). From the user
terminal device 3, for example, identification information
of the user terminal device 3 is transmitted together with
the activation request. When receiving the request for
the activation of the browser 2a, the second server 12
transmits an activation instruction to the first server 11
(step S214). The first server 11 prestores a table, asso-
ciating with each other the user terminal device 3 that
requests automatic execution of the scenario and the
browser control device 2 to be caused to execute the
operation processing in response to the request from the
user terminal device 3. The first server 11 reads from the
table the browser control device 2 to which an activation
instruction is to be transmitted, and push-transmits an
activation instruction of the browser 2a to the read brows-
er control device 2 through the first connection 62 (step
S215). Since the first connection 62 is established be-
tween the first server 11 and the browser control device
2, push transmission of information from the first server
11 having traversed NAT to the browser 2a control device
is possible.

[0060] The browser control device 2 receives the acti-
vation instruction and activates the browser 2a (step
S216). Since a series of scenario operations is automat-
ically executed without the operations being directly ac-
cepted in the browser control device 2, the browser 2a
to be activated may be a headless browser 2a.
[0061] Further, when receiving the activation instruc-
tion, the browser control device 2 transmits a request for
the establishment of a second connection 63, to the sec-
ond server 12 to the global network N2 (step S217). The
establishment request is made according to the HTTP
protocol, and a protocol update to Websocket, that the
request is from the browser control device 2, and the like
are indicated. The second server 12 transmits a response
to the received request for the establishment of the sec-
ond connection 63 (step S218). Thereby, the second con-
nection 63 according to the Websocket protocol is estab-
lished between the second server 12 and the browser
control device 2, which enables bidirectional communi-
cation. The second connection 63 is established with the
obtaining of the activation instruction at the browser con-
trol device 2 as the trigger.
[0062] The user terminal device 3 transmits a scenario
execution request to the second server 12 (step S219).
The second server 12 receives the scenario execution
request. The second server 12 push-transmits a scenario
execution instruction to the browser control device 2
through the already established second connection 63
(step S221).
[0063] The browser control device 2 receives the ex-
ecution instruction. The browser control device 2 exe-
cutes the operation processing of the browser 2a based
on the message of the execution instruction (step S222).
The browser 2a transmits an HTTP request to the web
server 4 (step S223), and obtains an HTTP response
(step S224). The browser control device 2 obtains a re-
sponse of the browser 2a to the operation processing
(step S225), and transmits the obtained response to the
second server 12 (step S226). The browser control de-
vice 2 requests image data of the browser screen includ-
ing the web page according to the operation processing
on the web server 4 (step S227). The browser control
device 2 obtains the execution result as the image data
of the browser screen (step S228).
[0064] Further, the browser control device 2 detects
changes of the browser screen. The browser control de-
vice 2 requests the image data of the browser screen
including the web page at a predetermined timing (step
S229), and obtains the image data (step S230). The
browser control device 2 detects the change of the screen
based on the difference from the previous screen (step
S231).
[0065] The browser control device 2 transmits the ob-
tained image data of the execution result, the HTML
source and the like to the second server 12 (step S232).
When it is desired to obtain the execution result, the user
terminal device 3 transmits a request for the execution
result to the second server 12 (step S233). The second
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server 12 transmits the received image data of the screen
of the execution result to the user terminal device 3 as a
response to the transmission request (step S234). The
user terminal device 3 is capable of obtaining the execu-
tion result according to the selected scenario as image
data.
[0066] The loop processing from steps S221 to S234
is performed, and a series of scenario operation process-
ing is executed. When the series of scenario operation
processing is ended, the browser control device 2 cuts
the communication with the second server 12 (step
S235). Thereby, the second connection 63 is cut.
[0067] Fig. 11 is a flowchart showing an example of
the procedure of the processing executed in the informa-
tion processing system 200. The processing of Fig. 11
is executed by the control portion 20 of the browser con-
trol device 2. The browser control device 2 automatically
executes the operation processing of the browser 2a by
executing the browser control program 210. The execu-
tion timing of the processing is, for example, the timing
when the browser control device 2 is activated.
[0068] The control portion 20 transmits a request for
the establishment of the first connection 62 to the first
server 11 through the communication portion 22 (step
S41). The control portion 20 transmits a request for the
establishment of the first connection 62 including infor-
mation indicating that it is a request from the browser
control device 2. The control portion 20 receives a re-
sponse to the establishment request from the first server
11 (step S43). Thereby, the first connection 62 is estab-
lished between the first server 11 and the browser control
device 2.
[0069] The control portion 20 obtains an activation in-
struction from the first server 11 through the communi-
cation portion 22 (step S45). The activation instruction is
push-transmitted from the first server 11 at a given timing
through the first connection 62 by using a telegraphic
message format determined in the Websocket protocol.
The control portion 20 activates the browser 2a based
on the obtained activation instruction (step S47). The
browser 2a may be a headless browser 2a activated in
the background.
[0070] The control portion 20 transmits a request for
the establishment of the second connection 63 to the
second server 12 through the communication portion 22
with the obtaining of an activation instruction as the trig-
ger (step S49). The control portion 20 receives a re-
sponse to the establishment request from the second
server 12 (step S51). Thereby, the second connection
63 is established between the second server 12 and the
browser control device 2.
[0071] The control portion 20 obtains an execution in-
struction from the second server 12 through the commu-
nication portion 22 (step S53). The execution instruction
is push-transmitted from the second server 12 at a given
timing through the second connection 63 by using a tel-
egraphic message format determined in the Websocket
protocol. Based on the execution instruction, the control

portion 20 accesses the web server 4 through the com-
munication portion 22 to execute the operation process-
ing of the scenario (step S55), and obtains a response
(step S57).
[0072] The control portion 20 causes a subprocess,
and performs the processing of step S59 in parallel with
the processing of step S53. The control portion 20 obtains
the browser screen data of the web page displayed on
the browser 2a at a predetermined timing, and compares
the obtained current screen data with the previous screen
data. The control portion 20 derives the difference be-
tween the current screen data and the previous screen
data, and determines whether the browser screen is
changed or not based on the derived difference (step
S59). When a difference indicating that the browser
screen is changed is not obtained and it is not determined
that the browser screen is changed (step S59: NO), the
control portion 20 returns the process to step S59 to con-
tinue the obtaining of the browser screen data. When a
difference indicating that the browser screen is changed
is obtained and it is determined that the browser screen
is changed (step S59: YES), the control portion 20 moves
the process to step S61.
[0073] The control portion 20 obtains the execution re-
sult of the operation processing on the web server 4 (step
S61). Specifically, the control portion 20 obtains the im-
age data of the browser screen. The control portion 20
outputs to the second server 12 the image data of the
execution result obtained through the communication
portion 22 (step S63).
[0074] The control portion 20 determines whether the
series of scenario operation processing is ended or not
(step S65). When not all of the obtained operation
processing is executed and it is not determined that the
operation processing is ended (S65: NO), the control por-
tion 20 returns the process to step S53 to perform the
loop processing, and continues the obtaining of an exe-
cution instruction related to the series of scenario oper-
ation processing. On the other hand, when all of the ob-
tained operation processing is executed and it is deter-
mined that the operation processing is ended (S65: YES),
the control portion 20 cuts the communication with the
second server 12 (step S67) and ends the series of op-
erations.
[0075] In the present embodiment, since the instruc-
tion related to the operation processing of the scenario
is shared by using the first server 11 and the second
server 12, the load on each server can be further reduced.

(Third embodiment)

[0076] In a third embodiment, an example will be de-
scribed in which a series of automatic execution service
from automatic execution of an operation processing to
recording of a scenario is provided on a plurality of serv-
ers. Fig. 12 is a view showing a general outline of an
information processing system 300 in the third embodi-
ment. Components in common with the first embodiment

15 16 



EP 4 030 303 A1

10

5

10

15

20

25

30

35

40

45

50

55

and the second embodiment are denoted by the same
reference designations and detailed descriptions thereof
are omitted.
[0077] The information processing system 300 in-
cludes a first server 13, a second server 14, a third server
15, a fourth server 16, a scenario database 17, the brows-
er control device 2, the user terminal device 3, the web
server 4 and the relay device 5. In Fig. 12, the relay device
5 and the global network N2 are not shown. The first
server 13, the second server 14, the third server 15 and
the fourth server 16 are each connected to the global
network N2, are communicably connected with the pri-
vate network N1 through the relay device 5, and are ca-
pable of transmitting and receiving information. The first
server 13, the second server 14, the third server 15 and
the fourth server 16 are each, for example, a server com-
puter. In the third embodiment, the processing of the sec-
ond server 12 in the second embodiment is performed
by the second server 14, the third server 15 and the fourth
server 16.
[0078] First, the browser control device 2 transmits a
request for the establishment of the first connection 62
to the first server 13, and establishes the first connection
62 between the browser control device 2 and the first
server 13.
[0079] The user terminal device 3 transmits a request
for the activation of the browser 2a to the second server
14. The second server 14 transmits the request for the
activation of the browser 2a to the first server 13. Based
on the received activation request, the first server 13
push-transmits an activation instruction of the browser
2a to the browser control device 2 by using the first con-
nection 62.
[0080] With the obtaining of the activation instruction
as the trigger, the browser control device 2 transmits a
request for the establishment of the second connection
63 to the second server 14, and establishes the second
connection 63 with the browser control device 2 and the
second server 14.
[0081] The user terminal device 3 transmits a request
for the execution of the scenario to the second server 14.
Based on the received execution request, the second
server 14 push-transmits a scenario execution instruc-
tion to the browser control device 2 by using the second
connection 63.
[0082] The browser control device 2 executes the op-
eration processing of the browser 2a. Specifically, the
browser control device 2 accesses the web server 4 and
obtains an access result. The browser control device 2
obtains image data of the execution result of the opera-
tion processing, and transmits the obtained image date
to the second server 14. The second server 14 transmits
the obtained image data to the user terminal device 3.
[0083] The user terminal device 3 obtains the image
data of the execution result screen. Further, the user ter-
minal device 3 accumulates the scenario which is the
procedure data of the executed operation processing.
The user terminal device 3 transmits a request to store

the accumulated series of scenarios to the fourth server
16. The fourth server 16 stores the received scenario in
the scenario database 17. Thereby, the scenario is re-
corded.
[0084] Based on the recorded scenario, when the op-
eration processing is executed at a predetermined timing
without regard to the request from the user terminal de-
vice 3, the third server 15 obtains the scenario with ref-
erence to the scenario database 17. The third server 15
transmits the read scenario execution request to the sec-
ond server 14. The second server 14 transmits a scenario
execution instruction to the browser control device 2, and
the above-described operation processing is executed.

(Fourth embodiment)

[0085] The communication method in the above-de-
scribed embodiments is not limited to the one according
to the Websocket. The connection 61, the first connection
62 and the second connection 63 may use another com-
munication method such as polling or long polling instead
of the one according to Websocket. For example, the
method may be such that by using polling, the browser
control device 2 periodically or steadily makes an inquiry
to the server 1 (the first server 11 and the second server
12) at predetermined intervals and obtains a response
push-transmitted from the server 1 in response to the
inquiry. When an update of the operation instruction at
the server 1 occurs during the predetermined interval,
the browser control device 2 can obtain information re-
lated to the update of the operation instruction based on
the response from the server 1. By using polling, forward
setting and the like on the relay device 5 are made un-
necessary, so that communication between the server 1
and the browser control device 2 can be performed with
security being ensured. When communication is per-
formed by long polling, since connection is periodically
cut, it is desirable to perform session management or the
like so that the browser control device 2 can be uniquely
identified.
[0086] It should be considered that the embodiments
disclosed as described above are illustrative in all as-
pects and are not limitative. The technical features de-
scribed in the embodiments may be combined together,
and it is intended that all changes within the claims and
the scope equivalent to the claims are embraced by the
scope of the present invention.

[Description of the Reference Numerals]

[0087]

1 Server
11, 13 First server
12, 14 Second server
15 Third server
16 Fourth server
2 Browser control device
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3 User terminal device
4 Web server
5 Relay device
61 Connection
62 First connection
63 Second connection
20 Control portion
21 Storage portion
22 Communication portion
2a Browser
210 Browser control program

Claims

1. A computer program for causing an information
processing device connected to a private network,
to automatically execute operation processing of a
browser that accesses a web server on the private
network, based on an instruction from a server con-
nected to a global network, the computer program
being for causing the information processing device
to execute the processing of:

requesting the server to establish a connection;
obtaining an operation instruction related to the
operation processing which is push-transmitted
from the server, by using the connection;
executing the operation processing of the
browser based on the obtained operation in-
struction;
obtaining an execution result of the operation
processing; and
outputting the obtained execution result to the
server.

2. The computer program according to claim 1,
wherein the connection is established in an applica-
tion layer.

3. The computer program according to claim 1 or 2,
wherein the connection is based on Websocket.

4. The computer program according to any one of
claims 1 to 3,
wherein the operation instruction includes an activa-
tion instruction of the browser and an execution in-
struction of the operation processing.

5. The computer program according to any one of
claims 1 to 4,

wherein the server includes a first server that
transmits the execution instruction of the brows-
er and a second server that transmits the exe-
cution instruction of the operation processing,
and
the connection includes a first connection and a

second connection,
the computer program being for causing the in-
formation processing device to execute the
processing of:

requesting the first server to establish the
first connection;
obtaining the activation instruction push-
transmitted from the first server, by using
the first connection;
activating the browser based on the ob-
tained activation instruction;
requesting the second server to establish
the second connection;
obtaining the execution instruction push-
transmitted from the second server, by us-
ing the second connection; and
executing the operation processing of the
browser based on the obtained execution
instruction.

6. The computer program according to claim 5, for
causing the information processing device to exe-
cute the processing of:

requesting the establishment of the second con-
nection when the activation instruction is ob-
tained; and
cutting the second connection when the opera-
tion processing executed based on the execu-
tion instruction is ended.

7. The computer program according to any one of
claims 1 to 6, wherein the execution result includes
image data of a screen to be displayed on the brows-
er according to the operation processing.

8. The computer program according to any one of
claims 1 to 7, wherein the execution result includes
image data responsive to a change of the screen to
be displayed on the browser.

9. The computer program according to any one of
claims 1 to 8, wherein the execution result includes
error information or timeout information related to
the operation processing.

10. An information processing method for causing an
information processing device connected to a private
network, to automatically execute operation
processing of a browser that accesses a web server
on the private network, based on an instruction from
a server connected to a global network, comprising:

requesting the server to establish a connection;
obtaining an operation instruction related to the
operation processing which is push-transmitted
from the server, by using the connection;
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executing the operation processing of the
browser based on the obtained operation in-
struction;
obtaining an execution result of the operation
processing; and
outputting the obtained execution result to the
server.

11. An information processing device connected to a pri-
vate network, and for being caused to automatically
execute operation processing of a browser that ac-
cesses a web server on the private network, based
on an instruction from a server connected to a global
network, the information processing device compris-
ing:

a request portion that requests the server to es-
tablish a connection;
an operation instruction obtaining portion that
obtains an operation instruction related to the
operation processing which is push-transmitted
from the server, by using the connection;
an execution portion that executes the operation
processing of the browser based on the obtained
operation instruction;
an execution result obtaining portion that ob-
tains an execution result of the operation
processing; and
an output portion that outputs the obtained ex-
ecution result to the server.

12. An information processing system comprising: an in-
formation processing device connected to a private
network ,and to be accessible to a web server; and

a server connected to a global network, and out-
putting an operation instruction related to oper-
ation processing of a browser that accesses the
web server, to the information processing device
by using a connection established by respond-
ing to a request from the information processing
device,
wherein the information processing device com-
prises:

a request portion that requests the server
to establish the connection;
an operation instruction obtaining portion
that obtains the operation instruction push-
transmitted from the server, by using the
connection;
an execution portion that executes the op-
eration processing of the browser based on
the obtained operation instruction;
an execution result obtaining portion that
obtains an execution result of the operation
processing; and
an output portion that outputs the obtained

execution result to the server.

13. The information processing system according to
claim 12,

further comprising a user terminal device con-
nected to the private network,
wherein the server transmits the operation in-
struction to the information processing device
when a request from the user terminal device is
accepted.
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