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(54) FAULT PROCESSING METHOD AND SYSTEM, AND COMPUTER READABLE MEDIUM

(57) Provided are a fault processing method and sys-
tem, and a computer readable medium, which are used
for ranking and screening a plurality of historical faults
similar to a target fault preferentially according to a cor-
relation in actual technology rather than according to a
similarity in language description. The provided fault
processing method comprises: receiving at least two his-
torical faults similar to a target fault; and with respect to
each one of the N different grades, comparing the key-
words of that grade comprised within the text descriptions
of each historical fault and the keywords of that grade
comprised within the text description of the target fault,
counting the number of keywords that represent the iden-
tical system components, then, on the basis of that
number, comparing the degree of similarity of the target
fault to each historical fault, wherein historical faults hav-
ing a higher number of high-grade identical system com-
ponents have a correspondingly higher degree of simi-
larity to the target fault. The effectiveness for analysis of
historical faults is improved.
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Description

Technical Field

[0001] The present invention relates to the natural language processing (NLP) technology, in particular to a fault
processing method and system and a computer-readable medium.

Background Art

[0002] Various faults will happen in various processing procedures such as industrial production procedure. When a
new fault happens, how to quickly find a solution is a widely concerned problem.
[0003] A well-operated industrial production organization, for example, a factory, will record and file faults happening
before in an industrial production procedure, for example, and typically, will use texts to describe fault phenomena, fault
causes and/or fault solutions. Faults are managed in a way of fault cases. When a new fault happens, the new fault will
be compared with recorded historical faults and a list of similar historical faults will be found to provide a reference fault
solution. Here, the system performing the above-mentioned fault analysis is called fault case retrieval system.
[0004] Faults are usually described in texts, and therefore, the NLP method is widely used to compare a new fault
with historical faults. However, some NLP-based fault case retrieval systems usually return historical faults which are
similar in the language description but not closely correlated in the actual technology. For example, among faults A, B
and C in Table 1 below, fault A is a new fault, and faults B and C are historical faults.

[0005] It is obvious that fault C and fault A describe the same type of faults. However, the NLP-based fault case
retrieval system will usually consider fault B is more similar. This is because fault B and fault A have more identical
continuous characters or n-grams, which are the common basic feature in the NLP-based method. In other words, fault
B is more similar to fault A in the language description. However, the customer needs to first consider the correlation in
the actual technology, instead of the similarity in the language description when retrieving faults.

Summary of the Invention

[0006] To solve the problem of inaccurate fault retrieval results caused when only the similarity in the language de-
scription is considered in an NLP-based fault case retrieval system, the embodiments of the present invention provide
a fault processing method and system. By predefining some keywords to determine faults correlated in the actual
technology and considering the priorities between a plurality of keywords in the determination of the similarity of faults,
faults not correlated in the actual technology are effectively filtered out and the list of similar historical faults obtained is
also sorted by actual technology correlation.
[0007] In a first aspect, a fault processing method is provided and the method comprises: receiving at least two historical
faults similar to a target fault; searching predefined keywords in the text description of the target fault and the text
description of each historical fault, respectively, wherein the predefined keywords are classified into N different grades,
and for each of at least one system component in a grade, the grade comprises at least one keyword for describing the
system component, wherein N is an integer no less than 2; for each of the N different grades, counting the number of
identical system components represented by the keywords in the grade in the text description of each historical fault
and the keywords in the grade in the text description of the target fault, respectively; comparing the degree of similarity
of each historical fault to the target fault according to the number of identical system components counted in each grade
of the N different grades, wherein a historical fault relating to a larger number of high-grade identical system components
has a higher degree of similarity to the target fault.
[0008] In a second aspect, a fault processing system is provided and the system comprises a receiving module,
configured to receive at least two historical faults similar to a target fault; a searching module, configured to search
predefined keywords in the text description of the target fault and the text description of each historical fault, respectively,

Table 1

Fault ID Fault description

A Part 1 of device A vibrates abnormally and makes some noise.

B Part 1 of device B vibrates abnormally and makes much noise.

C A worker finds that a part of device A may work abnormally and abnormal noise can be heard. After a 
check, the cause is a fault of part 1.
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wherein the predefined keywords are classified into N different grades, and for each of at least one system component
in a grade, the grade comprises at least one keyword for describing the system component, wherein N is an integer no
less than 2; a counting module, configured to count the number of identical system components represented by the
keywords in the grade in the text description of each historical fault and the keywords in the grade in the text description
of the target fault respectively for each of N different grades; a processing module, configured to compare the degree
of similarity of each historical fault to the target fault according to the number of identical system components counted
in each grade of the N different grades, wherein a historical fault relating to a larger number of high-grade identical
system components has a higher degree of similarity to the target fault.
[0009] In a third aspect, a fault processing system is provided, the system comprises a processor and a memory, the
memory is connected to the processor and is configured to store computer-executable instructions, and the computer-
executable instructions allow the at least one processor to execute the method provided in the first aspect when executed.
[0010] In a fourth aspect, a computer-readable medium is provided, executable instructions are stored in the computer-
readable medium, and the executable instructions allow a processor to execute the method provided in the first aspect
when executed by the processor.
[0011] In the embodiments of the present invention, for a plurality of historical faults (for example, a historical fault list
output by a fault case retrieval system) already determined to be similar to a target fault in a certain way, keywords in
the description of faults are searched, and when the similarity is determined, whether the keywords represent an identical
system component, other than the similarity of keywords in the language description is considered. This ensures that
the found faults are the faults correlated in the actual technology. In addition, in consideration of the compositional
structure of a target system, keywords are classified into different grades. The layer of a system component represented
by high-grade keywords is higher than the layer of a system component represented by low-grade keywords. When a
plurality of historical faults are compared, a historical fault relating to a larger number of higher-layer system components
has a higher degree of similarity to the target fault. In this way, the target fault relating to a plurality of system components
can be analyzed effectively.
[0012] For any of the above-mentioned aspects, in an alternative implementation mode, the at least two historical
faults are obtained by a fault case retrieval system. On the basis of a historical fault list obtained by the fault case retrieval
system, historical faults are further analyzed and historical faults correlated to the target fault in the actual technology
are found. Thus, the retrieval result of faults is further optimized.
[0013] For any of the above-mentioned aspects, in an alternative implementation mode, historical faults are further
removed from the at least two historical faults if the number of identical system components related to the historical
faults is 0 for each of the N different grades. In this way, historical faults which are similar in the language description
but not correlated in the actual technology can be filtered out effectively.
[0014] For any of the above-mentioned aspects, in an alternative implementation mode, N is determined by the number
of layers of the system composition of the target system related to the target fault, and the larger the number of layers
of the system composition of the target system is, the larger N is. Setting N according to the number of layers of the
system composition of the target system can ensure that N is reasonable and that the correlations between different
historical faults and the target fault can be precisely distinguished.

Brief Description of the Drawings

[0015] By reference to the description of the embodiments of the technology of the present invention in combination
with the drawings, the above-mentioned attributes of the technology of the present invention and other features, advan-
tages and implementation modes will be more obvious, and in addition, the technology of the present invention will be
better understood. In the drawings,

Fig. 1 is a flowchart of the fault processing method provided by the embodiments of the present invention,
Fig. 2 shows the grades of system components in the embodiments of the present invention,
Fig. 3 is a schematic diagram of one structure of the fault processing system provided by the embodiments of the
present invention,
Fig. 4 is a schematic diagram of another structure of the fault processing system provided by the embodiments of
the present invention,
Fig. 5 shows the fault processing system provided in example 1, and
Fig. 6 shows the process of the re-sorting and filtering of searched historical faults.

Description of reference signs in the drawings:

[0016]
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100: Fault processing method provided by the embodiments of the present invention
S101-S105: Steps of the method
10: Fault processing system provided by the embodiments of the present invention
20: Fault case retrieval system
101-107: Components of the fault processing system 10, wherein
101: Receiving module, 102: searching module, 103: counting module, 104: processing module
105: Memory, 106: processor, 107: communication module
30: Historical fault base
40: Target fault
50: Historical fault list
60: List of re-sorted historical faults, with uncorrelated historical faults removed
70: Keyword library
80: Grade search table
90: Domain expert or third-party tool

Detailed Description of the Invention

[0017] The above-mentioned features and other features of the technology of the present invention are described in
detail below. The embodiments are described by reference to the drawings, in which the same reference sign throughout
the document is used to represent the same element. For the purpose of explanation, numerous details are expounded
in the following description so as to provide a thorough understanding of one or more embodiments. It should be noted
that the described embodiments are intended to explain the present invention, but are not intended to restrict the present
invention. Obviously, such embodiments can be put into practice without these details.
[0018] When the elements in various embodiments of the present disclosure are described, the articles "a" and "the"
means that one or more of the elements exist. The terms "comprise", "contain" and "have" are expected to be inclusive
and mean that additional elements may exist besides the listed elements.
[0019] As mentioned before, in an NLP-based fault case retrieval system, the degree of similarity of historical faults
to a target fault is often determined according to the similarity in the language description. This may lead to inaccurate
fault retrieval results. In the embodiments of the present invention, for a plurality of historical faults (for example, a
historical fault list output by a fault case retrieval system) already determined to be similar to a target fault in a certain
way, keywords in the description of faults are searched, and when the similarity is determined, whether the keywords
represent an identical system component, other than the similarity of keywords in the language description is considered.
This ensures that the found faults are the faults correlated in the actual technology.
[0020] In addition, when a target fault relates to a plurality of system components, especially when subordination
relationships exist between the related system components, the analysis of the fault will be more complicated. In the
embodiments of the present invention, in consideration of the compositional structure of a target system, keywords are
classified into different grades. The layer of a system component represented by high-grade keywords is higher than
the layer of a system component represented by low-grade keywords. When a plurality of historical faults are compared,
a historical fault relating to a larger number of higher-layer system components has a higher degree of similarity to the
target fault. In this way, the target fault relating to a plurality of system components can be analyzed effectively.
[0021] In some embodiments, historical faults are removed if the number of identical system components related to
the historical faults is 0 for each of the different grades. In this way, historical faults which are similar in the language
description but not correlated in the actual technology can be filtered out effectively.
[0022] The embodiments of the present invention are described in detail below by reference to Fig. 1 to 5.
[0023] Fig. 1 is a flowchart of the fault processing method provided by the embodiments of the present invention. As
shown in Fig. 1, the method 100 comprises the following steps:
S101: Receive at least two historical faults similar to a target fault.
[0024] The target fault may be a new fault happening to a target system, and the new fault may be analyzed by
reference to historical faults. The target system may be a factory, for example, a power plant, or the target system may
be a fueling system in a power plant, for example, or the target system may be a numerical control machine, for example.
[0025] The target fault and historical faults may happen to a target system, or happen to different target systems having
the same or similar system structures and similar production procedures. For example, a new target fault happens to
power plant A, and the new target fault may be analyzed by reference to historical faults happening to power plant B before.
[0026] The at least two historical faults may be the results obtained after a fault case retrieval system makes retrievals
for the target fault or may be the results obtained in other ways.
[0027] S102: Search predefined keywords in the text description of the target fault and the text description of each
historical fault, respectively, wherein the predefined keywords are classified into N different grades, and for each of at
least one system component in a grade, the grade comprises at least one keyword for describing the system component,
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wherein a high-grade system component comprises low-grade system components in the system composition and N is
an integer no less than 2.
[0028] A target system, for example, an induced fan, may comprise a motor, bearings, bearing caps and bearing ends
in the system composition. A motor may comprise a plurality of bearings and a bearing may further comprise a plurality
of bearing caps and a plurality of bearing ends in the system structure. Here, a high-grade system component comprises
low-grade system components in the system composition, the motor is in the highest grade, the bearings are in the
second grade, the bearing caps and the bearing ends are in the lowest grade.
[0029] To describe more clearly the grades and the inclusion relationships of system components, an example, where
N=3, and the target system comprises devices, parts and atoms, is given. See Fig. 2. As shown in Fig. 2, the target
system comprises device X, device Y, and device Z; device X comprises part 1 and part 2, device Y comprises part 2
and part 3, and device Z comprises part 4; part 1 comprises atom 1, atom 2 and atom 3, part 2 comprises atom 3 and
atom 4, part 3 comprises atom 5 and atom 1, and part 4 comprises atom 6 and atom 7. Wherein, device X, device Y
and device Z are in the highest grade, namely, grade 1, part 1, part 2, part 3 and part 4 are in the second grade, and
atom 1 to atom 7 are in the lowest grade, namely, grade 3.
[0030] Here, it should be noted that if the types, the functions and the structures of the same type of system components,
for example, the motor in an induced fan and the motor in a blower, are the same, the motors can be considered as the
same device, and if the types, the functions and the structures of different bearings comprised in the motor in the induced
fan are the same, the bearings can be considered as the same device. Therefore, the inclusion relationships shown in
Fig. 2 and the "system structure" mentioned in the embodiments of the present invention are logical relationships, instead
of specific connection relationships, between system components. Different keywords may be used in the text description
of the same system component. In the embodiments of the present invention, different keywords representing the same
system component are predefined. Thus, when these keywords are found in the text description of faults, they surely
refer to the same system component.
[0031] In the embodiments of the present invention, keywords may be classified into grades in different ways:
Way 1. Directly classify keywords into grades
[0032] Define the grade of the keyword representing each system component according to the inclusion relationship
between system components in Fig. 2. If the represented system component is in grade 1, then the corresponding
keyword is in grade 1, and if the represented system component is in grade 2, then the corresponding keyword is in
grade 2, and so on.
[0033] Way 2. Determine the system components represented by different keywords and the grades of different system
components, and then determine the grades of different keywords. Example 1 below is an example of way 2.
[0034] S103: For each of N different grades, count the number of identical system components represented by the
keywords in the grade in the text description of each historical fault and the keywords in the grade in the text description
of the target fault, respectively.
[0035] For example, four historical faults, which are historical fault 1, historical fault 2, historical fault 3 and historical
fault 4, respectively, relate to the grade structure shown in Fig. 2. The text description of a target fault contains the
keywords of device X, device Y, device Z, part 1 and atom 1, the text description of historical fault 1 contains the keywords
of device X and part 1, the text description of historical fault 2 contains the keywords of device Y and device Z, the text
description of historical fault 3 contains the keywords of device Y and atom 1, and the text description of historical fault
4 contains the keywords of device W and part 2.
[0036] Then, for grade 1, the identical system components represented by the keywords contained in the text description
of historical fault 1 and the keywords contained in the text description of the target fault include device X and the number
of the identical system components is 1, the identical system components represented by the keywords contained in
the text description of historical fault 2 and the keywords contained in the text description of the target fault include device
Y and device Z and the number of the identical system components is 2, the number of identical system components is
1 for historical fault 3, and the number of identical system components is 0 for historical fault 4.
[0037] For grade 2, the identical system components represented by the keywords contained in the text description
of historical fault 1 and the keywords in the text description of the target fault include part 1 and the number of the identical
system components is 1, the number of identical system components represented by the keywords contained in the text
description of historical fault 2 and the keywords contained in the text description of the target fault is 0, the number of
identical system components represented by the keywords contained in the text description of historical fault 3 and the
keywords contained in the text description of the target fault is 0, and the number of identical system components
represented by the keywords contained in the text description of historical fault 4 and the keywords contained in the text
description of the target fault is 0.
[0038] For grade 3, the numbers of identical system components represented by the keywords contained in the text
description of historical faults 1, 2 and 4 and the keywords contained in the text description of the target fault are all 0,
and the identical system components represented by the keywords contained in the text description of historical fault 3
and the keywords contained in the text description of the target fault include atom 1 and the number of the identical
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system components is 1.
[0039] Table 2 shows the statistics of the numbers of identical system components for the above-mentioned three
grades.

[0040] S104: Compare the degree of similarity of each historical fault to the target fault according to the number of
identical system components counted in each grade of the N different grades, wherein a historical fault relating to a
larger number of high-grade identical system components has a higher degree of similarity to the target fault.
[0041] Historical faults listed in Table 2 are sorted in a descending order of the degree of similarity as follows:

Historical fault 2
Historical fault 1
Historical fault 3
Historical fault 4

[0042] S105: Remove historical faults from the at least two historical faults if the number of identical system components
related to the historical faults is 0 for each of N different grades.
[0043] This step is an optional step and the purpose is to avoid presenting historical faults which are not correlated to
the target fault in the actual technology to the customer. Historical fault 4 is removed from the historical faults listed in
Table 2.
[0044] In the above-mentioned procedure, the number N of grades is determined by the number of layers of the system
composition of the target system related to the target fault, and the larger the number of layers of the system composition
of the target system is, the larger N is.
[0045] Fig. 3 is a schematic diagram of one structure of the fault processing system provided by the embodiments of
the present invention. As shown in Fig. 3, the fault processing system 10 may comprise:

a receiving module 101, configured to receive at least two historical faults similar to a target fault;
a searching module 102, configured to search predefined keywords in the text description of the target fault and the
text description of each historical fault, respectively, wherein the predefined keywords are classified into N different
grades, and for each of at least one system component in a grade, the grade comprises at least one keyword for
describing the system component, wherein a high-grade system component comprises low-grade system compo-
nents in the system composition and N is an integer no less than 2;
a counting module 103, configured to count the number of identical system components represented by the keywords
in the grade in the text description of each historical fault and the keywords in the grade in the text description of
the target fault respectively for each of N different grades;
a processing module 104, configured to compare the degree of similarity of each historical fault to the target fault
according to the number of identical system components counted in each grade of N different grades, wherein a
historical fault relating to a larger number of high-grade identical system components has a higher degree of similarity
to a target fault.

[0046] Alternatively, at least two historical faults are obtained by a fault case retrieval system 20.
[0047] Alternatively, the processing module 104 is further configured to
remove historical faults from at least two historical faults if the number of identical system components related to the
historical faults is 0 for each of N different grades.
[0048] Alternatively, N is determined by the number of layers of the system composition of the target system related
to the target fault, and the larger the number of layers of the system composition of the target system is, the larger N is.
[0049] Fig. 4 is a schematic diagram of another structure of the fault processing system provided by the embodiments
of the present invention. As shown in Fig. 4, the fault processing system 10 may comprise:

a processor 106, and

Table 2

Number of identical system components Historical fault 1 Historical fault 2 Historical fault 3 Historical fault 4

Grade 1 1 2 1 0

Grade 2 1 0 0 0

Grade 3 0 0 1 0



EP 4 030 308 A1

7

5

10

15

20

25

30

35

40

45

50

55

a memory 105, connected to the processor 106 and configured to store computer-executable instructions, the
computer-executable instructions allowing the at least one processor 106 to execute the fault processing method
100 provided by the embodiments of the present invention when executed.

[0050] Alternatively, the fault processing system 10 may further comprise a communication module 107 and the
communication module is configured to receive historical faults from a fault case retrieval system 20. Wherein, the
processor 106, the memory 105 and the communication module 107 may be connected via a bus or may be directly
connected to each other.
[0051] It is worth mentioning that modules 101 to 104 may be software modules comprising instructions, and the
instructions are stored in the memory 105 and execute the method 100 when executed by the processor 106.
[0052] In addition, a computer-readable medium is provided in the embodiments of the present invention, executable
instructions are stored in the computer-readable medium, and the executable instructions allow a computer to execute
the method 100 provided in the embodiments of the present invention when executed by the computer.
[0053] The present invention is described below in combination with example 1 and example 2.

Example 1

[0054] As shown in Fig. 5, the fault processing system 10 receives a historical fault list 50 from the fault case retrieval
system 20. The historical fault list 50 is a list of historical faults retrieved by the fault case retrieval system 20 from the
historical fault base 30 and similar to a target fault 40.
[0055] After the receiving module 101 of the fault processing system 10 receives the historical fault list 50, the searching
module 102 searches for keywords in the text description of historical faults and the text description of the target fault 40.
[0056] Since a system component may have a plurality of text description modes, one is exemplified, wherein a system
component is marked with a unique identification (UID) and the correspondence between the UID and keywords is
recorded in the keyword library 70, that is to say, a system component is uniquely marked with a UID and the system
component may correspond to a plurality of different keywords.
[0057] The searching module 102 analyzes the text description of the target fault 40 and the text description of historical
faults based on the keyword library 70 to find predefined keywords in the keyword library 70, namely, the system
component of the related target system in the text description.
[0058] The grades of different system components are predefined in the grade search table 80. A system component
corresponds to a unique grade in the grade search table. The definitions of grades may be manually set by a domain
expert 90, or may be automatically generated according to a complete historical fault base 30 (for example, automatically
generated by a third-party tool 90). In this way, for each different grade, the counting module 103 may count the number
of identical system components represented by the keywords in the grade in the text description of each historical fault
and the keywords in the grade in the text description of the target fault, respectively.
[0059] The processing module 104 compares the degree of similarity of each historical fault to the target fault 40
according to the number of identical system components counted in each different grade, wherein a historical fault
relating to a larger number of high-grade identical system components has a higher degree of similarity to the target
fault. Further, the processing module 104 may re-sort the historical faults in the historical fault list 50 based on the
determined degree of similarity.
[0060] After the number of identical system components in a grade is determined, the historical fault list 50 may be
adjusted once according to the degree of similarity, and then the historical fault list may be adjusted again after the
number of identical system components in a lower grade is counted; or after the number of identical components in each
grade is counted, the historical fault list may be sorted according to the degree of similarity.
[0061] In the first case, an optional implementation mode comprises: First, the keywords corresponding to the system
components in the highest grade are found in the text description of the target fault 40, and then historical faults are
filtered out of the historical fault list 50 by use of the system components represented by these keywords. In this way,
historical faults may be divided into a plurality of grade 1 groups based on the number of identical system components
related to the historical faults and the target fault 40. These groups are sorted in a descending order of the degree of
similarity.
[0062] Next, the keywords corresponding to the system components in grade 2 are found in the text description of the
target fault 40, then each grade 1 group is filtered by use of the system components represented by these keywords,
then the plurality of grade 1 groups are further split and the sequences are adjusted to form a plurality of grade 2
subgroups, and meanwhile the sequences of grade 1 groups remain unchanged. Repeat the above process until the
last grade.
[0063] Finally, historical faults having no identical system component in any grade relative to the target fault 40 are
removed from the historical fault list 50. The remaining historical faults are sorted according to the re-determined degree
of similarity.
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[0064] Alternatively, historical faults may be removed from the historical fault list 50 if the number of identical system
components in each grade is 0. As shown in Fig. 5, historical faults 3, 5 and 6 are removed from the original historical
fault list 50.
[0065] The keyword library 70 and the grade search table 80 may be preset by a domain expert or a third-party tool 90.
[0066] Data related in the above-mentioned fault processing procedure may comprise:

1) Target fault 40

• Text description

2) Historical faults in the historical fault list 50

• Fault ID
• Text description
• Value of the degree of similarity, which is used to describe the degree of similarity between historical faults and

the target fault 40 and may be obtained after the fault case retrieval system 20 performs calculations.

3) Keyword library 70

• Keywords, namely, text description of system components
• UIDs of system components

4) Grade search table 80

• UIDs of system components
• Grade, namely, grade of a system component

Example 2

[0067] As shown in Fig. 6, example 2 describes the process of the re-sorting of historical faults and the removal of
dissimilar historical faults.
[0068] The fault case retrieval system 20 outputs historical faults A to G as fault cases similar to new target fault I.
[0069] As shown in Fig. 6, in Step 1, the text descriptions of all faults including the target fault I and historical faults A
to G are analyzed.
[0070] The grades of system components are divided as follows:

"device" - grade 1, the highest grade
"part" - grade 2
"atom" - grade 3, the lowest grade

[0071] The analytical results in step 1 are listed in Table 3.

Table 3

Fault Type System component included Degree of similarity

I Target fault Device X, device Y, part 1 and part 2 -

A Historical fault Device X and part 1 0.65

B Historical fault Device X and device Z 0.63

C Historical fault Part 1 and atom 1 0.55

D Historical fault Device Y, part 1, part 2 and atom 2 0.52

E Historical fault Device X and device Y 0.51

F Historical fault Device Z and atom 1 0.49

G Historical fault None. 0.21
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Step 2. Process grade 1

[0072] See Table 3. The historical fault E and the target fault I relate to device X and device Y, the historical faults A,
B and D and the target fault I relate to only one identical device, and the other historical faults and the target fault I relate
to no identical device. Therefore, the historical faults A to G are divided into 3 groups, the historical faults relating to the
largest number of identical devices with the target fault I are placed at the head, historical faults relating to the smallest
number of identical devices with the target fault I are placed at the end, and historical faults in a group are sorted in a
descending order of the degree of similarity in Table 3.

Step 3. Process grade 2

[0073] Only when the number of historical faults in a group exceeds 1, step 3 is required for the group of historical
faults. Parts in grade 2 are used to further group historical faults. The group (A, B, D) is further divided into 3 subgroups,
and the group (C, F, G) is further divided into two subgroups.

Step 4. Process grade 3

[0074] Here, only the subgroup <F,G> needs to be further processed.

Step 5. Output

[0075] Since the historical faults F and G relate to no identical system components with the target fault I, they are
removed from the historical fault list. In fact, the remaining historical faults have been re-sorted before being output.
Finally, the re-sorted historical faults are output to a user interface.
[0076] In a word, the embodiments of the present invention provide a fault processing method and system and a
computer-readable medium, which are used to sort and screen out a plurality of historical faults similar to a target fault
preferentially according to a correlation in the actual technology, instead of a similarity in the language description, and
thus, the effectiveness of an analysis of historical faults is improved. In addition, setting grade relationships between
different system components of a target system with the aid of the domain knowledge makes logical and convincing the
screening and re-sorting of historical faults. The solution provided is applicable to different target systems.
[0077] Although the technology of the present invention has been described in detail by reference to some embodi-
ments, it should be understood that the technology of the present invention is not limited to those embodiments. In fact,
those skilled in the art can make various modifications and changes based on the disclosure describing the exemplary
modes for practicing the present invention, without departing from the scope and spirit of the present invention. Therefore,
the scope of the present invention is indicated by the attached claims, instead of the previous description. All alterations,
modifications and changes falling within the equivalent meaning and scope of the claims are considered falling within
the scope of protection of the claims.

Claims

1. A fault processing method (100), characterized in that the method comprises:

receiving at least two historical faults similar to a target fault (S101),
searching predefined keywords in the text description of the target fault and the text description of each historical
fault, respectively (S102), wherein the predefined keywords are classified into N different grades, and for each
of at least one system component in a grade, the grade comprises at least one keyword for describing the
system component, wherein N is an integer no less than 2,
for each of the N different grades, counting the number of identical system components represented by the
keywords in the grade in the text description of each historical fault and the keywords in the grade in the text
description of the target fault, respectively (S103), and
comparing the degree of similarity of each historical fault to the target fault according to the number of identical
system components counted in each grade of the N different grades (S104), wherein a historical fault relating
to a larger number of high-grade identical system components has a higher degree of similarity to the target fault.

2. The method as claimed in claim 1, characterized in that the at least two historical faults are obtained by a fault
case retrieval system.
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3. The method as claimed in claim 1, characterized in that the method further comprises:
removing historical faults from the at least two historical faults if the number of identical system components related
to the historical faults is 0 for each of the N different grades (S105).

4. The method as claimed in claim 1, characterized in that N is determined by the number of layers of the system
composition of the target system related to the target fault, and the larger the number of layers of the system
composition of the target system is, the larger N is.

5. A fault processing system (10), characterized in that the system comprises:

a receiving module (101), configured to receive at least two historical faults similar to a target fault,
a searching module (102), configured to search predefined keywords in the text description of the target fault
and the text description of each historical fault, respectively, wherein the predefined keywords are classified
into N different grades, and for each of preset at least one system component in a grade, the grade comprises
at least one keyword for describing the system component, wherein N is an integer no less than 2,
a counting module (103), configured to count the number of identical system components represented by the
keywords in the grade in the text description of each historical fault and the keywords in the grade in the text
description of the target fault respectively for each of N different grades, and
a processing module (104), configured to compare the degree of similarity of each historical fault to the target
fault according to the number of identical system components counted in each grade of the N different grades,
wherein a historical fault relating to a larger number of high-grade identical system components has a higher
degree of similarity to the target fault.

6. The fault processing system (10) as claimed in claim 5, characterized in that the at least two historical faults are
obtained by a fault case retrieval system (20).

7. The fault processing system (10) as claimed in claim 5, characterized in that the processing module (104) is further
configured to
remove historical faults from the at least two historical faults if the number of identical system components related
to the historical faults is 0 for each of the N different grades.

8. The fault processing system (10) as claimed in claim 5, characterized in that N is determined by the number of
layers of the system composition of the target system related to the target fault, and the larger the number of layers
of the system composition of the target system is, the larger N is.

9. A fault processing system (10), characterized in that the fault processing system comprises:

a processor (106), and
a memory (105), connected to the processor (106) and configured to store computer-executable instructions,
the computer-executable instructions allowing the at least one processor (106) to execute the method as claimed
in any of claims 1 to 4 when executed.

10. A computer-readable medium, executable instructions being stored in the computer-readable medium, the execut-
able instructions allowing a processor to execute the method as claimed in any of claims 1 to 4 when executed by
the processor.



EP 4 030 308 A1

11



EP 4 030 308 A1

12



EP 4 030 308 A1

13



EP 4 030 308 A1

14



EP 4 030 308 A1

15



EP 4 030 308 A1

16

5

10

15

20

25

30

35

40

45

50

55



EP 4 030 308 A1

17

5

10

15

20

25

30

35

40

45

50

55


	bibliography
	abstract
	description
	claims
	drawings
	search report

