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Description

BACKGROUND

[0001] Software piracy is a worldwide problem that
costs software vendors large sums of money every year.
One form of piracy, known as casual copying, is sharing
and installing software on multiple computers, in violation
of the end user license agreement. Product activation is
one way to reduce this type of piracy.
[0002] Product activation commonly relies on the sub-
mission of an installation identification code and/or a
hardware identifier to the software vendor. The software
vendor in response returns an activation confirmation
code. In a typical retail application of product activation,
a unique product key is provided with each package of
boxed software. Typically, during or after some grace
period, (a period of time after installation of software dur-
ing which the software will run without being activated),
a customer must contact the software vendor to activate
his or her copy of the software. Failure to do so frequently
results in deactivation of the software or in degraded func-
tionality of the software. Typically, the unique product key
is used to generate a unique product identification code,
which may be combined with a hashed hardware-related
value to generate an installation identification code that
is specific to the machine on which the software runs. An
activation confirmation that enables the software to run
is typically returned to the customer. In this regard, an
activation confirmation can also be a license file, or a
binary that represents a license. At each login the li-
censed software checks to see that it is running on es-
sentially the same hardware on which it was activated.
If the check fails, reactivation is required before the soft-
ware will run again.
[0003] Corporate customers commonly purchase a
volume license, because it is not feasible for corporate
customers - who may have hundreds or thousands of
machines in their domain - to contact the software vendor
for each software copy installed to receive a machine-
specific activation code. Typically, therefore, holders of
volume licenses do not have to contact the software ven-
dor to activate their software, because the software by-
passes the activation requirement when a volume license
key is detected. This is known as a "product activation
bypass." Hence, the same volume license key can be
used on many different computers, none of which require
activation in order for the software to run, before or after
the grace period has expired. Although this feature
makes volume license keys more convenient for a cor-
porate customer to install software, it is also an attractive
target for piracy. For example, pirates obtain legitimate
volume licensing media and buy or steal valid volume
licensing product keys. The media and product keys are
repurposed and sold to unsuspecting customers in a
scheme known as "business to consumer" channel pira-
cy.
[0004] Examples of Digital Rights Management sys-

tems for limiting the use of software programs can be
found in the document US-2005/182732-A1.
[0005] Thus, there is a need for a mechanism for de-
terring piracy in a networked computing environment
without unduly burdening legitimate customers with cum-
bersome anti-piracy requirements. The present invention
satisfies this need.

SUMMARY

[0006] In view of the above shortcoming and draw-
backs, an embodiment incorporates a software activation
bypass mechanism into a volume licensing environment.
According to such an embodiment, a policy that specifies
a minimum number of machines that need to be present
on a customer network in order for proper activation by-
pass of the software application to occur is provided with
a software application. One computer within a network
is designated as a binding service machine, and other
computers on which a software application is to be in-
stalled are clients. At some point, each client attempts to
perform an activation bypass of the software. To do so,
the client generates an activation bypass message con-
taining a machine identifier, a timestamp and information
relating to the software application, and sends the mes-
sage to the binding service machine.
[0007] Upon receipt of the activation bypass message,
the binding service machine checks the machine identi-
fier against a list of all such received machine identifiers.
If the machine identifier is not present in the trust store,
it is added. The binding service machine counts the
number of unique machine identifiers in the list and enters
the count into a binding service message, which is sent
to the client. Upon receipt of the binding service message,
the client determines whether the count satisfies the pol-
icy and, if so, the machine is able to activate the software.
[0008] This Summary is provided to introduce a selec-
tion of concepts in a simplified form that are further de-
scribed below in the Detailed Description. This Summary
is not intended to identify key features or essential fea-
tures of the claimed subject matter, nor is it intended to
be used as an aid in determining the scope of the claimed
subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The foregoing summary, as well as the following
detailed description of preferred embodiments, is better
understood when read in conjunction with the appended
drawings. For the purpose of illustrating the invention,
there is shown in the drawings example constructions of
the invention; however, the invention is not limited to the
specific methods and instrumentalities disclosed in the
drawings:

FIG. 1 is an example computing environment in
which aspects of the present invention may be im-
plemented;
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FIG. 2A is a block diagram illustrating an example
network in which software piracy may be deterred in
accordance with an embodiment;
FIG. 2B is a block diagram of an example activation
bypass message that may be used in accordance
with an embodiment;
FIG. 2C is a block diagram of example binding serv-
ice message that may be used in accordance with
an embodiment;
FIG. 3 is a flowchart illustrating an example client
method of allowing activation bypass of software in
accordance with an embodiment; and
FIG. 4 is a flowchart illustrating an example binding
service method of activating software in accordance
with an embodiment.

DETAILED DESCRIPTION

Overview

[0010] An embodiment incorporates a software activa-
tion bypass mechanism into a volume licensing environ-
ment. The activation bypass mechanism does not require
the customer to contact the software vendor. According
to such an embodiment, a policy is provided with a soft-
ware application. The policy specifies a minimum number
of machines that need to be present on a customer net-
work in order for proper activation bypass of the software
application to occur. One computer within a network is
designated as a binding service machine. Other comput-
ers on which a software application is to be installed are
clients. A copy of the software application is installed on
each computer (i.e., the binding service machine and the
clients, for example) and at some point (e.g., at logon),
each client attempts to perform activation bypass of the
software. To do so, the client generates an activation
bypass message containing a machine identifier, a times-
tamp and information relating to the software application,
and sends the message to the binding service machine.
[0011] Upon receipt of the activation bypass message,
the binding service machine checks the machine identi-
fier against a trust store that contains a list of all such
received machine identifiers. If the machine identifier is
not present in the trust store, it is added. The binding
service machine counts the number of unique machine
identifiers in the trust store and enters the count into a
binding service message, which is sent to the client. Upon
receipt of the binding service message, the client deter-
mines whether the count satisfies the policy (i.e., whether
the minimum number of machines has been met). If so,
the machine is able to enable activation bypass of the
software. Otherwise, the software remains inactive and
continues operating in a "grace" period, if applicable.
[0012] The subject matter of the present invention is
described with specificity to meet statutory requirements.
However, the description itself is not intended to limit the
scope of this patent. Rather, the inventors have contem-
plated that the claimed subject matter might also be em-

bodied in other ways, to include different steps or ele-
ments similar to the ones described in this document, in
conjunction with other present or future technologies.
Moreover, although the term "step" may be used herein
to connote different aspects of methods employed, the
term should not be interpreted as implying any particular
order among or between various steps herein disclosed
unless and except when the order of individual steps is
explicitly described.

Example Computing Environment

[0013] FIG. 1 illustrates an example of a suitable com-
puting system environment 100 on which the invention
may be implemented. The computing system environ-
ment 100 is only one example of a suitable computing
environment and is not intended to suggest any limitation
as to the scope of use or functionality of the invention.
Neither should the computing environment 100 be inter-
preted as having any dependency or requirement relating
to any one or combination of components illustrated in
the example operating environment 100.
[0014] The invention is operational with numerous oth-
er general purpose or special purpose computing system
environments or configurations. Examples of well known
computing systems, environments, and/or configura-
tions that may be suitable for use with the invention in-
clude, but are not limited to, personal computers, server
computers, hand-held or laptop devices, multiprocessor
systems, microprocessor-based systems, set top boxes,
programmable consumer electronics, network PCs, min-
icomputers, mainframe computers, distributed comput-
ing environments that include any of the above systems
or devices, and the like.
[0015] The invention may be described in the general
context of computer-executable instructions, such as
program modules, being executed by a computer. Gen-
erally, program modules include routines, programs, ob-
jects, components, data structures, etc., that perform par-
ticular tasks or implement particular abstract data types.
Typically the functionality of the program modules may
be combined or distributed as desired in various embod-
iments. The invention may also be practiced in distributed
computing environments where tasks are performed by
remote processing devices that are linked through a com-
munications network. In a distributed computing environ-
ment, program modules may be located in both local and
remote computer storage media including memory stor-
age devices.
[0016] With reference to FIG. 1, an example system
for implementing the invention includes a general pur-
pose computing device in the form of a computer 110.
Components of computer 110 may include, but are not
limited to, a processing unit 120, a system memory 130
and a system bus 121 that couples various system com-
ponents including the system memory to the processing
unit 120. The system bus 121 may be any of several
types of bus structures including a memory bus or mem-
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ory controller, a peripheral bus, and a local bus using any
of a variety of bus architectures. By way of example, and
not limitation, such architectures include Industry Stand-
ard Architecture (ISA) bus, Micro Channel Architecture
(MCA) bus, Enhanced ISA (EISA) bus, Video Electronics
Standards Association (VESA) local bus, and Peripheral
Component Interconnect (PCI) bus also known as Mez-
zanine bus.
[0017] Computer 110 typically includes a variety of
computer readable media. Computer readable media
can be any available media that can be accessed by com-
puter 110 and includes both volatile and nonvolatile me-
dia, removable and non-removable media. By way of ex-
ample, and not limitation, computer readable media may
comprise computer storage media and communication
media. Computer storage media includes both volatile
and nonvolatile, removable and non-removable media
implemented in any method or technology for storage of
information such as computer readable instructions, data
structures, program modules or other data. Computer
storage media includes, but is not limited to, RAM, ROM,
EEPROM, flash memory or other memory technology,
CD-ROM, digital versatile disks (DVD) or other optical
disk storage, magnetic cassettes, magnetic tape, mag-
netic disk storage or other magnetic storage devices, or
any other medium which can be used to store the desired
information and which can accessed by computer 110.
Communication media typically embodies computer
readable instructions, data structures, program modules
or other data in a modulated data signal such as a carrier
wave or other transport mechanism and includes any in-
formation delivery media. The term "modulated data sig-
nal" means a signal that has one or more of its charac-
teristics set or changed in such a manner as to encode
information in the signal. By way of example, and not
limitation, communication media includes wired media
such as a wired network or direct-wired connection, and
wireless media such as acoustic, RF, infrared and other
wireless media. Combinations of the any of the above
should also be included within the scope of computer
readable media.
[0018] The system memory 130 includes computer
storage media in the form of volatile and/or nonvolatile
memory such as read-only memory (ROM) 131 and ran-
dom access memory (RAM) 132. A basic input/output
system 133 (BIOS), containing the basic routines that
help to transfer information between elements within
computer 110, such as during start-up, is typically stored
in ROM 131. RAM 132 typically contains data and/or pro-
gram modules that are immediately accessible to and/or
presently being operated on by processing unit 120. By
way of example, and not limitation, FIG. 1 illustrates op-
erating system 134, application programs 135, other pro-
gram modules 136 and program data 137.
[0019] The computer 110 may also include other re-
movable/non-removable, volatile/nonvolatile computer
storage media. By way of example only, FIG. 1 illustrates
a hard disk drive 140 that reads from or writes to non-

removable, nonvolatile magnetic media, a magnetic disk
drive 151 that reads from or writes to a removable, non-
volatile magnetic disk 152, and an optical disk drive 155
that reads from or writes to a removable, nonvolatile op-
tical disk 156 such as a CD-ROM or other optical media.
Other removable/non-removable, volatile/nonvolatile
computer storage media that can be used in the example
operating environment include, but are not limited to,
magnetic tape cassettes, flash memory cards, digital ver-
satile disks, digital video tape, solid state RAM, solid state
ROM, and the like. The hard disk drive 141 is typically
connected to the system bus 121 through a non-remov-
able memory interface such as interface 140, and mag-
netic disk drive 151 and optical disk drive 155 are typically
connected to the system bus 121 by a removable memory
interface, such as interface 150.
[0020] The drives and their associated computer stor-
age media discussed above and illustrated in FIG. 1, pro-
vide storage of computer readable instructions, data
structures, program modules and other data for the com-
puter 110. In FIG. 1, for example, hard disk drive 141 is
illustrated as storing operating system 144, application
programs 145, other program modules 146 and program
data 147; Note that these components can either be the
same as or different from operating system 134, appli-
cation programs 135, other program modules 136, and
program data 137. Operating system 144, application
programs 145, other program modules 146 and program
data 147 are given different numbers here to illustrate
that, at a minimum, they are different copies. A user may
enter commands and information into the computer 20
through input devices such as a keyboard 162 and point-
ing device 161, commonly referred to as a mouse, track-
ball or touch pad. Other input devices (not shown) may
include a microphone, joystick, game pad, satellite dish,
scanner, or the like. These and other input devices are
often connected to the processing unit 120 through a
user input interface 160 that is coupled to the system
bus, but may be connected by other interface and bus
structures, such as a parallel port, game port or a univer-
sal serial bus (USB). A monitor 191 or other type of dis-
play device is also connected to the system bus 121 via
an interface, such as a video interface 190. In addition
to the monitor, computers may also include other periph-
eral output devices such as speakers 197 and printer
196, which may be connected through an output periph-
eral interface 190.
[0021] The computer 110 may operate in a networked
environment using logical connections to one or more
remote computers, such as a remote computer 180. The
remote computer 180 may be a personal computer, a
server, a router, a network PC, a peer device or other
common network node, and typically includes many or
all of the elements described above relative to the com-
puter 110, although only a memory storage device 181
has been illustrated in FIG. 1. The logical connections
depicted in FIG. 1 include a local area network (LAN) 171
and a wide area network (WAN) 173, but may also include

5 6 



EP 1 934 810 B1

5

5

10

15

20

25

30

35

40

45

50

55

other networks. Such networking environments are com-
monplace in offices, enterprise-wide computer networks,
intranets and the Internet.
[0022] When used in a LAN networking environment,
the computer 110 is connected to the LAN 171 through
a network interface or adapter 170. When used in a WAN
networking environment, the computer 110 typically in-
cludes a modem 172 or other means for establishing
communications over the WAN 173, such as the Internet.
The modem 172, which may be internal or external, may
be connected to the system bus 121 via the user input
interface 160, or other appropriate mechanism. In a net-
worked environment, program modules depicted relative
to the computer 110, or portions thereof, may be stored
in the remote memory storage device. By way of exam-
ple, and not limitation, FIG. 1 illustrates remote applica-
tion programs 185 as residing on memory device 181. It
will be appreciated that the network connections shown
are example and other means of establishing a commu-
nications link between the computers may be used.

Example Distributed Computing Frameworks or Ar-
chitectures

[0023] Various distributed computing frameworks
have been and are being developed in light of the con-
vergence of personal computing and the Internet. Indi-
viduals and business users alike are provided with a
seamlessly interoperable and web-enabled interface for
applications and computing devices, making computing
activities increasingly web browser or network-oriented.
[0024] For example, MICROSOFT®’s .NET platform
includes servers, building-block services, such as web-
based data storage, and downloadable device software.
Generally speaking, the .NET platform provides (1) the
ability to make the entire range of computing devices
work together and to have user information automatically
updated and synchronized on all of them, (2) increased
interactive capability for web sites, enabled by greater
use of XML rather than HTML, (3) online services that
feature customized access and delivery of products and
services to the user from a central starting point for the
management of various applications, such as e-mail, for
example, or software, such as Office .NET, (4) central-
ized data storage, which will increase efficiency and ease
of access to information, as well as synchronization of
information among users and devices, (5) the ability to
integrate various communications media, such as e-mail,
faxes, and telephones, (6) for developers, the ability to
create reusable modules, thereby increasing productivity
and reducing the number of programming errors, and (7)
many other cross-platform integration features as well.
[0025] While example embodiments herein are de-
scribed in connection with software residing on a com-
puting device, one or more portions of the invention may
also be implemented via an operating system, API, or
middleware software between a coprocessor and re-
questing object, such that services may be performed

by, supported in, or accessed via all of .NET’s languages
and services, and in other distributed computing frame-
works as well.

Example Embodiments

[0026] In the discussion that follows, it is assumed that
details relating to implementing secure communication
between computers in a computer network in a software
activation context are known to one skilled in the art. Ac-
cordingly, such details are omitted herein for clarity.
[0027] In an embodiment, volume licensed software is
provided that has an associated policy. The policy spec-
ifies the number of machines that need to be present in
a customer’s network for proper activation bypass of the
software to occur. This policy data may be written into,
for example, a signed eXtensible rights Markup Lan-
guage (XrML) file that can be authenticated by machines
within the customer’s network. One computer within a
network is designated as a binding service machine. This
designation may be made by, for example, the customer,
software vendor, the software application itself, or the
like. Other computers on which a software application is
to be installed are clients. A copy of the software appli-
cation is installed on each computer (i.e., the binding
service machine and the clients, for example) and at
some point (e.g., at logon), each client attempts to acti-
vate the software.
[0028] A unique machine attribute such as, for exam-
ple, a processor identifier or the like, in addition to any
other security measures, may be used as a machine iden-
tifier to protect a communication path between a compu-
ter seeking activation bypass of the software and a com-
puter providing a binding service to enable such activa-
tion bypass. A client seeking to activate its copy of the
software generates an activation bypass message con-
taining its machine identifier, a timestamp, information
relating to the software application and a machine au-
thentication code (MAC), and then sends the message
to the binding service machine. By using a MAC, an em-
bodiment enables messages of the client and the binding
service (discussed in detail below) to be authenticated
through the message itself. In such a manner, the au-
thentication of such messages can be self contained,
rather than having to rely on a communication layer be-
tween the client and the binding service. Once the mes-
sage is delivered to the binding service, the binding serv-
ice examines the message to ensure that the timestamp
and MAC are valid.
[0029] Upon receiving and verifying the authenticity of
the message, the binding service checks the machine
identifier against a queue of known machines and if the
machine identifier is not found it is added to the queue.
The binding service then counts the number of unique
machine identifiers in the queue and sends an authenti-
cated reply message that includes the count to the client.
The client determines whether the count satisfies the pol-
icy (i.e., whether the minimum number of machines has
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been met). If so, the machine is able to enable activation
bypass of the software. Otherwise, the software remains
inactive and continues operating in a "grace" period, if
applicable.
[0030] Thus, it will be appreciated that an embodiment
requires, prior to allowing an activation bypass of a vol-
ume licensed software application to occur, that a cus-
tomer effectively verify that the software application is,
in fact, being used in a network of computers. An em-
bodiment requires that the network have a certain mini-
mum number of machines on which the software will un-
dergo activation bypass, and uses machine-specific
identifiers to obtain an accurate count. While an embod-
iment does not require that the software be installed on
a specific set of machines, the requirement that a certain
number of machines be present in the network effectively
counteracts most software pirates’ intentions. Namely, a
software pirate is unlikely to set up a network having the
required number of machines just for the purpose of il-
licitly running the software application, particularly if the
required number of machines is especially large. This is
especially true of any individuals who may - unsuspect-
ingly or otherwise - purchase a pirated copy of the soft-
ware application. It will be appreciated that if the minimum
number of machines is set as a fixed number, a certain
tradeoff may need to be made with respect to security
and user-friendliness. For example, setting the number
too low will likely not achieve beneficial security results,
while setting the number too high may cause problems
for legitimate customers.
[0031] By using a binding service machine to generate
the machine count, the client is not able to forge the count
to bypass the activation requirement. In addition, the use
of a count is a lightweight and reliable way to determine
whether the software application is being used in a com-
puter network as intended. As noted above, one embod-
iment simply checks that a specified number of different
machines are present within the target network. As a re-
sult, the same software may be sold by the software ven-
dor to different customers without having to update or
modify the software, as would be the case if the software
was to be tailored to a specific network. Thus, in an em-
bodiment, a sensible balance is struck between high se-
curity and deterrence to piracy and ease of installation
and activation on the part of a legitimate customer. It will
be appreciated that this balance may be altered accord-
ing to vendor and/or customer needs.
[0032] FIG. 2A is a block diagram of an example net-
work in which software piracy may be deterred in accord-
ance with an embodiment. Clients 220a-c may be any
type of computing device within the network. Each client
220a-c includes a copy of software 230 and a respective
machine attribute 222a-c. A software vendor may provide
a volume license holder with a copy of software 230 on
some media such as, but not limited to, a CD-ROM, or
directly by way of a network, such as those described
above in connection with FIG. 1. Accompanying software
230 may be an enterprise-specific or volume-license-

holder-specific volume license key (VLK) (not shown). In
one embodiment, the VLK may be embedded within a
relatively large file, called a license file. The machine at-
tribute 222a-c of its respective client 220a-c may be any
type of data that identifies a hardware device associated
with client 220a-c. For example, machine attribute 222a
may be a processor identifier of client 220a or the like.
In an embodiment, the type(s) of machine attributes
222a-c used for each client 220a-c are the same (e.g.,
each client 220a-c uses its processor identifier as its ma-
chine attribute 222a-c). In other embodiments, each cli-
ent 220a-c may use a different machine attribute 222a-c.
[0033] As noted above, one computer within the net-
work may be designated as binding service machine 210.
Binding service machine 210 may be a stand-alone ma-
chine, or may also be a client 220. In other words, a client,
such as client 220a, and binding service machine 210
may be hosted by the same machine, or may be on dif-
ferent machines. Binding service machine 210 contains
binding service 212, which may be, for example, a proc-
ess that runs within binding service machine 210 to carry
out software activation bypass. In addition, binding serv-
ice machine 210 contains policy 216, which designates
the minimum number of unique machines that must be
present within the network for software activation bypass
to occur. The word "machine" may refer to any device
within the network that is to install software 230. While
"machine" may typically refer to a computer of some type
(e.g., desktop, laptop, etc.), "machine" may also refer to
a server, a device such as a PDA, etc. In addition, such
a machine need not be continuously connected to the
network (e.g., a laptop).
[0034] The number set within policy 216 may be set
arbitrarily, varied on a case-by-case basis, set according
to a certain type of customer (e.g., corporate customers),
set according to the size of the network or the like. For
example, the policy may be set to require that 25 unique
machines be present within the network prior to allowing
software activation bypass. Trust store 214 contains a
queue of all machines that have attempted to activate
the software. The queue may represent machines as a
machine identifier (as will be discussed below) or, for
example, as an entry comprising the machine identifier
and additional information. Such additional information
may be, for example, a timestamp or the like. Trust store
214 may be a trust store file, which is a key database file
that contains one or more encryption keys. The key is
stored as a signer certificate and can be used for a variety
of purposes, such as validating the data contained there-
in. Thus, trust store 214 can be a secure, "trusted" loca-
tion for the machine identifiers and any additional infor-
mation.
[0035] As noted above, to activate its copy of software
230, client 220a-c sends an activation bypass message
to binding service machine 210. Any type of activity may
trigger such activation bypass such as, for example, the
occurrence of an event (e.g., login, startup of software
230, etc.), at user direction, after an elapsed time, etc.
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Prior to successfully completing activation bypass of soft-
ware 230, software 230 may operate in a "grace" period,
within which full or partial functionality will be available
to a user prior to activation bypass of software 230. In an
embodiment, the use of a grace period is useful, as it
may take some time before the number of client activation
bypass attempts populate the queue in trust store 214 to
the required number of machines. Thus, while the queue
is building up to the requisite number of machines, the
customer’s users may still be able to use software 230.
As the activation bypass process may be completely au-
tomated in an embodiment, the use of a grace period
may render the activation bypass process effectively in-
visible to a user of one of clients 220a-c.
[0036] FIG. 2B is a block diagram of an example acti-
vation bypass message 240 that may be used in accord-
ance with an embodiment. Activation bypass message
240 may be formatted in accordance with any appropri-
ate! secure messaging format. Activation bypass mes-
sage 240 includes software identifier 242, which desig-
nates the software for which activation bypass is desired.
Software identifier 242 may, in an embodiment, contain
a software identifier, version number and/or the like.
Thus, if multiple software applications are to undergo ac-
tivation bypass according to an embodiment, the activa-
tion bypass process of each application may be kept sep-
arate so as to avoid interfering with the other activation
bypass processes.
[0037] Activation bypass message 240 may also in-
clude machine identifier 244, which may be formed from,
for example, machine attribute 222a-c as discussed
above in connection with FIG. 2A. For example, a ma-
chine attribute 222a-c may be hashed, encrypted and/or
the like to form machine identifier 244. Alternatively, ma-
chine identifier 244 may simply comprise machine at-
tribute 222a-c without further processing or change. Ac-
tivation bypass message 240 may further include times-
tamp 246. Timestamp 246 may be used to protect the
software from "replay" attacks and the like because the
hardware binding that is facilitated by machine identifier
244 is known to be current. Finally, activation bypass
message 240 may include authentication 248 that may
be carried out by, for example, a message authentication
code (MAC) or the like. Although not shown in FIG. 2B
for clarity, activation bypass message 240 may include
additional fields such as, for example, information relat-
ing to policy 216.
[0038] FIG. 2C is a block diagram of example binding
service message 250 that may be used in accordance
with an embodiment. Binding service message 250, like
activation bypass message 240 discussed above in con-
nection with FIG. 2B, contains software identifier 242,
machine identifier 244 (identifying the client), timestamp
246 (e.g., the timestamp used in activation bypass mes-
sage 240) and authentication 248. Authentication 248
may be carried out in the same manner as authentication
248 of activation bypass message 240, or may be carried
out in accordance with a different protocol. In addition,

binding service message 250 includes count 252, which
corresponds to the number of unique machine identifiers
listed within the queue of trust store 214, discussed above
in connection with FIG. 2A. Although not shown in FIG.
2C for clarity, binding service message 250 may include
further fields such as, for example, information relating
to policy 216.
[0039] FIG. 3 is a flowchart illustrating an example cli-
ent method of activating software in accordance with an
embodiment. It will be appreciated that method 300 may
be initiated and/or performed during setup or can be per-
formed at a later time (e.g., login). Method 300 may take
place with the aid of, for example, an unattended file. An
unattended file is a text file that is used in conjunction
with a software setup routine to bypass normal setup
prompts (to perform unattended installation). An unat-
tended file can, for example, enter a VLK automatically,
configure proxy settings and auto-activate the system on
behalf of the end user, either through the target machine’s
local area network (LAN), via the Internet, etc. Activation
bypass can also be performed after setup using com-
mand-line scripts.
[0040] At step 301, a client activation bypass message,
such as activation bypass message 240 discussed above
in connection with FIG. 2B, is generated by a client. The
client activation bypass message may be generated ei-
ther upon initial installation of the software, upon the client
determining that the current volume license for an al-
ready-installed software application is no longer valid or
the like. At step 302, the activation bypass message is
sent to a binding service machine. Step 302 may occur
immediately after step 301, or after a delay. For example,
if the client is a laptop computer that is currently discon-
nected from the network, the activation bypass message
may be generated when a user starts up the computer.
Once the user reconnects the client laptop computer to
the network, the activation bypass message may be sent
to the binding service machine. The timestamp discussed
above in connection with FIG. 2B may therefore corre-
spond to the time the activation bypass message was
generated or sent, for example. At step 303, a binding
service message, such as binding service message 250
discussed above in connection with FIG. 2C, is received
by the client machine. An example method that involves
the creation of a binding service message is discussed
below in connection with FIG. 4.
[0041] At step 305, after any necessary message au-
thentication processing, the count (such as count 252)
is extracted from the binding service message and com-
pared to a predetermined count associated with the cli-
ent’s copy of the software application. It will be appreci-
ated that the predetermined count may correspond to
policy 216 discussed above in connection with FIG. 2A.
At step 307, a determination is made as to whether the
received count is equal to or greater than the predeter-
mined count. It will be appreciated that the policy may
specify whether the predetermined count needs to be
matched or exceeded.
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[0042] If the received count is not equal to or greater
than the predetermined count, as appropriate, then at
step 309 method 300 ends. It will be appreciated that
activation bypass of the client software copy does not
occur because the binding service has not yet received
the minimum number of unique machine identifiers re-
quired by the software’s policy. A user may still be able
to use the software if, for example, the software includes
a "grace period" that allows use of the software without
activation bypass for a given period of time.
[0043] If the received count is equal to or greater than
the predetermined count, at step 311 the software allows
activation bypass using a bypass mark in cooperation
with a binding mechanism. This binding mechanism en-
sures that the activation bypass mark cannot be simply
copied and used on another machine. In an embodiment,
the binding mechanism is specific to each individual ma-
chine. In an embodiment, once step 311 has completed,
the client will no longer need to contact the binding serv-
ice machine for purposes of authenticating the software
application. In an alternate embodiment, method 300
may be repeated at set or variable intervals. For example,
if the machine identifiers contained in the trust store
queue may have a specified lifespan, after which the ma-
chine identifiers are deleted from the queue. In such an
embodiment, method 300 may be repeated at some in-
terval to keep the queue (and its corresponding count)
current.
[0044] It will be appreciated that when the software is
first installed, there will likely be no listed machines in the
queue of the trust store. For example, when the first client
attempts to perform activation bypass of its copy of the
software, the binding service will access the trust store
to determine whether the client is listed within the queue
contained therein. Because no clients have previously
attempted to perform activation bypass on their copy of
the software, no clients would be listed in the trust store
until the first client is added. If the predetermined count
has not been reached, a client machine may continue to
function in the grace period. Beyond the grace period,
the client machine may function in a reduced functionality
mode or the end user may request an extension from the
software vendor.
[0045] FIG. 4 is a flowchart illustrating example binding
service method 400 of performing activation bypass of
software in accordance with an embodiment. At step 401,
an activation bypass message, such as activation bypass
message 240 discussed above in connection with FIG.
2B, is received. After any appropriate message authen-
tication processing is completed, at step 403 the machine
identifier contained within the activation bypass message
is compared to any machine identifiers contained within
the queue of the binding service machine’s trust store to
see if the machine identifier is present within the queue.
If the machine identifier is already present, method 400
proceeds to step 407, to be discussed momentarily. Al-
ternatively, in an embodiment where timestamps are
used, prior to proceeding to step 407 the machine iden-

tifier stored in the list may be replaced with the just-re-
ceived machine identifier. In such a manner, the list will
contain the most-recently received machine identifier. If
the machine identifier is not already present, at step 405
the machine identifier is added to the queue. In some
instances, additional information may be stored in the
queue along with the machine identifier. For example, a
timestamp may be stored so as to avoid replay attacks
from a potential software pirate.
[0046] At step 407, the number of machine identifiers
in the queue are counted. It will be appreciated that be-
cause method 400 only places a machine identifier in the
queue if that machine identifier is not already present,
the queue holds unique machine identifiers (i.e., each
machine identifier is stored once, regardless of how many
times a particular client has sent an activation bypass
message). At step 409, a message that includes the
count is sent to the client that sent the activation bypass
message received in step 401. In an embodiment, a ma-
chine identifier may be deleted from the queue after a
predetermined time (not shown in FIG. 4). For example,
the software application’s policy may dictate that, rather
than enabling activation bypass of the software once, the
software should be periodically repeat the activation by-
pass process to ensure that the client is still part of the
customer network. Thus, by deleting machine identifiers
periodically, the count may fall below the number of ma-
chine identifiers required by the policy unless a sufficient
number of clients are still present in the network (and
sending activation bypass messages).
[0047] It will be appreciated that in such an embodi-
ment client machines should be configured to periodically
attempt to repeat the activation bypass process to ensure
that the machine identifier count remains sufficiently high.
In addition, if the client never attempts to repeat the ac-
tivation bypass process, the software could remain acti-
vated even if the machine identifier count fell below the
threshold.
[0048] It is noted that the foregoing examples have
been provided merely for the purpose of explanation and
are in no way to be construed as limiting of the present
invention. It is also noted that there are a variety of ways
of implementing the present invention, e.g., an appropri-
ate API, tool kit, driver code, dynamic linked library (DLL),
operating system, control, standalone or downloadable
software object, etc., that enables applications and serv-
ices to obtain licensing information according to the in-
vention. Embodiments of the invention contemplate the
use of the invention from the standpoint of an API (or
other software object), as well as from a software or hard-
ware object that communicates in connection with a VLK
licensing technique as described herein. Thus, various
implementations of the invention described herein may
have aspects that are wholly in hardware, partly in hard-
ware and partly in software, as well as in software.
[0049] As mentioned above, while example embodi-
ments have been described in connection with various
computing devices and network architectures, the under-
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lying concepts may be applied to any computing device
or system in which it is desirable to deter piracy. Thus,
the techniques for encoding/decoding data in accord-
ance with an embodiment may be applied to a variety of
applications and devices. For instance, the algorithm(s)
and hardware implementations of an embodiment may
be applied to the operating system of a computing device,
provided as a separate object on the device, as part of
another object, as a reusable control, as a downloadable
object from a server, as a "middle man" between a device
or object and the network, as a distributed object, as hard-
ware, in memory, a combination of any of the foregoing,
etc. While example programming languages, names and
examples are chosen herein as representative of various
choices, these languages, names and examples are not
intended to be limiting. With respect to embodiments re-
ferring to the use of a control for achieving the invention,
the invention is not limited to the provision of a .NET con-
trol, but rather should be thought of in the broader context
of any piece of software (and/ore hardware) that achieves
the piracy deterrent objectives in accordance with the
invention. One of ordinary skill in the art will appreciate
that there are numerous ways of providing object code
and nomenclature that achieves the same, similar or
equivalent functionality achieved by the various embod-
iments of the invention. An embodiment may be imple-
mented in connection with an on-line auction or bidding
site as well.
[0050] As mentioned, the various techniques de-
scribed herein may be implemented in connection with
hardware or software or, where appropriate, with a com-
bination of both. Thus, the methods and apparatus of
embodiments of the present invention, or certain aspects
or portions thereof, may take the form of program code
(i.e., instructions) embodied in tangible media, such as
floppy diskettes, CD-ROMs, hard drives, or any other ma-
chine-readable storage medium, wherein, when the pro-
gram code is loaded into and executed by a machine,
such as a computer, the machine becomes an apparatus
for practicing the invention. In the case of program code
execution on programmable computers, the computing
device will generally include a processor, a storage me-
dium readable by the processor (including volatile and
non-volatile memory and/or storage elements), at least
one input device, and at least one output device. One or
more programs that may utilize the piracy deterrent tech-
niques of the present invention, e.g., through the use of
a data processing API, reusable controls, or the like, are
preferably implemented in a high level procedural or ob-
ject oriented programming language to communicate
with a computer system. However, the program(s) can
be implemented in assembly or machine language, if de-
sired. In any case, the language may be a compiled or
interpreted language, and combined with hardware im-
plementations.
[0051] The methods and apparatus of embodiments
of the present invention may also be practiced via com-
munications embodied in the form of program code that

is transmitted over some transmission medium, such as
over electrical wiring or cabling, through fiber optics, or
via any other form of transmission, wherein, when the
program code is received and loaded into and executed
by a machine, such as an EPROM, a gate array, a pro-
grammable logic device (PLD), a client computer, a video
recorder or the like, or a receiving machine having the
signal processing capabilities as described in example
embodiments above becomes an apparatus for practic-
ing the invention. When implemented on a general-pur-
pose processor, the program code combines with the
processor to provide a unique apparatus that operates
to invoke the functionality of the present invention. Addi-
tionally, any storage techniques used in connection with
the present invention may invariably be a combination of
hardware and software.
[0052] While the present invention has been described
in connection with the preferred embodiments of the var-
ious figures, it is to be understood that other similar em-
bodiments may be used or modifications and additions
may be made to the described embodiment for perform-
ing the same function of the present invention without
deviating therefrom. For example, while example net-
work environments of the invention are described in the
context of a networked environment, such as a peer to
peer networked environment, one skilled in the art will
recognize that the present invention is not limited thereto,
and that the methods, as described in the present appli-
cation may apply to any computing device or environ-
ment, such as a gaming console, handheld computer,
portable computer, etc., whether wired or wireless, and
may be applied to any number of such computing devices
connected via a communications network, and interact-
ing across the network. Furthermore, it should be em-
phasized that a variety of computer platforms, including
handheld device operating systems and other application
specific operating systems are contemplated, especially
as the number of wireless networked devices continues
to proliferate. Still further, the present invention may be
implemented in or across a plurality of processing chips
or devices, and storage may similarly be effected across
a plurality of devices. Therefore, the present invention
should not be limited to any single embodiment, but rather
should be construed in breadth and scope in accordance
with the appended claims.

Claims

1. A computer-readable medium having computer-ex-
ecutable instructions for performing steps compris-
ing:

generating an activation bypass message (240),
wherein the activation bypass message (240)
comprises a machine identifier (244) and a soft-
ware identifier (242) associated with a software
application (230) that is to undergo activation
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bypass;
sending the activation bypass message (240) to
a binding service machine (210);
at the binding service machine, determining
whether the received client machine identifier is
among a list of machine identifiers;
if the received client machine identifier is not
among the list of machine identifiers, adding the
received client machine identifier to the list;
determining a number of machine identifiers
within the list; and
sending a binding service message, wherein the
binding service message comprises the number
of unique machine identifiers.
receiving from the binding service machine
(210) the binding service message (250);
comparing the number of machine identifiers
(252) to a predetermined count; and
if the number of machine identifiers (252) is
equal to or greater than the predetermined
count, allowing activation bypass for the soft-
ware application (230).

2. The computer-readable medium of claim 1, wherein
the activation bypass message (240) further com-
prises a timestamp (246) indicating the time at which
the activation bypass message (240) was generat-
ed.

3. The computer-readable medium of claim 1, wherein
the activation bypass message (240) is sent by way
of a computer network, and wherein the number of
machine identifiers (252) corresponds to a number
of machines present on the network that have sent
at least one activation bypass message (240) to the
binding service (212).

4. The computer-readable medium of claim 3, wherein
the activation bypass message (240) is sent when a
machine on which the activation of the software ap-
plication (230) is to be bypassed logs into the com-
puter network.

5. The computer-readable medium of claim 4, wherein
the machine identifier (244) is derived from a hard-
ware attribute of the machine on which the activation
of the software application (230) is to be bypassed.

6. The computer-readable medium of claim 1, wherein
the predetermined count is defined by a policy as-
sociated with the software application (230).

7. The computer-readable medium of claim 6, wherein
the activation bypass message (240) further com-
prises the policy.

8. The computer-readable medium of claim 6, wherein
the policy is stored as part of a signed extensible

rights markup language file that is associated with
the software application (230).

9. The computer-readable medium of claim 8, wherein
said generating and sending steps are repeated at
a predetermined interval.

10. The computer-readable medium of claim 1, wherein
the activation bypass message (240) further com-
prises a first message authentication code (240) and
the binding service message (250) further comprises
a second message authentication code (248), and
further comprising authenticating the binding service
message (240) using the second authentication
code (248).

11. The computer-readable medium of claim 1, further
comprising deleting the received client identifier
(244) from the list after a predetermined time.

12. The computer-readable medium of claim 1, wherein
each machine identifier in the list of machine identi-
fiers is represented as an entry comprising the ma-
chine identifier (244) and an associated timestamp
(246).

13. The computer-readable medium of claim 1, and fur-
ther comprising, if the received client machine iden-
tifier (244) is among the list of machine identifier en-
tries, updating or replacing the entry with an entry
corresponding to the machine identifier (244) asso-
ciated with the most recent timestamp (246).

14. A method of deterring piracy in a volume license en-
vironment, comprising:

generating an activation bypass message (240)
at a client machine, wherein the activation by-
pass message (240) comprises a machine iden-
tifier (244) and a software identifier (242) asso-
ciated with a software application (230) the ac-
tivation of which is to be bypassed;
sending the activation bypass message (240) to
a binding service machine (210);
determining, at the binding service machine
(210), whether the received client machine iden-
tifier (244) is among a list of machine identifiers;
if the received client machine identifier (244) is
not among the list of machine identifiers, adding,
at the binding service machine (210), the re-
ceived client machine identifier (244) to the list;
determining, at the binding service machine
(210), a number of machine identifiers within the
list;
sending a binding service message (250) to the
client machine, wherein the binding service
message (250) comprises the number of unique
machine identifiers;
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comparing, at the client machine (220), the
number of machine identifiers to a predeter-
mined count; and
if the number of machine identifiers is equal to
or greater than the predetermined count, allow-
ing activation bypass for the software applica-
tion (230).

15. The method of claim 14, further comprising deleting,
at the binding service machine (210), the received
client identifier (44) from the list after a predeter-
mined time and repeating, at the client machine
(220), said generating and sending steps at a pre-
determined interval.

16. The method of claim 14, wherein the activation by-
pass message (240) further comprises a first mes-
sage authentication code (248) and the binding serv-
ice message (250) further comprises a second mes-
sage authentication-code (248), and further com-
prising authenticating, at the binding service ma-
chine (210), the activation bypass message (240)
using the first authentication code (248), and authen-
ticating, at the client machine (220), the binding serv-
ice message (250) using the second authentication
code (248).

Patentansprüche

1. Computer-lesbares Medium mit von einem Compu-
ter ausführbaren Befehlen zur Durchführung von
Schritten, umfassend:

Erzeugen einer Aktivierungsumgehungsnach-
richt (240), wobei die Aktivierungsumgehungs-
nachricht (240) eine Maschinenkennung (244)
und eine Softwarekennung (242) umfasst, die
zu einer Softwareanwendung (230) gehört, die
einer Aktivierungsumgehung unterzogen wer-
den soll;
Senden der Aktivierungsumgehungsnachricht
(240) zu einer Bindedienstmaschine (210);
Ermitteln, in der Bindedienstmaschine, ob sich
die empfangene Client-Maschinenkennung in
einer Liste mit Maschinenkennungen befindet;
wenn sich die empfangene Client-Maschinen-
kennung nicht in der Liste mit Maschinenken-
nungen befindet, Hinzufügen der empfangenen
Client-Maschinenkennung zur Liste;
Ermitteln einer Anzahl von Maschinenkennun-
gen in der Liste; und
Senden einer Bindedienstnachricht, wobei die
Bindedienstnachricht die Anzahl von eindeuti-
gen Maschinenkennungen umfasst,
Empfangen, von der Bindedienstmaschine
(210), der Bindedienstnachricht (250);
Vergleichen der Anzahl von Maschinenkennun-

gen (252) mit einem vorabfestgelegten Zähler;
und
wenn die Anzahl von Maschinenkennungen
(252) gleich oder größer als der vorab festge-
legte Zähler ist, Zulassen einer Aktivierungsum-
gehung für die Softwareanwendung (230).

2. Computer-lesbares Medium nach Anspruch 1, wo-
bei die Aktivierungsumgehungsnachricht (240) fer-
ner einen Zeitstempel (246) umfasst, der den Zeit-
punkt angibt, zu dem die Aktivierungsumgehungs-
nachricht (240) erzeugt wurde.

3. Computer-lesbares Medium nach Anspruch 1, wo-
bei die Aktivierungsumgehungsnachricht (240) mit-
tels eines Computernetzwerks gesendet wird, wobei
die Anzahl von Maschinenkennungen (252) mit einer
Anzahl von in dem Netzwerk vorhandener Maschi-
nen, die mindestens eine Aktivierungsumgehungs-
nachricht (240) zum Bindedienst (212) gesendet ha-
ben, übereinstimmt.

4. Computer-lesbares Medium nach Anspruch 3, wo-
bei die Aktivierungsumgehungsnachricht (240) ge-
sendet wird, wenn sich eine Maschine, auf der die
Aktivierung der Softwareanwendung (230) umgan-
gen werden soll, in das Computernetzwerk einloggt.

5. Computer-lesbares Medium nach Anspruch 4, wo-
bei die Maschinenkennung (244) anhand eines
Hardwareattributs der Maschine, auf der die Aktivie-
rung der Softwareanwendung (230) umgangen wer-
den soll, hergeleitet ist.

6. Computer-lesbares Medium nach Anspruch 1, wo-
bei der vorab festgelegte Zähler durch eine zur Soft-
wareanwendung (230) gehörende Richtlinie defi-
niert ist.

7. Computer-lesbares Medium nach Anspruch 6, wo-
bei die Aktivierungsumgehungsnachricht (240) fer-
ner die Richtlinie umfasst.

8. Computer-lesbares Medium nach Anspruch 6, wo-
bei die Richtlinie als Teil einer signierten Extensible
Rights Markeup Language-Datei gespeichert ist, die
zur Softwareanwendung (230) gehört.

9. Computer-lesbares Medium nach Anspruch 8, wo-
bei die Erzeugungs- und Sendeschritte in einem vor-
ab festgelegten Intervall wiederholt werden.

10. Computer-lesbares Medium nach Anspruch 1, wo-
bei die Aktivierungsumgehungsnachricht (240) fer-
ner einen ersten Nachrichtenauthentifizierungscode
(240) umfasst und die Bindedienstnachricht (250)
ferner einen zweiten Nachrichtenauthentifizierungs-
code (248) umfasst, und ferner umfassend Authen-
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tifizieren der Bindedienstnachricht (240) unter Ver-
wendung des zweiten Authentifizierungscodes
(248).

11. Computer-lesbares Medium nach Anspruch 1, fer-
ner umfassend Löschen der empfangenen Client-
Kennung (242) aus der Liste nach einer vorab fest-
gelegten Zeit.

12. Computer-lesbares Medium nach Anspruch 1, wo-
bei jede Maschinenkennung in der Liste mit Maschi-
nenkennungen als ein Eintrag, der die Maschinen-
kennung (244) und einen zugehörigen Zeitstempel
(246) umfasst, repräsentiert ist.

13. Computer-lesbares Medium nach Anspruch 1, und
ferner umfassend, wenn sich die empfangene Cli-
ent-Maschinenkennung (242) in der Liste mit Ma-
schinenkennungseinträgen befindet, Aktualisieren
oder Ersetzen des Eintrags durch einen Eintrag, der
der Maschinenkennung (244) entspricht, die zum
jüngsten Zeitstempel (246) gehört.

14. Verfahren zum Abhalten von Piraterie in einer Volu-
menlizenzumgebung, umfassend:

Erzeugen einer Aktivierungsumgehungsnach-
richt (240) in einer Client-Maschine, wobei die
Aktivierungsumgehungsnachricht (240) eine
Maschinenkennung (244) und eine Softwareer-
kennung (242) umfasst, die zu einer Software-
anwendung (230) gehört, deren Aktivierung um-
gangen werden soll;
Senden der Aktivierungsumgehungsnachricht
(240) zu einer Bindedienstmaschine (210);
Ermitteln, in der Bindedienstmaschine (210), ob
sich die empfangene Client-Maschinenkennung
(244) in einer Liste mit Maschinenkennungen
befindet;
wenn sich die empfangene Client-Maschinen-
kennung (244) nicht in der Liste mit Maschinen-
kennungen befindet, Hinzufügen, in der Binde-
dienstmaschine (210), der empfangenen Client-
Maschinenkennung (244) zur Liste;
Ermitteln, in der Bindedienstmaschine (210), ei-
ner Anzahl von Maschinenkennungen in der Lis-
te;
Senden einer Bindedienstnachricht (250) zur
Client-Maschine, wobei die Bindedienstnach-
richt (250) die Anzahl von eindeutigen Maschi-
nenkennungen umfasst;
Vergleichen, in der Client-Maschine (220), der
Anzahl von Maschinenkennungen mit einem
vorab festgelegten Zähler; und
wenn die Anzahl von Maschinenkennungen
gleich oder größer als der vorabfestgelegte Zäh-
ler ist, Zulassen einer Aktivierungsumgehung
für die Softwareanwendung (230).

15. Verfahren nach Anspruch 14, ferner umfassend Lö-
schen, in der Bindedienstmaschine (210), der emp-
fangenen Client-Kennung (244) aus der Liste nach
einer vorab festgelegten Zeit und Wiederholen, in
der Client-Maschine (220), der Erzeugungs- und
Sendeschritte in einem vorab festgelegten Intervall.

16. Verfahren nach Anspruch 14, wobei die Aktivie-
rungsumgehungsnachricht (240) ferner einen ersten
Nachrichtenauthentifizierungscode (248) umfasst
und die Bindedienstnachricht (250) ferner einen
zweiten Nachrichtenauthentifizierungscode (248)
umfasst, und ferner umfassend Authentifizieren, in
der Bindedienstmaschine (210) der Aktivierungsum-
gehungsnachricht (240), unter Verwendung des ers-
ten Authentifizierungscodes (248), und Authentifi-
zieren, in der Client-Maschine (220), der Binde-
dienstnachricht (250) unter Verwendung des zwei-
ten Authentifizierungscodes (248).

Revendications

1. Support pouvant être lu par un ordinateur compor-
tant des instructions exécutables par un ordinateur
pour effectuer les étapes comprenant :

la génération d’un message de contournement
d’activation (240), dans lequel le message de
contournement d’activation (240) comprend un
identifiant de machine (244) et un identifiant de
logiciel (242) associé à une application logicielle
(230) qui doit subir un contournement
d’activation ;
l’envoi du message de contournement d’activa-
tion (240) à une machine de service de lien
(210) ;
au niveau de la machine de service de lien, la
détermination si l’identifiant de machine client
reçu est dans une liste d’identifiants de
machine ;
si l’identifiant de machine client reçu n’est pas
dans la liste d’identifiants de machine, l’ajout de
l’identifiant de machine client reçu à la liste ;
la détermination d’un nombre d’identifiants de
machine dans la liste ; et
l’envoi d’un message de service de lien, dans
lequel le message de service de lien comprend
le nombre d’identifiants de machine uniques ;
la réception, de la machine de service de lien
(210), du message de service de lien (250) ;
la comparaison du nombre d’identifiants de ma-
chine (252) à un compte prédéterminé ; et
si le nombre d’identifiants de machine (252) est
supérieur ou égal au compte prédéterminé,
l’autorisation du contournement d’activation
pour l’application logicielle (230) .
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2. Support pouvant être lu par un ordinateur selon la
revendication 1, dans lequel le message de contour-
nement d’activation (240) comprend en outre un ho-
rodatage (246) indiquant l’instant auquel le message
de contournement d’activation (240) a été généré.

3. Support pouvant être lu par un ordinateur selon la
revendication 1, dans lequel le message de contour-
nement d’activation (240) est envoyé au moyen d’un
réseau informatique, et dans lequel le nombre
d’identifiants de machine (252) correspond à un
nombre de machines présentes sur le réseau qui ont
envoyé au moins un message de contournement
d’activation (240) au service de lien (212).

4. Support pouvant être lu par un ordinateur selon la
revendication 3, dans lequel le message de contour-
nement d’activation (240) est envoyé lorsqu’une ma-
chine sur laquelle l’activation de l’application logiciel-
le (230) doit être contournée s’enregistre dans le ré-
seau informatique.

5. Support pouvant être lu par un ordinateur selon la
revendication 4, dans lequel l’identifiant de machine
(244) est déduit d’un attribut matériel de la machine
sur laquelle l’activation de l’application logicielle
(230) doit être contournée.

6. Support pouvant être lu par un ordinateur selon la
revendication 1, dans lequel le compte prédéterminé
est défini par une politique associée à l’application
logicielle (230).

7. Support pouvant être lu par un ordinateur selon la
revendication 6, dans lequel le message de contour-
nement d’activation (240) comprend en outre la po-
litique.

8. Support pouvant être lu par un ordinateur selon la
revendication 6, dans lequel la politique est mémo-
risée en tant que partie d’un fichier en langage de
balisage de droits extensibles signés qui est associé
à l’application logicielle (230) .

9. Support pouvant être lu par un ordinateur selon la
revendication 8, dans lequel lesdites étapes de gé-
nération et d’envoi sont répétées à un intervalle pré-
déterminé.

10. Support pouvant être lu par un ordinateur selon la
revendication 1, dans lequel le message de contour-
nement d’activation (240) comprend en outre un pre-
mier code d’authentification de message (240) et le
message de service de lien (250) comprend en outre
un deuxième code d’authentification de message
(248), et comprenant en outre l’authentification du
message de service de lien (240) en utilisant le
deuxième code d’authentification (248).

11. Support pouvant être lu par un ordinateur selon la
revendication 1, comprenant en outre l’effacement
de l’identifiant de client (244) reçu de la liste après
un temps prédéterminé.

12. Support pouvant être lu par un ordinateur selon la
revendication 1, dans lequel chaque identifiant de
machine dans la liste d’identifiants de machine est
représenté par une entrée comprenant l’identifiant
de machine (244) et un horodatage (246) associé.

13. Support pouvant être lu par un ordinateur selon la
revendication 1, et comprenant en outre, si l’identi-
fiant de machine client (244) reçu est dans la liste
d’entrées d’identifiants de machine, la mise à jour
ou le remplacement de l’entrée avec une entrée cor-
respondant à l’identifiant de machine (244) associé
à l’horodatage (246) le plus récent.

14. Procédé de dissuasion de piratage dans un environ-
nement de licence en volume, comprenant :

la génération d’un message de contournement
d’activation (240) au niveau d’une machine
client, dans lequel le message de contourne-
ment d’activation (240) comprend un identifiant
de machine (244) et un identifiant de logiciel
(242) associé à une application logicielle (230)
dont l’activation doit être contournée ;
l’envoi du message de contournement d’activa-
tion (240) à une machine de service de lien
(210) ;
la détermination, au niveau de la machine de
service de lien (210), si l’identifiant de machine
client (244) reçu est dans une liste d’identifiants
de machine ;
si l’identifiant de machine client (244) reçu n’est
pas dans la liste d’identifiants de machine,
l’ajout, au niveau de la machine de service de
lien (210), de l’identifiant de machine client (244)
reçu à la liste ;
la détermination, au niveau de la machine de
service de lien (210), d’un nombre d’identifiants
de machine dans la liste ;
l’envoi d’un message de service de lien (250) à
la machine client, dans lequel le message de
service de lien (250) comprend le nombre
d’identifiants de machine uniques ;
la comparaison, au niveau de la machine client
(220), du nombre d’identifiants de machine à un
compte prédéterminé ; et
si le nombre d’identifiants de machine est supé-
rieur ou égal au compte prédéterminé, l’autori-
sation du contournement d’activation pour l’ap-
plication logicielle (230).

15. Procédé selon la revendication 14, comprenant en
outre l’effacement, au niveau de la machine de ser-
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vice de lien (210), de l’identifiant de client reçu (44)
de la liste après un temps prédéterminé et la répé-
tition, au niveau de la machine client (220), desdites
étapes de génération et d’envoi à un intervalle pré-
déterminé.

16. Procédé selon la revendication 14, dans lequel le
message de contournement d’activation (240) com-
prend en outre un premier code d’authentification de
message (248) et le message de service de lien
(250) comprend en outre un deuxième code
d’authentification de message (248), et comprenant
en outre l’authentification, au niveau de la machine
de service de lien (210), du message de contourne-
ment d’activation (240) en utilisant le premier code
d’authentification (248), et l’authentification, au ni-
veau de la machine client (220), du message de ser-
vice de lien (250) en utilisant le deuxième code
d’authentification (248).
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