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(54) BULK CONFIGURATION OF DEVICES BEHIND A NETWORK ADDRESS TRANSLATION 
DEVICE

(57) A network management system may discover a
plurality of network devices behind a network address
translation device, such as a firewall. The network man-
agement system may receive a model of N network de-
vices, generate a bulk activation configuration for the N
network devices and commit the bulk activation config-
uration on a seed network device. The network manage-
ment system may receive a request for a first connection
from a first neighboring network device and may connect
to the first neighboring network device. The first neigh-
boring network device may have received the bulk acti-
vation configuration from the seed device. The network
management system may determine whether the first
neighboring network device is one of the N network de-
vices and commit a second activation configuration on
the first neighboring network device if it is one of the N
network devices. A plurality of neighboring network de-
vice may be configured in this fashion.
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Description

TECHNICAL FIELD

[0001] This disclosure relates to computer networks,
and more particularly, to discovering and configuring net-
work devices.

BACKGROUND

[0002] A computer network is a collection of intercon-
nected computing devices that may exchange data and
share resources. A variety of devices operate to facilitate
communication between the computing devices. For ex-
ample, a computer network may include routers, switch-
es, gateways, firewalls, and a variety of other devices to
provide and facilitate network communication.
[0003] These network devices typically include mech-
anisms, such as management interfaces, for locally or
remotely configuring the devices. By interacting with the
management interface, an administrator may perform
configuration tasks as well as perform operational com-
mands to collect and view operational data of the man-
aged devices. For example, the administrator may con-
figure interface cards of the device, adjust parameters
for supported network protocols, specify physical com-
ponents within the device, modify routing information
maintained by a router, access software modules and
other resources residing on the device, and perform other
configuration tasks. In addition, the administrator may
allow a user to view current operating parameters, sys-
tem logs, information related to network connectivity, net-
work activity or other status information from the devices
as well as view and react to event information received
from the devices.
[0004] Network configuration services may be per-
formed by multiple distinct devices, such as routers with
service cards and/or dedicated service devices. Such
services include connectivity services such as Layer
Three Virtual Private Network (L3VPN), Virtual Private
Local Area Network Service (VPLS), and Peer to Peer
(P2P) services. Other services include network configu-
ration services, such as Dotlq VLAN Service. Network
management systems may support these services such
that an administrator may easily create and manage
these high-level network configuration services. In cus-
tomer deployments, there may be thousands to millions
of connectivity services. When the services are changed,
the network management system typically deploys con-
figuration services in the network via transactions. In
some cases, there may be concurrent changes across
the devices, as multiple administrators may modify the
services in parallel.
[0005] Network management systems typically have
an ability to discover devices in its network an automat-
ically add them, for example, as a device object, for fur-
ther management, such as pushing a configuration. For
example, a user may specify a range of IP addresses or

a subnet and specify credentials, such as through simple
network management protocol (SNMP). The network
management system may then sweep through the list of
IP addresses and add all the reachable devices for further
management.

SUMMARY

[0006] Particular aspects are set out in the appended
independent claims. Various optional embodiments are
set out in the dependent claims.
[0007] In general, this disclosure describes techniques
for managing network devices. A network management
system may discover network devices behind a network
address translation device, such as a firewall, and con-
figure the discovered network devices.
[0008] In one example, a method includes receiving,
at a network management system, a model of N network
devices; generating, at the network management sys-
tem, a bulk activation configuration for any of the N net-
work devices; committing, by the network management
system, the bulk activation configuration on a seed net-
work device of the N network devices; receiving, at the
network management system, a request for a first con-
nection from a first neighboring network device of the N
network devices, the first neighboring network device
neighboring the seed network device and having the bulk
activation configuration; connecting, at the network man-
agement system, with the first neighboring network de-
vice through the first connection; determining, by the net-
work management system, based on the model of N net-
work devices, whether the first neighboring network de-
vice is one of the N network devices; if the first neighbor-
ing network device is one of the N network devices, gen-
erating a second activation configuration unique to the
first neighboring network device; and replacing the bulk
activation configuration with the second activation con-
figuration on the first neighboring network device.
[0009] In another example, a system includes memory
and one or more processors coupled to the memory, the
one or more processors being configured to: receive a
model of N network devices; generate a bulk activation
configuration for any of the N network devices; commit
the bulk activation configuration on a seed device of the
N network devices; receive a request for a first connection
from a first neighboring network device of the N network
devices, the first neighboring network device neighboring
the seed network device and having the bulk activation
configuration; connect with the first neighboring network
device through the first connection; determine, based on
the model of N network devices, whether the first neigh-
boring network device is one of the N network devices;
if the first neighboring network device is one of the N
network devices, generate a second activation configu-
ration unique to the first neighboring network device; and
replace the bulk activation configuration with the second
activation configuration on the first neighboring network
device.
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[0010] In another example, a computer readable me-
dium includes instructions that when executed by one or
more processors cause the one or more processors to:
receive a model of N network devices; generate a bulk
activation configuration for any of the N network devices;
commit the bulk activation configuration on a seed device
of the N network devices; receive a request for a first
connection from a first neighboring network device of the
N network devices, the first neighboring network device
neighboring the seed network device and having the bulk
activation configuration; connect with the first neighbor-
ing network device through the first connection; deter-
mine, based on the model of N network devices, whether
the first neighboring network device is one of the N net-
work devices; if the first neighboring network device is
one of the N network devices, generate a second activa-
tion configuration unique to the first neighboring network
device; and replace the bulk activation configuration with
the second activation configuration on the first neighbor-
ing network device.
[0011] The details of one or more examples are set
forth in the accompanying drawings and the description
below. Other features, objects, and advantages will be
apparent from the description and drawings, and from
the claims.

BRIEF DESCRIPTION OF DRAWINGS

[0012]

FIG. 1 is a block diagram illustrating an example in-
cluding devices of an enterprise network that may
be managed using a network management system
according to the techniques of this disclosure.
FIG. 2 is a block diagram illustrating an example set
of components for the network management system
of FIG. 1.
FIG. 3 is a block diagram illustrating an example net-
work device according to techniques of this disclo-
sure.
FIG. 4 is a flow diagram illustrating further techniques
of this disclosure.

DETAILED DESCRIPTION

[0013] When devices that an administrator may want
to add to a network management system are behind a
NAT device (relative to the network management sys-
tem), such as a firewall, the network management system
may not be able to sweep through a range of IP addresses
or a subnet because network management system may
not have access to the private IP addresses of the net-
work devices behind the firewall and thereby may not be
able to add them for further management. In this exam-
ple, an administrator may have to manually add each of
the network devices behind the firewall to the network
management system. For example, an administrator
could model a network device on the network manage-

ment system. The network management system could
generate an activation configuration for the network de-
vice. The administrator could then manually commit the
activation configuration on the network device. The net-
work management system could then wait for an out-
bound ssh connection from the network device. This
process could be repeated to add each network device
behind the NAT device. If the number of network devices
behind the firewall is large, adding each of the network
devices manually may be a time-consuming and tedious
task. The techniques of this disclosure enable a network
management system to add network devices behind a
NAT device without requiring an administer to manually
add all of the network devices behind the NAT device
onto the network management system.
[0014] FIG. 1 is a block diagram illustrating an example
including devices of an enterprise network 2 that may be
managed using a network management system 10. Man-
aged devices 14A-14G (collectively, "network devices
14") of enterprise network 2 include network devices in-
terconnected via communication links to form a commu-
nication topology in order to exchange resources and
information. Network devices 14 may include, for exam-
ple, routers, switches, gateways, bridges, hubs, servers,
firewalls or other intrusion detection systems (IDS) or in-
trusion prevention systems (IDP), computing devices,
computing terminals, printers, other network devices, or
a combination of such devices. While described in this
disclosure as transmitting, conveying, or otherwise sup-
porting packets, enterprise network 2 may transmit data
according to any other discrete data unit defined by any
other protocol, such as a cell defined by the Asynchro-
nous Transfer Mode (ATM) protocol, or a datagram de-
fined by the User Datagram Protocol (UDP). Communi-
cation links interconnecting network devices 14, network
management system 10 and NAT device 16 may be
physical links (e.g., optical, copper, and the like), wire-
less, or any combination thereof.
[0015] Enterprise network 2 is shown coupled to public
network 18 (e.g., the Internet) via a communication link.
Public network 18 may include, for example, one or more
administrator computing devices. Public network 18 may
provide access to web servers, application servers, pub-
lic databases, media servers, end-user devices, and oth-
er types of network resource devices and content.
[0016] Network management system 10 is communi-
catively coupled to network devices 14 via enterprise net-
work 2 through NAT device 16. In some examples, NAT
device 6 may be a firewall device. Network management
system 10, in some examples, forms part of a device
management system, although only one device of the
device management system is illustrated for purpose of
example in FIG. 1. In the example of FIG. 1, network
management system 10 is not connected directly to any
of the network devices 14.
[0017] Once network devices 14 are deployed and ac-
tivated, administrators 12 may use network management
system 10 (or multiple such network management sys-
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tems) to manage the network devices using a device
management protocol provided the administrators 12
add the network devices to network management system
10. As mentioned above, network management system
10 may not have access to the private IP addresses of
network devices 14.
[0018] One example device protocol is the Simple Net-
work Management Protocol (SNMP) that allows network
management system 10 to traverse and modify manage-
ment information bases (MIBs) that store configuration
data within each of managed network devices 14. Further
details of the SNMP protocol may be found in Harrington
et al., RFC 3411, "An Architecture for Describing Simple
Network Management Protocol (SNMP) Management
Frameworks," Network Working Group, the Internet
Componentering Task Force draft, December 2002,
available at http://tools.ietf.org/html/rfc3411, the entire
contents of which are incorporated herein by reference.
[0019] In common practice, network management sys-
tem 10 and network devices 14 are centrally maintained
by an IT group of the enterprise. Administrators 12 inter-
act with network management system 10 to remotely
monitor and configure network devices 14. For example,
administrators 12 may receive alerts from network man-
agement system 10 regarding any of network devices
14, view configuration data of network devices 14, modify
the configurations data of network devices 14, add new
network devices to enterprise network 2, remove existing
network devices from enterprise network 2, or otherwise
manipulate the enterprise network 2 and network devices
therein. Although described with respect to an enterprise
network, the techniques of this disclosure are applicable
to other network types, public and private, including
LANs, VLANs, VPNs, and the like.
[0020] In some examples, administrators 12 use net-
work management system 10 or a local workstation to
interact with network devices 14, e.g., through telnet, se-
cure shell (ssh), or other such communication sessions.
That is, network devices 14 generally provide interfaces
for interaction, such as command line interfaces (CLIs),
web-based interfaces, graphical user interfaces (GUIs),
or the like, by which a user may interact with the devices
to issue text-based commands. For example, these in-
terfaces typically allow a user to interact with the device,
e.g., through a telnet, ssh, hypertext transfer protocol
(HTTP), or other network session, to enter text in accord-
ance with a defined syntax to submit commands to the
managed device. In some examples, the user initiates
an ssh session over link 15 with one of network devices
14, e.g., device 14F, using network management system
10, to configure device 14F. In this manner, a user may
provide commands in a format for execution to network
devices 14.
[0021] Further, administrators 12 may also create
scripts that may be submitted by network management
system 10 to any or all of network devices 14. For exam-
ple, in addition to a CLI interface, network devices 14
also provide interfaces for receiving scripts that specify

the commands in accordance with a scripting language.
In a sense, the scripts may be output by network man-
agement system 10 to automatically invoke correspond-
ing remote procedure calls (RPCs) on the managed net-
work devices 14. The scripts may conform to, e.g., ex-
tensible markup language (XML) or another data descrip-
tion language.
[0022] Administrators 12 uses network management
system 10 to configure network devices 14 to specify
certain operational characteristics that further the objec-
tives of administrators 12. For example, administrators
12 may specify for a device, device 14C for example, a
particular operational policy regarding security, device
accessibility, traffic componentering, quality of service
(QoS), network address translation (NAT), packet filter-
ing, packet forwarding, rate limiting, or other policies. Net-
work management system 10 uses one or more network
management protocols designed for management of
configuration data within managed network devices 14,
such as the SNMP protocol or the Network Configuration
Protocol (NETCONF) protocol or a derivative thereof to
perform the configuration. In general, NETCONF pro-
vides mechanisms for configuring network devices and
uses an Extensible Markup Language (XML)-based data
encoding for configuration data, which may include policy
data. NETCONF is described in Enns, "NETCONF Con-
figuration Protocol," Network Working Group, RFC 4741,
Dec. 2006, available at tools.ietf.org/html/rfc4741. Net-
work management system 10 may establish NETCONF
sessions with one or more of network devices 14.
[0023] In general, network management system 10
maintains working drafts of candidate configurations to
be applied to network devices 14, prior to committing
configuration changes to network devices 14, e.g., in a
private data store. Network management system devices
that support a private data store persist private copies of
data in the private data store separately, until the private
copy is committed to a database. Data change requests
in one draft need to be checked for conflicts with other
drafts and persist the changes. This occurs in the busi-
ness layer and conflicts detection does not occur in real
time. Examples of techniques for detection of conflicts
across multiple proposed changes to configuration data
is discussed in greater detail in Chandrasekhar et al.,
"PROCESSING MULTIPLE PARALLEL HIGH LEVEL
CONFIGURATION CHANGES FOR MANAGED NET-
WORK DEVICES," U.S. Patent No. 10,374,886, issued
on Aug. 6, 2019, the entire contents of which are hereby
incorporated by reference.
[0024] In the example of FIG. 1, network devices 14A-
G are behind NAT device 16 with respect to network man-
agement system 10. In this example, network manage-
ment system 10 may also manage other network devices
(not shown) that are not behind a NAT device 16 with
respect to network management system 10. For exam-
ple, network management system 10 may manage net-
work devices in network 8.With a configuration like the
example of FIG. 1, typically network devices 14A-G
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would have to be manually added on to network man-
agement system 10 as network management system 10
may not have access to the private IP addresses of net-
work devices 14A-G.
[0025] While network management system 10 may
have access to the IP addresses of network devices not
behind a NAT device, network management system 10
may not have access to the private IP addresses of net-
work devices 14. As such, it may be desirable to enable
network management system 10 to add and configure
network devices 14 without administrators 12 having to
manually add each network device 14 into network man-
agement system 10. For example, an administrator may
model N number of devices of network devices 14 and
commit an activation configuration on a seed device. The
seed device may commit the activation configuration to
other network devices 14 and those network devices 14
may establish an outbound ssh connection with network
management system 10. Network management system
10 may then configure the network devices 14.
[0026] According to the techniques of this disclosure,
a network management system, e.g. network manage-
ment system 10, may create a bulk activation configura-
tion which may be committed to a number (N) of network
devices and network management system 10 may utilize
this bulk activation configuration to discover and config-
ure N network devices within a network such as network
2.
[0027] According to techniques of this disclosure, net-
work management system 10 may discover and config-
ure network devices 14 behind NAT device 16. For ex-
ample, an administrator 12 may model a number (N) of
network devices on network management system 10. N
may be any integer number and N represents a maximum
number of network devices that may be configured using
the bulk activation configuration. The limit of N may be
selected for security purposes, so as to not permit count-
less network devices from being connected to network
management system 10. Network management system
10 may generate the bulk activation configuration. The
administrator 12 may select a seed network device, such
as network device 14A, and manually commit the bulk
activation configuration on seed network device 14A. Al-
ternatively, network management system 10 may commit
the bulk activation configuration on seed network device
14A, for example, through the use of a script.
[0028] Seed network device 14A may negotiate with a
neighboring network device, such as network device
14B. During negotiation, seed network device 14A may
automatically commit the bulk activation configuration on
first neighboring network device 14B. Seed network de-
vice 14A may push the bulk activation configuration to
first neighboring network device 14B through an LLDP-
based configuration auto-commit, thereby automatically
committing the bulk activation configuration on first
neighboring network device 14B. For example, first
neighboring network device 14B may have Data Center
Bridging Capability Exchange (DCBX) protocol enabled

on an interface (not shown in FIG. 1) to which first neigh-
boring network device 14B is connected to seed network
device 14A. There may be an "activation configuration"
type-length-value (TLV), e.g., a vendor-specific attribute,
within the DCBX that enables seed network device 14A
to push an activation configuration onto first neighboring
network device 14B.
[0029] A neighboring network device that neighbors
seed network device 14A (e.g., network device 14B) may
request a first connection with network management sys-
tem 10. In some examples, the neighboring network de-
vice need not be an immediate neighbor of seed network
device 14A. A first connection may be established be-
tween network management system 10 and first neigh-
boring network device 14B. In some examples network
management system 10 may establish the first connec-
tion. In other examples, the first neighboring network de-
vice 14B may establish the first connection. In some ex-
amples, the first connection between the network man-
agement system 10 and first neighboring network device
14B may be a secure shell (ssh) connection.
[0030] During the first connection, network manage-
ment system 10 may determine whether first neighboring
network device 14B is one of the N network devices. For
example, network management system 10 may deter-
mine if the number of bulk activation configurations net-
work management system 10 has already handled has
reached N. For example, network management system
10 may keep a count of how many bulk activation con-
figurations it has already performed and store the count
in memory. If the number of bulk activation configurations
network management system 10 has already handled
has reached N, network management system 10 may
determine that first neighboring network device 14B is
not one of the N network devices. If the number of bulk
activation configurations network management system
10 has already handled has not reached N, network man-
agement system 10 may determine that first neighboring
network device 14B may be one of the N network devices.
[0031] Additional security measures may include the
use of a device ID and/or a secret or key associated with
the bulk activation configuration. Network management
system 10 may receive from first neighboring network
device 14B a device identification (ID) that may be indic-
ative of neighboring network device 14B being one of the
N number of network devices that were modeled. In other
words, the device ID may be unique to the bulk activation
configuration, but not unique to any network device with
the bulk activation configuration. Each network device
having the bulk activation configuration may have the
same device ID that identifies it as having the bulk acti-
vation configuration.
[0032] Network management system 10 may compare
the device ID received from first neighboring network de-
vice 14B to a device ID stored in memory on network
management system 10 that is associated with the bulk
activation configuration. Based on the received device
ID matching the stored device ID, network management
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system may determine that first neighboring network de-
vice 14B is one of the N network devices. In some ex-
amples, the device ID may be an alphanumeric identifier,
such as 39f5bb9f-be78-4097-b725. In other examples,
the device ID may be a Boolean flag.
[0033] In some examples, network management sys-
tem 10 may also receive from network device 14B net-
work device a secret or key. In such a case, network
management system 10 may also compare the secret
received from first neighboring network device 14B to a
secret stored in memory on network management sys-
tem 10 that is associated with the bulk activation config-
uration. Based on the received device ID and the received
secret matching the stored device ID and secret, network
management system 10 may determine that neighboring
network device is one of the N network devices. In some
examples, the secret may be a mix of alphanumeric and
special characters such as
$9$z7HqFCtB1hlvWQFKMX7Vb5Qz. Network manage-
ment system may then automatically model first neigh-
boring network device 14B and automatically create a
second activation configuration for first neighboring net-
work device 14B and replace the existing bulk activation
configuration on first neighboring network device 14B
with the second activation configuration. The second ac-
tivation configuration may be unique for first neighboring
network device 14B.
[0034] In some examples, after first neighboring net-
work device 14B is configured with the bulk activation
configuration, but before first neighboring network device
14B is configured with the second activation configura-
tion, first neighboring network device 14B may negotiate
with a second neighboring network device, such as net-
work device 14C. During negotiation, first neighboring
network device 14B may automatically commit the bulk
activation configuration on second neighboring network
device 14C in a similar manner to the way seed network
device 14A automatically committed the bulk activation
configuration on first neighboring network device 14B.
Second neighboring network device 14C may then re-
quest to connect with network management system 10
and network management system 10 may determine if
second neighboring network device 14C is one of the N
network devices and continue the process as network
management system did with first neighboring network
device 14B. The automatic commits may propagate
throughout network 2 by network devices pushing the
bulk activation configuration to other network devices.
[0035] In this fashion, the techniques of this disclosure
enable bulk discovery of up to N devices behind a NAT
device, such as NAT device 16, without requiring time
consuming and tedious manual modeling and configura-
tion of each device behind the NAT device. As mentioned
above, network management system 10 may not have
access to the private IP addresses of network devices
behind a NAT device and therefore may not be able to
sweep through an IP address list to discover network
devices behind a NAT device. These techniques of this

disclosure may enable network operators to save costs
as well as fewer administrator resources may be needed.
[0036] FIG. 2 is a block diagram illustrating an example
set of components for network management system 10
of FIG. 1. In this example, network management system
10 includes control unit 22, network interface 34, and
user interface 36. Network interface 34 represents an
example interface that may communicatively couple a
network device (not shown) to an external device, e.g.,
one of network devices 14A-14G of FIG. 1. Network in-
terface 34 may represent a wireless and/or wired inter-
face, e.g., an Ethernet interface or a wireless radio con-
figured to communicate according to a wireless standard,
such as one or more of the IEEE 802.11 wireless net-
working protocols (such as 802.11 a/b/g/n or other such
wireless protocols). Network management system 10
may include multiple network interfaces in various exam-
ples, although only one network interface is illustrated
for purposes of example.
[0037] Control unit 22 represents any combination of
hardware, software, and/or firmware for implementing
the functionality attributed to control unit 22 and its con-
stituent modules and devices. When control unit 22 in-
cludes software or firmware, control unit 22 further in-
cludes any necessary hardware for storing and executing
the software or firmware, such as one or more processors
or processing units. In general, a processing unit may
include one or more microprocessors, digital signal proc-
essors (DSPs), application specific integrated circuits
(ASICs), field programmable gate arrays (FPGAs), or any
other equivalent integrated or discrete logic circuitry, as
well as any combinations of such components. Further-
more, a processing unit is generally implemented using
fixed and/or programmable logic circuitry.
[0038] User interface 36 represents one or more inter-
faces by which a user, such as administrators 12 (FIG.
1), interacts with network management system 10, e.g.,
to provide input and receive output. For example, user
interface 36 may represent one or more of a monitor,
keyboard, mouse, touchscreen, touchpad, trackpad,
speakers, camera, microphone, or the like. Furthermore,
although in this example network management system
10 includes a user interface, administrators 12 need not
directly interact with network management system 10,
but instead may access network management system
10 remotely, e.g., via network interface 34.
[0039] In this example, control unit 22 includes user
interface module 38, network interface module 32, and
management module 24. Control unit 22 executes user
interface module 38 to receive input from and/or provide
output to user interface 36. Control unit 22 also executes
network interface module 32 to send and receive data
(e.g., packets) via network interface 34. User interface
module 38, network interface module 32, and manage-
ment module 24 may again be implemented as respec-
tive hardware units, or in software or firmware, or a com-
bination thereof.
[0040] Functionality of control unit 22 may be imple-
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mented as one or more processing units in fixed or pro-
grammable digital logic circuitry. Such digital logic cir-
cuitry may include one or more microprocessors, digital
signal processors (DSPs), application specific integrated
circuits (ASICs), field programmable gate arrays (FP-
GAs), or any other equivalent integrated or discrete logic
circuitry, as well as any combination of such components.
When implemented as programmable logic circuitry, con-
trol unit 22 may further include one or more computer
readable storage media storing hardware or firmware in-
structions to be executed by processing unit(s) of control
unit 22.
[0041] Control unit 22 executes management module
24 to manage various network devices, e.g., network de-
vices 14A-14G of FIG. 1. Management includes, for ex-
ample, configuring the network devices according to in-
structions received from a user (e.g., administrators 12
of FIG. 1) and providing the user with the ability to submit
instructions via user interface 36 to configure the network
devices. In some examples, management model 24 is a
software process such as a management daemon or
management application. In this example, management
module 24 further includes configuration module 26.
[0042] For example, control unit 22 may create a bulk
activation configuration for up to N devices, commit the
bulk activation configuration on a seed device through
network interface 34, receive requests to connect from
other network devices through network interface 34, de-
termine whether the other network devices are within the
N network devices, based on the other network devices
being within the N network devices, automatically model
and generate a unique activation configuration for each
separate network device within the N network devices
(each of the activation configurations being different from
each other) and commit, through network interface 34,
the unique activation configurations on the network de-
vices within the N network devices.
[0043] Management module 24 is configured to re-
ceive configuration instructions for a set of managed net-
work devices from a user via user interface 36, such as
administrators 12. One such example is the bulk activa-
tion configuration described above. Over time, the user
may update the configuration instructions, e.g., to add
new services, remove existing services, or modify exist-
ing services performed by the managed devices.
[0044] Network management system 10 also includes
configuration database 40. Configuration database 40
generally includes information describing managed net-
work devices, e.g., network devices 14. For example,
configuration database 40 may include information indi-
cating device identifiers (such as MAC and/or IP address-
es), device type, device vendor, devices species (e.g.,
router, switch, bridge, hub, etc.), or the like. Configuration
database 40 also stores current configuration information
for the managed devices (e.g., network devices 14). In
the example where network management system 10 is
network management system 10, configuration database
40 may contain a record 28 indicative of the bulk activa-

tion configuration. Network management system 10 may
also store an indication of the value of N. As discussed
above N may be any integer number and is configurable
by an administrator 12 through user interface 36. Record
28 may contain a representation of the bulk activation
configuration. Record 28 may contain the device ID
and/or secret associated with the bulk activation config-
uration.
[0045] Although user interface 36 is described for as
allowing administrators 12 (FIG. 1) to interact with net-
work management system 10, other interfaces may be
used in other examples. For example, network manage-
ment system 10 may include a representational state
transfer (REST) administrator (not shown) that may act
as an interface to another device, by which administrators
12 may configure network management system 10. Like-
wise, administrators 12 may configure network devices
14 by interacting with network management system 10
through the REST administrator.
[0046] FIG. 3 is a block diagram of an example network
device 400. Network device 400 may be any of network
devices 14A-14G. In the illustrated example of FIG. 3,
network device 400 includes a control unit 452 with a
routing component 454 that provides control plane func-
tionality for the network device and a forwarding compo-
nent 456 that provides forwarding or data plane function-
ality for the network device to send and receive traffic by
a set of interface cards 484A-484N ("IFCs 484") that typ-
ically have one or more physical network interface ports.
Control unit 452 may include one or more daemons (not
shown) that comprise user-level processes that run net-
work management software execute routing protocols to
communicate with peer routers or switches, maintain and
update one or more routing tables in routing component
454, and create one or more forwarding tables for instal-
lation in forwarding component 456, among other func-
tions. Although illustrated for purposes of example as
having routing functionality, in some examples, network
device 400 may be a switch or other network device that
does not include routing functionality, and various com-
ponents of network device 400, such as routing compo-
nent 454, are optional and may be omitted in some ex-
amples.
[0047] Control unit 452 may also include management
interface 469. Management interface 469 may be used
to interface with network management system 10. For
example, management interface 469 may utilize a ver-
sion of SNMP or NETCONF (not shown) to communicate
with network management system 10.
[0048] Forwarding component 456 performs packet
switching and forwarding of incoming data packets for
transmission over a network. As shown in FIG. 3, for-
warding component 456 includes a forwarding informa-
tion base (FIB) 480 that stores forwarding data structures
associating network destinations with next hops and out-
going interfaces. Although not shown in FIG. 3, forward-
ing component 456 may comprise a central processing
unit (CPU), memory and one or more programmable

11 12 



EP 3 817 341 A1

8

5

10

15

20

25

30

35

40

45

50

55

packet-forwarding application-specific integrated circuits
(ASICs).
[0049] Routing component 454 includes various pro-
tocols 466 that perform routing functions for network de-
vice 400. In the illustrated example of FIG. 3, routing com-
ponent 454 includes BGP 470 and IGP 472 as routing
protocols used to exchange routing information with other
routing devices in a network in order to discover the net-
work topology and update a routing information base
(RIB) 474. In the examples described in this disclosure,
IGP 472 may be a link-state routing protocol such as
open shortest path first (OSPF) or intermediate system-
intermedia system (IS-IS).
[0050] RIB 474 may describe the topology of the net-
work in which network device 400 resides, and may also
describe various routes within the network and the ap-
propriate next hops for each route, i.e., the neighboring
routing devices along each of the routes. Routing com-
ponent 454 analyzes the information stored in RIB 474
to generate forwarding information. Routing component
454 then installs forwarding data structures into FIB 480
within forwarding component 456. FIB 480 associates
network destinations with specific next hops and corre-
sponding interface ports within the forwarding plane. LIB
476 maintains mappings of next hop labels to the next
hops for each route within the network from RIB 474.
[0051] As discussed above with respect to FIG. 2, a
network device 400, such as first neighboring network
device 14B, may have DCBX 473 enabled. DCBX 473
may be a DCBX protocol extended to support sending
messages that include an activation configuration TLV
that enable activation configurations to be pushed onto
network device 400, in accordance with the techniques
of this disclosure. Network device 400 also contains
LLDP 468 as one of its protocols 466.
[0052] Data Center Bridging Capabilities Exchange
Protocol (DCBX) is a discovery and capability exchange
protocol that is used for conveying capabilities and con-
figuration of the above features between neighbors to
ensure consistent configuration across the network.
DCBX leverages functionality provided by IEEE 802.1AB
(LLDP). DCBX is included in the 802.1az standard.
[0053] For example, where network device 400 acts
as a seed network device such as seed network device
14A, network device 400 may receive a bulk activation
configuration from network management system 10
through management interface 469. Network manage-
ment system 10 may configure network device 400 with
the bulk activation configuration. Network device 400
may then negotiate with a neighboring network device,
such as network device 14B. During negotiations, net-
work device 400 may send a message containing an ac-
tivation configuration TLV to neighboring network device
14B. In some examples, the message containing activa-
tion configuration TLV may be a DCBX message in ac-
cordance with a DCBX protocol extended to support the
activation configuration TLV. The activation configuration
TLV may include a request to configure neighboring net-

work device 14B. The activation configuration TLV may
also include information regarding the bulk activation
configuration sufficient to enable the configuration of
neighboring network device 14B with the bulk activation
configuration. For example, the activation configuration
TLV may include the device ID and the secret associated
with the bulk activation configuration. The activation con-
figuration TLV may also include information that identifies
network management system 10, such as network man-
agement system 10’s IP address.
[0054] In the case where network device 400 acts as
a neighboring network device, such as neighboring net-
work device 14B, network device 400 may receive the
message containing the activation configuration TLV
from seed network device 14A. Network device 400 may
be configured to, in response to receiving the message
containing the activation configuration TLV, use DCBX
protocol of 473 to extract the information from the acti-
vation configuration TLV and automatically configure it-
self (network device 400 acting as neighboring network
device 14B) using the bulk activation configuration spec-
ified by the activation configuration TLV. In other exam-
ples, network device 400 may send a message to seed
network device 14A permitting seed network device 14A
to configure network device 400 and seed network device
14A may configure network device 400 with the bulk ac-
tivation configuration. Network device 400 acting as a
neighboring network device may store information relat-
ing to the bulk activation configuration in memory (not
shown).
[0055] Network device 400, acting as neighboring net-
work device 14B, may attempt to connect to network
management system 10 through management interface
469 using, for example, the identifying information pro-
vided in the activation configuration TLV, through for ex-
ample an outbound ssh connection. Network manage-
ment system 10 may then determine whether network
device 400 is one of the N network devices, automatically
model network device 400, and generate a new and
unique activation configuration and commit the new and
unique activation configuration on network device 400.
[0056] This process may continue with seed network
device 14A and neighboring network device 14B nego-
tiating with other network devices and providing the other
network devices with the activation configuration TLV,
until the lower of all network devices having the capability
of being configured in this fashion or N network devices
are configured. In this manner, the techniques of this dis-
closure enable bulk discovery of up to N devices behind
a NAT device, such as NAT device 16, without requiring
time consuming and tedious manual configuration of
each device behind the NAT device.
[0057] FIG. 4 is a flow diagram of a method of network
management illustrating techniques of this disclosure.
Network management system 10 may receive a model
of a number (N) devices (42) and the identification of
seed network device 14A. Network management system
10 may receive the model of N devices and the identifi-
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cation of seed network device 14A from an administrator
12 through user interface 36, for example. N may be any
integer number and N represents a maximum number of
network devices that may be configured using the bulk
activation configuration.
[0058] Network management system 10 may generate
the bulk activation configuration and may store informa-
tion associated with the bulk activation configuration in
record 28 in configuration database 40 (44). Record 28
may contain a representation of the bulk activation con-
figuration or may contain information relating to the bulk
activation configuration, such as the device ID and the
secret discussed above. Network management system
10 may then commit the bulk activation configuration on
seed network device 14A (46). For example, network
management system may connect to seed network de-
vice 14A through network interface 34. The commitment
may be performed manually by an administrator 12
through user interface 36 of network management sys-
tem 10, for example. In other examples, network man-
agement system 10 may commit the bulk activation
through a script.
[0059] Network management system 10 may receive
a request for a first connection from a first neighboring
network device 14B that neighbors seed network device
14A (48). In some examples, the neighboring network
device need not be an immediate neighbor of seed device
14A. The first connection may be made between network
management system 10 and first neighboring network
device 14B (50). In some examples network manage-
ment system 10 may establish the first connection. In
other examples, the first neighboring network device 14B
may establish the first connection.
[0060] Network management system 10 may deter-
mine if first neighboring network device 14B is one of the
N network devices (52). For example, network manage-
ment system 10 may determine if the number of bulk
activation configurations network management system
10 has already handled has reached N. For example,
network management system 10 may keep a count of
the number of bulk activation configurations network
management system 10 has performed and store the
count in memory, such as in record 28. If the number of
bulk activation configurations network management sys-
tem 10 has already handled has reached N, network
management system 10 may determine that first neigh-
boring network device 14B is not one of the N network
devices. If the number of bulk activation configurations
network management system 10 has already handled
has not reached N, network management system 10 may
determine that first neighboring network device 14B may
be one of the N network devices.
[0061] Network management system 10 may also re-
ceive from network device 14B a device identification (ID)
that is indicative of first neighboring network device 14B
being one of the N number of network devices that were
modeled. Network management system 10 may com-
pare the device ID received from first neighboring net-

work device 14B to the device ID stored in record 28 on
network management system 10 that is associated with
the bulk activation configuration. Based on the received
device ID matching the stored device ID, network man-
agement system 10 may determine that first neighboring
network device 14B is one of the N network devices.
Based on the received device ID not matching the stored
device ID, network management system 10 may deter-
mine that neighboring network device is not one of the
N network devices.
[0062] In some examples, network management sys-
tem 10 may also receive from first neighboring network
device 14B network device a secret or key. In such a
case, network management system may compare device
ID and the secret received from the first neighboring net-
work device 14B to the device ID and a secret stored in
record 28 in network management system 10. Based on
the received device ID and the received secret matching
the stored device ID and secret, network management
system 10 may determine that first neighboring network
device 14B is one of the N network devices. Based on
either the received device ID not matching the stored
device ID or the received secret not matching the stored
secret, network management system 10 may determine
that neighboring network device is not one of the N net-
work devices.
[0063] If network management system 10 determines
that first neighboring network device 14B is not one of
the N network devices (the "NO" path in FIG. 5), network
management system 10 may terminate the first connec-
tion (54). If network management system 10 determines
that first neighboring network device 14B is one of the N
network devices (the "YES path in FIG. 5) network man-
agement system 10 may automatically model first neigh-
boring network device 14B and generate a new, in this
case a second, activation configuration (56). Network
management system 10 may then replace the bulk acti-
vation configuration on first neighboring network device
14B with the second activation configuration (58). The
second activation configuration may be a unique config-
uration for first neighboring network device 14B.
[0064] The automatic commits may propagate
throughout network 2 by network devices pushing the
bulk activation configuration to other network devices.
Thus, network management system 10 may receive fur-
ther request to connect from other network devices (48)
and network management system 10 may repeat the
process of boxes (48) through (58) until the first of all the
discoverable network devices are discovered or until N
network devices are discovered.
[0065] For example, network management system
may receive a request for a second connection from sec-
ond neighboring network device 14C that neighbors seed
first neighboring network device 14B (48). In some ex-
amples, the neighboring network device need not be an
immediate neighbor of first neighboring network device
14B. The second connection may be made between net-
work management system 10 and second neighboring
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network device 14C (50). In some examples network
management system 10 may establish the second con-
nection. In other examples, second neighboring network
device 14C may establish the second connection.
[0066] Network management system 10 may deter-
mine if second neighboring network device 14C is one
of the N network devices (52) in the manner discussed
above with respect to first neighboring network device
14B. For example, network management system 10 may
determine if the number of bulk activation configurations
network management system 10 has already handled
has reached N.
[0067] If network management system 10 determines
that second neighboring network device 14C is not one
of the N network devices (the "NO" path in FIG. 5), net-
work management system 10 may terminate the second
connection (54). If network management system 10 de-
termines that second neighboring network device 14C is
one of the N network devices (the "YES path in FIG. 5)
network management system 10 may automatically
model second neighboring network device 14C and gen-
erate a new, in this case a third, activation configuration
(56). Network management system 10 may then replace
the bulk activation configuration on second neighboring
network device 14C with the third activation configuration
(58). The third activation configuration may be a unique
configuration for second neighboring network device
14C. In this manner, network management system 10
may automatically discover network devices behind a
NAT device, such as a firewall, without having to have
an administrator manually add each network device onto
network management system 10.
[0068] The techniques described in this disclosure
may be implemented, at least in part, in hardware, soft-
ware, firmware or any combination thereof. For example,
various aspects of the described techniques may be im-
plemented within one or more processors, including one
or more microprocessors, digital signal processors
(DSPs), application specific integrated circuits (ASICs),
field programmable gate arrays (FPGAs), or any other
equivalent integrated or discrete logic circuitry, as well
as any combination of such components. The term "proc-
essor" or "processing circuitry" may generally refer to any
of the foregoing logic circuitry, alone or in combination
with other logic circuitry, or any other equivalent circuitry.
A control unit comprising hardware may also perform one
or more of the techniques of this disclosure.
[0069] Such hardware, software, and firmware may be
implemented within the same device or within separate
devices to support the various operations and functions
described in this disclosure. In addition, any of the de-
scribed units, modules or components may be imple-
mented together or separately as discrete but interoper-
able logic devices. Depiction of different features as mod-
ules or units is intended to highlight different functional
aspects and does not necessarily imply that such mod-
ules or units must be realized by separate hardware or
software components. Rather, functionality associated

with one or more modules or units may be performed by
separate hardware or software components, or integrat-
ed within common or separate hardware or software
components.
[0070] The techniques described in this disclosure
may also be embodied or encoded in, or otherwise con-
veyed by, a computer-readable medium, such as a com-
puter-readable storage medium, containing instructions.
Instructions embedded or encoded in a computer-read-
able medium may cause a programmable processor, or
other processor, to perform the method, e.g., when the
instructions are executed. Computer-readable media
may include non-transitory computer-readable storage
media and transient communication media (such as
transmission signals and carrier waves). Computer read-
able storage media, which is tangible and non-transitory,
may include random access memory (RAM), read only
memory (ROM), programmable read only memory
(PROM), erasable programmable read only memory
(EPROM), electronically erasable programmable read
only memory (EEPROM), flash memory, a hard disk, a
CD-ROM, a floppy disk, a cassette, magnetic media, op-
tical media, or other computer-readable storage media.
It should be understood that the term "computer-readable
storage media" refers to physical storage media, and not
signals, carrier waves, or other transient media.
[0071] Therefore, from one perspective, there has
been described a network management system that can
discover a plurality of network devices behind a network
address translation device, such as a firewall. The net-
work management system may receive a model of N net-
work devices, generate a bulk activation configuration
for the N network devices and commit the bulk activation
configuration on a seed network device. The network
management system may receive a request for a first
connection from a first neighboring network device and
may connect to the first neighboring network device. The
first neighboring network device may have received the
bulk activation configuration from the seed device. The
network management system may determine whether
the first neighboring network device is one of the N net-
work devices and commit a second activation configura-
tion on the first neighboring network device if it is one of
the N network devices. A plurality of neighboring network
device may be configured in this fashion.
[0072] Various examples have been described. These
and other examples are within the scope of the following
claims.

Claims

1. A system comprising:

memory; and
one or more processors coupled to the memory,
the one or more processors being configured to:
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receive a model of N network devices;
generate a bulk activation configuration for
any of the N network devices;
commit the bulk activation configuration on
a seed device of the N network devices;
receive a request for a first connection from
a first neighboring network device of the N
network devices, the first neighboring net-
work device neighboring the seed network
device and having the bulk activation con-
figuration;

connect with the first neighboring network de-
vice through the first connection;

determine, based on the model of N network
devices, whether the first neighboring net-
work device is one of the N network devices;
if the first neighboring network device is one
of the N network devices, generate a sec-
ond activation configuration unique to the
first neighboring network device; and
replace the bulk activation configuration
with the second activation configuration on
the first neighboring network device.

2. The system of claim 1, wherein the first neighboring
network device received the bulk activation config-
uration from the seed network device through LLDP.

3. The system of claim 2, wherein the first neighboring
network device received the bulk activation config-
uration from the seed network device through a Data
Center Bridging Capability Exchange protocol
(DCBX) extension to LLDP.

4. The system of claim 3, wherein the seed network
device committed the bulk activation configuration
on the first neighboring network device by sending
a DCBX message that includes an activation config-
uration type-length-value (TLV).

5. The system of any of claims 1-4, wherein the one or
more processors are further configured to:

receive a request for a second connection from
a second neighboring network device of the N
network devices;
connect with the second neighboring network
device through the second connection;
determine, based on the model of N network de-
vices, whether the second neighboring network
device is one of the N network devices;
if the second neighboring network device is one
of the N network devices, generate a third acti-
vation configuration unique to the second neigh-
boring network device; and
replace the bulk activation configuration with the

third activation configuration on the second
neighboring network device.

6. The system of any of claims 1-5, wherein the one or
more processors determine whether the first neigh-
boring network device is one of the N devices based
at least in part upon comparing N to a count of the
number of network devices on which the network
management system has replaced the bulk activa-
tion configuration with a unique activation configu-
ration.

7. The system of any of claims 1-6, wherein the bulk
activation configuration comprises a device ID and
the one or more processors determine whether the
first neighboring network device is one of the N de-
vices based at least in part upon comparing a re-
ceived device ID provided by the first neighboring
network device to the device ID.

8. The system of claim 7, wherein the device ID is not
unique to any of the N devices.

9. The system of any of claims 1-8, wherein the bulk
activation configuration comprises a secret and the
one or more processors determine whether the first
neighboring network device is one of the N devices
based at least in part upon comparing a received
secret provided by the first neighboring network de-
vice to the secret.

10. The system of any of claims 1-9, wherein the first
connection comprises a secure shell (ssh) connec-
tion.

11. A method comprising:

receiving, at a network management system, a
model of N network devices;
generating, at the network management sys-
tem, a bulk activation configuration for any of
the N network devices;
committing, by the network management sys-
tem, the bulk activation configuration on a seed
network device of the N network devices;
receiving, at the network management system,
a request for a first connection from a first neigh-
boring network device of the N network devices,
the first neighboring network device neighboring
the seed network device and having the bulk
activation configuration;
connecting, at the network management sys-
tem, with the first neighboring network device
through the first connection;
determining, by the network management sys-
tem, based on the model of N network devices,
whether the first neighboring network device is
one of the N network devices;
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if the first neighboring network device is one of
the N network devices, generating a second ac-
tivation configuration unique to the first neigh-
boring network device; and
replacing the bulk activation configuration with
the second activation configuration on the first
neighboring network device.

12. The method of claim 11, wherein the first neighboring
network device received the bulk activation config-
uration from the seed network device through LLDP.

13. The method of claim 12, wherein the first neighboring
network device received the bulk activation config-
uration from the seed network device through a Data
Center Bridging Capability Exchange protocol
(DCBX) extension to LLDP.

14. The method of claim 13, wherein the seed network
device committed the bulk activation configuration
on the first neighboring network device by sending
a DCBX message that includes an activation config-
uration type-length-value (TLV).

15. A computer readable medium conveying instructions
that when executed by one or more processors
cause the one or more processors to become con-
figured to:

receive a model of N network devices;
generate a bulk activation configuration for any
of the N network devices;
commit the bulk activation configuration on a
seed device of the N network devices;
receive a request for a first connection from a
first neighboring network device of the N network
devices, the first neighboring network device
neighboring the seed network device and having
the bulk activation configuration;
connect with the first neighboring network de-
vice through the first connection;
determine, based on the model of N network de-
vices, whether the first neighboring network de-
vice is one of the N network devices;
if the first neighboring network device is one of
the N network devices, generate a second acti-
vation configuration unique to the first neighbor-
ing network device; and
replace the bulk activation configuration with the
second activation configuration on the first
neighboring network device.
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