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(54) SWITCH IDENTIFICATION METHOD AND SWITCH IDENTIFICATION PROGRAM

(57) A switch identification method implemented by
a computer (40) includes sending a first packet (29) to a
first virtual switch (24) emulating a first physical switch
(4), and identifying a second virtual switch (28) that is an
allocation destination to which the first virtual switch (24)
allocates the first packet(29) (S26), and referring to a
storage unit (45) that stores a switch correspondence

information (Gs) that associates a second physical switch
(8) that is an allocation destination of the first physical
switch (4) with the second virtual switch (28), and iden-
tifying the second physical switch (8) that is the allocation
destination to which the first physical switch (4) allocates
a second packet (9) emulated by the first packet (29).
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Description

FIELD

[0001] A certain aspect of embodiments described
herein relates to a switch identification method and a
switch identification program.

BACKGROUND

[0002] As the virtualization technology has developed,
cloud services for providing services using virtual ma-
chines operated by physical servers in a data center are
becoming popular. An example of a network that con-
nects those virtual machines to one another is a virtual
extensible local area network (VXLAN). A VXLAN is a
tunneling protocol for constructing a logical L2 (Layer 2)
network in a L3 (Layer 3) network, and a large-scale net-
work can be constructed with 24-bit VXLAN IDs in a data
center.
[0003] An example of a network topology in the VLAN
is a leaf-spine topology. In the leaf-spine topology, phys-
ical switches called leaf switches are connected to each
virtual machine. The leaf switches are connected to one
another by physical switches called spine switches. The
leaf-spine topology is a two-layer topology that includes
an overlay network between the leaf switches and the
respective virtual machines, and an underlay network be-
tween the spine switches and the leaf switches. In this
topology, a virtual machine can be added more easily
than in a three-layer topology.
[0004] Further, an example of a routing method for
scattering the load on a switch in the VXLAN is ECMP
(Equal Cost Multi Path). In ECMP, a leaf switch transfers
a packet to a spine switch of the next hop, in accordance
with a hash table that associates the hash values of ses-
sions with next hops.
[0005] A cloud service adopting such a VXLAN and
ECMP might investigate the site of a failure in the net-
work, in a case where the quality of communication be-
tween virtual machines is poor. However, in a case where
the hash table of the leaf switches is not open to the
public, the spine switch of the next hop cannot be iden-
tified, and it is not possible to know in which part of the
network the investigation target packet is to flow. Note
that the techniques related to the present disclosure is
also disclosed in Japanese Patent Application Laid-Open
No. 2017-38239.

SUMMARY

[0006] The present invention is made in view of those
circumstances, and an object thereof is to identify a
switch through which a packet passes.
[0007] According to an aspect of the embodiments,
there is provided a switch identification method imple-
mented by a computer, the switch identification method
including: sending a first packet to a first virtual switch

emulating a first physical switch, and identifying a second
virtual switch that is an allocation destination to which
the first virtual switch allocates the first packet; and re-
ferring to a storage unit that stores a switch correspond-
ence information that associates a second physical
switch that is an allocation destination of the first physical
switch with the second virtual switch, and identifying the
second physical switch that is the allocation destination
to which the first physical switch allocates a second pack-
et emulated by the first packet.

BRIEF DESCRIPTION OF DRAWINGS

[0008]

FIG. 1 is a network configuration diagram used in
studies.
FIG. 2 is a schematic diagram for explaining an al-
location process according to ECMP
FIG. 3 is a schematic diagram illustrating a method
for identifying the paths of VXLAN packets.
FIG. 4 is a schematic diagram illustrating another
method for identifying the paths of VXLAN packets.
FIG. 5 is a system configuration diagram of a system
according to an embodiment.
FIG. 6 is a schematic diagram of an actual environ-
ment and an emulation environment in this embod-
iment.
FIG. 7A is a schematic diagram of a hash table of
physical leaf switches in an actual environment ac-
cording to this embodiment.
FIG. 7B is a schematic diagram of a hash table of
virtual leaf switches in an emulation environment ac-
cording to this embodiment.
FIG. 8 is a schematic diagram illustrating the prop-
erties of a hash table according to ECMP
FIG. 9 is a schematic diagram illustrating the outline
of a switch identification method according to this
embodiment.
FIG. 10 is a functional configuration diagram of a
switch identification apparatus according to this em-
bodiment.
FIG. 11 is a schematic diagram of Syslog information
according to this embodiment.
FIG. 12 is a schematic diagram of network topology
information according to this embodiment.
FIG. 13 is a schematic diagram of network setting
information according to this embodiment.
FIG. 14 is a schematic diagram of network interface
information according to this embodiment.
FIG. 15 is a schematic diagram of routing table in-
formation according to this embodiment.
FIG. 16 is a schematic diagram of MAC table infor-
mation according to this embodiment.
FIG. 17 is a schematic diagram of first session cor-
respondence information according to this embodi-
ment.
FIG. 18 is a schematic diagram of second session
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correspondence information according to this em-
bodiment.
FIG. 19 is a schematic diagram illustrating a method
by which a third generation unit according to this em-
bodiment generates switch correspondence infor-
mation.
FIG. 20 is a functional configuration diagram of an
emulation apparatus according to this embodiment.
FIG. 21 is a flowchart of a method for generating
switch correspondence information according to this
embodiment.
FIG. 22 is a flowchart of a switch identification meth-
od according to this embodiment.
FIG. 23 is a schematic diagram of session informa-
tion according to this embodiment.
FIG. 24 is a schematic diagram of identification result
information according to this embodiment.
FIG. 25 is a diagram illustrating an example display
on a display unit in this embodiment.
FIG. 26 is a hardware configuration diagram of a
switch identification apparatus according to this em-
bodiment.
FIG. 27 is a hardware configuration diagram of an
emulation apparatus according to this embodiment.

DESCRIPTION OF EMBODIMENTS

[0009] Prior to the description of this embodiment, the
facts examined by the present inventor are explained.
[0010] FIG. 1 is a network configuration diagram used
in the examination.
[0011] This network 1 is a VXLAN that has a leaf-spine
topology connecting the respective physical servers 2 in
a data center DC, and is divided into an overlay network
NWover and an underlay network NWunder.
[0012] Of these networks, the overlay network NWover
is a network between each physical server 2 and physical
leaf switches 4. In each physical server 2, virtual ma-
chines 5 and a virtual switch 7 are active. The physical
leaf switches 4 are connected to the virtual machines 5
via the virtual switches 7.
[0013] Meanwhile, the underlay network NWunder is a
network between the physical leaf switches 4 and phys-
ical spine switches 8.
[0014] Hereinafter, the physical leaf switches 4 will be
distinguished from one another by the names "Leaf 1" to
"Leaf 3". The physical spine switches 8 will also be dis-
tinguished from one another by the names "Spine 1" and
"Spine 2". Further, the virtual machines 5 will be distin-
guished from one another by the names "VM1" to "VM6" .
[0015] With such a data center DC, a cloud service
using the virtual machines 5 can be provided. Also, in
this example, the physical leaf switches 4 determine the
physical spine switches 8 as the allocation destinations
of VXLAN packets 9 in accordance with ECMP in the
manner described below.
[0016] FIG. 2 is a schematic diagram for explaining an
allocation process to be performed by the physical leaf

switch 4 of "Leaf 1" according to ECMP
[0017] First, the physical leaf switch 4 acquires a ses-
sion 9a of the VXLAN packet 9 (P1). The session 9a is
information defined by 5-tuple information: the protocol,
the destination internet protocol (IP) address, the sender
IP address, the destination port number, and the sender
port number. Note that, the protocol, the destination IP
address, and the sender IP address can be acquired from
the IP packet of the VXLAN packet 9. Meanwhile, the
destination port number and the sender port number can
be acquired from the user datagram protocol (UDP) seg-
ment of the VXLAN packet 9.
[0018] Next, the physical leaf switch 4 calculates a
hash value from the session 9a, using the hash calcula-
tion algorithm of ECMP (P2). The physical leaf switch 4
further refers to a hash table 10 stored in a storage unit
in the device, to identify the IP address of the next hop
corresponding to the hash value (P3).
[0019] The physical leaf switch 4 then allocates the
VXLAN packet 9 to the identified next hop (P4).
[0020] A case where the manager of the network 1 has
received an inquiry about poor communication quality of
the virtual machine 5 from a user of a cloud service is
now discussed. In that case, the manager investigates
at which portion in the physical leaf switches 4 and the
physical spine switches 8 the failure has occurred.
[0021] If the manager can check the contents of the
hash tables 10 of the physical leaf switches 4, the man-
ager can identify the physical spine switch 8 of the next
hop corresponding to the hash value. Accordingly, the
manager can identify the physical spine switch 8 that is
the allocation destination of the VXLAN packet 9 trans-
mitted from the virtual machine 5 of the user. With this
being a clue, the manager can identify the portion at
which the failure has occurred in the network 1.
[0022] However, in a case where the manufacturer of
the physical leaf switches 4 has not made the contents
of the hash tables 10 open to the public, the manager is
unable to identify the next hop corresponding to the hash
value of the VXLAN packet 9. Therefore, the manager
fails to identify the physical spine switch 8 through which
the VXLAN packet 9 passes, and becomes unable to
investigate at which portion in the network 1 the failure
has occurred.
[0023] To solve this, the path of the VXLAN packet 9
may be identified in the manner described below.
[0024] FIG. 3 is a schematic diagram illustrating a
method for identifying the paths of the VXLAN packets 9.
[0025] According to this method, a packet capture de-
vice 12 is connected to all the paths between the physical
leaf switches 4 and the physical spine switches 8. The
packet capture device 12 captures the VXLAN packet 9,
so that the path of the VXLAN packet 9 can be identified.
[0026] However, this increases the cost for connecting
the packet capture device 12 to all the paths between
the physical leaf switches 4 and the physical spine switch-
es 8. Furthermore, the network 1 needs to be suspended
to connect the packet capture device 12 to the network
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1. This will lower the availability of cloud services using
the data center DC.
[0027] Alternatively, the path of the VXLAN packet 9
may be identified in the manner described below.
[0028] FIG. 4 is a schematic diagram illustrating an-
other method for identifying the paths of the VXLAN pack-
ets 9.
[0029] According to this method, packet investigation
tools 8a included in the physical spine switches 8 are
used to identify the paths of the VXLAN packets 9. The
packet investigation tool 8a is a tool that outputs header
information about the VXLAN packet 9 including the des-
ignated session 9a (see FIG. 2), when the VXLAN packet
9 flows in the physical spine switch 8. The manager then
checks the header information. By doing so, the manager
can check which path in the network the VXLAN packet
9 passes through.
[0030] However, this execution of the packet investi-
gation tool 8a increases the load on the physical spine
switch 8, resulting in a problem such as an increase in
network latency.

(Embodiment)

[0031] Next, the system configuration of a system ac-
cording to this embodiment is described.
[0032] FIG. 5 is a system configuration diagram of a
system according to this embodiment. In FIG. 5, the same
components as those described with reference to FIG. 1
are denoted by the same reference numerals as those
used in FIG. 1, and explanation of them will not be re-
peated below.
[0033] This system 20 is a system for identifying the
physical spine switches 8 as the allocation destinations
of the physical leaf switches 4 in a network 1, and includes
a switch identification apparatus 40 and an emulation
apparatus 80.
[0034] In this system 20, the network 1 is a VXLAN
having a leaf-spine topology, like the one in FIG. 1. Al-
though the connections between the physical leaf switch-
es 4 and the physical spine switches 8 are not shown to
prevent complication in the illustration in FIG. 5, the net-
work 1 has the same leaf-spine topology as that shown
in FIG. 1.
[0035] Meanwhile, the switch identification apparatus
40 is a physical server that identifies the physical spine
switches 8 of the allocation destinations of the physical
leaf switches 4. The switch identification apparatus 40 is
connected to the physical leaf switches 4 and the physical
spine switches 8 in the network 1 via a management net-
work 90 such as a local area network (LAN).
[0036] The emulation apparatus 80 is a physical server
that constructs an emulation environment that emulates
the network 1, and is connected to the switch identifica-
tion apparatus 40 via the management network 90.
[0037] In this embodiment, the emulation environment
constructed by the emulation apparatus 80 is used to
identify the path in which a VXLAN packet flows in the

network 1 of the actual environment.
[0038] FIG. 6 is a schematic diagram for explaining an
actual environment and an emulation environment.
[0039] As shown in FIG. 6, the network 1 in an actual
environment 21 has the same physical configuration and
logical configuration as those explained with reference
to FIG. 1, and includes the physical leaf switches 4 and
the physical spine switches 8.
[0040] Each of the physical leaf switches 4 is an ex-
ample of the first physical switch, and each of the physical
spine switches 8 is an example of the second physical
switch. The VXLAN packet 9 flowing in the network 1 of
the actual environment 21 is an example of the second
packet.
[0041] Meanwhile, the emulation environment 22 is an
environment the emulation apparatus 80 has constructed
in terms of software in the apparatus, and includes a vir-
tual network 27. The virtual network 27 is a network that
emulates the network in which the investigation target
packets flow in the network 1 in the actual environment
21.
[0042] A case where the transfer path of the VXLAN
packet 9 the virtual machine 5 of "VM1" has transmitted
to the virtual machine of "VM5" is to be investigated is
now discussed. In this case, the emulation apparatus 80
constructs the virtual network 27 including the respective
virtual machines of the sender and the destination of the
VXLAN packet 9, and all the switches through which the
VXLAN packet 9 may flow.
[0043] In this example, the emulation apparatus 80
places two pseudo virtual machines 23 that emulate the
respective virtual machines 5 of "VM1" and "VM5" in the
virtual network 27.
[0044] The emulation apparatus 80 further places two
virtual leaf switches 24 that emulate the respective phys-
ical leaf switches 4 of "Leaf 1" and "Leaf 2" in the virtual
network 27. The emulation apparatus 80 also places two
virtual spine switches 28 that cumulate the respective
physical spine switches 8 of "Spine 1" and "Spine 2" in
the virtual network 27. Note that the virtual leaf switches
24 are an example of the first virtual switch, and the virtual
spine switches 28 are an example of the second virtual
switch.
[0045] The emulation apparatus 80 does not need to
emulate all the networks in the actual environment, and
is only required to emulate the network(s) in which the
investigation target VXLAN packet 9 might flow.
[0046] The switch identification apparatus 40 then
sends an investigation packet 29 that emulates the in-
vestigation target VXLAN packet 9 to the virtual network
27. The investigation packet 29 is a packet that has the
same session as the session 9a (see FIG. 2) of the VX-
LAN packet 9. As for the fields other than the session,
the VXLAN packet 9 and the investigation packet 29 may
differ from each other. Note that the investigation packet
29 is an example of the first packet.
[0047] When the investigation packet 29 is sent to the
virtual network 27 as above, the transfer path of the in-
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vestigation packet 29 might become the same as the
transfer path of the VXLAN packet 9 in the network 1 of
the actual environment 21. However, the contents of the
hash table 10 (see FIG. 2) of the physical leaf switch 4
of the actual environment vary with change in the network
interface of the physical leaf switch 4. Therefore, there
is no guarantee that the contents of the hash tables 10
will be the same in the actual environment 21 and an
emulation environment 22, and the investigation packet
29 in the emulation environment 22 does not necessarily
pass through the same transfer path as that in the actual
environment 21.
[0048] This aspect is further described below, with ref-
erence to FIG. 7.
[0049] FIG. 7A is a schematic diagram of the hash table
10 of the physical leaf switch 4 of "Leaf 1" in the actual
environment 21.
[0050] In the actual environment 21, the physical leaf
switch 4 transfers the VXLAN packet 9 having a hash
value "2" to the physical spine switch 8 of "Spine 1" having
the next hop IP address "192.0.2.10".
[0051] FIG. 7B is a schematic diagram of the hash table
10 of the virtual leaf switch 24 of "Leaf 1" in the emulation
environment 22.
[0052] In the emulation environment 22, the virtual leaf
switch 24 transfers the investigation packet 29 having a
hash value "2" to the virtual spine switch 28 of "Spine 2"
having the next hop IP address "192.0.2.100".
[0053] As described above, even when the respective
hash values of the VXLAN packet 9 and the investigation
packet 29 are the same, the allocation destinations might
differ from each other as the contents of the hash tables
10 differ between the actual environment 21 and the em-
ulation environment 22.
[0054] There are several reasons that the contents of
the hash tables 10 differ between the actual environment
21 and the emulation environment 22. For example, the
respective rows of the hash table 10 are generated in the
order of activation of the network devices connected to
the physical leaf switches 4 and the virtual leaf switches
24. Therefore, if the order of activation of the network
devices is different between the actual environment 21
and the emulation environment 22, the contents of the
hash tables 10 might vary as described above.
[0055] Also, there are cases where the contents of the
hash tables 10 are rewritten due to a change in the in-
terface of the physical leaf switch 4 or the virtual leaf
switch 24 during operation of the network. For example,
if a port having a switch performs downlink or uplink, the
hash tables 10 are rewritten, with the downlink or the
uplink being the trigger. In this case, the contents of the
hash tables 10 also differ between the actual environ-
ment 21 and the emulation environment 22 as described
above.
[0056] Next, the properties of the hash table 10 in EC-
MP are explained.
[0057] FIG. 8 is a schematic diagram illustrating the
properties of the hash table 10 in ECMP.

[0058] A table TB is a table showing the remainders in
a case where hash values are divided by the total number
of allocation destinations of the physical leaf switch 4.
Here, the physical spine switches 8 as the allocation des-
tinations of each physical leaf switch 4 are the two switch-
es "Spine 1" and "Spine 2" as in FIG. 6, and the total
number of allocation destinations is "2". A remainder in
this case is either "0" or "1". Further, the respective hash
values of sessions 1 to 4 are "0", "3", "4", and "7".
[0059] The hash table 10 has such properties that the
VXLAN packets 9 having the session 9a with the same
remainder are allocated to the same allocation destina-
tion. Since there are only two remainders "0" and "1" in
this example, candidates for the hash table 10 are the
following two patterns: "pattern 1" and "pattern 2".
[0060] In the pattern 1, all VXLAN packets 9 having "0"
as the remainder of the session 9a are allocated to the
physical spine switch 8 of "Spine 1", and all VXLAN pack-
ets 9 having "1" as the remainder of the session 9a are
allocated to the physical spine switch 8 of "Spine 2". In
this case, the allocation destination of the sessions 1 and
3 is "Spine 1", and the allocation destination of the ses-
sions 2 and 4 is "Spine 2".
[0061] In the pattern 2, on the other hand, all VXLAN
packets 9 having "0" as the remainder of the session 9a
are allocated to the physical spine switch 8 of "Spine 2",
and all VXLAN packets 9 having "1" as the remainder of
the session 9a are allocated to the physical spine switch
8 of "Spine 1". In this case, the allocation destination of
the sessions 1 and 3 is "Spine 2", and the allocation des-
tination of the sessions 2 and 4 is "Spine 2".
[0062] With such properties, the number of candidates
for the hash table 10 is only the same as the total number
of allocation destinations. Even if the hash table 10 is not
open to the public, the contents thereof can be estimated
to a certain extent.
[0063] Next, the outline of a switch identification meth-
od according to this embodiment using the above emu-
lation environment 22 is described.
[0064] FIG. 9 is a schematic diagram illustrating the
outline of the switch identification method according to
this embodiment.
[0065] First, the switch identification apparatus 40 cap-
tures the VXLAN packet 9 flowing in the actual environ-
ment 21, and identifies the physical spine switch 8 of the
allocation destination of the VXLAN packet 9 (P10). For
example, the switch identification apparatus 40 accesses
the physical leaf switch 4 of "Leaf 1", to capture the VX-
LAN packet 9 flowing in the physical leaf switch 4.
[0066] In this example, the switch identification appa-
ratus 40 captures both VXLAN packets of "session A"
and "session B" to be allocated to the respective physical
spine switches 8 of "Spine 1" and "Spine 2".
[0067] Next, the emulation apparatus 80 constructs the
emulation environment 22. The switch identification ap-
paratus 40 then sends investigation packets 29 emulat-
ing the respective VXLAN packets 9 of "session A" and
"session B" to the virtual network in the emulation envi-
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ronment 22 (P11). After that, the switch identification ap-
paratus 40 identifies the virtual spine switches 28 of the
allocation destinations of the investigation packets 29 in
the emulation environment 22. Here, the investigation
packet 29 of the session A is allocated to the virtual spine
switch 28 of "Spine 2", and the investigation packet 29
of the session B is allocated to the virtual spine switch
28 of "Spine 1".
[0068] Next, the switch identification apparatus 40 as-
sociates the allocation destination "Spine 1" of the VX-
LAN packet 9 of "session A" with the allocation destina-
tion "Spine 2" of the investigation packet 29 of "session
A", and stores these associated destinations into switch
correspondence information Gs (P12). Likewise, the
switch identification apparatus 40 associates the alloca-
tion destination "Spine 2" of the VXLAN packet 9 of "ses-
sion B" with the allocation destination "Spine 1" of the
investigation packet 29 of "session B", and stores these
associated destinations into the switch correspondence
information Gs.
[0069] The switch identification apparatus 40 then
sends the investigation packet 29 of "session C" to the
virtual network 27 in the emulation environment 22, and
identifies the virtual spine switch 28 of the allocation des-
tination of the investigation packet 29 (P13). "Session C"
is a session of the VXLAN packet 9 transmitted from the
virtual machine 5 of a user who has made an inquiry as
to poor communication quality. In this example, the in-
vestigation packet 29 of "session C" is allocated to the
virtual spine switch 28 of "Spine 2".
[0070] After that, the switch identification apparatus 40
identifies the physical spine switch 8 corresponding to
the identified allocation destination, on the basis of the
switch correspondence information Gs (P14). In the
switch correspondence information Gs shown in FIG. 9,
the virtual spine switch 28 of "Spine 2", which is the al-
location destination of the investigation packet 29 of "ses-
sion C", corresponds to the physical spine switch 8 of
"Spine 1". Accordingly, when the VXLAN packet 9 of "ses-
sion C" flows in the actual environment 21, it is possible
to identify the physical spine switch 8 of "Spine 1" as the
allocation destination of the VXLAN packet 9.
[0071] Through the above process, the manager can
identify the physical spine switch 8 of the allocation des-
tination in the actual environment 21.
[0072] Next, the functional configuration of the switch
identification apparatus 40 is described.
[0073] FIG. 10 is a functional configuration diagram of
the switch identification apparatus 40. As shown in FIG.
10, the switch identification apparatus 40 includes an in-
put unit 41, a display unit 42, a communication unit 43,
a control unit 44, and a storage unit 45.
[0074] Of these components, the input unit 41 is a
processing unit that receives an operation from the man-
ager or the like, and inputs operation information indicat-
ing the details of the received operation to the control
unit 44.
[0075] The display unit 42 is a processing unit that dis-

plays various kinds of information. For example, the dis-
play unit 42 displays a screen or the like that prompts the
manager or the like to make an input. The display unit
42 further displays a transfer path in a case where the
switch identification apparatus 40 has successfully iden-
tified the transfer path of the investigation target VXLAN
packet 9.
[0076] The communication unit 43 is a communication
interface that performs communication with the manage-
ment network 90 (see FIG. 5).
[0077] The control unit 44 is a processing unit that con-
trols the respective components of the switch identifica-
tion apparatus 40. In this example, the control unit 44
includes a reception unit 46, a determination unit 47, a
collection unit 48, a detection unit 49, first to third gener-
ation units 50 to 52, a packet generation unit 53, a first
identification unit 54, a second identification unit 55, a
display processing unit 56, and a creation processing
unit 57.
[0078] Of these components, the reception unit 46 is
a processing unit that receives, from the manager, an
instruction for identifying the physical spine switch 8 of
the allocation destination of the investigation target VX-
LAN packet 9. The instruction also includes session in-
formation indicating the session 9a (see FIG. 2) of the
VXLAN packet 9. The reception unit 46 further receives,
from the manager, a monitor end instruction for ending
the monitoring of the network 1.
[0079] The determination unit 47 is a processing unit
that determines whether the reception unit 46 has re-
ceived a monitor end instruction.
[0080] The collection unit 48 is a processing unit that
collects network information Gn from each of the physical
leaf switches 4 and the physical spine switches 8, and
stores the network information Gn into the storage unit
45, when the determination unit 47 determines that any
monitor end instruction has not been received. The net-
work information Gn includes the following information:
Syslog information Hlog, network topology information
Htop, and network setting information Hset.
[0081] FIG. 11 is a schematic diagram of the Syslog
information Hlog.
[0082] The Syslog information Hlog is information gen-
erated by the respective physical leaf switches 4, and is
information that associates the name (NW I/F name) of
the network interface of the apparatus and its status with
network device names. Note that the network device
names are character strings such as "Lear1" and "Leaf2"
for identifying the respective physical leaf switches 4. The
status of NW I/F may be uplink, downlink, or the like.
[0083] Each physical leaf switch 4 transmits the Syslog
information Hlog to the switch identification apparatus 40
when the status of the network interface changes. The
times included in the Syslog information Hlog indicate the
times at which the interface status changes as above.
[0084] FIG. 12 is a schematic diagram of the network
topology information Htop.
[0085] The network topology information Htop is infor-
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mation generated by the respective physical leaf switch-
es 4. In this example, the NW I/F names of the physical
leaf switches 4, the names of the network devices at the
connection destinations, and the NW I/F names of the
network devices at the connection destinations are as-
sociated with the network devices, and are stored into
the network topology information Htop.
[0086] FIG. 13 is a schematic diagram of the network
setting information Hset.
[0087] As shown in FIG. 13, the network setting infor-
mation Hset includes the following information: network
interface information Gif, routing table information Groute,
and media access control (MAC) table information Gmac.
[0088] FIG. 14 is a schematic diagram of the network
interface information Gif.
[0089] The network interface information Gif is infor-
mation generated by the respective network devices that
are the physical leaf switches 4 and the physical spine
switches 8. Here, the NW I/F names and the IP addresses
of the respective NW I/Fs are associated with the network
device names, and are stored in the network interface
information Gif.
[0090] FIG. 15 is a schematic diagram of the routing
table information Groute.
[0091] The routing table information Groute is informa-
tion indicating the routing table of the respective network
devices that are the physical leaf switches 4 and the phys-
ical spine switches 8. For example, in the routing table
information Groute, destination networks and the respec-
tive IP addresses of next hops are associated with the
respective network device names. Further, administra-
tive distance (AD) values and metrics are also associated
with the respective network device names, and are stored
in the routing table information Groute.
[0092] FIG. 16 is a schematic diagram of the MAC table
information Gmac.
[0093] The MAC table information Gmac is information
that associates destination MAC addresses and next hop
networks with the network device names of the physical
leaf switches 4 and the like.
[0094] Referring back to FIG. 10, explanation is con-
tinued.
[0095] The detection unit 49 is a processing unit that
refers to the Syslog information Hlog (FIG. 11) to deter-
mine whether there is a change in the network interfaces
of the physical leaf switches 4.
[0096] The creation processing unit 57 performs a
process of creating the virtual network 27, on the basis
of the network information Gn described above. In this
example, the creation processing unit 57 notifies the em-
ulation apparatus 80 of a creation request for the virtual
network 27 on the basis of the network information Gn.
[0097] Meanwhile, the first generation unit 50 gener-
ates first session correspondence information F1 by cap-
turing the VXLAN packets 9 flowing in the respective
physical leaf switches 4 in the actual environment 21,
and stores the first session correspondence information
F1 into the storage unit 45. The contents to be captured

by the first generation unit 50 are the sessions 9a and
the allocation destinations of the VXLAN packets 9.
[0098] FIG. 17 is a schematic diagram of the first ses-
sion correspondence information F1.
[0099] As shown in FIG. 17, the first session corre-
spondence information F1 is information that associates
the sessions 9a of the VXLAN packets 9 in the actual
environment 21 with the physical spine switches 8 as the
destinations of allocation performed by the physical leaf
switches 4.
[0100] As described above with reference to FIG. 2,
the session 9a is information defined by 5-tuple informa-
tion: the protocol, the destination IP address, the sender
IP address, the destination port number, and the sender
port number. Here, information about the sender is writ-
ten before the symbol "->" in the session 9a, and infor-
mation about the destination and the protocol are written
after the symbol "->". For example, in a session
"192.168.1.10:60000->192.168.1.2:80/tcp",
"192.168.1.10:60000" indicates that the IP address of
the sender is "192.168.1.10", and the port number of the
sender is "60000". Further, "192.168.1.2:80/tcp" indi-
cates that the IP address of the destination is
"192.168.1.2", and the port number of the destination is
"80". Furthermore, "tcp" indicates that the protocol is tcp
(transmission control protocol).
[0101] The first generation unit 50 also captures the
destination MAC address of a next hop the physical leaf
switch 4 has written into the VXLAN packet 9. By doing
so, the first generation unit 50 can identify the physical
spine switch 8 that is the allocation destination of the
VXLAN packet 9.
[0102] The first generation unit 50 further captures the
VXLAN packets 9 until the VXLAN packets 9 are allocat-
ed to all the allocation destinations of one physical leaf
switch 4. In this example, the allocation destinations of
the physical leaf switch 4 is the two physical spine switch-
es 8 of "Spine 1" and "Spine 2". Therefore, the first gen-
eration unit 50 captures the VXLAN packets 9 until the
VXLAN packets 9 are allocated to these two physical
spine switches 8.
[0103] Referring back to FIG. 10, explanation is con-
tinued.
[0104] The second generation unit 51 is a processing
unit that generates second session correspondence in-
formation F2 by sending investigation packets 29 to the
virtual leaf switches 24, and stores the second session
correspondence information F2 into the storage unit 45.
[0105] FIG. 18 is a schematic diagram of the second
session correspondence information F2.
[0106] As shown in FIG. 18, the second session cor-
respondence information F2 is information that associ-
ates sessions 29a of investigation packets 29 in the em-
ulation environment 22 with the virtual spine switches 28
that are the destinations of allocation performed by the
virtual leaf switches 24.
[0107] As in a session 9a (see FIG. 17), in the session
29a, information about the sender is written before the

11 12 



EP 3 913 874 A1

8

5

10

15

20

25

30

35

40

45

50

55

symbol "->", and information about the destination and
the protocol are written after the symbol.
[0108] The second generation unit 51 also continues
to send investigation packets 29 to the virtual leaf switch-
es 24 until investigation packets 29 are allocated to all
the allocation destinations of one virtual leaf switch 24.
In this example, the allocation destination of the virtual
leaf switch 24 is the two virtual spine switches 28 of
"Spine 1" and "Spine 2". Therefore, the second genera-
tion unit 51 continues to send investigation packets 29
to the virtual leaf switches 24 until investigation packets
29 are allocated to these two virtual spine switches 28.
[0109] Referring back to FIG. 10, explanation is con-
tinued.
[0110] The third generation unit 52 is a processing unit
that generates switch correspondence information Gs
(See FIG. 9), using the first session correspondence in-
formation F1 and the second session correspondence
information F2.
[0111] FIG. 19 is a schematic diagram illustrating a
method by which the third generation unit 52 generates
the switch correspondence information Gs.
[0112] As shown in FIG. 19, the third generation unit
52 associates the physical spine switch 8 with a virtual
spine switch 28, the physical spine switch 8 and the virtual
spine switch 28 corresponding to the same session in
the first session correspondence information F1 and the
second session correspondence information F2.
[0113] For example, a session "192.168.1.10:60000-
>192.168.1.2:80/tcp" is now described.
[0114] As shown in the first session correspondence
information F1, this session corresponds to the physical
spine switch 8 of "Spine 1". As shown in the second ses-
sion correspondence information F2, the session also
corresponds to the virtual spine switch 28 of "Spine 2".
Accordingly, the third generation unit 52 associates the
physical spine switch 8 of "Spine 1" with the virtual spine
switch 28 of "Spine 2", and stores the correspondence
information into the switch correspondence information
Gs.
[0115] Referring back to FIG. 10, explanation is con-
tinued.
[0116] The packet generation unit 53 is a processing
unit that generates the investigation packet 29 including
the session 29a (see FIG. 18) indicated by session infor-
mation when the reception unit 46 receives the session
information. The session information is information indi-
cating the session 9a of the investigation target VXLAN
packet 9 as described above.
[0117] The first identification unit 54 is a processing
unit that sends the investigation packet 29 generated by
the packet generation unit 53 to the virtual leaf switch 24,
to identify the virtual spine switch 28 that is the allocation
destination of the investigation packet 29.
[0118] The second identification unit 55 refers to the
switch correspondence information Gs (FIG. 9) to identify
the physical spine switch 8 that is the allocation destina-
tion, when the VXLAN packet 9 emulated by the investi-

gation packet 29 is sent to the physical leaf switch 4.
[0119] For example, the second identification unit 55
refers to the switch correspondence information Gs (FIG.
9), to identify the physical spine switch 8 corresponding
to the virtual spine switch 28 that is the allocation desti-
nation of the investigation packet 29. The physical spine
switch 8 is the physical spine switch 8 that is the allocation
destination when the VXLAN packet 9 is sent to the phys-
ical leaf switch 4.
[0120] The display processing unit 56 is a processing
unit that performs a process of causing the display unit
42 to display the transfer path of the VXLAN packet 9,
including the physical spine switch 8 identified by the
second identification unit 55.
[0121] Next, the functional configuration of the emula-
tion apparatus 80 is described.
[0122] FIG. 20 is a functional configuration diagram of
the emulation apparatus 80.
[0123] As shown in FIG. 20, the emulation apparatus
80 includes a communication unit 61 and a control unit 62.
[0124] Of these components, the communication unit
61 is a communication interface that performs commu-
nication with the management network 90 (see FIG. 5).
[0125] The control unit 62 is a processing unit that con-
trols the respective components of the emulation appa-
ratus 80, and includes a reception unit 63 and a creation
unit 64.
[0126] The reception unit 63 is a processing unit that
receives a creation request for the virtual network 27 via
the communication unit 61, when the creation processing
unit 57 of the switch identification apparatus 40 issues
the creation request.
[0127] The creation unit 64 is a processing unit that
creates the virtual network 27 when the reception unit 63
receives the creation request. For example, on the basis
of the network topology information Htop (FIG. 12), the
creation unit 64 identifies all the virtual spine switches 28
connected to the virtual leaf switch 24, and connects the
virtual leaf switch 24 to the virtual spine switches 28.
[0128] The creation unit 64 further sets the IP address
of the NW I/F of each network device in the emulation
environment 22, on the basis of the network interface
information Gif (see FIG. 14). The creation unit 64 then
refers to the routing table information Groute (FIG. 15) and
the MAC table information Gmac (FIG. 16), to create a
routing table and a MAC table of each network device in
the emulation environment 22.
[0129] Although the emulation apparatus 80 is formed
with a physical server separate from the switch identifi-
cation apparatus 40 in this example, the switch identifi-
cation apparatus 40 and the emulation apparatus 80 may
be formed with one physical server. In this case, the
switch identification apparatus 40 has the functions of
the creation unit 64 that creates the virtual network 27.
[0130] Next, a method by which the switch identifica-
tion apparatus 40 generates the switch correspondence
information Gs is described.
[0131] FIG. 21 is a flowchart of a method for generating
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the switch correspondence information Gs.
[0132] The switch correspondence information Gs is
generated for each physical leaf switch 4. Therefore, the
flowchart described below is also executed for each
physical leaf switch 4.
[0133] First, the determination unit 47 determines
whether the reception unit 46 has received a monitor end
instruction to end the monitoring of the network 1 (step
S11). If the reception unit 46 has received a monitor end
instruction (step S11: positive), the process comes to an
end.
[0134] If the reception unit 46 has not received a mon-
itor end instruction (step S11: negative), on the other
hand, the process moves on to step S12. In step S12,
the collection unit 48 collects the latest network informa-
tion Gn from each of the physical leaf switches 4 and the
physical spine switches 8, and stores the latest network
information Gn into the storage unit 45.
[0135] The detection unit 49 then refers to the Syslog
information Hlog (FIG. 11) included in the network infor-
mation Gn, to detect whether there is a change in the
network interfaces of the physical leaf switches 4 (step
S13).
[0136] If the detection unit 49 determines that there are
no changes (step S13: negative), the process moves on
to step S14, and the apparatus sleeps for a certain time.
After that, step S12 is again carried out.
[0137] If the detection unit 49 determines that there is
a change in the network interfaces (step S13: positive),
on the other hand, the process moves on to step S15. In
step S15, the first generation unit 50 captures the VXLAN
packets 9 flowing in the respective physical leaf switches
4 in the actual environment 21. The contents to be cap-
tured are the sessions 9a of the VXLAN packets 9, and
the physical spine switches 8 that are the allocation des-
tinations of the VXLAN packets 9.
[0138] The first generation unit 50 also continues to
capture the VXLAN packets 9 until the VXLAN packets
9 flow to all the allocation destinations of one physical
leaf switch 4.
[0139] The first generation unit 50 next associates the
captured sessions 9a with the physical spine switches 8
as the allocation destinations, to generate the first ses-
sion correspondence information F1 (see FIG. 17) (step
S16). The first generation unit 50 then stores the first
session correspondence information F1 into the storage
unit 45.
[0140] The emulation apparatus 80 then generates the
emulation environment 22, and the second generation
unit 51 transmits investigation packets 29 to the virtual
leaf switches 24 of the emulation environment 22 (step
S17). For example, the emulation apparatus 80 receives
a creation request from the creation processing unit 57,
and creates the virtual network 27 on the basis of the
network information Gn collected in step S12.
[0141] Here, the sessions that have the same remain-
der when the hash values are divided by the number of
allocation destinations of the virtual leaf switch 24 are

allocated to the same virtual spine switch 28, as de-
scribed above with reference to FIG. 8. In the description
below, a session selected from among the sessions that
have the same hash value remainder will be called a
representative session. The number of remainders that
are different from one another is equal to the number of
allocation destinations of the virtual leaf switch 24, and
accordingly, the number of representative sessions is al-
so equal to the number of the allocation destinations.
[0142] In step S17, the second generation unit 51 gen-
erates the same number of representation session in-
vestigation packets 29 as the number of the allocation
destination of the virtual leaf switch 24, and transmits the
investigation packets 29 to the virtual leaf switch 24. In
this manner, the respective investigation packets 29 are
allocated to different allocation destinations by the virtual
leaf switch 24. As a result, the second generation unit 51
can more efficiently generate the investigation packets
29 having different allocation destinations than in a case
where the investigation packets 29 are generated at ran-
dom.
[0143] The second generation unit 51 then identifies
the allocation destinations to which the virtual leaf switch
24 has allocated the investigation packets 29, and asso-
ciates the allocation destinations with the sessions 29a,
to generate the second session correspondence infor-
mation F2 (see FIG. 18) (step S18). After that, the second
generation unit 51 stores the second session corre-
spondence information F2 into the storage unit 45.
[0144] The third generation unit 52 next generates the
switch correspondence information Gs (see FIG. 9) using
the first session correspondence information F1 and the
second session correspondence information F2, and
stores the switch correspondence information Gs into the
storage unit 45 (step S19).
[0145] In the above manner, the basic steps in the
method for generating the switch correspondence infor-
mation Gs are completed.
[0146] By this method, the respective generation units
50 and 51 generate the session correspondence infor-
mation F1 and F2, in a case where a change in the network
interfaces of the physical leaf switches 4 is detected in
step S13. Accordingly, in step S19, the third generation
unit 52 can generate the switch correspondence infor-
mation Gs reflecting the latest state of the network 1, on
the basis of the session correspondence information F1
and F2.
[0147] Next, a switch identification method according
to this embodiment is described.
[0148] FIG. 22 is a flowchart of the switch identification
method according to this embodiment.
[0149] First, the determination unit 47 determines
whether the reception unit 46 has received a monitor end
instruction to end the monitoring of the network 1 (step
S21). If the reception unit 46 has received a monitor end
instruction (step S21: positive), the process comes to an
end.
[0150] The reception unit 46 then awaits reception of
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session information for identifying the session 9a of the
investigation target VXLAN packet 9 (step S22).
[0151] FIG. 23 is a schematic diagram of the session
information. As shown in FIG. 23, the session information
includes 5-tuple information for identifying the session
9a. The 5-tuple information is the sender IP address, the
sender port number, the destination IP address, the des-
tination port number, and the protocol. The session in-
formation further includes the session number for unique-
ly identifying the session 9a.
[0152] Referring back to FIG. 22, explanation is con-
tinued.
[0153] The determination unit 47 then determines
whether the reception unit 46 has received the session
information (step S23). If the reception unit 46 has not
received the session information (step S23: negative),
the process returns to step S22.
[0154] If the reception unit 46 has received the session
information (step S23: positive), on the other hand, the
process moves on to step S24. In step S24, the packet
generation unit 53 generates the investigation packet 29
having the session 29a (see FIG. 18) indicated by the
session information.
[0155] The first identification unit 54 then transmits the
investigation packet 29 to the virtual leaf switch 24 in the
emulation environment 22 (step S25). At this stage, step
S17 described above (see FIG. 21) has already been
carried out, and the emulation environment 22 reflecting
the latest network information Gn has been constructed.
[0156] The first identification unit 54 then identifies the
virtual spine switch 28 that is the allocation destination
of the investigation packet 29 (step S26).
[0157] The second identification unit 55 next identifies
the physical spine switch 8 that is the allocation destina-
tion when the VXLAN packet 9 emulated by the investi-
gation packet 29 is sent to the physical leaf switch 4 (step
S27). For example, the second identification unit 55 re-
fers to the switch correspondence information Gs (see
FIG. 9), to identify the physical spine switch 8 correspond-
ing to the virtual spine switch 28 identified in step S26.
[0158] The second identification unit 55 further gener-
ates identification result information including the identi-
fied physical spine switch 8.
[0159] FIG. 24 is a schematic diagram of the identifi-
cation result information.
[0160] As shown in FIG. 24, the identification result
information is information that associates the session
number included in the session information with the phys-
ical spine switch 8 that is the allocation destination of the
VXLAN packet 9 having the session number. In this ex-
ample, the physical spine switch 8 of "Spine 2" is identi-
fied as the allocation destination of the VXLAN packet 9.
[0161] Referring back to FIG. 22, explanation is con-
tinued.
[0162] The display processing unit 56 then performs a
process of causing the display unit 42 to display the trans-
fer path of the VXLAN packet 9, using the identification
result information (see FIG. 24).

[0163] In the above manner, the basic steps in the
switch identification method according to this embodi-
ment are completed.
[0164] FIG. 25 is a diagram illustrating an example of
display on the display unit 42 in step S28 described
above.
[0165] In this example case, the path from the virtual
machine 5 of "VM1" to the virtual machine 5 of "VM5" in
the network 1 has been investigated. Also, as shown in
FIG. 24, the allocation destination of the VXLAN packet
9 is the physical spine switch 8 of "Spine 2". In this case,
the display processing unit 56 issues an instruction to
the display unit 42 so that a transfer path 1x extending
through the physical spine switch 8 of "Spine 2" is dis-
played in an emphasized manner. With this arrangement,
when a report of poor quality is received from the user
of a cloud service, for example, the existence of a failure
in the network 1 can be identified in the transfer path 1x,
and the network devices existing in the transfer path 1x
can be checked.
[0166] As described above, according to this embodi-
ment, the switch identification apparatus 40 identifies the
virtual spine switch 28 that is the allocation destination
to which the investigation packet 29 in the emulation en-
vironment 22 is allocated by the virtual leaf switch 24.
The switch identification apparatus 40 then refers to the
switch correspondence information Gs (see FIG. 9), to
identify the physical spine switch 8 corresponding to the
virtual spine switch 28 in the actual environment. The
physical spine switch 8 is a switch through which the
VXLAN packet 9 emulated by the investigation packet
29 is to pass. In this manner, the transfer path of the
VXLAN packet 9 is made clear, and thus, the site of a
failure in the transfer path can be identified, for example.

(Hardware Configuration)

[0167] Next, the hardware configuration of the switch
identification apparatus 40 according to this embodiment
is described.
[0168] FIG. 26 is a hardware configuration diagram of
the switch identification apparatus 40 according to this
embodiment.
[0169] As shown in FIG. 26, the switch identification
apparatus 40 includes a storage device 40a, a memory
40b, a processor 40c, a communication interface 40d, a
display device 40e, and an input device 40f. These com-
ponents are connected to one another by a bus 40g.
[0170] Of these components, the storage device 40a
is a nonvolatile storage such as a hard disk drive (HDD)
or a solid state drive (SSD), and stores a switch identifi-
cation program 100 according to this embodiment.
[0171] Alternatively, the switch identification program
100 may be recorded in a computer-readable recording
medium 40h, and the processor 40c may be made to
read the switch identification program 100 from the re-
cording medium 40h.
[0172] Such a recording medium 40h may be a phys-
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ically portable recording medium such as a CD-ROM
(Compact Disc - Read Only Memory), a DVD (Digital Ver-
satile Disc), or a USB (Universal Serial Bus) memory, for
example. Also, a semiconductor memory such as a flash
memory, or a hard disk drive may be used as the record-
ing medium 40h. Such a recording medium 40h is not a
temporary medium such as carrier waves not having a
physical form.
[0173] Further, the switch identification program 100
may be stored in a device connected to a public line, the
Internet, a local area network (LAN), or the like. In that
case, the processor 40c should read and execute the
switch identification program 100.
[0174] Meanwhile, the memory 40b is hardware that
temporarily stores data like a dynamic random access
memory (DRAM) or the like, and the switch identification
program 100 is loaded into the memory 40b.
[0175] The processor 40c is hardware such as a cen-
tral processing unit (CPU) or a graphical processing unit
(GPU) that controls the respective components of the
switch identification apparatus 40. The processor 40c al-
so executes the switch identification program 100 in co-
operation with the memory 40b.
[0176] As the memory 40b and the processor 40c co-
operate to execute the switch identification program 100,
the control unit 44 shown in FIG. 10 is formed. The control
unit 44 includes the reception unit 46, the determination
unit 47, the collection unit 48, the detection unit 49, the
first to third generation units 50 to 52, the packet gener-
ation unit 53, the first identification unit 54, the second
identification unit 55, the display processing unit 56, and
the creation processing unit 57.
[0177] The storage unit 45 shown in FIG. 10 is formed
with the storage device 40a and the memory 40b.
[0178] Further, the communication interface 40d is a
communication interface such as a network interface
card (NIC) for connecting the switch identification appa-
ratus 40 to the management network 90 (see FIG. 5).
The communication unit 43 shown in FIG. 10 is formed
with the communication interface 40d.
[0179] The display device 40e is hardware such as a
liquid crystal display device for forming the display unit
42 (see FIG. 10). The input device 40f is hardware such
as a keyboard or a mouse for forming the input unit 41
(see FIG. 10). For example, the manager operates the
input device 40f, to issue various instructions to the switch
identification apparatus 40.
[0180] Next, the hardware configuration of the emula-
tion apparatus 80 is described.
[0181] FIG. 27 is a hardware configuration diagram of
the emulation apparatus 80 according to this embodi-
ment.
[0182] As shown in FIG. 27, the emulation apparatus
80 includes a storage device 80a, a memory 80b, a proc-
essor 80c, and a communication interface 80d. These
components are connected to one another by a bus 80g.
[0183] The storage device 80a is a nonvolatile storage
such as an HDD or an SSD, and stores an emulation

program 110 according to this embodiment.
[0184] The memory 80b is hardware that temporarily
stores data like a DRAM or the like, and the emulation
program 110 is loaded into the memory 80b.
[0185] The processor 80c is hardware such as a CPU
or a GPU that controls the respective components of the
emulation apparatus 80. The processor 80c also exe-
cutes the emulation program 110 in cooperation with the
memory 80b.
[0186] As the memory 80b and the processor 80c co-
operate to execute the emulation program 110, the con-
trol unit 62 (see FIG. 20) including the reception unit 63
and the creation unit 64 is formed.
[0187] Further, the communication interface 80d is a
communication interface such as a NIC for connecting
the emulation apparatus 80 to the management network
90 (see FIG. 5).
[0188] Although the exemplary embodiments of the
present invention have been illustrated in detail, the
present invention is not limited to the above-mentioned
embodiments, and other embodiments, variations and
modifications may be made without departing from the
scope of the present invention.

Claims

1. A switch identification method implemented by a
computer (40), the switch identification method com-
prising:

sending a first packet (29) to a first virtual switch
(24) emulating a first physical switch (4), and
identifying a second virtual switch (28) that is an
allocation destination to which the first virtual
switch (24) allocates the first packet (29); and
referring to a storage unit (45) that stores a
switch correspondence information (Gs) that as-
sociates a second physical switch (8) that is an
allocation destination of the first physical switch
(4) with the second virtual switch (28), and iden-
tifying the second physical switch (8) that is the
allocation destination to which the first physical
switch (4) allocates a second packet (9) emulat-
ed by the first packet (29).

2. The switch identification method according to claim
1, further comprising:

acquiring sessions and allocation destinations
of a plurality of the second packets (9) flowing
in the first physical switch (4), and generating a
first session correspondence information (F1)
that associates the sessions of the respective
second packets (9) with the second physical
switch (8) that is the allocation destination,
sending a plurality of the first packets (29) to the
first virtual switch (24), and generating a second
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session correspondence information (F2) that
associates sessions of the respective first pack-
ets (29) with the second virtual switch (28) that
is the allocation destination, and
generating the switch correspondence informa-
tion (Gs) by associating the second physical
switch (8) with the second virtual switch (28) cor-
responding to the same session in the first ses-
sion correspondence information (F1) and the
second session correspondence information
(F2).

3. The switch identification method according to claim
2, further comprising:

determining whether there is a change in a net-
work interface of the first physical switch (4), and
when the change is detected, generating the first
session correspondence information (F1) and
the second session correspondence informa-
tion (F2).

4. The switch identification method according to claim
2, wherein:

the first virtual switch (24) allocates the first
packet (29) to the second virtual switch (28), in
accordance with a hash table (10) associating
a hash value determined by the session of the
first packet (29) with the allocation destination
of the first virtual switch (24), and
the sending the first packet includes (29) gen-
erating a plurality of the first packets (29), where
a value obtained by dividing the hash value by
the number of the allocation destinations of the
first virtual switch (24) is different for each of the
first packet (29).

5. The switch identification method according to claim
1, wherein the first physical switch (4) is a leaf switch,
and the second physical switch (8) is a spine switch.

6. The switch identification method according to claim
1, further comprising:

collecting a network information (Gn) about a
network (1) including the first physical switch (4)
and the second physical switch (8), and
in accordance with the network information (Gn),
performing a process of creating a virtual net-
work (27) that has the same configuration as the
network (1), and includes the first virtual switch
(24) and the second virtual switch (28).

7. The switch identification method according to claim
1, further comprising:

receiving an input of a session information indi-

cating a session of the second packet (9), and
generating the first packet (29) having the same
session as the session of the second packet (9).

8. The switch identification method according to claim
1, wherein each of the first physical switch (4) and
the first virtual switch (24) determines an allocation
destination in accordance with ECMP (Equal Cost
Multi Path).

9. A switch identification program causing a computer
to execute a process, the process comprising:

sending a first packet (29) to a first virtual switch
emulating a first physical switch (4), and identi-
fying a second virtual switch (28) that is an allo-
cation destination to which the first virtual switch
(24) allocates the first packet (29); and
referring to a storage unit (45) that stores a
switch correspondence information (Gs) that as-
sociates a second physical switch (8) that is an
allocation destination of the first physical switch
(4) with the second virtual switch (28), and iden-
tifying the second physical switch (8) that is the
allocation destination to which the first physical
switch (4) allocates a second packet (9) emulat-
ed by the first packet (29).
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