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Description

Technical Field

[0001] The present disclosure relates to an authentication system that enables a device and controller to be safely
connected.

Background Art

[0002] In recent years, home electric appliances and audiovisual devices have come to be connected to networks,
and there is anticipation for services using various types of history information collected therefrom to the cloud. In this
arrangement, a controller is installed in the home, and transmission of history information from the home electric appliance
devices to a manufacturer’s server is relayed through the controller. Setting the connection between the controller and
the home electrical appliances so as to be safe enables communication within the home to be controlled, and leakage
of information over wireless communication and connection to the in-home network by spoofing to be prevented.
[0003] To this end, the Wi-Fi Alliance has conventionally set forth a standard to facilitate connection among devices,
called Wi-Fi Protected Setup (NPL 1). However, in Wi-Fi wireless connection, this only guarantees interconnection
among devices at an access point of devices and home electric appliances, that is equivalent to a controller, and does
not guarantee whether a connecting device is valid or not.
[0004] Usage of the Public Key Infrastructure (PKI) to authenticate the validity of devices has been conventionally
known (NPL 2). Authentication based on PKI guarantees the validity of devices by authenticating that an entity (home
electric appliance or controller) has a secret key and a public key certificate issued by a certificate authority. Once there
is an occurrence of leakage of a secret key or the like regarding a public key certificate, the public key certificate needs
to be revoked in order to prevent unauthorized use of the public key certificate. A representative way to revoke a public
key certificate is a CRL (Certificate Rvocation List) (NPL 2) which is a list of certificate revocations. A CRL is a list of
revoked public key certificates, with IDs and the like of revoked public key certificates affixed with the signature of the
certificate authority that has issued the public key certificate, and distributed. The entity such as the home electric
appliance or controller verifies whether the public key certificate of another entity to which it is to connect is not listed in
the CRL. Accordingly, the newest CRL needs to be used as the CRL.

Citation List

Non Patent Literature

[0005]

NPL 1: Wi-Fi Alliance, "Wi-Fi CERTIFIED Wi-Fi Protected Setup: Easing the User Experience for Home and Small
Office Wi-FiR Networks (2010)", [online], December 2010, [Searched June 24, 2014], Internet <URL: http://www.wi-
fi.org/ja/file/wi-fi-certified-wi-fi-protected-setup% E2 %84 %A2-easing-the-user-experience-for-home-and-small-of-
fice-wi>
NPL 2: Compiled by Atsuko Miyaji / Hiroaki Kikuchi, "IT Text Information Security" published by Ohmsha, October
2003
NPL 3: National Security Agency, "Suite B Implementer’s Guide to FIPS 186-3 (ECDSA)", [online], February 3,
2010, [Searched June 24, 2014], Internet <URL: http://www.nsa.gov/ia/_files/ecdsa.pdf>
NPL 4: Elaine Barker, three others, NIST Special Publication 800-56A Revision 2, "Recommendation for Pair-Wise
Key-Establishment Schemes Using Discrete Logarithm Cryptography", [online], May 13, 2013, National Institute of
Standards and Technology, [Searched June 24, 2014], Internet <URL: http://nvlpubs.nist.gov/nistpubs/SpecialPub-
lications/NIST.SP.800-56Ar2.pdf>
NPL 5: D. Forsberg, four others, RFC5191, "Protocol for Carrying Authentication for Network Access (PANA)",
[online], May 2008, Internet Engineering Task Force, [Searched June 24, 2014], Internet <URL: http://www.rfc-
editor.org/rfc/pdfrfc/rfc5191.txt.pdf>
NPL 6: YUN-KYUNG LEE ET AL, "Home Network Device Authentication: Device Authentication Framework and
Device Certificate Profile", 2007
NPL 7: Anonymous, "Device Certificate profile for the home network", (20071101), ITU-T RECOMMENDATION
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Summary of Invention

Technical Problem

[0006] Further improvement has been needed with the above-described conventional authentication system.

Solution to Problem

[0007] An authentication system according to an aspect of the present invention includes a device, an operating
terminal that operates the device, and a controller of a communication network, where authentication is performed via
communication between the controller and the device over the communication network. The device acquires a first
certificate revocation list from the controller, and acquires a second certificate revocation list along with a control command
from the operating terminal to the device. The first certificate revocation list and the second certificate revocation list are
revocation lists relating to certificates of the controller and the device. The device includes a determining unit that
determines validity of the controller based on the comparison between the certificate revocation list and the second
certificate revocation list.
[0008] It should be noted that these general or specific embodiments may be implemented as a system, a device, a
method, an integrated circuit, a computer program, or a storage medium, or any combination of a system, method,
integrated circuit, computer program, and storage medium.

Advantageous Effects of Invention

[0009] According to the present disclosure, further improvement can be realized. Brief Description of Drawings
[0010]

[Fig. 1] Fig. 1 is an overall configuration diagram of an authentication system according to a first embodiment.
[Fig. 2] Fig. 2 is a configuration diagram of a controller according to the first embodiment.
[Fig. 3] Fig. 3 is a diagram illustrating an example of a connection device management table of the controller according
to the first embodiment.
[Fig. 4] Fig. 4 is a diagram illustrating an example of a public key certificate according to the first embodiment.
[Fig. 5] Fig. 5 is a diagram illustrating an example of a CRL according to the first embodiment.
[Fig. 6] Fig. 6 is a configuration diagram of a device according to the first embodiment.
[Fig. 7] Fig. 7 is a diagram illustrating an example of a connection controller management table of the device according
to the first embodiment.
[Fig. 8] Fig. 8 is a configuration diagram of a manufacturer server according to the first embodiment.
[Fig. 9] Fig. 9 is a diagram illustrating an example of a device information management table of the manufacturer
server according to the first embodiment.
[Fig. 10] Fig. 10 is a configuration diagram of a portal server according to the first embodiment.
[Fig. 11] Fig. 11 is a sequence diagram for when registering a device, according to the first embodiment.
[Fig. 12] Fig. 12 is a sequence diagram for when registering a device, according to the first embodiment.
[Fig. 13] Fig. 13 is a sequence diagram for when updating a CRL of a manufacturer server, according to the first
embodiment.
[Fig. 14] Fig. 14 is a sequence diagram for when updating a CRL of a device, according to the first embodiment.
[Fig. 15] Fig. 15 is a sequence diagram for when updating a CRL of the device, according to the first embodiment.
[Fig. 16] Fig. 16 is a sequence diagram for when updating a CRL of the device, according to the first embodiment.
[Fig. 17] Fig. 17 is a sequence diagram for when registering a device, according to a second embodiment.
[Fig. 18] Fig. 18 is a sequence diagram for when registering the device, according to the second embodiment.
[Fig. 19] Fig. 19 is a sequence diagram for when registering the device, according to the second embodiment.
[Fig. 20] Fig. 20 is a diagram illustrating an example of a connection controller management table of the device
according to the second embodiment
[Fig. 21] Fig. 21 is a diagram illustrating an example of a connecting device management table of the controller
according to the second embodiment.
[Fig. 22] Fig. 22 is a sequence diagram for when performing transmission processing of device history information
according to the second embodiment.
[Fig. 23] Fig. 23 is an overall configuration diagram of an authentication system according to a third embodiment.
[Fig. 24] Fig. 24 is a configuration diagram of a device according to the third embodiment.
[Fig. 25] Fig. 25 is a configuration diagram of a server according to the third embodiment.
[Fig. 26] Fig. 26 is a configuration diagram of an operating terminal according to the third embodiment.
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[Fig. 27] Fig. 27 is a diagram illustrating an example of control device management table of the operating terminal
according to the third embodiment.
[Fig. 28] Fig. 28 is a diagram illustrating an example of a control command message according to the third embod-
iment.
[Fig. 29] Fig. 29 is a sequence diagram for when executing device control according to the third embodiment.
[Fig. 30] Fig. 30 is a sequence diagram for when executing device control according to the third embodiment.
[Fig. 31] Fig. 31 is an overall configuration diagram of an authentication system according to a fourth embodiment.
[Fig. 32] Fig. 32 is a configuration diagram of an operating terminal according to the fourth embodiment.
[Fig. 33] Fig. 33 is a sequence diagram for when updating a CRL of the operating terminal according to the fourth
embodiment.
[Fig. 34] Fig. 34 is a sequence diagram for when executing device control according to the fourth embodiment.
[Fig. 35] Fig. 35 is a sequence diagram for when executing device control according to the fourth embodiment.
[Fig. 36] Fig. 36 is an overall configuration diagram of an authentication system according to a fifth embodiment.
[Fig. 37] Fig. 37 is a configuration diagram of a device according to the fifth embodiment.
[Fig. 38] Fig. 38 is a sequence diagram for when executing device control according to the fifth embodiment.
[Fig. 39] Fig. 39 is a sequence diagram for when executing device control according to the fifth embodiment.

Description of Embodiments

(Underlying Knowledge Forming Basis of the Present Disclosure)

[0011] However, in a case where a home electric appliance connects only to one controller, the home electric appliance
acquires the CRL via the controller. At this time, if the controller is an unauthorized device, even of the public key
certificate is listed in the CRL, the home electric appliance will authenticate the controller as an authorized device unless
the controller distributes a CRL, in which the public key certificate of the controller is listed, to the home electric appliance.
[0012] Based on the above observation, the present inventors arrived at the aspects of the present disclosure.
[0013] An authentication method according to an aspect of the present disclosure is an authentication method in an
authentication system including a device, an operating terminal that operates the device, and a controller, where au-
thentication is performed between the controller and the device. The device acquires a first certificate revocation list
from the controller, and acquires a second certificate revocation list along with control instructions from the operating
terminal to the device. The first certificate revocation list and the second certificate revocation list are revocation lists
relating to certificates of the controller and the device. Legitimacy of the controller is determined based on the first
certificate revocation list or the second certificate revocation list.
[0014] Accordingly, enabling updating of the CRL even for devices connected to unauthorized controllers enables
connection to unauthorized controllers to be prevented, and safe connection to be realized among authorized controllers
and devices.
[0015] Further, according to the authentication method of an aspect of the present disclosure, the device stops con-
nection to the controller in a case where determination is that the controller is unauthorized.
[0016] Further, according to the authentication method of an aspect of the present disclosure, the validity of the
controller is determined by comparing a next issue date of the first certificate revocation list and an issue date of the
second certificate revocation list.
[0017] Further, according to the authentication method of an aspect of the present disclosure, the authentication
system further includes a server, wherein the server provides the second certificate revocation list to the control command.
[0018] Further, according to the authentication method of an aspect of the present disclosure, the device, in accordance
with the content of the control command, performs processing of authenticating the validity of the controller, and deter-
mination of execution order of control processing and/or whether or not to execute, based on the content of the control
command.
[0019] The authentication system according to embodiments of the present disclosure will be described below with
reference to the drawings. Note that the embodiment described below indicate a preferred specific example of the present
disclosure. That is to say, values, shapes, materials, components, placement and connection arrangement of compo-
nents, steps, orders of steps, and so forth in the following embodiments are only exemplary, and are not intended to
restrict the present disclosure. The present disclosure is defined based on the scope of the Claims. Accordingly, com-
ponents in the following embodiments which are not included in an independent Claim of the present disclosure indicating
the highest concept are described as being components which are not necessarily indispensable in achieving solving
of the problem but make up a more preferable form.
The disclosure of the First Embodiment and the Second Embodiment is retained for explanation purposes only.
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(First Embodiment)

1. System Configuration

[0020] An authentication system 10 according to the present disclosure will be described here as an embodiment of
the present disclosure, with reference to the drawings.

1.1 Overall Configuration of Authentication System 10

[0021] Fig. 1 is a diagram illustrating the overall configuration of the authentication system 10 according to the present
disclosure. The authentication system 10 is configured including controllers 100, devices 200, servers 300, and a portal
server 400. The controllers 100a to b are devices having functions of controlling devices The controllers 100a to b also
have functions of connecting to servers, transmitting information of home electric appliances to the server, receiving
control requests from the servers, controlling the home electric appliances, and so forth. The devices 200a through c
are home electric appliances and housing facility devices that collect device history information, such as televisions,
recorders, air conditioners, refrigerators, batteries, and so forth. The servers 300a through c are a content server that
distributes content, a manufacture server of a manufacturer that manufactures home electric appliances, and a service
server of a service provider that provides services. As a specific example, history information of a device in the home
is transmitted to the controller, and the control transmits history information of the device to the manufacturer server.
Also, in a case where the service server is an electric power company, the electric power company connects to the
controller via a home smart meter (omitted from illustration). The controller controls devices in the home based on electric
power information from the electric power company, and suppresses consumption of electric power within the home.

1.2 Configuration of controller 100

[0022] Fig. 2 is a configuration diagram of the controller 100a. The controller 100a is configured including a device
management unit 101, a device information storage unit 102, an authentication processing unit 103, an authentication
information storage unit 104, and a communication unit 105. The controller 100b also is of the same configuration.
[0023] The device management unit 101 manages devices connected to the controller. In a case where there is a
connection request from a device, the device management unit 101 transmits the public key certificate received from
the device to the authentication processing unit 103, and requests authentication processing. The device management
unit 101 receives the authentication results from the authentication processing unit 103. In a case where authentication
has been successful, the device management unit 101 registers the device ID and certificate ID in a connecting device
management table held at the device information storage unit 102.
[0024] The device information storage unit 102 manages information of devices connecting to the controller. Fig. 3 is
a diagram illustrating an example of a device information management table which the device information storage unit
102 holds. The device information management table records device IDs and certificate IDs of the public key certificates
that the devices hold.
[0025] The authentication processing unit 103 performs authentication processing with the devices. Also, upon re-
ceiving an authentication request from the device management unit 101 along with a public key certificate of a device,
the authentication processing unit 103 acquires the CRL recorded in the authentication information storage unit 104,
and verifies whether the certificate ID of the public key certificate of the device is recorded in the CRL. The authentication
processing unit 103 also verifies the signature of the public key certificate using the public key (omitted from illustration)
of the portal server, which is the certificate authority. The authentication processing unit 103 also generates a random
number and transmits the random number to the device. The authentication processing unit 103 verifies a signature of
the random number received from the device. In a case where any one of the verifications fails, the authentication
processing unit 103 determines that the device is an unauthorized device.
[0026] The authentication information storage unit 104 holds a key pair of secret key and public key certificate, and
the CRL. The secret key, public key certificate, and CRL are embedded in the authentication information storage unit
104 when shipping. Fig. 4 is a diagram illustrating an example of the configuration of a public key certificate. The public
key certificate is configured including version, issuer, start and end of validity period, certificate ID, and signature of the
portal server, which is the certificate authority. Fig. 5 is a diagram illustrating an example of the configuration of a CRL.
The CRL is configured including CRL version, issuer, issue date, next issue date, revoked certificate ID, and signature
of the portal server, which is the certificate authority. The certificate ID is not restricted to being one; multiple certificate
IDs may be included.
[0027] The communication unit 105 communicates with the device 200, manufacturer server 300a, and service server
300b. The communication unit 105 communicates with the server via SSL (Secure Socket Layer) communication. Cer-
tificates necessary for SSL communication are recorded at the communication unit 105.
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1.3 Configuration of Device 200

[0028] Fig. 6 is a configuration diagram of the device 200. The device 200 includes a device management unit 201,
a device history storage unit 202, a device information storage unit 203, an authentication processing unit 204, an
authentication information storage unit 205, and a communication unit 206.
[0029] The device management unit 201 transmits a connection request to the controller 100 when starting up. In a
case of connecting to the content server 300c instead of connecting to the controller, the communication unit 206 performs
SSL communication with the content server 300c. The device management unit 201 transmits an authentication request
to the authentication processing unit 204 upon receiving a public key certificate from the controller. The device manage-
ment unit 201 receives the results of authentication from the authentication processing unit 204. In a case where au-
thentication is successful, the device management unit 201 registers the controller ID and certificate ID in a connecting
controller management table held at the device information storage unit 203. The device management unit 201 also
periodically or non-periodically transmits device history recorded at the device history storage unit 202 to the server via
the controller. Note that in a case where direct connection has been made to the content server, transmission is made
to the server without going through the controller.
[0030] The device history storage unit 202 acquires and records operation history of the device.
[0031] The device information storage unit 203 manages information of the controller 100 connecting to the device.
Fig. 7 is a diagram illustrating an example of a connecting controller management table which the device information
storage unit 203 holds. The connecting controller management table records controller IDs and certificate IDs of the
public key certificates which the controllers hold.
[0032] The authentication processing unit 204 performs authentication processing with the controller. Also, upon
receiving an authentication request from the device management unit 201 along with a public key certificate, the au-
thentication processing unit 204 acquires the CRL recorded in the authentication information storage unit 205, and
verifies whether the certificate ID of the public key certificate of the controller is recorded in the CRL. The authentication
processing unit 204 also verifies the signature of the public key certificate using the public key (omitted from illustration)
of the portal server, which is the certificate authority. The authentication processing unit 204 also generates a random
number and transmits the random number to the controller. The authentication processing unit 204 verifies a signature
of the random number received from the controller. In a case where any one of the verifications fails, the authentication
processing unit 204 determines that the controller is an unauthorized device.
[0033] The authentication information storage unit 205 holds a key pair of secret key and public key certificate, and
the CRL. The key pair of the secret key and public key certificate, and the CRL are embedded in the authentication
information storage unit 205 when shipping the device. The public key certificate and CRL are of the same configuration
as the public key certificate and CRL of the controller, so description will be omitted here.
[0034] The communication unit 206 communicates with the controller 100 and content server 300c. The communication
unit 206 communicates with the content server via SSL (Secure Socket Layer) communication. Certificates necessary
for SSL communication are recorded at the communication unit 206.

1.4 Configuration of Manufacturer Server 300a

[0035] Fig. 8 is a configuration diagram of the manufacturer server 300a. The manufacturer server 300a is configured
including a device information management unit 301, a device information storage unit 302, a CRL management unit
303, a CRL storage unit 304, and a communication unit 305. The service server 300b is configured in the same way.
[0036] The device information management unit 301 controls the device information storage unit 302, and manages
association between controllers and devices, IDs of controllers and devices being connected and certificate IDs of public
key certificates, and device history. Also, upon having detecting an unauthorized device or controller, the device infor-
mation management unit 301 notifies the portal server of the certificate ID of the public key certificate of that device or
controller, and places a CRL issue request. In a case of having updated the CRL, the device information management
unit 301 transmits the CRL to the CRL management unit 303.
[0037] The device information storage unit 302 records the IDs and certificate IDs of the controller and devices, and
device history. Fig. 9 is a diagram illustrating an example of a device information management table that the device
information storage unit 302 holds. This shows that device ID1 through device ID3 are connected to controller ID1 which
is the ID of the controller. This also shows that the certificate ID of the controller and the certificate IDs of the devices
also are recorded. This shows that the history information of the device ID1 is recorded in the history information 1.
[0038] The CRL management unit 303 controls the CRL storage unit 304, and upon having received a CRL from the
device information management unit 301, updates the CRL of the CRL storage unit 304.
[0039] The CRL storage unit 304 records CRLs.
[0040] The communication unit 305 communicates with the controller 100a and the portal server 400. Communication
with the controller 100a and portal server 400 is performed via SSL communication. Certificates necessary for SSL
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communication are recorded in the communication unit 305.
[0041] The configuration of the content server 300c differs from that of the manufacturer server 300a. Connection is
made with devices without going through the controller, so SSL authentication is performed between the content server
300c and the devices. The device information management table of the device information storage unit 302 is thus a
device information management table with no controller information.

1.5 Configuration of Portal Server 400

[0042] Fig. 10 is a configuration diagram of the portal server 400. The portal server 400 includes a CRL management
unit 401, a CRL storage unit 402, an encryption processing unit 403, an encryption key storage unit 404, and a commu-
nication unit 405.
[0043] The CRL management unit 401 controls the CRL storage unit 402 to manage the CRLs. Upon receiving a CRL
issue request from the manufacturer server 300a or service server 300b or the like, the CRL management unit 401 sets
data other than signature in the CRL, and requests the encryption processing unit 403 to generate a CRL signature.
The CRL management unit 401 receives the CRL with the generated signature from the encryption processing unit 403,
and records in the CRL storage unit 402.
[0044] The CRL storage unit 402 records the issued CRL.
[0045] Upon receiving a request for signature generation from the CRL management unit 401, the encryption processing
unit 403 uses a secret key held at the encryption key storage unit 404 to generate the CRL signature. Once the CRL
signature is generated, the encryption processing unit 403 transmits to the CRL management unit 401.
[0046] The encryption key storage unit 404 holds the secret key for issuing a CRL for the portal server 400 which is
the certificate authority.
[0047] The communication unit 405 perofrms communication with the servers 300a through c. The servers 300a
through c perform SSL communication. Certificates necessary for SSL communication are recorded at the communication
unit 405.

1.6 Operations of Authentication System 10

[0048] Operations of the authentication system 10 include the following.
[0049]

(1) Device registration processing where connection is made from device to controller, and registration is made in
server
(2) Processing to update CRL of manufacturer server 300a
(3) Processing to update CRL of device

[0050] These will each be described below with reference to the drawings.

1.6.1 Operations at Time of Device Registration Processing

[0051] Fig. 11 through Fig. 12 illustrate a sequence of processing where the device 200c connects to the controller
100a, and is registered to the manufacturer server 300a. Processing where the device 200a or 200b connect to the
controller 100a and are registered to the manufacturer server 300a, and processing where the device 200c connects to
the controller 100b and is registered to the service server 300a are the same.
[0052] (S101) A connection request is performed from the device 200c to the controller 100a. The device ID and public
key certificate of the device are also transmitted at this time.
[0053] (S102) Verification is performed regarding whether or not the certificate ID of the public key certificate of the
device 200c, regarding which the controller 100a has received the connection request, is listed in the CRL held in the
authentication information storage unit. If listed in the CRL, an error is notified to the device 200c and the processing ends.
[0054] (S103) The controller 100a verifies the signature of the public key certificate received from the device 200c. In
a case where the verification is not successful, the device 200c is notified of an error and the processing ends. The
signature at this time may be ECDSA (Elliptic Curve Digital Signature Algorithm). ECDSA is described in NPL 3, and
accordingly will not be described here.
[0055] (S104) The controller 100a generates a random number, and transmits to the device 200c along with the
controller ID and public key certificate.
[0056] (S105) The device 200c verifies whether the certificate ID of the public key certificate of the controller 100a
which has transmitted the connection request is listed in the CRL that it holds. If listed in the CRL, an error is notified to
the controller 100a and the processing ends.
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[0057] (S106) The device 200c verifies the signature of the public key certificate received from the controller 100a. In
a case where verification fails, an error is notified to the controller 100a and the processing ends.
[0058] (S107) The device 200c generates a signature from the random number received from the controller 100a and
the secret key of the device 200c.
[0059] (S108) The device 200c generates a random number, and transmits to the controller 100a along with the
signature generated in S107.
[0060] (S109) The controller 100a receives the signature and random number, and verifies the signature using the
public key certificate received in S101. In a case where verification of the signature fails, an error is notified to the device
200c and the processing ends.
[0061] (S110) The controller 100a generates a signature from the random number received in S109 and the secret
key of the controller 100a, and transmits the signature to the device 200a.
[0062] (S111) The device 200c receives the signature, and verifies the signature using the public key certificate
received in S104. In a case where verification of the signature fails, an error is notified to the controller 100a and the
processing ends.
[0063] (S112) In a case where verification in S111 is successful, the device 200c registers the controller in the con-
necting controller management table.
[0064] (S113) The controller 100a transmits the controller ID and certificate ID of the public key certificate, and the
device ID of the device regarding which verification was successful in S109 and the certificate ID of the public key
certificate, to the manufacturer server, and registers the device ID of the device and the certificate ID of the public key
certificate in the connecting device management table.
[0065] (S114) Upon receiving, from the controller 100a, the controller ID and certificate ID of the public key certificate
of the controller 100a and the device ID and certificate ID of the public key certificate of the device 200c, the manufacturer
server 300a registers in the device information management table.

1.6.2 Operations at Time of Processing to Update CRL of Manufacturer Server 300a

[0066] Fig. 13 illustrates a sequence of updating the CRL of the manufacturer server 300a.
[0067] (S121) The manufacturer server 300a detects an unauthorized device. Specific examples are a case of detecting
multiple controllers connecting to the manufacturer server 300a with the same certificate ID, a case of detecting multiple
devices of the same certificate ID registered to the manufacturer server 300a, and so forth. Also, in a case where leakage
of a secret key has been detected, a device or controller having a public key certificate corresponding thereto is also
determined to be an unauthorized device.
[0068] (S122) The manufacturer server 300a adds the certificate ID of the unauthorized device or the unauthorized
controller detected in S121, to the certificate IDs listed in the CRL.
[0069] (S123) The manufacturer server 300a transmits a CRL issue request along with the certificate IDs of the public
key certificates of all unauthorized devices and unauthorized controllers, to the portal server 400 which is the certificate
authority.
[0070] (S124) The portal server 400 issues a CRL from the received certificate IDs.
[0071] (S125) The portal server 400 transmits the CRL to the manufacturer server 300a.
[0072] (S126) The manufacturer server 300a records the received CRL in the CRL storage unit, thereby updating to
the newest CRL.
[0073] The above is an example of processing of updating the CRL of the manufacturer server 300a, but processing
for updating CRLs held by the service server 300b and content server 300c is the same processing.
[0074] Also, even if detecting no unauthorized devices in S121, the manufacturer server 300a updates the CRL before
the next issue date.

1.6.3 Operations at Time of Processing to Update CRL of device

[0075] Fig. 14 through Fig. 15 illustrate a sequence to update the CRL of the device 200c from the controller 100b.
Although an example of processing where the controller 100b updates the CRL of the device 200c will be described,
the processing for updating the CRL of the device 200c from the controller 100a is the same.
[0076] (S131) After updating the CRL, the service server 300b requests the controller 100b for CRL updating processing
along with the CRL.
[0077] (S132) The controller 100b updates to the CRL received from the service server 300b.
[0078] (S133) The controller 100b verifies whether a connecting device is listed in the CRL. If listed, this is notified to
the service server 300b, and the registration of the listed device is deleted.
[0079] (S134) The controller 100b requests all connecting devices 200 for CRL updating processing along with the
CRL. Description will be made here based on an example of requesting the device 200c to perform updating processing.
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[0080] (S135) The device 200c verifies the signature of the received CRL. In a case where verification is not successful,
the CRL updating processing ends.
[0081] (S136) The device 200c verifies whether or not all connecting controllers are listed in the CRL. If even one
connecting controller is listed, the other devices and controllers are notified of detection of an unauthorized controller.
Registration of this unauthorized controller is deleted from the connecting controller management table as well.
[0082] (S137) The device 200c compares the CRL received from the controller 100b and the CRL in the authentication
information storage unit, and verifies whether or not there is inconsistency. Specifically, in a case where a CRL received
from the controller 100a has been recorded, comparison is made between the issue date of the CRL received from the
controller 100b and the next issue date of the CRL received from the controller 100a. In a case where the next issue
date of the CRL received from the controller 100a is before the issue date of the CRL received from the controller 100b,
determination is made that the next issue date of the CRL received from the controller 100a has passed, so the controller
100a is detected as an unauthorized controller since it did not update the CRL. Also, the versions of the CRLs received
from the controller 100a and the controller 100b are compared, and if the CRL version does not match, the controller
which transmitted the older version CRL is detected as an unauthorized controller since it did not update the CRL. At
this time, the device 200c notifies the other devices and controllers of detection of an unauthorized controller. Registration
of this unauthorized controller is deleted from the connecting controller management table as well. Connection with the
controller 100a is also cut off.
[0083] (S138) The device 200c records the received CRL in the authentication information storage unit.
[0084] Fig. 16 illustrates a sequence of the content server 300c updating the CRL of the device 200c.
[0085] (S141) After updating the CRL, the content server 300c requests the device 200a for CRL updating processing
along with the CRL.
[0086] (S142) The device 200c verifies whether or not all connecting controllers are listed in the CRL. If even one
connecting controller is listed, the other devices controllers, and content server 300c are notified of detection of an
unauthorized controller. Registration of this unauthorized controller is deleted from the connecting controller management
table as well.
[0087] (S143) is the same as the processing S137 and thus will be omitted.
[0088] (S144) is the same as the processing S138 and thus will be omitted.

1.7 Advantages of First Embodiment

[0089] A device which connects to one controller could not update the CRL if this controller is an unauthorized controller.
In the first embodiment, the device receives CRLs from multiple controllers. Thus, the CRL can be acquired via multiple
networks, and updating can be performed. Enabling updating of the CRL enables connection to unauthorized controllers
to be prevented, and safe connection to be realized among authorized controllers and devices.

(Second Embodiment)

2. System Configuration

[0090] An authentication system 11 according to the present disclosure will be described here as an embodiment of
the present disclosure, with reference to the drawings.
[0091] In the authentication system 11 according to a second embodiment, an encryption key of communication is
shared between the controller and device after authentication, and history information of the device is transmitted to the
server by encrypted communication.

2.1 Overall Configuration of Authentication System 11

[0092] The overall configuration of the authentication system 11 according to the second embodiment is the same as
in the first embodiment, and accordingly will be omitted here. Components having the same configuration as those in
the first embodiment are denoted by the same reference numerals, and description will be omitted.

2.2 Operations of Authentication System 11

[0093] Operations of the authentication system 11 include the following.
[0094]

(1) Device registration processing where connection is made from device to controller, and registration is made in
server
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(2) Processing to update CRL of manufacturer server 300a
(3) Processing to update CRL of device
(4) Processing to transmit device history information from device to server

[0095] The processing of (2) and (3) is the same as in the first embodiment, so description will be omitted here.
[0096] Each will be described below with reference to the drawings.

2.2.1 Operations at Time of Device Registration Processing

[0097] Fig. 17 through Fig. 19 illustrate a sequence of processing where the device 200c connects to the controller
100a, and is registered to the manufacturer server. Processing where the device 200a or 200b connect to the controller
100a and are registered to the manufacturer server 300a, and processing where the device 200c connects to the controller
100b, and is registered to the service server, are the same.
[0098] The processing in (S201) through (S203) is the same as the processing in S101 through S103 in the first
embodiment, so description will be omitted here.
[0099] (S204) The controller 100a transmits the controller ID and public key certificate to the device 200c.
[0100] The processing in (S205) through (S206) is the same as the processing in S105 through S106 in the first
embodiment, so description will be omitted here.
[0101] (S207) The device 200c and controller 100a exchange keys. ECDH (Elliptic Curve Diffie-Hellman), which is an
elliptic curve cryptography key exchange method is used here. ECDH is described in NPL 4, and accordingly will not
be described here.
[0102] (S208) The device 200c and controller 100a set the key shared in the key exchange as a shared key.
[0103] (S209) The controller 100a generates a random number, and transmits to the device 200c.
[0104] (S210) The device 200c receives the random number from the controller 100a, and encrypts using the shared
key.
[0105] (S211) The device 200c generates a random number, and transmits to the controller 100a along with the
encrypted random number generated in S210.
[0106] (S212) The controller 100a receives the encrypted random number and the random number, decrypts the
encrypted random number using the shared key, and verifies whether it matches the random number generated in S209.
In a case where verification fails, an error is notified to the device 200c and the processing ends.
[0107] (S213) In a case where verification is successful in S212, the controller 100a uses the shared key to encrypt
the random number received in S212 and transmits the encrypted random number to the device 200c
[0108] (S214) The device 200c receives the encrypted random number, decrypts the encrypted random number using
the shared key, and verifies whether it matches the random number generated in S211. In a case where verification
fails, an error is notified to the controller 100a and the processing ends.
[0109] (S215) In a case where verification is successful in S214, the device 200c registers the controller 100a in the
connecting controller management table. Fig. 20 is a connecting controller management table according to the second
embodiment, configured including the shared key shared with the controller, in addition to the connecting controller
management table according to the first embodiment.
[0110] (S216) The controller 100a transmits the controller ID and certificate ID of the public key certificate, and the
device ID of the device regarding which verification was successful in S212 and the certificate ID of the public key
certificate, to the manufacturer server 300a, and registers the device ID of the device and the certificate ID of the public
key certificate in the connecting device management table. Fig. 21 is a connecting device management table according
to the second embodiment, configured including the shared key shared with the device, in addition to the connecting
device management table according to the first embodiment.
[0111] The processing in (S217) is the same as the processing in S114 in the first embodiment, so description will be
omitted here.

2.2.2 Operations Processing for Transmitting Device History Information from Device to Manufacturer Server 300a

[0112] Fig. 22 illustrates a sequence of transmitting device history information from the device to the manufacturer
server 300a. This uploading is performed periodically or non-periodically.
[0113] (S221) The device encrypts accumulated device history information using the shared key, and transmits to the
controller along with the device ID.
[0114] (S222) The controller receives the device ID and encrypted device history information, searches for the shared
key based on the device ID, and decrypts the device history information using the shared key.
[0115] (S223) The controller and manufacturer server 300a perform SSL authentication, and establish an encrypted
communication path.
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[0116] (S224) The controller transmits the controller ID and device ID received from the device and the device history
information to the manufacturer server 300a.
[0117] (S225) The manufacturer server 300a registers the received controller ID, device ID, and device history infor-
mation.

2.3 Advantages of Second Embodiment

[0118] Key exchange is performed when authenticating the device, and the shared key is used for challenge-response
authentication in the first embodiment. The shared key can be generated from just the public key corresponding to the
secret key, so in a case where the secret key corresponding to the public key of the public key certificate is not held,
the shared key cannot be generated, and challenge-response authentication will fail. Accordingly, authentication process-
ing can be reduced as compared to authentication processing where signature generation using the secret key and
signature verification using the public key are performed. Encrypted communication of the device history information
can be performed by the shared key, so leakage of device history information can be prevented.

(Third Embodiment)

3. System Configuration

[0119] An authentication system 20 according to the present disclosure will be described as an embodiment of the
present disclosure, with reference to the drawings.

3.1 Overall Configuration of Authentication System 20

[0120] Fig. 23 is a diagram illustrating the overall configuration to an authentication system 20 according to the present
embodiment. the authentication system 20 is configured including a controller 100, devices 2200, a server 2300, and
an operating terminal 2500. Components having the same configuration as those in the first embodiment are denoted
by the same reference numerals, and description will be omitted.
[0121] The devices 2200a through c are home electric appliances and housing facility devices that collect device
history information, such as televisions, recorders, air conditioners, refrigerators, batteries, and so forth. The server 2300
is a manufacturer server of a manufacturer that manufactures the home electric appliances, or a service server of a
service provider that provides services. As a specific example, a command to control a device within the home is
transmitted from the service of the manufacturer server to the controller, and the controller controls the device based
on the control command. A specific example of a control command is turning the power of the device ON/OFF, setting
a timer, or the like. The operating terminal 2500 is a device that has functions of operating home electric appliances and
housing facility device, and functions of communication with servers, such as smartphones, cellular phones, and so forth.

2.2 Configuration of Controller 100

[0122] The controller 100 according to the third embodiment is the same as in the first embodiment, and accordingly
will be omitted here.

3.3 Configuration of Device 2200

[0123] Fig. 24 is a configuration diagram of the device 2200 The device 2200 includes a device management unit 201,
a device information storage unit 203, an authentication processing unit 2204, an authentication information storage unit
205, a communication unit 206, and a control processing unit 2207. Components having the same configuration as those
in the first embodiment are denoted by the same reference numerals, and description will be omitted.
[0124] The authentication processing unit 2204 performs authentication processing with the controller 100. Also, upon
receiving an authentication request from the device management unit 201 along with a public key certificate, the au-
thentication processing unit 2204 acquires the CRL recorded in the authentication information storage unit 205, and
verifies whether the certificate ID of the public key certificate of the controller 100 is recorded in the CRL. The authentication
processing unit 2204 also verifies the signature of the public key certificate using the public key (omitted from illustration)
of the server 2300, which is the certificate authority. The authentication processing unit 2204 also generates a random
number and transmits the random number to the controller 100. The authentication processing unit 2204 verifies a
signature of the random number received from the controller 100. In a case where any one of the verifications fails, the
authentication processing unit 2204 determines that the controller 100 is an unauthorized device. Also, in a case where
a control command message has been notified from the control processing unit 2207, the authentication processing unit
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2204 verifies the signature of the entire message, performs signature verification of the CRL, and confirms that the CRL
is valid.
[0125] Upon receiving the control command message from the controller 100, the control processing unit 2207 requests
the authentication processing unit 2204 for verification of the signature of the entire message that has been received,
and the CRL signature. If the results of signature verification from the authentication processing unit 2204 are that
verification has been successful, the content of control is executed following the contents of the control command.
[0126] Fig. 28 is a diagram illustrating an example of a control command message. The control command message
is configured including a device ID indicating each device, a control command indicating the content of control which
the device performs, the CRL illustrated in Fig. 5, and a signature by the server secret key for the entire message.

3.4 Configuration of Server 2300

[0127] Fig. 25 is a configuration diagram of the server 2300. The server 2300 includes a device management unit
2301, a device information storage unit 2302, a CRL management unit 2303, a CRL storage unit 2304, an encryption
processing unit 2305, an encryption key storage unit 2306, and a communication unit 2307.
[0128] The device management unit 2301 controls the device information storage unit 2302, and manages association
between controllers and devices, IDs of controllers and devices being connected, and device history. Also, upon having
detecting an unauthorized device or controller, the device management unit 2301 notifies the CRL management unit
2303 of the certificate ID of that device or controller, and places a CRL update request.
[0129] The device information storage unit 2302 records the IDs and certificate IDs of the controller and devices, and
device history. An example of the device information management table which the device information storage unit 2302
holds is the same as the first embodiment, so description will be omitted.
[0130] The CRL management unit 2303 controls the CRL storage unit 2304, and in a case of having received a
certificate ID of an unauthorized device or unauthorized controller from the device management unit 2301, sets data
other than the signature of the CRL, and requests the encryption processing unit 2305 to generate the CRL signature.
The CRL management unit 2303 receives the CRL regarding which the signature has been generated from the encryption
processing unit 2305, and records in the CRL storage unit 2304.
[0131] Upon receiving the request to generate the signature from the CRL management unit 2303, the encryption
processing unit 2305 generates the CRL signature using the secret key held in the encryption key storage unit 2306,
and once the CRL signature is generated, transmits to the CRL management unit 2303.
[0132] The encryption key storage unit 2306 holds the CRL issuing secret key for the server 2300 which is the certificate
authority.
[0133] The CRL storage unit 2304 records the CRL.
[0134] The communication unit 2307 performs communication between the controller 100 and operating terminal 2500.
SSL communication is performed for the communication between the controller 100 and operating terminal 2500. Cer-
tificates necessary for SSL communication are recorded at the communication unit 2307.

3.5 Configuration of Operating Terminal 2500

[0135] Fig. 26 is a configuration diagram of the operating terminal 2500. The operating terminal 2500 includes a device
management unit 2501, a device information storage unit 2502, an operation accepting unit 2503, a control issuing unit
2504 and a communication unit 2505.
[0136] The device management unit 2501 controls the device information storage unit 2502 to manage the IDs of
devices to be controlled, and control commands representing the contents of control which can be issued for each device
ID The device management unit 2501 selects device IDs based on what has been received by notification from the
operation accepting unit 2503.
[0137] The device information storage unit 2502 records the IDs of devices to be controlled, and control commands.
[0138] Fig. 27 is a diagram illustrating an example of a controlled device management table which the device information
storage unit 2502 holds. The controlled device management table records device IDs and corresponding control com-
mands. Control commands which can be issued for each device ID are manged as control commands. An example of
using the device IDs and control command table is information used for configuring a GUI (Graphic User Interface) for
presenting the user with available control for each device ID.
[0139] The operation accepting unit 2503 receives operations from the user handling the operating terminal, and
notifies the device management unit 2501 and control issuing unit 2504 of the content that has been accepted. Examples
of operations from the user include, in addition to a method of using GUI, gestures, automatic operations by a timer set
beforehand, and so forth.
[0140] The control issuing unit 2504 reads control commands from the controlled device management table based on
the received contents notified from the operation accepting unit 2503, and issues. Note that a configuration may be
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made where the server has the controlled device management table instead of the operating terminal, with the service
side issuing control commands by APIs corresponding to the control commands from the operating terminal being called
up.
[0141] The communication unit 2505 performs communication with the server 2300. The communication unit 2505
communicates with the server 2300 via SSL communication. Certificates necessary for SSL communication are recorded
at the communication unit 2505.

3.6 Operations of Authentication System 20

[0142] Operations of the authentication system 20 include the following.
[0143]

(1) Device registration processing where connection is made from device 2200 to controller 100, and registration is
made in server 2300
(2) Processing to execute device control (processing to update CRL of device)

[0144] These will each be described below with reference to the drawings.

3.6.1 Operations at Time of Device Registration Processing

[0145] The operation sequence at the time of device registration according to the third embodiment is the same as
the first embodiment, and accordingly will be omitted here. Note that the manufacturer server in Fig. 11 and Fig. 12 is
equivalent to the server 2300 in the present embodiment.

3.6.2 Operations to Execute Device Control (Processing to Update CRL of Device)

[0146] Fig. 29 through Fig. 30 illustrate a sequence of executing device control from the operating terminal 2500 to
the device 2200a, and at the same time updating the CRL of the device 2200a. Processing performed as to the device
2200b and device 2200c from the operating terminal 2500 is the same. Sequences performing the same processing as
in the first embodiment will be denoted with the same reference numerals and description will be omitted.
[0147] (S2121) The operating terminal 2500 transmits a device ID and control command to the server 2300.
[0148] (S2122) The server 2300 adds a CRL to the device ID and control command.
[0149] (S2123) The server 2300 uses the secret key to generate a signature for the entire message obtained by linking
the device ID, control command, and CRL, and adds. This will be referred to as a control command message.
[0150] (S2124) The server 2300 transmits the control command message to the controller 100.
[0151] (S2125) The controller 100 acquires the device ID from the received control command message, compares
with the device ID listed in the device information management table, and decides the destination for transmitting the
control command message to.
[0152] (S2126) In a case where the device ID to be controlled is not included in the device IDs listed in the device
information management table which is managed, the controller 100 notifies the server 2300 to the effect that the control
command message could not be transmitted, and the processing ends
[0153] (S2127) The controller 100 transmits the control command message to the device 2200a.
[0154] (S2128) The device 2200a verifies the signature attached to the control command message to verify the validity
of the received control command message. In a case where the verification fails, the device 2200a ends without executing
the device control processing and updating processing of the CRL.
[0155] (S135), (S136) The same as the first embodiment, so description will be omitted.
[0156] (S2129) The device 2200c compares the CRL received from the operating terminal 2500 and the CRL in the
authentication information storage unit 205, and verifies whether or not there is inconsistency. Specifically, in a case
where a CRL has been recorded in the control command message received from the operating terminal 2500, comparison
is made between the issue date of the CRL received from the operating terminal 2500 and the next issue date of the
CRL received from the controller 100. In a case where the next issue date of the CRL received from the controller 100
is before the issue date of the CRL received from the operating terminal 2500, determination is made that the next issue
date of the CRL received from the controller 100 has passed, so the controller 100 is detected as an unauthorized
controller since it did not update the CRL. Also, the versions of the CRLs received from the controller 100 and the
operating terminal 2500 are compared, and if the CRL version do not match, the controller 100 which transmitted the
older version CRL is detected as an unauthorized controller since it did not update the CRL. At this time, the device
2200a notifies the other devices and controllers of detection of an unauthorized controller. Registration of this unauthorized
controller is deleted from the connecting controller management table as well. Connection with the controller 100 is also
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cut off.
[0157] (S138) The same as the first embodiment, so description will be omitted.
[0158] (S2130) The device 2200a executes control as to the device in accordance with the control command.

3.7 Advantages of Third Embodiment

[0159] In the third embodiment, a device receives a CRL along with a control command. Accordingly, though a device
connected to an unauthorized controller could not update the CRL, the device can acquire the newest CRL along with
the control command, and updating can be performed. Enabling updating of the CRL enables connection to unauthorized
controllers to be prevented, and safe connection to be realized among authorized controllers and devices.

(Fourth Embodiment)

4. System Configuration

[0160] An authentication system 30 according to the present disclosure will be described as an embodiment of the
present disclosure, with reference to the drawings.

4.1 Overall Configuration of Authentication System 30

[0161] Fig. 31 is a diagram illustrating the overall configuration of the authentication system 30 according to the present
disclosure. The authentication system 30 is configured including a controller 100, a device 2200, a server 3300, and an
operating terminal 3500. Components having the same configuration as those in the first embodiment and third embod-
iment are denoted by the same reference numerals, and description will be omitted.
[0162] The operating terminal 3500 is a device that has functions of operating home electric appliances and housing
facility devices, and functions of communication with servers 3300, such as smartphones, cellular phones, and so forth.

3.2 Configuration of Controller 100

[0163] The controller 100 according to the fourth embodiment is the same as in the first embodiment, and accordingly
will be omitted here.

4.3 Configuration of Device 2200

[0164] The device 2200 according to the fourth embodiment is the same as in the third embodiment, and accordingly
will be omitted here.

4.4 Configuration of Server 3300

[0165] The server 3300 according to the fourth embodiment is the same as in the third embodiment, and accordingly
will be omitted here.

4.5 Configuration of Operating Terminal 3500

[0166] Fig. 32 is a configuration diagram of the operating terminal 3500. The operating terminal 3500 is configured
including the device management unit 2501, device information storage unit 2502, operation accepting unit 2503, control
issuing unit 2504, communication unit 2505, and a CRL management unit 3506 and a CRL storage unit 3507. Components
having the same configuration as those in the first embodiment and third embodiment are denoted by the same reference
numerals, and description will be omitted.
[0167] The CRL management unit 3506 controls the CRL storage unit 3507, and in a case of receiving a CRL from
the device information management unit, updates the CRL.
[0168] The CRL storage unit 3507 records the issued CRL.

4.6 Operations of Authentication System 30

[0169] Operations of the authentication system 30 include the following.
[0170]
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(1) Device registration processing where connection is made from device to controller, and registration is made in
server
(2) Processing to update CRL of operating terminal
(3) Processing to execute device control (processing to update CRL of device)

[0171] These will each be described below with reference to the drawings.

4.6.1 Operations at Time of Device Registration Processing

[0172] The operation sequence at the time of device registration according to the fourth embodiment is the same as
the first embodiment, and accordingly will be omitted here. Note that the manufacturer server 300a in Fig. 11 and Fig.
12 is equivalent to the server 3300 in the present embodiment.

4.6.2 Processing to Update CRL of Operating Terminal

[0173] Fig. 33 illustrates a sequence of updating the CRL of the operating terminal.
[0174] (S3121) The operating terminal transmits a CRL transmission request to the server which is the certificate
authority.
[0175] (S3122) The server transmits the CRL being managed to the operating terminal.
[0176] (SS3123) The operating terminal records the received CRL in the CRL storage unit, and updates to the newest
CRL.
[0177] The timing at which the operating terminal transmits the CRL transmission request may be periodically according
to a timing decided beforehand. Alternatively, this may be performed a the same time as, or before or after, a particular
event where communication occurs with a server decided beforehand. An example of a particular event decided before-
hand may be before a timing of executing device control.

4.6.3 Processing to Execute Device Control (Processing to Update CRL of Device)

[0178] Fig. 34 through Fig. 35 illustrate a sequence of executing device control from the operating terminal to the
device 2200a, and at the same time updating the CRL of the device 2200a. Processing performed as to the device
2200b and device 2200c from the operating terminal is the same. Sequences performing the same processing as in the
first embodiment and third embodiment will be denoted with the same reference numerals and description will be omitted.
[0179] (S3131) The operating terminal adds the CRL to the terminal ID and control command.
[0180] (S3132) The operating terminal transmits the terminal ID, control command, and CRL to the server.
[0181] (S3133) The server uses the secret key to generate a signature for the entire message obtained by linking the
device ID, control command, and CRL, and adds. This will be referred to as a control command message.
[0182] (S2124) through (S2128), (S135), (S136), (S2129), (S138), (S2130) The same as the first embodiment and
third embodiment, so description will be omitted.
[0183] 4.7 Advantages of Fourth Embodiment
[0184] In the fourth embodiment, a device receives a CRL along with a control command. Accordingly, though a device
connected to an unauthorized controller could not update the CRL, the device can acquire the newest CRL along with
the control command, and updating can be performed. Enabling updating of the CRL enables connection to unauthorized
controllers to be prevented, and safe connection to be realized among authorized controllers and devices.

(Fifth Embodiment)

5. System Configuration

[0185] An authentication system 40 according to the present disclosure will be described as an embodiment of the
present disclosure, with reference to the drawings.

5.1 Overall Configuration of Authentication System 40

[0186] Fig. 36 is a diagram illustrating the overall configuration of the authentication system 40 according to the present
disclosure. The authentication system 40 is configured including a controller 100, devices 4200, a server 2300, and an
operating terminal 2500. Components having the same configuration as those in the first embodiment and third embod-
iment are denoted by the same reference numerals, and description will be omitted.
[0187] The devices 4200a through c are home electric appliances and housing facility devices that collect device
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history information, such as televisions, recorders, air conditioners, refrigerators, batteries, and so forth.

5.2 Configuration of Controller 100

[0188] The controller 100 according to the fifth embodiment is the same as in the first embodiment, and accordingly
will be omitted here.

5.3 Configuration of Device 4200

[0189] Fig. 37 is a configuration diagram of a device 4200. The device 4200 is configured including the device man-
agement unit 201, the device information storage unit 203, an authentication processing unit 4204, the authentication
information storage unit 205, the communication unit 206, a control processing unit 4207, and a processing order
determination unit 4208. Components having the same configuration as those in the first embodiment are denoted by
the same reference numerals, and description will be omitted.
[0190] The authentication processing unit 4204 performs authentication processing with the controller 100. Also, upon
receiving an authentication request from the device management unit 201 along with a public key certificate, the au-
thentication processing unit 4204 acquires the CRL recorded in the authentication information storage unit 204, and
verifies whether the certificate ID of the public key certificate of the controller 100 is recorded in the CRL. The authentication
processing unit 4204 also verifies the signature of the public key certificate using the public key (omitted from illustration)
of the server, which is the certificate authority. The authentication processing unit 4204 also generates a random number
and transmits the random number to the controller 100. The authentication processing unit 4204 verifies a signature of
the random number received from the controller 100. In a case where any one of the verifications fails, the authentication
processing unit 4204 determines that the controller 100 is an unauthorized device. Also, in a case of having been notified
with a control command message from the processing order determination unit 4208, the authentication processing unit
4204 verifies the signature of the entire message, performs signature verification of the CRL, and confirms that the CRL
is valid.
[0191] Upon receiving the control command message from the processing order determination unit 4208, the control
processing unit 4207 requests the authentication processing unit 4204 for verification of the signature of the signature
included in the message that has been received. The control processing unit 4207 receives the results of signature
verification from the authentication processing unit 4204, and if verification has been successful, the content of control
is executed following the contents of the control command. Fig. 28 is a diagram illustrating an example of a control
command message. The control command message is configured including a device ID indicating each device, a control
command indicating the content of control which the device performs, the CRL illustrated in Fig. 5, and a signature by
the server secret key for the entire message.
[0192] The processing order determination unit 4208 decides the order of whether to perform execution of the control
command first, or whether to perform processing related to the CRL verification and comparison first, based on the
content of the control command. In a case of performing execution of the control command first, the processing order
determination unit 4208 notifies the control processing unit 4207 of the control command message. In a case of performing
processing related to the CRL verification and comparison first, the processing order determination unit 4208 notifies
the authentication processing unit 4204 of the control command message. For example, in a case of a control command
to an air conditioner which is the device, to change the direction of breeze, the control processing unit 4207 executes
the content of the control command before the processing of verifying the CRL. In a case of having performed the
processing of verifying the CRL later, and the CRL is found to be not valid, the control processing unit 4207 handles this
by cancelling the content of the control command executed earlier, or the like.
[0193] Note that processing relating to the CRL verification and comparison does not need to be performed, depending
on the content of the control command included in the control command message. For example, in a case of performing
processing such as turning the power OFF or the like, CRL verification processing will be performed next time the power
is turned ON, so this can be skipped.

5.4 Configuration of Server 2300

[0194] The server 2300 according to the fifth embodiment is the same as in the third embodiment, and accordingly
will be omitted here.

5.5 Configuration of Operating Terminal 2500

[0195] The operating terminal 2500 according to the fifth embodiment is the same as in the third embodiment, and
accordingly will be omitted here.
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5.6 Operations of Authentication System 40

[0196] Operations of the authentication system 40 include the following.
[0197]

(1) Device registration processing where connection is made from device to controller, and registration is made in
server
(2) Processing to execute device control (processing to update CRL of device)

[0198] These will each be described below with reference to the drawings.

5.6.1 Operations at Time of Device Registration Processing

[0199] The operation sequence at the time of device registration according to the fifth embodiment is the same as the
first embodiment, and accordingly will be omitted here. Note that the manufacturer server 300a in Fig. 11 and Fig. 12 is
equivalent to the server 2300 in the present embodiment.

5.6.2 Operations to Execute Device Control (Processing to Update CRL of Device)

[0200] Fig. 38 through Fig. 39 illustrate a sequence of executing device control from the operating terminal to the
device 4200a, and at the same time updating the CRL of the device 4200a. Processing performed as to the device
4200b and device 4200c from the operating terminal is the same. Sequences performing the same processing as in the
first embodiment and third embodiment will be denoted with the same reference numerals and description will be omitted.
[0201] (S4121) The device 4200a determines whether or not to perform execution of the control command first, based
on the content of the control command included in the control command message.
[0202] In a case of having determined to perform execution of the control command first, the device 4200a executes
S2130, S4122 through S4124, and S138.
[0203] (S2130) The same as the third embodiment, so description will be omitted.
[0204] (S4122) The device 4200a verifies the received CRL signature. If the verification is not successful, the content
of execution of control is cancelled, and the CRL updating processing ends.
[0205] (S4123) The device 4200a verifies whether or not the connecting controller is listed in the CRL. If the connecting
controller is listed, the content of execution of control is cancelled, and detection of an unauthorized controller is notified
to the other devices and controllers. The registration of this unauthorized controller is also deleted from the connecting
controller management table.
[0206] (S4124) The device 4200c compares the CRL received from the operating terminal and the CRL in the authen-
tication information storage unit, and verifies whether or not there is inconsistency. Specifically, in a case where a CRL
has been recorded in the control command message received from the operating terminal, comparison is made between
the issue date of the CRL received from the operating terminal and the next issue date of the CRL received from the
controller. In a case where the next issue date of the CRL received from the controller is before the issue date of the
CRL received from the operating terminal, determination is made that the next issue date of the CRL received from the
controller has passed, so the controller is detected as an unauthorized controller since it did not update the CRL. Also,
the versions of the CRLs received from the controller and the operating terminal are compared, and if the CRL version
do not match, the controller which transmitted the older version CRL is detected as an unauthorized controller since it
did not update the CRL. At this time, the content of execution of control is cancelled, and detection of an unauthorized
controller is notified to the other devices and controllers. Registration of this unauthorized controller is deleted from the
connecting controller management table as well. Connection with the controller is also cut off.
[0207] (S138) The same as the first embodiment, so description will be omitted.
[0208] Also, in a case of having determined not to perform control execution first, i.e., to perform processing relating
to CRL verification and comparison first, the device 4200a executes S135 through S138, and S2130. This processing
is the same as embodiments 1 and 3, so description will be omitted.
[0209] 5.7 Advantages of Fifth Embodiment
[0210] In the fifth embodiment, a device receives a CRL along with a control command. Also, the order of implementation
by authentication of CRL, and whether or not to implement, are switched according to the content of the control command.
Accordingly, though a device connected to an unauthorized controller could not update the CRL, the device can acquire
the newest CRL along with the control command, and updating can be performed. Further, the processing speed can
be increased according to the content of the control command, and enabling updating of the CRL enables connection
to unauthorized controllers to be prevented, and safe connection to be realized among authorized controllers and devices.
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6. Other Modifications

[0211] Although the present disclosure has been described based on the above embodiments, it is needless to say
that the present disclosure is not restricted to the above embodiment. The following arrangements are also included in
the present disclosure.
[0212]

(1) In the above embodiments, the controller may acquire a CRL from the server during the device registration
processing. Acquisition may be periodically performed outside of device registration processing. Acquisition may
also be performed before the server next issue date of the CRL.
(2) While the device communicates with the server via the controller to acquire a CRL in the above embodiments,
this is not restrictive. The CRL may be acquired by an operating terminal connected to the server. Communication
between the operating terminal and the device may be NFC (Near field communication) communication or Bluetooth
(a registered trademark) communication.
(3) Although other devices and controllers are notified when a device determines a controller to be unauthorized in
the above embodiments, in a case where the devices or controllers that receive the notification have display functions,
a display screen to the effect that an unauthorized controller has been detected may be output. Also, in a case
where there is no display screen, an error code may be displayed or a lamp made to blink. Alternatively, the content
of the control command may simply be ignore and not executed.
Accordingly, the user having the unauthorized controller can confirm the display, and can replace the unauthorized
controller.
(4) While challenge-response authentication using a shared key is performed in the above second embodiment,
this is not restrictive, and EAP-PSK may further be performed using the authentication method described in RFC5191.
(5) The key for encrypted communication may be exchanged at the time of device registration processing in the
above first embodiment. DH (Diffie-Hellman) or ECDH may be used as the key exchange method.
(6) In the above embodiments, the controller may display the power consumption of the devices to which connection
is to be made, the amount of electric power charged in a battery, and the amount of power generated by a solar
generator.
(7) The controller in the above embodiments may be a power distribution board installed in a home.
(8) Communication between the controller and device in the above embodiments may be Wi-Fi, Specified Low
Power Wireless, Power Line Communication, or Bluetooth (a registered trademark).
(9) Although the function of the server as a certificate authority issuing CRLs and the function as a service server
providing control commands are concurrently undertaken, this is not restrictive, and may be divided into separate
servers.
(10) While CRLS are issued in the above embodiments including all certificate IDs of public key certificates of
unauthorized controllers, this is not restrictive, and an arrangement may be made where CRLs are issued regarding
just devices connecting to the server issuing the control command. Further, CRLs may be issued for each device
type or each year of manufacture.
(11) In the above embodiments, the device ID and control command included in the control command message
may be in a format conforming to a communication protocol such as ECHONET (a registered trademark) Lite or the
like. Further, the CRL included in the control command message may be included in a control command issued in
a format conforming to a communication protocol such as ECHONET (a registered trademark) Lite or the like. In
the case of the ECHONET (a registered trademark) Lite protocol, a new property may be defined in the EPC region
and actual CRL data be situated in the EDT region.
(12) The above devices specifically are computer systems configured including a microprocessor, ROM, RAM, a
hard disk unit, a display unit, a keyboard, a mouse, or the like. A computer program is recorded in the RAM or hard
disk unit. The devices realize their functions by the microprocessor operating according to the computer program.
The computer program here is configured by combining multiple command codes indicating instructions to the
computer, to realize predetermined functions.
(13) Part or all of the components configuring the above devise may be configured as a single system LSI (Large
Scale Integration). A system LSI is a super-multi-functional LSI manufactured integrating multiple components on
a single chip, and specifically is a computer system configured including a microprocessor, ROM, RAM, and so
forth. A computer program is recorded in the RAM. The system LSI realizes its functions by the microprocessor
operating according to the computer program.
The parts of the components making up the above devices may be individually formed into one chip, or part or all
may be included in one chip.
While description has been made regarding a system LSI, there are different names such as IC, LSI, super LSI,
and ultra LSI, depending on the degree of integration. The circuit integration technique is not restricted to LSIs, and
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dedicated circuits or general-purpose processors may be used to realize the same. A FPGA (Field Programmable
Gate Array) which can be programmed after manufacturing the LSI, or a reconfigurable processor where circuit cell
connections and settings within the LSI can be reconfigured, may be used.
Further, in the event of the advent of an integrated circuit technology which would replace LSIs by advance of
semiconductor technology or a separate technology derived therefrom, such a technology may be used for integration
of the functional blocks, as a matter of course. Application of biotechnology is a possibility.
(14) Part or all of the components of which the above-described devices may be configured as an IC card detachably
mountable to each device or a module. The IC card or standalone module is a computer system configured including
a microprocessor, ROM, RAM, and so forth. The IC card or module may include the above-described super-multi-
functional LSI. The IC card or module achieves its functions by the microprocessor operating according to the
computer program. The IC card or module may be tamper-resistant.
(15) The present disclosure may be the above-described methods, or may be a computer program which realizes
these methods by a computer, or may be digital signals made up of the computer program.
The present disclosure may be the computer program or the digital signals recorded in a computer-readable recording
medium, such as for example, a flexible disk, a hard disk, a CD-ROM, MO, DVD, DVD-ROM, DVD-RAM, BD (Blu-
ray (a registered trademark) Disc), semiconductor memory, or the like. The present disclosure may also be the
digital signals recorded in these recording mediums.
The present disclosure may be an arrangement where the computer program or the digital signals are transmitted
over an electric communication line, wireless or cable communication line, a network of which the Internet is repre-
sentative, data broadcasting, or the like.
The present disclosure may be a computer system having a microprocessor and memory, where the memory records
the computer program, and the microprocessor operates according to the computer program.
The present disclosure may also be carried out by another independent computer system, by the program or digital
signals being recorded in the recording medium and being transported, or by the program or digital signals being
transferred over the network or the like.
(16) The above-described embodiment and the above-described modifications may be combined.

Industrial Applicability

[0213] According to the present disclosure, in a system where a device and controller are connected, even if the device
connects to an unauthorized controller, a CRL attached to a message controlling the device can be acquired, whereby
the unauthorized controller can be detected.

Reference Signs List

[0214]

10, 11 authentication system
100a, 100b controller
101 device management unit
102 device information storage unit
103 authentication processing unit
104 authentication information storage unit
105 communication unit
200a, 200b, 200c device
201 device management unit
202 device history storage unit
203 device information storage unit
204 authentication processing unit
205 authentication information storage unit
206 communication unit
300a manufacturer server
300b service server
300c content server
301 device management unit
302 device information storage unit
303 CRL management unit
304 CRL storage unit
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305 communication unit
400 portal server
401 CRL management unit
402 CRL storage unit
403 encryption processing unit
404 encryption key storage unit
20, 30, 40 authentication system
100 controller
2200a, 2200b, 2200c, 4200a, 4200b, 4200c device
2204, 4204 authentication processing unit
2207, 4207 control processing unit
4208 processing order determination unit
2300 server
2301, 3301 device management unit
2302, 3302 device information storage unit
2303 CRL management unit
2304 CRL storage unit
2305 encryption processing unit
2306 encryption key storage unit
2307 communication unit
2500, 3500 operating terminal
2501 device management unit
2502 device information storage unit
2503 operation accepting unit
2504 control issuing unit
2505 control unit
3506 CRL management unit
3507 CRL storage unit

Claims

1. An authentication method in an authentication system including a device (2200a), an operating terminal (2500) that
operates the device, and a controller (100) of a communication network, where authentication is performed via
communication between the controller and the device over the communication network,
wherein the device
acquires a first certificate revocation list from the controller, acquires (S2127) a second certificate revocation list
along a control command from the operating terminal to the device,
wherein the first certificate revocation list and the second certificate revocation list are revocation lists relating to
certificates of the controller and the device,
and wherein validity of the controller is determined (S2129) based on the comparison between the first certificate
revocation list and the second certificate revocation list.

2. The authentication method according to Claim 1,
wherein the device stops connection to the controller in a case where determination is that the controller is unau-
thorized.

3. The authentication method according to either Claim 1 or 2,
wherein the validity of the controller is determined by comparing a next issue date of the first certificate revocation
list and an issue date of the second certificate revocation list.

4. The authentication method according to any one of Claims 1 2, and 3,
wherein the authentication system further includes a server (2300), and wherein the server provides the second
certificate revocation list to the controller (100).

5. The authentication method according to any one of Claims 1 through 4,
wherein the device, in accordance with the content of the control command, performs
processing of authenticating the validity of the controller, and
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determination of execution order of control processing and/or whether or not to execute, based on the content of
the control command.

6. An authentication system including a device (2200a), an operating terminal (2500) that operates the device, and a
controller (100) of a communication network, where authentication is performed via communication between the
controller and the device over the communication network,
wherein the device
acquires a first certificate revocation list from the controller,
acquires a second certificate revocation list along with a control command from the operating terminal to the device,
wherein the first certificate revocation list and the second certificate revocation list are revocation lists relating to
certificates of the controller and the device,
and wherein the device includes a determining unit that determines validity of the controller based on the comparison
between the first certificate revocation list and the second certificate revocation list.

7. A device connected to the authentication system according to Claim 6.

Patentansprüche

1. Authentifizierungsverfahren in einem Authentifizierungssystem, umfassend eine Vorrichtung (2200a), ein Bedie-
nendgerät (2500), das die Vorrichtung betätigt, und eine Steuereinheit (100) eines Kommunikationsnetzes, wobei
die Authentifizierung über eine Kommunikation zwischen der Steuereinheit und der Vorrichtung über das Kommu-
nikationsnetz ausgeführt wird,
wobei die Vorrichtung eine erste Zertifikatsaufhebungsliste von der Steuereinheit bezieht,
eine zweite Zertifikatsaufhebungsliste entlang eines Steuerbefehls von dem Bedienendgerät für die Vorrichtung
bezieht (S2127),
die erste Zertifikatsaufhebungsliste und die zweite Zertifikatsaufhebungsliste Aufhebungslisten sind, die sich auf
Zertifikate der Steuereinheit und der Vorrichtung beziehen,
und die Gültigkeit der Steuereinheit auf der Basis des Vergleiches zwischen der ersten Zertifikatsaufhebungsliste
und der zweiten Zertifikatsaufhebungsliste bestimmt wird (S2129).

2. Authentifizierungsverfahren nach Anspruch 1,
bei dem die Vorrichtung die Verbindung zu der Steuereinheit für den Fall stoppt, dass die Bestimmung lautet, dass
die Steuereinheit nicht autorisiert ist.

3. Authentifizierungsverfahren nach Anspruch 1 oder 2,
bei dem die Gültigkeit der Steuereinheit durch Vergleichen eines nächsten Ausgabedatums der ersten Zertifikats-
aufhebungsliste und eines Ausgabedatums der zweiten Zertifikatsaufhebungsliste bestimmt wird.

4. Authentifizierungsverfahren nach einem der Ansprüche 1, 2 und 3,
bei dem das Authentifizierungssystem weiterhin einen Server (2300) umfasst,
und der Server die zweite Zertifikatsaufhebungsliste der Steuereinheit (100) bereitstellt.

5. Authentifizierungsverfahren nach einem der Ansprüche 1 bis 4,
bei dem die Vorrichtung in Übereinstimmung mit dem Inhalt des Steuerbefehls die Verarbeitung der Authentifizierung
der Gültigkeit der Steuereinheit und
die Bestimmung der Ausführungsreihenfolge der Steuerverarbeitung und/oder ob ausgeführt werden soll oder nicht,
auf der Basis des Inhaltes des Steuerbefehls ausführt.

6. Authentifizierungssystem, umfassend eine Vorrichtung (2200a), ein Bediengerät (2500), das die Vorrichtung betätigt,
und eine Steuereinheit (100) eines Kommunikationsnetzwerkes, wobei die Authentifizierung über eine Kommuni-
kation zwischen der Steuereinheit und der Vorrichtung über das Kommunikationsnetzwerk erfolgt,
wobei die Vorrichtung eine erste Zertifikatsaufhebungsliste von der Steuereinheit bezieht,
eine zweite Zertifikatsaufhebungsliste zusammen mit einem Steuerbefehl von dem Bediengerät für die Vorrichtung
bezieht,
wobei die erste Zertifikatsaufhebungsliste und die zweite Zertifikatsaufhebungsliste Aufhebungslisten sind, die sich
auf Zertifikate der Steuereinheit und der Vorrichtung beziehen, und
die Vorrichtung eine Bestimmungseinheit umfasst, die die Gültigkeit der Steuereinheit auf der Basis des Vergleiches
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zwischen der ersten Zertifikatsaufhebungsliste und der zweiten Zertifikatsaufhebungsliste bestimmt.

7. Vorrichtung, die mit dem Authentifizierungssystem nach Anspruch 6 verbunden ist.

Revendications

1. Procédé d’authentification dans un système d’authentification incluant un dispositif (2200a), un terminal de com-
mande (2500) qui commande le dispositif, et un contrôleur (100) de réseau de communication, où une authentification
est mise en oeuvre via une communication entre le contrôleur et le dispositif via le réseau de communication,
dans lequel le dispositif
acquiert une première liste de révocation de certificats provenant du contrôleur,
acquiert (S2127) une deuxième liste de révocation de certificats conjointement à une commande de contrôle du
terminal de commande au dispositif,
dans lequel la première liste de révocation de certificats et la deuxième liste de révocation de certificats sont des
listes de révocation relatives à des certificats du contrôleur et du dispositif, et
dans lequel la validité du contrôleur est déterminée (S2129) sur base de la comparaison entre la première liste de
révocation de certificats et la deuxième liste de révocation de certificats.

2. Procédé d’authentification selon la revendication 1,
dans lequel le dispositif interrompt une connexion au contrôleur dans le cas où la détermination établit que le
contrôleur n’est pas autorisé.

3. Procédé d’authentification soit selon la revendication 1, soit selon la revendication 2,
dans lequel la validité du contrôleur est déterminée en comparant une date de publication suivante de la première
liste de révocation de certificats à une date de publication de la deuxième liste de révocation de certificats.

4. Procédé d’authentification selon l’une quelconque des revendications 1, 2 et 3,
dans lequel le système d’authentification comprend en outre un serveur (2300), et
dans lequel le serveur procure la deuxième liste de révocation de certificats au contrôleur (100).

5. Procédé d’authentification selon l’une quelconque des revendications 1 à 4,
dans lequel le dispositif, conformément au contenu de la commande de contrôle, met en oeuvre
le traitement de l’authentification de la validité du contrôleur, et
la détermination de l’ordre d’exécution du traitement de contrôle et/ou du fait qu’il faut ou non effectuer une exécution,
sur base du contenu de la commande de contrôle.

6. Système d’authentification incluant un dispositif (2200a), un terminal de commande (2500) qui commande le dis-
positif, et un contrôleur (100) de réseau de communication, où une authentification est mise en oeuvre via une
communication entre le contrôleur et le dispositif via le réseau de communication,
dans lequel le dispositif
acquiert une première liste de révocation de certificats provenant du contrôleur,
acquiert une deuxième liste de révocation de certificats conjointement à une commande de contrôle du terminal de
commande au dispositif,
dans lequel la première liste de révocation de certificats et la deuxième liste de révocation de certificats sont des
listes de révocation relatives aux certificats du contrôleur et du dispositif, et
dans lequel le dispositif inclut une unité de détermination qui détermine la validité du contrôleur sur base de la
comparaison entre la première liste de révocation de certificats et la deuxième liste de révocation de certificats.

7. Dispositif connecté au système d’authentification selon la revendication 6.



EP 3 086 253 B1

23



EP 3 086 253 B1

24



EP 3 086 253 B1

25



EP 3 086 253 B1

26



EP 3 086 253 B1

27



EP 3 086 253 B1

28



EP 3 086 253 B1

29



EP 3 086 253 B1

30



EP 3 086 253 B1

31



EP 3 086 253 B1

32



EP 3 086 253 B1

33



EP 3 086 253 B1

34



EP 3 086 253 B1

35



EP 3 086 253 B1

36



EP 3 086 253 B1

37



EP 3 086 253 B1

38



EP 3 086 253 B1

39



EP 3 086 253 B1

40



EP 3 086 253 B1

41



EP 3 086 253 B1

42



EP 3 086 253 B1

43



EP 3 086 253 B1

44



EP 3 086 253 B1

45



EP 3 086 253 B1

46



EP 3 086 253 B1

47



EP 3 086 253 B1

48



EP 3 086 253 B1

49



EP 3 086 253 B1

50



EP 3 086 253 B1

51



EP 3 086 253 B1

52



EP 3 086 253 B1

53



EP 3 086 253 B1

54



EP 3 086 253 B1

55



EP 3 086 253 B1

56



EP 3 086 253 B1

57



EP 3 086 253 B1

58



EP 3 086 253 B1

59



EP 3 086 253 B1

60

REFERENCES CITED IN THE DESCRIPTION

This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Non-patent literature cited in the description

• Wi-Fi CERTIFIED Wi-Fi Protected Setup: Easing the
User Experience for Home and Small Office Wi-FiR
Networks (2010). Wi-Fi Alliance, December 2010
[0005]

• ATSUKO MIYAJI ; HIROAKI KIKUCHI. IT Text In-
formation Security. Ohmsha, October 2003 [0005]

• Suite B Implementer’s Guide to FIPS 186-3 (ECD-
SA). National Security Agency, 03 February 2010
[0005]

• ELAINE BARKER. Recommendation for Pair-Wise
Key-Establishment Schemes Using Discrete Loga-
rithm Cryptography. National Institute of Standards
and Technology, 13 May 2013 [0005]

• D. FORSBERG. Protocol for Carrying Authentication
for Network Access (PANA). Internet Engineering
Task Force, May 2008 [0005]

• YUN-KYUNG LEE et al. Home Network Device Au-
thentication: Device Authentication Framework and
Device Certificate Profile, 2007 [0005]

• Device Certificate profile for the home network. ITU-T
RECOMMENDATION X.1112, 11/2007, 01 Novem-
ber 2007 [0005]


	bibliography
	description
	claims
	drawings
	cited references

