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Description

TECHNICAL FIELD

[0001] The present invention relates to the field of vir-
tualization technologies, and in particular, to a network
function virtualization NFV fault management apparatus,
device, and method.

BACKGROUND

[0002] An objective of putting forward network function
virtualization (Network Function Virtualization, NFV) is to
implement some network functions in a universal high-
performance server, switch, and memory by employing
a virtualization technology in information technologies,
which requires that the network functions be implement-
ed in a software manner, run on universal server hard-
ware, and be migrated, instantiated, and deployed at dif-
ferent locations of a network as required, and does not
require installation of a new device. In a schematic dia-
gram of a comparison between a typical network appli-
cation manner and a network function virtualization NFV
manner shown in FIG. 1, various types of network devic-
es, such as a server, a router, a storage device, for ex-
ample, a content delivery network (Content Delivery Net-
work, CDN), and a switch, may all implement separation
between software and hardware by using a network func-
tion virtualization technology, and may be deployed in a
data center, a network node, or a home of a user.
[0003] In an architectural diagram of an NFV system
shown in FIG. 2, one NFV system includes multiple
nodes, such as a virtualized network function (Virtualized
Network Function, VNF), an element management sys-
tem (Element Management System, EMS), NFV infra-
structure (NFV Infrastructure, NFVI), a virtualized infra-
structure manager (Virtualized Infrastructure Manager,
VIM), an orchestrator (NFV Orchestrator, NFVO), a VNF
manager (VNF Manager, VNFM), a service, VNF and
infrastructure description apparatus (Service, VNF and
Infrastructure Description), an operation support system
(Operation Support System, OSS)/business support sys-
tem (Business Support System, BSS), and interfaces be-
tween nodes, such as an interface Vn-Nf between the
VNF and the NFVI, an interface VI-Ha between a virtu-
alization layer and a hardware resource, an interface Or-
Vnfm between the Orchestrator and the VNF Manager,
an interface Vi-Vnfm between the VIM and the VNFM,
an interface Or-Vi between the NFVO and the VIM, an
interface Nf-Vi between the NFVI and the VIM, an inter-
face Os-Ma between the OSS/BSS and the NFVO, an
interface Ve-Vnfm between the VNF/EMS and the VN-
FM, and an interface Se-Ma between the service, VNF
and infrastructure description apparatus and the NFVO.
[0004] When the nodes are running, a fault may be
generated, and some nodes need to notify the fault to
some other nodes. Two NFV fault notification mecha-
nisms are discussed currently. A first mechanism is that

when a fault occurs on NFVI, the fault is directly published
to a VNF. A second mechanism is that when a fault occurs
on NFVI, the fault is notified to a VNFM by using a VIM,
and is then notified to a VNF by using the VNFM. How-
ever, in a complex environment of the NFV system, node
levels are numerous, and a fault may occur on any level
of a VNF. According to the first mechanism provided in
the prior art, it is relatively difficult to implement cross-
level publishing of fault information; according to the sec-
ond mechanism, the fault is notified to the VNFM by using
the VIM, and is then notified to the VNF by using the
VNFM, and a relatively large delay is caused by perform-
ing publishing level by level.
[0005] To sum up, in a complex architecture of the NFV
system, implementing real-time and quick location and
notification of node fault information is a problem that
needs to be resolved currently and urgently.
[0006] US 2011/0258268 discusses about how to con-
trol message delivery in publish/subscribe messaging.
[0007] US 2003/0229674 discusses about Internet
scaling in a PUB/SUB ENS.

SUMMARY

[0008] Embodiments of the present invention provide
a network function virtualization NFV fault management
apparatus, and method, which can implement real-time
and quick location and notification of node fault informa-
tion.
[0009] According to a first aspect, a network function
virtualization NFV fault management apparatus is pro-
vided, including:

a first receiving unit, configured to receive a fault
subscription message from at least one subscription
node in an NFV system, where the fault subscription
message includes: a node identifier of the at least
one subscription node and fault information to which
a subscription is requested;
a second receiving unit, configured to receive a fault
publish message from at least one fault publish node
in the NFV system;
a matching unit, configured to perform matching be-
tween the fault information to which a subscription
is requested and the fault publish message, and gen-
erate a fault notification message; and
a notification unit, configured to notify the fault noti-
fication message to a corresponding subscription
node associated with the node identifier of the at
least one subscription node.

[0010] According to a second aspect, a network func-
tion virtualization NFV fault management method is pro-
vided, including:

receiving a fault subscription message from at least
one subscription node in an NFV system, where the
fault subscription message includes: a node identi-
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fier of the at least one subscription node and fault
information to which a subscription is requested;
receiving a fault publish message from at least one
fault publish node in the NFV system;
performing matching between the fault information
to which a subscription is requested and the fault
publish message, and generating a fault notification
message; and
notifying the fault notification message to a corre-
sponding subscription node associated with the
node identifier of the at least one subscription node.

[0011] According to the technical solutions of the net-
work function virtualization NFV fault management ap-
paratus, and method that are provided in the embodi-
ments of the present invention, the NFV fault manage-
ment apparatus disposed in an NFV system centrally re-
ceives a fault subscription message and a fault publish
message of any node in the NFV system, performs
matching between parameters of the received fault sub-
scription message and fault publish message, and noti-
fies a fault notification message to a corresponding node,
which can implement real-time and quick location and
notification of node fault information.

BRIEF DESCRIPTION OF DRAWINGS

[0012] To describe the technical solutions in the em-
bodiments of the present invention or in the prior art more
clearly, the following briefly introduces the accompanying
drawings required for describing the embodiments. Ap-
parently, the accompanying drawings in the following de-
scription show merely some embodiments of the present
invention, and a person of ordinary skill in the art may
still derive other drawings from these accompanying
drawings without creative efforts.

FIG. 1 is a schematic diagram of a comparison be-
tween a typical network application manner and a
network function virtualization NFV manner;
FIG. 2 is an architectural diagram of an NFV system;
FIG. 3 is a schematic structural diagram of an NFV
fault management apparatus according to an em-
bodiment of the present invention;
FIG. 4 is an exemplary schematic flowchart of sub-
scribing to, publishing, and notifying fault informa-
tion; FIG. 5 is a schematic structural diagram of an-
other NFV fault management apparatus according
to an embodiment of the present invention;
FIG. 6 is another exemplary schematic flowchart of
subscribing to, publishing, and notifying fault infor-
mation; FIG. 7 is a schematic structural diagram of
an NFV node according to an embodiment of the
present invention; FIG. 8 is a schematic structural
diagram of another NFV node according to an em-
bodiment of the present invention;
FIG. 9 is a schematic structural diagram of an NFV
fault management device according to an embodi-

ment of the present invention;
FIG. 10 is a schematic structural diagram of an NFV
node device according to an embodiment of the
present invention;
FIG. 11 is a schematic structural diagram of another
NFV node device according to an embodiment of the
present invention;
FIG. 12 is a flowchart of an NFV fault management
method according to an embodiment of the present
invention;
FIG. 13 is a flowchart of another NFV fault manage-
ment method according to an embodiment of the
present invention; and
FIG. 14 is a flowchart of still another NFV fault man-
agement method according to an embodiment of the
present invention.

DESCRIPTION OF EMBODIMENTS

[0013] The following clearly and completely describes
the technical solutions in the embodiments of the present
invention with reference to the accompanying drawings
in the embodiments of the present invention. Apparently,
the described embodiments are merely some but not all
of the embodiments of the present invention. All other
embodiments obtained by a person of ordinary skill in
the art based on the embodiments of the present inven-
tion without creative efforts shall fall within the protection
scope of the present invention.
[0014] In the embodiments of the present invention, an
NFV fault management apparatus is added to an NFV
network architecture, and the apparatus may be a server
or the like. In an NFV system, the NFV fault management
apparatus may receive fault subscription messages of
any one or more nodes and fault publish messages of
any one or more nodes, then perform matching between
the received fault subscription messages and fault pub-
lish messages, and notify fault messages that are suc-
cessfully matched to a corresponding fault subscription
node, which can implement quicker, simpler, and more
convenient location and notification of a fault. This fault
management architecture also has relatively good per-
formance and scalability, for example, a new node may
flexibly enter into or leave the fault management archi-
tecture, and it is more convenient to configure a newly
added fault message type.
[0015] In the NFV system, meanings of nodes and in-
terfaces are as follows:

(1) A VNF: corresponds to a physical network func-
tion (Physical Network Function, PNF), for example,
a virtualized packet core network (Evolved Packet
Core, EPC) node (such as a mobility management
entity (Mobile Management Entity, MME), a serving
gateway (Serving Gateway, SGW), or a packet data
network-gateway (Packet Data Network-Gateway,
PGW)), in a conventional non-virtualized network. A
functional behavior and status of a network function
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are unrelated to virtualization, and in NFV, it is in-
tended that the VNF and the PNF have a same func-
tional behavior and external interface.
A VNF may include multiple components of a lower
level. Therefore, one VNF may be deployed on mul-
tiple VMs, and each virtual machine (Virtual Ma-
chine, VM) carries one VNF component; and the
VNF may also be deployed on one VM.
(2) An EMS: performs a conventional fault manage-
ment, configuration management, accounting man-
agement, performance management, security man-
agement (Fault Management, Configuration Man-
agement, Accounting Management, Performance
Management, Security Management, FCAPS) func-
tion for a VNF.
(3) NFV Infrastructure: includes a hardware re-
source, a virtual resource, and a virtualization layer.
From the perspective of a VNF, the virtualization lay-
er and the hardware resource are considered as one
entity that can provide a required virtual resource.
(4) A Virtualized Infrastructure Manager or Virtual-
ized Infrastructure Managers: include(s) an entity
that is configured to control and manage computing,
storage and network resources, and virtualization
thereof.
(5) An Orchestrator: is responsible for orchestrating
and managing NFV resources (including infrastruc-
ture and a software resource) on a network side, and
implementing an NFV service topology on NFVI.
(6) A VNF Manager or VNF Managers: is/are respon-
sible for managing a life cycle of a VNF instance.
(7) A Service, VNF and Infrastructure Description:
provides information about a connection to a VNF,
service related information, a VNF information mod-
el, and an NFVI information model.
(8) Operations and Business Support Systems
(OSS/BSS): refer to an existing OSS/BSS of an op-
erator.

[0016] The Orchestrator, the VNF Manager, and the
Virtualized Infrastructure Manager form an NFVO togeth-
er. Interfaces in the architecture include:

(1) An interface VI-Ha between a virtualization layer
and a hardware resource: the virtualization layer may
request the hardware resource and collect related
hardware resource status information by using the
interface.
(2) An interface Vn-Nf between a VNF and NFVI:
describes an execution environment that is provided
by the NFVI to the VNF.
(3) An interface Or-Vnfm between the Orchestrator
and the VNF Manager: an internal interface of the
NFVO is used in the following cases:

the VNF Manager sends a resource related re-
quest, such as authorization, verification, reser-
vation, and allocation of a resource, and is con-

figured to manage a life cycle of the VNF; and
the Orchestrator sends configuration informa-
tion to the VNF manager, so that the VNF can
be properly configured according to a forwarding
graph (forwarding graph) of the VNF; and
collects status information of the VNF, where
the status information is used to manage the life
cycle of the VNF.

(4) An interface Vi-Vnfm between the Virtualized In-
frastructure Manager and the VNF Manager: an in-
ternal interface of the NFVO is used in the following
cases:

the VNF Manager sends a resource allocation
request; and
a virtual hardware resource is configured and
status information (for example, an event) is ex-
changed.

(5) An interface Or-Vi between the Orchestrator and
the Virtualized Infrastructure Manager: an internal
interface of the NFVO is used in the following cases:

the Orchestrator sends a resource reservation
request;
the Orchestrator sends a resource allocation re-
quest; and
a virtual hardware resource is configured and
status information (for example, an event) is ex-
changed.

(6) An interface Nf-Vi between the NFVI and the Vir-
tualized Infrastructure Manager:

performs specific resource allocation according
to a resource allocation request; and
forwards virtual resource status information; and
a virtual hardware resource is configured and
status information (for example, an event) is ex-
changed.

(7) An interface Os-Ma between the OSS/BSS and
the NFVO:

requests to manage a life cycle of a service
graph;
requests to manage the life cycle of the VNF;
forwards NFV related status information;
exchanges policy management information;
exchanges data analysis information;
forwards accounting and usage records that are
related to the NFV; and
exchanges information about a capacity and an
inventory (inventory).

(8) An interface Ve-Vnfm between the VNF/EMS and
the VNF Manager:

5 6 



EP 3 082 295 B1

5

5

10

15

20

25

30

35

40

45

50

55

requests to manage the life cycle of the VNF;
exchanges configuration information; and
exchanges status information necessary for
managing a life cycle of a service.

(9) An interface Se-Ma between the Service, VNF
and Infrastructure Description and the NFVO: is con-
figured to search for information related to a forward-
ing graph of the VNF, service related information,
VNF related information, and information related to
an NFVI information model, where the information
is provided to the NFVO for using.

[0017] Refer to FIG. 3, which is a schematic structural
diagram of an NFV fault management apparatus accord-
ing to an embodiment of the present invention. The ap-
paratus 1000 includes: a first receiving unit 11, a second
receiving unit 12, a matching unit 13, and a notification
unit 14.
[0018] The first receiving unit 11 is configured to re-
ceive a fault subscription message sent by at least one
subscription node in an NFV system, where the fault sub-
scription message includes: a node identifier of the at
least one subscription node and fault information to which
a subscription is requested.
[0019] In the NFV system, each node may subscribe
to fault information of other nodes from an NFV fault man-
agement apparatus, these subscription nodes may be a
VNF, an EMS, NFVI, a VIM, an NFVO, a VNFM, an
OSS/BSS, and the like, and each subscription node may
subscribe to fault information published by one or more
fault publish nodes. A subscription node sends the fault
subscription message to the NFV fault management ap-
paratus, where the fault subscription message includes:
a node identifier of the subscription node and fault infor-
mation to which a subscription is requested, the node
identifier of the subscription node is used to uniquely
identify one subscription node, and the fault information
to which a subscription is requested may include: a
grouping identifier of a fault publish node, a node identifier
of the fault publish node, a fault type, and/or fault content,
and/or a fault priority, and may further include a fault ex-
piration time. While subscribing to the fault message, the
subscription node activates a fault message receiving
function of the subscription node, so as to receive fault
information notified by the NFV fault management appa-
ratus.
[0020] If the node does not need to subscribe to some
type of fault information, the node may also send fault
information unsubscribe "Fault Message Unsubscribe"
to the NFV fault management apparatus. In an exemplary
schematic flowchart of subscribing to, publishing, and
notifying fault information shown in FIG. 4, a node VIM
having a subscription node identifier of ID1 sends a "Fault
Message Unsubscribe" message having a grouping
identifier of a fault publish node of a group 1, a node
identifier of the fault publish node of ID3, a fault type of
A1, and fault content of A2 to the NFV fault management

apparatus, and a node NFVO having a subscription node
identifier of ID4 sends a "Fault Message Unsubscribe"
message having a grouping identifier of the fault publish
node of a group 1, a node identifier of the fault publish
node of ID3, a fault type of B 1, and fault content of C2
to the NFV fault management apparatus, so as to unsub-
scribe to the fault message and deactivate a fault receiv-
ing function of the node.
[0021] Definitions of main parameter information car-
ried in the fault subscription message are as follows:

Grouping identifier Group of a fault publish node: a
group in which the fault publish node is located,
where a specific grouping rule is not limited in this
embodiment of the present invention. For example,
all VNFs for one network service (Network Service)
may be used as a group, and a subscription node
generally subscribes to fault information published
by a fault publish node of a group that is followed. A
definition of a network service in NFV refers to: in-
cluding multiple VNFs or multiple VNFs and physical
network functions (Physical Network Function,
PNF), so as to provide a more complex function. For
example, an evolved packet core network (Evolved
Packet Core, EPC) including a virtual or physical
MME, PGW/SGW, and home subscriber server
(Home Subscriber Server, HSS), and virtual links be-
tween them can be referred to as a network Service.

[0022] Node identifier Node ID of a fault publish node:
the node identifier of the fault publish node is generally
used to identify and locate a publisher of fault information,
that is, the node identifier indirectly provides fault location
information.
[0023] Fault type/content Fault type/Content: specific
fault information includes a fault type and fault content.
[0024] Fault priority Priority: an identifier of an emer-
gency and importance degree of a fault.
[0025] Fault expiration time expiration time: a valid time
for subscribing to fault information. This is an optional
parameter whose usage is as follows: for example, 3600s
indicates that a subscription node subscribes to a fault
message in 3600s after sending the fault subscription
message, and the fault subscription message is obsolete
out of 3600s; or for example, 20:00 to 22:00 indicates
that the subscription node subscribes to a fault message
in this period of time, and the fault subscription message
is obsolete out of the period of time.
[0026] The first receiving unit 11 in the NFV fault man-
agement apparatus 1000 receives a fault subscription
message sent by any subscription node in the NFV sys-
tem.
[0027] As shown in FIG. 4, the subscription node
NFVO having a node identifier of the subscription node
of ID4 subscribes to, from the NFV fault management
apparatus, fault information having a grouping identifier
of a fault publish node of a group 1, a node identifier of
the fault publish node of ID3, a fault type of A1, fault
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content of A2, and a fault expiration time of a time 1, and
fault information having a grouping identifier of a fault
publish node of a group 3, a node identifier of the fault
publish node of ID6, a fault type of B1, fault content of
C2, and a fault expiration time of a time 2; a subscription
node VNFM having a node identifier of the subscription
node of ID7 subscribes to, from the NFV fault manage-
ment apparatus, fault information having a grouping iden-
tifier of a fault publish node of a group 3, a node identifier
of the fault publish node of ID6, a fault type of B1, fault
content of C2, and a fault expiration time of a time 3; a
subscription node VNF having a node identifier of the
subscription node of ID5 subscribes to, from the NFV
fault management apparatus, fault information having a
grouping identifier of a fault publish node of a group 2, a
node identifier of the fault publish node of ID2, a fault
type of B 1, fault content of B2, and a fault expiration time
of a time 4; a subscription node VIM having a node iden-
tifier of the subscription node of ID1 subscribes to, from
the NFV fault management apparatus, fault information
having a grouping identifier of a fault publish node of a
group 1, a node identifier of the fault publish node of ID3,
a fault type of A1, fault content of A2, and a fault expiration
time of a time 5.
[0028] The second receiving unit 12 is configured to
receive a fault publish message sent by at least one fault
publish node in the NFV system.
[0029] In the NFV system, each node may also send
the fault publish message to the NFV fault management
apparatus 1000, and the second receiving unit 12 of the
NFV fault management apparatus 1000 receives the fault
publish message sent by any node in the NFV system,
where the fault publish message includes: a grouping
identifier of the fault publish node, a node identifier of the
fault publish node, a fault type, and/or fault content,
and/or a fault priority. Meanings of the parameters are
the same as those of the parameters described above.
The fault publish message may further include a fault
occurrence time.
[0030] As shown in FIG. 4, a fault publish node hyper-
visor publishes, to the NFV fault management apparatus
1000, fault information having a grouping identifier of the
fault publish node of a group 3, a node identifier of the
fault publish node of ID6, a fault type of B1, fault content
of C2, and a fault occurrence time of a time 6; a fault
publish node of a hardware resource publishes, to the
NFV fault management apparatus 1000, fault information
having a grouping identifier of the fault publish node of a
group 2, a node identifier of the fault publish node of ID2,
a fault type of B1, fault content of B2, and a fault occur-
rence time of a time 7, where as shown in FIG. 2, the
hardware resource in the NFVI includes: computing hard-
ware (Computing Hardware), storage hardware (Storing
Hardware), and network hardware (Network Hardware);
a fault publish node: virtual machine (Virtual Machine,
VM) publishes, to the NFV fault management apparatus
1000, fault information having a grouping identifier of the
fault publish node of a group 1, a node identifier of the

fault publish node of ID3, a fault type of A1, fault content
of A2, and a fault occurrence time of a time 8.
[0031] It should be noted that even though each node
may make a request to the NFV fault management ap-
paratus to subscribe to and publish a fault message, and
each node may also receive fault information notified by
the NFV fault management apparatus, not each node
needs to have the three functions: subscribing to, pub-
lishing, and receiving a notification, for example, a bot-
tom-level storage node of NFV needs only a publishing
function; for example, because an OSS node does not
need to publish fault information of the OSS node to an-
other node, the OSS node does not need a fault infor-
mation publishing function.
[0032] The matching unit 13 is configured to perform
matching between the fault information to which a sub-
scription is requested and the fault publish message, and
generate a fault notification message.
[0033] The NFV fault management apparatus 1000 re-
ceives fault subscription messages of one or more sub-
scription nodes, also receives fault publish messages
published by one or more fault publish nodes, where pa-
rameters included in a fault message to which a subscrip-
tion is requested and the fault publish message are con-
sistent, and generates the fault notification message by
performing matching between the parameters of the fault
subscription message and the fault publish message,
where the fault notification message includes: a node
identifier of a subscription node, a grouping identifier of
the fault publish node, a node identifier of the fault publish
node, a fault type, and/or fault content, and/or a fault pri-
ority, and may further include a time for receiving the fault
publish message and a time for notifying the fault infor-
mation.
[0034] As shown in FIG. 4, the fault publish message
includes the fault information to which a subscription is
requested and that has the fault type of B1 and the fault
content of C2, the fault type of B1 and the fault content
of B2, and the fault type of A1 and the fault content of A2.
[0035] The notification unit 14 is configured to notify
the fault notification message to a corresponding sub-
scription node associated with the node identifier of the
at least one subscription node.
[0036] After performing matching between the param-
eters of the fault information to which a subscription is
requested and the fault publish message, the matching
unit 13 obtains one or more fault notification messages,
and the notification unit 14 separately notifies the one or
more fault notification messages to a corresponding sub-
scription node.
[0037] As shown in FIG. 4, the notification unit 14 sep-
arately notifies the fault information having the fault type
of A1 and the fault content of A2 to the subscription nodes
VIM and NFVO, notifies the fault information having the
fault type of B1 and the fault content of B2 to the sub-
scription node VNF, and separately notifies the fault in-
formation having the fault type of B1 and the fault content
of C2 to the subscription nodes VNFM and NFVO.
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[0038] As shown in FIG. 4, the fault publish message
further includes a fault priority, for example, the fault in-
formation that is published by the fault publish node VN-
FM and that has the fault type of B1 and the fault content
of C2 has a fault priority of 3, the fault information that is
published by the fault publish node of the hardware re-
source and that has the fault type of B1 and the fault
content of B2 has a fault priority of 2, and the fault infor-
mation that is published by the fault publish node: virtual
machine (Virtual Machine, VM) and that has the fault type
of A1 and the fault content of A2 has a fault priority of 1;
herein, it is considered by default that a descending order
of the priorities is 1,2, and 3.
[0039] The notification unit 14 may successively notify
the subscription nodes in the descending order of the
fault priorities according to the fault priorities of the fault
publish messages. As shown in FIG. 4, first, a fault noti-
fication message having a fault priority of 1, a fault type
of A1, and fault content of A2 is notified to the subscription
nodes VIM and NFVO; then, a fault notification message
having a fault priority of 2, a fault type of B1, and fault
content of B2 is notified to the subscription node VNF,
and meanwhile, a fault notification message having a
fault priority of 2, a fault type of B 1, and fault content of
C2 is notified to the subscription node VNFM; finally, a
fault notification message having a fault priority of 3, a
fault type of B 1, and fault content of C2 is notified to the
subscription node NFVO. Generally, a fault of a node at
a lower level is more important and emergent, and has
a higher requirement on delay performance.
[0040] If two or more subscription nodes request to
subscribe to fault information having a same fault type
and same fault content, the notification unit 14 may fur-
ther notify both fault notification messages having a same
fault type and same fault content to the two or more sub-
scription nodes.
[0041] After receiving the fault notification messages,
the subscription nodes start a fault processing mecha-
nism.
[0042] It can be seen that, according to an NFV fault
management apparatus provided in this embodiment of
the present invention, the NFV fault management appa-
ratus disposed in an NFV system centrally receives a
fault subscription message and a fault publish message
of any node in the NFV system, performs matching be-
tween parameters of the received fault subscription mes-
sage and fault publish message, and notifies a fault no-
tification message to a corresponding node, which can
implement real-time and quick location and notification
of node fault information.
[0043] Refer to FIG. 5, which is a schematic structural
diagram of another NFV fault management apparatus
according to an embodiment of the present invention.
The apparatus 2000 includes: an acquiring unit 21, a first
receiving unit 22, a second receiving unit 23, a matching
unit 24, and a notification unit 25, and a storage unit 26.
[0044] The acquiring unit 21 is configured to acquire a
correspondence between an identifier of at least one vir-

tualized network function VNF node and an identifier of
at least one network function virtualization infrastructure
NFVI node from a network function virtualization orches-
trator NFVO.
[0045] A VNF node in an existing NFV system does
not know a resource configuration situation of NFVI that
corresponds to the VNF node. Therefore, the NFV fault
management apparatus needs to store VNF information
and NFVI resource configuration information that corre-
sponds to the VNF information, that is, the correspond-
ence between the identifier of the VNF node and the iden-
tifier of the NFVI node.
[0046] The acquiring unit 21 may acquire the corre-
spondence between the identifier of the VNF node and
the identifier of the NFVI node in four manners:

Manner 1: After instantiating a VNF, and updating a
VNF catalog (VNF catalog), an NFV service catalog
(NFV Service Catalog), and a VNF instance (VNF
Instances) by an NFVO, the NFVO sends a corre-
spondence between a VNF node identifier and an
NFVI resource configuration to the NFV fault man-
agement apparatus. The NFV fault management ap-
paratus stores the correspondence between the
VNF node identifier and the NFVI resource configu-
ration, and the correspondence is used by the NFV
fault management apparatus to perform processing
of matching between fault messages.
Manner 2: In a case in which load of a VNF increases
or load of a VNF gradually decreases, to ensure that
resources are effectively used, the NFV system may
start a VNF scaling (VNF scalling) process, to in-
crease or decrease resources used by the VNF. After
a VNF instance scaling down/VNF instance scaling
up (VNF Instance Scalling down/VNF Instance Scall-
ing up) process is completed, after the NFVO up-
dates a VNF catalog, an NFV service catalog, and
a VNF instance, the NFVO sends a correspondence
between a VNF node identifier and an NFVI resource
configuration to the NFV fault management appara-
tus. The NFV fault management apparatus stores
the correspondence between the VNF node identi-
fier and the NFVI resource configuration, and the
correspondence is used by the NFV fault manage-
ment apparatus to perform processing of matching
between fault messages.
Manner 3: After a fault subscription message of NFV
is received, the NFV fault management apparatus
may request a correspondence between a VNF node
identifier and an NFVI resource configuration from
an NFVO.
Manner 4: After a fault subscription message of NFV
is received, the NFV fault management apparatus
may request a correspondence between a VNF node
identifier and an NFVI resource configuration from a
VNF instance database and/or an NFVI resource
configuration database.
Manner 5: A VNF may acquire information about a
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corresponding VM, and in a fault subscription mes-
sage of NFV, the VNF sends a correspondence be-
tween the VNF and the VM to the NFV fault man-
agement apparatus. After the fault subscription mes-
sage of the VNF is received, the NFV fault manage-
ment apparatus may request a correspondence be-
tween the VM and an NFVI resource configuration
from a VIM or a Hypervisor. The NFV fault manage-
ment apparatus stores a correspondence between
a VNF node identifier and the VM, the correspond-
ence between the VM and the NFVI resource con-
figuration, and a correspondence between the VNF
node identifier and the NFVI resource configuration
with reference to the foregoing information, and the
correspondences are used by the NFV fault man-
agement apparatus to perform processing of match-
ing between fault messages.
Manner 6: After a fault subscription message of NFV
is received, the NFV fault management apparatus
may request a correspondence between a VNF and
a VM from a VNFM, and request a correspondence
between the VM and an NFVI resource configuration
from the VIM or a Hypervisor. The NFV fault man-
agement apparatus stores a correspondence be-
tween a VNF node identifier and the VM, the corre-
spondence between the VM and the NFVI resource
configuration, and a correspondence between the
VNF node identifier and the NFVI resource configu-
ration with reference to the foregoing information,
and the correspondences are used by the NFV fault
management apparatus to perform processing of
matching between fault messages.

[0047] The first receiving unit 22 is configured to re-
ceive a fault subscription message, which is sent by at
least one subscription node in the NFV system, for re-
questing to subscribe to fault information of the at least
one NFVI fault publish node.
[0048] A function of the first receiving unit 22 is the
same as that of the first receiving unit 11 in the foregoing
embodiment, and a difference is that in this embodiment,
any subscription node in the NFV system requests to
subscribe to fault information of each node in the NFVI,
that is, the NFV fault management apparatus 2000 in this
embodiment manages a fault of each node in the NFVI.
The apparatus 2000 collects a fault message published
by each fault publish node in the NFVI, and provides a
subscription and notification function of the fault message
of each fault publish node in the NFVI for an upper-level
subscription node of the NFVI. The apparatus 2000 may
be independently deployed, or may be deployed in the
NFVI, or may be in a VIM, which is not limited in this
embodiment of the present invention. In addition, the ap-
paratus 2000 may also independently serve a VNF. The
apparatus 2000 is created while the VNF is created. If
the VNF fails, the apparatus 2000 corresponding to the
VNF fails simultaneously.
[0049] The second receiving unit 23 is configured to

receive a fault publish message sent by the at least one
NFVI fault publish node.
[0050] A function of the second receiving unit 23 is the
same as that of the second receiving unit 12 in the fore-
going embodiment, and a difference is that in this em-
bodiment, the second receiving unit 23 receives a fault
publish message sent by each fault publish node in the
NFVI.
[0051] The matching unit 24 is configured to: after a
fault subscription message of the at least one VNF sub-
scription node and the fault publish message of the at
least one NFVI fault publish node are received, perform
matching between fault information to which a subscrip-
tion is requested by the at least one VNF subscription
node and the fault publish message of the at least one
NFVI fault publish node according to the correspond-
ence, and generate the fault notification message.
[0052] A function of the matching unit 24 is the same
as that of the matching unit 13 in the foregoing embodi-
ment, and a difference is that different from that other
upper-level management nodes such as a VNFM, an
OSS/BSS, and a VIM already know a relationship be-
tween these upper-level management nodes and other
nodes managed by these upper-level management
nodes, in this embodiment, a VNF subscription node sub-
scribes to the fault message of the fault publish node in
the NFVI, and after the fault message published by each
fault publish node in the NFVI is received, needs to learn,
according to a correspondence, which is acquired by the
acquiring unit 21, between the identifier of the VNF sub-
scription node and the identifier of the NFVI fault publish
node, that fault information published by the NFVI fault
publish node should correspond to an identifier of which
VNF subscription node.
[0053] In another implementation manner, the match-
ing unit 24 may also be configured to: after a fault sub-
scription message of the at least one VNF subscription
node and a fault publish message of at least one hard-
ware resource node or virtualization management pro-
gram (hypervisor) or virtual machine in the NFVI are re-
ceived, perform matching between the fault information
to which a subscription is requested by the at least one
VNF subscription node and the fault publish message of
the at least one hardware resource node or virtualization
management program or virtual machine according to
the correspondence, and generate the fault notification
message, where the apparatus is located in any virtual
resource node in the NFVI, and the virtual resource node
includes the virtual machine (VM) and/or the virtualization
management program.
[0054] Specifically, in the NFVI, the virtual resource
node includes the virtual machine and/or the virtualiza-
tion management program, where the virtual machine
includes a virtual computing node, a virtual storage node,
and a virtual network node, and the hardware resource
node includes a computing hardware node, a storage
hardware node, and a network hardware node. The NFV
fault management apparatus is disposed in any one or
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each virtual resource node in the NFVI, so that the NFV
fault management apparatus is configured to receive the
fault subscription message of the VNF subscription node,
and receive fault publish messages of the one or more
hardware resource nodes or virtual machines or virtual-
ization management programs in the NFVI, perform
matching between the fault information to which a sub-
scription is requested by the VNF subscription node and
the fault publish message of the hardware resource node
or virtual machine or virtualization management program
according to the correspondence between the identifier
of the VNF node and an identifier of the hardware re-
source node or virtual machine or virtualization manage-
ment program, and generate the fault notification mes-
sage.
[0055] The notification unit 25 is configured to notify
the fault notification message to a corresponding sub-
scription node associated with the node identifier of the
at least one subscription node.
[0056] A function of the notification unit 25 is the same
as that of the notification unit 14 in the foregoing embod-
iment, and is not described herein again.
[0057] If the NFV fault management apparatus is lo-
cated in the virtual resource node, because SWA5(vn-
nF) is an interface between the VNF and the NFVI, in this
implementation manner, the SWA5(vn-nF) interface
needs to support a function that a VNF fault subscription
node subscribes to fault information from the NFV fault
management apparatus and a function that the NFV fault
management apparatus notifies the fault information to
the VNF fault subscription node.
[0058] FIG. 6 is another exemplary schematic flow-
chart of subscribing to, publishing, and notifying fault in-
formation. This process includes the following steps:

1. VNF loading process, where in this process, an
NSD and a VNFD of a VNF are loaded into a VNF
catalog;
2. VNF1 instantiation process;
3. an NFVO requests a VIM to connect the VNF to
a network;
4. the NFVO configures a VNFFG, and the NFVO or
an EMS or a VNFM configures a VNF instance;
5. the NFVO updates the VNF catalog, an NFV Serv-
ice Catalog, and VNF Instances (adds a new VNF
instance entry and the like);
6. the NFVO sends a correspondence between a
VNF ID and an NFVI resource configuration to an
NFV fault management apparatus;
7. the NFV fault management apparatus receives
and stores information about the correspondence
between the VNF ID and the NFVI resource config-
uration;
8. VNF1 sends a fault subscription message "VNF1
node identifier/group 1, NFVI node identifier/fault
type A1/fault content A2/fault expiration time" to the
NFV fault management apparatus, where the mes-
sage carries information needing to be subscribed

to, such as a node identifier of a subscription node,
a group in which a fault publish node is located, a
node identifier of the fault publish node, a fault type,
fault content, and a fault expiration time;
9. VNF2 sends a fault subscription message "VNF2
node identifier/group 1, NFVI node identifier/fault
type A1/fault content A2/fault expiration time" to the
NFV fault management apparatus, where the mes-
sage carries information needing to be subscribed
to, such as a node identifier of a subscription node,
a group in which a fault publish node is located, a
node identifier of the fault publish node, a fault type,
fault content, and a fault expiration time; in this in-
stance, the VNF2 and the VNF1 subscribe to fault
publish messages having the same fault type and
fault content;
10. the NFV fault management apparatus receives
and stores the fault subscription message of the VNF
node;
11. if the NFVI node is faulty, the NFVI node sends
a fault publish message "NFVI node identifier/fault
type A1/fault content A2/high priority/fault occur-
rence time" to the NFV fault management apparatus,
where the message carries information, such as an
identifier of a fault publish node, a fault type, fault
content, a fault priority, and a fault occurrence time;
12. the NFV fault management apparatus performs
matching between the received fault publish mes-
sage and fault subscription message, performs fil-
tering and deduplication, and prepares to notify a
fault according to information, such as a fault priority
and a subscription node identifier;
13. the NFV fault management apparatus sends a
fault notification to the NFV fault message subscrip-
tion node VNF1 by using a fault notification message
"VNF1 node identifier/group 1, NFVI node identifi-
er/fault type A1/fault content A2/high priority/time for
receiving a fault publish message/time for notifying
fault information" according to information, such as
a fault priority and a node identifier of a subscription
node; if there are multiple NFV nodes, for example,
the VNF1 and the VNF2 subscribe to a fault having
a same type and same content, the NFV fault man-
agement apparatus may notify same fault informa-
tion to both the VNF1 and the VNF2, that is, both
steps 13 and 15 may occur;
14. the VNF1 starts a fault recovery mechanism;
15. the NFV fault management apparatus sends a
fault notification to the NFV fault message subscrip-
tion node VNF2 by using a fault notification message
"VNF2 node identifier/group 1, NFVI node identifi-
er/fault type A1/fault content A2/high priority/time for
receiving a fault publish message/time for notifying
fault information" according to information, such as
a fault priority and a node identifier of a subscription
node;
16. the VNF1 starts a fault recovery mechanism; and
17. a fault recovery process.
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[0059] The storage unit 26 is configured to associa-
tively store the fault subscription message, the fault pub-
lish message, and/or the fault notification message.
[0060] For each fault subscription message and fault
publish message, if the matching unit 24 successfully
performs matching, the storage unit 26 associatively
stores the fault subscription message, the fault publish
message, and the fault notification message; if the
matching unit 24 does not successfully perform match-
ing, the storage unit 26 still associatively stores the fault
subscription message and the fault publish message, so
as to facilitate subsequent querying, invoking and the like
by the NFV system.
[0061] It can be seen that, according to an NFV fault
management apparatus provided in this embodiment of
the present invention, the NFV fault management appa-
ratus disposed in an NFV system centrally receives a
fault subscription message and a fault publish message
of any node in the NFV system, performs matching be-
tween parameters of the received fault subscription mes-
sage and fault publish message, and notifies a fault no-
tification message to a corresponding node, which can
implement real-time and quick location and notification
of node fault information.
[0062] The VNF loading process refers to that a VNF
package (VNF Package) is submitted to the NFVO, so
that the VNF package is included in a VNFD catalog.
[0063] The VNF package: a file of the VNF, includes a
VNFD of the VNF, a software image, and some other
components, for example, a component configured to
check integrity of the file and prove validity of the file.
[0064] VNFD: is a configuration template that de-
scribes NFV deployment and operation behaviors, and
is used in the VNF loading process and the VNF instan-
tiation process. The deployment behavior includes, but
is not limited to, deployment environments required by
the VNF, such as a quantity of VMs, a quantity of VM
images, and required computing and storage resources;
the operation behavior includes, but is not limited to, a
VNF topology, starting and closing, a functional script
that matches a life cycle event of the VNF and the like.
[0065] VNF loading process:

1) a sender submits the VNF Package to the NFVO,
so as to load the VNFD;
2) the NFVO processes the VNFD, which includes,
but is not limited to:

a. checking existence of a managed element;
and
b. verifying authenticity and reliability of the VN-
FD by using a manifest (manifest) and a certifi-
cate in the VNFD;

3) the NFVO notifies a Catalog; and
4) the NFVO confirms loading of the VNF.

[0066] Note: the adding the VNFD to the Catalog may

be performed by the NFVO or another entity deter-
mined/authorized by the NFVO.
[0067] Refer to FIG. 7, which is a schematic structural
diagram of an NFV node according to an embodiment of
the present invention. The NFV node 3000 includes: a
first sending unit 31 and a third receiving unit 32.
[0068] The first sending unit 31 is configured to send,
to an NFV fault management apparatus, a fault subscrip-
tion message that carries a node identifier and fault in-
formation to which a subscription is requested, so that
the NFV fault management apparatus performs matching
between the fault information to which a subscription is
requested and a fault publish message that is sent by a
fault publish node and that corresponds to the fault sub-
scription message, and generates a fault notification
message.
[0069] The NFV node 3000 is the subscription node in
the foregoing embodiment, and the subscription node
may be any node in an NFV system. The fault information
to which a subscription is requested by the first sending
unit 31 and the fault publish message may include: a
grouping identifier of the fault publish node, a node iden-
tifier of the fault publish node, a fault type, and/or fault
content, and/or a fault priority. For a specific format for
sending a fault subscription message by the first sending
unit 31, reference may be made to the foregoing embod-
iment, and details are not described herein again.
[0070] The third receiving unit 32 is configured to re-
ceive the fault notification message that is sent by the
NFV fault management apparatus according to the node
identifier.
[0071] The third receiving unit 32 receives the fault no-
tification message sent by the NFV fault management
apparatus, where the fault notification message includes:
a node identifier of a subscription node, a grouping iden-
tifier of the fault publish node, a node identifier of the fault
publish node, a fault type, and/or fault content, and/or a
fault priority, and may further include a time for receiving
the fault publish message and a time for notifying the
fault information. The NFV fault management apparatus
sends, according to the node identifier, the fault notifica-
tion message to an NFV subscription node that corre-
sponds to the node identifier.
[0072] In a feasible implementation manner, the NFV
node in this embodiment is a virtualized network function
VNF node, and the first sending unit 31 is specifically
configured to send, to the NFV fault management appa-
ratus, a fault subscription message, which carries the
node identifier of the VNF node, for requesting to sub-
scribe to fault information of at least one network function
virtualization infrastructure NFVI fault publish node, so
that the NFV fault management apparatus performs, ac-
cording to a correspondence between the node identifier
of the VNF node and a node identifier of the at least one
NFVI node, matching between the fault information, to
which a subscription is requested, of the at least one
NFVI node and a fault publish message sent by the at
least one NFVI node, and generates the fault notification
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message.
[0073] The implementation manner is that the VNF
subscription node subscribes to the fault publish mes-
sage of the NFVI node. A VNF node in an existing NFV
system does not know a resource configuration situation
of NFVI that corresponds to the VNF node. Therefore,
the NFV fault management apparatus needs to store
VNF information and NFVI resource configuration infor-
mation that corresponds to the VNF information, that is,
a correspondence between the identifier of the VNF node
and the identifier of the NFVI node. Then, that the VNF
node sends the fault subscription message and receives
the fault notification message sent by the NFV fault man-
agement apparatus is the same as that in the foregoing
embodiment, and is not described herein again.
[0074] The NFV fault management apparatus collects
a fault message published by each fault publish node in
the NFVI, and provides a subscription and notification
function of the fault message of each fault publish node
in the NFVI for an upper-level subscription node of the
NFVI. The NFV fault management apparatus may be in-
dependently deployed, or may be deployed in the NFVI,
or may be in a VIM, which is not limited in this embodiment
of the present invention. In addition, the NFV fault man-
agement apparatus may also independently serve a
VNF, and the NFV fault management apparatus is cre-
ated while the VNF is created. If the VNF fails, the NFV
fault management apparatus corresponding to the VNF
fails simultaneously.
[0075] In another feasible implementation manner, the
first sending unit 31 is specifically configured to send, to
the NFV fault management apparatus, a fault subscrip-
tion message, which carries the node identifier of the
VNF node, for requesting to subscribe to fault information
of at least one hardware resource node or virtualization
management program hypervisor or virtual machine Vir-
tual Machine in the NFVI, so that the NFV fault manage-
ment apparatus performs, according to a correspond-
ence between the node identifier of the VNF node and a
node identifier of the at least one hardware resource node
or virtualization management program or virtual ma-
chine, matching between the fault information, to which
a subscription is requested, of the at least one hardware
resource node or virtualization management program or
virtual machine and a fault publish message sent by the
at least one hardware resource node or virtualization
management program or virtual machine, and generates
the fault notification message, where the NFV fault man-
agement apparatus is located in any virtual resource
node in the NFVI, and the virtual resource node includes
the virtualization management program and/or the virtual
machine.
[0076] Specifically, in the NFVI, the virtual resource
node includes the virtual machine and/or the virtualiza-
tion management program, where the virtual machine
includes a virtual computing node, a virtual storage node,
and a virtual network node, and the hardware resource
node includes a computing hardware node, a storage

hardware node, and a network hardware node. The NFV
fault management apparatus is disposed in any one or
each virtual resource node in the NFVI, so that the NFV
fault management apparatus is configured to receive the
fault subscription message of the VNF subscription node,
and receive the fault publish messages of the one or more
hardware resource nodes or virtual machines or virtual-
ization management programs in the NFVI, perform
matching between the fault information to which a sub-
scription is requested by the VNF subscription node and
the fault publish message of the hardware resource node
or virtual machine or virtualization management program
according to the correspondence between the identifier
of the VNF node and an identifier of the hardware re-
source node or virtual machine or virtualization manage-
ment program, and generate the fault notification mes-
sage.
[0077] Specifically, SWA5(vn-nF) is an interface be-
tween the VNF and the NFVI, and a VNF subscription
node sends the fault subscription message to the NFV
fault management apparatus by using the interface, and
receives, by using the interface, the fault notification mes-
sage sent by the NFV fault management apparatus.
[0078] It can be seen that, according to an NFV node
provided in this embodiment of the present invention, an
NFV fault management apparatus disposed in an NFV
system centrally receives a fault subscription message
and a fault publish message of any node in the NFV sys-
tem, performs matching between parameters of the re-
ceived fault subscription message and fault publish mes-
sage, and notifies a fault notification message to a cor-
responding node, which can implement real-time and
quick location and notification of node fault information.
[0079] Refer to FIG. 8, which is a schematic structural
diagram of another NFV node according to an embodi-
ment of the present invention. The NFV node 4000 in-
cludes:

a second sending unit 41, configured to send a fault
publish message to an NFV fault management ap-
paratus, so that the NFV fault management appara-
tus performs matching between fault information to
which a subscription is requested and that is re-
ceived from a subscription node and the fault publish
message, generates a fault notification message,
and notifies the fault notification message to the sub-
scription node.

[0080] The NFV node 4000 is the fault publish node in
the foregoing embodiment, and the NFV node 4000 may
be any node in an NFV system. The fault publish mes-
sage sent by the second sending unit 41 includes: a
grouping identifier of a fault publish node, a node identifier
of the fault publish node, a fault type, and/or fault content,
and/or a fault priority, and a parameter included in the
fault information to which a subscription is requested is
consistent with that included in the fault publish message.
For a format for sending the fault publish message by
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the second sending unit 41 to the NFV fault management
apparatus, reference may be made to the foregoing em-
bodiment, and details are not described herein again.
[0081] It can be seen that, according to an NFV node
provided in this embodiment of the present invention, an
NFV fault management apparatus disposed in an NFV
system centrally receives a fault subscription message
and a fault publish message of any node in the NFV sys-
tem, performs matching between parameters of the re-
ceived fault subscription message and fault publish mes-
sage, and notifies a fault notification message to a cor-
responding node, which can implement real-time and
quick location and notification of node fault information.
[0082] Refer to FIG. 9, which is a schematic structural
diagram of an NFV fault management device according
to an embodiment of the present invention. The NFV fault
management device 5000 in this embodiment includes
a processor 51, a memory 52, an input apparatus 53, an
output apparatus 54, and a bus system 55.
[0083] The processor 51 controls an operation of the
NFV fault management device 5000, and the processor
51 may be further referred to as a central processing unit
(Central Processing Unit, CPU). The processor 51 may
be an integrated circuit chip and has a signal processing
capability. The processor 51 may also be a general pur-
pose processor, a digital signal processor (Digital Signal
Processing, DSP), an application-specific integrated cir-
cuit (Application-Specific Integrated Circuit, ASIC), a
field-programmable gate array (Field-Programmable
Gate Array, FPGA), or another programmable logical de-
vice, discrete gate or transistor logical device, or discrete
hardware component. The general purpose processor
may be a microprocessor or the processor may be any
conventional processor or the like.
[0084] The memory 52 may include a read-only mem-
ory and a random access memory, and provides an in-
struction and data to the processor 51. A part of the mem-
ory 52 may further include a non-volatile random access
memory (NVRAM).
[0085] Components of the NFV fault management de-
vice 5000 are coupled together by using the bus system
55. The bus may be an industry standard architecture
(Industry Standard Architecture, ISA) bus, a peripheral
component interconnect (Peripheral Component Inter-
connect, PCI) bus, an extended industry standard archi-
tecture (Extended Industry Standard Architecture, EISA)
bus, or the like. The bus may be one or more physical
lines. When the bus is multiple physical lines, the bus
may be classified into an address bus, a data bus, a con-
trol bus, and the like. In some other embodiments of the
present invention, the processor 51, the memory 52, the
input apparatus 53, and the output apparatus 54 may
also be directly connected by using a communications
line.
[0086] The input apparatus 53 may be specifically im-
plemented as a mouse, a keyboard, a microphone, or
the like, and the output apparatus 54 may be specifically
implemented as a display, an audio device, or a video

device. Certainly, functions of the input apparatus 53 and
the output apparatus 54 may also be implemented by
using one input/output device, for example, the input ap-
paratus 53 and the output apparatus 54 are implemented
as a touchscreen.
[0087] The processor 51 reads a computer program in
the memory 52, so as to perform the following steps:

receiving a fault subscription message sent by at
least one subscription node in an NFV system, where
the fault subscription message includes: a node
identifier of the at least one subscription node and
fault information to which a subscription is requested;
receiving a fault publish message sent by at least
one fault publish node in the NFV system;
performing matching between the fault information
to which a subscription is requested and the fault
publish message, and generating a fault notification
message; and
notifying the fault notification message to a corre-
sponding subscription node associated with the
node identifier of the at least one subscription node.

[0088] In an implementation manner, the fault informa-
tion to which a subscription is requested and the fault
publish message include: a grouping identifier of the fault
publish node, a node identifier of the fault publish node,
a fault type, and/or fault content, and/or a fault priority.
[0089] In another implementation manner, that the
processor 51 performs the step of notifying the fault no-
tification message to a corresponding subscription node
associated with the node identifier of the at least one
subscription node is specifically:

successively notifying, according to the fault priority,
the fault notification message to the subscription
node associated with the node identifier of the at
least one subscription node.

[0090] In still another implementation manner, that the
processor 51 performs the step of notifying the fault no-
tification message to a corresponding subscription node
associated with the node identifier of the at least one
subscription node is specifically:

when fault types and/or fault content to which a sub-
scription is requested by at least two subscription
nodes are/is the same, simultaneously notifying the
fault notification message to corresponding sub-
scription nodes associated with node identifiers of
the at least two subscription nodes.

[0091] In still another implementation manner, the
processor 51 is further configured to perform the follow-
ing step:

associatively storing the fault subscription message,
the fault publish message, and/or the fault notifica-
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tion message.

[0092] In still another implementation manner, the
processor 51 is further configured to perform the follow-
ing step:

acquiring a correspondence between an identifier of
at least one virtualized network function VNF node
and an identifier of at least one network function vir-
tualization infrastructure NFVI node from a network
function virtualization orchestrator NFVO.

[0093] In still another implementation manner, that the
processor 51 performs the step of receiving a fault sub-
scription message sent by at least one subscription node
in an NFV system is specifically:

receiving a fault subscription message, which is sent
by the at least one subscription node in the NFV sys-
tem, for requesting to subscribe to fault information
of the at least one NFVI fault publish node.

[0094] In still another implementation manner, that the
processor 51 performs the step of notifying the fault no-
tification message to a corresponding subscription node
associated with the node identifier of the at least one
subscription node is specifically:

after a fault subscription message of the at least one
VNF subscription node and a fault publish message
of the at least one NFVI fault publish node are re-
ceived, performing matching between fault informa-
tion to which a subscription is requested by the at
least one VNF subscription node and the fault pub-
lish message of the at least one NFVI fault publish
node according to the correspondence, and gener-
ating the fault notification message.

[0095] In still another implementation manner, that the
processor 51 performs the step of performing matching
between the fault information to which a subscription is
requested and the fault publish message, and generating
a fault notification message is specifically:

after a fault subscription message of the at least one
VNF subscription node and a fault publish message
of at least one hardware resource node or virtuali-
zation management program hypervisor or virtual
machine Virtual Machine in the NFVI are received,
performing matching between fault information to
which a subscription is requested by the at least one
VNF subscription node and the fault publish mes-
sage of the at least one hardware resource node or
virtualization management program or virtual ma-
chine according to the correspondence, and gener-
ating the fault notification message, where
the device is located in any virtual resource node in
the NFVI, and the virtual resource node includes the

virtualization management program and/or the virtu-
al machine.

[0096] The computer program included in the proces-
sor 51 provided in this embodiment of the present inven-
tion may further be implemented as a first receiving unit,
a second receiving unit, a matching unit, and a notification
unit. For functions implemented by the four units, refer-
ence may be made to the descriptions in the foregoing
embodiments, and details are not described herein
again.
[0097] It can be seen that, according to an NFV fault
management device provided in this embodiment of the
present invention, an NFV fault management apparatus
disposed in an NFV system centrally receives a fault sub-
scription message and a fault publish message of any
node in the NFV system, performs matching between
parameters of the received fault subscription message
and fault publish message, and notifies a fault notification
message to a corresponding node, which can implement
real-time and quick location and notification of node fault
information.
[0098] Refer to FIG. 10, which is a schematic structural
diagram of an NFV node device according to an embod-
iment of the present invention. The NFV node device
6000 in this embodiment includes a processor 61, a mem-
ory 62, an input apparatus 63, an output apparatus 64,
and a bus system 65.
[0099] The processor 61 controls an operation of the
NFV node device 6000, and the processor 61 may be
further referred to as a central processing unit (Central
Processing Unit, CPU). The processor 61 may be an in-
tegrated circuit chip and has a signal processing capa-
bility. The processor 61 may also be a general purpose
processor, a digital signal processor (Digital Signal
Processing, DSP), an application-specific integrated cir-
cuit (Application-Specific Integrated Circuit, ASIC), a
field-programmable gate array (Field-Programmable
Gate Array, FPGA), or another programmable logical de-
vice, discrete gate or transistor logical device, or discrete
hardware component. The general purpose processor
may be a microprocessor or the processor may be any
conventional processor or the like.
[0100] The memory 62 may include a read-only mem-
ory and a random access memory, and provides an in-
struction and data to the processor 61. A part of the mem-
ory 62 may further include a non-volatile random access
memory (NVRAM).
[0101] Components of the NFV node device 6000 are
coupled together by using the bus system 65. The bus
may be an industry standard architecture (Industry
Standard Architecture, ISA) bus, a peripheral component
interconnect (Peripheral Component Interconnect, PCI)
bus, an extended industry standard architecture (Extend-
ed Industry Standard Architecture, EISA) bus, or the like.
The bus may be one or more physical lines. When the
bus is multiple physical lines, the bus may be classified
into an address bus, a data bus, a control bus, and the
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like. In some other embodiments of the present invention,
the processor 61, the memory 62, the input apparatus
63, and the output apparatus 64 may also be directly
connected by using a communications line.
[0102] The input apparatus 63 may be specifically im-
plemented as a mouse, a keyboard, a microphone, or
the like, and the output apparatus 64 may be specifically
implemented as a display, an audio device, or a video
device. Certainly, functions of the input apparatus 63 and
the output apparatus 64 may also be implemented by
using one input/output device, for example, the input ap-
paratus 63 and the output apparatus 64 are implemented
as a touchscreen.
[0103] The processor 61 reads a computer program in
the memory 62, so as to perform the following steps:

sending, to an NFV fault management apparatus, a
fault subscription message that carries a node iden-
tifier and fault information to which a subscription is
requested, so that the NFV fault management appa-
ratus performs matching between the fault informa-
tion to which a subscription is requested and a fault
publish message that is sent by a fault publish node
and that corresponds to the fault subscription mes-
sage, and generates a fault notification message;
and
receiving the fault notification message that is sent
by the NFV fault management apparatus according
to the node identifier.

[0104] In a feasible implementation manner, the fault
information to which a subscription is requested and the
fault publish message include: a grouping identifier of the
fault publish node, a node identifier of the fault publish
node, a fault type, and/or fault content, and/or a fault pri-
ority.
[0105] In a feasible implementation manner, the NFV
node device is a virtualized network function VNF node;
and that the processor 61 performs the step of sending,
to an NFV fault management apparatus, a fault subscrip-
tion message that carries a node identifier and fault in-
formation to which a subscription is requested, so that
the NFV fault management apparatus performs matching
between the fault information to which a subscription is
requested and a fault publish message that is sent by a
fault publish node and that corresponds to the fault sub-
scription message, and generates a fault notification
message is specifically:

sending, to the NFV fault management apparatus, a
fault subscription message, which carries the node
identifier of the VNF node, for requesting to sub-
scribe to fault information of at least one network
function virtualization infrastructure NFVI fault pub-
lish node, so that the NFV fault management appa-
ratus performs, according to a correspondence be-
tween the node identifier of the VNF node and a node
identifier of the at least one NFVI node, matching

between the fault information, to which a subscription
is requested, of the at least one NFVI node and a
fault publish message sent by the at least one NFVI
node, and generates the fault notification message.

[0106] It can be seen that, according to an NFV node
device provided in this embodiment of the present inven-
tion, an NFV fault management apparatus disposed in
an NFV system centrally receives a fault subscription
message and a fault publish message of any node in the
NFV system, performs matching between parameters of
the received fault subscription message and fault publish
message, and notifies a fault notification message to a
corresponding node, which can implement real-time and
quick location and notification of node fault information.
[0107] Refer to FIG. 11, which is a schematic structural
diagram of another NFV node device according to an
embodiment of the present invention. The NFV node de-
vice 7000 in this embodiment includes a processor 71,
a memory 72, an input apparatus 73, an output apparatus
74, and a bus system 75.
[0108] The processor 71 controls an operation of the
NFV node device 7000, and the processor 71 may be
further referred to as a central processing unit (Central
Processing Unit, CPU). The processor 71 may be an in-
tegrated circuit chip and has a signal processing capa-
bility. The processor 71 may also be a general purpose
processor, a digital signal processor (Digital Signal
Processing, DSP), an application-specific integrated cir-
cuit (Application-Specific Integrated Circuit, ASIC), a
field-programmable gate array (Field-Programmable
Gate Array, FPGA), or another programmable logical de-
vice, discrete gate or transistor logical device, or discrete
hardware component. The general purpose processor
may be a microprocessor or the processor may be any
conventional processor or the like.
[0109] The memory 72 may include a read-only mem-
ory and a random access memory, and provides an in-
struction and data to the processor 71. A part of the mem-
ory 72 may further include a non-volatile random access
memory (NVRAM).
[0110] Components of the NFV node device 7000 are
coupled together by using the bus system 75. The bus
may be an industry standard architecture (Industry
Standard Architecture, ISA) bus, a peripheral component
interconnect (Peripheral Component Interconnect, PCI)
bus, an extended industry standard architecture (Extend-
ed Industry Standard Architecture, EISA) bus, or the like.
The bus may be one or more physical lines. When the
bus is multiple physical lines, the bus may be classified
into an address bus, a data bus, a control bus, and the
like. In some other embodiments of the present invention,
the processor 71, the memory 72, the input apparatus
73, and the output apparatus 74 may also be directly
connected by using a communications line.
[0111] The input apparatus 73 may be specifically im-
plemented as a mouse, a keyboard, a microphone, or
the like, and the output apparatus 74 may be specifically
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implemented as a display, an audio device, or a video
device. Certainly, functions of the input apparatus 73 and
the output apparatus 74 may also be implemented by
using one input/output device, for example, the input ap-
paratus 73 and the output apparatus 74 are implemented
as a touchscreen.
[0112] The processor 71 reads a computer program in
the memory 72, so as to perform the following step:

sending a fault publish message to an NFV fault man-
agement apparatus, so that the NFV fault manage-
ment apparatus performs matching between fault in-
formation to which a subscription is requested and
that is received from a subscription node and the
fault publish message, generates a fault notification
message, and notifies the fault notification message
to the subscription node, where
the fault information to which a subscription is re-
quested and the fault publish message include: a
grouping identifier of a fault publish node, a node
identifier of the fault publish node, a fault type, and/or
fault content, and/or a fault priority.

[0113] In a feasible implementation manner, that the
processor 71 performs the step of sending, to an NFV
fault management apparatus, a fault subscription mes-
sage that carries a node identifier and fault information
to which a subscription is requested, so that the NFV fault
management apparatus performs matching between the
fault information to which a subscription is requested and
a fault publish message that is sent by a fault publish
node and that corresponds to the fault subscription mes-
sage, and generates a fault notification message is spe-
cifically:

sending, to the NFV fault management apparatus, a
fault subscription message, which carries the node
identifier of the VNF node, for requesting to sub-
scribe to fault information of at least one hardware
resource node or virtualization management pro-
gram hypervisor or virtual machine Virtual Machine
in the NFVI, so that the NFV fault management ap-
paratus performs, according to a correspondence
between the node identifier of the VNF node and a
node identifier of the at least one hardware resource
node or virtualization management program or vir-
tual machine, matching between the fault informa-
tion, to which a subscription is requested, of the at
least one hardware resource node or virtualization
management program or virtual machine and a fault
publish message sent by the at least one hardware
resource node or virtualization management pro-
gram or virtual machine, and generates the fault no-
tification message, where
the NFV fault management apparatus is located in
any virtual resource node in the NFVI, and the virtual
resource node includes the virtualization manage-
ment program and/or the virtual machine.

[0114] It can be seen that, according to an NFV node
device provided in this embodiment of the present inven-
tion, an NFV fault management apparatus disposed in
an NFV system centrally receives a fault subscription
message and a fault publish message of any node in the
NFV system, performs matching between parameters of
the received fault subscription message and fault publish
message, and notifies a fault notification message to a
corresponding node, which can implement real-time and
quick location and notification of node fault information.
[0115] Refer to FIG. 12, which is a flowchart of an NFV
fault management method according to an embodiment
of the present invention. The method includes the follow-
ing steps:

Step S101: Receive a fault subscription message
sent by at least one subscription node in an NFV
system, where the fault subscription message in-
cludes: a node identifier of the at least one subscrip-
tion node and fault information to which a subscrip-
tion is requested.

[0116] In the NFV system, each node may subscribe
to fault information of other nodes from an NFV fault man-
agement apparatus, these subscription nodes may be a
VNF, an EMS, NFVI, a VIM, an NFVO, a VNFM, an
OSS/BSS, and the like, and each subscription node may
subscribe to fault information of one or more fault publish
nodes. A subscription node sends the fault subscription
message to the NFV fault management apparatus, where
the fault subscription message includes: a node identifier
of the subscription node and fault information to which a
subscription is requested, the node identifier of the sub-
scription node is used to uniquely identify one subscrip-
tion node, and the fault information to which a subscrip-
tion is requested may include: a grouping identifier of a
fault publish node, a node identifier of the fault publish
node, a fault type, and/or fault content, and/or a fault pri-
ority, and may further include a fault expiration time.
While subscribing to the fault message, the subscription
node activates a fault message receiving function of the
subscription node, so as to receive fault information no-
tified by the NFV fault management apparatus.
[0117] If the node does not need to subscribe to some
type of fault information, the node may also send fault
information unsubscribe "Fault Message Unsubscribe"
to the NFV fault management apparatus. In an exemplary
schematic flowchart of subscribing to, publishing, and
notifying fault information shown in FIG. 4, a node VIM
having a subscription node identifier of ID1 sends a "Fault
Message Unsubscribe" message having a grouping
identifier of a fault publish node of a group 1, a node
identifier of the fault publish node of ID3, a fault type of
A1, and fault content of A2 to the NFV fault management
apparatus, and a node NFVO having a subscription node
identifier of ID4 sends a "Fault Message Unsubscribe"
message having a grouping identifier of the fault publish
node of a group 1, a node identifier of the fault publish
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node of ID3, a fault type of B 1, and fault content of C2
to the NFV fault management apparatus, so as to unsub-
scribe to the fault message and deactivate a fault receiv-
ing function of the node.
[0118] Definitions of main parameter information car-
ried in the fault subscription message are as follows:

Grouping identifier Group of a fault publish node: a
group in which the fault publish node is located,
where a specific grouping rule is not limited in this
embodiment of the present invention. For example,
all VNFs for one network service (Network Service)
may be used as a group, and a subscription node
generally subscribes to only fault information of a
fault publish node of a group in which the subscription
node is located. A definition of a network service in
NFV refers to: including multiple VNFs or multiple
VNFs and physical network functions (Physical Net-
work Function, PNF), so as to provide a more com-
plex function. For example, an evolved packet core
network (Evolved Packet Core, EPC) including a vir-
tual or physical MME, PGW/SGW, and home sub-
scriber server (Home Subscriber Server, HSS), and
virtual links between them can be referred to as a
network Service.

[0119] Node identifier Node ID of a fault publish node:
the node identifier of the fault publish node is generally
used to identify and locate a publisher of fault information,
that is, the node identifier indirectly provides fault location
information. Fault type/content Fault type/Content: spe-
cific fault information includes a fault type and fault con-
tent.
[0120] Fault priority Priority: an identifier of an emer-
gency and importance degree of a fault.
[0121] Fault expiration time expiration time: a valid time
for subscribing to fault information. This is an optional
parameter whose usage is as follows: for example, 3600s
indicates that a subscription node subscribes to a fault
message in 3600s after sending the fault subscription
message, and the fault subscription message is obsolete
out of 3600s; or for example, 20:00 to 22:00 indicates
that the subscription node subscribes to a fault message
in this period of time, and the fault subscription message
is obsolete out of the period of time.
[0122] A fault subscription message sent by any sub-
scription node in the NFV system is received.
[0123] As shown in FIG. 4, the subscription node
NFVO having a node identifier of the subscription node
of ID4 subscribes to, from the NFV fault management
apparatus, fault information having a grouping identifier
of a fault publish node of a group 1, a node identifier of
the fault publish node of ID3, a fault type of A1, fault
content of A2, and a fault expiration time of a time 1, and
fault information having a grouping identifier of a fault
publish node of a group 3, a node identifier of the fault
publish node of ID6, a fault type of B1, fault content of
C2, and a fault expiration time of a time 2; a subscription

node VNFM having a node identifier of the subscription
node of ID7 subscribes to, from the NFV fault manage-
ment apparatus, fault information having a grouping iden-
tifier of a fault publish node of a group 3, a node identifier
of the fault publish node of ID6, a fault type of B1, fault
content of C2, and a fault expiration time of a time 3; a
subscription node VNF having a node identifier of the
subscription node of ID5 subscribes to, from the NFV
fault management apparatus, fault information having a
grouping identifier of a fault publish node of a group 2, a
node identifier of the fault publish node of ID2, a fault
type of B 1, fault content of B2, and a fault expiration time
of a time 4; a subscription node VIM having a node iden-
tifier of the subscription node of ID1 subscribes to, from
the NFV fault management apparatus, fault information
having a grouping identifier of a fault publish node of a
group 1, a node identifier of the fault publish node of ID3,
a fault type of A1, fault content of A2, and a fault expiration
time of a time 5.
[0124] Step S102: Receive a fault publish message
sent by at least one fault publish node in the NFV system.
[0125] In the NFV system, each node may also send
the fault publish message to the NFV fault management
apparatus 1000, and receives the fault publish message
sent by any node in the NFV system, where the fault
publish message includes: a grouping identifier of the
fault publish node, a node identifier of the fault publish
node, a fault type, and/or fault content, and/or a fault pri-
ority. Meanings of the parameters are the same as those
of the parameters described above. The fault publish
message may further include a fault occurrence time.
[0126] As shown in FIG. 4, a fault publish node hyper-
visor publishes, to the NFV fault management apparatus
1000, fault information having a grouping identifier of the
fault publish node of a group 3, a node identifier of the
fault publish node of ID6, a fault type of B1, fault content
of C2, and a fault occurrence time of a time 6; a fault
publish node of a hardware resource publishes, to the
NFV fault management apparatus 1000, fault information
having a grouping identifier of the fault publish node of a
group 2, a node identifier of the fault publish node of ID2,
a fault type of B1, fault content of B2, and a fault occur-
rence time of a time 7, where as shown in FIG. 2, the
hardware resource in the NFVI includes: computing hard-
ware (Computing Hardware), storage hardware (Storing
Hardware), and network hardware (Network Hardware);
a fault publish node: virtual machine (Virtual Machine,
VM) publishes, to the NFV fault management apparatus
1000, fault information having a grouping identifier of the
fault publish node of a group 1, a node identifier of the
fault publish node of ID3, a fault type of A1, fault content
of A2, and a fault occurrence time of a time 8.
[0127] It should be noted that even though each node
may make a request to the NFV fault management ap-
paratus to subscribe to and publish a fault message, and
each node may also receive fault information notified by
the NFV fault management apparatus, not each node
needs to have the three functions: subscribing to, pub-
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lishing, and receiving a notification, for example, a bot-
tom-level storage node of NFV needs only a publishing
function; for example, because an OSS node does not
need to publish fault information of the OSS node to an-
other node, the OSS node does not need a fault infor-
mation publishing function.
[0128] Step S103: Perform matching between the fault
information to which a subscription is requested and the
fault publish message, and generate a fault notification
message.
[0129] The NFV fault management apparatus receives
fault subscription messages of one or more subscription
nodes, also receives fault publish messages of one or
more fault publish nodes, where parameters included in
a fault message to which a subscription is requested and
the fault publish message are consistent, and generates
the fault notification message by performing matching
between the parameters of the fault subscription mes-
sage and the fault publish message, where the fault no-
tification message includes: a node identifier of a sub-
scription node, a grouping identifier of a fault publish
node, a node identifier of the fault publish node, a fault
type, and/or fault content, and/or a fault priority, and may
further include a time for receiving the fault publish mes-
sage and a time for notifying the fault information.
[0130] As shown in FIG. 4, the fault publish message
includes the fault information to which a subscription is
requested and that has the fault type of B1 and the fault
content of C2, the fault type of B1 and the fault content
of B2, and the fault type of A1 and the fault content of A2.
[0131] Step S104: Notify the fault notification message
to a corresponding subscription node associated with the
node identifier of the at least one subscription node.
[0132] After matching is performed between the pa-
rameters of the fault information to which a subscription
is requested and the fault publish message, one or more
fault notification messages are obtained, and the one or
more fault notification messages are separately notified
to a corresponding subscription node.
[0133] As shown in FIG. 4, the fault information having
the fault type of A1 and the fault content of A2 is sepa-
rately notified to the subscription nodes VIM and NFVO,
the fault information having the fault type of B1 and the
fault content of B2 is notified to the subscription node
VNF, and the fault information having the fault type of B1
and the fault content of C2 is separately notified to the
subscription nodes VNFM and NFVO.
[0134] As shown in FIG. 4, the fault publish message
further includes a fault priority, for example, the fault in-
formation that is published by the fault publish node VN-
FM and that has the fault type of B1 and the fault content
of C2 has a fault priority of 3, the fault information that is
published by the fault publish node of the hardware re-
source and that has the fault type of B1 and the fault
content of B2 has a fault priority of 2, and the fault infor-
mation that is published by the fault publish node: virtual
machine (Virtual Machine, VM) and that has the fault type
of A1 and the fault content of A2 has a fault priority of 1;

herein, it is considered by default that a descending order
of the priorities is 1,2, and 3.
[0135] The subscription nodes may be successively
notified in the descending order of the fault priorities ac-
cording to the fault priorities of the fault publish messag-
es. As shown in FIG. 4, first, a fault notification message
having a fault priority of 1, a fault type of A1, and fault
content of A2 is notified to the subscription nodes VIM
and NFVO; then, a fault notification message having a
fault priority of 2, a fault type of B1, and fault content of
B2 is notified to the subscription node VNF, and mean-
while, a fault notification message having a fault priority
of 2, a fault type of B1, and fault content of C2 is notified
to the subscription node VNFM; finally, a fault notification
message having a fault priority of 3, a fault type of B1,
and fault content of C2 is notified to the subscription node
NFVO. Generally, a fault of a node at a lower level is
more important and emergent, and has a higher require-
ment on delay performance.
[0136] If two or more subscription nodes request to
subscribe to fault information having a same fault type
and same fault content, fault notification messages hav-
ing a same fault type and same fault content may be
further notified to the two or more subscription nodes.
[0137] After receiving the fault notification messages,
the subscription nodes start a fault processing mecha-
nism.
[0138] It can be seen that, according to an NFV fault
management method provided in this embodiment of the
present invention, an NFV fault management apparatus
disposed in an NFV system centrally receives a fault sub-
scription message and a fault publish message of any
node in the NFV system, performs matching between
parameters of the received fault subscription message
and fault publish message, and notifies a fault notification
message to a corresponding node, which can implement
real-time and quick location and notification of node fault
information.
[0139] Refer to FIG. 13, which is a flowchart of another
NFV fault management method according to an embod-
iment of the present invention. The method includes the
following steps:

Step S201: Acquire a correspondence between an
identifier of at least one virtualized network function
VNF node and an identifier of at least one network
function virtualization infrastructure NFVI node from
a network function virtualization orchestrator NFVO.

[0140] A VNF node in an existing NFV system does
not know a resource configuration situation of NFVI that
corresponds to the VNF node. Therefore, the NFV fault
management apparatus needs to store VNF information
and NFVI resource configuration information that corre-
sponds to the VNF information, that is, the correspond-
ence between the identifier of the VNF node and the iden-
tifier of the NFVI node, that is, the system configures how
many NFVI node resources for one VNF node.
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[0141] The correspondence between the identifier of
the VNF node and the identifier of the NFVI node may
be acquired in four manners:

Manner 1: After instantiating a VNF, and updating a
VNF catalog (VNF catalog), an NFV service catalog
(NFV Service Catalog), and a VNF instance (VNF
Instances) by an NFVO, the NFVO sends a corre-
spondence between a VNF node identifier and an
NFVI resource configuration to the NFV fault man-
agement apparatus. The NFV fault management ap-
paratus stores the correspondence between the
VNF node identifier and the NFVI resource configu-
ration, and the correspondence is used by the NFV
fault management apparatus to perform processing
of matching between fault messages.
Manner 2: In a case in which load of a VNF increases
or load of a VNF gradually decreases, to ensure that
resources are effectively used, the NFV system may
start a VNF scaling (VNF scalling) process, to in-
crease or decrease resources used by the VNF. After
a VNF instance scaling down/VNF instance scaling
up (VNF Instance Scalling down/VNF Instance Scall-
ing up) process is completed, after the NFVO up-
dates a VNF catalog, an NFV service catalog, and
a VNF instance, the NFVO sends a correspondence
between a VNF node identifier and an NFVI resource
configuration to the NFV fault management appara-
tus. The NFV fault management apparatus stores
the correspondence between the VNF node identi-
fier and the NFVI resource configuration, and the
correspondence is used by the NFV fault manage-
ment apparatus to perform processing of matching
between fault messages.
Manner 3: After a fault subscription message of NFV
is received, the NFV fault management apparatus
may request a correspondence between a VNF node
identifier and an NFVI resource configuration from
an NFVO.
Manner 4: After a fault subscription message of NFV
is received, the NFV fault management apparatus
may request a correspondence between a VNF node
identifier and an NFVI resource configuration from a
VNF instance database and/or an NFVI resource
configuration database.
Manner 5: A VNF may acquire information about a
corresponding VM, and in a fault subscription mes-
sage of NFV, the VNF sends a correspondence be-
tween the VNF and the VM to the NFV fault man-
agement apparatus. After the fault subscription mes-
sage of the VNF is received, the NFV fault manage-
ment apparatus may request a correspondence be-
tween the VM and an NFVI resource configuration
from a VIM or a Hypervisor. The NFV fault manage-
ment apparatus stores the correspondence between
a VNF node identifier and the VM, the correspond-
ence between the VM and the NFVI resource con-
figuration, and a correspondence between the VNF

node identifier and the NFVI resource configuration
with reference to the foregoing information, and the
correspondences are used by the NFV fault man-
agement apparatus to perform processing of match-
ing between fault messages.
Manner 6: After a fault subscription message of NFV
is received, the NFV fault management apparatus
may request a correspondence between a VNF and
a VM from a VNFM, and request a correspondence
between the VM and an NFVI resource configuration
from the VIM or a Hypervisor. The NFV fault man-
agement apparatus stores a correspondence be-
tween a VNF node identifier and the VM, the corre-
spondence between the VM and the NFVI resource
configuration, and a correspondence between the
VNF node identifier and the NFVI resource configu-
ration with reference to the foregoing information,
and the correspondences are used by the NFV fault
management apparatus to perform processing of
matching between fault messages.

[0142] Step S202: Receive a fault subscription mes-
sage, which is sent by at least one subscription node in
an NFV system, for requesting to subscribe to fault infor-
mation of the at least one NFVI fault publish node.
[0143] Step S202 is the same as step S101 in the fore-
going embodiment, and a difference is that in this em-
bodiment, any subscription node in the NFV system re-
quests to subscribe to fault information of each node in
the NFVI, that is, the NFV fault management apparatus
in this embodiment manages a fault of each node in the
NFVI. A fault message of each fault publish node in the
NFVI is collected, and a subscription and notification
function of the fault message of each fault publish node
in the NFVI is provided for an upper-level subscription
node of the NFVI. Step S203: Receive a fault publish
message sent by the at least one NFVI fault publish node
in the NFV system. Step S203 is the same as step S102
in the foregoing embodiment, and a difference is that in
this embodiment, a fault publish message sent by each
fault publish node in the NFVI is received.
[0144] Step S204: After a fault subscription message
of the at least one VNF subscription node and the fault
publish message of the at least one NFVI fault publish
node are received, perform matching between fault in-
formation to which a subscription is requested by the at
least one VNF subscription node and the fault publish
message of the at least one NFVI fault publish node ac-
cording to the correspondence, and generate the fault
notification message.
[0145] Step S204 is the same as step S103 in the fore-
going embodiment, and a difference is that different from
that other upper-level management nodes such as a VN-
FM, an OSS/BSS, and a VIM already know a relationship
between these upper-level management nodes and oth-
er nodes managed by these upper-level management
nodes, in this embodiment, a VNF subscription node sub-
scribes to the fault message of the fault publish node in
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the NFVI, and after the fault message published by each
fault publish node in the NFVI is received, needs to learn,
according to an acquired correspondence between the
identifier of the VNF subscription node and the identifier
of the NFVI fault publish node, that fault information pub-
lished by the NFVI fault publish node should correspond
to an identifier of which VNF subscription node.
[0146] Optionally, step S204 may also be:

after a fault subscription message of the at least one
VNF subscription node and a fault publish message
of at least one hardware resource node or virtuali-
zation management program hypervisor or virtual
machine Virtual Machine in the NFVI are received,
performing matching between fault information to
which a subscription is requested by the at least one
VNF subscription node and the fault publish mes-
sage of the at least one hardware resource node or
virtualization management program or virtual ma-
chine according to the correspondence, and gener-
ating the fault notification message.

[0147] Specifically, in the NFVI, the virtual resource
node includes the virtual machine and/or the virtualiza-
tion management program, where the virtual machine
includes a virtual computing node, a virtual storage node,
and a virtual network node, and the hardware resource
node includes a computing hardware node, a storage
hardware node, and a network hardware node. The NFV
fault management apparatus is disposed in any one or
each virtual resource node in the NFVI, so that the NFV
fault management apparatus is configured to receive the
fault subscription message of the VNF subscription node,
and receive fault publish messages of the one or more
hardware resource nodes or virtual machines or virtual-
ization management programs in the NFVI, perform
matching between the fault information to which a sub-
scription is requested by the VNF subscription node and
the fault publish message of the hardware resource node
or virtual machine or virtualization management program
according to the correspondence between the identifier
of the VNF node and an identifier of the hardware re-
source node or virtual machine or virtualization manage-
ment program, and generate the fault notification mes-
sage.
[0148] In the optional implementation manner, be-
cause SWA5(vn-nF) is an interface between the VNF
and the NFVI, in this implementation manner, the
SWA5(vn-nF) interface needs to support a function that
a VNF fault subscription node subscribes to fault infor-
mation from the NFV fault management apparatus and
a function that the NFV fault management apparatus no-
tifies the fault information to the VNF fault subscription
node.
[0149] Step S205: Notify the fault notification message
to a corresponding subscription node associated with a
node identifier of the at least one subscription node.
[0150] Step S205 is the same as step S104 in the fore-

going embodiment, and is not described herein again.
[0151] Step S206: Associatively store the fault sub-
scription message, the fault publish message, and/or the
fault notification message.
[0152] For each fault subscription message and fault
publish message, if matching is successfully performed,
the fault subscription message, the fault publish mes-
sage, and the fault notification message are associatively
stored; if matching is not successfully performed, the fault
subscription message and the fault publish message are
still associatively stored, so as to facilitate subsequent
querying, invoking and the like by the NFV system.
[0153] It can be seen that, according to an NFV fault
management method provided in this embodiment of the
present invention, an NFV fault management apparatus
disposed in an NFV system centrally receives a fault sub-
scription message and a fault publish message of any
node in the NFV system, performs matching between
parameters of the received fault subscription message
and fault publish message, and notifies a fault notification
message to a corresponding node, which can implement
real-time and quick location and notification of node fault
information.
[0154] Refer to FIG. 14, which is a flowchart of still
another NFV fault management method according to an
embodiment of the present invention. The method in-
cludes the following steps:

Step S301: Send, to an NFV fault management ap-
paratus, a fault subscription message that carries a
node identifier and fault information to which a sub-
scription is requested, so that the NFV fault manage-
ment apparatus performs matching between the
fault information to which a subscription is requested
and a fault publish message that is sent by a fault
publish node and that corresponds to the fault sub-
scription message, and generates a fault notification
message.

[0155] The subscription node sends, to the NFV fault
management apparatus, the fault subscription message
that carries the node identifier and the fault information
to which a subscription is requested, where the subscrip-
tion node may be any node in an NFV system. The fault
information to which a subscription is requested and the
fault publish message may include: a grouping identifier
of the fault publish node, a node identifier of the fault
publish node, a fault type, and/or fault content, and/or a
fault priority. For a specific format for sending a fault sub-
scription message, reference may be made to the fore-
going embodiment, and details are not described herein
again.
[0156] Step S302: Receive the fault notification mes-
sage that is sent by the NFV fault management apparatus
according to the node identifier.
[0157] The fault notification message sent by the NFV
fault management apparatus is received, where the fault
notification message includes: a node identifier of a sub-
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scription node, a grouping identifier of the fault publish
node, a node identifier of the fault publish node, a fault
type, and/or fault content, and/or a fault priority, and may
further include a time for receiving the fault publish mes-
sage and a time for notifying the fault information. The
NFV fault management apparatus sends, according to
the node identifier, the fault notification message to an
NFV subscription node that corresponds to the node
identifier.
[0158] In an implementation manner, step S301 may
be specifically:

sending, to the NFV fault management apparatus, a
fault subscription message, which carries a node
identifier of a VNF node, for requesting to subscribe
to fault information of at least one network function
virtualization infrastructure NFVI fault publish node,
so that the NFV fault management apparatus per-
forms, according to a correspondence between the
node identifier of the VNF node and a node identifier
of the at least one NFVI node, matching between the
fault information, to which a subscription is request-
ed, of the at least one NFVI node and a fault publish
message sent by the at least one NFVI node, and
generates the fault notification message.

[0159] The implementation manner is that the VNF
subscription node subscribes to the fault publish mes-
sage of the NFVI node. A VNF node in an existing NFV
system does not know a resource configuration situation
of NFVI that corresponds to the VNF node. Therefore,
the NFV fault management apparatus needs to store
VNF information and NFVI resource configuration infor-
mation that corresponds to the VNF information, that is,
a correspondence between the identifier of the VNF node
and the identifier of the NFVI node. Then, that the VNF
sends the fault subscription message and receives the
fault notification message sent by the NFV fault manage-
ment apparatus is the same as that in the foregoing em-
bodiment, and is not described herein again.
[0160] The NFV fault management apparatus collects
a fault message published by each fault publish node in
the NFVI, and provides a subscription and notification
function of the fault message of each fault publish node
in the NFVI for an upper-level subscription node of the
NFVI. The NFV fault management apparatus may be in-
dependently deployed, or may be deployed in the NFVI,
or may be in a VIM, which is not limited in this embodiment
of the present invention. In addition, the NFV fault man-
agement apparatus may also independently serve a
VNF, and the NFV fault management apparatus is cre-
ated while the VNF is created. If the VNF fails, the NFV
fault management apparatus corresponding to the VNF
fails simultaneously.
[0161] In another implementation manner, step S301
may be specifically:

sending, to the NFV fault management apparatus, a

fault subscription message, which carries the node
identifier of the VNF node, for requesting to sub-
scribe to fault information of at least one hardware
resource node or virtualization management pro-
gram hypervisor or virtual machine Virtual Machine
in the NFVI, so that the NFV fault management ap-
paratus performs, according to a correspondence
between the node identifier of the VNF node and a
node identifier of the at least one hardware resource
node or virtualization management program or vir-
tual machine, matching between the fault informa-
tion, to which a subscription is requested, of the at
least one hardware resource node or virtualization
management program or virtual machine and a fault
publish message sent by the at least one hardware
resource node or virtualization management pro-
gram or virtual machine, and generates the fault no-
tification message, where
the NFV fault management apparatus is located in
any virtual resource node in the NFVI, and the virtual
resource node includes the virtualization manage-
ment program and/or the virtual machine.

[0162] Specifically, in the NFVI, the virtual resource
node includes the virtual machine and/or the virtualiza-
tion management program, where the virtual machine
includes a virtual computing node, a virtual storage node,
and a virtual network node, and the hardware resource
node includes a computing hardware node, a storage
hardware node, and a network hardware node. The NFV
fault management apparatus is disposed in any one or
each virtual resource node in the NFVI, so that the NFV
fault management apparatus is configured to receive the
fault subscription message of the VNF subscription node,
and receive the fault publish messages of the one or more
hardware resource nodes or virtual machines or virtual-
ization management programs in the NFVI, perform
matching between the fault information to which a sub-
scription is requested by the VNF subscription node and
the fault publish message of the hardware resource node
or virtual machine or virtualization management program
according to the correspondence between the identifier
of the VNF node and an identifier of the hardware re-
source node or virtual machine or virtualization manage-
ment program, and generate the fault notification mes-
sage.
[0163] Specifically, SWA5(vn-nF) is an interface be-
tween the VNF and the NFVI, and a VNF subscription
node sends the fault subscription message to the NFV
fault management apparatus by using the interface, and
receives, by using the interface, the fault notification mes-
sage sent by the NFV fault management apparatus.
[0164] It can be seen that, according to an NFV fault
management method provided in this embodiment of the
present invention, an NFV fault management apparatus
disposed in an NFV system centrally receives a fault sub-
scription message and a fault publish message of any
node in the NFV system, performs matching between
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parameters of the received fault subscription message
and fault publish message, and notifies a fault notification
message to a corresponding node, which can implement
real-time and quick location and notification of node fault
information.
[0165] An embodiment of the present invention further
provides an NFV fault management method, where the
method includes a step:

sending a fault publish message to an NFV fault man-
agement apparatus, so that the NFV fault manage-
ment apparatus performs matching between fault in-
formation to which a subscription is requested and
that is received from a subscription node and the
fault publish message, generates a fault notification
message, and notifies the fault notification message
to the subscription node, where
the fault information to which a subscription is re-
quested and the fault publish message include: a
grouping identifier of a fault publish node, a node
identifier of the fault publish node, a fault type, and/or
fault content, and/or a fault priority.

[0166] The fault publish node sends the fault publish
message to the NFV fault management apparatus, where
the fault publish message sent by the fault publish node
includes: a grouping identifier of a fault publish node, a
node identifier of the fault publish node, a fault type,
and/or fault content, and/or a fault priority, and a param-
eter included in the fault information to which a subscrip-
tion is requested is consistent with that included in the
fault publish message. For a format for sending the fault
publish message by the fault publish node to the NFV
fault management apparatus, reference may be made to
the foregoing embodiment, and details are not described
herein again.
[0167] It can be seen that, according to an NFV fault
management method provided in this embodiment of the
present invention, an NFV fault management apparatus
disposed in an NFV system centrally receives a fault sub-
scription message and a fault publish message of any
node in the NFV system, performs matching between
parameters of the received fault subscription message
and fault publish message, and notifies a fault notification
message to a corresponding node, which can implement
real-time and quick location and notification of node fault
information.
[0168] It should be noted that, for ease of description,
the foregoing method embodiments are described as a
series of action combinations. However, a person skilled
in the art should understand that the present invention is
not limited to the described sequence of the actions, be-
cause some steps may be performed in another se-
quence or performed at the same time according to the
present invention. In addition, a person skilled in the art
should also understand that all the embodiments de-
scribed in this specification belong to exemplary embod-
iments, and the involved actions and modules are not

necessarily mandatory to the present invention.
[0169] In the foregoing embodiments, the description
of each embodiment has respective focuses. For a part
that is not described in detail in an embodiment, reference
may be made to related descriptions in other embodi-
ments.
[0170] With descriptions of the foregoing embodi-
ments, a person skilled in the art may clearly understand
that the present invention may be implemented by hard-
ware, firmware or a combination thereof. When the
present invention is implemented by software, the fore-
going functions may be stored in a computer-readable
medium or transmitted as one or more instructions or
code in the computer-readable medium. The computer-
readable medium includes a computer storage medium
and a communications medium, where the communica-
tions medium includes any medium that enables a com-
puter program to be transmitted from one place to anoth-
er. The storage medium may be any available medium
accessible to a computer. The following provides an ex-
ample but does not impose a limitation: The computer-
readable medium may include a random access memory
(Random Access Memory, RAM), a read-only memory
(Read-Only Memory, ROM), an electrically erasable pro-
grammable read-only memory (Electrically Erasable Pro-
grammable Read-Only Memory, EEPROM), a compact
disc read-only memory (Compact Disc Read-Only Mem-
ory, CD-ROM), or another optical disc storage or a disk
storage medium, or another magnetic storage device, or
any other medium that can carry or store expected pro-
gram code in a form of an instruction or a data structure
and can be accessed by a computer. In addition, any
connection may be appropriately defined as a computer-
readable medium. For example, if software is transmitted
from a website, a server or another remote source by
using a coaxial cable, an optical fiber/cable, a twisted
pair, a digital subscriber line (Digital Subscriber Line,
DSL) or wireless technologies such as infrared ray, radio
and microwave, the coaxial cable, optical fiber/cable,
twisted pair, DSL or wireless technologies such as infra-
red ray, radio and microwave are included in a definition
of a medium to which they belong. For example, a disk
(Disk) and disc (disc) used by the present invention in-
cludes a compact disc (CD), a laser disc, an optical disc,
a digital versatile disc (DVD), a floppy disk and a Blu-ray
disc, where the disk generally copies data by a magnetic
means, and the disc copies data optically by a laser
means. The foregoing combination should also be includ-
ed in the protection scope of the computer-readable me-
dium.
[0171] In summary, what is described above is merely
exemplary embodiments of the technical solutions of the
present invention, but is not intended to limit the protec-
tion scope of the present invention. Any modification,
equivalent replacement, or improvement made without
departing from the principle of the present invention shall
fall within the protection scope of the present invention.
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Claims

1. A network function virtualization, NFV, fault manage-
ment apparatus, comprising:

a first receiving unit (11), configured to receive
a fault subscription message from at least one
subscription node in an NFV system, wherein
the fault subscription message comprises: a
node identifier of the at least one subscription
node and fault information to which a subscrip-
tion is requested by the at least one subscription
node;
a second receiving unit (12), configured to re-
ceive a fault publish message from at least one
fault publish node in the NFV system;
a matching unit (13), configured to perform
matching between the fault information to which
the subscription is requested and the fault pub-
lish message, and generate a fault notification
message; and
a notification unit (14), configured to notify the
fault notification message to a corresponding
subscription node associated with the node
identifier of the at least one subscription node.

2. The apparatus according to claim 1, wherein the fault
information to which the subscription is requested
comprises: a grouping identifier of the fault publish
node, a node identifier of the fault publish node, a
fault type, and/or fault content, and/or a fault priority.

3. The apparatus according to claim 1, wherein the fault
publish message comprises: a grouping identifier of
the fault publish node, a node identifier of the fault
publish node, a fault type, and/or fault content, and/or
a fault priority.

4. The apparatus according to claim 2, wherein the no-
tification unit is specifically configured to successive-
ly notify, according to the fault priority, the fault no-
tification message to the corresponding subscription
node associated with the node identifier of the at
least one subscription node.

5. The apparatus according to claim 1 or 2, wherein the
notification unit is specifically configured to: when
fault types and/or fault content to which a subscrip-
tion is requested by at least two subscription nodes
are/is the same, simultaneously notify the fault noti-
fication message to corresponding subscription
nodes associated with node identifiers of the at least
two subscription nodes.

6. The apparatus according to any one of claims 1 to
5, further comprising:

a storage unit (26), configured to associatively

store the fault subscription message, the fault
publish message, and/or the fault notification
message.

7. The apparatus according to any one of claims 1 to
6, further comprising:

an acquiring unit (21), configured to acquire a
correspondence between an identifier of at least
one virtualized network function, VNF, subscrip-
tion node and an identifier of at least one network
function virtualization infrastructure, NFVI, fault
publish node from a network function virtualiza-
tion orchestrator, NFVO.

8. The apparatus according to claim 7, wherein the first
receiving unit is specifically configured to receive a
fault subscription message, from the at least one
VNF subscription node in the NFV system, for re-
questing to subscribe to fault information of the at
least one NFVI fault publish node.

9. The apparatus according to claim 8, wherein the
matching unit is specifically configured to:

after the fault subscription message sent by the
at least one VNF subscription node and a fault
publish message sent by the at least one NFVI
fault publish node are received, perform match-
ing between the fault information to which the
subscription is requested by the at least one
VNF subscription node and the fault publish
message sent by the at least one NFVI fault pub-
lish node according to the correspondence, and
generate the fault notification message.

10. The apparatus according to claim 7 or 8, wherein the
matching unit is specifically configured to: after the
fault subscription message sent by the at least one
VNF subscription node and a fault publish message
sent by at least one hardware resource node or vir-
tualization management program hypervisor or vir-
tual machine in the NFVI are received, perform
matching between the fault information to which the
subscription is requested by the at least one VNF
subscription node and the fault publish message
sent by the at least one hardware resource node or
virtualization management program or virtual ma-
chine according to the correspondence, and gener-
ate the fault notification message, wherein
the apparatus is located in any virtual resource node
in the NFVI, and the virtual resource node comprises
the virtual machine and/or the virtualization manage-
ment program.

11. A network function virtualization, NFV, fault manage-
ment method, comprising:
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receiving (S101) a fault subscription message
from at least one subscription node in an NFV
system, wherein the fault subscription message
comprises: a node identifier of the at least one
subscription node and fault information to which
a subscription is requested by the at least one
subscription node;
receiving (S102) a fault publish message from
at least one fault publish node in the NFV sys-
tem;
performing (S103) matching between the fault
information to which the subscription is request-
ed and the fault publish message, and generat-
ing a fault notification message; and
notifying (S104) the fault notification message
to a corresponding subscription node associat-
ed with the node identifier of the at least one
subscription node.

12. The method according to claim 11, wherein the fault
information to which the subscription is requested
and the fault publish message comprise: a grouping
identifier of the fault publish node, a node identifier
of the fault publish node, a fault type, and/or fault
content, and/or a fault priority.

13. The method according to claim 11 or 12, further com-
prising:

associatively (S206) storing the fault subscrip-
tion message, the fault publish message, and/or
the fault notification message.

14. The method according to any one of claims 11 to 13,
further comprising:

acquiring (S201) a correspondence between an
identifier of at least one virtualized network func-
tion, VNF, subscription node and an identifier of
at least one network function virtualization infra-
structure, NFVI, fault publish node from a net-
work function virtualization orchestrator, NFVO.

15. The method according to claim 14, wherein the re-
ceiving a fault subscription message from at least
one subscription node in an NFV system is specifi-
cally:

receiving a fault subscription message, from the
at least one VNF subscription node in the NFV
system, for requesting to subscribe to fault in-
formation of the at least one NFVI fault publish
node.

Patentansprüche

1. Netzwerkfunktionsvirtualisierung-Fehlerverwal-

tungsvorrichtung bzw. NFV-Fehlerverwaltungsvor-
richtung, umfassend:

eine erste Empfangseinheit (11), die konfiguriert
ist zum Empfangen einer Fehlersubskriptions-
nachricht von mindestens einem Subskriptions-
knoten in einem NFV-System, wobei die Feh-
lersubskriptionsnachricht eine Knotenkennung
des mindestens einen Subskriptionsknotens
und Fehlerinformationen, zu denen eine Subs-
kription durch den mindestens einen Subskrip-
tionsknoten angefordert wird, umfasst;
eine zweite Empfangseinheit (12), die konfigu-
riert ist zum Empfangen einer Fehlerpublizie-
rungsnachricht von mindestens einem Fehler-
publizierungsknoten im NFV-System;
eine Abstimmungseinheit (13), die konfiguriert
ist zum Durchführen einer Abstimmung zwi-
schen den Fehlerinformationen, zu denen die
Subskription angefordert wird, und der Fehler-
publizierungsnachricht und zum Erzeugen einer
Fehlerbenachrichtigungsnachricht; und
eine Benachrichtigungseinheit (14), die konfigu-
riert ist zum Melden der Fehlerbenachrichti-
gungsnachricht zu einem entsprechenden Sub-
skriptionsknoten, der mit der Knotenkennung
des mindestens einen Subskriptionsknotens as-
soziiert ist.

2. Vorrichtung nach Anspruch 1, wobei die Fehlerinfor-
mationen, zu denen die Subskription angefordert
wird, eine Gruppierungskennung des Fehlerpubli-
zierungsknotens, eine Knotenkennung des Fehler-
publizierungsknotens, eine Fehlerart und/oder einen
Fehlerinhalt und/oder eine Fehlerpriorität umfassen.

3. Vorrichtung nach Anspruch 1, wobei die Fehlerpu-
blizierungsnachricht eine Gruppierungskennung
des Fehlerpublizierungsknotens, eine Knotenken-
nung des Fehlerpublizierungsknotens, eine Fehler-
art und/oder einen Fehlerinhalt und/oder eine Feh-
lerpriorität umfasst.

4. Vorrichtung nach Anspruch 2, wobei die Benachrich-
tigungseinheit spezifisch konfiguriert ist zum sukzes-
siven Melden, gemäß der Fehlerpriorität, der Feh-
lerbenachrichtigungsnachricht zum entsprechen-
den Subskriptionsknoten, der mit der Knotenken-
nung des mindestens einen Subskriptionsknotens
assoziiert ist.

5. Vorrichtung nach Anspruch 1 oder 2, wobei die Be-
nachrichtigungseinheit, wenn Fehlerarten und/oder
ein Fehlerinhalt, zu dem eine Subskription durch
mindestens zwei Subskriptionsknoten angefordert
wird, die gleichen sind bzw. der gleiche ist, spezifisch
konfiguriert ist zum gleichzeitigen Melden der Feh-
lerbenachrichtigungsnachricht zu entsprechenden
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Subskriptionsknoten, die mit Knotenkennungen der
mindestens zwei Subskriptionsknoten assoziiert
sind.

6. Vorrichtung nach einem der Ansprüche 1 bis 5, fer-
ner umfassend:

eine Speichereinheit (26), die konfiguriert ist
zum assoziativen Speichern der Fehlersubs-
kriptionsnachricht, der Fehlerpublizierungs-
nachricht und/oder der Fehlerbenachrichti-
gungsnachricht.

7. Vorrichtung nach einem der Ansprüche 1 bis 6, fer-
ner umfassend:

eine Erfassungseinheit (21), die konfiguriert ist
zum Erfassen einer Korrespondenz zwischen
einer Kennung von mindestens einem Subskrip-
tionsknoten einer virtualisierten Netzwerkfunk-
tion bzw. VNF-Subskriptionsknoten und einer
Kennung von mindestens einem
Netzwerkfunktionsvirtualisierungsinfrastruktur-
Fehlerpublizierungsknoten bzw. NFVI-Fehler-
publizierungsknoten von einem Netzwerkfunkti-
onsvirtualisierungsorchestrator NFVO.

8. Vorrichtung nach Anspruch 7, wobei die erste Emp-
fangseinheit spezifisch konfiguriert ist zum Empfan-
gen einer Fehlersubskriptionsnachricht von dem
mindestens einen VNF-Subskriptionsknoten im
NFV-System zum Anfordern, zu Fehlerinformatio-
nen des mindestens einen NFVI-Fehlerpublizie-
rungsknotens zu subskribieren.

9. Vorrichtung nach Anspruch 8, wobei die Abstim-
mungseinheit, nachdem die Fehlersubskriptions-
nachricht, die durch den mindestens einen VNF-
Subskriptionsknoten gesendet wird, und eine Feh-
lerpublizierungsnachricht, die durch den mindestens
einen NFVI-Fehlerpublizierungsknoten gesendet
wird, empfangen werden, spezifisch konfiguriert ist
zum Durchführen einer Abstimmung zwischen den
Fehlerinformationen, zu denen die Subskription
durch den mindestens einen VNF-Subskriptions-
knoten angefordert wird, und der Fehlerpublizie-
rungsnachricht, die durch den mindestens einen NF-
VI-Fehlerpublizierungsknoten gesendet wird, ge-
mäß der Korrespondenz und zum Erzeugen der Feh-
lerbenachrichtigungsnachricht.

10. Vorrichtung nach Anspruch 7 oder 8, wobei die Ab-
stimmungseinheit, nachdem die Fehlersubskripti-
onsnachricht, die durch den mindestens einen VNF-
Subskriptionsknoten gesendet wird, und eine Feh-
lerpublizierungsnachricht, die durch den mindestens
einen Hardwareressourcenknoten oder einen
Virtualisierungsverwaltungsprogrammhypervisor

oder eine virtuelle Maschine in der NFVI gesendet
wird, empfangen werden, spezifisch konfiguriert ist
zum Durchführen einer Abstimmung zwischen den
Fehlerinformationen, zu denen die Subskription
durch den mindestens einen VNF-Subskriptions-
knoten angefordert wird, und der Fehlerpublizie-
rungsnachricht, die durch den mindestens einen
Hardwareressourcenknoten oder das Virtualisie-
rungsverwaltungsprogramm oder die virtuelle Ma-
schine gesendet wird, gemäß der Korrespondenz
und zum Erzeugen der Fehlerbenachrichtigungs-
nachricht, wobei
sich die Vorrichtung in einem beliebigen virtuellen
Ressourcenknoten in der NFVI befindet und der vir-
tuelle Ressourcenknoten die virtuelle Maschine
und/oder das Virtualisierungsverwaltungspro-
gramm umfasst.

11. Netzwerkfunktionsvirtualisierung-Fehlerverwal-
tungsverfahren bzw. NFV-Fehlerverwaltungsver-
fahren, umfassend:

Empfangen (S101) einer Fehlersubskriptions-
nachricht von mindestens einem Subskriptions-
knoten in einem NFV-System, wobei die Feh-
lersubskriptionsnachricht eine Knotenkennung
des mindestens einen Subskriptionsknotens
und Fehlerinformationen, zu denen eine Subs-
kription durch den mindestens einen Subskrip-
tionsknoten angefordert wird, umfasst;
Empfangen (S102) einer Fehlerpublizierungs-
nachricht von mindestens einem Fehlerpublizie-
rungsknoten im NFV-System;
Durchführen (S103) einer Abstimmung zwi-
schen den Fehlerinformationen, zu denen die
Subskription angefordert wird, und der Fehler-
publizierungsnachricht und Erzeugen einer
Fehlerbenachrichtigungsnachricht; und
Melden (S104) der Fehlerbenachrichtigungs-
nachricht zu einem entsprechenden Subskripti-
onsknoten, der mit der Knotenkennung des min-
destens einen Subskriptionsknotens assoziiert
ist.

12. Verfahren nach Anspruch 11, wobei die Fehlerinfor-
mationen, zu denen die Subskription angefordert
wird, und die Fehlerpublizierungsnachricht eine
Gruppierungskennung des Fehlerpublizierungskno-
tens, eine Knotenkennung des Fehlerpublizierungs-
knotens, eine Fehlerart und/oder einen Fehlerinhalt
und/oder eine Fehlerpriorität umfassen.

13. Verfahren nach Anspruch 11 oder 12, ferner umfas-
send:

assoziatives Speichern (S206) der Fehlersubs-
kriptionsnachricht, der Fehlerpublizierungs-
nachricht und/oder der Fehlerbenachrichti-
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gungsnachricht.

14. Verfahren nach einem der Ansprüche 11 bis 13, fer-
ner umfassend:

Erfassen (S201) einer Korrespondenz zwischen
einer Kennung von mindestens einem Subskrip-
tionsknoten einer virtualisierten Netzwerkfunk-
tion bzw. VNF-Subskriptionsknoten und einer
Kennung von mindestens einem
Netzwerkfunktionsvirtualisierungsinfrastruktur-
Fehlerpublizierungsknoten bzw. NFVI-Fehler-
publizierungsknoten von einem Netzwerkfunkti-
onsvirtualisierungsorchestrator NFVO.

15. Verfahren nach Anspruch 14, wobei das Empfangen
einer Fehlersubskriptionsnachricht von mindestens
einem Subskriptionsknoten in einem NFV-System
spezifisch Folgendes ist:

Empfangen einer Fehlersubskriptionsnachricht
von dem mindestens einen VNF-Subskriptions-
knoten im NFV-System zum Anfordern, zu Feh-
lerinformationen des mindestens einen NFVI-
Fehlerpublizierungsknotens zu subskribieren.

Revendications

1. Appareil de gestion d’une anomalie de virtualisation
de fonction de réseau, NFV, comprenant :

une première unité de réception (11), configurée
pour recevoir un message de souscription
d’anomalie depuis au moins un noeud de sous-
cription dans un système NFV, dans lequel le
message de souscription d’anomalie
comprend : un identifiant de noeud de l’au moins
un noeud de souscription et une information
d’anomalie à laquelle une souscription est de-
mandée par l’au moins un noeud de
souscription ;
une seconde unité de réception (12), configurée
pour recevoir un message de publication d’ano-
malie d’au moins un noeud de publication d’ano-
malie dans le système NFV ;
une unité de concordance (13), configurée pour
accomplir une concordance entre l’information
d’anomalie à laquelle la souscription est deman-
dée et le message de publication d’anomalie, et
générer un message de notification d’anomalie ;
et
une unité de notification (14), configurée pour
notifier le message de notification d’anomalie à
un noeud de souscription correspondant asso-
cié à l’identifiant de noeud de l’au moins un
noeud de souscription.

2. Appareil selon la revendication 1, dans lequel l’infor-
mation d’anomalie à laquelle la souscription est de-
mandée comprend : un identifiant de groupement du
noeud de publication d’anomalie, un identifiant de
noeud du noeud de publication d’anomalie, un type
d’anomalie, et/ou un contenu d’anomalie, et/ou une
priorité d’anomalie.

3. Appareil selon la revendication 1, dans lequel le
message de publication d’anomalie comprend : un
identifiant de groupement du noeud de publication
d’anomalie, un identifiant de noeud du noeud de pu-
blication d’anomalie, un type d’anomalie, et/ou un
contenu d’anomalie, et/ou une priorité d’anomalie.

4. Appareil selon la revendication 2, dans lequel l’unité
de notification est spécifiquement configurée pour
notifier successivement, selon la priorité d’anomalie,
le message de notification d’anomalie au noeud de
souscription correspondant associé à l’identifiant de
noeud de l’au moins un noeud de souscription.

5. Appareil selon la revendication 1 ou 2, dans lequel
l’unité de notification est spécifiquement configurée
pour : lorsque des types d’anomalie et/ou un contenu
d’anomalie auxquels une souscription est deman-
dée par au moins deux noeuds de souscription
sont/est le(s) même(s), notifier simultanément le
message de notification d’anomalie à des noeuds
de souscription correspondants associés à des iden-
tifiants de noeud des au moins deux noeuds de sous-
cription.

6. Appareil selon l’une quelconque des revendications
1 à 5, comprenant en outre :

une unité de stockage (26), configurée pour
stocker de manière associative le message de
souscription d’anomalie, le message de publi-
cation d’anomalie, et/ou le message de notifica-
tion d’anomalie.

7. Appareil selon l’une quelconque des revendications
1 à 6, comprenant en outre :

une unité d’acquisition (21), configurée pour ac-
quérir une correspondance entre un identifiant
d’au moins un noeud de souscription de fonction
de réseau virtualisée, VNF, et un identifiant d’au
moins un noeud de publication d’anomalie d’in-
frastructure de virtualisation de fonction de ré-
seau, NFVI, depuis un orchestrateur de virtua-
lisation de fonction de réseau, NFVO.

8. Appareil selon la revendication 7, dans lequel la pre-
mière unité de réception est spécifiquement confi-
gurée pour recevoir un message de souscription
d’anomalie, depuis l’au moins un noeud de souscrip-
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tion VNF dans le système NFV, pour demander une
souscription à une information d’anomalie de l’au
moins un noeud de publication d’anomalie NFVI.

9. Appareil selon la revendication 8, dans lequel l’unité
de concordance est spécifiquement configurée
pour : après que le message de souscription d’ano-
malie envoyé par l’au moins un noeud de souscrip-
tion VNF et qu’un message de publication d’anoma-
lie envoyé par l’au moins un noeud de publication
d’anomalie NFVI sont reçus, accomplir une concor-
dance entre l’information d’anomalie à laquelle la
souscription est demandée par l’au moins un noeud
de souscription VNF et le message de publication
d’anomalie envoyé par l’au moins un noeud de pu-
blication d’anomalie NFVI selon la correspondance,
et générer le message de notification d’anomalie.

10. Appareil selon la revendication 7 ou 8, dans lequel
l’unité de concordance est spécifiquement configu-
rée pour : après que le message de souscription
d’anomalie envoyé par l’au moins un noeud de sous-
cription VNF et qu’un message de publication d’ano-
malie envoyé par au moins un noeud de ressource
matérielle ou un hyperviseur de programme de ges-
tion de virtualisation ou une machine virtuelle dans
la NFVI sont reçus, accomplir une concordance en-
tre l’information d’anomalie à laquelle la souscription
est demandée par l’au moins un noeud de souscrip-
tion VNF et le message de publication d’anomalie
envoyé par l’au moins un noeud de ressource ma-
térielle ou un programme de gestion de virtualisation
ou une machine virtuelle selon la correspondance,
et générer le message de notification d’anomalie,
dans lequel l’appareil est situé dans tout noeud de
ressource virtuelle dans la NFVI, et le noeud de res-
source virtuelle comprend la machine virtuelle et/ou
le programme de gestion de virtualisation.

11. Procédé de gestion d’anomalie de virtualisation de
fonction de réseau, NFV, comprenant :

la réception (S101) d’un message de souscrip-
tion d’anomalie depuis au moins un noeud de
souscription dans un système NFV, dans lequel
le message de souscription d’anomalie
comprend : un identifiant de noeud de l’au moins
un noeud de souscription et une information
d’anomalie à laquelle une souscription est de-
mandée par l’au moins un noeud de
souscription ;
la réception (S102) d’un message de publication
d’anomalie depuis au moins un noeud de publi-
cation d’anomalie dans le système NFV,
l’accomplissement (S103) d’une concordance
entre l’information d’anomalie à laquelle la sous-
cription est demandée et le message de publi-
cation d’anomalie, et la génération d’un messa-

ge de notification d’anomalie ; et
la notification (S 104) du message de notification
d’anomalie à un noeud de souscription corres-
pondant associé à l’identifiant de noeud de l’au
moins un noeud de souscription.

12. Procédé selon la revendication 11, dans lequel l’in-
formation d’anomalie à laquelle la souscription est
demandée et le message de publication d’anomalie
comprennent : un identifiant de groupement du
noeud de publication d’anomalie, un identifiant de
noeud du noeud de publication d’anomalie, un type
d’anomalie, et/ou un contenu d’anomalie, et/ou une
priorité d’anomalie.

13. Procédé selon la revendication 11 ou 12, compre-
nant en outre :

le stockage associatif (S206) du message de
souscription d’anomalie, du message de publi-
cation d’anomalie, et/ou du message de notifi-
cation d’anomalie.

14. Procédé selon l’une quelconque des revendications
11 à 13, comprenant en outre :

l’acquisition (S201) d’une correspondance entre
un identifiant d’au moins un noeud de souscrip-
tion de fonction de réseau virtualisée, VNF, et
d’un identifiant d’au moins un noeud de publica-
tion d’anomalie d’infrastructure de virtualisation
de fonction de réseau, NFVI, depuis un orches-
trateur de virtualisation de fonction de réseau,
NFVO.

15. Procédé selon la revendication 14, dans lequel la
réception d’un message de souscription d’anomalie
depuis au moins un noeud de souscription dans un
système NFV est spécifiquement :

la réception d’un message de souscription
d’anomalie, depuis l’au moins un noeud de
souscription VNF dans le système NFV, pour
demander une souscription à une information
d’anomalie de l’au moins un noeud de publica-
tion d’anomalie NFVI.
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