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(54) CRYPTOGRAPHIC PRIMITIVE FOR USER AUTHENTICATION

(57) A method of biometric authentication includes
receiving a biometric input from a user for authentication
of the user to access a system. The method includes
receiving a set of elements of a field and a random
number from an authentication server via a network. The
method further includes decoding the biometric input
based on the set of elements to generate a polynomial.
The method also includes generating a signature key
based on the polynomial. The method includes signing
the random number with the signature key. The method
includes sending the signed random number to the au-
thentication server. The method further includes restrict-
ing access to the system until the user is authenticated
by the authentication server. The method also includes
permitting access to the system in response to receiving
an authentication message from the authentication serv-
er.
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Description

FIELD

[0001] The embodiments discussed herein are related
to a cryptographic primitive for user authentication.

BACKGROUND

[0002] As security for electronic devices and services
increases in importance, innovators are looking to new
or different forms of authentication. One form of user au-
thentication may include biometric authentication. Bio-
metric authentication generally includes measuring a bi-
ometric characteristic of a user that is unique to the user.
The measured biometric characteristic, or a representa-
tion thereof, is then used as a basis of authenticating an
identity of the user. Biometric characteristics may include
a user’s fingerprints, irises, veins, a section of deoxyri-
bonucleic acid (DNA), and the like. Biometric authenti-
cation may have an advantage of allowing the user to be
authenticated without having to remember a password.
Because the biometric characteristic may be unchange-
able, privacy is important in biometric authentication sys-
tems.
[0003] The subject matter claimed herein is not limited
to embodiments that solve any disadvantages or that op-
erate only in environments such as those described
above. Rather, this background is only provided to illus-
trate one example technology area where some embod-
iments described herein may be practiced.

SUMMARY

[0004] According to an embodiment of one aspect of
the invention, a method of biometric authentication in-
cludes receiving a biometric input from a user for authen-
tication of the user to access a system. The method in-
cludes receiving a set of elements of a field and a random
number from an authentication server via a network. The
method further includes decoding the biometric input
based on the set of elements to generate a polynomial.
The method also includes generating a signature key
based on the polynomial. The method includes signing
the random number with the signature key. The method
includes sending the signed random number to the au-
thentication server. The method further includes restrict-
ing access to the system until the user is authenticated
by the authentication server. The method also includes
permitting access to the system in response to receiving
an authentication message from the authentication serv-
er.
[0005] The object and advantages of the embodiments
will be realized and achieved at least by the elements,
features, and combinations particularly pointed out in the
claims.
[0006] It is to be understood that both the foregoing
general description and the following detailed description

are exemplary and explanatory and are not restrictive of
the invention, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Example embodiments will be described and
explained with additional specificity and detail through
the use of the accompanying drawings in which:

Figure 1 illustrates a block diagram of an example
operating environment;
Figure 2 illustrates a flow diagram of an example
method to setup or configure a cryptographic primi-
tive for use in a biometric authentication system;
Figure 3 illustrates a flow diagram of an example
method to enroll a user in a biometric authentication
system;
Figure 4 illustrates a flow diagram of an example
method to authenticate a user in a biometric authen-
tication system; and
Figure 5 illustrates a diagrammatic representation of
a machine in the example form of a computing device
within which a set of instructions, for causing the ma-
chine to perform any one or more of the methods
discussed herein, may be executed,
all arranged in accordance with at least one embod-
iment described herein.

DESCRIPTION OF EMBODIMENTS

[0008] In biometric authentication, a user may be un-
able to change the user’s biometric characteristics. For
example, a user may register a biometric template in-
cluding biometric data describing one or more unique
characteristics of the user (e.g., fingerprint, iris pattern,
etc.). If the biometric template is compromised and if the
user is unable to change the unique characteristic de-
scribed by the biometric template, then biometric authen-
tication may become ineffective for the user. For this rea-
son, biometric authentication systems require a strong
privacy guarantee. Further, biometric authentication sys-
tems may account for variability in biometric data, as for
example, the user may not always place his finger on a
fingerprint sensor the same way each time.
[0009] In some biometric authentication systems, var-
ious approaches have been implemented to attempt to
provide a secure biometric authentication system while
accounting for variability in biometric data. For example,
some biometric authentication systems may use various
sets of parameters where each set of parameters has its
own set of error-correcting codes. For example, a set of
parameters and corresponding set of error-correcting
codes may be associated with a fingerprint (or a subset
of the fingerprint). The error-correcting codes may be
used to account for variability in readings of the fingerprint
(or the subset of the fingerprint. In this sense, existing
biometric authentication systems may not be universal
because a single algorithm may not work for any length
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biometric with any error threshold. Instead, existing bio-
metric authentication systems typically depend on the
existence of error-correcting codes with specific param-
eters and each set of parameters requires a different er-
ror-correcting code.
[0010] Aspects of the present disclosure address
these and other shortcomings of existing biometric au-
thentication systems by providing a cryptographic prim-
itive for biometric authentication. The cryptographic prim-
itive may include a fuzzy extractor that may have various
practical applications, such as biometric authentication
and biometric-based key exchange. For instance, the
present disclosure provides a cryptographic primitive that
may work on any biometric. The error threshold of the
cryptographic primitive may be based on a Hamming Dis-
tance. The cryptographic primitive may also provide a
privacy guarantee for the biometric. The cryptographic
primitive described may be universal in the sense that
the same algorithm may work for any type or length bio-
metric with any error threshold.
[0011] As will be explained in more detail below, a bi-
ometric authentication system may include a client and
an authentication server. The authentication server may
provide a biometric authentication service. The authen-
tication server may begin a setup process to define pa-
rameters and thresholds by which user authentication
may operate. The setup process may be performed at
initial deployment of the biometric authentication system.
A single setup process may set the biometric authenti-
cation system for use by any number of users and for all
authentication sessions of all users. In at least one em-
bodiment, the setup process may be repeated periodi-
cally. The biometric authentication system may also per-
form a biometric enrollment process for a particular user.
The biometric enrollment process may be performed eve-
ry time a new user registers to a system that uses the
biometric authentication system for authentication. If the
setup process is repeated, some or all of the enrollments
may be performed again. The authentication server may
also perform user authentication. A user authentication
process may be performed for every session for which
user may be authenticated. In at least one embodiment,
some of the user authentication process may occur at a
client device and the authentication server may verify
data generated by the client device to authenticate the
user.
[0012] Some aspects of the present disclosure maybe
used as an authentication mechanism for any scenario
where approximate (not necessarily exact) matches are
needed. The approximateness may be measured in
terms of Hamming distance. For example, techniques
described herein may be used for approximate password
matches for very long passwords or passphrases. Long
passphrases like "The quick brown fox jumped over the
lazy dog" may be sometimes easier to remember and
harder to guess than a short random combination of char-
acters, numbers and symbols. It is possible, however,
that even knowing the long passphrase, the user may

enter small errors, like capitalization, among others. As-
pects of the present disclosure system may account for
small errors and may help enforce secure and user-
friendly authentication.
[0013] In another example, aspects of the present dis-
closure may be used for genomic data with noise. Ge-
nome readings may be error-prone and genes may be
subject to mutation over time. Aspects of the present dis-
closure may help authenticate using such noisy meas-
urements, without revealing genetic data to even a serv-
er.
[0014] In yet another example, aspects of the present
disclosure may be used for questionnaire authentication.
Some systems may ask a user a series of questions
whose combination may uniquely identify the user. It may
be possible that a user may consistently reply to a sig-
nificant fraction of the questions, while differing on few.
Aspects of the present disclosure may allow authentica-
tion based on sufficient questions, without revealing
which questions, even to a server.
[0015] Some additional details of these and other em-
bodiments are discussed with respect to the appended
figures in which commonly labeled items indicate similar
structures unless described otherwise. The drawings are
diagrammatic and schematic representations of some
embodiments, and are not meant to be limiting, nor are
they necessarily drawn to scale. Throughout the draw-
ings, like numbers generally reference like structures un-
less described otherwise.
[0016] Figure 1 illustrates a block diagram of an exam-
ple operating environment 100, arranged in accordance
with at least one embodiment described herein. In the
operating environment 100, authentication of a user 106
may be performed by a server 140.
[0017] The operating environment 100 includes a cli-
ent device 104 that may be associated with the user 106,
a data storage 116, the server 140, and a network 107.
The client device 104, the data storage 116, the server
140 (collectively, "environment components") may be
communicatively coupled via the network 107. The en-
vironment components may communicate data and in-
formation used to authenticate the user 106 or one or
more data sets via the network 107. Each of the environ-
ment components are briefly described in the following
paragraphs.
[0018] The client device 104 may include a processor-
based computing system. The client device 104 may in-
clude memory, a processor, and network communication
capabilities. In the operating environment 100, the client
device 104 may be capable of communicating data and
information to the authentication server 140 via the net-
work 107. Some examples of the client device 104 may
include a mobile phone, a smartphone, a tablet computer,
a laptop computer, a desktop computer, a set-top box,
or a connected device, etc.
[0019] The user 106 may include an individual or an-
other entity such as a corporate entity, governmental en-
tity, or the like. The user 106 may be associated with the
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client device 104 in some embodiments. For example,
the user 106 may own or regularly operate the client de-
vice 104. In some embodiments, the user 106 may not
be specifically associated with the client device 104. For
example, the client device 104 may be publically acces-
sible to multiple users including the user 106. The user
106 may use the client device 104 to provide input to the
server 140. For example, the user 106 may operate a
component of the client device 104 to provide input to
the biometric data receiver 150. The input may include
biometric measurements, such as fingerprints, iris, veins,
DNA, etc.
[0020] The network 107 may include a wired network,
a wireless network, or any combination thereof. The net-
work 107 may include any suitable configuration or con-
figurations including a star configuration, token ring con-
figuration, or other configurations. The network 107 may
include a local area network (LAN), a wide area network
(WAN) (e.g., the Internet), and/or other interconnected
data paths across which multiple devices may commu-
nicate. In some embodiments, the network 107 may in-
clude a peer-to-peer network. The network 107 may also
be coupled to or include portions of a telecommunications
network that may enable communication of data in a va-
riety of different communication protocols. In some em-
bodiments, the network 107 includes BLUETOOTH®
communication networks and/or cellular communication
networks for sending and receiving data including via
short messaging service (SMS), multimedia messaging
service (MMS), hypertext transfer protocol (HTTP), direct
data connection, wireless application protocol (WAP), e-
mail, or the like.
[0021] The data storage 116 may include any memory
or data storage. The data storage 116 may include net-
work communication capabilities such that the environ-
ment components may communicate with the data stor-
age 116. In some embodiments, the data storage 116
may include computer-readable storage media for car-
rying or having computer-executable instructions or data
structures stored thereon. The computer-readable stor-
age media may include any available media that may be
accessed by a general-purpose or special-purpose com-
puter, such as a processor. For example, the data storage
116 may include computer-readable storage media that
may be tangible or non-transitory computer-readable
storage media including Random Access Memory
(RAM), Read-Only Memory (ROM), Electrically Erasable
Programmable Read-Only Memory (EEPROM), Com-
pact Disc Read-Only Memory (CD-ROM) or other optical
disk storage, magnetic disk storage or other magnetic
storage devices, flash memory devices (e.g., solid state
memory devices), or any other storage medium which
may be used to carry or store desired program code in
the form of computer-executable instructions or data
structures and that may be accessed by a general-pur-
pose or special-purpose computer. Combinations of the
above may be included in the data storage 116.
[0022] In the depicted embodiment, the data storage

116 is separate from the server 140. In some embodi-
ments, the data storage 116 may be included in the server
140 or the server 140 may include a local data storage
similar to the data storage 116 and may access the data
storage 116 via the network 107.
[0023] The server 140 may include a processor-based
computing device. For example, the server 140 may in-
clude a hardware server or another processor-based
computing device configured to function as a server. The
server 140 may include memory and network communi-
cation capabilities. In the operating environment 100, the
server 140 may be configured to communicate with the
client device 104, and the data storage 116 via the net-
work 107.
[0024] The client device 104 may include a biometric
data receiver 150. The biometric data receiver 150 may
be configured to measure one or more unique biological
or human characteristics of the user 106 (referred to as
"biometric data"). The biometric data may include bio-
metric measurements, such as fingerprints, iris, veins,
DNA, etc. The biometric data may describe a unique fea-
ture of the user 106. For example, the biometric data
receiver 150 may include one or more of: a fingerprint
scanner; a camera configured to capture an image of an
iris; a device configured to measure the DNA of the
tracked individual; a wearable electromyography sensor
configured to capture electrical activity produced by the
skeletal muscles of the tracked individual; or any other
biometric data receiver 150 configured to capture or re-
ceive biometric data associated with the user 106. The
biometric data receiver 150 may include a sensor or col-
lection of sensors that may capture information (e.g., a
human characteristic) suitable for determining an identity
of the user 106. Example human characteristics may in-
clude a sensor or set of sensors to detect fingerprints,
iris, veins, DNA, chemicals in a blood stream, a hydration
level of the wearer, skin and/or body temperature, etc.
The client device 104 may include any number of bio-
metric data receivers 150. The biometric data receiver
150 may also digitize (e.g., create a binary, analog or
digital representation of) the one or more unique biolog-
ical or human characteristics of the user 106. The bio-
metric data may also include biometric enrollment data,
which includes biometric data used to enroll the user 106
in the biometric authentication system.
[0025] The client device 104 may also include an en-
rollment manager 155. The enrollment manager 155 may
be configured to use biometric data of the user 106 to
generate a biometric template describing one or more
unique characteristics of the user (e.g., fingerprint, iris
pattern, etc.). The enrollment manager 155 may enroll a
user in a biometric authentication system, as further de-
scribed with respect to Figure 3. The enrollment manager
155 may be implemented using hardware including a
processor, a microprocessor (e.g., to perform or control
performance of one or more operations), an FPGA, or
an ASIC. In some other instances, the enrollment man-
ager 155 may be implemented using a combination of
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hardware and software. Implementation in software may
include rapid activation and deactivation of one or more
transistors or transistor elements such as may be includ-
ed in hardware of a computing system (e.g., the client
device 104, the server 140). Additionally, software de-
fined instructions may operate on information within tran-
sistor elements. Implementation of software instructions
may at least temporarily reconfigure electronic pathways
and transform computing hardware.
[0026] The server 140 may include an authentication
setup manager 160. The authentication setup manager
160 may be configured to begin a setup process to define
parameters and thresholds by which user authentication
may operate. The setup process may be performed at
initial deployment of a biometric authentication system
(e.g., system 100, server 140). A single setup process
may set the biometric authentication system for use by
any number of users and for all authentication sessions
of all users. In at least one embodiment, the setup proc-
ess may be repeated periodically. The authentication set-
up manager 160 may be configured to perform the meth-
od described with respect to Figure 2. The authentication
setup manager 160 may be implemented using hardware
including a processor, a microprocessor (e.g., to perform
or control performance of one or more operations), an
FPGA, or an ASIC. In some other instances, the authen-
tication setup manager 160 may be implemented using
a combination of hardware and software. Implementation
in software may include rapid activation and deactivation
of one or more transistors or transistor elements such as
may be included in hardware of a computing system (e.g.,
the authentication server 140, the client device 104). Ad-
ditionally, software defined instructions may operate on
information within transistor elements. Implementation
of software instructions may at least temporarily recon-
figure electronic pathways and transform computing
hardware.
[0027] The server 140 may include a biometric authen-
tication manager 165. The biometric authentication man-
ager 165 may be configured to perform user authentica-
tion. A user authentication process may be performed
for every session for which user may be authenticated.
In at least one embodiment, some of the user authenti-
cation process may occur at a client device and the au-
thentication server may verify data generated by the cli-
ent device to authenticate the user, as further described
with respect to Figure 4. The biometric authentication
manager 165 may be implemented using hardware in-
cluding a processor, a microprocessor (e.g., to perform
or control performance of one or more operations), an
FPGA, or an ASIC. In some other instances, the biometric
authentication manager 165 may be implemented using
a combination of hardware and software. Implementation
in software may include rapid activation and deactivation
of one or more transistors or transistor elements such as
may be included in hardware of a computing system (e.g.,
the authentication server 140, the client device 104). Ad-
ditionally, software defined instructions may operate on

information within transistor elements. Implementation
of software instructions may at least temporarily recon-
figure electronic pathways and transform computing
hardware.
[0028] Modifications, additions, or omissions may be
made to the operating environment 100 without departing
from the scope of the present disclosure. Specifically,
the operating environment may include one or more us-
ers 106, one or more client devices 104, one or more
authentication servers 140, one or more data storages
116, or any combination thereof. For example, the oper-
ating environment 100 may include another system with
which the client device 104 interacts based on an au-
thentication message received from the authentication
server 140.
[0029] Moreover, the separation of various compo-
nents in the embodiments described herein is not meant
to indicate that the separation occurs in all embodiments.
It may be understood with the benefit of this disclosure
that the described environment components may be in-
tegrated together in a single component or separated
into multiple components. For example, in some embod-
iments, the enrollment manager 155 and/or one or more
functionalities attributed thereto may be performed by a
module on the authentication server 140.
[0030] Figures 2-4 illustrate flow diagrams of example
methods related to biometric authentication. The meth-
ods may be performed by processing logic that may in-
clude hardware (circuitry, dedicated logic, etc.), software
(such as is run on a general purpose computer system
or a dedicated machine), or a combination of both, which
processing logic may be included in the system 100 of
Figure 1, or another computer system or device. Howev-
er, another system, or combination of systems, may be
used to perform the methods. For simplicity of explana-
tion, methods described herein are depicted and de-
scribed as a series of acts. However, acts in accordance
with this disclosure may occur in various orders and/or
concurrently, and with other acts not presented and de-
scribed herein. Further, not all illustrated acts may be
used to implement the methods in accordance with the
disclosed subject matter. In addition, those skilled in the
art will understand and appreciate that the methods may
alternatively be represented as a series of interrelated
states via a state diagram or events. Additionally, the
methods disclosed in this specification are capable of
being stored on an article of manufacture, such as a non-
transitory computer-readable medium, to facilitate trans-
porting and transferring such methods to computing de-
vices. The term article of manufacture, as used herein,
is intended to encompass a computer program accessi-
ble from any computer-readable device or storage media.
Although illustrated as discrete blocks, various blocks
may be divided into additional blocks, combined into few-
er blocks, or eliminated, depending on the desired im-
plementation.
[0031] Figure 2 illustrates a flow diagram of an example
method 200 to setup or configure a cryptographic prim-
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itive for use in a biometric authentication system. The
method 200 may be performed, at least in part, by
processing logic in a server, such as the server 140 of
Figure 1. The method 200 may be performed when a
biometric authentication system is first being deployed
or when the biometric authentication system is being re-
newed, reconfigured or updated. The cryptographic prim-
itive that may be setup or configured may be used for
any number of users.
[0032] The method 200 may begin at block 205, where
the processing logic may define variables for a linear
code. In at least one embodiment, the linear code may
include a length n, a dimension k, and a distance d, which
may be referred to as an "n, k, d code." The processing
logic may define n, k, and d. For example, n may include
a number of bits in a binary string that comprises the
linear code. In at least one embodiment, k may be defined
by the expression: k = n - d + 1. In at least one embodi-
ment, d may be defined by the expression: d = 2δ + 1,
where δ may be an error threshold. In at least one em-
bodiment, the processing logic may define a biometric
template that is an n-bit binary string with an error thresh-
old δ. In at least one embodiment, the error threshold
may be represented by the expression: |ω - ω’| ≤ δ, where
ω includes an enrolled biometric data and ω’ includes a
received biometric data. In at least one embodiment, the
error threshold may be a Hamming Distance. A biometric
received from a user that is within δ errors of an enrolled
biometric (e.g., a biometric enrolled per method 300 of
Figure 3) may be considered valid. A received biometric
that is outside δ errors of the enrolled biometric (e.g., a
biometric enrolled per method 300 of Figure 3) may be
considered invalid.
[0033] At block 210, the processing logic may generate
a prime number q that is greater than 2n, where n is a
linear code length, as defined at block 205. The prime
number q may be any prime number that is greater than
2n.
[0034] At block 215, the processing logic may select
2n random sequences from a field. The field may be ex-

pressed as , where  q is a finite field with a finite

number of q elements. The 2n random sequences se-
lected from the field may be represented by the sequenc-

es:  and  Each of the sequences

may include n numbers.
[0035] At block 220, the processing logic may store the
variables defined for the linear code at block 205 and the
2n random sequences selected at block 215. The
processing logic may store the variables for defined for
the linear code and the 2n random sequences in a data
store.
[0036] At block 225, the processing logic may publish
the variables defined for the linear code at block 205 and
the 2n random sequences selected at block 215. In at
least one embodiment, publishing the variables for de-
fined for the linear code and the 2n random sequences

may include sending the variables for defined for the lin-
ear code and the 2n random sequences to a client device
(e.g., to client device 104 of Figure 1). In at least one
embodiment, publishing the variables for defined for the
linear code and the 2n random sequences may include
storing the variables for defined for the linear code and
the 2n random sequences in a publicly accessible loca-
tion, such as a server that may be accessed via the In-
ternet. In at least one embodiment, publishing the varia-
bles for defined for the linear code and the 2n random
sequences may include setting the data store (where the
variables for defined for the linear code and the 2n ran-
dom sequences may be stored at block 215) to a publicly
available state.
[0037] Figure 3 illustrates a flow diagram of an example
method 300 to enroll a user in a biometric authentication
system. Enrolling the user may include enrolling biomet-
ric data of the user in the biometric authentication system.
The method 300 may be performed, at least in part, by
processing logic in a client device, such as the client de-
vice 104 of Figure 1. The method 300 may be performed
when a new user registers with a biometric authentication
system or when the user updates an existing registration
with the biometric authentication system. In at least one
embodiment, method 300 may be performed for the user
in response to an execution of method 200.
[0038] At block 305, the processing logic may receive
biometric enrollment data from a user. The biometric en-
rollment data may be received from the user at a client
device, such as via a biometric data receiver (e.g., the
biometric data receiver 150 of Figure 1). The biometric
data may include any biometric data of the user. In at
least one embodiment, the biometric enrollment data

may be represented by the expression:  

[0039] At block 310, the processing logic may generate
a random polynomial based on the biometric enrollment
data received at block 305. The random polynomial may
be represented by the expression p(x) and may be of
degree k. The random polynomial p(x) may be generated

by randomly sampling a0,a1,..,ak from  and defining

p(x) as a0xk + a1xk-1 + ... + ak-1x + ak.

[0040] At block 315, the processing logic may generate
a signature key and a verification key pair based on the
random polynomial generated at block 310. The signa-
ture key may include a secret signing key that a user may
use to sign various data. The signed data may be en-
crypted. In at least one embodiment, the verification key
may include a public key. The verification key may be
used to verify a validity of the signature. The processing
logic may use any digital signature scheme (Keygen,
Sign, Verif y) that may be difficult to forge, such as RSA-
PSS, Elliptic Curve Digital Signature Algorithm (ECDSA),
Digital Signature Algorithm (DSA), Rabin Signature,
Boneh-Lynn-Shacham (BLS) signature, etc. Keygen
may include a randomized key generation algorithm
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which takes a random seed as input. The processing
logic may also use any secure Hash function H (e.g.
SHA3). H(p(x)) or H(a0||a1||...||ak) may be used as a ran-
dom seed of the Keygen algorithm: Keygen(H(p(x)) →
(sk, vk), where sk may include the secret signing key and
vk may include the public verification key.
[0041] At block 320, the processing logic may identify
challenge sequences from a server. In at least one em-
bodiment, the challenge sequences may include the 2n
random sequences generated under method 200. The
processing logic may receive the 2n random sequences
in response to publication of the 2n random sequences
at block 225. The 2n random sequences maybe repre-

sented by the sequences:  and  

[0042] At block 325, the processing logic may generate
a sequence of polynomial evaluations based on the chal-
lenge sequences identified at block 320. In at least one

embodiment, given the sequences  and

 the processing logic may compute a se-

quence of polynomial evaluations, which may be repre-

sented by the expression:  At block 330,

the processing logic may send the sequence of polyno-
mial evaluations and the verification key to a server. The
sequence of polynomial evaluations and the verification
key may later be used to authenticate the user.
[0043] Figure 4 illustrates a flow diagram of an example
method 400 to authenticate a user in a biometric authen-
tication system. The method 400 may be performed in
an operating environment such as the operating environ-
ment 100 of Figure 1. The method 400 may be program-
mably performed in some embodiments by some com-
bination of the server 140 and the client device 104 de-
scribed with reference to Figure 1. The server 140 and
the client device 104 may include or may be communi-
catively coupled to a non-transitory computer-readable
medium having stored thereon or encoded therein pro-
gramming code or instructions that are executable by a
processor to perform or cause performance of the meth-
od 400. Additionally or alternatively, the authentication
server 140 and the client device 104 may include a proc-
essor that is configured to execute computer instructions
to perform or control performance of the method 400.
Although illustrated as discrete blocks, various blocks
may be divided into additional blocks, combined into few-
er blocks, or eliminated, depending on the desired im-
plementation.
[0044] Portions of the method 400 may be performed
by one or more systems. For example, in the depicted
flow chart, blocks 410, 440, 445, 450, 455, and 460 may
be performed by one or more servers such as the server
140 or a component thereof. Additionally, blocks 405,
415, 420, 425, 430, and 435 may be performed by a client
device such as the client device 104 or a component
thereof.
[0045] The method 400 may begin at block 405, where

the client device may receive biometric input from a user
to be used to authenticate the user. The biometric input
may be any type of biometric data, as described above.
The biometric input may be represented by the expres-

sion:  

[0046] At block 410, the server may send one or more
challenge sequences and a random number, t, to the
client device. In at least one embodiment, the one or more
challenge sequences may include the 2n random se-
quences generated under method 200. The one or more
challenge sequences may include the expression:

 The server may send the one or more challenge

sequences and the random number, t, to the client device
at any time, such as in response to a message or request
from the client device. For example, the client device may
receive the biometric input at block 405, and in response,
may send a message notifying the server of the received
biometric input. The server may send the one or more
challenge sequences and the random number, t, to the
client device in response to the message. Alternatively,
the client device may explicitly request the one or more
challenge sequences and/or the random number, t, and
the server may send the one or more challenge sequenc-
es and the random number, t, in response. In at least one
embodiment, the server may send the one or more chal-
lenge sequences and the random number, t, to the client
device after the one or more challenge sequences and
the random number, t, are generated.
[0047] At block 415, the client device may receive the
one or more challenge sequences and the random
number, t, from the server. The client device may store
the one or more challenge sequences and the random
number, t.
[0048] At block 420, the client device may decode the
biometric input based on the one or more challenge se-
quences. The client device may decode the biometric
input to generate a random polynomial. The client device
may attempt to reproduce the random polynomial gen-
erated at block 310 using the biometric enrollment data.
Biometric input that is not sufficiently similar to biometric
enrollment data (e.g., biometric enrollment data received
at block 305) may not result in reproduction of the random
polynomial generated at block 310. In at least one em-
bodiment, the client device may used [n, k, d]q Reed-

Solomon decoding techniques on n data points in the

expression  to decode the biometric in-

put.
[0049] At block 425, the client device may generate a
signature key from the random polynomial. Once the cli-
ent device reconstructs the polynomial p(x), it may re-
construct the signature keys as Keygen(H(p(x)) → (sk,
vk). At block 430, the client device may sign the random
number, t, with the signature key. In at least one embod-
iment, the random number, t, may be used to reduce a
success of a replay attack. At block 435, the client device
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may send the signed random number t to the server.
[0050] At block 440, the server may receive the signed
random number t from the client device. At block 445,
the server may verify the signature in view of a verification
key. The server may verify the signature by running Ver-
ify(vk, t, σ).
[0051] In response to determining that the signature is
verified (e.g., "YES" at block 450), the server may au-
thenticate the user at block 455. In at least one embod-
iment, when authenticating the user, the server may send
a message to the client device indicative of a successful
authentication. The authentication message may indi-
cate an authentication status of the user. The authenti-
cation status of the user is positive responsive to a de-
termination that a signature of the signed random number
is valid. The authentication status of the user is negative
responsive to a determination that a signature of the
signed random number is invalid.
[0052] In response to determining that the signature is
not verified (e.g., "NO" at block 450), the server may not
authenticate the user at block 455. In at least one em-
bodiment, when not authenticating the user, the server
may send a message to the client device indicative of an
unsuccessful authentication.
[0053] Figure 5 illustrates a diagrammatic representa-
tion of a machine in the example form of a computing
device 500 within which a set of instructions, for causing
the machine to perform any one or more of the methods
discussed herein, may be executed. The computing de-
vice 500 may include a mobile phone, a smart phone, a
netbook computer, a rackmount server, a router compu-
ter, a server computer, a personal computer, a main-
frame computer, a laptop computer, a tablet computer,
a desktop computer etc., within which a set of instruc-
tions, for causing the machine to perform any one or more
of the methods discussed herein, may be executed. In
alternative embodiments, the machine may be connect-
ed (e.g., networked) to other machines in a LAN, an in-
tranet, an extranet, or the Internet. The machine may
operate in the capacity of a server machine in client-serv-
er network environment. The machine may include a per-
sonal computer (PC), a set-top box (STB), a server, a
network router, switch or bridge, or any machine capable
of executing a set of instructions (sequential or otherwise)
that specify actions to be taken by that machine. Further,
while only a single machine is illustrated, the term "ma-
chine" may also include any collection of machines that
individually or jointly execute a set (or multiple sets) of
instructions to perform any one or more of the methods
discussed herein.
[0054] The example computing device 500 includes a
processing device (e.g., a processor) 502, a main mem-
ory 504 (e.g., read-only memory (ROM), flash memory,
dynamic random access memory (DRAM) such as syn-
chronous DRAM (SDRAM)), a static memory 506 (e.g.,
flash memory, static random access memory (SRAM))
and a data storage device 516, which communicate with
each other via a bus 508.

[0055] Processing device 502 represents one or more
general-purpose processing devices such as a micro-
processor, central processing unit, or the like. More par-
ticularly, the processing device 502 may include a com-
plex instruction set computing (CISC) microprocessor,
reduced instruction set computing (RISC) microproces-
sor, very long instruction word (VLIW) microprocessor,
or a processor implementing other instruction sets or
processors implementing a combination of instruction
sets. The processing device 502 may also include one
or more special-purpose processing devices such as an
application specific integrated circuit (ASIC), a field pro-
grammable gate array (FPGA), a digital signal processor
(DSP), network processor, or the like. The processing
device 502 is configured to execute instructions 526 for
performing the operations and steps discussed herein.
[0056] The computing device 500 may further include
a network interface device 522 which may communicate
with a network 518. The computing device 500 also may
include a display device 510 (e.g., a liquid crystal display
(LCD) or a cathode ray tube (CRT)), an alphanumeric
input device 512 (e.g., a keyboard), a cursor control de-
vice 514 (e.g., a mouse) and a signal generation device
520 (e.g., a speaker). In one implementation, the display
device 510, the alphanumeric input device 512, and the
cursor control device 514 may be combined into a single
component or device (e.g., an LCD touch screen).
[0057] The data storage device 516 may include a
computer-readable storage medium 524 on which is
stored one or more sets of instructions 526 (e.g., system
100 of Figure 1) embodying any one or more of the meth-
ods or functions described herein. The instructions 526
may also reside, completely or at least partially, within
the main memory 504 and/or within the processing de-
vice 502 during execution thereof by the computing de-
vice 500, the main memory 504 and the processing de-
vice 502 also constituting computer-readable media. The
instructions may further be transmitted or received over
a network 518 via the network interface device 522.
[0058] While the computer-readable storage medium
526 is shown in an example embodiment to be a single
medium, the term "computer-readable storage medium"
may include a single medium or multiple media (e.g., a
centralized or distributed database and/or associated
caches and servers) that store the one or more sets of
instructions. The term "computer-readable storage me-
dium" may also include any medium that is capable of
storing, encoding or carrying a set of instructions for ex-
ecution by the machine and that cause the machine to
perform any one or more of the methods of the present
disclosure. The term "computer-readable storage medi-
um" may accordingly be taken to include, but not be lim-
ited to, solid-state memories, optical media and magnetic
media.
[0059] The embodiments described herein may in-
clude the use of a special-purpose or general-purpose
computer including various computer hardware or soft-
ware modules, as discussed in greater detail below.
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[0060] Embodiments described herein may be imple-
mented using computer-readable media for carrying or
having computer-executable instructions or data struc-
tures stored thereon. Such computer-readable media
may be any available media that may be accessed by a
general-purpose or special purpose computer. By way
of example, and not limitation, such computer-readable
media may include non-transitory computer-readable
storage media including RAM, ROM, EEPROM, CD-
ROM or other optical disk storage, magnetic disk storage
or other magnetic storage devices, flash memory devices
(e.g., solid state memory devices), or any other storage
medium which may be used to carry or store desired
program code in the form of computer-executable in-
structions or data structures and which may be accessed
by a general-purpose or special-purpose computer.
Combinations of the above may also be included within
the scope of computer-readable media.
[0061] Computer-executable instructions comprise,
for example, instructions and data which cause a gener-
al-purpose computer, special-purpose computer, or spe-
cial-purpose processing device (e.g., one or more proc-
essors) to perform a certain function or group of functions.
Although the subject matter has been described in lan-
guage specific to structural features and/or methodolog-
ical acts, it is to be understood that the subject matter
defined in the appended claims is not necessarily limited
to the specific features or acts described above. Rather,
the specific features and acts described above are dis-
closed as example forms of implementing the claims.
[0062] As used herein, the terms "module" or "compo-
nent" may refer to specific hardware implementations
configured to perform the operations of the module or
component and/or software objects or software routines
that may be stored on and/or executed by general-pur-
pose hardware (e.g., computer-readable media,
processing devices, etc.) of the computing system. In
some embodiments, the different components, modules,
engines, and services described herein may be imple-
mented as objects or processes that execute on the com-
puting system (e.g., as separate threads). While some
of the system and methods described herein are gener-
ally described as being implemented in software (stored
on and/or executed by general purpose hardware), spe-
cific hardware implementations or a combination of soft-
ware and specific hardware implementations are also
possible and contemplated. In this description, a "com-
puting entity" may be any computing system as previ-
ously defined herein, or any module or combination of
modulates running on a computing system.
[0063] In any of the above aspects, the various fea-
tures may be implemented in hardware, or as software
modules running on one or more processors. Features
of one aspect may be applied to any of the other aspects.
[0064] The invention also provides a computer pro-
gram or a computer program product for carrying out any
of the methods described herein, and a computer read-
able medium having stored thereon a program for carry-

ing out any of the methods described herein. A computer
program embodying the invention may be stored on a
computer-readable medium, or it could, for example, be
in the form of a signal such as a downloadable data signal
provided from an Internet website, or it could be in any
other form.
[0065] All examples and conditional language recited
herein are intended for pedagogical objects to aid the
reader in understanding the invention and the concepts
contributed by the inventor to furthering the art, and are
to be construed as being without limitation to such spe-
cifically recited examples and conditions. Although em-
bodiments of the present inventions have been described
in detail, it should be understood that the various chang-
es, substitutions, and alterations could be made hereto
without departing from the spirit and scope of the inven-
tion.

Claims

1. A method, comprising:

receiving a biometric input from a user for au-
thentication of the user to access a system;
receiving a set of elements of a field and a ran-
dom number from an authentication server via
a network;
decoding the biometric input based on the set
of elements to generate a polynomial;
generating, by a processing device, a signature
key based on the polynomial;
signing, by the processing device, the random
number with the signature key;
sending the signed random number to the au-
thentication server;
restricting access to the system until the user is
authenticated by the authentication server; and
permitting access to the system in response to
receiving an authentication message from the
authentication server.

2. A non-transitory computer-readable medium having
encoded therein programming code executable by
a processor to perform or control performance of op-
erations comprising:

receiving a biometric input from a user for au-
thentication of the user to access a system;
receiving a set of elements of a field and a ran-
dom number from an authentication server via
a network;
decoding the biometric input based on the set
of elements to generate a polynomial;
generating a signature key based on the poly-
nomial;
signing the random number with the signature
key;
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sending the signed random number to the au-
thentication server;

restricting access to the system until the user is au-
thenticated by the authentication server; and permit-
ting access to the system in response to receiving
an authentication message from the authentication
server.

3. The method of claim 1, further comprising receiving,
from the authentication server, the authentication
message indicating an authentication status of the
user, or the medium of claim 2, the operations further
comprising receiving, from the authentication server,
the authentication message indicating an authenti-
cation status of the user.

4. The method or the medium of claim 3, as the case
may be, wherein the authentication status of the user
is positive responsive to a determination that a sig-
nature of the signed random number is valid.

5. The method or the medium of claim 3, as the case
may be, wherein the authentication status of the user
is negative responsive to a determination that a sig-
nature of the signed random number is invalid.

6. The method or the medium of any preceding claim,
as the case may be, wherein biometric input is de-
coded using Reed-Solomon decoding techniques.

7. The method or medium of any preceding claim, as
the case may be, wherein the set of elements of the
field includes two distinct public elements.

8. The method or medium of any preceding claim, as
the case may be, wherein the set of elements were
generated based on enrollment biometric data pre-
viously provided by the user.

9. A system, comprising;
a memory; and
a processor operatively coupled to the memory, the
processor being configured to perform operations
comprising:

receive a biometric input from a user for authen-
tication of the user;
receive a set of elements of a field and a random
number from an authentication server via a net-
work;
decode the biometric input based on the set of
elements to generate a polynomial;
generate a signature key based on the polyno-
mial;
sign the random number with the signature key;
send the signed random number to the authen-
tication server;

restrict access to the system until the user is
authenticated by the authentication server; and
permit access to the system in response to re-
ceiving an authentication message from the au-
thentication server.

10. The system of claim 9, the processor being further
configured to perform operations comprising re-
ceive, from the authentication server, the authenti-
cation message indicating an authentication status
of the user.

11. The system of claim 10, wherein the authentication
status of the user is positive responsive to a deter-
mination that a signature of the signed random
number is valid.

12. The system of claim 10, wherein the authentication
status of the user is negative responsive to a deter-
mination that a signature of the signed random
number is invalid.

13. The system of any of claim 9-12, wherein biometric
input is decoded using Reed-Solomon decoding
techniques.

14. The system of any of claim 9-13, wherein the set of
elements of the field includes two distinct public el-
ements.

15. The system of any of claim 9-14, wherein the set of
elements were generated based on enrollment bio-
metric data previously provided by the user.
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