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(54) METHODS OF AUTHENTICATING A USER FOR DATA EXCHANGE

(57) An embodiment of the present invention relates
to a method of facilitating the exchange of data between
a user having a computing device, and a remote entity,
wherein a first connection has been established between
the user and the remote entity, and wherein the user has
associated data exchange information with an applica-
tion on the computing device, the data exchange infor-
mation defining properties of the data to be exchanged
between the user and the remote entity, the method com-
prising establishing, at a server, a second connection to
the computing device; enabling retrieval of a user au-

thentication attribute associated with the data exchange
information; enabling retrieval of a device authentication
attribute associated with the data exchange information;
enabling authentication of the user using the user au-
thentication attribute; and enabling authentication of the
computing device using the device authentication at-
tribute, wherein data may be exchanged between the
computing device and the remote entity in accordance
with the data exchange information following authentica-
tion of the user and the computing device.
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Description

FIELD OF THE INVENTION

[0001] Embodiments of the disclosure herein describe
methods of authenticating a user for data exchange with
a remote entity, including user authentication in payment
transactions involving a contact centre.

BACKGROUND OF THE INVENTION

[0002] Customers may interact with contact centres in
order to purchase items offered for sale by a particular
merchant. In order to process customer orders, the con-
tact centre is required to authenticate the customer. The
customer is usually required to provide digits of a specific
passcode, or other memorable information, which can
be difficult for the customer to remember. In addition, it
can be inconvenient for a customer to enter a code using
the keypad of their device during the call with the contact
centre.
[0003] Advances in payment technology have led to
attempts to provide ’frictionless’ payments, which are
simple for the customer and have substantially reduced
the need for customers to enter card details and addi-
tional security information. However, customers can still
be expected to provide card details to contact centres.
This may result in a negative experience for the customer,
owing to a perceived security risk. In addition, a customer
may be overheard providing card details or authentica-
tion information to the contact centre, increasing the po-
tential for fraud.
[0004] A number of ’alternative’ payment methods are
currently available to customers, and are gaining increas-
ing popularity. However, contact centres do not currently
support payment using these alternative payment meth-
ods.
[0005] Some merchants use 3-D Secure (RTM) for au-
thenticating customers. If a merchant is using 3-D Se-
cure, a third party (such as a card issuer) authenticates
the user. Thus, the authentication liability is accepted by
the third party. The third party challenges the customer
on the basis of information concerning the transaction.
The customer may be required to enter a separate pass-
word or memorable information upon receiving a chal-
lenge from the third party. 3-D Secure authentication can
present challenges to customers. For example, if the fre-
quency of challenges by the third party is low, the cus-
tomer may forget a unique password for the 3-D Secure
authentication process.
[0006] A new version of the 3-D Secure specification
has recently been issued, which aims to make the chal-
lenge and response easier for customers. The 3-D Se-
cure specification provides for out-of-band (OOB) au-
thentication with customers making payments through
apps or websites. There exists a need to enable custom-
ers to interact with third parties in accordance with the
revised 3-D Secure specification, for telephone-based

transactions.
[0007] One aim of contact centres is to reduce the av-
erage time taken to deal with a customer’s call, known
as Average Handling Time (AHT). In addition, there is a
desire to easily prove the authenticity of callers and the
data being sent between callers and contact centres.
Fraudulent usage of sensitive customer information is
also a major concern within the industry. Contact centres
must also be compliant with the Payment Card Industry
Data Security Standard (PCI DSS), a framework for the
secure handling of cardholder data.
[0008] The exchange of sensitive information between
a caller and a remote entity (such as a contact centre
agent) is not limited to payment transactions. The desire
to authenticate users prior to the exchange of sensitive
information extends across many industries. For exam-
ple, a remote entity may be required to share sensitive
or confidential information (such as medical information)
with a caller. As another example, a remote entity may
be required to deploy a resource to a caller’s location,
thus requiring a user to provide location information,
which may result in the customer being rendered vulner-
able in the event of misuse of this information.
[0009] Therefore, there exists a need for a simple user
authentication method for communications with a remote
entity so that data can be exchanged securely between
the user and the remote entity.

SUMMARY OF THE INVENTION

[0010] An embodiment of the present invention relates
to a method of facilitating the exchange of data between
a user having a computing device, and a remote entity,
wherein a first connection has been established between
the user and the remote entity, and wherein the user has
associated data exchange information with an applica-
tion on the computing device, the data exchange infor-
mation defining properties of the data to be exchanged
between the user and the remote entity, the method com-
prising establishing, at a server, a second connection to
the computing device; enabling retrieval of a user au-
thentication attribute associated with the data exchange
information; enabling retrieval of a device authentication
attribute associated with the data exchange information;
enabling authentication of the user using the user au-
thentication attribute; and enabling authentication of the
computing device using the device authentication at-
tribute, wherein data may be exchanged between the
computing device and the remote entity in accordance
with the data exchange information following authentica-
tion of the user and the computing device.
[0011] A further embodiment of the present invention
relates to a computer program comprising instructions
that, when executed by a processor, enable a server
comprising the processor to perform the above method.
[0012] Another embodiment of the present invention
relates to a server for facilitating the exchange of data
between a user having a computing device, and a remote
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entity, wherein a first connection has been established
between the user and the remote entity, and wherein the
user has associated data exchange information with an
application on the computing device, the data exchange
information defining properties of the data to be ex-
changed between the user and the remote entity, the
server comprising an authentication processor operable
to establish a second connection to the application; en-
able the retrieval, from a user database storing the data
exchange information, of a user authentication attribute
associated with the data exchange information, and a
device authentication attribute associated with the data
exchange information; enable the authentication of the
user using the user authentication attribute; and enable
the authentication of the computing device using the de-
vice authentication attribute, wherein data may be ex-
changed between the computing device and the remote
entity in accordance with the data exchange information
following authentication of the user and the computing
device.
[0013] A further embodiment of the present invention
relates to a method of facilitating the exchange of data
between a user having a computing device, and a remote
entity, wherein a first connection has been established
between the user and the remote entity, and wherein an
application is associated with the computing device, the
method comprising establishing, by the application, a
second connection to a server; sending data exchange
information to the server, the data exchange information
defining properties of the data to be exchanged between
the user and the remote entity; sending a user authenti-
cation attribute associated with the data exchange infor-
mation to the server; sending a device authentication at-
tribute associated with the data exchange information to
the server; and exchanging data with the remote entity
in accordance with the data exchange information follow-
ing authentication of the user using the user authentica-
tion attribute being enabled by the server, and authenti-
cation of the computing device using the device authen-
tication attribute being enabled by the server.
[0014] Another embodiment of the present invention
relates to an application associated with a computing de-
vice and comprising a computer program, the application
facilitating the exchange of data between the computing
device and a remote entity, wherein a first connection
has been established between a user of the computing
device and the remote entity, the computer program com-
prising instructions for enabling the computing device to
establish a second connection to a server; send data
exchange information to the server, the data exchange
information defining properties of the data to be ex-
changed between the user and the remote entity; send
a user authentication attribute associated with the data
exchange information to the server; send a device au-
thentication attribute associated with the data exchange
information to the server; and exchange data with the
remote entity following authentication of the user using
the user authentication attribute being enabled by the

server and authentication of the computing device using
the device authentication attribute being enabled by the
server.
[0015] Another embodiment of the present invention
relates to a computing device comprising an application
as described above.
[0016] A further embodiment of the present invention
relates to a method of facilitating the exchange of data
between a user having a computing device, and a remote
entity, wherein an application is associated with the user
device, the method comprising establishing, a first con-
nection between the user and the remote entity; estab-
lishing, at the server, a second connection to the com-
puting device; at the application: sending data exchange
information to the server, the data exchange information
defining properties of the data to be exchanged between
the user and the remote entity; sending a user authenti-
cation attribute associated with the data exchange infor-
mation to the server; and sending a device authentication
attribute associated with the data exchange information
to the server; at the server: enabling the retrieval of the
user authentication attribute associated with the data ex-
change information; enabling the retrieval of the device
authentication attribute associated with the data ex-
change information; enabling the authentication of the
user using the user authentication attribute; and enabling
the authentication of the computing device using the de-
vice authentication attribute; and exchanging data be-
tween the computing device and the remote entity in ac-
cordance with the data exchange information.
[0017] Another embodiment of the present invention
comprises a system for facilitating the exchange of data
between a user having a computing device, and a remote
entity, wherein a first connection has been established
between the user and the remote entity, the system com-
prising a computing device as described above and a
server as described above.

BRIEF DESCRIPTION OF DRAWINGS

[0018]

Figure 1 shows a schematic diagram of an environ-
ment in which a user communicates with a contact
centre, according to one described embodiment.

Figure 2 shows a schematic diagram of an environ-
ment in which a user communicates with a contact
centre for the purpose of facilitating a payment trans-
action, according to one described embodiment.

Figure 3 shows a schematic diagram of a contact
centre, according to one described embodiment.

Figure 4 shows a schematic diagram of an applica-
tion running on a user’s device, according to one
described embodiment.
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Figure 5 shows a schematic diagram of an authen-
tication and data exchange platform, according to
one described embodiment.

Figure 6 is a flowchart of a method of enrolling data
exchange methods with the application, according
to one described embodiment.

Figure 7 is a flowchart of a method of authenticating
a user in a payment transaction, according to one
described embodiment.

Figure 8 is a flowchart of a method of authenticating
a user in a roadside assistance scenario, according
to one described embodiment.

Figure 9 is a flowchart of a method of authenticating
a user in a payment transaction involving a merchant
using 3-D Secure, according to one described em-
bodiment.

Figure 10 is a flowchart of a method of authenticating
a user in a payment transaction involving a third party
application and third party authentication platform,
according to one described embodiment.

DETAILED DESCRIPTION

[0019] Figure 1 shows a schematic diagram of an en-
vironment 100 in which a user, having a device 110, calls
a contact centre 120 for the purpose of requesting a serv-
ice offered by a company (for example, an order for an
item sold by a merchant, or a recovery service offered
by a roadside assistance company). An application 112
is installed on the user device 110, and facilitates the
exchange of data with the contact centre 120. The envi-
ronment 100 further comprises an authentication and da-
ta exchange (ADE) platform 130, which is operable to
authenticate the user and their device 110 so that data
may be exchanged securely between the user and the
contact centre 120. Information may be transferred be-
tween the application 112 and the ADE platform 130 and
between the contact centre 120 and the ADE platform
130. Calls from the user device 110 to the contact centre
120 may be routed via the ADE platform 130.
[0020] In certain embodiments of the present inven-
tion, the application 112 on the user’s device 110 (for
example, a mobile phone, tablet, or computer) stores var-
ious payment methods. Such applications are commonly
referred to as digital wallets. The application 112 may be
a mobile application, computer application, or an appli-
cation associated with a computer browser.
[0021] The proprietor of the application 112 may be a
number of different entities. For example, the application
112 may be specific to the merchant or company that the
user is calling (such as a cinema chain, having a cinema
booking application, or a roadside assistance applica-
tion, provided by a roadside assistance company). In an-

other example, the proprietor of the application 112 may
be the mobile network operator. In this case, the user
may give the application 112 permission to share user
data managed by the application 112 with contact centres
120 subscribing to a data share scheme initiated by the
mobile network operator.
[0022] Alternatively, the application 112 may be asso-
ciated with a particular card issuer. For example, a mer-
chant may have signed up to a service offered by the
card issuer wherein the contact centre can request user
data from the ADE platform 130 associated with the card
issuer’s application 112, in order to process a transaction.
[0023] As will be appreciated, communications links
enable communication among the entities described
herein. Specific link types will be explained with reference
to certain entities; however, in general, communications
links between the entities may be implemented using
wired or wireless communications technologies. Con-
nections between entities may comprise internal links be-
tween modules of particular entities, or may be external
links between distributed entities. For example, certain
entities described herein may communicate via LAN,
WLAN, PSTN, or via the Internet. Other implementations
of communications links between the entities described
herein will be apparent to persons skilled in the art.
[0024] In one aspect, link type L1 provides an audio
connection, video connection, and/or data connection
between the user device 110 and the contact centre 120.
In some embodiments, link type L1 may be a bidirectional
link. The connection between the user device 110 and
the contact centre 120 may be routed via the ADE plat-
form 130.
[0025] In one aspect, link type L2 provides for the ex-
change of data between the application 112 and the ADE
platform 130, and between the ADE platform 130 and
the contact centre 120. Link type L2 may be bidirectional.
[0026] Figure 2 shows a schematic diagram of an en-
vironment 200 which is specific to the facilitation of pay-
ment transactions. That is, the contact centre handles
user transactions for items sold by a particular merchant.
In addition to the entities shown in Figure 1, the environ-
ment 200 comprises a payment service provider (PSP)
210, a payment processing entity 220, a payment net-
work 230, and a card issuer 240.
[0027] The PSP 210 provides a single interface to the
merchant, enabling the merchant to accept a variety of
different payment methods, for example credit cards, dig-
ital wallets, and alternative payment methods such as
bank transfers and direct debits. The PSP 210 may be
able to collect payments intended for the merchant and
streamline these payments for simplified management.
[0028] The role of the payment processing entity 220
(commonly referred to in the payment industry as an ac-
quirer) is to process transactions on behalf of the mer-
chant. In effect, the payment processing entity 220 man-
ages the merchant’s bank account. The payment
processing entity 220 passes sensitive information, via
the payment network 230, to the card issuer 240 for au-
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thorisation and arranges payment for the merchant. As
described above, these payments may be collected by
the PSP 210 for streamlined payment to the merchant.
[0029] The payment network 230 manages and con-
trols the operation and clearing of transactions. The pay-
ment network 230 passes sensitive information from the
payment processing entity 220 to the card issuer 240 and
passes payments back to the payment processing entity
220 so that the merchant can receive payment. Payment
networks 230 include Visa (RTM), MasterCard (RTM)
and American Express (RTM), among others, and may
also include networks processing so-called "on us" trans-
actions where the payment processing entity 220 and
card issuer 240 are the same entity.
[0030] The card issuer 240 provides a payment card
to the cardholder on behalf of the payment network 230.
The card issuer 240 is responsible for transactions made
using the card issued to the user. The card issuer 240
can generate an authorisation response either authoris-
ing or declining a transaction initiated by the user and
can debit the customer’s account accordingly.
[0031] In embodiments in which the merchant is using
3-D Secure (hereinafter abbreviated to "3DS" and de-
scribed further with reference to the second embodiment
below), the transaction environment 200 may further
comprise a 3DS Directory Server 250 and the card issuer
may comprise a 3DS Access Control Server (ACS) 242.
The function of these entities is explained in further detail
with reference to Figure 9.
[0032] In embodiments in which authentication of the
user and their device 110 is not carried out by the ADE
platform 130 (i.e. the third embodiment described below),
the transaction environment 200 may further comprise a
third party authentication platform 260, operable to au-
thenticate a user and their device 110 on the basis of
information received from a third party application run-
ning on the user’s device 110. The function of this entity
is explained in further detail with reference to Figure 10.
[0033] In one aspect, link type L2 further provides for
the bidirectional exchange of data between the ADE plat-
form 130, PSP 210, payment processing entity 220, pay-
ment network 230, card issuer 240, 3DS ACS 242, 3DS
directory server 250 and third party authentication plat-
form 260 as indicated in Figure 2.
[0034] Figure 3 illustrates an example of the contact
centre 120, in which a call from the user device 110 may
initially be processed by an IVR system 310, before being
switched by a PBX 320 and directed to a telephone 332
of a remote entity, such as an agent 330. The agent 330
may be able to place the order by completing a form
displayed on the agent’s terminal 334. Order information
is passed to the order management system 340. User
authentication and device authentication, as described
herein, are facilitated by the ADE platform interface mod-
ule 342 of the order management system 340. The ADE
platform interface module 342 is operable to exchange
relevant information with the ADE platform 130.
[0035] In one aspect, link type L1a provides for the

routing of audio data from a user device 110, via the IVR
system 310 and PBX 320, to the telephone 332 of the
agent 330. Link type L1a may be a bidirectional link, en-
abling audio data originating from the contact centre
agent 330, PBX 320 or IVR system 310 to be delivered
to the user device 110. Link type L2 further provides for
the bidirectional exchange of data between the agent’s
terminal 334 and the order management system 340.
The ADE platform interface module 342 may comprise
a processor (not shown) operable to query the order man-
agement system 340 and exchange data with the ADE
platform, via link type L2, as indicated in Figures 1 and 2.
[0036] Figure 4 illustrates the modules comprising an
application 112 running on the user’s device. The appli-
cation 112 may comprise a user data module 410, storing
data relating to the user of the device 110 (such as name,
email address, etc.), a user preferences module 420,
storing user preferences associated with aspects of the
application 112, and a device data module 430 storing
data relating to the user’s device 110 (such as telephone
number, IMEI, etc.).
[0037] The application 112 may further comprise a da-
ta exchange library 440, storing information associated
with the exchange of data with a contact centre 120. The
data exchange information may define properties of the
data to be exchanged between the user and the remote
entity. For example, the data exchange information may
comprise financial information (defining properties of the
user’s debit card(s), credit card(s), and/or loyalty card(s)),
methods of sharing sensitive information (defining prop-
erties associated with the sharing of GPS data, text, im-
age data, or audio or video data), or information identi-
fying the sensitivity of the data to be exchanged (defining
properties such as ’administrative’, or ’patient confiden-
tial’). The data exchange library 440 may comprise a data
exchange input interface 442, enabling the user of the
device 110 to input data exchange information for storage
in the data exchange library 440. If the data exchange
information comprises financial information, the data ex-
change information stores properties of the user’s pay-
ment cards such as the primary account number (PAN),
card expiry date, or a token for the PAN.
[0038] The application 112 may comprise an authen-
tication attribute library 450, storing information identify-
ing an authentication attribute type associated with each
data exchange entry in the data exchange library 440.
For example, the authentication attribute library 450 may
store an indication that a voice biometric is the authenti-
cation attribute associated with a particular credit card,
or that a fingerprint is the authentication attribute asso-
ciated with the exchange of data classified as ’patient
confidential’.
[0039] The authentication attribute library 450 may
comprise an authentication attribute input interface 452,
operable to enable a user to associate an authentication
attribute with an entry in the data exchange library 440.
For example, the authentication attribute input interface
452 may be operable to record a sample of a user’s
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speech, or to enable the user to set a passcode.
[0040] An ADE platform interface 460 is operable to
send the data exchange information stored in the data
exchange library 440, and the authentication attribute
types stored in the authentication attribute library 450, to
the ADE platform 130. The ADE platform interface 460
may, for example, send any sensitive information (such
as credit card details) to the ADE platform 130 for storage,
so that an identifier or token may be stored in the data
exchange library 440, in place of the sensitive informa-
tion.
[0041] In addition, the ADE platform interface 460 may
send the authentication attributes (such as voice biomet-
rics, passcodes, fingerprint information) to the ADE plat-
form 130 for storage. The ADE platform interface 460
may also send information associated with the data ex-
change information, authentication attributes and au-
thentication attribute types from the user data module
410, the user preferences module 420, and the device
data module 430, to the ADE platform 130.
[0042] The application 112 may also comprise a 3DS
server interface 470, operable to exchange relevant in-
formation with a 3DS server hosted at the ADE platform
130, in accordance with the second embodiment de-
scribed below. For authentication of users in transactions
in which the merchant is using 3DS, the application 112
includes the 3DS SDK component, as required by the
latest version of the 3DS specification.
Each of the user data module 410, user preferences mod-
ule 420 and device data module 430 may comprise in-
structions for execution by a processor (not shown) of
the user device 110 that, when executed by the proces-
sor, enable the storage of user data, user preferences
and device data, respectively, in the local storage of the
user device 110. Further, each of the data exchange li-
brary 440 and authentication attribute library 450 may
comprise instructions for execution by the processor, en-
abling the storage of data exchange information and au-
thentication attributes, respectively, in local storage (not
shown) of the user device 110.
[0043] The data exchange input interface 442 and the
authentication attribute interface 452 may each comprise
instructions for execution by the processor, enabling a
user to enter, respectively, data exchange input informa-
tion and authentication attributes.
[0044] Upon execution of these instructions, the proc-
essor may configure a display (not shown) of the user
device 110 to provide options for the input of alphanu-
meric data. The instructions may further configure the
user device 110 to record an audio input from the user,
and configure the processor to extract the data exchange
input information from the recorded audio data. For the
data exchange input interface 442, the instructions for
execution by the processor may enable the extraction of
alphanumeric data from a photographic image. For the
authentication attribute interface 452, the instructions
may configure the processor to generate a voice biomet-
ric from the recorded audio sample.

[0045] The ADE platform interface 460 may comprise
instructions for execution by the processor, enabling the
retrieval of information from the user data module 410,
user preferences module 420, device data module 430,
data exchange library 440, and authentication attribute
library 450, upon receipt of commands from the ADE plat-
form 130. Further, the 3DS server interface 470 may sim-
ilarly comprise instructions for execution by the proces-
sor, enabling the user device 110 to send data to a 3DS
server hosted at the ADE platform 130.
[0046] Persons skilled in the art will appreciate that the
functionality of the application 112 may be delivered by
more than one application. For example, a first applica-
tion may interact with the ADE platform 130 (via the ADE
platform interface 460) while a second application con-
tains the data exchange library 440. In this way, a user’s
financial information may be maintained separately from
other customer data which is specific to the first applica-
tion.
[0047] In another example, one of the data exchange
information entries in the data exchange library 440 may
be a third party payment method, which requires inter-
action with a separate third party payment application.
Thus, a first application may interact with the ADE plat-
form 130 so that the user can choose to pay in accord-
ance with one of the entries in the data exchange library
440, and in the event that the user selects the third party
payment method, the third party payment application
may authenticate the user and their device 110.
[0048] Accordingly, references to the application 112
herein may be interpreted as one or more applications,
if the functionality described with reference to the appli-
cation 112 is in fact provided by more than one applica-
tion.
[0049] Figure 5 shows an authentication and data ex-
change (ADE) platform 130, according to one embodi-
ment of the present invention. The ADE platform 130
includes an authentication server 510 comprising an au-
thentication processor 520.
[0050] The authentication server 510 may comprise a
client database 512, containing details of entities signed
up for the service provided by the ADE platform 130. The
client database 512 may also provide details of compa-
nies or merchants associated with the application 112
provided by the entity in conjunction with the ADE plat-
form 130, and which can request information from the
ADE platform 130.
[0051] The authentication server 510 may further com-
prise a user database 514, containing details of all users
having the application 112 associated with the ADE plat-
form 130 on their device 110. The user database 514
contains the data sent to the ADE platform 130 from the
ADE platform interface 460 of the application 112 (that
is, the data exchange information registered with the ap-
plication 112 and the user authentication attribute asso-
ciated with each data exchange entry in the data ex-
change library 440 of the application 112). For example,
the user database 514 may store the payment methods
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registered with the application 112 and the user authen-
tication attribute associated with each payment method.
[0052] The authentication server 510 may further com-
prise a session database 516, containing details of the
specific session associated with the user’s call to the con-
tact centre 120. The session database 516 may store
information received from the ADE platform interface
module 342 of the contact centre’s order management
system 340. Continuing the transaction-based example,
the session database 516 may store details of the pay-
ment transaction that the user is attempting to make (for
example, payment amount, payment method, authenti-
cation status, authorisation status, transaction date and
time).
[0053] In addition, the authentication server 510 may
comprise a template database 518, containing templates
for processing transactions in which the user wishes to
pay with a third party mobile payment application, in ac-
cordance with the third embodiment described below.
[0054] The authentication processor 520 may be op-
erable to query the databases 512, 514, 516, 518 main-
tained by the authentication server 510, on the basis of
information received at the ADE platform 130. A bus 522
or a wireless communications link may enable the bidi-
rectional exchange of data between the authentication
processor 520 and the databases 512, 514, 516, 518.
[0055] In addition, the authentication server 510 may
comprise a call recorder 530, operable to record a portion
of the call from the user, and a call recording data store
532, operable to store the sample of the call recorded by
the call recorder 530. In one aspect, link type L3 provides
for the bidirectional exchange of data between the call
recorder 530 and the authentication processor 520.
[0056] Persons skilled in the art will appreciate that
some of the functionality of the ADE 130 may be stored
at or delivered by third parties. For example, portions of
the user database 514, such as user authentication at-
tributes, may be held by one or more third party user
identity stores.
[0057] If the merchant uses 3DS, the ADE platform 130
may further comprise a 3DS server 540, operable to carry
out functions relating to the authentication of users as
part of the 3DS process, in accordance with the second
embodiment described below. This is explained in further
detail with reference to Figure 9. In one aspect, link type
L3 further provides for the bidirectional exchange of data
between the authentication server 510 and the 3DS serv-
er 540.
[0058] In accordance with some embodiments, de-
scribed in further detail below, a user is required to com-
plete an enrolment process, in which data exchange in-
formation is registered with the application 112. For ex-
ample, payment methods may be registered with the ap-
plication 112. Payment methods may include credit or
debit cards, alternative payment services (such as Pay-
Pal (RTM) or Amazon Payments), Bitcoin (RTM), direct
bank transfers, and loyalty points programmes. An ex-
ample of an enrolment process for a transaction-based

embodiment is illustrated in Figure 6.
[0059] In step S-600, a user inputs information identi-
fying a payment method, using the data exchange input
interface 442. For example, a user may type in a partic-
ular card number and corresponding CV2 number. In
step S-602, a user is prompted to input a user authenti-
cation attribute, using the authentication attribute input
interface 452. The application 112 may request the user
to say a statement, such as "I want to pay with [payment
method]".
[0060] In step S-604, the application 112 records the
user’s voice sample, generates a voice biometric repre-
senting the sample and associates the voice biometric
with the payment method. Then, in step S-606, the ap-
plication 112 sends information identifying the user’s reg-
istered payment method, the associated user authenti-
cation attribute, and unique user device information, via
the ADE platform interface 460, to the ADE platform 130.
Finally, in step S-608, the ADE platform 130 stores the
information identifying the user’s payment method, the
associated user authentication attribute and the user de-
vice information in the user database 514. The unique
user device information is stored at the ADE platform 130
as a device authentication attribute associated with the
payment method.
[0061] Alternative methods of inputting information
identifying a payment method include taking a photo-
graph of a payment card, or recording the card number
and CV2 number with the application using voice recog-
nition.
[0062] As explained further below, the user authenti-
cation attribute input in step S-602 is not necessarily a
voice biometric. Any biometric representing a property
of the user may be associated with the payment method.
Other examples of biometric authentication attributes in-
clude a photograph of the user’s face, a scan of the user’s
iris, or a record of the user’s fingerprint.
[0063] Alternatively, a behavioural characteristic may
be used as the user authentication attribute. Example
behavioural properties may include the way in which the
user signs their name, or a sample of the user’s gait.
[0064] As a further alternative, the user authentication
attribute may be something that the user owns, such as
an RSA key or a physical token, or something that the
user knows, such as a password, personal identification
number (PIN), or a code for unlocking the lock screen of
the user’s device 110.
[0065] In step S-604, conversion of the user authenti-
cation attribute from the input format to the format in
which it is stored in the user database 514 (for example,
from audio data to a voice biometric) may be effected by
the application 112, by the ADE platform 130, or by a
third party.
[0066] Persons skilled in the art will appreciate that the
method described with reference to Figure 6 may be ap-
plied to enrolment processes associated with applica-
tions 112 for authenticating users for other purposes. For
example, the user may input methods of sharing sensitive
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information with a roadside assistance company, or clas-
sification levels of sensitive data to be exchanged with a
healthcare company, in step S-600.
[0067] An example process for authenticating a user
as part of a payment transaction, according to a first em-
bodiment, is illustrated in Figure 7. In this example, in-
coming calls to the merchant are handled by the contact
centre 120, and the merchant is registered with the ADE
platform 130. In step S-700, a user makes a call to the
merchant. The call is routed via the ADE platform 130.
At the contact centre 120, information identifying the user
device 110 (such as the user’s caller line identification
(CLI)) is detected in step S-702.
[0068] In step S-704, the IVR system 310 sends a re-
quest, via the ADE platform interface module 342, to the
ADE platform 130, in order to discover whether the user
has registered a payment method with the application
112 on the user’s device 110. The authentication proc-
essor 520 may query the user database 514 with the
user’s CLI in order to retrieve a user ID, and subsequently
determine whether any registered payment methods are
associated with the user ID.
[0069] If the user has not registered a payment method
with the application 112 on their device 110, or if the user
does not have the application 112, the transaction pro-
ceeds in the same way as a conventional telephone-
based transaction. If, however, the user has registered
one or more payment methods, the authentication server
510 generates a unique session ID and stores this in the
session database 516. The call is then put through to an
agent 330 within the contact centre 120.
[0070] In step S-706, order information is received from
the user. For example, the agent 330 may ask the user
what they would like to purchase and the user may re-
spond. The agent 330 may then confirm whether the de-
sired item is available. In step S-708, the ADE platform
130 is notified that its payment mode should be initiated.
For example, the order management system 340 may
detect that the agent 330 has navigated to a URL of a
webpage comprising elements for entry or selection of a
user’s payment details. The authentication server 510
initiates the payment mode of the ADE platform 130 and
starts recording the user’s call at the call recorder 530.
[0071] In step S-710, the agent 330 asks the user how
they would like to pay for the order. The question from
the agent 330 may be in response to a notification that
the user has registered one or more payment methods
with the application 112 on their device 110. In step S-
712, the user replies with "I want to pay with [chosen
payment method]". The call recorder 530 stops recording
the call and stores the recorded sample in the call re-
cording data store 532.
[0072] In step S-714, the ADE platform 130 identifies
which registered payment method the user wishes to pay
with. For example, the authentication processor 520 may
compare the recorded sample of the caller’s speech
(stored in the call recording data store 532) with any pay-
ment methods listed against the user ID in the user da-

tabase 514. The authentication processor 520 may use
speech recognition to match the payment method recited
in the recorded sample with a payment method listed in
the user database 514.
[0073] In step S-716, the authentication server 510 au-
thenticates the user. For example, the authentication
processor 520 may retrieve the user authentication at-
tribute (e.g. voice biometric) associated with the identified
payment method from the user database 514. The au-
thentication processor 520 may then compare the voice
biometric retrieved from the user database 514 with the
recorded sample stored in the call recording data store
532. If the stored recorded sample and voice biometric
match, or are deemed to match based on an acceptable
confidence level, the user is authenticated.
[0074] If the user is authenticated, the method pro-
ceeds to step S-718, in which the authentication server
510 authenticates the user’s device 110. For example,
the authentication processor 520 may poll the application
112 running on the user’s device 110 with a request for
unique information associated with the device 110 (such
as that managed by the device data module 430). Upon
receipt of this unique information, the authentication
processor 520 compares the received information with
the device authentication attribute stored in the user da-
tabase 514. If the received information and stored user
device information match, the user’s device 110 is au-
thenticated.
[0075] If the user’s device 110 is authenticated, the
method proceeds to step S-720, in which the user’s pay-
ment details are retrieved by the authentication server
510. For example, the authentication processor 520 may
query the user database 514 for information identifying
the user’s chosen payment method (such as a payment
token associated with that payment method). The au-
thentication server 510 sends the payment information
to the payment processing entity 220, in step S-722, and
subsequently receives a message indicating whether the
transaction has been authorised or declined by the card
issuer 240.
[0076] In step S-724, the authentication server 510 no-
tifies the contact centre agent 330 of the success or fail-
ure of the transaction, and the agent 330 subsequently
notifies the user. The user may then terminate the call.
In step S-726, the authentication server 510 may delete
the recorded sample from the call recording data store
532.
[0077] Persons skilled in the art will appreciate that var-
ious modifications may be made to the above process.
Alternative steps are outlined in the following paragraphs.
[0078] The call from the user in step S-700 may be
made using a mobile phone, tablet, or computer, or any
other computing device with the functionality to establish
a connection and communicate with a contact centre 120
handling calls on behalf of merchant for the purposes of
carrying out a transaction. Alternatively, the call from the
user may be made using a landline, as long as the user
is in possession of one of the foregoing devices 110 and
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is able to interact with the application 112 running on the
device 110 while speaking to the agent 330 via the land-
line telephone.
[0079] As an alternative to routing the call via the ADE
platform 130 in step S-700, the call may be received at
the contact centre 120 without being routed via the ADE
platform 130. In this case, the ADE platform 130 may be
notified that a user has made a call to the contact centre
in step S-704 (and may also be notified of the caller’s
CLI), at the same time as being queried to determine
whether the user has registered a payment method with
the application 112 on the user’s device 110.
[0080] The connection between the user and the agent
330 may be an audio connection (for example, PTSN,
SIP, or WebRTC audio), a video connection, a data con-
nection, or a combination thereof. The connection may
be established directly between the contact centre 120
and the user, or via a hosted telephony service or third
party.
[0081] The merchant may utilise a contact centre 120
employing human agents 330 for interacting with cus-
tomers, an IVR system 310, or a combination of both. If
the contact centre 120 employs an IVR system 310, this
could be hosted by a third party (thus the IVR system
310 may not be physically located at the contact centre
120). Transaction handling may be outsourced by the
merchant to a third party, who may handle the transaction
on behalf of the merchant.
[0082] In step S-702, a unique wallet code, customer
ID, or application ID, or the user’s IMEI number, may be
used instead of the CLI information. The information de-
tected should be unique to the user’s device 110, or to
the user. The information identifying the user may be
detected in a number of ways. For example, the unique
code or ID may be recited by the user and typed in by
the agent 330, or processed by a voice recognition serv-
ice. Therefore, the call may be put through to an agent
330 directly, instead of being handled by the IVR system
310.
[0083] Alternatively, the user may input the identifying
information using a keypad, which may be relayed to the
contact centre 120 as DTMF tones. As a further alterna-
tive, steganographic audio may be played to the contact
centre 120 by the application 112 on the user’s device
110. The identifying information does not need to be re-
layed to the contact centre 120 using audio: a data con-
nection may be used. If a data connection is used, the
identifying information may be a property of the data con-
nection between the user and the contact centre 120.
[0084] Whatever identifying information is used should
also be passed to the ADE platform 130 during the en-
rolment process, so that the authentication processor
520 can later retrieve the registered payment methods
for the user, when required. Thus the application 112
may be required to determine the identifying information
at the point of enrolment, and send this information to
the ADE platform 130.
[0085] The ADE platform 130 may receive the notifi-

cation in step S-708 upon detection of a particular stage
in the payment process, or in response to a command
entered by the agent 330 at the contact centre 120. As
an alternative to steps S-708 to S-712, a portion of the
user’s call may be recorded at the contact centre 120,
and passed to the ADE platform 130.
[0086] In step S-712, the user’s reply may be recorded
at the user’s device 110 and sent to the ADE platform
130 for identification of the payment method and authen-
tication of the user. For example, the ADE platform 130,
upon initiation of its payment mode, may send a com-
mand to the application 112 to record a sample of the
user’s speech and return the recorded sample to the ADE
platform 130.
[0087] The payment method may be identified in step
S-714 in different ways. The user may select a payment
method from a drop-down list associated with the data
exchange library 440 of the application 112 and this
choice may be sent to the ADE platform 130 by the ap-
plication 112. Alternatively, the user’s different payment
methods may be visible to the agent 330 at the contact
centre 120, in which case the agent 330 may select the
payment method in response to the user stating which
payment method they wish to use.
[0088] Alternatively, the choice of payment method
may be made using pre-set rules. For example, the user
may have only registered a single payment method with
the application, and thus no choice is required. Alterna-
tively, the user may have a default payment method for
all transactions, registered in the user preferences mod-
ule 420. The pre-set rules may extend to the payment
methods accepted by a merchant: if certain payment
methods are not accepted, these may be excluded from
the selection of payment methods.
[0089] As noted above, the user authentication at-
tribute does not need to be a voice biometric. The infor-
mation obtained by the authentication processor 520
must match the type of user authentication attribute as-
sociated with the payment method, in order to authenti-
cate the user in step S-716. In the flowchart of Figure 7,
the same medium is used for identifying a user’s payment
method and for authenticating the user. If a user identifies
the payment method in a different way (for example, by
selecting from a drop-down list), the user may be prompt-
ed to provide information for authentication separately.
For example, the agent 330 may request that the user
place their fingerprint on a fingerprint reader or enter a
unique passcode, following identification of the payment
method.
[0090] An acceptable confidence level is used in step
S-716 to authenticate the user using the recorded sample
and the user authentication attribute. It will be appreciat-
ed that in some cases, the user authentication input (i.e.
the information obtained by the authentication processor
520), for example a recorded voice sample, will not match
the user authentication attribute exactly. Thus, a percent-
age match (such as a 90% match) may be used as an
acceptable confidence level for user authentication in
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which an exact match is unobtainable. For other user
authentication inputs (such as a unique passcode), an
exact match is possible; thus the acceptable confidence
level for user authentication in which an exact match is
obtainable may be 100%.
[0091] Step S-716 may also comprise the receipt, at
the contact centre 120, of the authentication attribute
type, based on information retrieved from the user data-
base 514 by the authentication processor 520. Therefore,
the agent 330 may be able to prompt the user to provide
the authentication information based on the authentica-
tion attribute type.
[0092] If the user cannot be authenticated in step S-
716 using voice biometrics or another default user au-
thentication attribute type, additional ’fallback’ methods
may be used. For example, the user may be provide their
fingerprint, or enter specific digits of a pre-set password.
Another ’fallback’ method may require the user to input
their CV2 number using the keypad of their device 110,
or directly into an interface provided by the application
112.
[0093] Additional methods may be employed to in-
crease the authentication confidence. For example, the
authentication server 510 may issue a passphrase to the
application 112 running on the user’s device 110, and to
the agent’s terminal 334 at the contact centre 120. The
user may then repeat the passphrase so that the agent
330 can verify that the user is at their registered device
110.
[0094] Further, additional information associated with
the user (such as mobile phone type, cell tower location)
may be retrieved from the device 110 by the application
112 and provided to the contact centre 120. This addi-
tional information can be used to increase authentication
confidence and/or to perform a fraud check. The fraud
check may be based on data specific to the device 110
(such as the geolocation of the device 110), information
related to the specific communication (such as cell tower
location or the audio characteristics of the phonecall),
information relating to the user (such as voice stress de-
tection), or a combination thereof.
[0095] The unique information associated with the de-
vice 110 and used for device authentication in step S-
718 may be any unique property of the user’s device 110
(for example, the IMEI number). The information received
in step S-702 may be re-used in step S-718 for device
authentication. Alternatively, the user device 110 may be
authenticated in step S-702. The information used for
device authentication may be relayed to the ADE platform
130 using a data connection or by any other suitable
means (such as steganographic audio).
[0096] In step S-722, the payment information may al-
ternatively be sent to the PSP 210 and forwarded to the
payment processing entity 220. The implementation may
be specific to the merchant and dependent on the func-
tionality of the ADE platform 130 (for example, whether
the ADE platform 130 incorporates certain functionality
of the PSP 210).

[0097] In step S-724, the authentication server 510
may additionally send a notification to the application 112
running on the user’s device, so that the user is notified
of the success or failure of the transaction by the appli-
cation 112, as well as by the agent 330. The notification
sent to the application 112 may include any information
related to the transaction (such as the information stored
in the session database 516). For example, this informa-
tion may include the merchant name, and the transaction
amount, time and date. The notification sent to the ap-
plication 112 may take the form of a digital receipt.
[0098] In step S-726, the recorded sample may be re-
tained to improve future authentication activities, or for
other reasons.
[0099] The multiple-factor authentication method de-
scribed above provides several advantages. For the us-
er, the payment is ’frictionless’: the user is not required
to read out or type in card details. In addition, the user
may not be required to remember any passwords, PINs,
or other memorable information in order to confirm their
identity to the contact centre 120.
[0100] If a voice biometric is the user authentication
attribute associated with a particular payment method,
the user may not be not required to enter a password or
CV2, provide a fingerprint, password or passcode, or
read out a SMS one-time password (OTP). By authenti-
cating the user using a sample of the user’s speech, the
user is not required to remove their device 110 from their
ear. This provides a seamless payment experience to
the user, without disrupting the phone call.
[0101] For contact centres 120, security is enhanced
as the user and their device can be authenticated. In
addition, the AHT is reduced, as the process is more
efficient. As no card data is exchanged, the call may be
handled by an agent outside of the contact centre’s PCI
DSS cardholder data environment (CDE).
[0102] For the proprietor of the application 112, the
above process increases the number of users using their
application 112, thus improving brand awareness.
[0103] The multiple-factor authentication method de-
scribed with reference to Figure 7 is not limited to use in
processing payment transactions. In fact, through the use
of an application 112 running on a user’s device 110, the
method described above may be extended to any proc-
ess for authenticating a user who is communicating with
a contact centre 120, prior to the exchange of secure
data between the user and the contact centre 120.
[0104] An example of an alternative aspect of the first
embodiment is described with reference to Figure 8,
which shows an alternative use of the above process. In
this scenario, the application 112 running on the user
device 110 is a roadside assistance application, and the
user is communicating with a contact centre 120 which
handles emergency calls for the roadside assistance
company. The enrolment process may require the user
to register their details after downloading the application
112 and provide a user authentication attribute (such as
a voice sample). The application 112 sends this informa-
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tion to the ADE platform 130, which stores the user de-
tails, user authentication attribute, and information iden-
tifying the user device 110 in the user database 514.
[0105] In step S-800, a user makes a call to the road-
side assistance company. Again, the call is routed via
the ADE platform 130. Information identifying the user
device 110 (such as the CLI) is detected in step S-802.
The authentication processor 520 queries the user data-
base 514 with the information identifying the user device
110 in step S-804, in order to retrieve information asso-
ciated with the user.
[0106] The agent 330 may determine, from the infor-
mation retrieved from the user database 514, that the
user has authorised a number of different methods of
exchanging data with the roadside assistance company.
For example, the user may have authorised the ex-
change of GPS data, so that the roadside assistance
company can locate the user and their vehicle. As an-
other example, the user may have authorised the ex-
change of pictures or video captured by the user device
110 using the application 112, so that the roadside as-
sistance company can assess the severity of the incident,
deploy an appropriate recovery vehicle, and/or deter-
mine whether proximate assistance vehicles have the
necessary equipment to repair the user’s vehicle at the
roadside.
[0107] Thus, in step S-806, the agent may request that
the user choose which data exchange method to use.
The user may select the chosen data exchange method
from a drop-down list associated with the data exchange
library 440 or using other techniques explained above
with reference to Figure 7. In addition, the agent 330 may
ask the user whether they wish to add another data ex-
change method to the list of data exchange methods. For
example, the user may have authorised the exchange of
GPS information, but not images of the incident.
[0108] Each different data exchange method may have
an associated user authentication attribute. Alternatively,
all data exchange methods may be associated with the
same user authentication attribute. This also applies for
the information used for device authentication. That is,
the information identifying the user device 110, obtained
in step S-802, may be used to authenticate the user de-
vice 110, in step S-808. Else, the authentication proces-
sor 520 may obtain unique information from the device
110, for device authentication.
[0109] In step S-810, the contact centre agent 330
prompts the user to recite their full name, after identifying
that a voice sample of the user’s name is the user au-
thentication attribute associated with the chosen data ex-
change method. In step S-812, the user’s speech is re-
corded and compared against the voice biometric stored
in the user database 514. If the recorded sample and
stored sample match, or match to within an acceptable
confidence level, the user is authenticated.
[0110] In step S-814, the user exchanges data with the
contact centre 120 using the device 110. As both the user
and device 110 have been authenticated, sensitive or

secure information may be exchanged between the user
and the contact centre 120 using the data exchange
method chosen by the user in step S-806. In this example,
the user may use the roadside assistance application
112 to capture a photograph of the incident, and ex-
change this with the contact centre agent 330. Alterna-
tively or additionally, by the user’s choice of data ex-
change method, the contact centre agent 330 may be
able to see live images of the incident, captured by a
camera (not shown) of the user’s device 110.
[0111] Other implementations of the multiple-factor au-
thentication method described herein will be appreciated
by persons skilled in the art. For example, a merchant
may authenticate a user and their device 110 so that the
user can select an address to which their order should
be delivered. This process may occur at step S-724 of
Figure 7, prior to termination of the call. Alternatively,
address selection may be a separate process, such as
a request from a user to modify a previously selected
delivery address.
[0112] Another example of an alternative use of the
first embodiment may involve a user communicating with
a healthcare company. The application 112 running on
the user’s device 110 may be a healthcare application,
with which the user has registered the options of booking
an appointment, or receiving test results, and associated
user authentication attribute(s). After initiating the call,
the user may choose whether they wish to book an ap-
pointment or receive test results. Different user authen-
tication attributes may be associated with each option.
Following authentication of the user’s device 110 and the
user, the healthcare company may provide the requested
information (i.e. appointment confirmation or test results)
to the user. The requested information may be delivered
to the user by an appropriate human operator (such as
a receptionist, or healthcare professional) following au-
thentication, delivered to the user as audio by using Text-
to-Speech (TTS), or transmitted to the healthcare appli-
cation running on the user’s device 110.
[0113] Persons skilled in the art will appreciate that the
ADE platform 130 may also provide additional functions
to the contact centre 120. For example, the ADE platform
130 may comprise the functionality to tokenise a user’s
sensitive card details, in addition to authenticating the
user. As another example, the ADE platform 130 may
comprise the functionality of the PSP 210. With reference
to the roadside assistance example described with ref-
erence to Figure 8, the ADE platform 130 may provide
an interface (such as ADE platform interface module 342)
for the contact centre agent 330 to access the camera
of the user device 110, for example to capture images.
The ADE platform 130 or authentication server 510 may
be located within the contact centre 120.
[0114] The above process enables the contact centre
120 to easily and securely share data with users. In ad-
dition, the multiple-factor authentication reduces the time
required to start handling the user’s request.
[0115] Returning, now, to the payment transaction ex-
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ample described above, the ADE platform 130 may fur-
ther be operable, in a second embodiment, to handle
transactions in which the merchant is using 3DS. If a
merchant is using 3DS, a decision on whether to authen-
ticate the user is made by the issuer 240. The 3DS spec-
ification stipulates that the authentication information is
sent to the issuer 240 from the user, rather than the mer-
chant. In this embodiment, the hosted platform further
comprises a 3DS server 540. Compatibility with the 3DS
process will be explained with reference to Figure 9.
[0116] At step S-900, user order information is re-
ceived and the user’s payment method is identified. This
step is equivalent to steps S-700 to S-714 of Figure 7.
Thus, the second embodiment is compatible with aspects
of the first embodiment described above. The authenti-
cation server 510 determines that the merchant is using
3DS based on a configuration setting stored at the ADE
platform 130 (for example, in the client database 512).
[0117] The process continues in step S-904, in which
the contact centre agent 330 submits the order details to
the authentication server 510 and the authentication
server 510 associates the order details with other rele-
vant transaction information. This transaction information
may include the merchant name, the issuer bank identi-
fication number (BIN), the payment processing entity’s
merchant ID, the payment processing entity bank iden-
tification number (BIN), and the cardholder account
number or token. The transaction information may also
include a message extension field, containing at least
the unique session ID for the transaction and an indica-
tion that a recorded sample of the user’s speech is avail-
able for an out-of-band (OOB) voice biometric challenge.
[0118] In step S-906, the authentication server 510
sends the order details and associated relevant transac-
tion information to the application 112 running on the us-
er’s device 110, along with a command to request 3DS
authentication and to pass this request to the 3DS server
540. In step S-908, the application 112 passes the order
details and associated relevant transaction information,
along with information identifying the user’s device 110,
to the 3DS server 540 (for example, via the 3DS server
interface 470). The information passed from the applica-
tion 112 to the 3DS server 540 may be encrypted.
[0119] In step S-910, the 3DS server 540 sends all
received information to the 3DS directory server 250,
which routes the information to an appropriate issuer 3DS
ACS 242, based on the issuer BIN. In step S-912, the
issuer 3DS ACS 242 authenticates the device 110. Then,
in step S-914, the issuer 3DS ACS 242 determines
whether a challenge is necessary.
[0120] If no challenge is necessary, no authentication
of the user takes place, and the transaction proceeds to
authorisation (step S-922). If, however, the issuer 240
requests a challenge, the issuer 3DS ACS 242 uses a
call to the 3DS server 540, for an OOB voice biometric
check, in step S-916. The decision to request an OOB
voice biometric challenge is based on the information in
the message extension field. The request is passed from

the 3DS server 540 to the authentication server 510. A
notification may simultaneously be sent to the user’s ap-
plication 112, requesting that the user wait while the au-
thentication is carried out.
[0121] In step S-918, the authentication processor 520
retrieves the call recording from the call recording data
store 532. The authentication processor 520 authenti-
cates the user using the call recording and the voice bi-
ometric stored in the user database 514. The authenti-
cation server 510 then responds to the issuer 3DS ACS
242, via the 3DS server 540, with a success or failure
message.
[0122] In step S-920, the issuer 3DS ACS 242 contin-
ues with the transaction. The issuer 3DS ACS 242 may
issue a notification to the issuer 240, the application 112,
and the 3DS server 540, that the user and their device
110 have been successfully authenticated and that the
transaction may proceed to authorisation. The applica-
tion 112 may show a notification to the user, received
from the issuer 3DS ACS 242 indicating whether the au-
thentication was successful. The 3DS server 540 may
confirm to the authentication server 510 that authentica-
tion was successful and that the transaction may proceed
to authorisation.
[0123] The authentication server 510 passes the pay-
ment information to the payment processing entity 220,
in step S-922, and subsequently receives a message in-
dicating whether the transaction has been authorised or
declined by the card issuer 240. The method finishes at
step S-924, in which the contact centre agent 330 and,
subsequently, the user, are notified whether the transac-
tion has been authorised, and the authentication server
510 may delete the recorded sample from the call record-
ing data store 532.
[0124] As with the first embodiment, other attributes
(such as a fingerprint, a passcode, etc.) may be used
instead of voice biometrics. The 3DS server 540 may
define a hierarchy of user authentication attributes and
may query the authentication server 510 to determine a
’fallback’ authentication attribute in the event that a user
cannot be authenticated using the default authentication
attribute.
[0125] The process by which the user’s device 110 is
authenticated in step S-912 may be determined by a pref-
erence of the card issuer 240. For example, unique de-
vice information may have been sent to the card issuer
240, for future use as a device authentication attribute,
when the user registered the payment method with the
application 112. The card issuer 240 may authenticate
the user’s device using this attribute and the information
identifying the user’s device, sent from the application in
step S-908, to authenticate the device. Alternatively, the
card issuer 240 may use heuristic methods based on the
information identifying the user’s device 110, without
comparing the identifying information against a pre-
stored attribute.
[0126] The second embodiment described above pro-
vides the advantage that the contact centre 120 may re-

21 22 



EP 3 261 045 A1

13

5

10

15

20

25

30

35

40

45

50

55

duce fees charged on payments, as the use of 3DS may
reduce processing costs. In addition, the liability for po-
tential fraud is shifted to a third party. For a card issuer
240, the multiple-factor authentication reduces the fraud
risk associated with telephone-based transactions.
[0127] The ADE platform 130 may further be operable,
in a third embodiment, to provide the functionality for the
processing of a telephone-based transaction in which the
multiple-factor authentication is carried out by a third par-
ty. An example of the third embodiment is shown in Figure
10.
[0128] In step S-1000, a call is received from a user
and answered by an agent 330. In step S-1002, the user
places an order and the agent 330 confirms the availa-
bility of the order. In step S-1004, the agent 330 detects
that the user device 110 is a mobile phone, and requests
the name of the operating system of the user’s device
110. The user provides the name of the operating system,
and the agent 330 enquires whether the user has a mo-
bile payment application, in step S-1006. If so, the agent
330 selects an appropriate option on their terminal 334
and indicates that a payment authorisation request will
be sent to the user’s mobile telephone, in step S-1008.
[0129] In order to compile the payment authorisation
request, the agent 330 types the order information into
a CRM / order page displayed on the agent’s terminal
334, in step S-1010. The order page is processed by the
order management system 340 which sends the order
information and telephone number (taken from the CLI
or from computer telephony integration (CTI) data pre-
sented by the PBX 320) to the ADE platform 130, in step
S-1012, via the ADE platform interface module 342. In
step S-1014, the authentication processor 510 sends an
SMS to the user’s mobile telephone. The SMS contains
a link which is selectable by the user. The link may contain
parameters relating to the user’s mobile payment appli-
cation, and the order details.
[0130] Upon selection of the link by the user, a request
is sent from the user’s device to the authentication server
510 to display a payment webpage, in step S-1016. The
request comprises the parameters relating to the user’s
mobile payment application, included in the link. In step
S-1018, the authentication server dynamically generates
the correct payment webpage for the user’s mobile pay-
ment application and serves the payment webpage to
the user’s device 110. To generate the payment web-
page, the authentication server 510 reads the parame-
ters in the request and retrieves a template (which may
be specific to the mobile payment application) from the
template database 518. The retrieved template provides
the appropriate formatting, display and functionality re-
quirements for the payment webpage. In addition, the
authentication server 510 retrieves information specify-
ing the PSP 210 used by the merchant, and any infor-
mation required by the PSP 210 (for example, a merchant
ID for the PSP 210, or additional information so that a
fraud check can be performed at the PSP 210). The in-
formation specifying the PSP 210 and the information

required by the PSP 210 are included with the payment
webpage.
[0131] In step S-1020, the user device 110 then dis-
plays the payment webpage in a browser (not shown) on
the user device 110. In step S-1022, the user reads the
order details in the browser and chooses an option to
pay with the mobile payment application, from the list of
possible payment options on the user device 110 and
the possible payment options offered by the merchant.
The payment request is then submitted to the mobile pay-
ment application by the browser.
[0132] The user chooses which payment method to
use, if more than one payment method is stored within
the mobile payment application. In step S-1024, the third
party authentication platform 260 determines the user
authentication attribute and device authentication at-
tribute associated with the chosen payment method. In
step S-1026, the third party authentication platform 260
authenticates the user device 110, and then authenti-
cates the user (for example, by requesting a passcode).
[0133] A pre-stored token representing the user’s pay-
ment method is retrieved from the user device 110 in step
S-1028 and sent to the PSP 220. The PSP 220 then
forwards the payment information to the card issuer 240
for detokenization and authorisation, in step S-1030. The
third party authentication platform 260, upon receipt of
confirmation, notifies the user that the payment has been
authorised, in step S-1032. The user can view this con-
firmation in the third party application on the user device
110.
[0134] Confirmation is also sent from the PSP 220 to
the authentication server 510, so that the ADE platform
130 can notify the contact centre 120, via the ADE plat-
form interface module 342, that the order management
system 340 can be updated with the payment informa-
tion. The agent 330 informs the user that the payment
was successful in step S-1034. Confirmation may further
be displayed in the browser on the user device 110.
[0135] Persons skilled in the art will appreciate that the
embodiment described with reference to Figure 10 is also
applicable to a scenario in which a user uses a landline
telephone to call the contact centre 120. In this scenario,
the user must have their device 110 to hand, so that they
are able to click on the link upon receipt of the SMS in
step S-1014. If the user is using a landline telephone, the
agent may ask for the user to type in or say their mobile
telephone number, prior to requesting the name of the
operating system in step S-1004.
[0136] The process described with reference to Figure
10 may be handled by an IVR system 310 instead of an
agent 330, using speech recognition or keypresses to
determine the user’s operating system.
[0137] Information identifying the user device 110
(such as the CLI) may be detected in step S-1004. This
information may be passed to the ADE platform 130 so
that the authentication processor 520 can perform a
lookup in the user database 514 in order to determine
whether that user has provided their operating system in
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a previous transaction with that or another merchant. The
user database 514 may further comprise an indication of
whether the user has previously authorised the use of
the mobile payment application running on their device
110 with that merchant. For example, the user may have
selected an option presented during a previous transac-
tion to use the mobile payment application for all future
transactions with that merchant. Such a user preference
may be recorded in the user preferences module 420.
[0138] Instead of sending an SMS to the user in step
S-1014 with the link to the payment webpage, the user
may receive an email containing a link to the webpage,
or the agent 330 may read out a short URL for the user
to enter. Persons skilled in the art will appreciate that
various other methods of relaying the link to the payment
webpage may be envisioned.
[0139] Further, the mobile payment application may
not make use of a pre-stored token, in which case the
user’s card details may be forwarded to the PSP 210 by
the mobile payment application in step S-1028.
[0140] As noted above, the payment transaction may
involve multiple applications. For example, the payment
method identified by the user may be a third party pay-
ment method associated with a third party payment ap-
plication, such as the mobile payment application dis-
cussed with reference to Figure 10. In this case, the ap-
plication 112 interacts with the ADE platform 130 accord-
ing to steps S-700 to S-714 of Figure 7, so that the user’s
registered payment method is identified.
[0141] In step S-714, the registered payment method
is identified as the mobile payment application. The ap-
plication 112 then submits the payment request to the
mobile payment application, which forwards the request
to the third party authentication platform 260. The user
chooses which payment method to use, if more than one
payment method is stored within the mobile payment ap-
plication, and the method then proceeds in accordance
with steps S-1024 to S-1034 of Figure 10.
[0142] Further, functionality of the third party authen-
tication platform 260 may be implemented on the user
device 110, such that user and device authentication as-
sociated with the payment method chosen within the mo-
bile payment application may be an ’offline’ process.
[0143] Persons skilled in the art will appreciate that var-
ious alternatives discussed with reference to the first em-
bodiment, described with reference to Figures 7 and 8,
may also be applicable to the second and third embodi-
ments, described in Figures 9 and 10.
[0144] The processes described with reference to Fig-
ures 7, 9 and 10 (that is, the payment transaction aspect
of the first embodiment, and the second and third em-
bodiments) enable a contact centre 120 to offer alterna-
tive payment methods, which are better aligned to the
payment methods that their user base expects and wants
to use.
[0145] The described embodiments can be incorporat-
ed into a specific hardware device, a general purpose
device configure by suitable software, or a combination

of both. Aspects can be embodied in a software product,
either as a complete software implementation, or as an
add-on component for modification or enhancement of
existing software (such as a plug in). Such a software
product could be embodied in a carrier medium, such as
a storage medium (e.g. an optical disk or a mass storage
memory such as a FLASH memory) or a signal medium
(such as a download). Specific hardware devices suitable
for the embodiment could include an application specific
device such as an ASIC, an FPGA or a DSP, or other
dedicated functional hardware means. The reader will
understand that none of the foregoing discussion of em-
bodiment limits future implementation of the invention on
yet to be discovered or defined means of execution.
[0146] The invention has been described above with
reference to specific embodiments. Persons skilled in the
art, however, will understand that various modifications
and changes may be made thereto without departing
from the broader scope of the invention as set forth in
the appended claims. The foregoing description and
drawings are, accordingly, to be regarded in an illustra-
tive rather than a restrictive sense.

Claims

1. A method of facilitating the exchange of data be-
tween a user having a computing device, and a re-
mote entity, wherein a first connection has been es-
tablished between the user and the remote entity,
and wherein the user has associated data exchange
information with an application on the computing de-
vice, the data exchange information defining prop-
erties of the data to be exchanged between the user
and the remote entity, the method comprising:

establishing, at a server, a second connection
to the computing device;
enabling retrieval of a user authentication at-
tribute associated with the data exchange infor-
mation;
enabling retrieval of a device authentication at-
tribute associated with the data exchange infor-
mation;
enabling authentication of the user using the us-
er authentication attribute; and
enabling authentication of the computing device
using the device authentication attribute, where-
in data may be exchanged between the comput-
ing device and the remote entity in accordance
with the data exchange information following au-
thentication of the user and the computing de-
vice.

2. The method of facilitating the exchange of data ac-
cording to claim 1, wherein the data exchange infor-
mation defines a payment method for a transaction
and wherein the data exchanged in accordance with
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the data exchange information comprises payment
information associated with the payment method;
and optionally wherein the method further compris-
es:

sending the payment information to a payment
processing entity for authorisation;
receiving an indication that the transaction has
been authorised; and
sending a notification to the application that the
transaction has been authorised.

3. The method of facilitating the exchange of data ac-
cording to claim 1 or claim 2, wherein establishing
the second connection to the computing device com-
prises establishing a connection to the application.

4. The method of facilitating the exchange of data ac-
cording to any of claims 1 to 3, wherein enabling
authentication of the user using the user authentica-
tion attribute comprises:

receiving a user authentication input from the
user;
comparing the user authentication input with the
user authentication attribute; and
authenticating the user if the user authentication
input matches the user authentication attribute
based on a confidence level.

5. The method of facilitating the exchange of data ac-
cording to any of claims 1 to 4, wherein the first con-
nection between the user and the remote entity is an
audio connection; and optionally wherein:

the user authentication attribute comprises a
voice biometric;
enabling authentication of the user using the us-
er authentication attribute comprises receiving
a user authentication input from the user; and
receiving the user authentication input compris-
es recording audio data from the user; and op-
tionally wherein the user has associated a plu-
rality of data exchange information entries with
the application, the method further comprising:

receiving a user selection of a data ex-
change information entry from the plurality
of data exchange information entries;
wherein receiving the user selection of the
data exchange information entry comprises
identifying the data exchange information
entry from the recorded audio data.

6. The method of facilitating the exchange of data ac-
cording to any of claims 1 to 5, wherein enabling
retrieval of the user authentication attribute associ-
ated with the data exchange information comprises:

determining a unique property relating to the us-
er or the computing device; and
retrieving the user authentication attribute from
a database using the determined unique prop-
erty; and optionally wherein enabling retrieval of
the device authentication attribute associated
with the data exchange information comprises
retrieving the device authentication attribute
from the database using the determined unique
property.

7. The method of facilitating the exchange of data ac-
cording to any of claims 1 to 6, wherein enabling
authentication of the computing device comprises:

receiving a device authentication input from the
application;
comparing the device authentication input with
the device authentication attribute; and
authenticating the computing device if the de-
vice authentication input matches the device au-
thentication attribute; and optionally wherein re-
ceiving the device authentication input compris-
es:

requesting the device authentication input
from the application on the computing de-
vice; and
receiving the device authentication input in
response to the request.

8. The method of facilitating the exchange of data ac-
cording to any of claims 1 to 6, further comprising:

sending a command to the application to request
authentication of the user and authentication of
the computing device from a card issuer server;
receiving an encrypted request from the appli-
cation for authentication of the user and authen-
tication of the computing device;
directing the request for authentication of the us-
er and authentication of the computing device
to the card issuer server; and
receiving an indication from the card issuer serv-
er that the user and the computing device have
been authenticated; and optionally wherein en-
abling authentication of the user comprises:

receiving a request from the card issuer
server for authentication of the user; and
notifying the card issuer server that the user
has been authenticated.

9. The method of facilitating the exchange of data ac-
cording to claim 1 or claim 2, wherein the steps of
enabling retrieval of a user authentication attribute
associated with the data exchange information; en-
abling retrieval of a device authentication attribute
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associated with the data exchange information; en-
abling authentication of the user using the user au-
thentication attribute; and enabling authentication of
the computing device using the device authentica-
tion attribute comprise:

receiving an indication that the application is a
third party payment application;
sending a message to the computing device, the
message including a link for requesting a pay-
ment webpage;
receiving, from the computing device, a request
for the payment webpage upon selection of the
link;
generating the payment webpage; and
sending the generated payment webpage to the
computing device; and
receiving an indication that the user and the
computing device have been authenticated and
that the transaction has been authorised; and
optionally wherein:

the message sent to the computing device
comprises parameters associated with the
third party payment application;
the request from the computing device com-
prises the third party payment application
parameters; and
generating the payment webpage compris-
es retrieving a payment webpage template
associated with the third party payment ap-
plication parameters; and optionally where-
in the first connection between the user and
the remote entity is an audio connection.

10. A server for facilitating the exchange of data between
a user having a computing device, and a remote en-
tity, wherein a first connection has been established
between the user and the remote entity, and wherein
the user has associated data exchange information
with an application on the computing device, the data
exchange information defining properties of the data
to be exchanged between the user and the remote
entity, the server comprising an authentication proc-
essor operable to:

establish a second connection to the applica-
tion;
enable the retrieval, from a user database stor-
ing the data exchange information, of a user au-
thentication attribute associated with the data
exchange information, and a device authentica-
tion attribute associated with the data exchange
information;
enable the authentication of the user using the
user authentication attribute; and
enable the authentication of the computing de-
vice using the device authentication attribute,

wherein data may be exchanged between the
computing device and the remote entity in ac-
cordance with the data exchange information
following authentication of the user and the com-
puting device.

11. A method of facilitating the exchange of data be-
tween a user having a computing device, and a re-
mote entity, wherein a first connection has been es-
tablished between the user and the remote entity,
and wherein an application is associated with the
computing device, the method comprising:

establishing, by the application, a second con-
nection to a server;
sending data exchange information to the serv-
er, the data exchange information defining prop-
erties of the data to be exchanged between the
user and the remote entity;
sending a user authentication attribute associ-
ated with the data exchange information to the
server;
sending a device authentication attribute asso-
ciated with the data exchange information to the
server; and
exchanging data with the remote entity in ac-
cordance with the data exchange information
following authentication of the user using the us-
er authentication attribute being enabled by the
server, and authentication of the computing de-
vice using the device authentication attribute be-
ing enabled by the server.

12. The method of facilitating the exchange of data ac-
cording to claim 11, wherein the data exchange in-
formation defines a payment method for a transac-
tion and wherein the data exchanged in accordance
with the data exchange information comprises pay-
ment information associated with the payment meth-
od; and optionally wherein the method further com-
prises receiving a notification from the server that
the transaction has been authorised.

13. The method of facilitating the exchange of data ac-
cording to claim 11 or claim 12, wherein:

sending data exchange information to the server
comprises receiving data exchange information
from the user;
sending the user authentication attribute to the
server comprises receiving the user authentica-
tion attribute from the user; and
sending the device authentication attribute to
the server comprises determining a unique char-
acteristic of the device and sending the deter-
mined unique characteristic to the server.

14. The method of facilitating the exchange of data ac-
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cording to any of claims 11 to 13, further comprising:

sending at least one additional data exchange
information entry to the server;
sending at least one user authentication at-
tribute to the server for association with the at
least one additional data exchange information
entry; and
sending at least one device authentication at-
tribute to the server for association with the at
least one additional data exchange information
entry; and optionally further comprising:

selecting a data exchange information entry
from the plurality of data exchange informa-
tion entries; and
sending the selected data exchange infor-
mation entry to the server.

15. The method of facilitating the exchange of data ac-
cording to any of claims 11 to 14, wherein the first
connection between the user and the remote entity
is an audio connection; and optionally wherein:

receiving the user authentication attribute from
the user comprises receiving audio data input
by the user; and
sending the user authentication attribute to the
server further comprises:

recording audio data input by the user;
generating a voice biometric based on the
input audio data; and
sending the voice biometric to the server.

16. The method of facilitating the exchange of data ac-
cording to any of claims 11 to 15, further comprising
sending a unique property relating to the user or the
computing device to the server for retrieval of the
user authentication attribute or the device authenti-
cation attribute from a database.

17. The method of facilitating the exchange of data ac-
cording to any of claims 11 to 16, wherein authenti-
cation of the computing device being enabled by the
server comprises sending, by the application, a de-
vice authentication input to the server for comparison
with the device authentication attribute; and option-
ally wherein sending the device authentication input
to the server comprises:

receiving a request for the device authentication
input from the server; and
sending the device authentication input in re-
sponse to the request.

18. The method of facilitating the exchange of data ac-
cording to any of claims 11 to 16, further comprising:

receiving a command from the server to request
authentication of the user and authentication of
the computing device from a card issuer server;
generating a request for authentication of the
user and authentication of the computing de-
vice;
encrypting the request for authentication of the
user and authentication of the computing de-
vice; and
sending the request for authentication of the us-
er and authentication of the computing device
to the server for redirection to the card issuer
server; and optionally wherein generating the re-
quest for authentication of the user and authen-
tication of the computing device comprises:

determining a device authentication input;
and
including, with the request for authentica-
tion of the user and authentication of the
computing device, the device authentica-
tion input.

19. An application associated with a computing device
and comprising a computer program, the application
facilitating the exchange of data between the com-
puting device and a remote entity, wherein a first
connection has been established between a user of
the computing device and the remote entity, the com-
puter program comprising instructions for enabling
the computing device to:

establish a second connection to a server;
send data exchange information to the server,
the data exchange information defining proper-
ties of the data to be exchanged between the
user and the remote entity;
send a user authentication attribute associated
with the data exchange information to the server;
send a device authentication attribute associat-
ed with the data exchange information to the
server; and
exchange data with the remote entity following
authentication of the user using the user authen-
tication attribute being enabled by the server and
authentication of the computing device using the
device authentication attribute being enabled by
the server.

20. A method of facilitating the exchange of data be-
tween a user having a computing device, and a re-
mote entity, wherein an application is associated with
the user device, the method comprising:

establishing, a first connection between the user
and the remote entity;
establishing, at the server, a second connection
to the computing device;
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at the application:

sending data exchange information to the
server, the data exchange information de-
fining properties of the data to be ex-
changed between the user and the remote
entity;
sending a user authentication attribute as-
sociated with the data exchange informa-
tion to the server; and
sending a device authentication attribute
associated with the data exchange informa-
tion to the server;

at the server:

enabling the retrieval of the user authenti-
cation attribute associated with the data ex-
change information;
enabling the retrieval of the device authen-
tication attribute associated with the data
exchange information;
enabling the authentication of the user us-
ing the user authentication attribute; and
enabling the authentication of the comput-
ing device using the device authentication
attribute; and

exchanging data between the computing device
and the remote entity in accordance with the da-
ta exchange information.

21. A system for facilitating the exchange of data be-
tween a user having a computing device, and a re-
mote entity, wherein a first connection has been es-
tablished between the user and the remote entity,
the system comprising:

a computing device comprising an application
according to claim 19; and
a server according to claim 10.

22. A computer program comprising instructions that,
when executed by a processor, enable a server com-
prising the processor to perform the method of any
of claims 1 to 9.

23. A computing device comprising an application ac-
cording to claim 19.
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