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(57) A method for controlling access to a touch dis-
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Description

TECHNICAL FIELD

[0001] The subject matter described herein relates
generally to fuel dispensers, and more specifically to user
interfaces employed by fuel dispensers.

BACKGROUND

[0002] Fuel dispensers typically include a controller
configured to handle sensitive payment information re-
ceived from a user to effect payment for fuel dispensed
to the user. The sensitive payment information is usually
provided to the fuel dispenser via one or more compo-
nents, such as a card reader and a PIN pad. Any sensitive
payment information received by the PIN pad is generally
encrypted and forwarded to the controller regardless of
whether the PIN pad uses a separate controller. Because
the controller is configured to handle the sensitive pay-
ment information, it is usually subject to certain security
requirements imposed on devices that handle such in-
formation, which may include a manual offline certifica-
tion process.
[0003] Some dispensers employ large display
screens, not only for prompting the user to enter payment
information, select fuel grades, elect a car wash, etc. via
a PIN pad or other buttons, but also to display advertise-
ments, loyalty information, menus for a kitchen inside a
service station, and other information. Existing touch-
screen displays allow user interaction by touching re-
gions on the display. Due to certain regulations, however,
such touchscreen displays can be limited in functionality
provided to users.

SUMMARY

[0004] The following presents a simplified summary of
one or more aspects of the subject matter disclosed here-
in to provide a basic understanding thereof. This sum-
mary is not an extensive overview of all contemplated
aspects, and is intended to neither identify key or critical
elements of all aspects nor delineate the scope of any or
all aspects. Its sole purpose is to present some concepts
of one or more aspects in a simplified form as a prelude
to the more detailed description that follows.
[0005] Various aspects described herein relate to con-
trolling a touchscreen display via a secure device to reg-
ulate allowed functionality for applications or related de-
vices accessing the touchscreen display, whether the ac-
cess is for displaying content and/or receiving touch input
related to such content. In one example, the functionality
can be restricted for certain applications based on a type
of the applications, based on whether the applications
are signed with a signature of an authorized entity, based
on whether another application is currently using the
touchscreen display, and/or the like. Moreover, the func-
tionality can vary in such scenarios, such as offering a

limited number of touch regions on the touchscreen dis-
play to applications that are not signed with a signature
of an authorized entity and/or applications that are of a
certain type. Anti-tampering devices can be used to fa-
cilitate physical security of various devices, such as the
device controlling the touchscreen display, a processor
executing the applications, etc.
[0006] To the accomplishment of the foregoing and re-
lated ends, the one or more aspects comprise the fea-
tures hereinafter fully described and particularly pointed
out in the claims. The following description and the an-
nexed drawings set forth in detail certain illustrative fea-
tures of the one or more aspects. These features are
indicative, however, of but a few of the various ways in
which the principles of various aspects may be employed,
and this description is intended to include all such aspects
and their equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The disclosed aspects will hereinafter be de-
scribed in conjunction with the appended drawings, pro-
vided to illustrate and not to limit the disclosed aspects,
wherein like designations may denote like elements, and
in which:

Figure 1 is a partially schematic, perspective view of
a fueling environment in accordance with aspects
described herein;
Figure 2 is a partially schematic, front elevation view
of a fuel dispenser that may be used in the fueling
environment of Figure 1 in accordance with aspects
described herein;
Figure 3 is a diagrammatic representation of com-
ponents of a user interface of a fuel dispenser in
accordance with aspects described herein;
Figure 4 is an example system for employing in a
fuel dispenser to allow touchscreen input; and
Figure 5 is an example methodology for processing
requests to access a touch display.

DETAILED DESCRIPTION

[0008] Reference will now be made in detail to various
aspects, one or more examples of which are illustrated
in the accompanying drawings. Each example is provid-
ed by way of explanation, and not limitation of the as-
pects. In fact, it will be apparent to those skilled in the art
that modifications and variations can be made in the de-
scribed aspects without departing from the scope or spirit
thereof. For instance, features illustrated or described as
part of one example may be used on another example
to yield a still further example. Thus, it is intended that
the described aspects cover such modifications and var-
iations as come within the scope of the appended claims
and their equivalents.
[0009] Described herein are various aspects relating
to controlling a touchscreen display using a secure de-
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vice at a fuel dispenser to provide a level of control over
the functionality of the touchscreen display. Thus, func-
tionality of the touchscreen display can be limited for cer-
tain applications. In an example, a controller for the touch-
screen display can limit the functionality for applications
based on application type, based on whether the appli-
cations are signed by an authorized entity, based on
whether another application is using the touchscreen dis-
play, and/or the like. For example, the controller can limit
the touchscreen display at least in part by filtering input
event-related information provided to the one or more
applications, blocking touchscreen display access from
the one or more applications, and/or the like.
[0010] In one specific example, the controller can op-
erate within a personal identification number (PIN) entry
device (PED) of a fuel dispenser, or at least a device
comprising a subset of PED components. In this exam-
ple, the PED can include one or more feature connectors
for coupling the touchscreen display to provide display
data thereto and/or receive touch input events therefrom.
The PED can provide overriding secure control of the
touchscreen display via the controller. The PED can also
communicate with one or more applications or related
devices to provide some touchscreen display functional-
ity thereto subject to the overriding secure control.
[0011] For instance, a system on module (SoM) can
establish a secure channel with the PED to communicate
encrypted application data with the PED. When the SoM
executes an application signed by an authenticated en-
tity, it can indicate to the PED that data to/from the ap-
plication is from an authenticated source. Based on this
information, the PED determines and accordingly pro-
vides a level of access of the touchscreen display to the
application.
[0012] Moreover, though illustrated and described as
embodied in a fuel dispenser, it is to be appreciated that
aspects described herein can be similarly applied to sub-
stantially any vending machine that processes transac-
tion payment or other processes involving confidential
information while maintaining the ability to execute other
applications.
[0013] Certain aspects of the embodiments described
herein are related to fueling environments, fuel dispens-
ers, and user interfaces for fuel dispensers, examples of
which may be found in U.S. patent publication nos.
2009/0265638 (entitled "System and Method for Control-
ling Secure Content and Non-Secure Content at a Fuel
Dispenser or Other Retail Device" and filed on October
10, 2008), 2011/0047081 (entitled "Secure Reports for
Electronic Payment Systems," and filed on August 20,
2009), 2010/0268612 (entitled "Payment Processing
System for Use in a Retail Environment Having Segment-
ed Architecture," and filed on January 19, 2010),
2011/0134044 (entitled "Fuel Dispenser User Interface,"
and filed on June 9, 2010), 2012/0166343 (entitled "Fuel
Dispensing Payment System for Secure Evaluation of
Cardholder Data," and filed on December 22, 2010),
2011/0238511 (entitled "Fuel Dispenser Payment Sys-

tem and Method," and filed on March 7, 2011),
2012/0286760 (entitled "Fuel Dispenser Input Device
Tamper Detection Arrangement," and filed on May 11,
2011), 2011/0231648 (entitled "System and Method for
Selective Encryption of Input Data During a Retail Trans-
action," and filed on May 27, 2011), 2012/0059694 (en-
titled "Fuel Dispenser Application Framework" and filed
on August 3, 2011), and 2013/0300453 (entitled "Fuel
Dispenser Input Device Tamper Detection Arrangement"
and filed on May 9, 2012), U.S. Patent Nos. 7,607,576
(entitled "Local Zone Security Architecture for Retail En-
vironments" and issued on October 27, 2009), 8,392,846
(entitled "Virtual PIN pad for Fuel Payment Systems,"
and filed on January 28, 2010), and 8,558,685 (entitled
"Remote Display Tamper Detection Using Data Integrity
Operations" and filed on August 29, 2011), and European
patent application no. 1,408,459 (entitled "Secure Con-
troller of Outdoor Payment Terminals in Compliance with
EMV Specifications" and published on April 14, 2004).
Each of the foregoing applications and patent is hereby
incorporated by reference as if set forth verbatim in its
entirety herein and relied upon for all purposes.
[0014] Figure 1 is a partially schematic, perspective
view of a fueling environment 100 adapted to provide fuel
and to accept payment for the dispensed fuel. Fueling
environment 100 includes at least one fuel dispenser
200a and a central facility 102. Typically, one or more
additional fuel dispensers, such as fuel dispenser 200b,
may also be included within fueling environment 100.
Fueling environment 100 may also include a canopy sys-
tem 104 that provides shelter to fuel dispensers 200a
and 200b.
[0015] Central facility 102 includes a point-of-sale de-
vice (POS) 106 and a site controller 108 and may include
additional computing devices, such as cashier and/or
manager workstations. In the example illustrated, POS
106 includes an associated card reader and payment
terminal 110. Each of POS 106 and site controller 108
may also include a display, a touchscreen, and/or other
devices, such as a printer. It should be understood that
the functionality of POS 106, site controller 108, and any
additional computing devices within central facility 102
may be incorporated into a single computer or server.
Alternatively, these computing devices may be opera-
tively interconnected via a local area network (LAN). An
example of a suitable system that may be used in con-
junction with subject matter described herein combines
the functions of POS 106 and site controller 108, to which
multiple payment terminals 110 may be operatively con-
nected, is the PASSPORT system offered by Gilbarco
Inc. of Greensboro, North Carolina.
[0016] It is to be appreciated that fueling environment
100 may include a number of other components to facil-
itate the dispensing of fuel. In the example provided by
Figure 1, for instance, fueling environment 100 includes
two underground storage tanks (USTs) 112 and 114 con-
figured to store fuel that is available for purchase. For
example, USTs 112 and 114 may be stocked with re-
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spective grades of fuel. USTs 112 and 114 are in fluid
communication with an underground piping network 116
to which dispensers 200a and 200b are connected. As
a result, fuel stored within USTs 112 and 114 may be
delivered to the dispensers for purchase. Moreover, in
one example, information regarding the USTs 112 and
114 (e.g., a tank level, an environment indicator, such as
temperature around the tank, etc.) can be communicated
to the POS 106, site controller 108, or other device to
allow for tank monitoring and/or notification of other is-
sues.
[0017] Figure 2 is a partially schematic, front elevation
view of a fuel dispenser 200 that may be used as fuel
dispensers 200a and 200b in the fueling environment of
Figure 1. Fuel dispenser 200 includes a user interface
202 that includes a first controller 204, a second controller
206, a display 208, a card reader 210, and a numeric pad
212. Controller 204 is operatively connected to controller
206 and to display 208, while controller 206 is operatively
connected to controller 204 and to card reader 210 and
numeric pad 212. It is to be appreciated that user inter-
face 202 may include other components, such as a cash
acceptor and/or a receipt printer, etc. Each of controllers
204 and 206 preferably includes an Ethernet adapter and
communicates with the other controller via the transmis-
sion control protocol and the Internet protocol (e.g., trans-
mission control protocol (TCP)/internet protocol (IP), us-
er datagram protocol (UDP), etc.), as explained below.
Alternatively, controllers 204 and 206 may be connected
via a universal serial bus (USB) connection and config-
ured to communicate via the USB connection or other
wired or wireless (e.g., Bluetooth, wireless local area net-
work (WLAN), etc.) connection. In one example, one or
more of the controllers 204 and 206 may be included
within devices of the fuel dispenser 200, such as display
208, PIN pad 212, etc., as describer further herein, and
in some examples, one or more of the controllers 204
and 206 may not be present, or maybe replaced by an-
other controller where the remaining controller imple-
ments functionality such that the replaced controller is
not needed.
[0018] For purposes of the ensuing explanation, it is
to be appreciated that card reader 210 may be any device
or combination of devices configured to receive data from
payment cards supplied by users that contain sensitive
or confidential account or payment information (referred
to generally herein as sensitive information or confiden-
tial information). Card reader 210, for instance, may be
a magnetic stripe card reader, a smart card reader, a
contactless card reader, a radio frequency (RF) reader,
or any combination thereof. Thus, the term "payment
card" as used herein is intended to encompass magnetic
stripe cards, smart cards, contactless cards, and RF de-
vices, as well as other forms of cards and devices that
are configured to store and provide account information.
Information received from such a payment card is re-
ferred to herein as "payment data" for purposes of ex-
planation, while the portion of the payment data sufficient

to identify the account associated with the payment card
is referred to as "sensitive payment data." Thus, it is to
be appreciated that "payment data" as used herein may
include both sensitive and non-sensitive payment infor-
mation. Moreover, it is to be appreciated that "sensitive
payment data" may include other confidential informa-
tion, such as a PIN associated with the payment card,
and is also referred to generally as "sensitive data," "con-
fidential information," or similar terms.
[0019] In the presently-described example, card read-
er 210 is configured to accept payment data from various
types of payment cards, including credit and debit cards,
prepaid and gift cards, fleet cards, any local/private
cards, etc. accepted by fueling environment 100. It
should be appreciated that card reader 210 may also be
configured to receive account information from non-pay-
ment and other cards, such as loyalty, frequent shopper,
rewards, points, advantage, and club cards. In addition,
mobile payment can be provided such that a card need
not be used to pay at fuel dispenser 200 and/or a com-
munication from a mobile device at the fuel dispenser
(e.g., a near field communication (NFC) with a NFC read-
er on fuel dispenser, a communication initiated over a
mobile network, etc.) can be used to initiate payment.
Numeric pad 212 is also configured to receive payment
data, such as the PIN associated with a payment card
and/or mobile payment. For at least this reason, numeric
pad 212 may be referred to in the ensuing explanation
as a PIN pad or PED.
[0020] Moreover, it is to be appreciated that fuel dis-
penser 200 also includes various fuel dispensing com-
ponents configured to facilitate the delivery of fuel to a
vehicle. For instance, fuel dispenser 200 additionally in-
cludes a piping network 214, a meter 216, a pulser 218,
a valve 220, a hose 222, and a nozzle 224, which can
be duplicated to allow delivery of multiple fuel grades.
Controller 204 is operatively connected to one or more
of these components, such as pulser 218 and valve 220,
to control operation thereof and/or to manage the delivery
of fuel by fuel dispenser 200. Piping network 214 is in
fluid communication with underground piping network
116, as described in Figure 1, to receive fuel from the
USTs. Piping network 214, hose 222, and nozzle 224 are
also in fluid communication to supply the fuel to a vehicle.
In other examples described herein, fuel dispenser 200
may include one of controllers 204 and 206, in which
case controller 206 may operate the fuel dispensing com-
ponents instead (or in addition).
[0021] User interface 202 is configured to facilitate the
dispensing of fuel and the acceptance of payment for the
dispensed fuel. For instance, display 208 is configured
to provide instructions to a user regarding the fueling
process and to display totals during and at the completion
of the transaction. Display 208 can be a liquid crystal
display (LCD), light emitting diode (LED) display, plasma
display, etc. In addition, display 208 can be a touchscreen
or a non-touchscreen display. Card reader 210 and PIN
pad 212 are configured to accept payment data (e.g., as
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provided by the user). That is, card reader 210 can be
configured to receive account information from a pay-
ment card, such as a credit or debit card. PIN pad 212
is configured to at least receive information associated
with the payment card, such as a PIN of a debit card, the
billing postal (zip) code of a credit card, etc. In an exam-
ple, PIN pad 212 can be a physical PED, such as a
number pad with hard keys, and/or a virtual PED on dis-
play 208 can be used, as described further herein. As
noted above, other devices may be included within user
interface 202, which may also be configured to facilitate
financial transactions for the dispensed fuel. For exam-
ple, a cash acceptor may be configured to handle trans-
actions involving cash payments, while a receipt printer
is configured to print a receipt upon completion of the
fueling process if desired.
[0022] User interface 202 may also be configured to
exchange information with a user unrelated to the fueling
transaction. For instance, display 208 may be configured
to provide advertisements or other information to the us-
er, such as advertisements regarding items available for
sale in the associated convenience store. PIN pad 212
(or a set of soft keys, such as those referenced below)
may be configured to receive a selection from the user
regarding the displayed information, such as whether the
user is interested in nearby amenities. In this regard, for
example, PIN pad 212 can be used in conjunction with
the card reader 210 and/or display 208 to communicate
data that is not as sensitive as payment information as
well.
[0023] Further, a fueling environment 100 (Figure 1)
can be configured such that fuel dispenser 200 may be
operatively connected to a wide area network (WAN)
228, such as the Internet. It should be understood that
fuel dispenser 200 may be connected either directly to
WAN 228 or indirectly via one or more additional com-
ponents, such as one or more devices 226. It is to be
appreciated that the additional components may include
routers, switches, gateways, and other devices that par-
ticipate in the LAN referenced above. In one example,
devices 226 can include one or more of POS 106, site
controller 108 to which the fuel dispenser is directly con-
nected, etc. Alternatively, fuel dispenser 200 is opera-
tively connected to POS 106 and/or site controller 108
indirectly via the LAN. An example of a suitable config-
uration of the fueling environment’s computing devices
is set forth in U.S. Patent Publication No. 2010/0268612,
as referenced above. It should also be understood that
other external resources, such as a server 230, may be
operatively connected to WAN 228 and accessible to fuel
dispenser 200 and/or fueling environment 100 (Figure 1)
via the WAN.
[0024] Figure 3 illustrates a fuel dispensing system 300
for providing touchscreen display functionality. For ex-
ample, fuel dispensing system 300 can provide video
services from a host 230 or other external feature source.
Fuel dispensing system 300 includes a fuel dispenser
200 with a touchscreen display 208 and a PED 212. In

addition, the fuel dispenser 200 can include an auxiliary
feature processor (AFP) 302, or other feature electronics,
for executing applications that may access the display
208 via PED 212. AFP 302 can also include a system on
module (SoM) 304 that provides a system for executing
the applications and/or interfacing with PED 212. System
300 also includes a LAN 226, POS 106, WAN 228, and
host 230. For example, fuel dispenser 200 can commu-
nicate in LAN 226 via POS 106 or another component,
such as a router or other network device. In addition, LAN
226 can be coupled to WAN 228 (e.g., directly, via POS
106, via other network devices, etc.), and can thus allow
fuel dispenser 200 to communicate with remote compo-
nents, such as host 230. In yet another example, fuel
dispenser 200 can access WAN 228 through other com-
ponents, such as an integrated cellular modem (not
shown) that allows access to WAN 228 via a mobile net-
work (not shown), and/or the like.
[0025] Fuel dispensing system 300 allows for fueling
operation via a plurality of fuel dispensing components
(not shown). Additionally, host 230 may provide video,
such as advertisements or other content, to one or more
applications executing on AFP 302, or may provide the
application or at least some functionality thereof in a serv-
ice model, etc. In any case, AFP 302 can request at least
some access to display 208 for one or more applications
executing thereon. The PED 212 can manage access to
the display 208, as described, to ensure security thereof.
Secure communications between the PED 212 and dis-
play 208 can be beneficial in this example, to prevent
applications from obtaining confidential information via
the display 208 when unauthorized.
[0026] For example, PED 212 can secure communi-
cations to/from display 208 by controlling the display 208
via a secured touch controller 206. In one example, PED
212 may not include a number pad, as the touchscreen
display 208 may be used to convey numeric data. In this
example, PED 212 can be a secure device that includes
other electronics or components employed by PEDs to
prevent tampering (e.g., a wire mesh). For example, as
PEDs are typically used to obtain PIN numbers, billing
zip codes, or other information for processing transaction
payments, PEDs are physically secured, as described
further herein, to prevent unauthorized entry or other ac-
cess that may result in exposing such information. The
PEDs can be physically secured according to specifica-
tions of one or more standardizing organizations to en-
sure adequate protection of users using the PEDs. In any
case, PED 212 can provide physical anti-tampering com-
ponents or other measures by which the secured touch
controller 206 is secured. PED 212 can also employ one
or more controllers (not shown), printed circuit boards
(PCB), processors, etc. to provide functionality described
herein.
[0027] PED 212 can be connected to display 208 via
a cable 306, or other communications medium, to control
access thereto. In addition, PED 212 can be connected
to AFP 302 and/or SoM 304 via cable 308, or other com-
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munications medium. Moreover, it is to be appreciated
that the cables 306 and/or 308 can connect directly to
secured touch controller 206 and/or electronics in com-
munication therewith. In any case, SoM 304 can establish
a secure channel with PED 212 to facilitate accessing
certain functions of the display 208, such as display out-
put, touch input information, etc. In one example, SoM
304 can verify whether applications executing on AFP
302 and requesting access to touch display 208 are
signed by authorized entities, and can utilize PED 212
to provide different levels of functionality and/or security
based on such. In other examples, unsigned applications
can attempt limited access to display 208 via a direct
unsecured connection between AFP 302 and PED 212.
[0028] In one example, PED 212 can provide varying
levels of access to display 208 via the secured touch
controller 206 based on at least one of a status of the
display 208, whether an application requesting access
is signed, whether a request for access originates from
the SoM 304 or AFP 302, one or more parameters in the
request, and/or the like. In one example, PED 212 can
provide access to at least one of a display functionality
of the display 208, touch input events on the display 208,
limited touch input information (e.g., a limited number of
touchable regions), and/or the like. Thus, for example,
PED 212 can provide limited or no touch input event in-
formation to applications that are unsigned or request
access directly from AFP 302, while providing full touch
input event information to signed applications accessing
PED 212 via SoM 304.
[0029] The cables 306 and 308 can be secured to pre-
vent tampering therewith to achieve unauthorized access
to display 208 and/or associated touch input data. In one
example, the cable 306 may be any suitable cable, such
as a flexible circuit assembly, Ethernet cable, universal
serial bus (USB) cable, etc. securely attached to display
208 and/or PED 212. According to one example, a flexible
circuit assembly may take the form of a tamper-proof
cable such as that described in U.S. Patent Publication
No. 2013/0300453, as referenced above. In this exam-
ple, the flexible circuit assembly includes two or more
layers and is in electrical communication with a secure
area in the PED 212, which can include the secured touch
controller 206. Each of these layers can include a thin,
flexible dielectric substrate having conductors thereon.
The signal conductors can be surrounded with a conduc-
tor pattern defining a wire mesh. Thus, if access is at-
tempted via the signal conductors, such as by separating
the layers, the wire mesh is interrupted, which can trigger
an anti-tampering event. For example, such events can
include causing erasure of certain information (e.g., en-
cryption information, payment or other sensitive informa-
tion, etc.) from a memory of secured touch controller 206,
PED 212, AFP 302, SoM 304, etc., decommissioning of
secured touch controller 206, PED 212, display 208, AFP
302, SoM 304, etc., and/or the like. In an example, a
suitable adhesive is used to connect these various layers
together to form the mesh.

[0030] When assembled, these layers define a cable
extending between connector portions on the display 208
and the PED 212 (or the secured touch controller 206).
One end of flexible circuit assembly 306 can connect to
display 208 via a connector portion thereof, and another
end of flexible circuit assembly 306 can connect to PED
212 (or secured touch controller 206) via a connector
portion thereof. Similarly, SoM 304 (or AFP 302) can have
a connector portion for connecting cable 308, and PED
212 (or secured touch controller 206) can have another
connector portion for cable 308. The connector portions
may take the form of any secure connector device, such
as connector portion 312 discussed in U.S. Patent Ap-
plication No. 13/467,592. The connector portions may be
connected to display 208, PED 212 (or secured touch
controller 206), SoM 304 (or AFP 302), using a suitable
adhesive, such as the conductive adhesive described in
U.S. Patent Application No. 13/467,592.
[0031] As noted above, the cable can include internal
conductors that directly connect and allow electronic
communications between PED 212 (or secured touch
controller 206) and display 208. In one example, secured
touch controller 206 can be implemented on a printed
circuit board within the PED 212, and the cable can con-
nect from the PCB to display 208. In another example,
display 208 may include a display controller 322, which
can be a dumb controller that forwards touch input events
over cable 306 and/or causes display of data received
over cable 306. In an example, display controller 322 can
exist on a PCB of display 208, and the cable can run from
the PCB of display 208 to the PCB of PED 212. This can
allow PED 212 to send data, such as display data, se-
curely to display 208 within tamper-proof flexible circuit
assembly 302, and/or securely receive touch input
events from the display 208.
[0032] Because of the flexibility of a flexible circuit as-
sembly, it will be appreciated that display 208 can be
hingedly-moved relative to PED 212 while being electri-
cally connected to PED 212. Additionally, a flexible circuit
assembly allows display 208 to be mounted at a physical
location on the fuel dispenser 200 separate from the
mounting location of the PED 212. It is to be appreciated
that similar cabling can be used as cable 308 between
PED 212 and SoM 304.
[0033] In an example, a flexible circuit assembly em-
ployed as cable 306 and/or 308 can be a ribbon-cable or
similar cable that couples components for communica-
tion therebetween. In one example, a flexible circuit as-
sembly can include multiple cables, where at least one
cable carries video data, and the other cable is used for
security detection. In one example, one cable facilitates
communicating display data between PED 212 and dis-
play 208 and has security mesh layers, as described,
triggering an anti-tampering event if tampering is detect-
ed. This cable can additionally include a switch circuit at
least at one connector of the cable that utilizes a ground
connection at the component to detect removal of the
cable, which can trigger an anti-tampering event (e.g.,
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memory erasure, component decommissioning, etc.). In
this example, another cable can provide the security
mesh circuit series-connected with two dome switches
(or other suitable switches to detect separation or move-
ment of one or more components), and can be bonded
or otherwise mounted to the other cable and/or can loop
such that a dome switch is used to determine if a bracket
over a connector of the other cable is disassembled,
which can trigger an anti-tampering event. This cable can
continue to another dome switch between display 208
and a bezel, or other portion of a fuel dispenser, to de-
termine if display 208 is removed therefrom; this can also
trigger an anti-tampering event.
[0034] In any case, the triggered anti-tampering events
can cause various functionalities, and triggering of differ-
ent switches can cause different event functionalities, in
an example. In addition, the functionalities can require
different resolutions. For example, removal of display 208
from the bezel can cause decommissioning of the PED
212 and/or display 208, such that the display can be re-
installed to contact the bezel, and normal operation can
resume. Removal of cable 308 from PED 212 or SoM
304, however, can cause erasure of encryption informa-
tion used to communicate between PED 212 and SoM
304. Reestablishing encryption information can require
a technician to replace the cable 308, and/or reinitialize
encryption information between PED 212 and SoM 304
in a clean room for reinstallation in the fuel dispenser
200, and/or the like. It is to be appreciated that various
triggerable events can be used in this regard with varying
remedial measures to reset the events.
[0035] In an example, multiple cables 306 and 310 and
connectors can be used to connect display 208 and PED
212 and/or multiple cables 308 and 312 and connectors
can be used to connect PED 212 and SoM 304. For ex-
ample, two cables and two sets of connectors can be
employed to connect display 208 with PED 212 (or se-
cured touch controller 206). In an example, PED 212
(and/or secured touch controller 206) includes a touch
feature connector to allow touch input information over
one cable, and a video feature connector to allow display
functionality over the other. For example, cable 306 can
be connected to the touch feature connector, and can be
secured, as described, while the other cable 310 for dis-
play functionality can be connected to the video feature
connector, and may not need to be secured. A similar
configuration can be employed to connect PED 212 with
SoM 304 (or AFP 302) using cables 308 and 312.
[0036] In one example described in further detail be-
low, display output from SoM 304 (or AFP 302) may be
provided to the display 208 via PED 212 over cables 312
and 310 without prior authentication of the related appli-
cation; thus, display data received over the video feature
connector(s) can be provided to the display 208 for dis-
playing without authentication. Conversely, in this exam-
ple, data to be provided to an application using the touch
feature connector over cables 306 and 308 can first re-
quire that the application be authenticated by SoM 304

and/or PED 212 before the touch input is provided thereto
by secured touch controller 206. Moreover, data commu-
nicated over cables 306 and/or 308 can be encrypted
over the secure channel, and in one example, data over
cables 310 and 312 may not need to be encrypted.
[0037] Figure 4 illustrates an example system 400 for
controlling a touch display via a secured touch controller.
System 400 includes a touch display 402 communica-
tively coupled to a secure device 404 and/or a secured
touch controller 406 thereof. In addition, system 400 in-
cludes an AFP 408 for executing one or more applications
that utilizes one or more functions of touch display 402.
AFP 408 can include a SoM 410, as described, for man-
aging communication with the touch display 402 via se-
cure device 404. It is to be appreciated that touch display
402 can be similar to display 208, secure device 404 can
be similar to PED 212 (e.g., with or without a PIN pad),
AFP 408 can be similar to AFP 302, SoM 410 can be
similar to SoM 304, etc.
[0038] Secure device 404 can include a touch event
processor 412 that can obtain touch events from touch
display 402, and determine information for providing to
AFP 408, SoM 410, etc., based on one or more consid-
erations regarding an application to which the touch input
relates. In another example, touch event processor 412
can indicate a format of touch input information to touch
display 402 for sending the information to secured touch
controller 406. In addition, secured touch controller 406
can be secured in secure device 404 via an anti-tamper-
ing shell 414. It is to be appreciated that cabling to/from
touch display 402 and/or SoM 410 (or AFP 408) can be
installed under the anti-tampering shell as well to prevent
physical access thereof. In addition, for example, the AFP
408 can be installed on a hub interface PCB (HIP), which
can include two AFPs (e.g., one on each side) for a dual
sided fuel dispenser.
[0039] According to an example, secure device 404
can manage access to touch display 402, which can be
based on parameters received in a request to access
touch display 402, whether the touch display 402 is in
use by an application, and/or the like. In one example,
secure device 404 can limit access to touch display 402
for certain applications by allowing only display access,
limited touch access, full touch access, and/or the like.
For example, limited touch access can include allowing
access to one or more limited regions of the touch display
402 and/or limiting a number of active touch regions on
the touch display 402. Secure device 404 can limit access
to touch display 402 based on at least one of one or more
parameters associated with an application accessing the
touch display 402, whether the access request initiates
from SoM 410 or AFP 408, whether an application ac-
cessing the touch display 402 is signed by an authorized
entity, etc.
[0040] In an example, SoM 410 can check whether ap-
plications requesting access to touch display 402 are
signed by an authorized entity. This can occur based on
receiving a request for access to the touch display 402,
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upon executing of the application at SoM 410, and/or the
like. SoM 410 can indicate whether the application is
signed by an authorized entity to secure device 404 (e.g.,
as an explicit indication, as part of an access request
from the application, as part of a ping message sent while
the application is executing, etc.). In one example, SoM
410 can check whether the applications are signed, and
can compare a signature thereof to a stored list of sig-
natures of authorized entities to determine whether the
one or more applications are signed by a signature of an
authorized entity. The list of signatures can include a sig-
nature corresponding to a manufacturer of a fuel dispens-
er or a retail site, a payment institution, etc., as described
further herein. Moreover, in an example, the SoM 410
can be provisioned with the list of signatures (e.g., in a
clean room prior to installation of the SoM 410 in a fuel
dispenser), can obtain the list of signatures from a remote
source (e.g., upon installation in a fuel dispenser, as a
list pushed from one or more entities, etc.), can obtain
the list of signatures from the secure device 404 (e.g.,
upon establishing the secure channel), and/or the like.
[0041] In addition, SoM 410 can establish a secure
channel with the secure device 404 and can communi-
cate the indication over the secure channel. In another
example, communicating with secure device 404 over
the secure channel can imply that the application is
signed by an authorized entity. In this example, SoM 410
can also communicate with secure device 404 over an-
other link where the application is not signed by an au-
thorized entity. In yet another example, SoM 410 can
refrain from communicating touch display 402 access re-
quests from applications not signed by an authorized en-
tity to secure device 404, and AFP 408 can communicate
the request outside of SoM 410. In any case, secure de-
vice 404 can determine whether the application is signed
and/or a related signing entity, and can thus determine
information regarding the application and a level of ac-
cess to provide to the application via secured touch con-
troller 406 based on the information.
[0042] In an example, AFP 408 can include a secure
chip 416, with which SoM 410 can communicate to obtain
information to establish the secure channel with secure
device 404. The SoM 410 can include the secure chip
416, in one example. Where secure chip 416 is present,
secure chip 416 and secure device 404 can be provi-
sioned with related encryption information to allow en-
crypted communications with the secure device 404 us-
ing the encryption information (e.g., encryption keys, cer-
tificates, or other functions). This can occur in a clean
room or otherwise before installation in a fuel dispenser
to ensure tamper-proof provisioning. In addition, as de-
scribed, where tampering is detected on a cable between
the secure device 404 and SoM 410 or with another com-
ponent of system 400, the contents of secure chip 416
can be deleted (e.g., by secure chip 416 based on de-
tecting the tampering by secure chip 416, SoM 410, or
another device on the AFP 408) to ensure integrity of the
encryption information established prior to installation.

[0043] In another example, where secure chip 416 is
not used to establish the secure channel with secure de-
vice 404, SoM 410 can be configured with the encryption
information (e.g., encryption keys, certificates, or other
functions). For example, SoM 410 can execute a soft-
ware configuration process with secure device 404 where
SoM 410 can store the encryption information in a mem-
ory. In another example, a given application executing
on SoM 410 can receive an encryption key for which se-
cure device 404 has a corresponding encryption key to
facilitate secure communications therebetween. For ex-
ample, the encryption keys can correspond to a pub-
lic/private key pair of a public-key cryptography algorithm
(e.g., Rivest, Shamir, and Adleman (RSA), Diffe-Hell-
man, digital signature standard (DSS), etc.).
[0044] In this example, secure device 404 can be pro-
grammed with the private key, and applications executing
on SoM 410 can be provisioned with a matching public
key to allow establishment of the secure channel. In one
example, the application obtains the public key as part
of an authentication process, which can occur prior to
execution of the application at the fuel dispenser. Au-
thentication of the application can occur outside of the
fuel dispensing environment, in one example, such that
applications can be signed by or otherwise associated
with certain parties (e.g., a retail site operating the fuel
dispenser). Where the associated entity is authorized to
execute applications at the fuel dispenser, the application
can then be signed with a signature of the manufacturer
of the fuel dispenser (or other signature that allows exe-
cuting the application on a given fuel dispenser). As part
of this signing, the application can obtain the public key
for encrypting communications to the secure device 404.
For example, the public key can be unique to the entity
authorized to execute the application.
[0045] Subsequently, the application can be executed
on SoM 410, the signature of the manufacturer is verified
by SoM 410 and/or secure device 404 in determining a
level of access to provide to touch display 402, and the
public key can be used to encrypt communications with
secure device 404 over the secure channel. Secure de-
vice 404 can attempt to establish a secure channel with
SoM 410 for the given application using the encryption
key pair (and/or vice versa). If successful, secure device
404 can consider the application as signed by an author-
ized entity, and can accordingly provide the appropriate
level of touch display 402 event information thereto (e.g.,
coordinate-level, motion-level, or similar information). If
unsuccessful, secure device 404 can consider the appli-
cation as not signed by an authorized entity, and can
accordingly limit touch display 402 event information, as
described (e.g., by providing only region-level informa-
tion of a touch event for a limited number of regions on
the touch display 402). In these examples, it is to be ap-
preciated that secure chip 416 may be present and used
to store encryption information of an application or oth-
erwise received from secure device 404.
[0046] SoM 410 can notify secure device 404 when an
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application is signed by an authorized entity over the se-
cure channel, which can occur based on executing the
application, as part of a request for accessing touch dis-
play 402, and/or the like. In an example, SoM 410 can
request touch input information from secure device 404
for a given application. Secure device 404 can obtain
touch input information from secured touch controller 406
for providing to SoM 410 based on the request from the
application when the secure device 404 determines the
application is signed by an authorized entity. Thus, when
touch display 402 interactions occur (e.g., a user touches
the touch display 402), the touch event processor 412
can process related event information and provide the
information to secure device 404 for communicating to
SoM 410. In an example, touch event processor 412 can
interpret touch data to include coordinates of the inter-
action, a type of interaction (e.g., touch, swipe, double
tap, etc.), and/or the like. Secure device 404 can deter-
mine at least a subset of the information to provide to
SoM 410 based on the information regarding the appli-
cation requesting the touch input information.
[0047] For example, for applications signed by an au-
thorized entity (such as a manufacturer of a fuel dispens-
er, an operator of a retail site, etc.), secure device 404
can communicate coordinates of touch input and related
interactions on touch display 402 to SoM 410, and SoM
410 can provide the data to the application executing
thereon or otherwise on AFP 408. Applications signed
by an authorized entity can include payment applications
that render a PIN pad, a kitchen menu application for the
retail site, etc., and specific touch input information can
be provided to these applications executing on AFP 408
or SoM 410 by secure device 404. For example, secure
device 404 can encrypt the touch information for com-
municating over the secure channel with SoM 410 for
such applications, as described. In any case, the appli-
cations can render substantially any interface and re-
ceive specific touch event information on the interface.
This can allow for rendering and proper functioning of a
PIN pad on touch display 402, in one example.
[0048] For applications that are signed by a non-au-
thorized entity and/or unsigned, secure device 404 can
return more generic information regarding touch input on
touch display 402, such as an indication of one of a
number of regions in which a touch occurs, or can refrain
from providing any touch input information to the appli-
cations. Such applications may include advertisement
applications. Providing such limited touch event informa-
tion can mitigate occurrence of tampering by rogue ap-
plications, as the applications are either not receiving the
touch input data, or receiving a limited amount of infor-
mation from which confidential information may be not
discerned.
[0049] In a specific example, secure device 404 can
limit touch display 402 by defining eight adjacent or non-
adjacent regions of touch display 402, and can return an
indication of a region within which touch input occurs to
unauthorized applications. This essentially allows for lim-

iting functionality on the touch display 402. In this exam-
ple, a ten digit number pad cannot be properly used by
an unauthorized application because input can only be
received for eight touchable regions, thus mitigating pos-
sible tampering to obtain confidential information of a us-
er using the touch display 402. In one example, it is to
be appreciated that the application executing on SoM
410 or secure chip 416 can define the size and location
of the eight touch regions, or the secure device 404 can
use a default setting for the region size and location. In
any case, in an example, the secure device 404 may
allow the unauthorized application to specify what is dis-
played in the regions.
[0050] Communications between secure device 404
and SoM 410 can be encrypted, as described. In an ex-
ample, all communications therebetween can be en-
crypted (including all events on touch display 402). In
another example, a portion of events on touch display
402 can be encrypted by secure device 404 (e.g., using
the private key) before sending to SoM 410. In this regard,
in some examples, physical security measures described
herein may not be used (e.g., secure chip 416, anti-tam-
pering shell 414, security for cabling between SoM 410
and secure device 404, etc.), as potential eavesdropping
can be hindered by the encrypted communications.
[0051] Moreover, for example, the secure device 404
can ensure it has substantially constant communication
to SoM 410 as another security measure. In this example,
where secure device 404 detects that communication
with SoM 410 is interrupted and/or that the secure chan-
nel is not established, secure device 404 can at least one
of refrain from communicating touch input information to
SoM 410, disable touch display 402, etc. In one example,
SoM 410 can consistently ping secure device 404 to
maintain the secure channel. This can include sending
a ping message to the secure device 404. Thus, where
a ping message is not detected by secure device 404 for
a period of time, this may indicate tampering, and secure
device 404 can refrain from sending touch input to the
SoM 410, disable the touch display 402 (e.g., via secured
touch controller 406), and/or the like. It is to be appreci-
ated that the ping message can include substantially any
message transmitted to the secure device 404 to indicate
proper functioning of the SoM 410. Moreover, for exam-
ple, the SoM 410 can apply an authenticity parameter to
the ping message to allow secure device 404 to verify
authenticity thereof to ensure the ping message is from
the SoM 410 (e.g., and not from a rogue device intending
to falsely represent the SoM 410). For instance, applying
the authenticity parameter can include SoM 410 encrypt-
ing the ping message, and the secure device 404 can
decrypt the ping message (e.g., using a key pair) to en-
sure the message is from SoM 410. In another example,
the applying the authenticity parameter can include SoM
410 including a hash value as part of the ping message,
and the secure device 404 can verify the hash value (e.g.,
using one or more functions) to ensure the message is
from SoM 410.
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[0052] SoM 410 can include a core level application,
such as an operating system, that can communicate with
the secure device 404, establish the secure channel with
the secure device 404, etc. In this regard, the core level
application of SoM 410 can maintain the secure channel
with secure device 404 and indicate whether a request
for touch display 402 access is for an authorized appli-
cation or not. For example, the applications can execute
on SoM 410 (or on AFP 408 and request touch display
402 access via SoM 410), and the core level application
of SoM 410 can determine whether the applications are
signed by an authorized entity, as described herein. and
indicate such to secure device 404.
[0053] Furthermore, an anti-tampering shell 414 can
encase the secured touch controller 406 as well to miti-
gate tampering with the controller 406 and/or any cables
coupling the controller 406 to the touch display 402. As
described, anti-tampering shell 414 can include mesh
layers to detect movement, removal, or other tampering
with the shell 414 or components disposed therein. In
addition, a secure cable can be used to couple secured
touch controller 406 (e.g., under the anti-tampering shell
414) with touch display 402. The secure cable can be
similar to the flexible circuit assembly discussed previ-
ously, in one example. Also, for example, touch display
402 can utilize one or more microswitches or other de-
tection mechanisms to detect movement or removal
thereof.
[0054] Referring to Figure 5, a methodology that can
be utilized in accordance with various aspects described
herein is illustrated. While, for purposes of simplicity of
explanation, the methodology is shown and described
as a series of acts, it is to be understood and appreciated
that the methodology is not limited by the order of acts,
as some acts can, in accordance with one or more as-
pects, occur in different orders and/or concurrently with
other acts from that shown and described herein. For
example, those skilled in the art will understand and ap-
preciate that a methodology could alternatively be rep-
resented as a series of interrelated states or events, such
as in a state diagram. Moreover, not all illustrated acts
may be required to implement a methodology in accord-
ance with one or more aspects.
[0055] Figure 5 illustrates an example methodology
500 for processing input data received at a touch display.
For example, the methodology 500 can be implemented
by a secure device, as described, that manages touch
display access of one or more applications. At 502, input
data can be received from touchscreen functionality of a
touch display. For example, the input data can relate to
coordinates of a touch interaction on the touch display,
a type of interaction (e.g., single touch, double tap, swipe,
etc.), and/or the like.
[0056] At 504, it can be determined whether the appli-
cation is authorized, which can include determining
whether the application is signed by an authorized entity
or signed at all. This can impact touch input information
(if any) provided to the application. In addition, the deter-

mination can be made by comparing a signature of the
application to a list of signatures of authorized entities,
receiving a related indication from a SoM or other device,
etc., as described. In addition, the determination can be
based on whether a secure channel is established with
the application or related processor on which the appli-
cation executes. As described, the application can use
a public key to encrypt communications, and the com-
munications can be decrypted with a private key. Where
the communications are properly decrypted, this can in-
dicate the application is authorized at 504.
[0057] When the application is authorized, at 504, input
data can be provided to the application at 506. This can
include communicating the input data as received, such
as the coordinates or touch interaction type information.
In addition, the input data can be formatted before pro-
viding to the application. Moreover, the input data can be
encrypted, as described. In any case, the authorized ap-
plication receives more specific touch input information
than an unauthorized application.
[0058] When the application is unauthorized at 504,
touch input information can be determined by restricting
the input data at 508. This can include determining a
region in which touch interactions occur based on the
input data as the touch input information. Therefore, only
information regarding a number of limited touch regions
can be provided to unauthorized applications to prevent
rogue applications from obtaining confidential informa-
tion (e.g., by displaying a PIN pad). In other examples,
the restricted touch input information can indicate occur-
rence of a touch event, or other limited information. The
touch input information is provided to the unauthorized
application at 510.
[0059] While one or more aspects have been de-
scribed above, it should be understood that any and all
equivalent realizations of the presented aspects are in-
cluded within the scope and spirit thereof. The aspects
depicted are presented by way of example only and are
not intended as limitations upon the various aspects that
can be implemented in view of the descriptions. Thus, it
should be understood by those of ordinary skill in this art
that the presented subject matter is not limited to these
aspects since modifications can be made. Therefore, it
is contemplated that any and all such embodiments are
included in the presented subject matter as may fall within
the scope and spirit thereof.

NUMBERED STATEMENTS OF INVENTION

[0060]

1. A vending machine, comprising:

a display;

a touch controller operatively connected to the
display and configured to transmit display data
to the display and receive input data from a
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touchscreen function of the display;

a secure device operatively connected to the
display and configured to secure the display at
least by managing touch input information pro-
vided to one or more applications based at least
in part on the input data received from the touch-
screen functionality; and

a processor operatively connected to the secure
device and configured to communicate access
requests for the display to the secure device
from the one or more applications along with an
indication of whether the one or more applica-
tions are signed by an authorized entity,

wherein the secure device manages the touch
input information provided to the one or more
applications further based at least in part on the
indication.

2. The vending machine of statement 1, wherein the
secure device manages the touch input information
at least in part by limiting the touch input information
communicated to the one or more applications when
the one or more applications are not signed by the
authorized entity.

3. The vending machine of statement 2, wherein the
secure device limits the touch input information at
least in part by communicating an indication of one
of a fixed number of regions related to the input data
received from the touchscreen functionality to the
one or more applications not signed by the author-
ized entity.

4. The vending machine of statement 2, wherein the
secure device limits the touch input information at
least in part by refraining from communicating the
input data to the one or more applications not signed
by the authorized entity.

5. The vending machine of statement 1, wherein the
secure device manages the touch input information
at least in part by communicating coordinates related
to the input data received from the touchscreen func-
tionality when the one or more applications are
signed by the authorized entity.

6. The vending machine of statement 1, wherein the
processor establishes a secure channel with the se-
cure device for communicating the access requests
and indications thereto.

7. The vending machine of statement 6, wherein the
processor maintains the secure channel at least in
part by sending a consistent ping message to the
secure device.

8. The vending machine of statement 7, wherein the
processor applies one or more authenticity param-
eters to the ping message to facilitate verifying au-
thenticity of the ping message.

9. The vending machine of statement 7, wherein the
secure device disables the display based at least in
part on determining that the consistent ping message
is not received from the processor over a period of
time.

10. The vending machine of statement 1, wherein
the processor is configured to store a list of one or
more signatures of authorized entities and determine
whether the one or more applications are signed by
a signature of an authorized entity at least in part by
determining whether the signature is in the list of one
or more signatures.

11. The vending machine of statement 10, wherein
the list of the one or more signatures includes a sig-
nature corresponding to a manufacturer of the vend-
ing machine or a retail site at which the vending ma-
chine operates.

12. The vending machine of statement 10, wherein
the secure device communicates the list of the one
or more signatures to the processor upon establish-
ing a secure channel with the processor.

13. The vending machine of statement 1, wherein
the secure device comprises the touch controller.

14. The vending machine of statement 13, wherein
the secure device comprises an anti-tampering shell
enclosing the touch controller.

15. The vending machine of statement 14, wherein
the anti-tampering shell comprises a wire mesh con-
figured for detecting removal of the ant-tampering
shell.

16. The vending machine of statement 1, wherein
the secure device comprises a personal identifica-
tion number (PIN) entry device (PED).

17. The vending machine of statement 1, wherein
the secure device is operatively connected to the
display by at least one cable attached to a feature
connector of the secure device and another feature
connector of the display.

18. The vending machine of statement 17, wherein
the feature connector or the another feature connec-
tor comprise components for detecting removal of
the at least one cable.

19. The vending machine of statement 18, wherein
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the secure device is configured to erase at least a
portion of a memory where the components detect
removal of the at least one cable.

20. The vending machine of statement 1, further
comprising a hub interface printed circuit board (HIP)
and a second processor, wherein the processor and
the second processor are installed on adjacent sides
of the HIP.

21. The vending machine of statement 1, further
comprising fuel dispensing components configured
to facilitate dispensing of fuel, to measure an amount
of fuel dispensed for a transaction, and to output the
amount to the secure device for rendering on the
display, wherein the secure device is further config-
ured to manage operation of at least one of the fuel
dispensing components to control the dispensing of
fuel.

22. The vending machine of statement 1, wherein
the secure device determines whether the one or
more applications are signed by an authorized entity
based at least in part on whether a secure channel
is established with the one or more applications.

23. The vending machine of statement 22, wherein
the one or more applications establish the secure
channel with the secure device based at least in part
on encrypting communications with the secure de-
vice.

24. The vending machine of statement 23, wherein
the one or more applications obtain one or more en-
cryption keys for encrypting communication as part
of a verification process for the one or more applica-
tions, wherein the one or more applications are
signed with a signature of a manufacturer of the
vending machine as part of the verification process.

25. The vending machine of statement 23, wherein
the secure device encrypts a portion of the touch
input information for communicating to the one or
more applications over the secure channel.

26. A method for controlling access to a touch dis-
play, comprising:

receiving input data from a touch display, where-
in the input data is associated with an application
accessing the touch display;

determining whether the application is signed
by an authorized entity; and providing touch in-
put information correlating to the input data to
the application based at least in part on whether
the application is signed by the authorized entity.

27. The method of statement 26, further comprising
generating the touch input information by restricting
the input data where the application is not signed by
an authorized entity.

28. The method of statement 27, wherein the gen-
erating the touch input information comprises deter-
mining one of a fixed number of regions on the touch
display correlating to the input data as the touch input
information.

29. The method of statement 26, wherein the gen-
erating the touch input information comprises deter-
mining coordinate information correlating to the input
data as the touch input information.

30. The method of statement 26, further comprising
establishing a secure channel with a processor for
communicating the input data thereto.

31. The method of statement 30, further comprising
maintaining the secure channel at least in part by
determining whether a consistent ping message is
received from the processor.

32. The method of statement 31, further comprising
maintaining the secure channel at least in part by
verifying authenticity of a consistent ping message
received from the processor.

33. The method of statement 31, further comprising
disabling the touch display based at least in part on
determining that the consistent ping message is not
received from the processor over a period of time.

34. The method of statement 26, further comprising
erasing at least a portion of a memory upon detecting
removal of at least one cable to the processor or to
the touch display.

35. The method of statement 26, wherein the deter-
mining whether the application is signed by an au-
thorized entity comprises determining whether a se-
cure channel is established with the application.

36. The method of statement 35, wherein the appli-
cation obtains one or more encryption keys for en-
crypting communication as part of a verification proc-
ess for the application, and wherein the application
is signed with a manufacturer signature as part of
the verification process.

37. The method of statement 35, further comprising
encrypting a portion of the touch input information
for communicating to the application over the secure
channel.
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Claims

1. A method for controlling access to a touch display,
comprising:

receiving input data from a touch display, where-
in the input data is associated with an application
accessing the touch display;
determining whether the application is signed
by an authorized entity; and providing touch in-
put information correlating to the input data to
the application based at least in part on whether
the application is signed by the authorized entity.

2. The method of claim 1, further comprising generating
the touch input information by restricting the input
data where the application is not signed by an au-
thorized entity.

3. The method of claim 2, wherein the generating the
touch input information comprises determining one
of a fixed number of regions on the touch display
correlating to the input data as the touch input infor-
mation.

4. The method of claim 1, wherein the generating the
touch input information comprises determining co-
ordinate information correlating to the input data as
the touch input information.

5. The method of claim 1, further comprising establish-
ing a secure channel with a processor for communi-
cating the input data thereto.

6. The method of claim 5, further comprising maintain-
ing the secure channel at least in part by determining
whether a consistent ping message is received from
the processor.

7. The method of claim 6, further comprising maintain-
ing the secure channel at least in part by verifying
authenticity of a consistent ping message received
from the processor.

8. The method of claim 6, further comprising disabling
the touch display based at least in part on determin-
ing that the consistent ping message is not received
from the processor over a period of time.

9. The method of claim 1, further comprising erasing
at least a portion of a memory upon detecting remov-
al of at least one cable to the processor or to the
touch display.

10. The method of claim 1, wherein the determining
whether the application is signed by an authorized
entity comprises determining whether a secure
channel is established with the application.

11. The method of claim 10, wherein the application ob-
tains one or more encryption keys for encrypting
communication as part of a verification process for
the application, and wherein the application is signed
with a manufacturer signature as part of the verifica-
tion process.

12. The method of claim 10, further comprising encrypt-
ing a portion of the touch input information for com-
municating to the application over the secure chan-
nel.
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